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Beepnenue

BBeneHve

[aHHbI cnpaBoOYHMK COOEPXKUT KOMaHabl Ans ynpaeneHus yctporictBom Keenetic Giga
nocpencTBOM MHTepderica KOMaHAHOW CTPOKW. 34eCh NPUBEAEH NOSHbINA CMIMCOK BCEX AOCTYMHbIX
KoMmaHg. Takke ykasaHbl NpMMepbl TOro, Kak UCMOmNb30BaTh Hanboree pacnpocTpaHeHHbIE U3
3TMX KOMaHA, obLwasa nHdopmaums o B3aMMOCBSA3M MexXay KOMaHgamu v npuHUMnuanbHble
OCHOBbI TOI0, KaK UX UCMOSb30BaThb.

1 Insa Kkoro npegHasHa4vYeH JOKYMEHT

[aHHOe pykoBOACTBO NpefHa3Ha4YeHo Ans CETEBLIX aMUHUCTPATOPOB MIN CNeLManucToB no
BbIYMCIIMTENBHON TEXHMKE, OTBEYaKLLMX 3a HAaCcTporKy U noaaepxky Keenetic Giga Ha mecre.
OHo Takke npegHasHadeHo ANg onepatopos, koTopble ynpasnstoT Keenetic Giga. [JokymeHT
0OXBaTbIBaET TEXHUYECKME NPOLEAYPbI NOAOEPKKM BbICOKOTO YPOBHS A1 root-aAMMHUCTPATOPOB
N COTPYOHUKOB TexHUYeckon nogaepxkm Keenetic Giga.

2 CTpyKTypa AOKYMeHTa

Cl'lpaBO‘-IHI/IK onucblBaeT crenywLwine pasaenbl:

3HaKOMCTBO C KOMaHOHOW B pasgene onvcaHo kak ncnonb3oBatb UHTEPenc
CTpOKOM KomaHgHown cTpokn Keenetic Giga, ee nepapxu4deckyto
CTPYKTYPY, YPOBHM aBTOPM3aLUN U BO3MOXHOCTM CNPaBKMK.

OnucaHune komaHg, AndaBUTHLIN CMMCOK KOMaHA, KOTOPble MOXXHO BBOAUTL B
KOMaHOHOW CTPOKe ANl HacTponkM ycTponcTea Keenetic
Giga.

3 YcnoBHblIe 0003HaYeHusA

B onncaHum KoMaHa Ucnonb3yTca crieaylolmne 0603Ha4YeHNs:

XUPHbIN LWPUdT KomaHabl 1 krtoveBble CrioBa BblAENSTCS
XUPHbIM WpNTOM. OHU JOMKHBI BbITh
BBEAEHbI B TOYHOCTU KaK yKa3aHO B OMUCAHUN.
B npumepax XupHbI WPUAET UCMonb3yeTcs
ONS BblAENEHNS OaHHbIX, BBEAEHHbIX
nornb3oBaTenem.

Kypcus AprymeHTbl, AN KOTOPbIX HEOBXOAMMO 3a4aThb
3Ha4YeHMs BbI4ENEHbI KyPCUBOM.

OnemeHTbI B KBagpaTHbIX ckobkax sBnsarTCS

I [ Heobsi3aTeIbHLIA 371EMEHT |
HeobA3aTenbHbLIMMN.
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Beegenwue

I «0693aTe/IbHbIN 3JIEMEHT)

OneMeHTbl B YrNoBbIX CKOOKax siBMNsitOTCS
obsi3aTenbHbIMU.

(x|y|z) ObGs3aTenbHble anbTepHATUBHLIE KITHOYEBLIE
CroBa rpynnupyroTcs B KPYribIX ckobkax v
pa3fensioTcsa BEPTUKATIbHOM YepTON.

x|y]z Heobs3aTenbHble ansTepHaTUBHbIE KIOYEBbIE

crnoBa rpynnupyroTcs B KBagpaTHbIX CKOGKax 1
pasgensatTcsa BepTUKanbHOM YEPTON.

MpyMeYaHus, NpeaynpexXaeHns U NpeaoCcTePEXKeHUs UCNONb3YHT crieaytowmne 0603HauYeHms.

MpumeyaHne: OsHavaet "untatens, NpuMn K ceefeHuto”. NprmedaHusa cogepar nornesHole
COBETbI UMK CCINIKM Ha MaTtepuansl, He cogepXXalmuecs B JaHHOM

CnpaBOYHUKE.

MpenynpexaeHue: OsHayvaeT "yuTartens, BHUMaHue!". Balum enctBns MoryT npuBecTy K
NnoBpeXAeHNI0 000pyA0BaHMA NN NOTEPE AaHHbIX.
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3HAKOMCTBO C KOMaHAHOM
CTPOKOU

B aTon rmaBe onncaHo kak Ucnonb3oBaTb MHTEpdenc komaHaHom cTpoku Keenetic Giga, ee
Nepapxu4eckyto CTPYKTYpY, YPOBHMN aBTOPU3aLIMN N BO3SMOXXHOCTY CMIPaBKW.

OcHoBHoe cpeacTBo yrnpasneHus mapLupytusatopom Keenetic Giga ato uHmepgelic komaHOHoU
CMPOKU. HaCTpOIZKVI CUCTEMbI NOJTHOCTbIO ONUCBLIBAKOTCA B BUAE NnocrnegoBaTeribHOCTU KOMaHAa,
KOTOpPbI€ HY>XHO BbIMONMHUTD, YTOOBI npmBecTu yCTpOI7ICTBO B 3aJaHHOE COCTOdAHUE.

B Keenetic Giga cywecTByeT Tpu Buga HacTpoek:

TekyLume HacTPONKM running config, Habop komaHA, KOTopble TPeOyeTCH BbINOMHUTD,
4YTOObI MPUBECTU CUCTEMY B TEKYLLEE COCTOSHME. TekyLmne
HACTPOMNKM XpaHATCA B onepatneHon namatu (RAM) n
OTpaxalT BCE N3MEHEHMUS HacTpoek cucTtembl. OgHako,
CcoOepXXMMOe onepaTMBHON NaMATU TEPSETCH MPY BbIKITFOYEHWN
ycTponcTea. [inst Toro 4tobbl HACTPOWMKM BOCCTAHOBUINUCE MPU
nepesarpy3ke yCTponcTBa, TpebyeTcs COXpaHUTb UX B
9HEProHe3aBUCUMOW NamMATK.

CTapToBble HAaCTPOMKK startup config, NocrnenoBaTenbLHOCTb KOMaHA, KoTopast
XpaHUTCA B cneunarnbHOM CEKTope 3HepFOHe3aBI/ICI/IMOIZ naM4aTn
M ncnonb3yetca Anda nHnunanu3aumm cuctemsbl
HEMOCPEACTBEHHO MOCHE 3arpysKku.

HacTpoWikn no ymonyaHuio default config, 3aBOACKME HACTPOMKN, KOTOPbIE 3aNMCbIBaOTCH
Ha Keenetic Giga npu npoussogcTse. KHonka RESET Ha
Kopryce no3BonsgeT cOpOCUTb CTapTOBbIE HACTPONKN Ha
3aBofCKMe.

®annel startup-config n running-config moryT GbITb OTPEQAKTMPOBAHbLI BPYYHYt0, 6e3
yyacTusi KomaHgHow cTpoku. [pu aTom criegyeT NOMHUTb, YTO CTPOKU HavMHatowumecs ¢ !
UrHOPUPYOTCA pas3bopLLMKOM KOMaHA U aprymMeHTbl, cogepalime cuMmBon npoben, AomkHbI
ObITb 3aKNOYEHbI B ABOVIHbIE KaBbIvkK (Hanpumep, ssid "Free Wi-Fi"). Camu kaBbl4ku
pa3bopLLMKOM UTHOPUPYHOTCS.

OTBETCTBEHHOCTL 3a KOPPEKTHOCTb BHECEHHbIX N3MEHEHUI NEXUT Ha UX aBTope.

1.1 BBoA KOMaHA4 B KOMAaHAHOMN CTPOKe

KomangHbin nitepnpetatop Keenetic Giga paspaboTtaH Takum o6pa3om, 4Tobbl M mMor
Monb30BaTbCs Kak HAYMHAKLLMI, TaK 1 OMNbITHBIN NoNb3oBaTenb. Bce komaHabl 1 napameTpbl
NUMEIOT ACHbIE N NErKo 3anoMMHaKLLMECS Ha3BaHUS.
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KomMaHabl pa3buTtbl Ha rpynmbl U BbICTPOEHBI B Mepapxmio. Takum o6pasom, Ans BbiNOSHEHUS
Kakon-nnbo HaCTPOKKM Nonb3oBaTesto NoTpebyeTcs nocrnefoBaTenbHO BBECTU Ha3BaHus
BIIOXXEHHBIX Py KOMaHg, (Y3roBbIX KOMaH[) U 3aTeM BBECTU KOHEYHYIO KOMaHAy C
napameTpamu.

Hanpumep, IP-agpec ceteBoro nHtepderica SwitchO/VLAN2 3agaetca komaHgon address,
KoTopas HaxoguTcs B rpynne interface — ip:

(config)>interface Switch0/VLAN2 ip address 192.168.15.43/24
Network address saved.

1.1.1 Bxoa B rpynny

HekoTopble y3noBble kKOMaHAbl, coAepkallune rpynny 4OYepHUX KoMaHz, No3BOSSOT
MONb30BATENIO BbINOMHUTL «BXOA» B rpynny, YToObl BBOAUTL AOYEPHME KOMaHOb
HenocpeaCcTBEHHO, He TpaTsi BpeMsi Ha BBOZ MMEHW y3r0BOW KOMaHbl. B aToM crnyyae meHsieTcs
TEKCT NpuUrnalleHns KoOMaHAHOW CTPOKK, YTOObI MONb3oBaTeNb BULEN, B KAKOW rpynne oH
HaxoauTCs.

BbIXO,CI, M3 rpynnbl BbINOJNTHAETCA NO KOMaHAe exit unu no Ha)kaTuo KOM6MHaLI,I/II/I KnaBuLU
[Ctri]+[D].

Hanpwumep, npu Bxoge B rpynny interface npurnaweHne koMmaHgHOW CTPOKU MEHSIETCS Ha
(config-if):

(config)>interface Switch0/VLAN2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

1.2 Acnonb3oBaHMe cnpaBKuU N aBTO4OMNONTHEHUSA

16

[ns Toro utTo6bI CAenaTh NPOLECC HACTPOMKM MakCUMarnbHO yA0OHbBIM, NHTEpPdENC KOMaHLHON
CTPOKM MMEET (PYHKLIMIO aBTOA0MNOMHEHUS KOMaHA 1 NapaMeTpoB, NOACKa3biBas Nonb3oBaTento,

Kakve KoMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BIOXEHHOCTU. ABToAoMNoONHeHne paboTaert no
knasuwe [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Sw[Tab]

Usage template:
interface {name}

Variants:
Switch0
Switch®/VLAN1
Switch®/VLAN2

(config)> interface SwitchQ[Tab]
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Usage template:
interface {name}

Variants:
Switch0/VLAN1
Switch@/VLAN2

(config)> interface Switch0/VLAN2[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky no TekyLen KoMmaHae Bcerga MoXHO oTobpasunTb, Haxas knasuvwy [?]. Hanpumep:

(config)> interface Switch0/VLAN2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface Switch@/VLAN2
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1.3 NMpedukc no

lMpedukc no ncnonb3yetca Anss OTMEHbl AENCTBUSA KOMaHAbl, Nepes KOTOPOW OH CTaBUTCS.

Hanpwumep, komaHaa interface oTBevaeT 3a cosgaHue ceTeBoro uHTepderica ¢ 3agaHHbIM
nmeHeMm. MNMpedurkec no, cnonb3yemblli C 3TOM KOMaHAON, Bbi3biBaeT 0bpaTHoe AencTBmne —
yaaneHue nHtepderica:

(config)> no interface PPPoOEO

Ecnn komaHga coctaBHas, No MOXeT CTaBUTbLCA Nepeq nobbiM ee YneHoM. Hanprumep, komaHaa
service dhcp Bkntovaet cnyx6y DHCP n coctonT 3 gByx 4Yacten: service — MMeHW rpynnbl
B nepapxmm komaHg, n dhcp — KoHe4yHon komaHab!. MpedrKc NO MOXHO CTaBUTb Kak B Havane,
Tak u B cepeauHe. [lencrteme B obonx cnyvasx 6yaeT oaMHaKoBbIM: OCTAHOBKa CryXObl.

(config)> no service dhcp
(config)> service no dhcp

1.4 MHOrokpaTtHbIu BBOA

18

MHorne komaHgbl 06nagatT CBOMCTBOM UAeMIOMeHMHOCMU, KOTOPOE MPOSIBASIETCA B TOM,
YTO MHOTOKpPaTHbIA BBOA, 3TUX KOMaH NPUBOAMUT K TEM XKE U3MEHEHUSIM, YTO U OLHOKPATHbIA.
Hanpwumep, komaHaa service http nobasnsaet cTpoky «service http» B Tekylme HaCTpOMKw,
1 Npy NOBTOPHOM BBOJE HNYETO HE MEHSET.

OgnHako, YacTb KOMaHZ Mo3BorseT A06GaBNATb HE OfHY, a8 HECKOJbKO 3anunce, ecnv BBOAUTb
UX C pa3HbIMUK aprymeHTamu. Hanpumep, ctatmyeckue 3anvcu B Tabnuue mMapLupytusaumm ip
route nnu puneTpbl access-list LobasnsTCA NocnegoeaTenibHO, U 3aTeM NPUCYTCTBYIOT B
HacTpolikax B BUAE Cnucka:

Mpumep 1.1. Ucnonb3oBaHMe KOMaHAbI C MHOTFOKpPaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO
Route added.

(config)> ip route 1.1.2.0/24 PPTPO
Route added.

(config)> ip route 1.1.3.0/24 PPTP1
Route added.

(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTPO

3anucun 13 Taknx Tabnumu MoXxHo yaandaTtb no oaHomn, NCnosnb3y4 I'IperVIKC no, " ykasbiBas B
aprymeHTe KoMaHgbl, Kakyto MME€HHO 3anncb Tpe6yeT0ﬂ yoanntb:

(config)> no ip route 1.1.2.0/24
Route deleted.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
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ip route 1.1.3.0 255.255.255.0 PPTPO

1.5 CoxpaHeHue B CTapTOBbIE HACTPOUKMU

TekyLine n cTapToBble HACTPOMKN XpaHATCs B harinax running-config u startup-config. ns
TOro YTOObI COXPaHUTL TEKYLLME HACTPOMKM B 3HEPTOHE3ABUCUMYHO NaMsITb, HY)XXHO BBECTMU
KOMaHAy KOnMpoBaHUS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

1.6 OTnoxeHHaa nepe3arpy3ka

Ecnun Keenetic Giga HaxoanTCA Ha 3Ha4YUTENbHOM yaalneHnn OT oneparopa 1 ynpasndeTca no
CETN, BOBHMKAET ONacCHOCTb NOTEPATb CBA3b C HUM MO NpuynHe OLWNBOYHbBIX OENCTBUI
onepartopa. B atom Clny4ae nepes3arpys3ka 1 Bo3BpaT K COXpaHEHHbIM HaCTpOVIKaM 6yD,ET
3aTtpyaHeHa.

KomaHaa system reboot no3BonsieT ycTaHOBUTL TauMep OTOXEHHOM nepes3arpy3ku, BbINOSHUTb
«OMacHbIe» HaCTPOWKK, 3aTEM BbIKIIOYUTL TalMep U COXpaHUTb n3aMeHeHusi. Ecnm B npouecce
HaCTPOWMKM CBA3b C YCTPOMCTBOM ByAeT noTepsiHa, onepaTtopy A4OoCTaTovHO OyaeT goxaarbes
aBTOMAaTM4eCKOWN Nepesarpy3kun 1 NOAKMYMTBCS K YCTPONCTBY CHOBA.
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OnucaHune KomaHAa

OTa rmaBa cogepXXuT Bce koMaHAbl 5151 KOMaHgHOW CcTpoku goctynHele B Keenetic Giga.

OnucaHune Kaxagon KoMaHabl pasgeneHo Ha criegyrowme nogpasaenst:

Onucanue OnwucaHue TOro, YTo KOMaHaa Aenaert.
CunHoncuc O6wmr dhopmaTt kKoMaHAb!
Mpedukc no B03MOXXHOCTb MCMOMb30BaHNS B KOMaH4e

npedumkca no.

M3meHeHne HacTpoek

CnocoBHOCTb KOMaHAbl MEHATb HACTPOMKN.

MHorokpaTHbI BBOA

Bo3amoxHOCTb MHOIoKpaTHOro BBoaa KomaHabl.

BxoxpaeHwve B rpynny

HaseaHue rpynnbl, 4OCTYN B KOTOPYtO AaeT
komaHga. Ecnv rpynnbl HeT, 3TOT pasgen He
oTobpakaeTcs.

Twun nHtepdpenca

Twvn nHTepdpenca, Ha KOTOPbLIN BANAET
komaHga. Pasgen He oTobparkaeTcs, ecnum
OaHHbIA KOHTEKCT He MMeEeT CMbIcna Anst
KOMaHapbl.

UHTepdencel, ncnonb3yemsle B CUCTEME, U
OTHOLLEHUS MeXAY HUMU NoKasaHbl Ha
anarpamme Humxe.

AprymeHTbl

AprMeHTbI, €CIMn eCTb, N NOACHEeHUA K HUM.

Mpumep

Wnnoctpauns Toro, Kak koMaHaa BbIrmagut
npu Bbl3ose. [ockonbky MHTepdenc NpocT,
HEeKoTOpble NPUMEpPbI O4EBUAHbI, HO OHU
BKITHOYEHbI 41151 ACHOCTM.

Keenetic Giga CnpaBo4HMK KOMaHA
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PucyHok 2.1. Uepapxusa uHtepdencon

Pluggable

Secure

T

T

Usb

PPP

[_— |

MAC

Ethernet

ﬂ_\

Bridge

PPTP
UsbModem PPPoE PVC VLAN
L2TP
Tunnel SSID Radio
ﬁr\ —— | — 71—
TunnelSixInFour TunnelGre WiFi WiFiMaster
AccessPoint WiFiStation
2.1 KomaHgbl
2.1.1 access
OnucaHue HacTpouTb nonb3oBaTenbCkuin 4OCTYN K nanke Ha USB-ycTpolicTBe.

KomaHga ¢ npedukcom no 3anpeLiaeT AoCTyn K nanke.

Mpedukc no Oa
MeHsieT HacTpouku [a
MHorokpaTtHbii BBog [a

CuHoncuc

(config)>
(forbidden | read | write | read/write | inherited)[ recursive ]

access «directory» cuser»

I (config)> no access «directory» <user> [ recursive ]

22
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

directory Ctpoka HaseaHwne nankun Ha USB-ycTpolicTBe.

user CTtpoka Nma nonb3oBartens.

forbidden Kntouesoe [ocTyn 3anpeLyeH.
CnoBo

read Kniouesoe [ocTyn ToNbKo Ha YTeHwue.
CnoBo

write Kntouesoe [ocTyn TonbKo Ha 3anuchb.
CnoBo

read/write KntoueBoe JocTyn Ha YTeHne n Ha 3anuchb.
CnoBo

inherited Kntouesoe [MpaBa gocTtyna HacnegyrTcs oT
CIOBO poaMTENLCKOM Nanku.

recursive Kniouesoe MMpaBa gocTyna NPUMEHSIIOTCS KO BCEM
CnoBo BMOXEHHbIM Narnkam.

(config)> access FLASH:Downloads test read/write
(config)> show access FLASH:Downloads

user:
name: test
assigned: read/write
effective: read/write
exists: yes

2.1.2 access-list

OnucaHue

Mpedukc no

MeHseT HacTPONKHU
MHorokpaTHbIli BBOA,

BxoxpaeHue B rpynny

CunHoncuc

HocTyn K rpynne KoMang 415t HACTPOWKKM BbIBpaHHOTO cnmncka npaswn unsTpauum
naketoB (ACL). Ecnu cnvcok He HangeH, kKomaHaa NbliTaeTcs ero co3aaTb. Takon
CMUCOK MOXET ObITb Ha3Ha4YeH ceTeBoMy MHTepdency komaHgon interface ip
access-group.

KomaHpa ¢ npecmkcomMm no yganseT CiMcok npasun.
Oa
Ja
[a

(config-acl)

I (config)> access-list (name»

I (config)> no access-1list <name»
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AprymeHTbI

AprymeHT Tun OnucaHue

name Crpoka HasBaHwue cnucka npasun dunstpaunm
(Cnucok KoHmpons Jocmyna, ACL).

2.1.3 access-list deny

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThl

Hob6asuTb 3anpelaroLlee npasuno punsrpaumm naketoB B ykasaHHbIn ACL.
KomaHga ¢ npedmkcom no yaansiet npasuiio.

Oa

Oa

Oa

(config-acl)>  deny (tcp | udp) <source» <source-mask»
[port[lt|eq|gt]«source-ports]«destinations«destination-mask»
[ port[Lt | eq|gt] <destination-port]

(config-acl)>  deny icmp <source» <source-mask» «destination,
«destination-mask»

(config-acl)> no deny (tcp | udp) <source» <source-mask»
[port[lt|eq|gt]«source-ports]«destinations«destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)> no deny icmp <source» <source-mask» «destination,
«destination-mask»

AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokorn.
CNnoBo
udp Kntouesoe UDP npoTokor.
CNnoBo
icmp KntoueBoe ICMP npoTtokon.
CNnoBo
source IP-agpec Afgpec nctovHuka B 3arornoske |IP-naketa.
source-mask IP-macka Macka, HaknagblBaemasi Ha agpec UCTOYHMKA

B 3aronoBke |P-naketa nepen cpaBHEHUEM
c source. EcTb ABa cnocoba BBoaa Macku:
B KQHOHWYECKOM Buae (Hanpumep,
255.255.255.0) u B BMAe OMTOBOW ANVHbI
npedukca (Hanpumep, /24).

source-port Llenoe uucno |Mopt uctovHuka B TCP nnn UDP 3aronoeke.
destination IP-agpec Apnpec Ha3Ha4yeHus B 3aronoeke IP-nakera.
destination-mask|IP-macka Macka, HaknagbiBaemas Ha agpec

Ha3Ha4yeHus B 3aronoske |P-nakeTta nepeq

24
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AprymeHT Tun OnucaHue
cpaBHeHnemM c destination. EcTb gBa
cnocoba BBoAa Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B BMAe
BuToBOM AnNWHbI Npedukca (Hanpumep, /24).
destination-port|Lenoe yicno |lMopT HasHaveHusa B TCP nnn UDP
3aronoBke.
port KntoueBoe KrtoueBoe crnoBo, KOTOPOE yKa3biBaeTcH
CIrnoBO nepen destination-port unu
source-port.
1t Krtouesoe OnepaTtop «MeHbLIe» Npy CPaBHEHMM NOPTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
eq Kntouesoe OnepaTop paBeHCTBa Npy CpaBHEHMU NopTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
gt KntoueBoe Onepatop «bonbLiey» npu cpaBHEHMM NopTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
Mpumep (config-acl)> deny icmp 192.168.0.0

255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

2.1.4 access-list permit

OnucaHue [ob6aBnTb paspeluaroLiee NpaBuIio GuUbTpaunmM NakeTosB B ykasaHHbii ACL.

KomaHga ¢ npedvkcom no yaansert npasuso.

Mpedukc no Oa
MeHsieT HacTpouKu [a
MHorokpaTtHbii BBog [a

CuHoncuc

(config-acl)>  permit (tcp | udp) <sources <source-mask»
[port[lt|eq|gt]«source-port;]«destinations «destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)>  permit icmp <sources <source-mask» «<destination,
<destination-mask»

(config-acl)> no permit (tcp | udp) <source» <source-mask>
[port[lt|eq|gt]«source-port;]«destinations «destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)> no permit icmp <sources <source-mask» «<destination,
«destination-mask»

Keenetic Giga CnpaBo4HMK KOMaHA
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AprymeHTbI

Mpumep

2.1.5 cifs

OnucaHue

Mpedomkec no

AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokorn.
CNnoBo
udp Kntouesoe UDP npoTokorn.
CrnoBo
icmp Kntouesoe Mpotokon ICMP
CnoBo
source IP-agpec Anpec uctodHunka B 3aronoske |IP-naketa.
source-mask IP-macka Macka, HaknagplBaemas Ha agpec UCTOYHMKA

B 3aronoske IP-naketa nepen cpaBHeHeM
c source. Ectb gBa cnocoba BBOAa Macku:
B KaHOHM4YeckoM Buae (Hanpumep,
255.255.255.0) 1 B Buge 6utoson AnNuHbI
npedwkca (Hanpumep, /24).

source-port

Llenoe yucno

MopT ncrtovHuka B TCP nnu UDP 3aronoske.

destination

IP-agpec

Apgpec Ha3HayeHus B 3aronoske IP-nakeTta.

destination-mask

IP-macka

Macka, HaknagblBaemas Ha agpec
HasHa4yeHus B 3aronoske IP-naketa nepen
cpaBHeHunemM c destination. EcTb oBa
cnocoba BBoga Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B BMAe
BuToBoM AnWHbI Npedukca (Hanpumep, /24).

destination-port

Llenoe uncno

MopT HasHayeHusa B TCP wnn UDP
3aronoBke.

port Kntoyesoe KroueBoe crnoBo, KOTOpOE yKasblBaeTcs
CNnoBo nepen destination-port unu
source-port.
1t Kntouesoe OnepaTtop «MeHbLIe» Npy CpaBHEHMM NOpTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
eq KntoueBoe OnepaTop paBeHCTBa Npy CpaBHEHMU NopTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
gt Kntouesoe OnepaTtop «bonbLie» npu cpaBHEHMM NopTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm

destination-port.

(config-acl)> permit icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

HocTtyn k rpynne komang ans ynpaeneHus cnyxbon CIFS.

Het

26
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

Het
Het

(config-cifs)

I (config)>  cifs

2.1.6 cifs automount

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

BkniounTb aBTOMaTMyeckoe nogkntodeHne USB-ycTponcTs ans gocTtyna K HAM
yepes CIFS.

KomaHgza ¢ npedrkcomM no oTkrovaeT PyHKLMIO aBTOMATUYECKOTO NOAKMYEHUS.
Oa
Oa

Het

I(config—cifs)> automount

I (config-cifs)> no automount

(config-cifs)> automount
Core::Configurator: done.

2.1.7 cifs master

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

BkntounTtb macTtep-6paysep Ha CIFS-cepBepe.

KomaHga ¢ npedmkcom no oTknoyaeT mactep-bpaysep.
[a

Ja

Het

I (config-cifs)> master

I (config-cifs)> no master

(config-cifs)> master
CIFS server master browser enabled
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2.1.8 cifs permissive

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

BknounTb paspeliaowmii pexnm, Korga Bce nornb3oBareny MOoryT nomnyynTb
goctyn K hainam Ha USB-ycTponcTee. 1o yMOnYaHuio pexxmm OTKITHOYEH.

KomaHga ¢ nperkcoM no OTKMNOYaET paspeLlaroLLnin pexnm, 1 4oCcTyn K harinam
MMEIOT TOMNbKO Nnonb3oBaTenu ¢ metkon "cifs".

[a
[a

Het

I (config-cifs)>  permissive

I (config-cifs)> no permissive

(config-cifs)> permissive
Core::Configurator: done.

2.1.9 cifs share

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

OTkpbITb 06WMIA gOCTYN K nanke Ha USB-ycTpolicTae.

KomaHaa ¢ npedukcom no 3akpbiBaeT obwuin gocTyn Kk nanke. Ecnu BbINONHUTL
KomaHay 6e3 aprymeHTa, To Ko BceM nankam Ha USB-ycTpolicTBe ByaeT 3akpbIT
obwmn goctyn.

Ha
Ja
Ja

I (config-cifs)>  share (label> <mount, [ description ]

I (config-cifs)> no share [ label ]

AprymeHT Tun OnucaHue

label CTtpoka Mmsa nanku, koTopoe ByaeT BUOHO
nornb3oBaTensm.

mount CTtpoka Mmsa nankm, kK KOTOPON OTKpbIBAETCA OO
goctyn.

description Crtpoka lMponssonbHOE onucaHue nanku.

(config-cifs)> share TEST_FAT B4EF-16EA:transmission/torrents
Core::Configurator: done.
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2.1.10 components

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

[ocTyn Kk rpynne KoMaHg, Ansi ynpaeneHnsi KOMNOHEHTaMW MUKPONPOrpaMmbl.
Het
Het
Het

(config-comp)

I (config)>  components

2.1.11 components commit

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

MNpUMeHNTb N3MEHEHNS, BHECEHHbIE KOMaHaAamu components install n
components remove.

Het

Ha

Het

I (config-comp)>  commit

2.1.12 components install

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHThI

Mpumep

OTMeTUTb KOMMOHEHT ANsa nocneaytoLlen yctaHoBkn. OKoHYaTenbHasi ycTaHoBKa
BbIMOMHSETCS KOMaHOon components commiit.

Het
Da
Oa

I (config-comp)>  install <component)

AprymeHT Tun OnucaHue

component Ctpoka HasBaHne komnoHeHTa. Cnncok 4OCTYNHbIX
ONS YCTaHOBKM KOMMOHEHTOB MOXET BbITb
BbIBEEH Ha 3KpaH KomaHOom components
list.

(config-comp)> install ntfs
Component is queued for installation: ntfs
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2.1.13 components list

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BbIBECTU HA 3KpPaH CMMCOK BCEX KOMMOHEHTOB — YCTAHOBIIEHHbIX U JOCTYMHbIX
Ans yctaHoBku. Ecnv oTcyTcTBYeT noaknodeHne k MHTepHeT, To GyaeT BbiBeeH
TONBbKO CMMCOK YK€ YCTaHOBIEHHbIX KOMMOHEHTOB.

Het
Het

Hert
I (config-comp)>  list

(config-comp)> list

webadmin:

queued:
name:
description:
size:
installed:

webadmin:

queued:
name:
description:
size:

component:

queued:
name:
description:

yes
Silver-Blue
Silver-Blue
244112

no
ZyXEL-Intl
ZyXEL-Intl
390648

yes
accesspoint
802.11 Access Point

details: Allows this appliance to be a Wi-Fi access »

point.

group:
priority:
depend:
version:
script:

country-code RU

compatibility

up

2.1.14 components remove

OnucaHue

Mpedukc no

Wireless networking
important
base,corewireless
2.6.3

interface WifiMaster0

BGN

OTMEeTUTb KOMMOHEHT ANs nocnenywuwiero yganeHus. OkoHuaTenbHoe yoaneHue
BbIMOMHAETCS KOMaHOO0MN components commit.

Het
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Ja
[a

I (config-comp)>

remove (component)

AprymeHT

Tvn

OnucaHue

component

CTtpoka

Ha3sBaHune komnoHeHTa. Cnncok OOCTYMNHbIX
ana yoaneHna KOMNOHEeHTOB MOXEeT ObITb
BblBEJEH Ha 3KpaH KoMaHAon components
list.

(config-comp)> remove ntfs

Component is queued for removal: ntfs

2.1.15 components sync

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

2.1.16 copy

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIW BBOA

CuHoncuc

AprymeHTbI

MonyunTb MHOPMaLMI0 O NOCNEAHNX BEPCUAX OOCTYMHBIX KOMMIOHEHTOB AMS
komaHabl components list. Heobxogmumo nogknioveHne Kk MHTepHET.

Het
Het

Het

I (config-comp)>

sync

(config-comp)> sync
Command: :Base error[268369923]: this system is up to date.

CkonunpoBaTb cogepxumoe ogHoro canna B gpyron. Micnone3syetcsa ons
obHoBnEeHus MUKponporpamMmmbl, COXpaHeHUA TEKYLLUX HAaCcTpOoekK, BO3BpaTa K
3aBOACKNM HACTpOWKaM 1 T. .

Het
Het

Het

I (config)>  copy «sources «destination)

AprymeHT

Tun

OnucaHue

source

Ums darina

MyTb K panny, KoTopbIN HEOBXOANMO
cKkonupoBaTb.
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Mpumep

2.1.17 dlna

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

AprymeHT Tun

OnucaHue

destination Nmsa danna

MyTb K Nanke, kyga 6yaeT ckonupoBaH dawn.

Hanpumep, coxpaHeHne HacTpoek AenaeTca Tak:

(config)>copy running-config startup-config

HaseaHwus cainos B npumepe — nceBaoHMMbI. [1ofHbIE MMeHa (hannoB HaCTPOEK,
COOTBETCTBEHHO, system: running-config u flash:startup-config.

[ocTyn Kk rpynne KkomaHg, gnst ynpaenexusi cnyxoom DLNA.

Het
Het
Het

(config-dlna)

I (config)> dlna

2.1.18 dina directory

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbIl

Mpumep

YkasaTtb nanky ¢ Mmeana-KOHTEHTOM. KomaHga c I'Iped)MKCOM no yaander

HaCTPOWMKY.
Ja
Oa

Het

I (config-dina)>  directory <name»

I (config-dina)> no directory

AprymeHT Tun

OnucaHue

name CTtpoka

nyTb K narnke ¢ meama-KOHTEeHTOM.

(config-dlna)> directory TEST_FAT:transmission

Core::Configurator: done.
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2.1.19 dina interface

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

YkasaTb MHTepdenc mapLupyTmsaropa, Yepes KoTopbii OyaeT nepegaBartbCs
Meguna-koHTeHT. MoxHo BBecTu He 6onee 16 nHTepdpericoB. KomaHaa ¢
npedunKCoM no yaanseT ykasaHHbI MHTepdenc n3 cnmcka. Ecnu BeinonHUTb
KomaHay 6e3 aprymeHTa, TO BECb CMIMCOK UHTEP(ENCOB ANns nepegayn

Meama-KoHTeHTa OyaeT OYNLLEH.

Oa
[a
[a
P

I (config-dina)>

interface name;

I (config-dina)> no interface [ name ]

AprymeHT

Tvn

OnucaHue

name

Ctpoka

Nmsa nHtepdpenca.

(config-dlna)> interface Switch0/VLAN1
Core::Configurator: done.

2.1.20 dina port

Ykasatb nopt DLNA-cepBepa ans HTTP-Tpadduka (onucanunn, SOAP, nepegaym

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

KOHTeHTa). KomaHaa ¢ npedrKcom no npuceavBaeTt NopTy 3HAYeHue no
ymonyanuio (8200).

Oa
Ja

Het

| (config-dina)>

port cnumber>

I (config-dina)> no port

AprymeHT

Tun

OnucaHue

number

Llenoe uncno

Howmep noprta.

(config-dlna)> port 443
Core::Configurator: done.
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2.1.21 dina rescan

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

O6HOBUTL MHOPMaUUIo O charinax B nanke ¢ Meana-KOHTEHTOM.

MpumeyvaHwue: Ecnu ykasaTtb kntoveBoe cnoso full, 6a3a gaHHbIX KOHTEHTa
OyneT yoaneHa u cosfjaHa 3aHOBO. ITO MOXET 3aHsSITb KAaKoe-To
BPEMS, MOSTOMY TaKyt KOMaHA4y PEKOMEHAYETCS BbINOMHATh
TONbKO ecnu CTpyKTypa 6a3bl AaHHbIX KOHTEHTa NoBpeXaeHa.
Het

Het

Het

I (config-dina)>  rescan [ full]

AprymeHTr Tun OnucaHue
full Kniouesoe MpusHak HeobXoAMMOCTU Nepeco3faHNns
CInoBo 0a3sbl AaHHbIX KOHTEHTAa.

(config-dlna)> rescan
Core::Configurator: done.

2.1.22 dyndns profile

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

[ocTyn Kk rpynne KomaHg, Ans HAaCTPOWKN ykaszaHHoro npodunsa DynDns. Ecnu
npocunb He HaraeH, KomaHaa NbiTaeTcs ero co3gaTte. MoxHo co3aaTth He bonee
32 npodoumnen.

[a
Oa
[a
(config-dyndns)

I (config)>  dyndns profile cname;

I (config)> no dyndns profile name;

AprymeHT Tun OnucaHue

name Ctpoka HassaHue npocumns. MakcumanbHasa anvHa
UMeHn — 64 cnvsona.
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2.1.23 dyndns profile domain

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

HasHauunTb K noctosiHHOE foMeHHoe nms. [epes BbINONMHEHNEM KOMa1H,D,bI Bam
HeobX0AMMO 3aperncTpupoBaTb AOMEHHOE UMs Ha canTe dyndns.com ' nnm
no-ip.com”.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
[a

Het

I (config-dyndns)>  domain name»

I (config-dyndns)> no domain

AprymeHT Tun OnucaHue

name Ctpoka [JomeHHoe nmsa. MakcumanbHas onvHa
OOMEHHOro MeHn — 254 cnmeona.

(config-dyndns)> domain systems
DynDns: :Profile: "test": domain saved.

2.1.24 dyndns profile password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

! http:\\www.dyndns.com
2 http:\\www.no-ip.com

YcTaHoBUTbL Naponb Anga goctyna 4yepes DynDns.
Oa

Oa

Het

I (config-dyndns)>  password (password»

I (config-dyndns)> no password

AprymeHT Tun OnucaHue

password Ctpoka Maponb ansa asropmsauun. MakcnmansHas
AnvHa napona — 64 cumBeona.

(config-dyndns)> password 1234
DynDns::Profile: "test": password saved.
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2.1.25 dyndns profile send-address

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Bkntountb HeobxogMMocTb ykasaHus IP-agpeca MHTepHET-coeanHeHUs B 3anpoce

DynDns.
Oa
[a

Het

I (config-dyndns)>

send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: a send address enabled.

2.1.26 dyndns profile type

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

3 http:\\www.dyndns.com
http:\\www.no-ip.com

5 http:\\www.dyndns.com

6 http:\\www.no-ip.com

MpuceounTb DynDns-npodunto Tun, B 3aBVICVIMOC3TVI OT canTa, Ha4KOTOpOM Ob1no
3aperucTpuposaHo gomeHHoe nms (dyndns.com® unu no-ip.com).

Ja
Ja

Het

I (config-dyndns)>

type (dyndns | noip)

I (config-dyndns)> no type

AprymeHT Tun OnucaHue

dyndns KrnitoueBoe YKa3bIBaeTCcs, eCnv JOMEHHOE UMS 5
CNnoBo 3aperucTpupoBaHo Ha caunte dyndns.com™.

noip KntoueBoe YkasblBaeTcs, eCnu JOMEHHOe UMs 6
CIoBO 3aperncTpMpoBaHoO Ha canTe no-ip.com .

(config-dyndns)> type dyndns

DynDns: :Profile:

"test": type saved.
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2.1.27 dyndns profile update-interval

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

YcTaHoBUTL MHTepBan obHoBneHus agpeca ansa DynDns. Npedmrke no oTmeHsaeT
BO3MOXHOCTb OOHOBIEHNS.

Oa
[a

Het

| (config-dyndns)>

update-interval «days> days [ c<hours» hours ]
[ eminutes> minutes ] [ <seconds) seconds ]

I (config-dyndns)> no update-interval

AprymeHT Tun OnucaHue

days Llenoe uncno |BpemeHHoW nHTepBan B HSIX.

days Kntouesoe YkasblBaeTcsi Nocrne BpEMEHHOMO MHTEpBana
CnoBo B AHSAX.

hours Llenoe uncno |BpemeHHON UHTepBan B Yacax.

hours KntoueBoe YkasblBaeTcsi N0oCre BpEMEHHOMO MHTEpBana
CNnoBo B Yacax.

minutes Llenoe uncno |BpemeHHON nHTepBasn B MUHyTax.

minutes KntoueBoe YkasblBaeTcsi Nocre BpEMEHHOMO MHTEPBana
CNnoBo B MUHYyTaXx.

seconds Llenoe uncno |BpemeHHoON UHTepBan B cekyHaax.

seconds Kntouesoe YkasblBaeTcs nocrne BpeMeHHOro nHTepaarna
CrnoBo B CEeKyHAax.

(config-dyndns)> update-interval 7 days
DynDns::Profile: a timeout set to 604800.

2.1.28 dyndns profile username

OnucaHue

Mpedumkc no

MeHsieT HacTpoOMnKu

MHorokpaTHbI BBOA,

CuHoncuc

Cospgatb y4eTHyto 3anmch ansa goctyna vepes DynDns.

Oa
Ja
[a

I (config-dyndns)>

username (login»

I (config-dyndns)> no username
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AprymeHTbI

Mpumep

2.1.29 erase

OnucaHue

Mpedoukec no

MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

Mpumep

2.1.30 exit

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

2.1.31 ftp

OnucaHue

Mpedukc no

AprymeHT Tun

OnucaHue

login Ctpoka

Mmsa nonb3oBatens Ans asTopmusaumu.
MakcumanbHas gnmHa umenn — 64 cumsona.

(config-dyndns)> username test_user

DynDns::Profile: "test":

username saved.

Yaanute danin ¢ yctporctea Keenetic Giga.

Het

Ja

Da

I (config)>  erase (filename»

AprymeHTr Tun OnucaHue

filename Uwms danna  |lyTb Kk chariny, KoTopbii Heobxoanmo
yoanuTb.

(config)> erase FLASH:swap
Erased FLASH:swap.

BbIATK U3 rpynnbl KOMaHA.
Het
Het

Het
I (config)>  exit

(config-dyndns)> exit
(config)>

lpynna komaHg ansa HacTpowku goctyna K ftp.

Het
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

Mpumep

Het
Het
(config-ftp)

| (config)>  ftp

(config)> ftp
(config-ftp)>

2.1.32 ftp permissive

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

Paspewntb goctyn K ftp-cepeepy 4nsi Bcex nonb3oBatenen 6e3 asTopmsaumn.
KomaHga ¢ npedurkcom no 3anpeLlaeT Takon gocTyn.

[a
[a

Het

I (config-ftp)>  permissive

I (config-ftp)> no permissive

(config-ftp)> permissive
Core::Configurator: done.

2.1.33 ftp user root

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

YkasaTb AOMaLLHWI KaTanor nonb3oatens Ha ftp-cepeepe. KomaHga ¢ npedukcom
no cHpacbkiBaeT AOMALLHWUIA KaTanor ykasaHHOro nonb3oBaTtensi.

Ja
Ja

Het

I (config-ftp)>  user (name» root «directory:

I (config-ftp)> no user (name> root

AprymeHT Tun OnucaHue

name Ctpoka Vima nonb3oBarens, 4Yen goMallHnn Katanor
HeobxoanMO HacCTPOUT.

directory MyTb MyTb K AOMaLLUHeMy KaTarnory.
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Mpumep

(config-ftp)> user admin root E:\
Ftp::Server: a "admin" user root directory set to "E:\".

2.1.34 interface

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,
BxoxnaeHue B rpynny

CuHoncuc

AprymeHTbI

Bxoa B rpynny komaHa ans HacTpoviku BbibpaHHoro nHtepdeinca. Ecnmn nHtepderic
He HangeH, KomaHaa nbiTaeTcs ero co3gaTtb. Komanga ¢ npedpmkcom no yaganser
NUHTepdenc.

Oa
[a
[a
(config-if)

I (config)>  interface name»

I (config)> no interface <name>

AprymeHTr Tun OnucaHue

name Nwms MonHoe umsa nHTepdenca unm NCEBLOHNM.
nHTeppenca |Cnmcok AOCTYNHLIX ANd Bblbopa
NHTEepencoB MOXHO yBUAETb BBEAS
komangy interface ?.

2.1.35 interface authentication chap

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb nogaepxky ayteHTudpmkaumm CHAP. Komanga ¢ npedmkcom no
oTknodaetr CHAP.

Oa
[a
Het

Secure

I (config-if)>  authentication chap

I (config-if)> no authentication chap

(config-if)> authentication chap
CHAP authentication enabled.
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2.1.36 interface authentication eap-md>5

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb nogaepxky ayteHTudukaumm EAP-MDS. KomaHga ¢ npecdurkcom no
oTkntovaet EAP-MD5.

Oa
[a
Het

Secure

I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5

(config-if)> authentication eap-md5
EAP-MD5 authentication enabled.

2.1.37 interface authentication eap-ttls

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdenca

CuHoncuc

Mpumep

BkniounTb nogaepxky ayteHTudukaumm EAP-TTLS. KomaHaa ¢ npedukcom no
oTkntovyaeT EAP-TTLS.

Ja
Ha
Het

Secure

I (config-if)>  authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

2.1.38 interface authentication identity

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

YCTaHOBUTb MMS NOSb30BaTENS AN ayTeHTMdMKaumMm ycTponcTea Ha yaaneHHoN
cucteme. OanHakoBoO ncnonbayeTtcs anga nogknioveHun PPTP, PPPoE u L2TP.

KomaHga ¢ npedmkcomM no cTMpaeT 3ajaHHoe paHee MMs Nonb3oBaTens.
Oa
Oa
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Het

Secure

I (config-if)>  authentication identity user;

I (config-if)> no authentication identity

AprymeHT Tun OnucaHue

user Ctpoka Nms nonb3oBatens ons ayTeHTUdmKaumm

(config-if)> authentication identity test
Identity saved.

2.1.39 interface authentication mschap

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

BkntounTtb nogaepxky ayteHtudpmkaumm MS-CHAP. KomaHga ¢ npegpukcom no
oTkntoyaetr MS-CHAP.

Ja
Oa
Het

Secure

I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

(config-if)> authentication mschap
MSCHAP authentication enabled.

2.1.40 interface authentication mschap-v2

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

BkniounTtb nogaepxky ayteHtudpmkaumm MS-CHAPv2. KomaHaa ¢ npedumkcom
no oTknodaer MS-CHAPV2.

Oa
Ja
Het

Secure

I (config-if)>  authentication mschap-v2
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Mpumep

I (config-if)> no authentication mschap-v2

(config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.

2.1.41 interface authentication pap

OnucaHue

Mpedoumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

BknounTb nogaepxky ayteHTudukaumm PAP. Komanga ¢ npedgukcom no
oTkntoyvaet PAP.

Oa
Ha
Het

Secure

I (config-if)>  authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
PAP authentication enabled.

2.1.42 interface authentication password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTL Naponb AN ayTeHTudukaumm ycTporucTBa Ha yaaneHHon cucteme.
OpnuHakoBo mcnonb3yetca Ans nogkntodeHnn PPTP, PPPoE u L2TP.

KomaHaa ¢ npedmnkcomM no CTMpaeT 3HavyeHne naponsi.
Da

Oa

Het

Secure

I (config-if)>  authentication password (password»

I (config-if)> no authentication password

AprymeHT Tun OnucaHue

password CTtpoka Maponb ansa ayteHTMdukaumm

(config-if)> authentication password 1234
Password saved.
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2.1.43 interface authentication shared

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

BknounTb pexxum ayteHTndukaumm ¢ pasgensieMbiM Kno4oM. OTOT PEXUM
NCnonb3yeTcs TOMbKO B codeTaHun ¢ wndgpoBaHnem WEP. Pasgensemble Knoun
3apatotca komaHngowm interface encryption key.

KomaHaa ¢ npedmkcom no nepeBoauT ayTeHTUdMKALMIO B OTKPbITbIA PEXUM.
Oa

Oa

Het

WiFi

I (config-if)>  authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Shared authentication enabled.

2.1.44 interface authentication wpa-psk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

YCTaHOBUTb NpeaBapuUTENbHO COMMacoBaHHbIN KN4 ANg ayTeHTudukaumm no
npotokony WPA-PSK. BoamoxxHO 3agaHue krtoda B Buge 256-6uTHoro
LLecTHaauaTepu4Horo ymcna, nnbo B Buge ctpokn ASCII-cumeonoB. Bo BTopom
Crny4dae CTpOKa UCnosnb3yeTcs Kak KogoBas dpasa ansi reHepMpoBaHus KIova
(napons).

KomaHaa ¢ npednkcom no OTMEHSIET HACTPOWKY.
Oa

Oa

Het

WiFi

I (config-if)>  authentication wpa-psk key)

I (config-if)> no authentication wpa-psk

AprymeHTr Tun OnucaHue

key Crtpoka MpenBapuTENbHO COrMacoBaHHbIN KoY B
Buae 256-6UTHOro LWecTHaauaTepuyHoro
yucna, CoCTosALWEro u3

64 wecTHaguaTepuyHbIX Lndp, nmbo B Buge
ctpoku ASCII gnnHon ot 8 oo 63 cMmBOnoB.
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Mpumep

(config-if)> authentication wpa-psk 12345678
Pre-shared key saved.

2.1.45 interface ccp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

BkntounTtb nogaepxky npotokona CCP Ha aTane yCTaHOBMEHUS COeQUHEHUS.
KomaHga ¢ npedumkcom no otkntodaet CCP.

Da
Oa
Het

PPP

I (config-if)>  ccp

| (config-if)> no ccp

(config-if)> ccp
CCP enabled.

2.1.46 interface channel

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

YcTaHOBUTb pagumokaHan (4acToTy BellaHuns) Ans 6ecnpoBogHbIX NHTEPENCOB.
UnTepdencol Wi-Fi npuHumatoT B kadecTBe HoOMepa kaHana uenble yucna oT 1
0o 14 (gmana3soH YacTot oT 2.412 [Ty no 2.484 'Tw).

YCTaHOBUTb LUMPUHY NOMOChI YacTOT AN 3a4aHHOIo kaHana.
Het

Oa

Het

Radio

I (config-if)> channel ( <number) | auto | width (20 | 40-above | 40-below) )

AprymeHT Tun OnucaHue
number Llenoe yncno |Homep paguokaHana.
auto KntoueBoe Homep pagvokaHana onpegensercs
CnoBo aBTOMaTMYeCKMU.
width Kntouesoe KnoueBoe cnoBo, nocne KoToporo criegyet
CnoBo napamMeTp HaCTPOWKW LUMPUHBI NOMOCHI
4YacToT.
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Mpumep

AprymeHT Tun OnucaHue
20 KntoueBoe YcTaHOBUTb LUMPWHY NOMOCHI HacTOT PaBHOM
CI10BO 20 Mlu.
40-above KritoueBoe Pacwuputb nonocy vactot go 40 My, 3a
CrnoBo cYeT KaHana criegytoLlero no Homepy 3a
AaHHbIM.
40-below Kntouesoe PacwwnpuTb nonocy yactot go 40 Mly 3a
CrnoBo CYET KaHana npegLlwecTByoLWEero no Homepy
OaHHOMY.

(config-if)> channel 8

Channel saved.

(config-if)> channel width 20

Network::Interface: :Rtx::WifiMaster: a channel bandwidth setting »
applied.

2.1.47 interface compatibility

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Twn nHtepdpenca

CuHoncuc

AprymeHThl

Mpumep

YcTaHoBUTb CTaHZ4apTbl 6ECNPOBOAHOM CBA3M, C KOTOPbIMU JOIMKEH ObITb
COBMECTMM AaHHbI GecnpoBogHon agantep (MHTepderic). Ansa nHTepdericos
Wi-Fi coBMecTuMOCTb 3aaeTcsa CTPOKOM U3 natuHckmx oyks B, G, N,
obo3Havarowwmx gononHeHus k ctaHgapty |IEEE 802.11. K npumepy, Hanuuve B
CTPOKe COBMeCTMMOCTM BykBbl N ByaeT o3HayaTb, YTO JaHHLIN aganTep CMOXET
B3aumogencteosaTh ¢ 802.11n-coBMECTUMBIMW YCTPONCTBAMM Yepes paguokaHan.
Habop gonycTMMbIX CTPOK COBMECTMMOCTU ONpeaernsieTcs annapaTHbIMu
BO3MOXXHOCTSIMW KOHKPETHOTO agantepa U TpeboBaHUAMN COOTBETCTBYOLLMX
gononHeHun k ctaHaapty |IEEE 802.11.

Het
Oa
Het

Radio

| (config-ify>  compatibility (list

AprymeHT Tun OnucaHue

list Crtpoka MNMepeyeHb BykBeHHbIX kKOgoB B, G, N.

(config-if)> compatibility GN
Compatibility set.
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2.1.48 interface connect

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

3anycTuTb NpoLecc NnoakniodeHns K yaaneHHomy yany. KomaHga ¢ npedukcom

No NpepLIBaeT COeaUHEHNE.
Oa

[a

Het

PPP, IP

I (config-if)>  connect [ via «interface;]

I (config-if)> no connect

AprymeHT Tun OnucaHue

interface Crtpoka NHTepderic, yepes KOTopbIv
OCYLLECTBIAETCA NOAKMYEHNe K
yaaneHHomy y3ny. [ina PPPoE atot
napametp ABnsieTca oba3aTenbHbIM.

(config-if)> connect via UsbModem3
PPP connection enabled.

2.1.49 interface country-code

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHThl

Mpumep

HasHaunTb nHTepderncy ByKBeHHbI KOO CTpaHbl, KOTOPLIA BANSIET HA HAbop
paano-KaHanos.

Het
Oa
Het

Radio

I (config-if)>  country-code (code;

AprymeHT Tun OnucaHue

code Crtpoka Koa cTpaHbl.

(config-if)> country-code RU
Country code set.
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2.1.50 interface debug

BKMounTb 0TNaAoYHbIN pexnm nogkrtodeHna PPP. B oTnagovHoOM pexume B
CUCTEMHbIN XXypHan BbIBOAUTCSA nogpobHas nHdopMaLmsa o0 Xoae nogkoveHus.
KomaHga ¢ npenkcomMm no oTKNoYaeT OTNAaL0UHbIN PEXUM.

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

Oa
Ja
Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Debug enabled.

2.1.51 interface description

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

HasHaunTb npon3BoJibHOE onncaHne ceTeBomMy I/IHTep(bel7|Cy. KomaHnpa c

npeduUKCoOM NO CTUPAaET onucaHue.

Ja
Oa

Het

I (config-ify>  description «description»

I (config-if)> no description

AprymeHT Tun

OnucaHue

description Crtpoka

lMponsBonbHOE onucaHue nHTepdenca.

(config-if)> description 111 2222 33333

Interface description saved.

2.1.52 interface down

OnucaHue

Mpedukc no

BbIkntounTb ceTeBon MHTEPdENC N 3anncaTb B HACTPOWKN COCTOSHNE «downy.
KomaHnga ¢ npedhnKCcoM no BKOYaeT ceTeBon UHTepdenc u ygansaet «downy n3

HaCTPOEK.

Oa
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MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue | (config-ify>  down
| (config-if)> no down
Mpumep (config-if)> down

Interface disabled.

2.1.53 interface dyndns profile

OnucaHue Mpuesasatb k ceTeBoMy nHTepdency npodwune DynDns. MNepea BbinonHeHnem
KOoMaHAbl Npoumnb AormkeH BbiTb CO34aH U HACTPOeH rpynnon komaHg dyndns
profile.

KomaHga ¢ nperkcom no paspbiBaeT CBA3b Mexay npodunem n uHtepgencom.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  HeTt

Cunoncuce I (config-if)>  dyndns profile name;

I (config-if)> no dyndns profile
AprymeHTbI AprymeHT Tun Onucanue

name Crtpoka HassaHwve npodunsa DynDns.
Mpumep (config-if)> dyndns profile test

Core::Configurator: done.

2.1.54 interface dyndns update

OnucaHue O6HoBuTb BpyyHyto IP-agpec ans DynDns. Mo ymonyaHuio komaHaa pabortaet
B COOTBETCTBUM C MONUTUKOW nocTasLuka ycnyr DynDns, koTopbIn He no3sonseT
06HoBnAThL IP cnunwkom yacto. Kntovesoe crnoso force nossonser o6HoBuTh IP
B 06x07 MOMWUTUKN NOCTaBLUMKA YCNYT.

Mpedukc no Het
MeHsieT HacTpouku [a
MHorokpaTHbi BBog  Hert

Cunoncuc I (config-ify>  dyndns update [ force]
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
force KntoueBoe He yunTbiBaTb peKOMEHAOBAHHYIO YaCTOTY
CrnoBo OoBHOBMEHMS.

(config-if)> dyndns update
DynDns::Profile: "test" update started.

2.1.55 interface encryption enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdpenca

CunHoncuc

Mpumep

BkniounTb WwndpposaHmne Ha 6ecnpoBogHOM MHTepderice. 1o ymonyaHuio
ncnoneayetcsa wudposaHne WEP.

KomaHga ¢ npecmkcom no oTknovaeT windpoBaHne Ha 6ecnpoBogHOM
nHTepgence.

Ja

[a

Het

WiFi

I (config-if)>  encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable
Wireless encryption enabled.

2.1.56 interface encryption key

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

HasHaunTb kntoun wudposaHms WEP. B 3aBUCMMOCTM OT paspsagHOCTH, KIod
MOXeT 6bITb 3agaH 10 wecTHaguaTepuyHbiMu uudpamm (5 cumsonamm ASCII)
— 40-6UTHBI KoY, unu 26 WwectTHaguatepuyHeiMu undpamm (13 cumsonamm
ASCIl) — 104-61THbBIN KMtod. Becero moxet ObITb 3a4aHo oT 1 Ao 4 Knoyen

LWnpOBaHUS, N OONH U3 HUX SOIDKEH ObITb Ha3HAYEH KIH0YOM MO YMOSYaHWIO.

Da

Oa

Oa

WiFi

I (config-if)>  encryption key «id) ( «value> [default] | default)

I (config-if)> no encryption key «id»
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AprymeHTbI AprymeHT Tun OnucaHue

id Llenoe uncno |Homep kntova. Bcero MoxHO 3agaTth 4o
YeTbIpex Knoyen.

value Ctpoka 3HayeHue KIoya B Buae
LeCTHaaLuaTepuU4HOro Ymcna, CocTosILLEro
13 10 nnn ns 26 unadp.

default Kntouesoe YkasblBaeT, 4TO AaHHbIN KoYy ByaeT
CrnoBo MCMONb30BaH MO YMOMYaHuIo.
Mpumep (config-if)> encryption key 1 1231231234

Encryption key saved.

2.1.57 interface encryption mppe

OnucaHue Bknountb nogaepkky wudposaHus MPPE. KomaHaa ¢ npedrkcoM ho OTKYaeT
wncpposaHne MPPE.

Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbii BBog  Hert
Tun nHtepdpenca PPTP

Cunoncuc | (config-if)>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

2.1.58 interface encryption wpa

OnucaHue BkntounTb anroputmbl obecneyeHnst 6esonacHoctn WPA Ha 6ecnpoBogHOM
nHTepdence. becnpoBogHON UHTEPdENC MOXET NOAAEPKNBATbL COBMECTHOE
ncnonb3sosaHne WPA n WPA2, ogHako nogaepxka WEP aBToMmaTuyecku
OTKIIOYaeTCs Npu BKtoveHun nodoro 3 WPA.

KomaHga ¢ npedmkcom no otkntovaet WPA.
Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbIi BBog  Hert

Tun nntepcpenca WiFi
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CuHoncuc

Mpumep

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

2.1.59 interface encryption wpa2

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

Mpumep

Bkntountb anroputmbl o6ecnedveHus 6esonacHoctn WPA2 (IEEE 802.11i, RSN)
Ha GecnpoBogHoM uHTepdpence. BecnpoBoaHO MHTEPMENC MOXET paspeLuaTb
coBmecTHoe ncnonb3oBaHne WPA n WPA2, ogHako nogaepxxka WEP
aBTOMAaTMYECKN OTKIKOYaETCH Npu BkNoveHun nioboro s WPA.

Komanga c npecumkcom no otkntovaet WPA2.
Oa

Oa

Het

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.

2.1.60 interface hide-ssid

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

BkntounTb pexkum ckpbitusa SSID . [pu ncnonb3oBaHuMmM 3Ton pyHKLMK, TOUKa
40CTyna He oTobpaxkaeTcs B Cnucke AOCTYMHbIX 6ecnpoBoaHbIx ceTen. Ho ecnu
Nnonb30BaTeENo M3BECTHO O CYLLECTBOBAHUM 3TOM CETU N OH 3HaeT ee SSID, To
CMOXET NOAKIMYMTBECS K 3TON ceTu. 1o yMONYaHuo peXMM OTKITHYEH.

Oa
[a
Het

Access Point

I(config-if)> hide-ssid

I (config-if)> no hide-ssid
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Mpumep

(config-if)> hide-ssid
SSID broadcasting disabled.

2.1.61 interface igmp downstream

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

BkntounTb pexxum padotbl IGMP Ha nHTepderice No HanpaBIeHUIo K
noTpedbuTenam rpynnoBon pacchinku. Ha ycTporcTee fomkHa ObITh 3anyLleHa
cnyx0ba service igmp-proxy. [lonyckaeTcsi Hanuune HeCKONbKUX MHTEPMENCOoB
downstream.

KomaHga ¢ nperkcoM Nno OTMEHSIET 4ENCTBME KOMaHAbI.
Oa

Ha

Het

P

I (config-if)>  igmp downstream

I (config-if)> no igmp downstream

(config-if)> igmp downstream
added downstream interface ISP.

2.1.62 interface igmp fork

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

BkntounTb aybnupoBaHue ncxogsawmnx naketos /IGMP upstream B 3agaHHbIN
nHTepdgenc. [lonyckaetca Hannume Tornbko OaHOro uHtepgenca fork.

KomaHga ¢ npedkcomM no OTMEHSIET AENCTBNE KOMaHAbI.
Oa

[a

Het

P

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork
fork role assigned to ISP.
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2.1.63 interface igmp upstream

OnucaHue BkntounTb pexxum padotbl IGMP Ha nHTepderice No HanpaBeHUI0 K UCTOUHMKY
rpynnoBow paccbinkn. Ha ycTporcTBe gomkHa 6biTh 3anyleHa cnyxba service
igmp-proxy. [lonyckaeTca Hanm4yme TorbKO 0QHOro nHTepdenca upstream.

KomaHaa ¢ npednkCoM no OTMEHSIET AeNCTBNE KOMaHAbI.
Mpedukc no Oa
MeHsieT HacTpoOMnKu Ja
MHorokpaTHbii BBog  Hert
Tun nHtepdpenca IP

CuHoncuc I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

Mpumep (config-if)> igmp upstream
upstream role assigned to ISP.

2.1.64 interface include

OnucaHue YkasaTb Ethernet-untepdenc, kotopbin 6yaet gobaeneH B NporpaMmMHbIA MOCT
B kadecTBe nopta. KomaHga ¢ npedmnkcomM no ygansiet nHtepdenc ns mocTta.

Mpedukc no Oa
MeHsieT HacTpouKu Oa
MHorokpaTtHbii BBog [a
Tun nntepcpenca Bridge

Cunoncuce I (config-if)>  include <interface»

I (config-if)> no include <interface)

AprymeHThI AprymeHT Tun Onucanue
interface Ctpoka Wwmsa unu ncesgonnm Ethernet-untepderica,
KOTOPbIN OOMKEH OblTb BKITHOYEH B MOCT.

Mpumep (config-if)> include WifiStation®
Interface acquired.
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2.1.65 interface inherit

YkasaTb Ethernet-untepdenc, kotopbin 6yaet gobdaeneH B NporpaMmHbIA MOCT
B kayecTtBe nopTta. B otnuune ot komaHael include, komanga inherit nepegaer
MOCTY HEKOTOpbIe HacTponku gobaenaemoro nHTepdelrica, Takme kak IP-agpec,
mMacky u IP-nceegoHumebl. [Mpn yoganeHum nnbo camoro mocta, nnbo nHtepdperica
13 MOCTa, 3TV HACTPOWNKM, JaXe €Cnv OHU BbINn M3MEHEHbI, ByayT CKONUMPOBaHbI
obpaTHO Ha ocBoGOAUBLLMINCS UHTEPdENC.

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

KomaHga ¢ npedukcom no yaanser uHtepdeiic 3 mocTta, Bo3spallaer
UHTepdeincy HacCTPOWKK, yHacneaoBaHHbIe paHee MOCTOM, U cGpackiBaeT 3Tu

HaCTpOIZKI/I Y MOCTa.

KomaHga no3sonsieT 4o6aBUTb B MOCT MHTEpPdENC, Yepes KOTOPbIN
OCYLLECTBIISAETCA yNpaBrneHne yCTPOMNCTBOM, U He NOTEPSITb YNpaBrieHne.

[a
Oa
[a

Bridge

| (config-if)>

inherit cinterface;

I (config-if)> no inherit <interfaces

AprymeHT Tun OnucaHue
interface Nms Umsa nnmn ncesaoHnm Ethernet-nuHtepdeliica,
NMHTepdenca |KOTOpbI OOMKEH ObITb BKIOYEH B MOCT.

(config-if)> inherit WifiStation®
Interface acquired.

2.1.66 interface ip access-group

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Twun nHtepdpenca

MpuBaAsaTb MMEeHOBaHHbIN cnMcok npasun cdunstpaumm (ACL, cm. access-list) k
nHtepdpency. MapameTp in nnm out ykasbiBaeT HanpasneHve Tpaduka Ans
koToporo 6yneT npumensiTbest ACL. K ogHoMy nHTepdency MoXeT BObITb NPMBSI3aHO

Heckonbko ACL.

KomaHga ¢ npedumkcom no otknoyaetr ACL ansa ykasaHHOro nHrepgenca u
HanpasreHnsi Tpaduka.

[a
Oa
Oa
IP
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Cunoncuc I (config-if)>  ip access-group <acls (in | out)
I (config-if)> no ip access-group <acls (in | out)
AprymeHThI AprymeHT Tun OnucaHnue
acl Crtpoka Cnucok npasun dounstpauuu,
npeaBapuTErnbHO CO34aHHbIN C MOMOLLbHO
KoMaHAabl access-list.
in KntoyeBoe MpMeHnTb punsTpaLmo K BXOAALWMM
CnoBo nakeTam.
out KrntoueBoe MpMeHNTb PUNLTPaLMIO K UCXOOALLMM
CnoBo nakeTtam.
Mpumep (config-if)> ip access-group 111 in

Access group applied.

2.1.67 interface ip address

OnucaHue M3meHnTb IP-agpec n macky ceteBoro nHtepderica. Ecnu Ha nHtepdenice
3anyweHa cnyx6a aBTomaTn4eckon HacTporku agpeca, Hanpumep, DHCP-knneHT
(cm. interface ip dhcp), TO Bpy4HYt0 YCTAHOBMEHHbIV aApec MOXET ObiTb
nepesanuncaH. Komanga ¢ npedmkcom no copacbiBaeT agpec Ha 0.0.0.0.

Mpedukc no Ha
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHTepdenca IP

Cunoncuc I (config-if)>  ip address (address» mask>

I (config-if)> no ip address

AprymeHThbI AprymeHT Tun OnucaHue
address IP-agpec Anpec ceteBoro nHtepderica.
mask IP-macka Macka ceteBoro nHtepdenca. Ectb aBa

cnocoba BBOAA Macku: B KAHOHUYECKOM BMAE
(Hanpumep, 255.255.255.0) n B Buge
BuToBOI ANWHbLI Npedukca (Hanpumep, /24).

Mpumep OpaHo 1 TO xXe 3HaveHue agpeca ceTu, cocTosero ns IP-agpeca n macku, MOXHO
BBECTW ABYMS CnocobGamu: ykasaTb MacKy B KAHOHWMYECKOM Buae Unv 3agatb
BGuToByl0 ANVHY npedukca.

(config)> interface Switch0/VLAN43
Created interface SwitchO/VLAN43.
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(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.

(config-if)> ip address 172.17.24.9/24

Network address saved.

(config-if)> [Ctrl]+[D]

(config)> show interface Switch@/VLAN43

mac: 00:23:f8:5b:d3:f4

index: 43
type: VLAN
description:
state: up
link: down

address: 172.17.24.9
mask: 255.255.255.0
mtu: 1500

global: no

(config)>

2.1.68 interface ip address dhcp

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

3anyck DHCP-knueHTa Ang aBTOMaTtMyeckom HaCTPOWKN CETEBbIX NApaMeTPOB;
IP-agpeca 1 macku nHTepdelica, cepeepoB DNS u Winio3a No yMonyaHuio.
KomaHga ¢ npedukcom no octaHaBnmeaeT cnyx0y DHCP-knueHTa, yoansiet
ONHaMMYECKN HACTPOEHHbIE NapaMeTpbl U BO3BpaLLAET NpeablayLme HacTPONKn
IP-agpeca n macku.

Oa
Ha
Het

Ethernet

I (config-if)>  ip address dhcp [ hostname chostname> ]

| (config-if)> no ip address dhcp

AprymeHT Tun OnucaHue

hostname Kntouesoe KnoyeBoe crnoBo, Nocsie KoToporo
CnoBo yKasblBaeTCH MMs XOCTa.

hostname Mmsa xocTa Mmsa xocTa, koTopoe nepepaeTcs B none

12-o11 onuuu DHCP. 310 nmsa He
005a3aTenbHO JOMKHO ObITb TAKUM Xe, Kak
MMS XOCTa, BBEAEHHOE B npoLecce

rnobansLHON HaCTPONKMK.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on Switch@/VLAN2.
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2.1.69 interface ip adjust-ttl

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

MN3meHunTb napameTp TTL nepBoro naketa Ans BCeX UCXOOALMX COeqUHEHNI
nHTepdenca. KomaHga ¢ npedmKcomM NO OTMEHAET HACTPOWKY.

Oa
[a
Het

P

I (config-if)>  ip adjust-ttl (inc | dec) «value»

I (config-if)> no ip adjust-ttl

AprymeHT Tun OnucaHue
inc KntoueBoe KntoueBoe cnoBo, o6o3HavawLee
CNnoBo yBenuyexme TTL.
dec KntoueBoe KntoueBoe crnoeo, obo3Havatollee
CnoBso ymeHbLueHve TTL.
value Llenoe uncno |BenuyuHa nameHenna TTL. MoxeT
npuvHUMaThb 3HayeHnd ot 1 go 255.

(config-if)> ip adjust-ttl inc 10
TTL adjustment enabled.

2.1.70 interface ip alias

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHTepcpenca

CunHoncuc

YcTaHoBUTbL AononHuTenbHbIN IP-agpec n Mmacky ceteBoro nHTepdeinica
(nceBooHUM).

KomaHga c npedmkcom no copacbiBaeT ykasaHHbIN NCeBAOHMM Ha 0.0.0.0, TeM
CaMbIM yaanasa ero. Ecnun BbINONHUTL KOMaHOy be3 aprymeHTa, To BeCb CMNCOK
NceBAOHMMOB OyaeT OUULLIEH.

Ha
Ja
Oa
IP, Ethernet

I (config-ify>  ip alias (address» tmask»

I (config-if)> no ip alias [ (address» (mask> ]

58

Keenetic Giga CnpaBO4HUK KOMaHZ



maBa 2 OnucaHne KomaHp,

AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

address IP-agpec [ononHuTenbHbIN agpec ceTeBoro
WUHTepdenca.

mask IP-macka [ononHutenbHas Mmacka ceTeBoro

nHTepdenca. Ectb aBa cnocoba BBOAa
MacKu: B KAHOHMYECKOM Buae (Hanpumep,

255.255.255.0) u B BMAe OMTOBOM ANWHBI

npedwukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24

IP alias saved.

2.1.71 interface ip apn

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

HasHauntb nmsa touke goctyna 3G (APN, Access Point Name). KomaHga ¢

npedukcom no yganset APN.

Oa
[a
Het

UsbModem

I (config-if)>

ip apn <name»

I (config-if)> no ip apn

AprymeHT

Tvn

OnucaHue

name

Ctpoka

APN.

(config-if)> ip apn 3G_modem

APN saved.

2.1.72 interface ip dhcp client debug

OnucaHue

Mpedumkc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nntepcpenca

BKMOUnTb 0TNaAoYHbIN PEXMM. B OTNagoyHOM peXxnme B CUCTEMHbIN XXypHan

BbIBOAUTCA nogpobHas nHdopmauus o padbote DHCP-knneHTa. Komanga ¢
NpedUKCOM no OTKIHYAET OTNIAA0UHbIN PEXUM.

Oa
Ja
Het

Ethernet
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CuHoncuc

Mpumep

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.

2.1.73 interface ip dhcp client displace

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbIl

Mpumep

BbITecHUTb cTaTuyecknin agpec nHtepdenca interface B cnyvyae ecnu oH
KOHNMKTYET ¢ agpecoM, nonyvyeHHbiM DHCP-knneHToM ocHoBOro MHTepdelica.
KomaHga ¢ npeduKcom no OTMEHSIET BbITECHEHME AN yKa3aHHOro nHtepdpenca.

[laHHasi koMaHaa BbINOMHSETCA aBToMaTU4eckn npu nogkntoveHnn USB Ethernet
aganTtepa. [locne aToro NPoONCXOANT COXpPaHeHMe KOHUrypauum n nepesarpyska
YCTPOWCTBA.

Oa
Ja
Oa
Ethernet

I (config-if)>  ip dhcp client displace cinterface;

I (config-if)> no ip dhcp client displace <interface)

AprymeHTr Tun OnucaHue

interface Nms Wma nnn nceBgoHum nHTepdenca, Yemn
uUHTepdgenca |cratudeckuin agpec OyaeT BbITECHEH.

(config-if)> ip dhcp client displace Home
Dhcp::Client: added CdcEthernet® Home displacement.

2.1.74 interface ip dhcp client dns-routes

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Tun nHtepdpenca

Bkntountb aBTOMaTHyeckoe gobasneHne xocT-mapLupytos 4o DNS-cepsepos,
nony4yeHHbIx oT DHCP-cepBepa. 1o ymon4aHuio BKIOYEH.

[a
Oa
Het

Ethernet
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Cunoncuce I (config-if)>  ip dhcp client dns-routes
I (config-if)> no ip dhcp client dns-routes
Mpumep (config-if)> ip dhcp client dns-routes

Dhcp::Client: Home DHCP client DNS host routes enabled.

2.1.75 interface ip dhcp client hostname

OnucaHue HasHauuTb nmsa xocta, kotopoe otnpasnsietcs B DHCP-3anpoce. KomaHga ¢
npecrKCOM no BO3BpaLLaeT XOCTY UMS MO YMONYaHUIO.

Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  HeTt
Tun nHtepdenca Ethernet

Cuuoncue I (config-if)>  ip dhcp client hostname <hostnames

I (config-if)> no ip dhcp client hostname

AprymeHThI AprymeHT Tun OnucaHue
hostname Ctpoka Nms xocTa Ans HasHadYeHus.
Mpumep (config-if)> ip dhcp client hostname HostName

Dhcp::Client: Home DHCP client hostname is set to HostName.

2.1.76 interface ip dhcp client name-servers

OnucaHue Mcnone3oBaTb agpeca cepsepoB DNS nonyyeHHble no DHCP. KomaHaa ¢
npedmrKCcoM no 3anpeLlaeT ucnonb3osatb agpeca DNS-cepBepoB NOnNyYeHHbIe
no DHCP. o ymonyaHuio ata yHKUUA BKITHOYEHA.

Mpedukc no Oa
MeHsieT HacTpouKu Oa
MHorokpaTHbI BBog  Hert
Tun nHtepcpenca Ethernet

Cunoncuc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers
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Mpumep

(config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.

2.1.77 interface ip dhcp client release

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

Mpumep

DHCP-knneHT ocBoOOXXaaeT apeHay IP-agpeca n yxoguT B cnsiwun pexxum. Ewe
O[lHO BbINOMHEHME 3TOM KoMaHAbl nepeBoantT DHCP-KNUEHT B pexunm
aBTOMaTU4ecKoro nonyyeHus IP-agpeca.

Het
[a
Het

Ethernet

I (config-if)>  ip dhcp client release

I (config-if)> no ip dhcp client release

(config-if)> ip dhcp client release
Dhcp::Client: IP address released.

2.1.78 interface ip dhcp client renew

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdcpenca

CunHoncuc

Mpumep

DHCP-knueHT ocBoboxaaeT apeHay |P-agpeca 1 nepexoaut B pexumM nony4yeHns
HOBOTO.

Het
Da
Het

Ethernet

I (config-if)>  ip dhcp client renew

I (config-if)> no ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

2.1.79 interface ip global

OnucaHue

YctaHoBUTL Ans HTepderica cBoncTBO «global» ¢ napameTpom. 3TO CBOWCTBO
HeobXoQuMOo ANst yCTaHOBKU MapLupyTa no ymonyaHuio, pabotsl DynDNS-knmeHTa
n NAT. MoxHo npegctaenaTth global-nHtepdgencs, kak BeayLume B rnmobanbHyo
ceTb (B UHTEPHET).
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

MapameTp cBoncTBa «global» BNuaeT Ha npuopuTeT MHTepderica B npase
YCTAHOBUTb MapLUpyT Mo ymondaHuto. Yem npuoputeT bonblue, TEM XenatenbHee
ONS nonb3oBartens Bbixog B rnobanbHyto ceTb Yepes yka3aHHbIn MHTepdelic. C
nomoLlpbto npuoputeTta «global» peanunsyetcst hyHKUUSA pe3epBUpPOBaHNS
nogkntoveHus B MHTepHeT (WAN backup).

[a
Oa
Het

P

| (config-if)>

| (config-if)> no ip global

ip global priority,

AprymeHT

Tun

OnucaHue

priority

Llenoe uncno

MprnoputeT nHTEpPdEca Npu ycTaHOBKE
MapLupyTa Mo yMomyaHuio.

(config-if)> ip global 10
Interface is set as global.

2.1.80 interface ip mru

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YctaHoBUTb 3HavYeHne MRU kotopoe BydeT nepegaHo yaaneHHomy yany npu
ycTaHoBneHun coeanHenunsa PPP (IPCP). o ymonyaHuio ncnonb3yeTcs 3HadeHme

1460.

Komanpa ¢ I'Ipe(*)VIKCOM No OTMEHSIET AeNCTBNE KOMaHAbI.

Oa
Ha
Het

PPP

I (config-if)>

ip mru walue)

I (config-if)> no ip mru

AprymeHT

Tun

OnucaHue

value

Llenoe uncno

3HavyeHne MRU.

(config-if)> ip mru 1400

MRU saved.
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2.1.81 interface ip mtu

OnucaHue YcTaHoBUTb 3HayeHne MTU Ha ceTeBOM UHTepdence. KomaHaa ¢ npedukcom
no cbpackiBaeT 3Ha4yeHne MTU Ha To, KOTopoe Obino A0 NEPBOro NPUMEHEHNSI
KoMaHgpl. [py ycTaHOBNEHUN coeamHeHns no npoTtokony PPP (IPCP), yananeHHOMY
y3ny OyayT oTnpaBnATbLCS NakeTbl yka3aHHoro pasmepa MTU pgaxe ecnu ToT
3anpocun MTU mMeHbLero 3HayeHus.

Mpedukc no Oa
MeHsieT HacTpoMnKu Ha
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca IP

CuHoncuc I (config-ify>  ip mtu value;

| (config-if)> no ip mtu

AprymeHThI AprymeHT Tun OnucaHue
value Llenoe uucno |3HaveHne MTU. Inana3oH gonyCcTUMbIX
3Ha4YeHnn — o1 64 go 65535.

Mpumep (config-if)> ip mtu 5000
MTU saved.

2.1.82 interface ip remote

OnucaHue YCTaHOBUTL CTaTUYECKUA aapec yaaneHHoro yana.
Mpedukc no Oa
MeHsieT HacTpouKu Ha

MHorokpaTHbii BBog  Hert
Tun nHtepcpenca PPP

CuHoncuc I (config-ify>  ip remote address>

I (config-if)> no ip remote

AprymeHTbI AprymeHT Tun OnucaHue
address IP-agpec Anpec ynaneHHoro ysna.
Mpumep (config-if)> ip remote 192.168.2.19

Remote address saved.
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2.1.83 interface ip tcp adjust-mss

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

YcTaHaBWTb OrpaHMYeHme MakcMarbHOro pasmepa CerMeHTa UCXOASALLNX CECCUN
TCP. Ecnu 3HaueHne MSS, koTopoe nepenaetcsi B norse 3aronoBka SYN-nakeTos,
npeBbIIaEeT 3aaHHoe, KoMaHaa MeHsieT ero. KomaHaa npumeHsieTcst K
NMHTepdency n aencTeyeT Ha Bce ucxoasiwme TCP SYN naketbl.

KomaHga ¢ npedymkCoM no OTMEHSIET AeNCTBUE KOMaHAbI.
Oa

Oa

Het

P

I (config-if)>  ip tcp adjust-mss (pmtu | inss> )

I (config-if)> no ip tcp adjust-mss

AprymeHT Tun OnucaHue
pmtu Kntouesoe YCTaHOBUTb BEPXHIO rpaHuuly MSS, paBHyto
CnoBo MUHUMansHoMy MTU Ha nyTu K yganeHHoMy
ysny
mss Llenoe uncno |BepxHsaa rpaHnua MSS.

(config-if)> ip tcp adjust-mss pmtu
TCP-MSS adjustment enabled.

2.1.84 interface ipcp default-route

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepdpenca

CunHoncuc

Mpumep

Wcnonb3oBaTh aapec yaaneHHoro yana Kak L3 no ymonyaHuio. KomaHga ¢
npeduKCoM No 3anpeLlaeT UsMeHeHM1e LLMo3a No YMOnYaHuIo.

Ja
[a
Het

PPP

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.
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2.1.85 interface ipcp name-servers

OnucaHue WMcnonb3oBaTb agpeca cepBepoB DNS nonyyeHHble no /PCP. KomaHnga ¢
npedrKCoOM No 3anpeLlaeT Ucnonb3oBaTb agpeca cepsepoB DNS nonyveHHble
no IPCP.

Mpedumkc no Oa

MeHsieT HacTpoOMnKu Oa

MHorokpaTHbii BBog  Hert
Tun uHTepdeinca PPP

CuHoncuc I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
Using remote name servers.

2.1.86 interface ipcp vj

OnucaHue Bkntountb cxatune 3aronoskoB TCP/IP metogom Ban AkobcoHa. KomaHaa ¢
npedrKCOM NO OTKIIOYAET CxaTue.

Mpedukc no Oa
MeHsieT HacTpouku Ha
MHorokpaTHbi BBog  Hert
Tun nHtepcpenca PPP

CuHoncuc I (config-if)>  ipcp vj [cid]

I (config-if)> no ipcp vj

AprymeHTbI AprymeHT Tun OnucaHue
cid KrntoueBoe Bkntountb cxxatne Connection ID B
CIoBO 3arofioBKax.
MNpumep (config-if)> ipcp vj cid

V] compression enabled.

Network: :Interface: :PPP: done.
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2.1.87 interface ipv6 address

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO,

CunHoncuc

AprymeHThl

Mpumep

Hactpoutb IPv6-agpec Ha nHtepderice. Ecnu ykasaH aprymeHT auto, agpec
HacTpavBaeTcsa aBToMaTnyeckn. Beog agpeca BpyyHyto enaeT ero ctatudeckuMm.

[a
[a
Oa

I (config-if)>  ipv6 address («address> | auto)

I (config-if)> no ipv6 address [ <address; | auto]

AprymeHT Tun OnucaHue

address IPv6-address |Agpec DNS-cepsepa.

auto KntoueBoe BknounTb AMHAMUYECKOE Ha3HauYeHne
CrnoBo agpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.

2.1.88 interface ipv6 prefix

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

HacTtpoutb generaumio npedmkca. Ecnu ykasaH aprymeHT auto, npedukc
3anpalumBaetcs Yepe3 DHCPv6G-PD.

[a

Oa

Het

I (config-if)>  ipv6 prefix ((prefix | auto)

| (config-if)> no ipvé prefix [ (prefix> | auto]

AprymeHTr Tun OnucaHue

auto Kniouesoe BknounTtb generaumio npedukca.
CnoBo

prefix Mpedukc YkasaTb NpeduKC BPYYHYIO.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.
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2.1.89 interface ipv6 name-servers

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

HacTtponTtb nony4veHue nHpopmaumm ot DNS . Ecnn ykasaH apryMeHT auto,
Bkrtovatotcs DHCPv6 DNS-3anpocsi.

Ja

Ja

Het

I (config-if)>  ipv6 name-servers (auto)

I (config-if)> no ipv6 name-servers [auto]

AprymeHT Tun OnucaHue
auto Kniouesoe BkntounTtb aBTokoHpUrypauuio DNS.
CrnoBo

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

2.1.90 interface ipv6ecp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

Mpumep

BkntounTtb nogaepxky IPv6CP Ha aTane yctaHoBneHus coeguHeHus. Komanaa c
npedurkcom no otkniovaet IPv6CP.

[a
Oa
Het

PPP

I (config-if)>  ipv6cp

I (config-if)> no ipvécp

(config-if)> ipv6cp
IPv6CP enabled.

2.1.91 interface Icp acfc

OnucaHue

Mpedumkec no

BkntounTb cornacoBaHme napameTpoB CXXaTus rnosiel KaHaibHo20 ypoeHsi Address
u Control. KomaHga ¢ npedmkCom no OTKIIYAET JAaHHYH OMNLMIO 1 BCE 3anpochl
yAaneHHoM CTOPOHbI Ha cornacoBaHne ACFC OTKITOHAIOTCA.

Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

2.1.92 interface Icp echo

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA
Tun nHTepdpenca

CuHoncuc

AprymeHTbl

Ja
Het

PPP

I (config-if)>

lcp acfc [cid]

I (config-if)> no Lcp acfc

AprymeHT Tun OnucaHue
cid KntouyeBoe Bkntountb cxxatne Connection ID B
CIoBO 3aronioBKax.

(config-if)> lcp acfc cid
ACFC compression enabled.

Network: :Interface: :PPP: done.

3apatb npaBuna TecTupoBaHus coeanHernst PPP cpeactesamu LCP echo.
Komanga ¢ npedumkcom no otkntovaet LCP echo.

Ja
Oa
Het

PPP

|(conﬁg4n>

I (config-if)> no 1cp echo

Lcp echo <intervals «count»

AprymeHT

Tun

OnucaHue

interval

Llenoe uncno

WHTepsan mexay otnpaskamu LCP echo, B
cekyHaax. Ecnu B TeyeHue ykasaHHOro
WHTepBana BpeMEHM OT yAaneHHON CTOPOHBbI
He ObIn nonyyeH LCP 3anpoc, en 6yget
OTMNpaBfieH Takon 3anpoc C OXNaaHUEM
oTtBeTa LCP reply.

count

Llenoe uncno

KonnyecTBo oTNpaBneHHbIX Noapsag
3anpocoB LCP echo Ha KoTopble He Oblin
nony4yeH oreeT LCP reply. Ecnin count
3anpocoB LCP echo octanuck 6e3 oTBeTa,
coeguHeHune Byaget pasopBaHo.
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Mpumep

(config-if)> lcp echo 5 3
LCP echo parameters updated.

2.1.93 interface Icp pfc

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

BknounTb cornacoBaHne napaMeTpoB cxatus rnosis Protocol e 3azonoskax PPP.
KomaHga ¢ npedmkcoM no OTKMYaET gaHHYHO OMNUMIO 1 BCE 3anpockl yaaneHHon
CTOPOHbI Ha cornacoBaHne PFC OTKNOHSOTCS.

Da
Oa
Het

PPP

I (config-if)>  lcp pfc [cid]

I (config-if)> no lcp pfc

AprymeHT Tun OnucaHue
cid KntoueBoe BkntounTb cxxatme Connection ID B
CNnoBo 3aronoBkax.

(config-if)> lcp pfc cid
PFC compression enabled.

Network: :Interface: :PPP: done.

2.1.94 interface mac access-list address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Hobasntb MAC-agpec B cnucok npaesun cpunstpaummn nHitepdeica. Tun cnucka
JocTyna ycTaHaBnnBaeTca koMaHaon mac access-list type.

Komanga ¢ npedukcom no ygansiet ykasaHHein MAC-agpec ns ACL.
[a
Oa
[a

Access Point

I (config-if)> mac access-list address (address»

I (config-if)> no mac access-list address address»
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
address MAC-agpec |MAC-agpec, koTopbli HeoOXxoaMMo A06aBUTb
B ACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added

2.1.95 interface mac access-list type

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdcpenca

CunHoncuc

AprymeHTbl

Mpumep

YcTaHoBUTb TN cnncka npasun ounstpauun uHtepdenca. Mo ymonyaHuio tmn
He ornpeneneH (NPUCBOEHO 3HAYEHNE nNone).

Het

Da
Het

Access Point

I (config-if)> mac access-list type (none | permit | deny)

AprymeHT Tun OnucaHue

none Kntouesoe Twn cnucka npaeun uneTpaumm He
CrnoBo onpegeneH.

permit Kniouesoe B cnncok byayT nobaBnaTbCa TONLKO
CnoBo paspeweHHble MAC-agpeca.

deny Kntouesoe B cnucok 6yayT obaBnATbCst TONbKO
CnoBo 3anpelleHHble MAC-agpeca.

(config-if)> mac access-list type permit
set access-policy: permit

2.1.96 interface mac address

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIli BBOA

HasHauntb MAC-agpec Ha ykasaHHbIN ceTeBon nHTepdenc. Agpec 3agaercs B
LecTHaauaTepmnyHoM popmate 00:00:00:00:00:00. KomaHga no3songaet
yCTaHOBUTb Mobon agpec, HO NpeaynpexaaeT nonb3oBartens, eCnv B HOBOM
agpece yctaHoBrneH 6ut «multicast» nnm céporwen 6ut «OUI enforced».

KomaHaa ¢ npedukcom no BosBpallaeT nHrepdency ncxoaHsin MAC-agpec.

Ja

Oa

Het
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Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

MAC

|(conﬁg4ﬂ>

I (config-if)> no mac address

mac address (address»

AprymeHT

Tun

OnucaHue

address

MAC-agpec

HoBbin MAC-agpec uHtepdenca

(config-if)> mac address 3C:1F:6E:2A:1C:BA
MAC address saved.

2.1.97 interface mac address factory

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

2.1.98 interface mac clone

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

Tun nHtepdenca

HasHaunTb 3aBogckon MAC-agpec Ha yka3aHHbIN CeTeBOW UHTepdeNcC.
CywectsyeT gBa 3aBoackux MAC-agpeca — ycnosHo, "LAN" n "WAN". 1 oguH
N3 HUX MOXET BbITb Ha3Ha4yeH uHTepdency.

Het

Ja
Het

MAC

|(conﬁg4ﬂ>

mac address factory (lan | wan)

AprymeHT Tun OnucaHue

lan Kntouesoe NHTepdericy 6yaet npucoeH "LAN"
CIoBO MAC-agpec.

wan KntoueBoe WuTepdericy 6yaet npucesoeH "WAN"
CrnoBo MAC-agpec.

(config-if)> mac address factory lan

Core::System::UConfig: done.

MpuceouTb MHTEpdency MAC-agpec ot MK onepaTtopa.

Het

Oa

Het

MAC, IP
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CuHoncuc

Mpumep

I (config-if)>  mac clone

(config-if)> mac clone
MAC address saved.

2.1.99 interface modem connect

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Moakntounte USB-moaem. MNepen BbINONIHEHMEM KOMaHAbI HEOBX0ANMO
WHULManNn3nposaTb MogemM KoMaHaon modem init.

KomaHga ¢ npedmkCcom no npepbiBaeT CoeauHEHNE.
Oa

Oa

Het

UsbModem

I (config-if)>  modem connect ( dial «phones | <string,)

I (config-if)> no modem connect

AprymeHT Tun OnucaHue

dial KntoueBoe KnioyeBoe cnoBo nocne KoToporo
CNnoBo yKasblBaeTcs TenedoHHbIN HoOMEP.

phone Llenoe uncno |TenedoHHbIN HOMEpP ANst 403BOHA.

string Ctpoka [MpounsBonbHaa koMaHAaa.

(config-if)> modem connect dial *99#
Connect sequence saved.

2.1.100 interface modem init

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdcpenca

CunHoncuc

[o6aBnTL CTPOKY MHMLMANN3aLmMm Mogema Ha yKkasaHHy No3uLmio cnmcka index.
Ja

Da

Het

UsbModem

I (config-if)>  modem init [ <index» ] «string»

I (config-if)> no modem init [ <index> ]
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

index Lienoe uucno |MNoanuunsa, HoMep CTPOKU Ha KOTOPYHO
BCTaBMSAETCS yKazaHHasi CTPOKa.

string Ctpoka CTpoka nHuumanusaumm Mmogema.

(config-if)> modem init 1 AT+CGDCONT=1,"IP","internet"
Initialization string inserted.

2.1.101 interface name

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThI

Mpumep

HasHauuTb Npomn3BonbHOE NMA ceTeBOMY MHTepdency. K nHtepgency MoxHo
obpalatbca no HoBomy MMeHwn kak no ID. KomaHnga ¢ npedukcom no yganset
HaCTPOWKY.

[a

Oa

Het

I (config-if)>  name (name>

I (config-if)> no name

AprymeHT Tun OnucaHue

name Ctpoka HoBoe nwmsa nHtepdeica.

(config-if)> name Access_Point
Interface renamed.

2.1.102 interface peer

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
Tun nHTepdpenca

CuHoncuc

HasHaunTb naeHTumkaTop yaaneHHoro yana Kk KotTopomy 6yaeT ocyLecTBnsaTbCA
nogkntoyeHne PPP. bonee TOYHbIN CMbICT HACTPOMKN 3aBUCUT OT TMNa
nHtepcpenca. Hanpumep, ana PPPoE komaHaa interface peer 3agaet nms
KOHLEeHTpaTopa goctyna, a ans PPTP — nms yaaneHHoro xocta unu ero IP-agpec.

KomaHga ¢ npedmKCoM no OTMEHSIET HACTPOWKY.
Da

Oa

Het

PPP

I (config-if)>  peer «id»
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AprymeHTbI

Mpumep

I (config-if)> no peer

AprymeHT Tun OnucaHue
id Ctpoka VaoeHTudukatop yganeHHon ToUKu
NOLKITHOYEHNS.

(config-if)> peer 111
Core::Configurator: done.

2.1.103 interface port

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA
Tun nHTepcpenca
BxoxaeHue B rpynny
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

JocTyn k rpynne koMaHa Ans HAacTPOeK NopTa annapaTHOro KoMMyTaTopa.
Het

Het

Ja

Switch

(config-if-port)

Switch

I (config-if)>  port «port_name)

AprymeHT Tun OnucaHue

port _name CTpOKa HaseaHune nopTa, Kak OHO yYKa3aHO Ha 3agHen
naHenn yCTpOIZCTBa.

2.1.104 interface port access

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

YctaHoBuTb ngeHtudumkatop VLAN Ha nopTy Ans paboTbl B pexume JocTyna.
PaspeluaeT nepegady kagpoB ykasaHHoro VLAN B nOpT 1 BKIOYaET yaaneHve
mapkepa VLAN n3 nepegaBaembix kagpoB. KomaHaa ¢ npedmkcom no yganset
HaCTPOWNKY.

[a
[a
Het

Switch

I (config-if-port)>  access vlan «vid»
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AprymeHTbI

Mpumep

I (config-if-port)> no access vlan

AprymeHT

Tun

OnucaHue

vid

Llenoe uncno

WpeHtudukartop VLAN goctyna. uanasoH
JONyCTUMbIX 3HaYeHun — oT 1 go 4094.

(config-if-port)> access vlan 2
Access vlan identifier saved.

2.1.105 interface port duplex

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHThI

Mpumep

3apaeT pexxvum AByHanpasneHHo nepeaayn: aynnekc unu nonyaynnekc. Komavaa
ncnonb3yetcs B Tex criyyasx, koraa us-3a HeCOBMECTUMOCTU UM NIIOXOro
KayecTBa kabens He onpeaenseTcsa Hanuyme NoakYeHUs UM HeBEPHO
onpeaensieTcs peXxuwm Ha OHOWM U3 CTOPOH.

MpymeyvaHune:

Het

Oa
Het

Switch

I (config-if-port)>

B cuny annapaTHbIX OrpaHU4eHnn y KOMaH4bl UMeeTcs
0COBEHHOCTb: NPW YCTaHOBKE Ayrnriekca BPpY4Hy nepectaert
paboTtaTb aBToOnpeaeneHne Hanmuns nogknoyeHus. daxe
ecnv kabenb He NOJKOYEH, YCTPOMCTBO ByaeT nokasbiBaTb
ero Hanuume. Takke nepecraet paboTaTb aBTOONpPeneneHme
CKOPOCTU, MO3TOMY PEKOMEHAYETCS MCNOb30BaTb KOMaH4y
coBmecCTHoO c interface port speed.

duplex (half | full | auto)

AprymeHT Tun OnucaHue

half Kniouesoe YcTaHoBUTb NOMyAYNIEKCHBIN PEXUM
CNnoBo nepegayn.

full KntoueBoe YCTaHOBUTb NONHOAYMNNEKCHBIW PEXUM
CnoBo nepenayn.

auto KntoueBoe YCTaHOBUTb aBTOMAaTUYECKUI PEXNM
CNnoBo onpegeneHns gynnekca.

(config-if-port)> duplex half
Duplex setting saved.
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2.1.106 interface port friend

OnucaHue

Mpedumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbI BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

Mpumep

HacTtpouTb ogHoHanpasneHHbli VLAN anga rpynnosoro Tpaddurka B AONOMNHEHNE
kK VLAN pgoctyna. MNopT MoxeT ObITb YacTbio ogHoro VLAN goctyna. KomaHnga
BKNIOYaAET nepeagpecaumio ncxogsuiero tpagpduka ¢ gpyroro VLAN pgoctyna
(HasbiBaemoro "friend"). MNakeTobl "friend" nepepatotcsa 6e3 Tera.

Oa
Ja
Het

Switch

I (config-if-port)>  friend vlan «fvid»

I (config-if-port)> no friend vlan

AprymeHT Tun OnucaHue

fvid

Llenoe uucno |NgeHtudmkarop "friend" VLAN.

(config-if-port)> friend vlan 3
Friend vlan identifier saved.

2.1.107 interface port learning

OnucaHue

Mpedukc no

MeHsieT HacTpoWKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CunHoncuc

Mpumep

BkntounTb pacnosHaBaHne MAC-agpeca, korga coxpaHsietcsas MAC-agpec
WCTOYHMKA KaXKOoro Nofy4eHHoro naketa. Takum o6pa3om B fanbHeENLWEM, NaKeThbl,
npegHasHa4YeHHble Anst 3Toro agpeca, MoryT ObiTb NepecnaHbl TOfNbKO Ha TOT
MOCT, rje HaxoauTcs 3TOT agpec. [NakeTbl, NpegHas3HayYeHHbIe 4118 HEOMO3HaHHOIO
agpeca, OTCbINalTCs Ha BCE MOCTBI.

KomaHga ¢ npedmkcom no oTknoyaeT pacno3HasaHne MAC-agpeca.
Oa

[a

Het

Switch

I (config-if-port)>  learning

I (config-if-port)> no learning

(config-if-port)> learning
Mac learning enabled.
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2.1.108 interface port mode access

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbI BBOA
Tun nHTepdpenca

CuHoncuc

AprymeHTbl

Mpumep

BkntounTb pexxum goctyna VLAN, To eCTb Takon pexum, Korga vyepes nopt
nepearoTcs TONbKO HEMapKMpOBaHHbIe Kaapbl. Ha Bxogdwme kagpbl CTaBuTCA
mapkep PVID, yctaHoBneHHbIN kKoMaHaom port access. [opT SBNAeTCS BbIXOAHBIM
Tonbko anga VLAN c ngeHtudmukatopom PVID. NMpn nepegaye kagpos B NopT,
mapkep VLAN c HUX cHMMaeTCA.

MpumeyaHne: B cuny annapaTHbIX OrpaHU4eHnin NOPT HE MOXET
OOHOBPEMEHHO HaxoauTbCA B pexnme goctyna u
MynbTURNeKcupoBaHus. To ecTb 06paboTka TerMpoBaHHbIX U
HeTernpoBaHHbIX KagpoB Ha OOHOM MOPTY HEBO3MOXHA.

[a
Oa
Het

Switch

I (config-if-port)>  mode access [q-in-q]

I (config-if-port)> no mode access

AprymeHT Tun OnucaHue
g-in-q KntoueBoe BknounTb ABOMHOE TermpoBaHue.
CnoBo

(config-if-port)> mode access
Access mode enabled.

2.1.109 interface port mode trunk

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbI BBOA

BkntounTb pexxum mynsrunnekcuposanusa VLAN korga yepes nopT nepegaroTcs
Kagpsbl, npuHagnexawme Heckornbkum VLAN. [Npu 3TOM Kaxgbi kagp noMeveH
mapkepom. Cnncok ngeHtucmkatopos cetert VLAN B KOTOpble BXOAUT MOPT,
ycTaHasnueaeTcsa komaHgown port trunk.

I'Ipmmeanme: B cuny annapartHbIX orpaqueHMﬁ NOopT HE MOXET
OAHOBPEMEHHO HaxoaAUTbCA B pexnme gocrtyna 1
MynbTUNNEKCNPOBaHNA. To ecTb o6pa60TKa TEermpoBaHHbIX U
HeTErmpoBaHHbIX KagpoB Ha O4HOM NOPTY HEBO3MOXHA.

Da
Oa

Het
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Tun nHtepdpenca

CunHoncuc

Mpumep

Switch

I (config-if-port)>  mode trunk

I (config-if-port)> no mode trunk

(config-if-port)> mode trunk
Trunk mode enabled.

2.1.110 interface port priority

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTb NPUOPUTET MO YMOSTHaHWUIO NS BXOASILUX NaKETOB.
Oa

[a

Het

Switch

I (config-if-port)>  priotity number>

I (config-if-port)> no priority

AprymeHT Tun OnucaHue

number Llenoe uncno |MNpuoputet naketoB. MoxeT NpuHUMaTh
LenoYmcrneHHble 3HadeHus ot 1 go 7.

(config-if-port)> priority 5
Ingress priority saved.

2.1.111 interface port speed

OnucaHue

Mpedukc no

MeHsieT HacTpouku

3apaet ckopocTh noaknodeHus B Mout/c. KomaHga ncnonb3yeTcs B Tex criyyasix,
korga u3-3a HECOBMECTMMOCTU UMK NIIOXOro kavecTsa kabens He onpefensiercs
Hanmuue NnoakIoYEHNs! N HEBEPHO ONpPeENnseTCsl PEXUM Ha OLHOMN U3 CTOPOH.

MpumeyaHwne: B cuny annapaTHbIX OrpaHU4eHUn y KOMaHAbl UMEeTCS
0CODEHHOCTb: NPW YCTaHOBKE CKOPOCTU BPYYHYHO NepecTaeT
paboTaTb aBToONpeAeneHne Hanuumsa nogknodeHus. Jaxe
ecnv kabenb He NOJKIYEH, YCTPONCTBO ByaeT Noka3biBaTb
ero Hanu4me. Takke nepecraet pabotaTtb aBToONpeaeneHme
Aynrekca, No3ToOMy PEKOMEHOYETCSA NCMONb30BaTh KOMaHAy
coBMecTHoO c interface port duplex.

Het

Ja
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

Het

Switch

I (config-if-port)>  speed (10 | 100 | auto)

AprymeHT Tun OnucaHue

10 KntoueBoe YctaHoButb ckopocTtb 10 MéuT/c.
CrnoBo

100 KntoueBoe YctaHoBuTb ckopocTb 100 MéuT/c.
CNnoBo

auto Kntouesoe BkrounTb aBTOMaTUYECKUIA PEXUM
CrnoBo yNpaBneHnsi CKOPOCTbHO.

(config-if-port)> speed 100
Speed setting saved.

2.1.112 interface port trunk

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

[o6asutb nopt Bo VLAN. Paspewmnte npuem n nepegavy kagpoB YkasaHHOro
VLAN B noprt, npnyem mapkep VLAN 13 nepegaBaembix kKagpoB He yaanseTcs.
B pexxume trunk gonyckaercs gobasneHue nopta B Heckonbko VLAN.

KomaHgaa ¢ npedukcom no yganset nopt n3 ykasaHHoro VLAN. Ecnv
ncnonb3oBaTk KOMaHay 6e3 aprymeHToB, nopT OyaeT yaaneH ua scex VLAN.

Oa
Oa
Ja
Switch

I (config-if-port)>  trunk vlan «vid»

I (config-if-port)> no trunk vian [ vid]

AprymeHT Tun OnucaHue

vid Llenoe uncno (NoeHtudukatop VLAN. dnanasoH
JonyCTUMbIX 3Ha4yeHun — ot 1 go 4094.

(config-if-port)> trunk vlian 100
Vlan added to trunk.
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2.1.113 interface power

OnucaHue 3agaeT MOLWHOCTL Nepegatyunka ansa paguno-mHtepdericos. MakcumanbHas
MOLLHOCTb Nnepearymnka orpaHudeHa ero annapatHbiMyU BO3MOXHOCTSIMU U

rocyaapCTBEHHbIMUW 3aKOHaMK O paamocsasn. [laHHas KomaHaa No3BoNSAeT NULlb

YMEHbLUMTb MOLLHOCTb NepeaaroLlero yCTpoicTBa OTHOCUTENBHO ero

MaKkCUManbHOW MOLLHOCTU, C LeNbo BO3MOXHOIO CHUXXEHNSA NOMeX ANns apyrnx

YCTPOWCTB B 3TOM [ManasoHe.
Mpedoumke no Het
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca Radio

CuHoncuc I (config-if)>  power (percentages

AprymeHTbI AprymeHT Tun OnucaHue
percentage Llenoe uncno |MowHocTb NnepegaTymka B NpoLeHTax ot
MakcumansHon moluHocTu (oT 1 go 100).

Mpumep (config-if)> power 90
Power level applied.

2.1.114 interface preamble-short

OnucaHue Vicnonb3oBaTb KOPOTKYIO ripeambyriy.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Twun nHtepcpenca Radio

CuHoncuc I (config-ify>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Short preamble enabled.

2.1.115 interface rf e2p set

OnucaHue M3MEHUTb 3HaYEHME SHYENKN NamMaATK KaJ'II/I6pOBO‘-IHI:IX OaHHbIX, HaxoasLencs no

cMelleHuio offset Ha 3HadeHue value onsa 3agaHHoro uHTepdenca.
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Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

Tun nHtepdpenca Radio
Cuuoncue I (config-ify rf e2p set offsetr values
AprymeHThI AprymeHT Tun OnucaHue
offset Ucren evor+ce | CmeLleHne syenkmn namatu. Moxet
yucno npuvHUMaTb 3HadveHna ot 1EQ go 1FE.
value LLcHen evptHoe | HoBOE 3HaYeHue ans 3anncu B a4enky
yncno namaTu. MoxeT npyHUMaTh 3HayeHus oT 0
oo FFFF.
Mpumep (config-if)> rf e2p set 1f6 0

Network: :Interface: :Rtx::WifiMaster: EEPROM [0Ox01F6]:0000 set.

2.1.116 interface security-level

OnucaHue 3anaeT ypoBeHb 6e3onacHOCTV ANs AaHHOTo UHTepdeiica. YpoBHM BesonacHoCTH
onpeaensioT NorMky paboTbl MEXCETEBOrO 3KpaHa:

» PaspelleHo ycTaHaBnNuBaTb COeANHEHNS B HanpasneHnn private — public.

» 3anpeLleHo ycTaHaBnNuBaTb COEANHEHUS, Npuxoasiume Ha uHTepdenc public,
T. €. B HanpaeneHun public — private n public — public.

+ Camo yCTpOonCTBO NPUHUMAET CeTEBbIE NOAKIMIOYEHNS (pa3peLLaeT yrnpasneHue)
TOMNbKO C MHTepdencos private.

» [Mepepava gaHHbIX Mexay nHTepdencamm private Moxet ObiTb paspeLueHa
UNK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rmobanbsHoro napametpa
isolate-private.

MNpumevaHwue: Mo ymonyaHuio BCeM BHOBb CO34aHHbIM UHTepdencam
npuceamBaeTcsl ypoBeHb 6e3onacHocTh public.

Cnuncku goctyna access-list umetoT 6onee BbICOKUIA NPUOPUTET,
YeM YpOBHM 6€30MacHOCTH, MO3TOMY C MOMOLLIbIO HUX MOXHO
BBOAWNTb AOMNOMNHUTENbHbIE NpaBuna dunsTpaunmn NakeTos.
Mpedoumkc no Het
MeHsieT HacTpoOMnKu Ja

MHorokpaTHbii BBog  Hert

Tun uHTepdeinca P

82 Keenetic Giga CnpaBO4HUK KOMaHZ




maBa 2 OnucaHne KomaHp,

CuHoncuc

Mpumep

I (config-if)> security-level (public | private)

HecmMoTps Ha To, YTO He CyLLecTBYET PYHKLIMM NOMHOMO OTKITKOHYEHMS MEXCETEBOIO
3KpaHa,MOXHO OTKI4YaTb €r0 Ha OTAENbHbLIX HanpasneHusx. Jonyctnm, TpebyeTcs
MOSTHOCTBIO pa3peLLnTb Nepegady AaHHbIX MeX4y «AOMallHen» ceTbio Home n
rmobanbHon ceTbto PPPOEO. [1ns aTOro 06omMm nHTepdericam Hy>kHO Ha3HaunTb
ypoBeHb Be3onacHocTn private n oTknounTb PyHKUMIO isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOE@ security-level private
(config)> no isolate-private

MprmeyvaHwne: MHorue He oTgatoT cebe OTYET B TOM, UTO MEXCETEBOWN 3KpaH
1 TpaHCnAuna agpecoB — OyHKUMK, NpeaHas3HavYeHHble Ans
peLueHns NpuHUMNManbHO pasHbix 3agad. BknioueHne NAT
mMexagy uHtepdencamm Home n PPPoEO B kKoHGUrypaumu,
NnokasaHHOW Bbllle, HE 3aKpbIBaeT AOCTYN B ceTb Home co
CTOPOHbI rnobanbHom ceTu. [laxke npy BKIOYEHHOW TPaHCNSALMK
agpecoB komaHgol ip nat Home naketbl 3 PPPoOEQ 6yayT
cB0O6OOHO NPOXOAUTbL B CETb Home.

2.1.117 interface service

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

HasHaunTb cnyx6y PPPoE. Ecnu cnyx6a He onpegeneHa, To PPPOE-knneHT
OyaeT NOAKMIOYEH K MPON3BONbHOM Cryxbe.

[a
Oa
Het

PPPoE

I (config-if)>  service <name>

I (config-if)> no service

AprymeHT Tun OnucaHue

name Ctpoka HasBaHue cnyx06bl PPPOE.

(config-if)> service test
Core::Configurator: done.

2.1.118 interface ssid

OnucaHue

3apaet umsa 6ecnposogHon cetn (SSID) ans uHtepdpencos «becnpoBogHas
ctaHums» («WifiStation») n "«Ttouka goctyna»” («AccessPoint»). B 3aBucumocTn
OT TMna nHTepderica 3HavyeHne SSID obpabaTbiBaeTcsi NoO-pasHoOMY.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHThI

Mpumep

» [ns Touykn goctyna SSID — Heobxoanmasi HacTponka, 6e3 KOTopow OHa He

6yp,eT NPUHNMaTb NOAKITIOYEHUA.

» na ctaHuun SSID onpegensieT, kK Kakon ToYke [OCTyna oHa byget
noakntoyaTbes. bes 3agaHHoro SSID cTaHUMA MOXET NoaKMIYUTLCS K NoOomn
AOCTYyNHON 6ecnpoOBOAHON CETU MO CBOEMY YCMOTPEHMIO.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.

Ja
[a
Het

SSID

I (config-if)>  ssid (auto | <name» )

I (config-if)> no ssid

AprymeHT Tun OnucaHue

name Crtpoka Nmsa 6ecnposoaHoii cetun (SSID)

auto KntouyeBoe SSID GygeTt HasHa4yeH aBToMaTUYECKU.
CnoBo

(config-if)> ssid WIRELESS

SSID saved.

2.1.119 interface tsp

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHutepcpenca
BxoxaeHue B rpynny

CuHoncuc

Bxog B rpynny komaHg ang Hactpounku TSP.

KomaHga ¢ npedukcom no otknoyaet TSP.

Oa

Oa

Het
TunnelSixInFour

(config-if-tsp)

I (config-if)>  tsp

I (config-if)> no tsp
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2.1.120 interface tsp password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

HasHaunTb naponb ans gocryna yepes TSP.
KomaHga ¢ npecdurkcom no ygansiet naporseb.
Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  password (password»

I (config-if-tsp)> no password

AprymeHT Tun OnucaHue

password Ctpoka Maponb TSP.

2.1.121 interface tsp prefix-length

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

YkasaTb Heobxoaumyto AnvHY npedukca.
KomaHnga ¢ npeunkcom no ygandeTt HaCTPONKY.
Oa

[a

Het

TunnelSixInFour

I (config-if-tsp)>  prefix-length (value»

I (config-if-tsp)> no prefix-length

AprymeHT Tun OnucaHue

value Lienoe uucno |dnuHa npedukca. MoxeT npuHumaTtb

3Ha4yeHna 48, 56 unu 64.

2.1.122 interface tsp server

OnucaHue

Mpedukc no

IPv4-agpec cepsepa, Nony4yeHHbIM OT TYHHENBHOIo cepBuca.
KomaHga ¢ npedmkcom no ygansiet IP cepsepa.

[a
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Ja
Het

TunnelSixInFour

I (config-if-tsp)>  server (ip»

I (config-if-tsp)> no server

AprymeHT Tun OnucaHue

ip IPv4 IPv4-agpec cepsepa.

2.1.123 interface tsp user

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
Tun nHTepdenca

CHoncuc

AprymeHTbl

HasHaunTb nmsa nonb3oBaTens Ang goctyna vepes TSP.
KomaHga ¢ npedmKkcom no yaansieT uMms.

Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  user (logins

I (config-if-tsp)> no user

AprymeHT Tun OnucaHue

login Ctpoka Mmsa nonb3oBatensa ans TSP.

2.1.124 interface tx-queue

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

YcTaHOBUTL pa3mep oYepeamn UCXOOALLUX NaKeToB Ha nHTepdpence. Mo ymonyaHuto
ycTaHoBneHo 3HaveHne 1000.

KomaHga ¢ npeurKCom no yCTaHaBNUBaET 3HAYEHME MO YMOMYaHWIO.
Ha
Ja

Het

I (config-if)>  tx-queue ¢length,

I (config-if)> no tx-queue

86

Keenetic Giga CnpaBO4HUK KOMaHZ



maBa 2 OnucaHne KomaHp,

AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

length Llenoe uncno |OnuHa ovyepeamn B npegenax ot 0 oo 65536.

(config-if)> tx-queue 255
Tx queue length saved.

2.1.125 interface up

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Bkniovaet ceTeBow MHTEPMENC 1 3anncbiBaeT B HACTPOMKN COCTOSIHNE «Up».

KomaHaa ¢ npedrKCcoM no BbIKITOYAET CETEBOW MHTEPdENC N yaanseT «up» un3
HacTpoek. Takke MOXeT ObITb Mcnonb3oBaHa komaHaa interface down.

Ja

Oa

Het

| (config-if)>  up

I (config-if)> no up

(config-if)> up
Interface enabled.

2.1.126 interface usb device-id

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbI BBOA
Tun nHTepdpenca

CuHoncuc

[ob6aBuTb MHGOpMaLmo 0 Mmogenu n npoudsoautene USB-moaema B nHTepdeiic.
OT10 HeoOX0AMMO AN NPUBS3KM Mogema K UHTepdency.

Ecnu ectb nHtepdenc UsbModem|[N] ¢ cosnagatowmm DevicelD, To npu
NOAKITHYEHUN MOAEMA NPOM3ONAET aBTOMATUYECKasi NPUBSA3KA ero K uHTepdency.
Ecnu Takoro nHtepdeiica Het, oH Byget co3aaH aBTtomatudeckm ¢ DevicelD
NOAKMNIOYEHHOrO Mogema.

KomaHga ¢ npedukcom no yaansiet HaCTPOKKY.
[a

Oa

Het

Usb

I (config-if)>  usb device-id «vendor, tmodel,

I (config-if)> no usb device-id
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
vendor Ctpoka MHdopmaums o npomssoguTene mogema.
model Ctpoka WNHdopmauusa o mogenu mogema.

(config-if)> usb device-id 12d1 1001

Device ID saved.

2.1.127 interface wmm

OnucaHue
Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIi BBOA,

Tun nHTepcpenca

CuHoncuc

Mpumep

Bkntounte WMM Ha uHTepdence.
Oa
Oa

Het

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm

WMM extensions enabled.

2.1.128 interface wps

OnucaHue
Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBO

Tun nHtepdcpenca

CunHoncuc

Mpumep

BkntounTb cbyHKumoHansHocTs WPS .

[a

[a

Het

WiFi

| (config-if)>  wps

I (config-if)> no wps

(config-if)> wps

WPS functionality enabled.
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2.1.129 interface wps auto-self-pin

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

Bkntountb pexxum WPS auto-self-pin. KomaHga ¢ npedmnkcomM no oTkoyaeT

pexum. Mo ymonuanuto pexnm auto-self-pin BKntoyeH.

Oa
Ja
Het

WiFi

I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

(config-if)> wps auto-self-pin

Network: :Interface::Rtx::Wps: an auto self PIN mode enabled.

2.1.130 interface wps button

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Hauatb npouecc WPS c ncnonb3oBaHnem kHonku. Npouecc AnnTca 2 MUHYTHI,
UNN MeHbLLE, ecnu CoenHEHNEe YCTaHOBMEHO.

Het
Het
Het

WiFi

| (config-if)>

wps button (send | receive)

AprymeHT Tun OnucaHue

send Kntouesoe OtnpaeuTtb HacTpowikn WiFi.
CnoBo

receive KntoueBoe Monyuuntb HacTporikn WiFi ot Keenetic Giga.
CnoBo

(config-if)> wps button send

Sending WiFi configuration process started (software button mode).

2.1.131 interface wps peer-pin

OnucaHue

HauyaTb npouecc WPS mncnonb3aysa PIN yganeHHoro yana. lNpouecc anutes 2

MWHYTbI, UTN MEHbLUEe, eClin coeanHeHne yCTaHOBIEHO.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

Het
Het
Het
WiFi

|(conﬁg4ﬂ>

wps peer-pin (send | receive) (peer-pin»

AprymeHT Tun OnucaHue

send Kntouesoe OtnpaeuTtb HacTpowkn WiFi.
CrnoBo

receive Kntouesoe Mony4unts HacTponkn WiFi ot Keenetic Giga.
CnoBo

peer-pin Ctpoka PIN ynaneHHoro yana.

(config-if)> wps peer-pin receive 99586683
Receiving WiFi configuration process started (peer PIN mode).

2.1.132 interface wps self-pin

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

Tun nHtepcpenca

CunHoncuc

AprymeHTbl

Mpumep

HauvaTb npouecc WPS ncnonbsys PIN yctpowictsa. Npouecc Anutes 2 MUHYThI,
UNN MeHbLLUe, ecnv coeguHeHne yCTaHOBIEHO.

Het
Hert
Het
WiFi

|(conﬁg4ﬂ>

wps self-pin (send | receive)

AprymeHT Tun OnucaHue

send KntoueBoe OtnpaeuTtb HacTpowikn WiFi.
CrnoBo

receive Kntouesoe Mony4unts HacTpownkn WiFi ot Keenetic Giga.
CnoBo

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

2.1.133 interface wrr

Bkntounts WRR ovepenb.

OnucaHue
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

Mpumep

Ja
[a
Het

Switch

I (config-if)>  wrr

I (config-if)> no wrr

(config-if)> wrr
WRR enabled.

2.1.134 ip dhcp host

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

HactpouTb cTatunyeckyto npussasky IP-agpeca k MAC-agpecy xocta. Ecnum xoct
C YKa3aHHbIM MMEHEM He HaneH, KOMaHaa nblTaeTcs ero co3gartb. Ecnn
yKasaHHbI IP-agpec He BXOAWT B AMana3oH H1 OQHOTO Myra, KoMaH4a COXpPaHUTCS
B HacTpolikax, Ho Ha paboty DHCP-cepBepa He noenusier.

KomaHga nossonsieT nomeHAaTe MAC-agpec, 0CTaBuB NpexHee 3HayYeHne
IP-agpeca, n HaobopoT — nomeHsTb IP-agpec, ocTaBuB NpexHee 3HadeHne
MAC-agpeca.

KomaHga ¢ npedukcom no ygansieT XocT.
[a
Oa

[a
I (config)>  ip dhcp host names [mac ][ ip]

I (config)> no ip dhcp host (name>

AprymeHTr Tun OnucaHue

name Crtpoka Mpon3BonbHOE UMS XOCTa, UCMONb3yeTCs
ana ngentndpukaumm napsel MAC-IP B

HacTponkax

mac MAC-agpec |MAC-agpec xocTa ans ctaTudeckon
npueasku IP-agpeca. Ecnu He ykasaH,
3Ha4yeHne GepeTcs M3 npeablayLLen

HaCTPOWKN.

IP-agpec xocta. Ecnu He yKkasaH, 3Ha4yeHune
BepeTcs 13 npegplayLien HaCTPONKM.

ip IP-agpec
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Mpumep

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

2.1.135 ip dhcp match vendor-class

OnucaHue

Mpedoukec no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA
BxoxnaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

HocTtyn k rpynne koMaHng 4nsa HacTpoviku knacca BeHgopoB DHCP (option 60).
Ecnu knacc BeHOOpOB He HaleH, KoMaH4a MbITaeTcst ero co3gaTth.

KomaHga ¢ npedmkcom no ygansieT ykasaHHbI Knacc BEHAOPOB.
Ha

Het

Oa

(config-dhcp-vclass)

I (config)>  ip dhcp match vendor-class name;

I (config)> no ip dhcp match vendor-class name;

AprymeHT Tun OnucaHue

name CTpOKa HaseaHue BeHOOp-Knacca.

(config)> ip dhcp match vendor-class VC
vendor class "VC" has been created.

2.1.136 ip dhcp match vendor-class dns-server

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

HacTtpouTtb cneumansHbii DNS-cepsep BeHaopa (option 6).
Oa

Ha

Het

I (config-dhcp-vclass)>  dns-server <address)

I (config-dhcp-vclass)> no dns-server

AprymeHT Tun OnucaHue

address IP-agpec IP DNS-cepsepa.
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2.1.137 ip dhcp match vendor-class ntp-server

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Hactpoutb cneumnansHein NTP-cepBep BeHaopa (option 42).

Oa
Ja

Het

I (config-dhcp-vclass)>

ntp-server (address)

I (config-dhcp-vclass)> no ntp-server

AprymeHT

Tun

OnucaHue

address

IP-agpec

IP NTP-cepsepa.

2.1.138 ip dhcp match vendor-class specific

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

BBecTu cneuunanbHyo nHpopmaumo BeHaopa.

Oa
[a

Het

I (config-dhcp-vclass)>

specific <info»

I (config-dhcp-vclass)> no specific

AprymeHT

Tun

OnucaHue

info

Ctpoka

MHopmaums o npomssoguTene.

2.1.139 ip dhcp pool

Hoctyn k rpynne koMmaHg ans Hactpoukn DHCP-nyna. Ecnv nyn He HangeH,
KOMaHa nblTaetcs ero co3gatb. [Ans nyna 3agaetcsa cnucok DNS-cepsepos
(komaHga dns-server), W03 No ymonyaxuio (komaHaa default-router) n Bpems
apeHabl (komaHga lease), a Takke guanasoH aMHammyecknx IP-agpecos (komaHaa

OnucaHue

range).

[Mocne HacTpomnkn nynoB Heobxoaumo BKNOUYUTL cryx0y DHCP ¢ noMoLLbo
kKomaHabl service dhcp.

MoxHo co3gaTb He 6onblie 32 nynoB. MakcumansHasa AnvHa MMeHun nyna — 64

cuMmBoOnia.

Komanpa c I'Ipe(*)VIKCOM no yaandert nyrn.
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Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

AprymeHTbI

Mpumep

MpumevaHwne: B TekyLlen Bepcun cuctembl peanv3oBaHa Nnogaepxka He
©onee ogHoro nyna Ha nHTepgenc. [ns KoppekTHon paboThl
DHCP-cepBepa Tpebyetcs, 4Tobbl ArMana3oH |IP-agpecos,
YCTaHOBIEHHbIV KOMAHAOW range, NpUHagnexan cetu,
HacTpoeHHoM Ha ogHoM u3 Ethernet-uHtepdencos ycTponcTea.

Oa

Oa

[a

(config-dhcp-pool)

I (config)>  ip dhcp pool name»

I (config)> no ip dhcp pool <name>

AprymeHT Tun OnucaHue

name Crtpoka Nmsa nyna DHCP.

(config)> ip dhcp pool test_pool
pool "test pool" has been created.

2.1.140 ip dhcp pool bind

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

MpuBasatb nyn K ykasaHHOMY MHTepdeNncy.
Ja

Ja

Het

Ethernet

I (config-dhcp-pool)>  bind <interfaces

I (config-dhcp-pool)> no bind <interface;

AprymeHT Tun OnucaHue

interface Crtpoka Nmsa nHtepdpenca.

(config-dhcp-pool)> bind Switch0/VLAN2
pool "test pool" bound to interface Switch0/VLAN2.
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2.1.141 ip dhcp pool default-router

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Hactpoutb IP-agpec wnto3a no ymonuanuio. Ecnu He ykasaH, To byger

ncnonb3oBaTbCH agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHom
aBTOMaTM4eCcku AN 3agaHHoro gvanasoHa range.

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.

[a
[a

Het

I (config-dhcp-pool)>

default-router <address;

I (config-dhcp-pool)> no default-router

AprymeHT

Tvn

OnucaHue

address

IP-agpec

Agpec wno3a no yMOn4yaHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

2.1.142 ip dhcp pool dns-server

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

HactpouTb IP-agpeca cepepoB DNS. Ecnu He yka3aH, To BygeT MCrnonb3oBaTbCA
agpec, HacTpoeHHbIn Ha Ethernet-uHtepdelice, onpegeneHHoM aBTOMaTUYeCKN

[ns 3a[aHHOro AvanasoHa range.

KomaHaa ¢ npeuKComM No OTMEHSIET HACTPOMKY.

Ja
[a

Het

I (config-dhcp-pool)>

dns-server <addressls [ address2 ]

I (config-dhcp-pool)> no dns-server

AprymeHT Tun OnucaHue
addressl IP-agpec Agpec nepsudHoro DNS-cepsepa.
address2 IP-agpec Appec BTopuyHoro DNS-cepBepa.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.
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2.1.143 ip dhcp pool enable

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

HauaTb ncnonb3osatb nyn B cucteme. KomaHga ¢ npedukcom no OTKIYaeT
ncnonb3oBaHue nyna.

Oa
[a
Hert
I(config-dhcp-pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

2.1.144 ip dhcp pool lease

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

HactpouTb Bpemst apeHngbl IP-agpecos nyna DHCP. Komanga ¢ npedumkcom no
ycTaHasnuBaeT 3Ha4YeHne no ymonyaHuio, pasHoe 86400 cekyHA.

Ha
Ha
Het
I (config-dhcp-pool)>  lease (time»

I (config-dhcp-pool)> no lease

AprymeHT Tun OnucaHue

time Llenoe uncno |Bpewms apeHabl B cekyHOax.

(config-dhcp-pool)> lease 100500
pool "test pool" lease has been changed.

2.1.145 ip dhcp pool range

OnucaHue

HacTponTb guanasoH guHamudecknx agpecos, BbigaBaeMbix DHCP-knueHTam
HekoTopown noaceTu. [lnanasoH 3agaeTcs HavyasnbHbIM U KOHeYHbIM IP-agpecom,
nnbo HavanbHbIM agpecom u pasmepom. CeTeBon nHTepdenc, K KoTopomy byayT
NPUMEHEHbI HACTPOWKK, BblIBMpaeTcs aBTomaTnyeckn. Agpec BbIGpaHHOro
NMHTepdenca ncnonb3yeTcs B ka4ecTBe LWrito3a no ymonyaHuio u DNS-cepsepa,
ecnu He 3agaHbl apyrne agpeca komaHgamu ip dhep pool default-router u ip
dhcp pool dns-server.

96

Keenetic Giga CnpaBO4HUK KOMaHZ



maBa 2 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

KomaHga c npedurkcom no yganseT guanasoH.
[a
Oa

Het

I (config-dhcp-pool)>  range <begins ( <end) | <size»)

I (config-dhcp-pool)> no range

AprymeHT Tun OnucaHue

begin IP-agpec HavanbHbI agpec nyna.
end IP-agpec KoHeuHbIi agpec nyna.
size Lienoe uucno |Pasmep nyna.

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

2.1.146 ip dhcp relay lan

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

YkasbIBa€eT, Ha KakoM CeTeBOM MHTepderice peTpaHcnaTop DHCP 6ynet
obpabaTbiBaThb 3anpockl KMMEHTOB. MOXHO yka3aTb HECKONbKO MHTEPENCOB
«lany, onst 3Toro Hy>xHo BBECTM KOMaHAY HECKOSLKO pa3, yka3aB Bce HeobxoanmMble
NMHTepdEencobl No OAHOMY.

KomaHga ¢ npedmkcom no oTknodaeT petpaHcnsatop DHCP Ha ykazaHHOM
nHtepcpence. Ecnmn ncnonesoBatb kOMaHay 6e3 aprymMeHTOB, PETPAHCNSATOP
DHCP 6yget oTKNnio4YeH Ha Bcex MHTepdericax.

Ha
Ja
Ja

I (config)>  ip dhcp relay lan <interface»

I (config)> no ip dhcp relay lan [ interface]

AprymeHT Tun OnucaHue

interface Ctpoka lMonHoe ums unn NncesgoHUM nHTepdenca
Ethernet, Ha koTopom peTpaHcnsTop DHCP

6yp,eT NPUHNMaTb 3anpocChbl KITMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.
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2.1.147 ip dhcp relay server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Ykasatb |IP-agpec DHCP-cepBepa, Ha KOTopbI peTpaHcnaTop byget
nepeHanpaBnsiTh 3anpocbl KITMEHTOB M3 JIOKarNbHOM CETU.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
[a

Het

I (config)>  ip dhcp relay server address)

I (config)> no ip dhcp relay server [ address ]

AprymeHT Tun OnucaHue

address IP-agpec IP-agpec DHCP-cepsepa.

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

2.1.148 ip dhcp relay wan

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbl

YkasaTb, Yepes Kakon ceTeBov nHTepdenic petpaHcnatop DHCP 6yaer
obpawaTtbces K BoiwecTosiwemy cepeepy DHCP. B cucteme MoXeT 6bITb TOMbKO
OfVH UHTepdenc Takoro Tuna. Ecnu TouHbIM agpec cepBepa He ykasaH (CM. ip
dhcp relay server), 3anpockl 6yayT nepegaBaTbCsl LUMPOKOBELLATENBHO.
PekomeHayeTcs ykasbiBaTb agpec cepsepa.

KomaHga ¢ npedukcom no yaansiet HaCTPONKY.
Oa
Oa

Het

I (config)>  ip dhcp relay wan <interface)

I (config)> no ip dhcp relay wan [ interface ]

AprymeHT Tun OnucaHue

interface Ctpoka lMonHoe umsa unu NnceeaoHMM nHTepdenca
Ethernet, Ha koTopbIN ByayT HaNpaBNATLCA
3anpocbkl ot DHCP-knueHTOB.
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Mpumep

2.1.149 ip host

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

(config)> ip dhcp relay wan Switch0/VLAN2
using WAN interface SwitchO/VLAN2.

[o6aBnTb AOMEHHOE Ms 1 agpec B Tabnmuy DNS.
Oa
[a
[a

I (config)>  ip host <domains <address)

I (config)> no ip host [ <domain caddress> ]

AprymeHT Tun OnucaHue
domain Ctpoka [lomeHHOe nmsa xocTa.
address IP-agpec IP-agpec xocrTa.

(config)> ip host zydata 192.168.1.22
added record zydata, address 192.168.1.22.

2.1.150 ip name-server

OnucaHue

Hactpoutb IP-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBaKOTCA CTAaTUYECKMMMI, B MPOTUBOMOSOXHOCTb AMHAMUYECKUM —
3aperncTpupoBaHHbIM cnyk6amm PPP vnu DHCP .

AKTUBHBLIMW, TO €CTb UCMOMNb3YyeMbIMWN B AaHHbLIN MOMEHT agpecamMu, ABnATCA
Te, KoTopble BbiNn 3aperncTpupoBaHbl No3xe octanbHbIX. OBbIYHO cucTema
ncnonb3yet agpeca, NonyyYeHHbIe HECKONbKUMU NOCHEaHNMN YCNELLHO
noaknounswnmmucs cnyxéamu PPP nnn DHCP . Ecnun H1 ogHa 13 cnyx6 He
permuctpupyet agpeca DNS akTnBHbIMM ByayT cTaTtnyeckme HacTponku. OgHako,
ecrnu nocne perncrpauumn auHaMu4eckux agpecos nonb3oBatenem 6oinm
N3MeHEeHbl CTaTu4YeCckne HaCTPOVKKN, OHN CTAHOBATCH akTUBHbLIMM, NOKa He ByayT
3apervcTpupoBaHbl HOBbIE AUHAMUYECKMEe agpeca.

KomaH,qy ip name-server MOXXHO BBOAUTb MHOIOKpPAaTHO, eCinn Tpe6yeTc;|
HaCTpPOUTb HECKOJTbKO apecoB DNS-cepBepOB. Kpome TOro, KaXxxaomMmy BBejeHHOMY
agpecy MOXHO COMNnoCcTaBUTb OOHO UIMN HECKOJIbKO OMEHHbIX UMEH O5A pa6OTbI
co CFIGLI,I/I(*)I/ILIGCKVIMI/I 30HaMu, Hanpunmep, nokaribHbIM UMEHaMU B KOpI'IOpaTI/IBHOIZ
ceTn.

KomaHga ¢ npedmkcom no ygansieT ykasaHHble agpec cepeepa DNS n3
CTaTMYEeCKOro M akTMBHOMO CMMCKa, ecrnv KomaHaa AaeTcs ¢ apryMmeHTamm, nmbo
o4uLlaeT CNMCOK CTaTUYEeCKUX agpecoB, eCnn KoMaHaa Aaetcs 6e3 aprymeHTOB.
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Ecnu BbInonHUTL kKOMaHAy 6e3 aprymeHTa, TO BECb CMMCOK CTaTUYECKUX aapecoB
OyOeT O4ULLEH.

Mpedukc no Oa
MeHsieT HacTpoMnKku Ja

MHorokpaTHbii BBog [a

Cunoncuc I (config)>  ip name-server <address) [ domain ]
I (config)> no ip name-server [ <address; [ domain]]
AprymeHTbI AprymeHT Tun Onucanue
address IP-agpec Appec cepBepa NMEH.
domain Ctpoka [omeH, ons kotoporo 6yaeT ncnonb30BaTbCs
cepep. DNS-npokcu npu paspelueHun
UMeHU B NepByto ovepenb BblibupaeT agpec
cepBepa ¢ Hanbonee GrM3knm K 3anpocy
aomeHoM. Ecnu fomeH He ykasbiBaTb,
cepBep GyaeT Mcnonb3oBaThCs Anst BCeX
3anpocos.
Mpumep (config)> ip name-server 192.168.1.33

added name server 192.168.1.33, domain (default).

2.1.151 ip nat

OnucaHue BkntounTb TpaHCNAUMIO «JTOKanbHbIX» apecoB ceTu network unu cetu 3a
uUHTepdencom interface. Hanpumep, komanga ip nat Home o3Hadvaert, 4To
05151 BCEX NakeToB u3 cetu Home, npoxoaswmx yepes mapLupyTtunsarop, byget
BbINONHEHa NOAMEHa aapecoB UCTOYHUKA.

Mpedukc no Ha
MeHsieT HacTpouku Ja
MHorokpaTtHbii BBog [a
Tun nHtepdenca IP

Cunoncue I (config)>  ip nat (vpn | <interfaces | «address; <mask»)

I (config)> no ip nat (vpn | cinterfaces | caddress; «mask» )

AprymeHTbI AprymeHT Tun OnucaHue
vpn KntoueBoe TpaHcnAuMA BbINONMHAETCH ANSt KNMMEHTOB
CnoBo VPN.
interface Nms Nmsa nHtepderica nctouHmnka (NomnHoe nmsi
NHTepdenca |MHTepdenca nnn NnceBaoHUM).
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Mpumep

AprymeHT Tun OnucaHue

address IP-agpec BmecTe ¢ mackon mask 3apgaeTt gnanasoH
IP-agpecoB NCcTovHMKa, noanexawmx
TpaHCASLUMM.

mask IP-macka Macka gmanasoHa TpaHcnsauun. Ectb aBa
cnocoba BBoAa MacKu: B KAHOHNYECKOM BMae
(Hanpumep, 255.255.255.0) n B Buge
BuTOoBOM ANWHbLI Npedukca (Hanpumep, /24).

(config)> ip nat PPTPO
NAT rule added.

2.1.152 ip route

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Hob6asuTb B Tabnuuy mapLupyTusauum ctaTudeckMin MapLupyT, KOTOpbIN 3agaet
npasuno nepepayn IP-nakeToB Yepes onpedeneHHbINn W3 UM CeTeBon
nHTEepdenc.

B kauecTBe ceTn HasHa4YeHNs MOXHO yKka3aThb Krtodesoe cnoso default. B atom
cny4vae OygeT co3gaH MapLUpyT Mo yMOYaHuH.

KomaHaa ¢ npedurKkcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Oa
Oa
Oa
IP

(config)>  ip route ((address» «mask> | chost» | default) («gateway> [
interface]|«interface> ) [auto] [metric ]

(config)> no ip route ( c<address» tmask> | chost> | default) [ (gateway> |
<interfaces][metric]

AprymeHT Tun OnucaHue
address IP-agpec IP-agpec ceTn HasHa4yeHus.
mask IP-macka Macka ceTn HasHadeHusl. EcTb aBa cnocoba

BBOJa Macku: B KAHOHNYECKOM Buae
(Hanpumep, 255.255.255.0) u B Buae
BuToBOM ANWHbI Npedukca (Hanpumep, /24).

host IP-agpec IP-agpec y3na HasHaveHus.

default Kntouesoe Mcnonb3yetca ons 3agaHna mapLipyTos no
CNnoBo YMOMYaHUIo.

interface Crtpoka MonHoe umsa nHTepdenca nnm NCEBLOHNM.

YkasblBaeTcs B Ka4eCTBe HanpasneHus
nepegayn NakeToB, €CNu K MHTepdency
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Mpumep

AprymeHT

Tun

OnucaHue

MOAKIIOYEH KaHan ToYka-Touka, He
TpebyloLLmMii 4oNONMHUTENBHON agpecaumnn
BHYTPW KaHana.

Ecnu Ha nHTepdence ycTaHoOBMNEH NpUopuTeT
interface ip global, mapwpyTt go6aensercs
B CUCTEMHYO Tabnuuy TONbKO B TOM Cryvae,
€CINU He CyLLEeCcTBYeT ApYroro MapLupyTa
TEM e a[IPECOM HasHauYeHns 1 6oMbLIUM
NPUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLipyTumsatopa B
HEernocpeaCTBEHHO MOAKMIOYEHHOW CETHU.
MoxeT ObITb 3aaH BMECTe C UMEHEM
uHTepdenca, ecnu Tpebyerca ykasaTb
npuoputeT interface ip global. Ecnu
UHTepdenc He ykasaH, OH onpegensieTcs
CUCTEMOW aBTOMATUYECKUN N3 TEKYLLNX
HacTpoex IP.

auto

KrntoueBoe
CIoBO

Mo3Bonser NPMMEHNTb MapLUpyT TOraa,
Korga CtaHeT 40CTyneH YKa3aHHbIVI B HEM
LLUJTHO3.

metric

Llenoe uncno

MeTpurka mapLupyTa. B TekyLien peanmsauum
UrHOPUpYeTCS.

(config)> ip route default Home
static route added.

2.1.153 ip static

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

Tun nHTepcpenca

Cospgatb cTatndeckyo NpmBA3Ky nokaneHbiX IP-agpecos k rmobansbHeiM. Ecnn
interface unu network cOOTBETCTBYET MHTEPMENCY C YPOBHEM HBE30NACHOCTK
public, To 6yaeT BbINONHATLCA TpaHCNAUmMs agpeca uctodxdmka (DNAT). Ecnun
to-address cooTBeTCTBYET MHTepdency ¢ ypoBHeM GeszonacHocTu public, To
OyaeT BbINOMHATLCA TpaHCNAUMsa agpeca HasHadeHus (SNAT). Homep nopta
TCP/UDP Bcerga paccmatpyBaeTCsl Kak MOPT Ha3Ha4YeHus!.

Ecnu network cooTBeTCTBYeT ogHOMY afpecy, U 3TOT aapec paBeH to-address,
TO Takoe npasuno ByaeT 3anpeLlaTs TPAHCNALMIO yKa3aHHOro aapeca, Kotopas
morna 6bl 6bITh BbINOMHEHa NCXOAs U3 3a4aHHbIX npasun ip nat.

Mpasuna ip static nmetoT 6onee BLICOKUI MPUOPUTET MO CPABHEHUIO C NpaBUIamm

ip nat.
[a
[a
Oa
P
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CuHoncuc

AprymeHThl

Mpumep

(config)>  ip static [tcp | udp] («interfaces | (<address> amask»)) ((
«port>through cend-port> (to-address))|(«port>«to-address) [«to-port)])
| cto-address» )

(config)> no ip static [[tcp | udp] («interface; | («address» anasks) ) ( (
«port> through cend-port, (to-address)) | («port>«to-address) [«to-port)])
| <to-addressy )]

AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokon.
CnoBo
udp KntoueBoe UDP npotokon.
CnoBo
interface Nms Nmsa BxogHoro nHtepdpenca (nonHoe nvs
nHTepdenca |uHTepdenca nnm NCeBaoHUM).
address IP-agpec BmecTe ¢ mackon mask 3apgaeTt gnanasoH
IP-agpecoB Has3HauyeHus, noanexaiimx
TpaHcnsAunm.
mask IP-macka Macka guanasoHa TpaHcnauun. Ecte gBa
cnocoba BBoAa Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) n B BuAe
ouToBON AnVHbLI Npedukca (Hanpumep, /24).
port Lienoe uucno |Homep nopta TCP/UDP, Ha koTopbIii
NPUXOAUT 3anpoc, NOASIEXALLNA TPAHCIALMUN.
Ecnu He ykasaH, TpaHcnsuns byaet
BbIMOSHATHLCA 119 BCEX BXOOSILLMX 3aNpOCOB.
end-port Llernoe uncno |OkoH4YaHMe ananasoHa NopToB.
to-address IP-agpec ALpec HasHa4yeHus nocne TpaHcNAuun.
to-port Llenoe uncno |Homep nopta TCP/UDP nocrne TpaHcnsumm.
Ecnu He ykasaH, nopT Ha3Ha4YeHnsi ocTaeTcs
NPEXHUM.

MycTb MeeTca MapLUpyTU3aTop MEXAy «JokansHom» ceTbio 172.16.1.0/24
(ypoBeHb B6e3onacHocTu private) n «rnobanesHomn» ceTbto 10.0.0.0/16 (ypoBeHb
6e3onacHocTn public). Tpebyetcs, 4TobbI BCEe 3anpochl, NpuxogsilumMe Ha
«rnobanbHbI» UHTEPAENC STOro MapLIpyT13aTopa Ha nopT 80, TpaHCAMPOBanMCh
Ha «JoKanbHbINY cepBep c agpecom 172.16.1.33. [NocnenoBatenbHOCTbL KOMaHA,
peanuvayroLLmMX Takylo CXeMY, MOXET BbIMAAETb Tak:

interface Home
ip address 172.16.1.1/24
!
interface Internet
ip address 10.0.0.1/16
ip global 1
!
ip nat Home
ip static tcp Internet 80 172.16.1.33 80
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2.1.154 ipv6 local-prefix

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO,

CunHoncuc

AprymeHThl

Mpumep

Hactpoutb nokanbHbin npedukc (ULA). ApryMeHT MOXeET ObiTb OYKBEHHbLIM
npedurkcom nnm knodesbiM cnosomM default, KoTopoe aBTOMaTMYECKU reHepupyeT
NMOCTOSIHHbIN YHUKANbHbIN NpeduKc.

[a
[a

Het

I (config)>  ipv6 local-prefix (default | prefix;)

I (config)> no ipv6 local-prefix [default | qprefix; ]

AprymeHT Tun OnucaHue
default Kntouesoe leHepunpoBaTb NOCTOSHHBIN YHUKAIbHbIN
CNnoBo npecdwmkc.
prefix Mpedukc JlokanbHbIi npeduke (ULA). JomkHo BbiTb
KOppEeKTHoe 3HayeHue npedukca B 6noke
fd00o: : /8 c gnnHoM npedurkca He Gonee 48.

(config)> ipvé local-prefix fd0l:db8:43::/48
ULA prefix saved.

2.1.155 ipv6 name-server

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Hactpoutb IPv6-agpeca cepsepoB DNS. CoxpaHeHHble Taknm obpasom agpeca
Ha3bIBalOTCS CTAaTUYECKUMMU, B MPOTUBOMONOXHOCTb AMHAMUYECKUM —
3aperncTpupoBaHHbiM cnyx6amm PPP unu DHCP .

KomaHay ipv6 name-server MOXHO BBOOUTL MHOFOKPaTHO, ecrnin TpebyeTcs
HacTpouTb Heckonbko aapecoB DNS-cepBepos.

KomaHga ¢ npedukcom no yoansieT ykasaHHble agpec cepepa DNS n3
CTaTMYEeCKOro M akTMBHOMO CMMCKa, eCcrnv KOMaHaa AaeTcs ¢ apryMmeHTamm, nmbo
o4YMLIaeT CNMCOK CTaTUYEeCKUX aapecoB, eCN KOMaHAa Aaetcs 6e3 aprymeHToB.

Oa
Oa
Ja

I (config)>  ipv6 name-server address

I (config)> no ipv6 name-server [ <address> |
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

address IPv6-address |Aapec cepBepa MMeH.

(config)> ipvé name-server 2001:db8::2
added name server 2001:db8::2, domain (default).

2.1.156 ipv6 route

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

[o6aBuTb B Tabnuuy MapLupyTnsaumm ctaTudeckuin MapLupyT, KOTopbl 3agaet
npasuno nepenayn IPv6-naketoB yepes onpeneneHHbIi W3 Unm ceTeBomn
nHTEpgenc.

B kauecTBe ceTn HasHa4YeHNs MOXHO yKa3saThb Krtodesoe cnoso default. B atom
cny4vae OygeT co3gaH MapLUpyT No yMONYaHuH.

KomaHaa ¢ npedukcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Oa
[a
Oa

I (config)>  ipv6 route («prefix» | default) <interface,

I (config)> no ipv6 route ( «(prefix> | default) <interface;

AprymeHT Tun OnucaHue

prefix Mpedwke Mpedwmkc IPV6.

default KntoyeBoe Mcnonb3yeTtcs npeduke no yMonyaHuio.
CroBo

interface Nms lMonHoe ums nHTepdenca nnm NCEBAOHNM.
UHTepdenca

(config)> ipv6 route
added name server 2001:db8::2, domain (default).

2.1.157 ipv6 subnet

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

JocTyn Kk rpynne koMaHA, Ans HACTPOWKN cermeHTa nokansHon cetn IPv6. Ecnu
CerMeHT He HaeH, KoMaHaa nbiTaeTcs ero co3nathb.

Ja
Oa
[a
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BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

2.1.158 ipv6 subnet bind

MNpunBssaTb NoaceTb K MHTEpPdENCy.

OnucaHue

Mpedumkc no

MeHsieT HacTPOMKHM
MHorokpaTHbIl BBOA,

CuHoncuc

AprymeHTbI

Mpumep

2.1.159 ipv6 subnet mode

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

(config-subnet)

| (config)>

ipv6 subnet name;

I (config)> no ipv6 subnet [ <name> ]

AprymeHT

Tun

OnucaHue

name

Ctpoka

Mms unu nceBAOHUM MOACETU.

Oa
Ja

Het

I (config-subnet)>

bind <interface,

I (config-subnet)> no bind [ <interface> ]

AprymeHT

Tun

OnucaHue

Interface

Ctpoka

MonHoe ums nHTepderca nnm NCEBAOHNM.

(config-subnet)> bind WifiMaster0/AccessPointl

Interface bound.

BbiOpaTb pexxmm HacCTPONKM agpecoB Anst XOCTOB B NoaceTu. [oCcTynHbI ABa
BapuaHTa — dhcp u slaac. Nepsbiv BkntoyaeT nokaneHsin DHCPV6-cepeep ¢
Lenbio NpUcBoeHnst agpecos, BTopon BktovaeT SLAAC (aBToOKOHGUIypaLmio

agpecos).
Ja
Oa

Het

I (config-subnet)>

mode (slaac | dhcp)

I (config-subnet)> no mode (slaac | dhcp)
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

slaac KntoueBoe Bkntountb SLAAC (aBTOKOH(bUrypaumio
CIoBO agpecos).

dhcp Kntouesoe Bkntounts DHCPV6-cepBep.
CNnoBo

(config-subnet)> mode slaac
Mode changed.

2.1.160 ipv6 subnet number

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

MpucBouTb NoaceTn naeHTUMKaTop, KOTopbIN ByaeT onpeaensTs Ny6nnYHbIN
npedukc cermeHTa. iaeHTudpmkatop 4omkeH 6biTb YHUKaNbHbIM Cpeay NoAceTEN.

Oa

[a

Het

I (config-subnet)>  number )

I (config-subnet)> no number [ 1> ]

AprymeHT Tun OnucaHue

n Llenoe yncno |YHukanbHbIN ngeHTudmkaTop nogcetu.

(config-subnet)> number 3
Number changed.

2.1.161 isolate-private

OnucaHue

Mpedumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbI BBOA,

CuHoncuc

3anpeTnTb Nepedayy AaHHbIX Mexay NoobiMyU MHTepdecamm ¢ YypoBHEM
GesonacHocTu private.

KomaHga ¢ npecrkcom no 0OTMEHSIET AeCTBME KOMaHAbI, pa3peLuas nepegasarb
OaHHble Mexay nHTepdencamm private.

Oa

Ja

Het

I (config)> isolate-private

I (config)> no isolate-private
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Mpumep

2.1.162 known

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

2.1.163 Is

OnucaHue

Mpedukc no

MeHsieT HacTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

108

(config)> isolate-private
Applied.

host

[106aBUTb N3BECTHBIN XOCT.
Oa

[a

[a

I (config)>  known host <name» <mac»

I (config)> no known host [ mac ]

AprymeHT Tun OnucaHue
name Crpoka MNpoun3BonbHOEe NMsA XocTa.
mac MAC MAC-agpec xocTa.

(config)> known host 123 4C:0F:6E:4B:3C:BA

Core: :KnownHosts: new host

"123" has been created.

BbiBecTM Ha akpaH cnncok annos B yKa3aHHOW OMPEKTOPUMN.

Het
Het

Het

I (config)> ls[directory]

AprymeHT Tun

OnucaHue

directory Ctpoka

MyTb k nanke. [NyTb JOMKEH coaepxaTb UMS
harinoBow CUCTEMbI U HENOCPEOCTBEHHBIN
nyTb K nanke B cnegytowem dopmare <file
system>:<path>. [Npymepsbl hannosbIx
cuctem — flash, temp, proc, usb, etc.

(config)> ls temp:

rel: temp:
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2.1.164 more

OnucaHue
Mpedumkec no
MeHsieT HacTpOMKu
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

entry, type = R:

name: resolv.conf

size: 107
entry, type = D:
name: db

entry, type = D:
name: dhcp6c
entry, type = R:
name: TZ
size: 6
entry, type = R:
name: passwd
size: 128
entry, type = D:
name: dnscache
entry, type = D:

name: mnt
entry, type = D:
name: tmp
entry, type = D:
name: ppp
entry, type = D:
name: lib
entry, type = D:
name: run

BbIBECTM Ha 3KpaH cogepXnMmMoe TEKCTOBOro dhanra noCTpPoYHO.

Het

Het

Het

I(conﬁg)> more «filename»

AprymeHT Tun OnucaHue

filename File name lMonHoe nms darna nnu NcesgoHUM.

(config)> more temp:resolv.conf
nameserver 82.138.7.15
nameserver 82.138.7.251
nameserver 82.138.7.130

options timeout:1 attempts:3 rotate
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2.1.165 ntp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CuHoncuc

HocTtyn k HacTporike NTP-knueHTa.

KomaHga ¢ npedmkcom no cbpacbkiBaeT HacTponku NTP-KnneHTa B HAaCTPONKM
Mo YMOM4YaHuto.

Ja
Het

Het

I (config)> ntp

I (config)> no ntp

2.1.166 ntp server

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

[o6aBunTb B cnncok HoBbih NTP-cepBep. MoxHo nobaBuTtb He 6onee 8
NTP-cepBepos.

Komanpa ¢ npedukcom no yganaet NTP-cepsep u3 cnucka. Ecnv BeInonHUTb
KomaHgy 6e3 aprymeHTa, T0 BeCb cnncok NTP-cepBepoB OyAEeT O4YULLIEH.

Oa
[a
Ja

I (config)>  ntp server <host»

I (config)> no ntp server [ host ]

AprymeHT Tun OnucaHue

host CTtpoka Anpec NTP-cepepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.

2.1.167 ntp sync-period

OnucaHue

Mpedukc no

HasHaunTb nepropg CMHXpOHM3auuKn BpeMeHu. 1o yMmonyaHuio ncnonb3yeTcs
3HavyeHue 1 Hepens.

KomaHga c I'Ipe(*)VIKCOM Nno yCTaHaBnMBaeT BpeMA CUHXPOHU3aunn no ymosrdaHuio.

Da
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.168 ppe

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

Mpumep

Ja

Het

I (config)>  ntp sync-period (time»

I (config)> no ntp sync-period

AprymeHT Tun OnucaHue

time Llenoe uncno |Bpemsa cMHxpoHusauuun, B MuHyTax. MoxeT
NPUHUMaThL 3HavyeHne oT 60 MUHYT 4o 1

mecsaua.

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

Bkntountb Briok O6pabotku Maketos (PPE).
Oa
Da

Het

I (config)>  ppe

I (config)> no ppe

(config)> ppe
PPE enabled

2.1.169 pppoe pass

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

BkniounTb (OYHKLMIO CKBO3HOTO nponyckaHus. MoxHo BeBecTy Ao 10 nokanbHbIX
ceTeBbIX y3MnoB. KomaHaa ¢ npedukcoM no OTKNoYaeT OyHKUUIO.

Ja
Oa
Het

Ethernet

I (config)>  pppoe pass through «from <to»

I (config)> no pppoe pass through
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AprymeHTbI

Mpumep

2.1.170 printer

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

AprymeHT Tun OnucaHue

from Nms HavanbHbIn MHTEepdenc.
UHTepdenca

to Nms KoHeuHbI nHTEepdeiic.
WUHTepdenca

(config)> pppoe pass through Home ISP

PPPoE pass-through enabled.

Bxoa B rpynny KomaHa ansa HaCTpOﬁKM Bbl6paHHOFO npuHTEpPAa. Ecnu NPpUHTEpP HEe
HangeH, komaHga nolTaeTcd ero cosgaTtb. KomaHaga ¢ I'Ipe(bI/IKCOM no yganaer
NPUHTEP N3 CUCTEMDI.

[a
[a
Oa

(config-printer)

| (config)>

printer <id>

I (config)> no printer (id»

AprymeHT

Tun

OnucaHue

id

Ctpoka

MaeHTudukaTop npuHTepa.

2.1.171 printer bidirectional

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA,

CuHoncuc

Mpumep

BkniounTb Ansa npMHTEepa AByHanpaeneHHbIn pexnm obmeHa. Npeduke no
OTKIMOYaEeT AByHaNpPaBIIEHHbIN PEXUM.

Oa
Ja

Het

I (config-printer)>

bidirectional

I (config-printer)> no bidirectional

(config-printer)> bidirectional

Bidirectional mode enabled.
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2.1.172 printer debug

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

BkntounTb pexxum oTnagkv ons npuHTepa. Ecnu aprymeHT He ykasaH, ypoBeHb

oTnagKky ycTaHaBnueaeTcs paBHbIM 1. KomaHza ¢ npedukcom no oTksovaeT
pPexXuM oTragKku.

Oa
[a

Het

I (config-printer)>  debug [ Level (level> ]

I (config-printer)> no debug

AprymeHT Tun OnucaHue
level KntoueBoe KnoueBoe crnoBo, Nocsie KOTOporo
CNnoBo yKa3blBaeTCS 3HAYEHNE YPOBHS OTIagKu.
level Llernoe uucno |YposeHb otnagkun. MoxeT npuHnumath
3Ha4yeHns oT 1 4o 3 BKOYUTENBHO.

(config-printer)> debug level 3
Printer::Manager: a debug level set to 3.

2.1.173 printer name

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA

CunHoncuc

AprymeHTbI

Mpumep

HasHaunTb NpUHTEPY NPOU3BOSIBHOE UMSI.
Ja
Oa

Het

I (config-printer)>  name <name»

I (config-printer)> no name

AprymeHTr Tun OnucaHue

name Ctpoka Mpoun3BonbHOE UMA NpUHTEpa.

(config-printer)> name Canon
Name changed.
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2.1.174 printer port

OnucaHue

Mpedukc no Het
MeHsieT HacTpouKu Ja
MHorokpaTHbii BBog  Hert

YCcTaHOBUTb MNOPT NpPUHTEpPa, ecnu T1n npuHTepa direct.

port «port»

Tun OnucaHue

Llenoe uncno |MNopTt npuHTepa.

CuHoncuc I (config-printer)>
AprymeHTbI AprymeHT

port
MNpumep

Port changed.

2.1.175 printer type

(config-printer)> port 2012

OnucaHue YcTaHOBUTL TUM NpUHTEpPA.
Mpedukc no Het
MeHsieT HacTpouKu Oa

MHorokpaTHbii BBog  Hert

Cunoncuce I (config-printer)>  type [cifs | direct]
AprymeHTbI AprymeHT Tun OnucaHue
cifs KntoueBoe MpuHeTp nogknioveH Yepes CIFS.
CNnoBo
direct Kntouesoe MpuHTEp NOAKNIOYEH HEMOCPEOCTBEHHO K
CrnoBo YCTPONCTBY.
Mpumep (config-printer)> type direct

Type changed.

2.1.176 service cifs

OnucaHue Bkntountb CIFS-cepsep.
Mpedukc no Oa
MeHsieT HacTpouKu Ha
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

Het

I (config)> service cifs

I (config)> no service cifs

(config)> service cifs
CIFS server enabled.

2.1.177 service dhcp

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

Bkntounte DHCP-cepBep. Ecnu gns 3anycka cny0bl HEAOCTaTOYHO HACTPOEK
(cm. ip dhep pool), cnyxba He BygeT oTBevaTth No ceTu. Kak Tonbko HacTpoek
CTaHeT 4OoCTaTo4HO, cryba BKMYMTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
[a
Oa

Het

I (config)>  service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.

2.1.178 service dhcp-relay

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

BkntounTb perpaHcnaTop-DHCP. Ecnn ans 3anycka cry6bl He4OCTaToO4HO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyx6a He byaeT oTBevaTb No ceTn. Kak ToNbKO HAaCTPOEK CTaHeT A0CTaTO4HO,
cnyx6a BKMOYUTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaBnmMBaeT Cryxoy.
Ja
Oa

Het

I (config)>  service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.
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2.1.179 service dlna

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

Bkntountb cnyx6y DLNA. Ecnn ans 3anycka cny6bbl HegOCTaTOMHO HacTpoekK
(cm. dIna), cnyx6a He ByaeT oTBevaTb Mo ceTn. Kak Tonbko HAaCTPOeK CTaHeT
O0CTaTo4HO, cryba BKMYMTCH aBTOMaTUYECKM.

KomaHaa ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
Ha

Het

I (config)>  service dlna

I (config)> no service dlna

(config)> service dlna
DLNA server enabled.

2.1.180 service dns-proxy

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

Mpumep

Bkntounts DNS-npokcu cepeep. KomaHaa ¢ nperkcom no octaHaBnueaeT
cnyxoy.

Ja
Oa

Het

I (config)>  service dns-proxy

I (config)> no service dns-proxy

(config)> service dns-proxy
DNS proxy enabled.

2.1.181 service ftp

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIl BBOA

Bkntountb FTP-cepBep anst obecnevyeHnsi nonb3oBaTenen JOCTyrnoMm K
nogkritodeHHbIiM USB-HocuTensiM, HacTpoeYdHbIM channam u cdannam c
06HOBNEHNsIMM MUKponporpammbl. Komanaa ¢ npechMkcomM no octaHaBnuBaeT
cnyxoy.

Ja
Oa

Het
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CuHoncuc

Mpumep

I (config)>

I (config)> no service ftp

(config)> service ftp

FTP server enabled.

2.1.182 service http

Bkntountb HTTP-cepBep, KOTOpbI NpeaocTaBnsaeT nosnb3oBaTesto
Web-nHTepdeinc ons HacTponku yctponcTea. KomaHaa ¢ npedukcom no

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

Mpumep

OCTaHaBNMBaEeT cryxoy.
[a
Oa

Het

I (config)>  service http

I (config)> no service http

(config)> service http
HTTP server enabled.

2.1.183 service igmp-proxy

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

service ftp

Bkntountb IGMP-npokcn. [ns paboTel cnyx6bl HEOOX0ANMO Hanu4mMe OgHOro
NHTepdgenca upstream n xotst 6bl ogHoro HTepdenca downstream. Ecnv gns
3anycka cny>0bl HeOCTaTOYHO HAcTpPoek, oHa He byaeT paboTaTtb. Kak Tonbko
HaCTPOEK CTaHeT JOCTaTOYHO, Cryba BKMOYMTCS aBTOMaTUYECKN.

KomaHaa ¢ npedukcom no octaHaenmeaeT cnyxoy.

Ja
Ja

Het

I (config)>  service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy

IGMP proxy enabled.
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2.1.184 service ntp-client

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BkntounTtb NTP-knneHT. Komanga ¢ npedmkcom no ocTaHaBnmnBaeT Criyxoy.

Oa
Ja

Het

I (config)>  service ntp-client

I (config)> no service ntp-client

(config)> service ntp-client

NTP client enabled.

2.1.185 service telnet

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

KomaHpaa 3anycka cepsepa telnet, koTopblin npegocTasnseT nonb3osaTento
nHTepenc KomaHgHOM CTPOKK ANs HACTPOWKK ycTporcTBa. KomaHaa ¢ npedmkcom

no oCTaHaBNMBaeT Cryxoy.

Oa

Oa

Het

I (config)>  service telnet

I (config)> no service telnet

(config)> service tel
Telnet server enabled.

2.1.186 service torrent

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

BkntounTts BitTorrent-knueHTt ansa obecneveHms nonb3oBatenen ooLmm 4OCTYNOM
k Bonbwnm cdannam (dbvnbmam, TB-L1oy) NocpeacTBOM NUPUHIOBOTO CETEBOIO
npotokona. KomaHaa ¢ npecrMkcoM no oCcTaHaBNUBaET Cryxoy.

[a
Ja

Het

I (config)>  service torrent
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Mpumep

I (config)> no service torrent

(config)> service torrent
server enabled.

2.1.187 service udpxy

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

BkntounTb cnyx6y udpxy. KomaHga ¢ npedukcoMm no ocTaHaBnMBaET Cryxoy.
Oa
Oa

Het

I (config)>  service udpxy

I (config)> no service udpxy

(config)> service udpxy
Udpxy: :Manager: a service enabled.

2.1.188 service upnp

OnucaHue

Mpedukec no

MeHsieT HacTpoOMnKu
MHorokpaTHbI BBOA,

CuHoncuc

2.1.189 show

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

BxoxpaeHue B rpynny

Bkntountb cnyxby UPnP. KomaHnga ¢ nperKcoM No OCTaHaBNMBAET CITyX0y.
Oa
Oa

Het

I (config)>  service upnp

I (config)> no service upnp

D,OCTyI'I K rpynne KoMaHg ana npocMoTtpa OnarHocTn4eckom MH(bOpMaLlMI/I [0}
cucteme. Bece komaHagbl 3TON rpynnbl HE NUBMEHAKT CUCTEMHbIE HaCTpOﬁKM.

Het
Het
Het

(show)
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CuHoncuc

I(conﬁg)>

2.1.190 show access

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHThbl

Mpumep

2.1.191 show associations

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

lMokasaTb nonb3oBaTenbCkM JOCTyn K nanke Ha USB-ycTponcTse.

Het

Het

Het

I(shom0> access «directory»

AprymeHT Tun OnucaHue

directory Ctpoka MyTb k nanke Ha USB-ycTponcrae.

(show)> access PENDRIVE:doc

user:

name:

assigned:

effective:

exists:
user:

name:

assigned:
effective:
exists:

admin
write
write
yes

test
read
read
yes

MokasaTb cnucok 6ecnpoBOAHbIX CTAHLUMIA, CBSA3AHHbIX C TOUYKOM gocTyna. Ecnn
BbINOMHUTbL KOMaHAy 6e3 aprymeHTa, To BECb CMMCOK BECNPOBOAHBLIX CTAHLUN
Oyner BbiBEQEH Ha 3KpaH.

Het
Het

Het

Access Point

I (show)>

associations [ (name> ]
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AprymeHTbI

Mpumep

2.1.192 show channels

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

AprymeHT

Tun

OnucaHue

name

Ctpoka

HaszeaHwne Toukm goctyna. CnmMcok 4OCTYMHbIX
Ons Bbldopa ToYek 4OCTyna MOXHO YBUAETb
BBeas KomaHay associations ?.

(show)> associations GuestWiFi

station:

mac:
ap:

authenticated:

txrate:

station:

mac:
ap:

authenticated:

txrate:

10:0b:29:2f:d7:d0

1
1

54

a0:88:b4:40:9c:98

1
1

54

MokasaTb CnNCOoK AOCTYMHLIX KAHANoB Ha paauno-uHTepdence. [locTynHble kKaHanol
onpepensoTcsa 3Ha4yeHneM country-code Ana gaHHoro nHTepdetrica.

Het

Het

Het

Radio

I(shom0> channels cinterface»

AprymeHT Tun OnucaHue

interface Nms HasBaHue paguno-nHtepdenca. Cnmcok
NHTepdgenca |AoCTyNHbIX 4 Bbibopa paano-uHTepdencos

MOXHO yBUAETb BBEAS KoMaHAay channels
?

(show)> channels WifiStation0

channels:

channel:
channel:
channel:
channel:
channel:
channel:
channel:

Nouhks, WwWwN B
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channel: 8
channel: 9
channel: 10
channel: 11
channel: 12
channel: 13

Core::Configurator: done.

2.1.193 show cifs

OnucaHue Mokasatb ctatyc CIFS-cepeepa.
Mpecduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

Cunoncuc I(shom0> cifs

Mpumep (show)> cifs
enabled: yes
master: no
automount: yes
permissive: yes

share:

mount: 9430B54530B52EDC:
label: 9430B54530B52EDC

description:
active: no

2.1.194 show clock date

OnucaHue lMokasaTb Tekyllee CUCTEMHOE BpeMS.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(Sh0“0> clock date
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Mpumep (show)> clock date
date:
weekday: 4
day: 24
month: 5
year: 2012
hour: 23
min: 50
sec: 6
msec: 275
dst: inactive
tz:
locality: Moscow
stdoffset: 14400
dstoffset: -1

2.1.195 show clock timezone-list

OnucaHue lMokasaTb CNMCOK OCTYMHbIX YACOBbIX MOSICOB.
Mpecduke no Het
MeHsieT HacTpOMKu Het

MHorokpaTHbii BBog  Hert

CuHoncue I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
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2.1.196 show dlna

OnucaHue Mokasatb ctatyc DLNA-cepsepa.
Mpeduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert
CuHoncuc I(show)> dlna

Mpumep (show)> dlna

running: yes

2.1.197 show dot1x

OnucaHue MokasaTtb cocTtosiHue knuneHta 802.1x Ha nHTepdence. [1nsa BO3ZMOXHOCTH
ynpasneHnsa coctoaHueM knueHTa 802.1x Ha nHTepdperice aormkHa bbiTb
HacTpoeHa aBTopu3aumsa npy noMmoLuu rpynnel komaHy interface authentication

Mpedukc no Het
MeHsieT HacTpouku Het
Tun nntepcpenca Ethernet

MHorokpaTHbii BBog  Hert

CuHoncuc I (show)>  dotlx[interface]
AprymeHThI AprymeHT Tun OnucaHue
interface Nms HasBaHue nHTepdelica Ethernet. Cnncok
MHTepgenca |AOCTYNHbIX A4Ns Bbibopa NHTEpdENCoB
MOXHO yBUAEeTb BBeas komaHay dot1x 2.
Mpumep (config)> show dotlx ISP

dotlx:
id: Switch@/VLAN2
state: CONNECTING

Core::Configurator: done.
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2.1.198 show drivers

OnucaHue
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

CuHoncuc I(shomo>

Mpumep

2.1.199 show ftp

OnucaHue
Mpedukc no Het
MeHsieT HacTpoukm Het

MHorokpaTHbii BBogZ Het

drivers

(show)> drivers

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

lNokasaTb CMCOK 3arpyXeHHbIX gpanBepoB agpa.

rt2860v2 sta
546736
0

rt2860v2_ap
554192
2

rndis host
5024
0

dwc_otg
68416

im

1344

1

dwc_otg, [permanent]

[NokasaTb gomalluHWe KaTanoru nosnb3oBartenen, MMeLmnx Ter ftp.
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CuHoncuc

Mpumep

2.1.200 show interface

OnucaHue

Mpedumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

I (show)>

ftp

(show)> ftp

enabled: yes

permissive: yes

user:

name: admin
root: E:/

path: /tmp/mnt/E//

user:

name: torrent

root:
path:

Core::Configurator: done.

MokasaTb faHHble yKadaHHOro MHTepderica. Ecnu BeINONHUTL KOMaHay 6e3
aprymeHTa, TO BECb CMMCOK CETEBbLIX HTEPhencoB OyaeT BbIBEAEH Ha KpaH.

Het
Het
Het

P

I (show)>

interface (name,

AprymeHT

Tun

OnucaHue

name

Ctpoka

MonHoe ums nnn NnceegoHUM NHTepdeca,
WHopmMaLmo 0 KOTopoMm TpebyeTca
oTo6pasnThb.

Mpumep 2.1. NMpocMoOTp COCTOSAHUSA MOPTOB KOMMyTaTopa

KomaHga show interface BbiBOOUT pasnuyHyo MHGOPMAaLMIO B 3aBUCUMOCTM OT
TMna uHTepdenca. B yactHocTu, and kommyTtaTopa Switch@ oHa noMmMmo obLwmx
CBEeAEHU NoKa3bIBaET TeKyLlee COCTOAHME (PM3NYECKNX NOPTOB, CKOPOCTb U

Aynnekc.

config)> show interface Switch®

index: 0
type: Switch
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description:
state: up
link: up
port, index = 1:
link: up
speed: 100M

duplex: full

port, index = 2:
link: down
speed:
duplex:
port, index = 3:
link: down
speed:
duplex:
port, index = 4:
link: down
speed:
duplex:
port, index = 5:
link: up
speed: 100M

duplex: full

2.1.201 show interface channels

OnucaHue
Mpedumkec no

MeHsieT HacTpOMKu

MHorokpaTHbIi BBOA,

Tun nntepcpenca

CuHoncuc

AprymeHThbl

Mpumep

lMokasaTb faHHble O KaHanax ykazaHHOro 6ecrnpoBOAHOIO MHTepdenca.

Het
Het
Het

Radio

I (show)>

interface name> channels

AprymeHT

Tun

OnucaHue

name

Ctpoka

MonHoe nms nnn NnceegoHUM NHTepdeica,
WHopmaLmo 0 KoTopom TpebyeTtca
oTo6pasnThb.

(show)> interface WifiMaster® channels

channels:

channel, index
number: 1

= 0:

ext-40-above: yes

ext-40-below: no
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channel, index =
number: 2

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 3

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 4

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 5

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 6

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 7

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 8

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 9

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 10
ext-40-above: yes
ext-40-below: yes

channel, index =
number: 11
ext-40-above: yes
ext-40-below: yes

channel, index =
number: 12
ext-40-above: yes
ext-40-below: yes

10:

11:
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channel, index = 12:
number: 13
ext-40-above: no
ext-40-below: yes

Core::Configurator: done.

2.1.202 show interface mac

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbI

Mpumep

OTtobpaxaet Tabnmuy MAC-agpecoB KoMMyTaTtopa.
Het
Het
Het

Switch

I (show)>  interface (names mac

AprymeHT Tun OnucaHue

name Ctpoka MonHoe ums nnn NnceegoHUM NHTepdenca,
WHopmaLmio 0 KoTopom TpebyeTtca
oTo6pasnThb.

(show)> interface Switch0 mac

Port MAC Aging
1 20:6a:8a:1a:58:e9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00: fc 7

2.1.203 show interface rf e2p

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

MokasaTb TeKylllee COAePKMMOE BCEX iUeeK KanMbpoBOYHbLIX AaHHbIX.
Het
Het
Het

Radio

I (show)>  interface name> rf e2p
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AprymeHThI AprymeHT Tun OnucaHue
name Ctpoka MonHoe nms nHTepderca nnm NCEBAOHNM.
Mpumep (show)> interface WifiMaster® rf e2p

[0x0000]:5392 [0x0002]:0103 [0x0004]:43EC [0x0006]:04F6
[0x0008]:042B [0x000A]:5392 [0x000C]:1814 [OxO00E]:8001
[0x0010]:0000 [0x0012]:5392 [0x0014]:1814 [0x0016]:0000
[0x0018]:0001 [0x001A]:FF6A [0x001C]:0213 [OxO01E]:FFFF
[0x0020]:FFFF [0x0022]:FFC1 [0x0024]:9201 [0x0026]:FFFF
[0x0028]:43EC [0x002A]:04F6 [0x002C]:052B [OxO02E]:FFFF
[0x0030]:758E [0x0032]:4301 [0x0034]:FF22 [0x0036]:0025
[0x0038]:FFFF [0x003A]:012D [0x003C]:FFFF [Ox003E]:FAD9
[0x0040]:88CC [0x0042]:FFFF [0x0044]:FFOA [0x0046]:0000
[0x0048]:0000 [0x004A]:0000 [0x004C]:0000 [OXO04E]:FFFF
[0x0050]:FFFF [0x0052]:1111 [0x0054]:1111 [0x0056]:1111
[0x0058]1:1011 [0x005A]:1010 [0x005C]:1010 [OxO05E]:1010
[0x0060]:1111 [0x0062]:1211 [0x0064]:1212 [0x0066]:1312
[0x0068]1:1313 [0x006A]:1413 [0x006C]:1414 [OxO06E]:2264
[0x0070]:00F1 [0x0072]:1133 [0x0074]:0000 [0x0076]:FC62
[0x0078]:0000 [0x007A]:0000 [0x007C]:0000 [OxO07E]:0000
[0x0080]:FFFF [0x0082]:FFFF [0x0084]:FFFF [0x0086]:FFFF
[0x0088]:FFFF [0x008A]:FFFF [0x008C]:FFFF [OxO08E]:FFFF
[0x0090]:FFFF [0x0092]:FFFF [0x0094]:FFFF [0x0096]:FFFF
[0x0098]:FFFF [0x009A]:FFFF [0x009C]:FFFF [OxO09E]:FFFF
[Ox00AQ]:FFFF [0x00A2]:FFFF [0x00A4]:FFFF [0x00A6]:FFFF
[Ox00A8]:FFFF [0x00AA]:FFFF [0x00AC]:FFFF [OxO0AE]:FFFF
[0x00BO]:FFFF [0x00B2]:FFFF [0x00B4]:FFFF [0x00B6]:FFFF
[0x00B8]:FFFF [0x00BA]:FFFF [0x00BC]:FFFF [OxO0BE]:FFFF
[0x00CO]:FFFF [0x00C2]:FFFF [0x00C4]:FFFF [0x00C6]:FFFF
[0x00C8]:FFFF [0x00CA]:FFFF [0x00CC]:FFFF [OxO0CE]:FFFF
[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0GDA]:FFFF [0x00DC]:FFFF [OxOODE]:6666
[OXOOEQ] : AAAA [0OxOOE2]:6688 [OxO00E4]:AAAA [OxOO0E6]:6688
[OXOOE8]:AAAA [0OxOOEA]:6688 [OxO0EC]:AAAA [OxOOEE]:6688
[OxO00FO]:FFFF [0x00F2]:FFFF [0x00F4]:FFFF [0x00F6]:FFFF
[OxO00F8]:FFFF [0x0OFA]:FFFF [0x00FC]:FFFF [OXOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [OxO10E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [OxO11E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [O0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [OxO15E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [OxO16E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
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[0x0178]
[0x0180]
[0x0188]
[0x0190]
[0x0198]

[0x01A0]:

[0x01A8]
[0x01B0O]

[0x01B8]:

[0x01CO]
[0x01C8]

[0x01D0O] :

[0x01D8]
[0x01EQ]

[OxXO1E8]:

[0x01F0]
[0x01F8]

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
FFFF
: FFFF
: FFFF
FFFF
: FFFF
: FFFF
FFFF
: FFFF
: FFFF
FFFF
: FFFF
: FFFF

2.1.204 show interface stat

OnucaHue

Mpedumkec no
MeHsieT HacTpOMKu

MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

[Ox017A]
[0x0182]
[0x018A]
[0x0192]
[0x019A]
[Ox01A2]:
[Ox01AA]
[0x01B2]
[OxO1BA]:
[0x01C2]
[0x01CA]
[0x01D2]:
[Ox01DA]
[OxO1E2]
[OXO1EA]:
[Ox01F2]
[OxO1FA]

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
FFFF
: FFFF
: FFFF
FFFF
: FFFF
: FFFF
FFFF
: FFFF
: FFFF
FFFF
: FFFF
: FFFF

[0x017C]
[0x0184]
[0x018C]
[0x0194]
[0x019C]

[0x01AC]
[0x01B4]

[0x01C4]
[0x01CC]

[0x01DC]
[0x01E4]

[0x01F4]
[0x01FC]

[NokasaTb CTaTUCTUKY NO MHTEPJIENCY.

Het
Het

Het

| (show)>

interface (name, stat

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0x01A4] :
: FFFF
: FFFF
[0x01BC] :
: FFFF
: FFFF
[0x01D4] :
: FFFF
: FFFF
[Ox01EC] :
: FFFF
: FFFF

FFFF

FFFF

FFFF

FFFF

[Ox017E]
[0x0186]
[0x018E]
[0x0196]
[0x019E]

[Ox01AE]
[0x01B6]

[0x01C6]
[0x01CE]

[0x01DE]
[0x01E6]

[0x01F6]
[0xO1FE]

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0X01A6] :
: FFFF
: FFFF
[0x01BE] :
: FFFF
: FFFF
[0x01D6] :
: FFFF
: FFFF
[OxO1EE] :
: FFFF
: FFFF

FFFF

FFFF

FFFF

FFFF

AprymeHT

Tun

OnucaHue

name

Ctpoka

lMonHoe nms nHTepdenca nnm NCEBAOHNM.

(show)>

interface

rxpackets:
rxbytes:
rXerrors:
rxdropped:
txpackets:
txbytes:
txerrors:

txdropped:

Home stat

564475

68729310

0

0

796849

870960214

0

0
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2.1.205 show interface wps pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Mokasate WPS PIN Toukn goctyna.

Het
Het
Hert
WiFi

I (show)>

interface (name> wps pin

AprymeHT

Tvn

OnucaHue

name

Ctpoka

MonHoe ums nHTepderca nnm NCEBAOHNM.

(show)> interface AccessPoint wps pin

pin: 60180360

2.1.206 show interface wps status

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

MokasaTtb ctatyc WPS Touku goctyna.

Het
Hert
Het
WiFi

| (show)>

interface (name) wps status

AprymeHT

Tun

OnucaHue

name

Ctpoka

MonHoe ums nHTepdenca nnm NCEBAOHNM.

(show)> interface AccessPoint wps status

wps:
configured:
status:
direction:
mode:

left:

active

send
pbc
113
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OtobpaxaeT cogepxnmoe kewa ARP.

2.1.207 show ip arp
OnucaHue

Mpedoumkec no Het
MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert

CuHoncuc

Mpumep

I (show)>  iparp

(show)> ip arp

IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc  Home
10.10.30.34 20:88:b4:40:9c:98 GuestWiFi
192.168.75.203 7c:61:93:ee:88:67 Home
192.168.75.211 00:26:c7:4a:€0:16 Home
82.138.72.163 34:51:¢9:¢6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP

2.1.208 show ip dhcp bindings

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

MokaszaTk ctatyc DHCP-cepBepa. Ecnu BbINONHUTL koMaHAay 6e3 aprymeHTa, To

BECb CNUCOK BblaeneHHbIX IP ona scex nynos 6y/:|,eT BbiBE€lEH Ha 3KpPaH.

Het
Het

Het

I (show)>  ip dhcp bindings [ «pool; ]

AprymeHT

Tun

OnucaHue

pool

CTtpoka

Nma nyna.

(show)> ip dhcp bindings _WEBADMIN

lease:

ip: 192.168.15.211

mac: 00:26:c7:4a:e0:16
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expires: 289
hostname: lenovo
lease:

ip: 192.168.15.208

mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo

2.1.209 show ip dhcp pool

OnucaHue

Mpedumkec no
MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTtb nHcdopmaumto 06 onpegeneHHom nyne. Ecnu BbINOMHUTL KOMaHAy 6e3
aprymeHTa, To MHcopmaumsa 060 Bcex nynax cuctembl OyAeT BoiBegeHa Ha 3KpaH.

Het
Het
Het
I(shom0> ip dhcp pool [ «poo D> ]
AprymeHT Tun OnucaHue
pool Ctpoka Nmsa nyna.
(show)> ip dhcp pool 123

pool, name = 123:

interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0

end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200

state: down
debug: no

2.1.210 show ip name-server

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku

MHorokpaTHbI BBOA

OTo6pasuTb cnncok Tekywmx agpecoB DNS-cepBepoB B nopsiake yobiBaHus
npuopuTeTa.

Het
Het

Het
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CuHoncuc

Mpumep

I (show)>

ip name-server

(show)> ip name-server

2.1.211 show ip nat

OnucaHue

Mpedumkc no

MeHsieT HacTpoOMnKu

MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

server:
address:
domain:
global: no

server:
address:
domain:
global: no

server:
address:
domain:
global: yes

82.131.72.251

82.131.72.15

82.132.76.130
zydata.ru

MokasaTb Tabnuuy TpaHCNALUMKN CeTeBbIX apecoB.

Het

Het

Hert

I(shom0> ip nat [tcp]

AprymeHT Tun OnucaHue

tcp KntoueBoe Tonbko 3anuncu ¢ Tunom TCP 6yayT

CnoBo BblBEOEHbl Ha 3KpaH.
(show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1

tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16

135

Keenetic Giga CnpaBo4HMK KOMaHA




asa 2 OnucaHne KomaHg,

tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1

213.199.179.158 40006 82.138.7.164 6482 1

2.1.212 show ip route

OnucaHue
Mpedukc no

MeHsieT HacTpOWnKu

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

136

OTobGpakaeT TekyLyo Tabnuuy MapLpyTusaumm.

Het
Het

Het

(show)>

ip route[sort (interface|gateway | destination) (ascending
| descending) ]

AprymeHTr Tun OnucaHue

sort KntoueBoe 3anucu Tabnuubl MapLLpyTU3auumn npu
CrnoBo BbIBOAE Ha 3KpaH OyayT ynopsigoyeHsl.

ascending Kntouesoe 3anucu Tabnuubl MapLpyTusauum oyoyT
CnoBo ynopsAoY€EHbI MO BO3PacTaHuIo.

descending KntoueBoe 3anvcy Tabnuupbl MapLupyTmMsauumn oyaoyT
CnoBo ynopsaodeHsI Mo yobIBaHMIO.

interface KntoueBoe CopTtupoBka 3anucen Byger ocyLlecTeneHa
CnoBso Nno MMEeHN nHTepgenca.

gateway KntoueBoe CopTupoBka 3anvcen byaeT ocyllecTBrneHa
CNnoBo no agpecy Lnto3a.

destination Kntouesoe CopTupoBKa 3anucen 6ygeTt ocyllecTBrneHa
CrnoBo no agpecy HasHayeHus.

(show)> ip route sort destination ascending

Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
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2.1.213 show ipv6 addresses

OnucaHue MokasaTtb cnmcok Tekywmx IPv6-agpecos.
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuc I(shomo> ipv6 addresses
Mpumep (show)> ipv6 addresses
address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home

valid-lifetime:

2.1.214 show ipv6 prefixes

infinite

OnucaHue MokasaTtb cnucok Tekywwmx IPv6-npedukcos.
Mpedukc no Het
MeHsieT HacTpoukm Het

MHorokpaTHbii BBogZ  Het

CuHoncuc I(show0> ipv6 prefixes
MNpumep (show)> ipvé prefixes
prefix:
prefix:
interface:

valid-lifetime:
preferred-lifetime:

prefix:

prefix:

2001:db8:
ISP
infinite
infinite

:/64

fd3c:4268:1559::/48
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interface:

valid-lifetime:
preferred-lifetime:

prefix:

prefix:

infinite
infinite

fd01:db8:43::/48

interface:

valid-lifetime:
preferred-lifetime:

2.1.215 show ipv6 routes

OnucaHue lNokasaTb cnncok Tekywux IP
Mpecduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

infinite
infinite

V6-MapLUpyTOB.

Cunoncuc I(shomo> ipv6 routes
Mpumep (show)> ipv6 routes
route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01l:db8:43::/64
gateway: ::
interface: Home
2.1.216 show last-change
OnucaHue MokasaTk KTO 1 KOrAa BHOCUI U3MEHEHUS B HACTPOWKN NOCNEAHWIA pas.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert
CuHoncuce I(shom0> last-change

Mpumep (show)> last-change
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date: Thu, 12 Jul 2012 10:01:47 GMT

agent: cli

2.1.217 show log

OnucaHue MokasaTb coaepXnMMoe CUCTEMHOTO XXypHana (3anuncu, KoTopble COXpaHUNUCh B
upmknmyeckom Bydpepe), a Takke HOBbIE 3anNUCK MO Mepe WX NocTynneHns. Komanaa
paboTaeT B POHOBOM pexume, TO eCTb 40 NPUHYANUTENBHOW OCTaHOBKM
nonb3oBaTenem no Haxatuio [Ctrl]+[C].

Mpeduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I (show)>  1log
Mpumep (show)> log
Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster0/AccessPoint0Q: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster0/AccessPoint0Q: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0Q: »
STA(d8:b3:77:36:05:cl1) had

deauthenticated.

2.1.218 show netffilter

OnucaHue MokasaTb MHGopMauuto o paboTte ceTeBoro akpaHa. Heobxogmmo ons
obecnedeHust yoaneHHon TeXnoaaepKKu.

Mpedukc no Het

MeHsieT HacTpouku Het
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MHorokpaTHbIl BBOA

CunHoncuc

Het

I (show)>  netfilter

2.1.219 show ntp status

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

Mpumep

MokasaTb cucTeMHble HacTponku NTP .
Het
Het

Het

I(show)> ntp status

(show)> ntp status

status:
elapsed: 168141
server: 2.pool.ntp.org
synchronized: yes

2.1.220 show printers

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

lMokasaTb CNMCOK NPUHTEPOB B CUCTEME.
Het
Het

Het

I (show)>  printers

(show)> printers

printers:
printer: Canon MF8300C Series

2.1.221 show running-config

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

lMokasaTb TekyLUMe HaCTPOMKN, KOTOPbIE COAEPXUT dhann
system:running-config, TOYHO TakK e, Kak 3TO AenaeT KomaHaa more.

Het
Het

Het
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CuHoncuc I(shom0> running-config

Mpumep (show)> running-config
I $$$ Model: ZyXEL Keenetic
I $$$ Version: 2.0
I $$$ Agent:
I $$$ Last change: Fri, 13 Jul 2012 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096

set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200
set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
clock timezone Moscow
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|

access-list WEBADMIN ISP

permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »

port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
!
isolate-private
dyndns profile ABCD
!
dyndns profile WEBADMIN
type dyndns
!
interface SwitchO
port 1
mode access
access vlan 3
!
port 2
mode access
access vlan 1

wrr
up

!

interface Bridge0
name Home
description "Home network"
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inherit Switch0/VLAN1
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up
!
ip route 82.138.7.141 ISP auto
ip route 82.138.7.132 ISP auto
ip route 82.138.7.27 PPTPO auto
ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home
|
ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi
|
ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:
ip nat Home
ip nat GuestWiFi
ipv6 subnet Default
bind Home
number 0
mode slaac

05 1.1.1.1
06 1.1.1.2

ipv6 local-prefix default
no ppe

upnp lan Home

torrent
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rpc-port 8090
peer-port 51413
|
user admin
password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp
|
user test
password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly
|
service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp
cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive

2.1.222 show self-test

OnucaHue

Mpedumkec no
MeHsieT HacTpoOMnKu
MHorokpaTHbIli BBOA,

CuHoncuc

lMokasaTb COBOKYMHYH MHpOPMaLMIO O CUCTEMHOW akTUBHOCTU. Heobxoanumo
ansa obecneveHns yganeHHon TeXNoaOepX K.

Het
Het

Het

I(shom0> self-test

2.1.223 show site-survey

OnucaHue
Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

MokasaTb JOCTynNHble 6ecnpoBOaHbIE CETU.
Het
Het

Het
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Tun nHtepdpenca Radio
Cuuoncue I(shom0> site-survey name>
AprymeHThI AprymeHT Tun OnucaHue
name Ctpoka lMonHoe nms nHTepdenca nnm NCEBAOHNM.
Cnncok gocTynHbIX A5 Boldopa
UHTEepPdENCOB MOXHO YBMAETb BBEAA
KomaHgy site-survey ?.
Mpumep (show)> site-survey WifiStation0
ESSID MAC Ch Rate Q
ZyXEL Keenetic 00:23:f8:5b:d3:f5 11 300Mbit/s 100
NDM Systems, Inc. 00:23:f8:5b:d3:f4 11 300Mbit/s 100
NATS 40:4a:03:b4:5d:18 4 54Mbit/s 34

2.1.224 show skydns profiles

es

Main
821766297

Kids

OnucaHue BobiBecTu cnucok npocpunen SkyDNS.
Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert
CuHoncue I(shom0> skydns profil
Mpumep (show)> skydns profiles
profile:
name:
token:
profile:
name:
token:

840106815

SkyDns::Client: Profile list is loaded.

2.1.225 show skydns userinfo

OnucaHue MHdopmaLms nonb3oBaTens
Mpedukc no Het
MeHsieT HacTpoMnku Het

SkyDNS.
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MHorokpaTHbii BBog  Hert

CuHoncuc I (show)>  skydns userinfo

Mpumep (config)> skydns userinfo

plan:
name: Premium
code: PREMIUM

SkyDns::Client: SkyDNS info is loaded.

2.1.226 show system
OnucaHue lNokasaTtb 0bLLlee COCTOSAHNE CUCTEMBI.

OCHOBHbIe cBeeHUA O COCTOSSHUU CUCTEMbI

® 3arpyska ueHTpanbHOro npoueccopa, B NpoLeHTax.

® VHdopmauus o 3aHATOM M UMEIOLLENCS B HanM4mMm NnamsTu, B kunobanrax.
© WHdopmauns 06 ncnonb3oBaHUn danna nogkadku, B knnobamrax.

O Bpewms paboTbl cMCTEMBI C MOMEHTa 3anycka, B CeKyHaax.

Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert
Cunoncuce I(show)> system

Mpumep (config)> show system

hostname: Undefined
domainname: WORKGROUP

cpuload: 0 @
memory: 13984/28976 ©
swap: 0/0 ©

uptime: 153787 ©

2.1.227 show tags

OnucaHue MokasaTb OOCTYMNHbIE MONb30BATENbCKNE METKW.
Mpecduke no Het
MeHsieT HacTpounku Het

MHorokpaTtHbii BBog  Hert
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CuHoncuc

Mpumep

I (show)>

tags

(show)> tags

tag:
tag:
tag:
tag:
tag:
tag:
tag:

2.1.228 show upnp redirect

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHThbI

Mpumep

cli
readonly
printers
cifs
http

ftp
torrent

Mokasatb UPNP npaBuna TpaHcnsuumn nopToB. Ecnu BbINOMHUTL KOMaHay 6e3
aprymeHTa, TO BECb CMMCOK NpaBwi TpaHcnsaummn 6yaeT BbiBeAEH Ha 3KpaH.

Het
Het
Het
IP
I(shomo> upnp redirect [( (tcp | udp) cinterfaces ¢port>) | <index; ]
AprymeHT Tun OnucaHue
tcp KntoueBoe Mpasuna TCP npotokona 6yayT BbiBEAEHDI
CnoBo Ha 3KpaH.
udp KntoueBoe Mpasuna UDP npotokona 6yayT BbiBeAeHbI
CnoBo Ha 3KpaH.
interface Ctpoka MpaBuna c ykazaHHbIM UMEeHeM uHTepderca
OyayT BbiBEAEHbI Ha 3KPaH.
port Llernoe uucno |lMpaBuna ¢ yka3aHHbIM nopTom ByayT
BbIBEAEHbI HA 3KPaH.
index Llenoe yucno |MNpaBuno ¢ ykasaHHbIM NOPSAKOBLIM

HOMEepPOM 6y/:|,eT BblBE€EHO Ha 3KpaH.

(show)> upnp redirect

entry:

index: 1
interface: ISP
protocol: udp

udp ISP 11175

port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
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2.1.229 show usb

MokasaTtb crnvcok USB-ycTponcTs.

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu

Het

Het

MHorokpaTHbii BBog  Hert

CuHoncuc

Mpumep

packets: 0
bytes: 0

I(shom0> ush

(show)> usb

2.1.230 show version

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBO

CuHoncuc

Mpumep

device:

name:
label:
subsystem:

device:

name:
label:
subsystem:

device:

name:
label:
subsystem:

device:

name:
label:
subsystem:

12F6-312F:
PENDRIVE
storage

6912894d-56al1-4632-9521-dbdc8ab5c53d:

EXT3
storage

4FCC-A585:
FAT32
storage

226F114CO88FC43D:

NTFS
storage

MokasaTb BEPCUH0 MUKPONPOrpamMmbl.

Het
Het

Het
I (show)>

(show)> ver

release: v2.00(BFW.3)B7

version

sion

date: 20 Jun 2012
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arch:
manufacturer:
vendor:
series:
model:
hw_revision:
device:
class:

2.1.231 skydns assign

OnucaHue

Mpedukc no
MeHsieT HacTpOWnKu

MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbI

mips

ZyXEL Communications Corp.
ZyXEL

Keenetic series

Keenetic

A

Keenetic

Internet Center

HasHaunTb TokeH gnsa xocta (MAC-agpeca).

Oa
[a
[a

| (config)>

skydns assign ( (mac» <tokens | ctoken)

I(conﬁg)> no skydns assign [ mac> ]

AprymeHT Tun OnucaHue

mac MAC-agpec |MAC-agpec, KOTOPOMY Ha3Ha4YaeTCs TOKEH.

token Llenoe yucno (MaeHTudmkaunoHHbIn HoMep Ans
uneTpyoLero npoduns.

2.1.232 skydns enable

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Bkntountb cryx6y SkyDNS.

Oa
Ja

Het

| (config)>

skydns enable

I(conﬁg)> no skydns enable

(config)> skydns enable
SkyDns::Client: SkyDNS is enabled.
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2.1.233 skydns login

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.234 skydns password

OnucaHue

Mpedukc no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

2.1.235 system

OnucaHue
Mpedukc no

MeHsieT HacTpouku

HasHaunTb norvH ans y4etHom 3anucu SkyDNS. TNpedmke no cbpacbiBaeT Bce
HaCTPOMKM YHETHOWN 3anucu.

Oa
Ja

Het

| (config)>

I (config)> no skydns login

skydns login <login [ «password> ]

AprymeHT Tun OnucaHue
login CTtpoka JlornH yyetHowm 3anncn SkyDNS.
password Crtpoka Maponb y4eTHon 3anucn SkyDNS.

(config)> skydns login test_user 1234

HasHaunTb naponb Ang yyetHow 3anucu SkyDNS.

Oa
Ja

Het

I (config)>

I (config)> no skydns password

skydns password «(passworad>

AprymeHT

Tun

OnucaHue

password

Ctpoka

Maponb y4yeTHom 3anucu SkyDns.

(config)> skydns password 7654

,D,OCTyI'I K rpynne KOMaHg onsa HaCTDOIZKVI rnobanbHbIX napamMeTpoB.

Het

Het
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MHorokpaTHbii BBog  Hert
BxoxpeHue B rpynny  (system)

CuHoncuc I (config)>  system

2.1.236 system button

OnucaHue HacTponTb KHOMKKM Ha Koprnyce YCTPOWCTBA Ha BbINOMHEHe onpegeneHHbIX
aencteun. KomaHga ¢ npedrkcoM no OTMEHSAET HacTPOWKY.

Mpedukc no Oa
MeHsieT HacTpouKu Oa

MHorokpaTHbI BBog  Hert

CuHoncuc (system)>  button (RESET | WLAN | FN)

on
do

WpsStartMainAp5 |

(click | double-click | hold | trigger)
(FactoryReset | UnmountAll | Reboot |
DlnaDirectoryRescan | DlnaDirectoryFullRescan |
TorrentAltSpeedToggle | TorrentClientStateToggle |
WpsStartMainAp | WpsStartGuestAp | WpsStartAllMainAp |

WifiToggle | WifiSwitch | WifiGuestApToggle)

| (system)> no button (RESET | WLAN | FN)

AprymeHTbI AprymeHT Tun Onucanue

RESET KnioueBoe |Hactpameaemas kHonka — CBPOC.
CnoBo

WLAN KnioueBoe |HactpavBaemas kHonka — WLAN.
CnoBo

FN KnioyeBoe |HactpanBaemas kHonka — FN.
CrnoBo

click KnioueBoe |HactpavBaemoe oencremne — KOpoTKoe
CnoBo Haxartue.

double-click KnioueBoe |HactpavBaemoe gencrsne — gBolHOe
CnoBo Haxarue.

hold KnioyeBoe |HactpamBaemoe gencresne —
CnoBo yOoepXaHve 3 cekyHabl.

trigger KnioyeBoe |HacTpamBaemoe gencrene —
CrnoBo nepeknyeHme.

FactoryReset KnioueBoe |HasHauaemas dyHKUMS — BO3BpaT K
CnoBso 3aBOACKMM HacTpoMKaMm.

UnmountAll KnioyeBoe |HasHavaemas gyHkuma — GesonacHoe
CNnoBo n3BneYeHne OUCKOB.
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AprymeHT Tun OnucaHue
Reboot KntoueBoe |HasHavaemas yHKUMSA — nepesarpyska.
CnoBo

DlnaDirectoryRescan (KnioyeBoe |HasHavaemas yHKLMS — MOUCK HOBbIX
CIOBO mMeanacpannos.

DlnaDirectoryFullRescan|KnioueBoe |HasHayaemas pyHKLMA — nonHoe
CnoBso nepeckaHvpoBaHve meguadannos.

TorrentAltSpeedToggle [KnioueBoe |HasHavyaemas yHKUNA — pexunm
CNoBO yepenaxw B BitTorrent-knneHTe
(HeobxoaMM yCTaHOBMNEHHbIA KOMMOHEHT
BitTorrent-knueHT Transmission).

TorrentClientStateToggle|KnioueBoe |HasHavyaemasn pyHKUmS —
CrnoBo BKITHOYEHWE/BBIKITIOYEHNE
BitTorrent-knneHTa (Heobxoanm
YCT@HOBIEHHbIA KOMMOHEHT
BitTorrent-knneHT Transmission).

WifiToggle KnioyeBoe |HasHavaemas dyHKUnS —
CroBo BKNtoueHne/BbikntoveHne cetn Wi-Fi.
WifiSwitch KnioueBoe |HasHavaemas dyHKUNS —
CIioBO BKItoyeHue/BbIkntoveHne cetn Wi-Fi.
WifiGuestApToggle KnioyeBoe |HasHavyaemas dyHKUNS —
CIoBO BKNIOYEHME/BbIKMIOYEHME rOCTEBOWN CETU
Wi-Fi.
WpsStartGuestAp KntoueBoe |HasHauaemas pyHkums — 3anyck WPS
CIoBO ans rocreon cetn Wi-Fi (Heobxogumo
Hanuyne BKMKOYEHHOW rOCTEBON CETH
Wi-Fi).
WpsStartMainAp KnioueBoe |HasHauaemas dpyHkums — 3anyck WPS
CrnoBo ansa Todkum goctyna 2,4 'y, (Heobxoammo

Hanuuve BKNYEHHON GecnpoBogHOM
Touku goctyna 2,4 Twu).

WpsStartAllMainAp KnioueBoe |HasHauaemas pyHkums — 3anyck WPS
CnoBo ansa 6ecnpoBoAHbIX TOYKeK gocTtyna 2,4
n 5 Iy (Heobxoanmo Hanuume
BKITHOYEHHBLIX 6ECNPOBOAHbBIX TOYEK
poctyna 2,4 n 5Tu).

WpsStartMainAp5 KntoueBoe |HasHavaemas pyHkumst — 3anyck WPS
CI10BO ans Toukm goctyna 5 My, (Heobxogumo
Hanu4ne BKNOYeHHON GecnpoBogHOM
Toukm goctyna 5 I'Tu).

Mpumep (system)> button WLAN on double-click do WifiGuestApToggle
Peripheral: :Manager: "WLAN/double-click" handler set.

2.1.237 system clock date

Onucanue YcTaHOBUTb CUCTEMHbIE AaTy U BpEMS.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Het

[a

Het

I (system)> clock date (date-and-time)

AprymeHT Tun OnucaHue

date-and-time |CTpoka Tekywine nata v Bpems B opmate DD MM
YYYY HH:MM:SS.

(system)> clock date 18 07 2012 09:52:33
System date and time has been changed.

2.1.238 system clock timezone

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

YcTaHOBWTL YacoBOW Nosic cuctembl. Komanaa ¢ npedrKkcom no yctaHaBnvMBaeT
YacoBoW nosic No ymonyanuo (GMT).

Oa
Oa
Het
I (system)> clock timezone (locality,

I (system)> no clock timezone <locality,

AprymeHT Tun OnucaHue
locality Ctpoka HaseaHue ropoga, 0603Ha4atoLLEero Yacosomn
nosic.

(system)> clock timezone Dublin
the system timezone is set to "Dublin".

2.1.239 system config-save

OnucaHue
Mpedoumkc no
MeHsieT HacTpouku

MHorokpaTHbI BBOA

CoxpaHuUTb CUCTEMHbIE HACTPOWIKM.
Het
Ha

Het
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CuHoncuc

Mpumep

I (system)> config-save

(system)> config-save
Saving configuration.

2.1.240 system domainname

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

MpucBouTb cucTeme goMeHHoe nmsi. KomaHga ¢ npedukcom no yaansiet
AOMEHHOE VMS.

Oa
Ha

Het

I (system)>  domainname <domain»

I (system)> no domainname

AprymeHT Tun OnucaHue

domain Ctpoka [lomeHHoe nmsi.

(system)> domainname zydata
Domainname saved.

2.1.241 system hostname

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

YCTaHOBUTb CUCTEMHOE UMs XocTa. KomaHga ¢ I'Iped)l/IKCOM Nno yCtaHaBnmeaeT
3Ha4yeHune no ymon4aHuio, 3aBucqdLlee OT Ha3BaHUAa MoOeNNn.

MMs xocTa ucnonb3yeTtcs A4na MaeHTMdmkaumm ysna B cetn. 9to Heobxoammo
ansa obecneveHns paboTbl HEKOTOPbIX BCTPOEHHbIX Cyx6, Takmx kak CIFS.

Oa
Oa

Het

I (system)>  hostname <hostnames

I (system)> no hostname

AprymeHT Tun OnucaHue

hostname Ctpoka Mmsa xocTa cuctemsl.
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Mpumep

(system)> hostname zyxel
Hostname saved.

2.1.242 system mount

OnucaHue

Mpedukc no
MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Mopgxntounts USB-ycTporicTBo. KomaHaa ¢ npeduKCoM No OTKIH0YaET YCTPOMCTBO.
[ns oToGpakeHNsa NOAKIFOYEHHbIX YCTPONCTB MCMNonb3ynTe koMaHay show usb.

Oa
Het

Het

I (system)>  mount (filesystem

I (system)> no mount (filesystem

AprymeHT Tun OnucaHue

filesystem Ctpoka HaseaHune darinoBon cuctemsl ons
NOAKITHOYEHNSA/OTKITHOYEHNS.

(system)> mount 9430B54530B52EDC:
Filesystem mounted

2.1.243 system reboot

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

BbInonHUTL Nepesarpysky cuctembl. Ecnu ykasaH napametp, nepesarpyska
BbINOJTHNTCA 3aniiaHnpoBaHO Yepe3 3a,anHbII7I MHTepBan B CeKyHaax. KomaH,qa
C npedmKCoOM no OTMEHSIET 3annaHupoBaHHY0 nepesarpysky. icnons3osaHne
KOMaHAbl NpU yXXe YCTaHOBIEHHOM TanMepe 3aMeHSAET CTapoe 3HadYeHne Tanmvepa
HOBbIM.

Wcnonb3oBaHune 3annaHMpoBaHHON nepesarpysku yaobHo B TOM cryyae, koraa
OCYLLECTBMAETCA yaaneHHoe yrnpasneHne yCTPOWCTBOM, 1 NMonb30BaTeno
HensBecTeH aPEKT OT NPUMEHEHMS KakMX-NBo komaHa. V13 onaceHns notepsAtb
KOHTPOrMb Ha YCTPOMNCTBOM MOMb30BaTENb MOXET BKMIOYUTL 3aMnaHnpoBaHHYo
nepesarpysky, kotopasi cpaboTaeT Yepes 3afaHHblit MHTepBan BpemeHu. Cructema
BEPHETCA B NepBOHaYanbHOe COCTOsIHME, B KOTOPOM OHa CHoBa ByaeT AoCTynHa
Mo ceTu.

Ja
Het

Het

I (system)>  reboot[interval ]
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AprymeHTbI

Mpumep

I (system)> no reboot

AprymeHT Tun OnucaHue

interval Llenoe uncno [MHTepBan, Yepes KOTOPbIN BbIMNOAHUTCSA
3annaHupoBaHHas nepesarpyska. Ecnm He
yKa3aH, nepesarpyska BbIMONTHUTCSA
HeMe[EHHO.

(system)> reboot 20
Rebooting in 20 seconds.

2.1.244 system set

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTb 3HaYeHUe yKa3aHHOro CUCTEMHOIO napameTpa 1 COXpaHUTb
N3MeHeHNs B TEKYLLMX HacTporkax. KomaHga ¢ npedukcom no Bo3spaLlaet
napameTpy 3HadyeHue, KOTopoe ObINIo YCTAHOBMAEHO MO YMONYaHuIo, 4O NEPBOro
N3MEeHEeHU4A.

Oa
[a
Ja

I (system)>  set cname> <value>

I (system)> no set (name>

AprymeHT Tun OnucaHue
name Crpoka NoeHTudukaTop cuctemMHoro napameTpa
value Ctpoka HoBsoe 3Ha4eHue cuctemHoro napameTpa

(config)> system
(system)> set net.ipv4.ip_forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
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set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

2.1.245 system swap

OnucaHue Ykasatb chann nogkadku. Ecnv cpan He HaraeH, KoMaHnga NblITaeTcs ero co3aathb.
KomaHga ¢ npedukcom no yaanseT pann nogkadku.

Mpedukc no Oa

MeHsieT HacTpouKu [a

MHorokpaTHbI BBog  Hert

Cunoncue I (system)>  swap (area) <size»

I (system)> no swap
AprymeHTbI AprymeHT Tun OnucaHnue

area Ctpoka MyTb K channy nogkadku.

size Llenoe uucno |Pa3smep danina nogkayku, B kunobdanTax.
Mpumep (system)> swap 9430B54530B52EDC: swaparea 200

swap is being initialized in background.
enabled swap area 9430B54530B52EDC: swaparea.

2.1.246 telnet

OnucaHue Hoctyn k rpynne komaHg Ang ynpaeneHus Telnet-cepsepom.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert
BxoxaeHue B rpynny  (config-telnet)

CuHoncuc I (config)>  telnet
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2.1.247 telnet port

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO,

CunHoncuc

AprymeHThl

HasHaunTb nopt ans telnet-coeguHenus. MNpedukc no yctaHaBnmMBaeT HOMep
nopTa B 3Ha4YeHune Nno ymonyaHuio. o ymonyaHuio ncnornb3yeTcss Homep nopra
23.

[a
[a

Het

I (config-telnet)>  port <number>

I (config-telnet)> no port

AprymeHT Tun OnucaHue

number Llenoe uncno |Homep nopta. MoxeT npMHMUMaTh 3Ha4eHus

B npegenax ot 1 go 65535 BkNtoYMTENBHO.

2.1.248 telnet session max-count

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTE MaKcUmMarbHOE YNCNO OQHOBPEMEHHbIX CECCUMI ANS
telnet-coeguHeHuns. MNpedurkc no ycTtaHaBnMBaeT KONMYECTBO CECCUm Nno
ymon4daHuto. Mo ymonyaHmio ncnonb3yTcs MakcMumMyMm 4 cecCv O4HOBPEMEHHO.

Ja
Ja

Het

I (config-telnet)>  session max-count ccount»

I (config-telnet)> no session max-count

AprymeHT Tun OnucaHue

count Llenoe yncno |MakcnmanbHoOe Yncrno ogHOBPEMEHHbIX
ceccun. MoxeT npuHMMaTh 3Ha4YeHUs B

npeaenax ot 1 oo 4 BKIYNUTENBHO.

(config-telnet)> session max-count 2
Telnet: :Server: the maximum session count set to 2.

2.1.249 telnet session timeout

OnucaHue

YcTaHOBUTL BPEMS CyLLECTBOBaHNSA HEAKTMBHOW ceccun ans telnet-coeguHenuns.
Mpedukc no yctaHaBnNMBaeT TanmMayT No ymon4yaHuto. 1o ymonyaHuio TanmayT
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Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.250 tools

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

paBeH 0, YTO 3HAYUT YTO d)yHKLI,VIFI OTCNeXnBaHUA akTUBHOCTU BHYTPU CECCUN

OTKIIOYEHa.
Oa
[a

Het

I (config-telnet)>

session timeout (timeout>

I (config-telnet)> no session timeout

AprymeHT

Tun

OnucaHue

timeout

Llenoe uncno

Bpems cyLecTBOBaHUSA HEAKTUBHOW CECCUM.
Moxet nplgHmmaTb 3Ha4YeHns B AnanasoHe
ot 5 go 2321 CEKYH[, BKIMIOYNTENBLHO.

(config-telnet)> session timeout 6

Telnet: :Server:

a session timeout value set to 6 seconds.

,D,OCTyI'I K rpynne KOMaHa and TeCtupoBaHNA cUCTeEMHOM cpeabl.

Het
Het
Het

(tools)

I (config)>

2.1.251 tools arping

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,

CuHoncuc

tools

[encTtBne komaHAbl aHaNorM4yHo KomaHge tools ping, HO B OTnMYME OT HEé
paboTtaeTt Ha BTopoM ypoBHe mogenu OS| u ncnonbdyet npotokon ARP.

Het
Het

Het

(tools)>

arping address; source-interface (source-interfaces[ count
«count>][wait-time wait-time> ]
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AprymeHThI AprymeHT Tun OnucaHue
address IP-agpec OnpawwnBaemsbin IP-agpec.
source-interface|KnioueBoe KnioyeBoe cnoso, Nocne KoToporo
CnoBso yKasblBaeTCsa UMs UHTepenca-mcTouHnka
3anpocos.
source-interface|ima NmMsa nHTepdenca-mcTovHmKa 3anpocos.
nHTepdenca
count Kntouesoe KnioyeBoe cnoBo, nocne KoToporo
CnoBo yKa3bIBaeTCs KONMYECTBO 3anpoCoB.
count Llenoe uncno |Konnyectso 3anpocos. Ecnu He ykasaHo,
KomaHga byget paboraTb 4O NpepbiBaHMSA
nonb3oBaTenem.
wait-time Kntouesoe KntoyeBoe cnoso, Nocre KoToporo
CnoBo yKa3blBaeTCa MakcMmMarbHoe Bpems
oXuaaHus oTeeTa.
wait-time Llenoe uncno |MakcnmanbHoe BpeMsi OXXngaHus oTBeTa,
yKa3blBaeTCs B MUSIIMCEKYHOAX.
Example (tools)> arping 192.168.15.51 source-interface Home count 4 »

wait-time 3000

Starting the ARP ping to "192.168.15.51"...
ARPING 192.168.15.51 from 192.168.15.1 bro.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.

Sent 4 probes,

Process terminated.

2.1.252 tools ping

OnucaHue

received 2 responses.

OTtnpaBuTtb 3anpockl Echo-Request npotokona ICMP ykazaHHOMY y3ny cetu 1

3adpmkcmpoBaTtb noctynatowme otBeTel Echo-Reply. Bpems mexagy otnpaskov
3anpoca u nony4eHmem oreeta Round Trip Time (RTT) no3sonset onpeaensito
OBYCTOPOHHME 3a4€ep>XKKN MO MapLUPYTY U 4YacToTy NOTEPU NakeToB, TO eCTb
KOCBEHHO onpeAensaTb 3arpyXeHHOCTb Ha KaHanax nepegayvn gaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcytcTBMe ICMP-0TBETOB MOXET TakKe 03HavaTh, YTO yAanéHHbIN y3en
(Mnu kakon-NMB0o M3 NPOMEXYTOYHbIX MapLUpyTu3aTopos) GrnokupyeT ICMP
Echo-Reply unu urHopupyet ICMP Echo-Request.

Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbi BBog  Hert

CuHoncuc I (tools)>

ping <host> [ count «count> ][ size «packetsize;]
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
host Ctpoka [omeHHoe umsa nnu IP-agpec xocta.
count Kntouesoe KnioyeBoe cnoso, Nocne KoToporo
CnoBso yKasblBaeTcs konnyecTtso 3anpocos ICMP
Echo.
count Llenoe uucno |Konnyectso 3anpocos ICMP Echo. Ecnu He

ykasaHo, koMaHga Gynet paboTaTb 40
npepbiBaHWA NoNb3oBaTeNnem.

size Kntouesoe KnoueBoe cnoBo, Nocrie KoToporo
CNnoBo yKasblBaeTcs pasmep nons gaHHbix ICMP
Echo-Request.

packetsize Llenoe uucno |Pasmep nons gaHHbix ICMP Echo-Request

B 6awTax. Mo ymonyaHuio — 56, 4TO BMecTe
c 8-6afiToBbIM 3arofioBKOM 3aaeT pa3Mmep

ICMP-naketa — 64 Gawta.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

2.1.253 tools ping6

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

OtnpaeuTtb 3anpockl Echo-Request npotokona ICMPV6 yka3aHHOMY y3ny ceTu
1 3admkcmpoBaTh noctynatLme oteeTol Echo-Reply. Bpemsa mexay otnpaskoin
3anpoca u nonyvyeHuem oreeta Round Trip Time (RTT) no3sonseT onpenensts
OBYCTOPOHHME 3a4epXXKN MO MapLUPYTY W 4YacToTy NoTepu NakeToB, TO eCTb
KOCBEHHO onpeensaTb 3arpyXeHHOCTb Ha KaHanax nepefayv JaHHbIX U
NPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcyTtcTBre ICMPV6B-0TBETOB MOXET TaKXKe 03Ha4aTb, YTO yAanEHHbIN
y3en (Mnun Kakon-nmbo 13 NPOMEXYTOYHbIX MapLUpyTru3aTopor) orokupyet ICMP
Echo-Reply unu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping6 <host» [ count ccounty ][ size (packetsizes ]
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AprymeHThI AprymeHT Tun OnucaHue
host Ctpoka [omeHHoe ums nnu IPv6-agpec xocTa.
count Kntouesoe KnioyeBoe cnoso, Nocne KoToporo
CnoBso yKasblBaeTcs konu4yecTtso 3anpocos ICMPV6
Echo.
count Lienoe uucno |Konnuectso 3anpocos ICMPv6 Echo. Ecnu

He yka3aHo, koMaHaa byaet paboTtaTb A0
npepbiBaHWA NoNb3oBaTeNnem.

size Kntouesoe KnoueBoe cnoBo, Nocrie KoToporo
CNnoBo yKasblBaeTcs pasmep nons gaHHbix ICMPv6
Echo-Request.

packetsize Llenoe uucno |Pasmep nonsa gaHHbix ICMPv6 Echo-Request
B 6awTax. Mo ymonyaHuio — 56, 4TO BMecTe
C 8-6aiTOBbIM 3aronoBKOM 3aaeT pasmep
ICMPv6-naketa — 64 Gawta.

Mpumep (tools)> ping6 fd4b:f12b:5d59:0:1108:4407:b772:20cd count 3 size »
100
Sending ICMPv6 ECHO request to »
fd4b:f12b:5d59:0:1108:4407:b772:20cd
PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1, ttl=64, »
time=7.18 ms.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »
time=8.42 ms.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »
time=1.51 ms.
--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,
0 duplicate(s), time 2002.61 ms.
Round-trip min/avg/max = 1.51/5.70/8.42 ms.
Process terminated.

2.1.254 torrent

OnucaHue HocTyn Kk rpynne komaHg, Ans HacTponkn napametpos BitTorrent.
Mpedukc no Het

MeHsieT HacTpouku Het

MHorokpaTHbi BBog  HeTt

BxoxpeHue B rpynny  (config-torrent)
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Cunoncuce I (config)>  torrent

2.1.255 torrent directory

OnucaHue Ykasatb nanky Ans sarpyxaembix anno. Ecnu nanka He HangeHa, komaHaa
nbiTaeTcs ee co3gaTtb.

KomaHga ¢ npedukcom no yaansiet HaCTPOKKY.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbii BBogZ Het

Cunoncuce I (config-torrent)>  directory «directory;
I (config-torrent)> no directory
AprymeHTbI AprymeHT Tun OnucaHue
directory Crtpoka MyTb K Nanke ¢ ykasaHvem dannosomn
cucTeMbl. Pannosble cucTeMbl — temp:,
system:, flash:, sys:, proc:, usb:.
Mpumep (config-torrent)> directory TEST_FAT:transmission

Core::Configurator: done.

2.1.256 torrent peer-port

OnucaHue YkasaTb nopTt Ang yaaneHHoro yana. 3HadeHue no ymonyaxHuio — 51413.
Mpedomkc no Het
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog  Hert

CuHoncuc I (config-torrent)>  peer-port «port>
AprymeHThI AprymeHT Tun OnucaHue
port Llenoe uucno |Bxoaswun TCP nopT npocnyLMBaHuS.
3HaueHne A0MKHO ObITb B MPOMEXYTKE
(1024;65535).
Mpumep (config-torrent)> peer-port 1122

Core::Configurator: done.
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2.1.257 torrent rpc-port

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

2.1.258 udpxy

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
BxoxaeHue B rpynny

CuHoncuc

HasHauntb RPC nopt. 3HadeHne no ymonyaHmio — 8090.

Het

Ja

Het

I (config-torrent)>  rpc-port (port> [public]

AprymeHT Tun OnucaHue
port Lenoe uncno |Webadmin listen port. 3HaueHne gonxHo
ObITb B npomexyTke (1024;65535).
public Kritovesoe Hoctyn k ynpasneHuio BitTorrent-knneHTom
CNnoBo nocpeacTBoM NyBGNNYHbIX MHTEPdENCOB.

(config-torrent)> rpc-port 1133
Core::Configurator: done.

JocTyn k rpynne KoMaHA, Ans HACTPOWKN NapamMeTpoB udpxy.
Het
Het
Het

(udpxy)

I (config)>  udpxy

2.1.259 udpxy buffer-size

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

YctaHoBuTb pasmep bydepa udpxy. 3HaueHne no ymonyaHmto — 2048. KomaHga
¢ npedmkcom no cbpackiBaeT pa3mep bydepa B 3HaYEHNE MO YMOMYaHUIO.

Ha
[a

Het

I (udpxy)>  buffer-size(size,

I (udpxy)> no buffer-size
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

size Llernoe uucno |Pa3amep 6ydepa B 6anTax. 3Ha4eHME JOIMKHO

ObITb B npomexyTke [1;1048576].

(udpxy)> buffer-size 500
Udpxy::Manager: a buffer size set to 500 bytes.

2.1.260 udpxy buffer-timeout

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

YCTaHOBUTb TanMayT Ansi XpaHeHUs AaHHbIX B Bydepe udpxy. 3HayeHue no
ymonyaHuio — 1. KomaHaa ¢ npedukcoM no cbpacbiBaeT TanmMayT B 3HaYeHne
Mo YMOM4YaHuIo.

Oa
Oa
Het
I (udpxy)>  buffer-timeout (timeout,

I (udpxy)> no buffer-timeout

AprymeHT Tun OnucaHue

timeout Llenoe uucno |3HayeHune TarimayTa B cekyHAax. 3HayeHune
OOIKHO ObITb B NpoMexyTke [-1;60]. -1 —
HeorpaHWyeHHbIN TamayT.

(udpxy)> buffer-timeout 10
Udpxy::Manager: a hold data timeout set to 10 sec.

2.1.261 udpxy interface

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

CessaTb udpxy C ykaszaHHbIM MHTepdencom. 1o ymonyaHuio npussa3ka He
HaCcTpOeHa 1 UCMOoNb3yeTcs TeKyLlee NogknodeHne K uHTepHety. KomaHga ¢
npedrKCOM No BO3BPALLAET 3HAYEHME MO YMONMYaHWIO.

Oa

Oa

Het

I (udpxy)>  interface cinterface’

I (udpxy)> no interface
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

interface Nms MonHoe nms nHTepderca nnm NCEBAOHNM.
nHTepcenca |Cnmcok JOCTYMHbIX ANns Bbibopa
NHTEPENCOB MOXHO YBUAETL BBEAS
komangy interface ?.

(udpxy)> interface ISP
Udpxy: :Manager: bound to Switch@/VLAN2.

2.1.262 udpxy port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHTbl

Mpumep

Ykasatb nopt gnsa HTTP-3anpocoB. 3HavyeHne no ymonyaHuio — 4022. KomaHga
¢ npedMKCOM no BO3BpaLLaeT 3Ha4YeHMe No yMO4aHuIo.

Oa
Ja
Het
I (udpxy)>  port port>

I (udpxy)> no port

AprymeHT Tun OnucaHue

port Llernoe yucno |Homep nopta. 3HavyeHne JOmKHO ObiTb B
npomexyTke [0;65535].

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.

2.1.263 udpxy renew-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CunHoncuc

Mepurop BO30GHOBNEHUS MOAMUCKA HA MYIBTUKACT-KaHan. 3HayeHue no
yMon4aHuio — 0, To eCTb NoAnvcka He Bo306HOBNsieTcs. KomaHaa ¢ npedunkcom
No BO3BpaLLAaEeT 3Ha4YeHne No yMonyaHuio.

Ja

[a

Het

I (udpxy)>  renew-interval <renew-interval»

I (udpxy)> no renew-interval
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AprymeHTbI AprymeHT Tun OnucaHue

renew-interval |Llenoe uncno |lNeprnoa Bo30OHOBNEHNS NOAMNNCKN B
cekyHaax. 3HayeHne OOMmKHO ObIThb B
npomexyTke [0;3600].

Mpumep (udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

2.1.264 udpxy timeout

OnucaHue YcTaHOBUTL TanmayT coefmHeHus. 3HadeHne no ymonyaHuio — 5. KomaHga ¢
npedrKCOM NO BO3BPALLAET 3HAYEHME MO YMOIYAHWIO.

Mpedukc no Oa
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog  Hert

Cuuoncue I (udpxy)>  timeout (timeout)
I (udpxy)> no timeout
AprymeHTbI AprymeHT Tun OnucaHue
timeout Llenoe uucno |3HayeHve TarimayTa B cekyHAax. 3HadeHue
OOIMKHO ObITb B MpomexyTke [5;601].
Mpumep (udpxy)> timeout 10

Udpxy::Manager: a stream timeout set to 10 sec.

2.1.265 upnp forward

OnucaHue Hob6asutb UPnP nepeHanpasnsollee npasuno. KomaHga ¢ npedukcoMm no
yoansieT npaBuo U3 cnuncka.

Mpedukc no Oa
MeHsieT HacTpouKu Oa
MHorokpaTtHbii BBog [a
Tun nHtepcpenca IP

Cunoncuc I (config)>  upnp forward (tcp | udp)[ interface]<(address) <port)

I (config)> no upnp forward [ <index> | ((tcp | udp) <address» (port»)]
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AprymeHThI AprymeHT Tun OnucaHue
tcp KntoueBoe [o6aBuTb/yaanuTb NpaBuo 4N rnpomokosa
CnoBo TCP.
udp KntoueBoe [o6aBuTb/yaanutb NpaBuIio AN npomokosna
CnoBo UDP .
interface Ctpoka Bynet nobaeneHo npaBuio Ang ykasaHHOro
UHTepdenca.
address IP-agpec Bynert nobasneHo/yganeHo npasuno aons
ykasaHHoro IP-agpeca.
port Llenoe uucno |byanet nobaeneHo/yaaneHo npasunio 4ns
yKa3aHHOro nopra.
index Llenoe uncno |byget yaaneHo npaBuio C yKasaHHbIM
NopsiaKOBbIM HOMEPOM.

2.1.266 upnp lan

OnucaHue Ykasatb LAN-MHTepdelic Ha KoTopoM 3anyLieHa cnyxba UPnP.
Mpedukc no Oa
MeHsieT HacTpounku Ja

MHorokpaTHbii BBog  Hert
Tun nHTepdenca IP

CuHoncuc I (config)>

upnp lan cinterface;

I (config)> no upnp lan

AprymeHThI AprymeHT Tun OnucaHue
interface Ctpoka MonHoe ums nHTepderca nnm NCEBAOHNM.
Cnmcok gocTynHbIX Ans Bbibopa
NHTEPENCOB MOXHO YBUAETL BBEAS
KomaHgy upnp lan ?.
Mpumep (config)> upnp lan PPTPO

using LAN interface: PPTPO.

2.1.267 upnp redirect

OnucaHue [o6aeute npaeuno TpaHcnaumm UPnP nopta. KomaHga ¢ npedukcom no yganset
npaswuno 13 cnucka. Ecnu BeiNnonHUTL kKOMaHgy 6e3 aprymeHTa, TO BECb CMMCOK
npasun OygeT o4YmLLEH.

Mpedukc no Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

2.1.268 user

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

BxoxpaeHue B rpynny

Ja
[a
IP

(config)>  upnp redirect (tcp | udp) <interfaces <port, <to-address [
to-port]

I (config)> no upnp redirect [and forward | [ <index> | ((tcp | udp) <ports)]]

AprymeHT Tun OnucaHue
tcp KntoueBoe [ob6asuTb/yaanuTe NpaBuno Ang npoTokona
CnoBso TCP.
udp KntoueBoe [o6aBnTb/yaanvTb NpaBumo Ans NnpoTokona
CnoBo UDP.
interface Crtpoka Byner nobaeneHo npaBuno Ans ykasaHHoOro
WMHTepdenca.
port Llenoe uucno |byget pobaeneHo/yganeHo npaesuno Ans
yKasaHHoro nopta.
to-address IP-agpec Bynet nobaeneHo/yganeHo npasunio ang
yKasaHHOro agpeca HasHadyeHus.
to-port Llernoe uucno |bynet nobaeneHo/yaaneHo npaBmno Ans
yKa3aHHOro nopra Ha3Ha4YeHus.
and forward Kntouesoe Cnunckn npaBun NepechbIisiku u
CnoBo nepeHanpasneHns byayT yaaneHsl.
index Llenoe yucno |bygeT yaaneHo npaBumo € yka3aHHbIM

nopAaKoBbIM HOMEPOM.

[ocTtyn Kk rpynne KomaHa onst HACTPOWKM napamMeTpoB YY4ETHOM 3anncu
nonb3oBarens. Ecnv yyeTHas 3anvncb He HavaeHa, komaHaa NbiTaeTcs ee co3gaTtb.

KomaHaa ¢ npedmkCoM no ygansiet y4eTHyto 3anuchb.

MpumeyaHwne: Y4yeTHas 3anucb ¢ 3ape3epBMpPOBaHHbLIM MMeHeM admin He
MOXeT 6bITb yaaneHa. Kpome Toro, y nonb3oarens admin
Henb3s yaanuTb NPaBo AOCTyNa K KOMaH4HOW CTPOKE.

Oa

Oa

Oa

(config-user)
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CuHoncuc

AprymeHThl

I (config)>  user (name»

I (config)> no user (name>

AprymeHT Tun OnucaHue

name Crtpoka Wmsa nonb3osaTtens.

2.1.269 user password

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Ykasatb naporb nons3osatens. [aponb xpaHutcs B suge MD5-xewwa,
BbIYMCIIEHHOIO U3 CTPOKU «NOJSIb30BaTENb : Ndm: Naposiby.

KomaHga npyHMMaeT aprymMmeHT B BUAE OTKPbITON CTPOKU UMK 3HAYEHUS
xelw-pyHkummn. CoxpaHeHHbIN Naporb UCNob3yeTcs Ang ayTeHTudunkaumm
nonb3oBaTens.

KomaHga ¢ npedukcom no cbpacbiBaeT 3HaYeHne napons Takum obpasom, 4To
nonb3oBaTenb TepseT A0CTYN K ycTponcTay. [na nonb3osatens admin npeduke
no cbpacblBaeT 3HaYeHUe Naporssi Ha 3aBOACKME HacTPOnKkM — 1234,

Oa
Ha

Het

I (config-user)>  password ( md5 chash» | (passworad> )

I (config-user)> no password

AprymeHT Tun OnucaHue
md5 KntoveBoe KntoueBoe cnoBo, nocne KoToporo
CnoBo yKa3blBaeTCs 3Ha4YeHne XaL-PyHKLMN.
hash CTtpoka 3HaueHne MD5-xewwa.
password CTtpoka 3HayeHve napons B OTKPbITOM BUAE, 13
KOTOpPOro aBTOMATMYECKM BbIYMCMSIETCS
3Ha4YeHne xeLa.

(config-user)> password 1111

event, class = Event::User, raise time = »
690.903618:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6
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(config-user)>

tag: cli
tag: http

password set has been changed for user "test".

2.1.270 user tag

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

MpuncBONTL YYETHOM 3aNMCK creumnanbHy METKY, Hanndmne KOTOpon NpoBepsieTca
B MOMEHT aBTOpU3aLMun NONb30BaTeNs 1 BbINOMHEHUN UM FTHOObIX OEACTBUI B
cucteme. Habop gonycTMMbIX 3HAYEHUI METKM 3aBUCUT OT OYHKLIMOHATbHbIX
BO3MOXXHOCTEN cucTeMbI. [1onHbIA CNMCOoK NpuBeaeH B Tabnuue Huxe.

OpfHOM yY4eTHOM 3annc MOXHO Ha3HaYMTb HECKOIbKO pa3HbIX METOK, BBOASA
KOMaHZy MHOrokpaTtHo. Kaxayto MeTKy MOXXHO paccMmaTpuBaTh Kak
npeaocTaBneHne Unmn orpaHUYeHne onpeaeneHHbIX npas.

Beog komaHabl ¢ I'Ipe(bl/IKCOM no ygandet 3agaHHYH METKY.

Tabnuua 2.1. Cnucok MeToK nNpaB gocTyna

MeTka OnucaHue

cli HocTyn k nuHTepdency KomaHaHOM CTPOKW.

http Ooctyn k Web-untepdency.

ftp MoakntoyeHne k BctpoeHHomMy FTP-cepsepy.

cifs MoakntoueHne k cnyx6e dannos 1 npuHTepoB Windows.

torrent Bxop B nHTEpPdENC yNpaBneHns KIMeHToM bannoobMeHHbIX

ceten BitTorrent.

readonly 3anpeT BbINONHEHWE KOMaH, MEHSIIOLLMX HACTPOWKHU.

vpn MogkntoyeHue k BcTpoeHHoMy cepaepy VPN.

MpumedaHwue: YyeTHoM 3anucu admin Henb3s NocTaBuUTb MeTKY readonly u
yaanuTb MeTky cli.

Da

Oa

Oa

I (config-user)>

tag (tag»

I (config-user)> no tag (tag»

AprymeHT Tun OnucaHue

tag MeTka MeTka, Hanu4ne KoTopor Heobxoanmo Ans
BbIMOMIHEHNS MONb30BaTeNnem onpeaeneHHbIX
[encTBun.
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Mpumep (config-user)> tag http
user "test" tagged with "http".
(config-user)>

event, class = Event::User, raise time = »
567.225033:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6

tag: cli
tag: http
2.1.271 yandexdns
OnucaHue [ocTyn B rpynny koMaHa ans HacTpoviku npodunein Yandex.DNS.
Mpeduke no Het
MeHsieT HacTpoOMnKu Het
MHorokpaTHbii BBog  Hert
BxoxneHue B rpynny  (yandexdns)
CuHoncuc I (config)>  yandexdns
2.1.272 yandexdns assign
OnucaHue HasHaunTb Tunbl Ansa xocToB. 1o ymMonyaHmio ang BCeX XOCTOB UCNONb3yeTcA

Tun safe. Tun default moxeT BbITb HA3HAYEH TONBKO OAHOMY XOCTY.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbii BBog [a

Cunoncuc I (yandexdns)>  assign [ host) ] (default | safe | family)
I (yandexdns)> no assign [ chost) ]
AprymeHTbI AprymeHT Tun Onucanue

host MAC-agpec |XOCT, K KOTOPOMY NPUMEHSIETCS TUN
dunsTpaumn. Ecnu He ykasaH, Tun
NPUMEHSIETCS KO BCEM XOCTaM.
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2.1.273 yandexdns enable

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbI BBOA,

CuHoncuc

Mpumep

AprymeHT Tun OnucaHue

default KrntoueBoe duneTpauusa He UCMNONb3yeTCs.
CNnoBo

safe KntoueBoe 3awmTa oT BP€AOHOCHBIX Y MOLLEHHUYECKNX
CNnoBo CanToB.

family Kntouesoe HocTyn 3aKkpbIT K Bpe4OHOCHbLIM U
CNnoBo MOLLEHHMYECKMM CalTaM, a Takke K

pecypcam ans B3pOCrbiX.

3anyctutb cnyx0y Yandex.DNS.

Oa
Ja

Het

I (yandexdns)>

enable

I (yandexdns)> no enable

(yandexdns)>

enable

YandexDns: :Client: Yandex DNS is enabled.

172

Keenetic Giga CnpaBO4HUK KOMaHZ




Moccapwit

moccapum

Access Control List CMUCOK KOHTPOMS AOCTYNa, KOTOPbIN onpeaenseT, KTO U YTO MOXeT
nonyyarb AOCTYM K KOHKPETHOMY OOBEKTY, M Kakme MMEHHO onepaumm
paspeLLeHo MIn 3anpeLLeHo 3ToMy CyObEKTY NPOBOANTL Ha OOHLEKTOM.
B ceTax ACL npeacraBnsieT CIMCOK NpaBur, ONpeaensitoLLmnX NopThl Cryo
UN1 MMeHa AOMEHOB, AOCTYMHbIX Ha Y3r1e UMW JPYroM YCTPONCTBE TPETLETO
ypoBHsi OSI, KaXXabI CO CMUCKOM Y3I10B U/UNK CETEN, KOTOPbIM pa3peLLeH
poctyn K cepaucy. CeteBble ACL MoryT ObITb HACTPOEHbI Kak Ha OObIYHOM
cepBepe, Tak M Ha MapLIpyTM3aTope U MOryT yNpaBnsaTh Kak BXOAALLNM,
Tak 1 ncxogsLmMm TpaduKom, B Ka4eCcTBe MEXCETEBOIO 3KpaHa.

AddessandConroHFeldCampression MeTOZ cornacoBaHust KOMMPECCUK Nornen kKaHanbHOoro ypoBHst Address u
Control. Mo ymonuanuto Bce peanusaumn JOJDKHbI nepenaBate dpenmbl
c nonsmun Address n Control cootTBeTCTBYHOLWMMIU MeETOAY PENMNPOBAHMS.

Address Resolution Protocol NpOTOKON onpeaeneHns agpeca, NPOTOKON KaHansHOro ypoBHS,
npeagHasHayvyeHHbI ang onpegenexHns MAC-agpeca no n3sBectHoOMy
IP-agpecy. Hambonbluee pacnpocTpaHeHue 3TOT NPOTOKOM NONnyymn
Bnarogaps nosceMecTHOCTU ceTen IP, nocTpoeHHbIx noepx Ethernet,
nockoneky npaktuyeckun B 100 % cnyyaeB npu TakoM CoYeTaHUU
ucnone3yetcs ARP. [NpeobpasoBaHne agpecoB BbINOMHAETCA NyTeM noucka
B Tabnuue, Tak HasbiBaemon ARP-Tabnuue. OHa cogepXuT CTpoku ans
Kaxpgoro y3na cetu. B aByx ctonbuax cogepxarcs IP- n Ethernet-agpeca.
Ecnu TpebyeTcs npeobpaszoBath IP-agpec B Ethernet-agpec, To mwerca
3anucb ¢ cooTBeTCTBYIOLWMM IP-agpecom.

Challenge-Handshake LLUMPOKO pacnpoCTpaHEHHbIN anropuTM NPoOBEPKN NOASIMHHOCTH,

Authentication Protocol npegycMaTpuBaloLnin nepegavy He camoro napons nornb3osartens, a
KOCBEHHbIX cBedeHu 0 HEM. pu ncnonssosaHun CHAP cepeep
yOanéHHoro JocTyna oTnpaBnsieT KNMEHTY CTPOKY 3anpoca. Ha ocHoBe
3TOW CTPOKM M NapOors MONb30BaTENS KIMEHT BblUMCNSAET xew-kog MD5 u
nepenaét ero cepaepy. CepBep, KOTOPOMY AOCTYNEH Naporb
nonb30BaTernsl, BLIMOSHSET Te e CaMble BbIYUCIIEHUS] U CPaBHUBAET
pe3ynbraTt C XeL-Ko4oM, MONy4YeHHbIM OT KnueHTa. B cnyyae coBnageHus
YYETHbIE JAHHbIE KNWEHTa yganéHHOoro 4oCTyna CHMTaTCA NOAMMHHBIMM.
Haunbonee BaxHown ocobeHHocTbo anroputMa CHAP-ayTeHTUdmkaumm
ABMNSAETCA TO, YTO Naporb HUKOIAA HE MEePECHINAETCsA MO KaHany.

Command Line Interface UHTepdenc KOMaHOHOW CTPOKN, pa3HOBMOHOCTbL TEKCTOBOrO MHTEpdenca
Mexay YenoBEeKOM M KOMMbIOTEPOM, B KOTOPOM UHCTPYKLUKN KOMMBIOTEPY
[aloTCa B OCHOBHOM NMyTEM BBOAA C KMNaBmMaTypbl TEKCTOBbLIX CTPOK (KOMaHA).
Taike n3BeCTeH nog Ha3BaHWEM KOHCOIb.

Common Internet File System 3TO NPOTOKON, KOTOPbIV NO3BOMSET NPOrpaMmMam BbINOMHATL 3anpoch! K
c¢hannam n cepBucam Ha yganeHHbIx Komnbtotepax B cetu UHTepHeT. CIFS
nucnonb3yeT MoAenb NporpaMmMupoBaHus knneHt/cepeep.KnueHTckas
nporpaMma nocbinaeT 3anpoc Kk NporpaMmMHOMY cepBepy (kak npaBuno, Ha
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Moccapui

Compression Control
Protocol

DHCP

DLNA

Domain Name System

Internet Control Message
Protocol

Internet Group Management
Protocol

ApPYrom KoMnbloTepe) Ans 4ocTyna K dainy unv oTnpaensieT cooblueHne
B NporpamMmy, kotopasi paboTaeT Ha cepeepe. CepBep BbINOSHSAET
3anpaluvBaemoe AeicTBre 1 OTNPaBsieT OTBET.

ncnonb3yeTca Oanda yCtaHOBKU U HaCTpOVIKVI anropuTMoB CXXaTua AaHHbIX
Ha PPP.

NPOTOKON ANHAMUYECKON KOH(pUrypaLmm y3na, 3To CETEBON NPOTOKON,
NO3BONSAOLLMIA KOMMbOTEPAM aBTOMaTUYeCKku nonyyatb IP-agpec v gpyrue
napameTpbl, Heobxoanmele ans pabotbl B cet TCP/IP. [JaHHbIN npoToKon
paboTaeT N0 MoAenu «KNueHT-cepeep». [Ana aBTomatmuyeckom
KOHMrypawmm KOMnNboTEP-KNMEHT Ha aTane KoHdurypauum ceteBoro
ycTponcTBa obpallaertcs K Tak HasbiBaemomy cepsepy DHCP, n nonyyaet
OT Hero HyHble napameTpbl. CeTeBon agMMHUCTPATOP MOXET 3a4aTb
JnanasoH agpecos, pacrnpenensemMbiXx CeEpBepOM Cpean KOMMNbITEPOB.
OT0 no3BonsaeT nsbexatb py4HOM HACTPONKN KOMMbIOTEPOB CETU U
yMeHbLIaeT KonnyecTso owwmnbok. MNMpoTtokon DHCP ncnonb3yetcs B
6onbLumHeTBe ceten TCP/IP.

CTaHZapT, NO3BOMSIOLLMIA COBMECTMMbIM YCTPOWCTBaM NepeaaBaTh U
NPUHMMATh NO AOMaLLHEN CETU Pa3NNYHbIN MeANA-KOHTEHT (M300paXxeHus,
MYy3bIKY, BAAEO), @ TaKkKe oTobpaxaTb ero B pexxume peasnibHoro BpeMeHW.
OT0 TexHonorus ans coeguHeHNs1 AOMaLlHUX KOMMbIOTEPOB, MOOUIBbHBIX
TenedoHOB, HOYTOYKOB 1 ObITOBOWV SMEKTPOHUKM B €OUHYIO LIMGOPOBYIO
ceTb. YCTponcTBa, KoTopble nogaepkusatot cneumdpumkaumo DLNA, no
XKeraHuo nonb3oBaTtenst MOryT HacTpamBaTbCs U 00beanHATLCS B
JOMaLLHIO CETb B aBTOMaTUYECKOM PEeXUME.

Cpenown nepegaym MegnakoHTEHTa OObIYHO ABMAETCS AOMALLHSASA
nokaneHas cetb (IP-cetb). MoaknoueHne DLNA-COBMECTUMbIX YCTPONCTB
K AOMaLLHEN CeTN MOXET ObITb kak NpoBoAdHbIM (Ethernet), Tak n
6ecnpoBogHbiM (Wi-Fi).

cucTemMa OMEHHbIX UMEH, KOMMbIOTEPHas pacnpeaenéHHasa cuctema ans
nonyyeHus nHopmaumm o JoMeHax. Yalle Bcero ucnonb3yerca ang
nonyyeHus IP-agpeca no nmeHun xocta (KoMnbloTEpPa NN YCTPONCTBA),
nonyyYeHus nHopmMaumm o MapLIpyTM3aunm noyTbl, 06Cny>xXMBaroLLmMX
y3nax Ans NpoTOKOMoB B AOMEHE.

MPOTOKON MEXCETEBbIX YNPABMSAOLLMX COOOLLEHUIN, CETEBOWN MPOTOKON,
BxogAwwmmn B ctek npotokornoB TCP/IP. B ocHoBHoM ICMP mncnonbayetcs
Onsa nepegaym coobLeHni 06 owmnbKax 1 Apyrmx UCKMIOYNTENBHbIX
CUTyauusiX, BO3HUKLUMX NPV Nepedaye AaHHbIX, Hanpumep, 3anpaluvBaemas
ycnyra HegoCTyrMHa, Uin XOCT, UM MapLUpyTU3aTop He OTBEYalOT. Takke
Ha ICMP BoanaratoTcsi HEKOTOpble CEPBUCHbIE hyHKLNN.

3TO HTEPHET-NPOTOKON, KOTOPbIN 06ecrne4ynBaeT BO3SMOXHOCTb KOMMbIOTEPY
COOBLWNTL O CBOEN NPUHAAMEXHOCTU K Ipynne pacchifiku Ha cocegHue
MapLupyTu3aTopbl. [pynnoBasi pacchinka no3BonseT 0OgHOMY KOMMbIOTEPY
MO MHTEPHETY pacchbinaTb KOHTEHT APYrMM KOMMbIOTEPaM,
3auHTEepPEeCOBaHHbIM B NMOMYy4YeHWUM paccbiikv. [pynnoBasi paccbinika MoOXeT
ObITb NCMONBb30BaHa B TaKUX Crlyyasix, Kak 0OHOBNEHMe agpecHbIX KHUT
nonb3oBaTenen MobunbHbIX KOMMBIOTEPOB, PACChIfka MHGPOPMALMOHHbIX
OronneTeHer No KomMnaHuu, 1 "aupHoOe BellaHne" LWMPOKOMOMOCHbBIX
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Internet Protocol Control
Protocol

Link Control Protocol

Maximum Receive Unit

Maximum segment size

Maximum transmission unit

Microsoft Point-to-Point
Encryption

Network Time Protocol

Point-to-Point Protocol

nporpamMm NOTOKOBOrO MynsTUMeana Ans ayamTopum, KoTopas
"HacTpounack" Ha nony4yeHue rpynnoBon PacchInKu.

B pamkax ncnonb3oBaHust mogenu Baanmogenctens OTkpbITbix Cuctem
(OSI), IGMP siBnsieTcs 4acTblo CETEBOrO YPOBHS.

NPOTOKON yrnpaBneHnsa CETEBbIM YPOBHEM AMS YCTAHOBKW, HACTPOMKN U
paspbiBa |IP nogknioveHus nosepx PPP coeanHeHus. IPCP ucnonb3yet
TOT e MexaHn3m obmeHa naketamu, 4yto n LCP. ObmeH naketamun IPCP
He npoucxoauT Ao Tex nop, noka PPP He HayHET ¢hba3dy cornacoBaHus
npoTokona ceTeBoro ypoBHsi. Jltobble naketbl IPCP, nonyyeHHble 4O TOro,
Kak Ha4yHETCS aTa hasa, A0MKHbI ObiTb OTOPOLLEHBI.

NpoTOKON ynpaeneHus coeguHeHnem, LCP siBnsieTcst 4acTbio npoTokorna
Point-to-Point Protocol. Npn yctaHoBneHun coeanHeHuns PPP nepepatowlee
N MpYHUMAaLOLLIEE YCTPOUCTBO 0OMeHmBatoTcs naketamum LCP onst ytouHeHus
cneunduryeckon nHdopmMaLmm, kotopasa notpebyeTca npu nepenave
[JaHHBbIX.

onpegensieT MakcuMarnbHbI pa3mep (B banTax) 6rioka, KOTopbI MOXET
ObITb NPUHST HA KaHaNbHOM YPOBHE KOMMYHWUKALMOHHOIO NpoTOKona.

saBngeTca napameTpom npotokona TCP u onpegensieT MakcmanbHbIN
pa3mMep brioka AaHHbIX B 6avitax ana TCP naketa (cermenTa). Takum
obpa3om aToT NapameTp He yumTbiBaeT AnuHy 3aronoskoB TCP u IP. [ing
ycTaHoBneHusa koppektHon TCP-ceccun ¢ ygané&HHbIM XOCTOM AOMKHO
cobnitopgatbes cneaytollee ycnosue: MSS + 3aronosok TCP + 3arnoBok
IP =< MTU. Takum ob6pa3om, MakcuMMasnbHbIM pa3Mep MSS = MTU — pa3mep
3aronoska IPv4 — pa3mMep 3aronoska TCP.

MaKcumMarbHbI pa3mep 6rnoka (B 6antax), KOTopbI MOXET ObITb NepeaaH
Ha KaHanbHOM ypoBHe ceTeBoi mogenu OSI. 3HayeHne MTU moxeT ObITb
onpegeneHo ctaHgapTom (Hanpumep ans Ethernet), nnéo moxer
BbIOMpPaTLCSt B MOMEHT YCTaHOBKU coeanHeHUs (0ObIYHO B criyYae npsmbixX
NOAKIIOYEHMI TOYKa-TOYKa). Yem Bhiwe 3HadeHne MTU, Tem meHbLue
3arofioBKOB NepefaéTcs No CETU — a 3HAYMT, BblLLE NPOMyCKHas
CMOCOOHOCTb.

NPOTOKOS WNdpOBaHMSA AaHHbIX, UCNOMNb3YyeMbl NoBepX coeanHeHnn PPP.
MPPE noggepxwuaet 40-, 56- 1 128-01THbIe KoUK, KOTOPbIE MEHSIHOTCS
B TEYEHME ceccuum.

CETEBOM NPOTOKON ANA CUHXPOHM3aLMN BHYTPEHHUX YacoB KOMMblOTEPa
C MCMNONb30BaHNEM ceTen ¢ nepemeHHon nateHTHocTbo. NTP ncnonessyer
ans ceoen pabotsl npotokon UDP. Hanbonee wmnpokoe npumeHeHne
npotokon NTP HaxoauT ons peanusaumm cepBepoB TOYHOIO BPEMEHM.

OBYXTOYEYHBIN NPOTOKON KaHanbHOro ypoBHs (Data Link) ceTeBon mogenu
OSI. OB6bI4HO MCNoMb3yeTCsA ANs YCTAHOBNEHWS NMPSMOW CBA3WM MEXAY
ABYMS y3namMu ceTu, NpuyeM oH MoXeT obecneunTb ayTeHTUdrKaumIo
coeavHeHus, WudpoBaHne 1 cxatue faHHbIX. YacTo BCTpeyaloTcs
nogsuabl npotokona PPP Takne, kak Point-to-Point Protocol over Ethernet
(PPPoE), ncnonbayemeinn ans nogkntodeHus no Ethernet, n nHorga vepes
DSL; u Point-to-Point Protocol over ATM (PPP0oA), KOTopbI ncnonb3yeTcs
ansa nogknioydeHns no ATM Adaptation Layer 5 (AAL5), koTopbii siBAsieTCS
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Moccapui

Protocol-Field-Compression

Remote Procedure Call

Service Set ldentifier

SkyDNS

Transmission Control
Protocol

Tunnel Setup Protocol

User Datagram Protocol

ocHoBHol anstepHatnBon PPPoE ons DSL. PPP npeactaensiet cobon
Lierioe CeMevcTBO MPOTOKOSOB: MPOTOKON yrpaeneHns nuHuen ceasu (LCP),
npoTokon ynpaeneHust cetbto (NCP), npoTokornbl ayTeHTUdmkauumn (PAP,
CHAP), mHorokaHaneHbIn npotokon PPP (MLPPP).

MeTo[ cornacoBaHua cxatusa nonsi Protocol B 3aronoskax PPP. No
ymonyaHuto, Bce peanusauumn JOJDKHbI nepepaBate nakeTbl ¢ AByMS
okteTamu nongsa Protocol.

BbI30B yAanéHHbIX npoueayp, Knacc TEXHOMNOIrMIN, NO3BONSAOLLNX
KOMMbIOTEPHBIM NPOrpaMMam Bbi3biBaTb PYHKLMM UK NPpoLEeaypbl B APYroM
afpecHOM MpOoCTpaHCTBe (Kak NpaBuno, Ha yaané&HHbIX KOMMbIoTepax).
O6bI4HO, peanun3aumsa RPC TexHonorum BkrtovaeT B cebs ABa KOMMNOHEHTA:
CETEeBOW NPOTOKON AN 0BMeHa B pexxmMe KNneHT-cepBep U A3blK
cepuanusauum oBbekToB (UNKU CTPYKTYP, Ansa HeobbekTHbIX RPC). Ha
TpaHcnopTHoM ypoBHe RPC ncnonb3ytoT B ocHOBHOM npoTokonbl TCP u
UDP, ogHako, HekoTopble NocTpoeHbl Ha ocHoBe HTTP (4To HapywaeT
apxutekTypy ISO/OSI, Tak kak HTTP usHayansHO He TpaHCNOpPTHbIN
NpoTOKON).

npegcraenseT cobor nocnenoBaTenbHOCTL CUMBOSIOB, KOTOpPast
OOHO3Ha4YHO MMeHyeT GecnpoBogHYto NokanbHyto cetb (WLAN). SSID
MHOr4a Ha3blBalOT "ceTeBbIM MMEHEM". OTO UMS MO3BONSAET paboynm
CTaHUMAM MOLKIHYATLCS K HY>XHOW CETU, KOrga HECKOMNBbKO HE3aBUCUMBbIX
BGecnpoBoAHbIX CeTeN paboTaloT OQHOBPEMEHHO B OAHOM OM3NYECKOM
obnactw.

cnyx06a, obecneunBaroLas BO3MOXHOCTb hunsTpauumn n 6rnokMpoBaHus
OMacHbIX UK HeXenaTernbHbIX CanToB.

NpOTOKON ynpaeneHus nepeaaden, oanH U3 OCHOBHbIX CETEBbIX NPOTOKOSOB
WHTepHeTa, NnpeaHa3HavyeHHbI ANng ynpasneHus nepegadyen JaHHbIX B
ceTax u noacetax TCP/IP. BoinonHsaeT dyHKLMM NpOTOKONa TPaHCNOPTHOro
ypoBHsa mogenu OSI. TCP — 370 TpaHCNOPTHLIN MeXaHU3Mm,
NpeaoCcTaBNALLMIA NOTOK AAHHbIX, C NpeaBapUTErbHOM YCTaHOBKOW
coeaMHeHus, 3a CHET 3TOro AaloLni YBEPEHHOCTb B JOCTOBEPHOCTU
nonyyaembIxX JaHHbIX, OCYLLECTBNSAET NOBTOPHbIN 3aMpoC AaHHbIX B CriyyYae
noTepu AaHHbIX N yCTpaHaeT aybnvpoBaHme Npu NOnyYeHUn AByxX KOnum
opHoro naketa (cM. Takke T/TCP). B otnuune ot UDP rapaHTupyet
LLenoCTHOCTb NepeaaBaeMbliX AaHHbIX U YBEAOMIIEHUE OTNpaBuUTeNs o
pesynbratax nepegayv.

NPOTOKOJ1 HaCTDOIZKVI TYHHEeI4d, 3TOT ceTeBoNn NPOTOKON ynpaslieHnd
ncnonb3yeTca OnAa cornacoBaHnUA napamMmeTpoB HaCTpOVIKVI IP TYHHENA
Mexay KIMeHTCKMM XOCTOM TyHHeﬂeVI n cepsepom cepBuca TyHHeJ'IeVI.

MPOTOKOS MOb30BaTENbCKMX AaTarpamm, 3TO TPAHCMNOPTHbIV NMPOTOKON
Ansi nepegayn AaHHbIX B ceTsx |IP 6e3 yctaHoBneHns coeguHeHus. OH
ABNSETCS O4HUM M3 CaMbIX MPOCTbIX MPOTOKOMOB TPAHCMNOPTHOMO YPOBHS
mogenu OSI. B otnnune ot TCP, UDP He nogTBepXaaeT 4OCTaBKY AaHHbIX,
He 3ab0TMTCS1 O KOPPEKTHOM NOpPsiAKE AOCTaBKM U HE AenaeT NOBTOPOB.
Moatomy ab6pesmatypy UDP nHorga pacwmdposbiBatoT kak Unreliable
Datagram Protocol (npoTokon HeHagéxHbIx gatarpamm). 3aTo oTCyTCTBUE
COeMHEHUS], JOMOMHUTENBHOIO Tpaduka 1 BO3MOXHOCTb
LUMPOKOBELLATENbHbIX PACCHINOK AenatoT ero yaoOHbIM Anst TPUMEHEHUN,
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udpxy

Universal Plug and Play

Virtual LAN

Weighted round robin

Wi-Fi Multimedia

Wi-Fi Protected Access

Wi-Fi Protected Setup

rae mMmanbl NoTepU, B MaCCOBbIX pacCCblJiKax nokanbHOWM nogceTn, B
mMeagunanpoTokKonax u T.m.

cepBepHOe npunoxeHne (daemon) Ana nepegayy aHHbIX U3 CETEBOTO
noToka mMyneTuKacT kaHana (Bewwaemoro no UDP) B HTTP coeguHeHne
3anpaluvBatoLLEero KrnmeHTa.

3TO apXMTEKTypa MHOFOPaHroBbIX COEAMHEHUIN MeXayY NepcoHanbHbIMU
KOMMbOTEPAMU U MHTENNEKTYanNbHbIMU YCTPOUCTBAMU, YCTAHOBIEHHbIMN,
Hanpumep, goma. UPnP cTpouTca Ha ocHOBe CTaHAApPTOB U TEXHONOIMMM
WMHTepHeTa, Takmx kak TCP/IP, HTTP n XML, n obecneunsaet
aBTOMaTMyecKoe NoakmnveHne NoaobHbIX YCTPOUCTB APYr K APYrY U UX
COBMECTHYO paboTy B CETEBOW Cpefe, B pesynbsraTe Yero cetb (Hanpumep,
JOMaLLHSAS) CTaHOBUTCA NErkon Anst HACTPONKN BonbLuemy Yncny
nonb3oBaTenen.

nornyeckas ("BMpTyanbHas") nokanbHas KOMMNbIOTEPHAs! CEThb,
npencraenseT cobow rpynny XocToB ¢ 06LwmMm Habopom TpeboBaHui,
KOTOpble B3aMMOAENCTBYHOT Tak, Kak ecrnv Obl OHU BbInn NOAKMIOYEHbI K
LUMPOKOBELLATENBbHOMY JOMEHY, HE3aBUCUMO OT NX (OU3NYECKOTO
MecToHaxoxaeHunsa. VLAN nMeeT Te e CBOMCTBa, YTO 1 hmsmnyeckas
nokarbHas CeTb, HO MO3BONIAET KOHEYHBIM CTaHLUMSAM FPyNnNMpoBaTbCst
BMECTE, AaXke eCN OHU HE HaxoadaTcsa B OA4HOW dmnandeckon cetn. Takas
peopraHusauns MoXeT ObITb caenaHa Ha OCHOBE NPOrpPamMMHOro
obecneveHns BMECTO PU3NYECKOTO NepeMELLEHMS YCTPONCTB.

3TO NOPSAOK YCTAaHOBMNEHMST ovepegHOCTU. Kaxabii MOTOK NakeToB Unn
COeMHEHNE UMEET CBOK COBCTBEHHYIO MAKETHYIO ovepeab B MHTepdhence
CEeTeBOM KapTbl. ATO camoe npocTtoe npubnmkeHme OdLero
Pacnpegnenenus MNMpoueccopa (GPS). B 1o Bpems kak GPS obcnyxnBaet
BGeCkoHEeYHO Marble 00beMbI JAaHHbIX U3 Kaxkaon Henycton odepeam, WRR
obcnyXvBaeT psg NakeToB ANs1 KAXKOOW HEMYCTOW oYepean.

asndaetca ceptucpukaumen Wi-Fi Alliance, 6asupytolenca Ha ctaHgapTe
IEEE 802.11e. OH obecneunBaeT 0CHOBHble BO3MOXHOCTU QoS (quality
of service) ana ceten |IEEE 802.11. OtaaBas npuoputeT VolP-Tpaduky
Hap, npoLieccamu, MeHee YyBCTBUTENbHbLIMW K CKOPOCTY Nepeaayn AaHHbIX,
MOXXHO [OOUTLCS yMEHbLUEHUS NyKTyauun MHTEpPBanoB Mexay naketamm
npu ux NpoxoxageHumn no cetu. VicnonbszosaHue QoS ABMASETCA NPOCTLIM
N HeJopPOrMM peLLeHneM AMs Cepbe3HOro YryylleHns KavyecTsa
Vol|P-3BOHKOB.

npegcTaensieT cobon 06HOBMNEHHYO MPOrpaMMy cepTUUKaLIMN YCTPOCTB
6ecnpoBogHon cBAsn. TexHonornst WPA npuwina Ha 3aMeHy TEXHONOoMm
3awmTbl 6ecnpoBogHbix cetern WEP. INntocammn WPA sBRsitoTCS yCUneHHas
6e30NacHOCTb AaHHbIX U YXXECTOYEHHbIN KOHTPOMb AOCTYMNa K
6ecnpoBoAHbIM CETAM. HeManoBaXxKHOW XxapakTepUCTUKOWN SIBASIETCS
COBMECTMMOCTb MEXAY MHOXECTBOM GECNPOBOAHbIX YCTPONCTB KakK Ha
annapaTHOM YpPOBHe, TaK U Ha nporpammMHoM. Ha aaHHbIn momeHT WPA n
WPA2 paspabartbiBatoTcst U npoasuratotcst opraHmsaumen Wi-Fi Alliance.

CTaHAapT (M OQHOMMEHHBIA NPOTOKOS) NOSTyaBTOMAaTUYECKOro CO3aaHns
6ecnpoogHon cetn Wi-Fi, cosgaHHbin Wi-Fi Alliance. Llenbto npoTokona
WPS saBnsieTcsa ynpolueH1e npoLecca HacTponKkyu 6ecrnpoBOAHONM CeTH,
NnoaToMy M3Ha4anbHoO OH Ha3sbiBancs Wi-Fi Simple Config. lNMpoTtokon
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Wired Equivalent Privacy

Yandex.DNS

MaemMnoTeHTHOCTb

Mpeambyna

Nnpmu3BaH OKa3aTb NOMOLLb Nofib3oBaTeNsAM, KOTOPbIE HE obnapatot
LLUNPOKNMWU 3HAHUAMU O Ge3onacHoCcTU B 6eCFIpOBO£I,HbIX CeTAX, N KaK
cnencrtene, UMeKoT CITOXHOCTU MpU OCYyLLEeCTBI1EHNN HAaCTPOEK. WPS
aBTOMaTMYeCKM 0603HaYaEeT NMS CETU U 3adaeT LIJVId)pOBaHVIe, ana 3alunTbl
OT HECaHKUMOHMPOBAHHOIO 0CTyNa B CE€Tb, NMPU 3TOM HET HeobxoamMmocTH
BPYy4HYKO 3adaBaTb BCE NMNapamMeTpbl.

anroputm gnsi obecneveHunsa 6esonacHocTtn ceten Wi-Fi. Micnonbayetcs
Ans obecneyeHns KOHPMOEHUMANBHOCTU U 3aLLUThI epeaBaembiX 4aHHbIX
aBTOPM3MPOBaHHbIX Nosb3oBaTernen 6ecnpoBoAHOM CETU OT
npocnywunBaHus. Cywectyet ase pasHosugHoctn WEP: WEP-40 n
WEP-104, pasnnyatoLlimecs TonbKo ANMHOM Krtova. B HacTosiwee Bpems
AaHHasA TEXHOMOrns ABNAETCHA yCTapeBLUEen, Tak Kak ee B3rIoM MOXET BbiTb
OCYLLECTBIIEH BCErO 3a HECKOMNBbKO MUHYT. TeM He MeHee, OHa NPOAOIKaeT
LLIMPOKO UCMOMb30BaTbCS.

cepBuC KoMnaHum AHaekc ona 3awmtbl gomalwHen cetn. ObecneunBaet
Tpy pexunma ounsTpaunn:

+ 6e3 unbTpaLumM - pecypcbl He BroKkMpyoTCS

» Ge3onacHbIN PeXMM - BNOKNPYIOTCS BPEAOHOCHBIE U MOLLEHHUYECKNE
canTbl

* CEMEeWHbIN pPeXum - 6J'IOKMpyI'OTCF| BpeAOHOCHbIE N MOLLEeHHN4YecKne
CaWTbl, a Takke pecypcCbl Ana B3pOChbIX

CBOMCTBO MaTeMaTn4ecKoro oobekTa, KOTOpoe NPOSIBISETCA B TOM, YTO
MOBTOPHOE AelicTBME Had 0OBbEKTOM He U3MEHSIET ero.

3TO nepsas YacTb Bnoka gaHHbIX npoTokona (PDU) dunsnyeckoro ypoBHs
koHBepreHuuu (PLCP). 3aronoBkoMm siBNSIETCS OCTaBLUASCS YaCTb NaKkeToB
OaHHbIX, KOTOpas CoaepXuT Bonblue MHopMaLumn 0 cxeme Mogynsaumu,
CKOPOCTU Nnepegayn, 1 o NpoMeXyTKe BpeMeHu, TpebyoLemcs ans
nepegayn Bcex AaHHbIX Kaapa.

OnvHHas npeambyna:

* PLCP c gnuHHon npeambynon nepegaetcsi Ha ckopocTtn 1 Méut/c
He3aBMCKMMO OT CKOPOCTM Nepefayn AaHHbIX kagpa

* OO6Lee BpeMs nepegayn AfIMHHOW NpeamBynbl ABMSETCA KOHCTAHTOM -
192 MukpocekyHAbl

» CoBmecTMMO c ycTapeBwumn cuctemamm IEEE* 802.11 paboTarowumum
Ha 1 1 2 M6uTt/c

KopoTtkas npeambyna:

» [Mpeambyna nepenaetcs Ha ckopocTn 1 MBuT/c, a 3aronoBok - Ha 2
Mo6wuT/c

+ O6Lee Bpemsa nepegayn KOpoTkon npeambynbl ABNSETCS KOHCTAHTOM
- 96 MUKpPOCEKYHbI
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* He coBmecTMmo c ycTapeBwmmm cuctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 Méut/c
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