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Beepnenue

BBeneHve

[aHHbIN CnpaBO4YHUK COOEPXKUT KOMaHObl 14 yrpaBlieHus yCTpOIZCTBOM Keenetic nocpeacTesom
MHTepcbeVlca KOMaHOHON CTPOKW. 3necb npueeneH NOSIHbIN CMCOK BCEX LOOCTYMNHbIX KOMaHA.
Takxke YKa3aHbl NpuMepbl TOro, Kak NCnosib3oBaTb Hanbonee pacnpocCTpaHeHHbl€ N3 3TUX
KomaHz, obuias I/IH(bOpMaLI,VIFI 0 B3anMOCBA3N MeXOy KoOMaHOaMn U npuHuununaribHble OCHOBbI
TOro, Kak nx ncnonb3oBaTb.

1 Insa Kkoro npegHasHa4vYeH JOKYMEHT

[aHHOe pykoBOACTBO NpefHa3Ha4YeHo Ans CETEBLIX aMUHUCTPATOPOB MIN CNeLManucToB no
BbIYMCIUTENBLHOM TEXHMKE, OTBEYAIOLLMX 3a HACTPOVKy 1 nogaepxky Keenetic Ha mecte. OHO
Takke NpefHa3HavYeHo A5 onepaTopoB, KoTopble yrpasnsatoT Keenetic. [JokymeHT oxBaTbiBaeT
TEXHUYECKME NpoLeaypbl NOAAEPXKKM BbICOKOTO YPOBHS ANs root-agMUHUCTPaToOpOoB 1
COTPYOHUKOB TeXHUYECKOM noaaepxkn Keenetic.

2 CTpyKTypa AOKYMeHTa

Cl'lpaBO‘-IHI/IK onucblBaeT crenywLwine pasaenbl:

3HaKOMCTBO C KOMaHOHOW B pasgene onvcaHo kak ncnonb3oBatb UHTEPenc
CTpOKOM KoMaHOHoWM cTpokmn Keenetic, ee nepapxu4eckyto CTpyKTypy,
YPOBHM aBTOpM3aLnn U BO3MOXHOCTU CNPaBKMU.

OnucaHune komaHg, AndaBUTHLIN CMMCOK KOMaHA, KOTOPble MOXXHO BBOAUTL B
KOMaHOHOW CTPOKe ANl HacTponky ycTponcTtea Keenetic.

3 YcnoBHblIe 0003HaYeHusA

B onncaHum KoMaHa UCnonb3yTca crieaylolmne 0603Ha4YeHNs:

XUPHbIN LWPUdT KomaHabl 1 krtoveBble CrioBa BblAENSTCS
XUPHbIM WpNTOM. OHU JOMKHBI BbITh
BBEAEHbI B TOYHOCTU KaK yKa3aHO B OMUCAHUN.
B npumepax XupHbI WPUAET UCMonb3yeTcs
ONS BblAENEHNS OaHHbIX, BBEAEHHbIX
nornb3oBaTenem.

Kypcus AprymeHTbl, AN KOTOPbIX HEOBXOAMMO 3a4aThb
3Ha4YeHMs BbI4ENEHbI KyPCUBOM.

OnemeHTbI B KBagpaTHbIX ckobkax sBnsarTCS

I [ Heobsi3aTeIbHLIA 371EMEHT |
HeobA3aTenbHbLIMMN.

OneMeHThI B yrnoBblX CkOOKax siIBNSATCS

I <0bsi3aTesIbHbIN 3/TIEMEHT)
obsi3aTenbHbIMMU.
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Beegenwue

(x]yl2z) Obs3aTenbHble ansTepHaTVBHbIE KNOYEBbIE
CrnoBa rpynnupyroTcst B KPYMbIX ckobkax u
pas3fensTca BepTUKanbHOW YepTON.

x|y]z Heobsi3aTenbHble ansTepHaTMBHbBIE KITOYEBbIE
CroBa rpynnupytoTcs B KBagpaTHbIX CKOOKax v
pasfensaTcs BepTMKarnbHOW YepTON.

anIMe‘-IaHI/IFl, npegynpexneHna n npenocrtepexeHna Ncnonb3yrT cnegywuine 0003Ha4YeHus.

MNpumedaHwue: OsHavaeT "umTarens, NpuMK Kk ceeaeHunio”. MNpumedyaHns cogepkat nonesHole
COBETbI UM CChINIKM Ha Martepwuansbl, He cogepXXalmnecs B JaHHOM
CrpaBOYHUKeE.

MpegynpexaeHue: Os3HavaeT "yntartens, BHUMaHue!". Bawmn genctens MOryT NpuMBecTy K
noBpexaeHno 0bopyaoBaHMs UNKU NoTepe AaHHbIX.
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3HAKOMCTBO C KOMaHAHOM
CTPOKOU

B aToM rmaee onmcaHo Kak Mcnonb3oBaTh MHTepdenc komaHgHon cTpokn Keenetic, ee
Nepapxu4eckyto CTPYKTYpY, YPOBHMN aBTOPU3aLIMN N BO3SMOXXHOCTY CMIPaBKW.

OcHoBHOE CpeacTBO ynpaBneHns MapLupyTtnsatopom Keenetic ato uHmepagbelic komaHOHOU
CMPOKU. HaCTpOIZKVI CUCTEMbI NOJTHOCTbIO ONUCBLIBAKOTCA B BUAE NnocrnegoBaTeribHOCTU KOMaHAa,
KOTOpPbI€ HY>XHO BbIMONMHUTD, YTOOBI npmBecTu yCTpOI7ICTBO B 3aJaHHOE COCTOdAHUE.

B Keenetic cywectByeTt Tpu Buga HacTpoek:

TekyLume HacTPONKM running config, Habop komaHA, KOTopble TPeOyeTCH BbINOMHUTD,
4YTOObI MPUBECTU CUCTEMY B TEKYLLEE COCTOSHME. TekyLmne
HACTPOMNKM XpaHATCA B onepatneHon namatu (RAM) n
OTpaxalT BCE N3MEHEHMUS HacTpoek cucTtembl. OgHako,
CcoOepXXMMOe onepaTMBHON NaMATU TEPSETCH MPY BbIKITFOYEHWN
ycTponcTea. [inst Toro 4tobbl HACTPOWMKM BOCCTAHOBUINUCE MPU
nepesarpy3ke yCTponcTBa, TpebyeTcs COXpaHUTb UX B
9HEProHe3aBUCUMOW NamMATK.

CTapToBble HAaCTPOMKK startup config, NocrnenoBaTenbLHOCTb KOMaHA, KoTopast
XpaHUTCA B cneunarnbHOM CEKTope 3HepFOHe3aBI/ICI/IMOIZ naM4aTn
M ncnonb3yetca Anda nHnunanu3aumm cuctemsbl
HEMOCPEACTBEHHO MOCHE 3arpysKku.

HacTpoWikn no ymonyaHuio default config, 3aBOACKME HACTPOMKN, KOTOPbIE 3aNMCbIBaOTCH
Ha Keenetic npu nponssogcTtee. KHonka RESET Ha kopnyce
no3BonseT cOpoCUTb CTapTOBbIE HACTPOMKN Ha 3aBOACKME.

®annel startup-config n running-config moryT 6bITb OTPEQAKTMPOBAHbLI BPYYHYt0, 6e3
yyacTusi KomaHgHow cTpoku. [pu aTom criegyeT NOMHUTb, YTO CTPOKU HavMHatowumecs ¢ !
UrHOPUPYOTCA pas3bopLLMKOM KOMaHA U aprymMeHTbl, cogepalime cuMmBon npoben, AomkHbI
ObITb 3aKNOYEHbI B ABOVIHbIE KaBbIvkK (Hanpumep, ssid "Free Wi-Fi"). Camu kaBbl4ku
pa3bopLLMKOM UTHOPUPYHOTCS.

OTBETCTBEHHOCTL 3a KOPPEKTHOCTb BHECEHHbIX N3MEHEHUI NEXUT Ha UX aBTope.

1.1 BBoA KOMaHA4 B KOMAaHAHOMN CTPOKe

KomaHgHbIn nHTepnpetatop Keenetic paspaboTaH Takum 06pa3om, YToGbl UM MOT MOJb30BaTbCs
KaK Ha4yMHaloLWWI, TaK 1 ONbITHBIN NoMb3oBaTesb. Bce koMaHabl U napaMeTpbl UMEIOT SICHbIe
1 NErko 3anoMuHaloLLmMecs: Ha3BaHusl.
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KomMaHabl pa3buTtbl Ha rpynmbl U BbICTPOEHBI B Mepapxmio. Takum o6pasom, Ans BbiNOSHEHUS
Kakon-nnbo HaCTPOKKM Nonb3oBaTesto NoTpebyeTcs nocrnefoBaTenbHO BBECTU Ha3BaHus
BIIOXXEHHBIX Py KOMaHg, (Y3roBbIX KOMaH[) U 3aTeM BBECTU KOHEYHYIO KOMaHAy C
napameTpamu.

Hanpumep, IP-agpec ceteBoro nHtepderica SwitchO/VLAN2 3agaetca komaHgon address,
KoTopas HaxoguTcs B rpynne interface — ip:

(config)>interface Switch0/VLAN2 ip address 192.168.15.43/24
Network address saved.

1.1.1 Bxoa B rpynny

HekoTopble y3noBble kKOMaHAbl, coAepkallune rpynny 4OYepHUX KoMaHz, No3BOSSOT
MONb30BATENIO BbINOMHUTL «BXOA» B rpynny, YToObl BBOAUTL AOYEPHME KOMaHOb
HenocpeaCcTBEHHO, He TpaTsi BpeMsi Ha BBOZ MMEHW y3r0BOW KOMaHbl. B aToM crnyyae meHsieTcs
TEKCT NpuUrnalleHns KoOMaHAHOW CTPOKK, YTOObI MONb3oBaTeNb BULEN, B KAKOW rpynne oH
HaxoauTCs.

BbIXO,CI, M3 rpynnbl BbINOJNTHAETCA NO KOMaHAe exit unu no Ha)kaTuo KOM6MHaLI,I/II/I KnaBuLU
[Ctri]+[D].

Hanpwumep, npu Bxoge B rpynny interface npurnaweHne koMmaHgHOW CTPOKU MEHSIETCS Ha
(config-if):

(config)>interface Switch0/VLAN2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

1.2 Acnonb3oBaHMe cnpaBKuU N aBTO4OMNONTHEHUSA

16

[ns Toro utTo6bI CAenaTh NPOLECC HACTPOMKM MakCUMarnbHO yA0OHbBIM, NHTEpPdENC KOMaHLHON
CTPOKM MMEET (PYHKLIMIO aBTOA0MNOMHEHUS KOMaHA 1 NapaMeTpoB, NOACKa3biBas Nonb3oBaTento,

Kakve KoMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BIOXEHHOCTU. ABToAoMNoONHeHne paboTaert no
knasuwe [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Sw[Tab]

Usage template:
interface {name}

Variants:
Switch0
Switch®/VLAN1
Switch®/VLAN2

(config)> interface SwitchQ[Tab]

Keenetic CnpaBoYHUK kKOMaHA
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Usage template:
interface {name}

Variants:
Switch0/VLAN1
Switch@/VLAN2

(config)> interface Switch0/VLAN2[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky no TekyLen KoMmaHae Bcerga MoXHO oTobpasunTb, Haxas knasuvwy [?]. Hanpumep:

(config)> interface Switch0/VLAN2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface Switch@/VLAN2
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1.3 NMpedukc no

lMpedukc no ncnonb3yetca Anss OTMEHbl AENCTBUSA KOMaHAbl, Nepes KOTOPOW OH CTaBUTCS.

Hanpwumep, komaHaa interface oTBevaeT 3a cosgaHue ceTeBoro uHTepderica ¢ 3agaHHbIM
nmeHeMm. MNMpedurkec no, cnonb3yemblli C 3TOM KOMaHAON, Bbi3biBaeT 0bpaTHoe AencTBmne —
yaaneHue nHtepderica:

(config)> no interface PPPoOEO

Ecnn komaHga coctaBHas, No MOXeT CTaBUTbLCA Nepeq nobbiM ee YneHoM. Hanprumep, komaHaa
service dhcp Bkntovaet cnyx6y DHCP n coctonT 3 gByx 4Yacten: service — MMeHW rpynnbl
B nepapxmm komaHg, n dhcp — KoHe4yHon komaHab!. MpedrKc NO MOXHO CTaBUTb Kak B Havane,
Tak u B cepeauHe. [lencrteme B obonx cnyvasx 6yaeT oaMHaKoBbIM: OCTAHOBKa CryXObl.

(config)> no service dhcp
(config)> service no dhcp

1.4 MHOrokpaTtHbIu BBOA

18

MHorne komaHgbl 06nagatT CBOMCTBOM UAeMIOMeHMHOCMU, KOTOPOE MPOSIBASIETCA B TOM,
YTO MHOTOKpPaTHbIA BBOA, 3TUX KOMaH NPUBOAMUT K TEM XKE U3MEHEHUSIM, YTO U OLHOKPATHbIA.
Hanpwumep, komaHaa service http nobasnsaet cTpoky «service http» B Tekylme HaCTpOMKw,
1 Npy NOBTOPHOM BBOJE HNYETO HE MEHSET.

OgnHako, YacTb KOMaHZ Mo3BorseT A06GaBNATb HE OfHY, a8 HECKOJbKO 3anunce, ecnv BBOAUTb
UX C pa3HbIMUK aprymeHTamu. Hanpumep, ctatmyeckue 3anvcu B Tabnuue mMapLupytusaumm ip
route nnu puneTpbl access-list LobasnsTCA NocnegoeaTenibHO, U 3aTeM NPUCYTCTBYIOT B
HacTpolikax B BUAE Cnucka:

Mpumep 1.1. Ucnonb3oBaHMe KOMaHAbI C MHOTFOKpPaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO
Route added.

(config)> ip route 1.1.2.0/24 PPTPO
Route added.

(config)> ip route 1.1.3.0/24 PPTP1
Route added.

(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTPO

3anucun 13 Taknx Tabnumu MoXxHo yaandaTtb no oaHomn, NCnosnb3y4 I'IperVIKC no, " ykasbiBas B
aprymeHTe KoMaHgbl, Kakyto MME€HHO 3anncb Tpe6yeT0ﬂ yoanntb:

(config)> no ip route 1.1.2.0/24
Route deleted.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO

Keenetic CnpaBoYHUK kKOMaHA
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ip route 1.1.3.0 255.255.255.0 PPTPO

1.5 CoxpaHeHue B CTapTOBbIE HACTPOUKMU

TekyLine n cTapToBble HACTPOMKN XpaHATCs B harinax running-config u startup-config. ns
TOro YTOObI COXPaHUTL TEKYLLME HACTPOMKM B 3HEPTOHE3ABUCUMYHO NaMsITb, HY)XXHO BBECTMU
KOMaHAy KOnMpoBaHUS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

1.6 OTnoxeHHaa nepe3arpy3ka

Ecnun Keenetic HaxoguTcs Ha 3Ha4YUTENBHOM yoaneHun ot oneparopa 1 ynpaBsndaeTcsd no CeTu,
BO3HMKaeT OnacHOCTb NOTEPATb CBA3b C HAM MO NMpUYnHe OLWNBOYHbBIX OENCTBUIA onepartopa.
B atom Cny4ae nepes3arpys3ka n Bo3BpaTt K COXpaHEHHbIM HaCTpOVIKaM 6yp,eT 3aTtpyaHeHa.

KomaHaa system reboot no3BonsieT ycTaHOBUTL TauMep OTOXEHHOM nepes3arpy3ku, BbINOSHUTb
«OMacHbIe» HaCTPOWKK, 3aTEM BbIKIIOYUTL TalMep U COXpaHUTb n3aMeHeHusi. Ecnn B npouecce
HaCTPOWMKM CBA3b C YCTPOMCTBOM ByAeT noTepsiHa, onepaTtopy A4OoCTaTovHO OyaeT goxaarbes
aBTOMAaTM4eCKOWN nepesarpy3ku 1 NOAKMYMTBCS K YCTPONCTBY CHOBA.
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OnucaHune KomaHAa

OTa rmaBa cogepXXuT Bce KoMaHAbl 41151 KOMaHOHOW CTPOKM JOCTynHble B Keenetic.

OnucaHune Kaxagon KoMaHabl pasgeneHo Ha criegyrowme nogpasaenst:

Onucanue OnwucaHue TOro, YTo KOMaHaa Aenaert.
CunHoncuc O6wmr dhopmaTt kKoMaHAb!
Mpedukc no B03MOXXHOCTb MCMOMb30BaHNS B KOMaH4e

npedumkca no.

M3meHeHne HacTpoek

CnocoBHOCTb KOMaHAbl MEHATb HACTPOMKN.

MHorokpaTHbI BBOA

Bo3amoxHOCTb MHOIoKpaTHOro BBoaa KomaHabl.

BxoxpaeHwve B rpynny

HaseaHue rpynnbl, 4OCTYN B KOTOPYtO AaeT
komaHga. Ecnv rpynnbl HeT, 3TOT pasgen He
oTobpakaeTcs.

Twun nHtepdpenca

Twvn nHTepdpenca, Ha KOTOPbLIN BANAET
komaHga. Pasgen He oTobparkaeTcs, ecnum
OaHHbIA KOHTEKCT He MMeEeT CMbIcna Anst
KOMaHapbl.

UHTepdencel, ncnonb3yemsle B CUCTEME, U
OTHOLLEHUS MeXAY HUMU NoKasaHbl Ha
anarpamme Humxe.

AprymeHTbl

AprMeHTbI, €CIMn eCTb, N NOACHEeHUA K HUM.

Mpumep

Wnnoctpauns Toro, Kak koMaHaa BbIrmagut
npu Bbl3ose. [ockonbky MHTepdenc NpocT,
HEeKoTOpble NPUMEpPbI O4EBUAHbI, HO OHU
BKITHOYEHbI 41151 ACHOCTM.

Keenetic CnpaBoY4HUK kOMaHA
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PucyHok 2.1. Uepapxusa uHtepdencon

Pluggable

Secure

T

T

Usb

PPP

[_— |

MAC

Ethernet

ﬂ_\

Bridge

PPTP
UsbModem PPPoE PVC VLAN
L2TP
Tunnel SSID Radio
ﬁr\ —— | — 71—
TunnelSixInFour TunnelGre WiFi WiFiMaster
AccessPoint WiFiStation
2.1 KomaHgbl
2.1.1 access
OnucaHue HacTpouTb nonb3oBaTenbCkuin 4OCTYN K nanke Ha USB-ycTpolicTBe.

KomaHga ¢ npedukcom no 3anpeLiaeT AoCTyn K nanke.

Mpedukc no Oa
MeHsieT HacTpouku [a
MHorokpaTtHbii BBog [a

CuHoncuc

(config)>
(forbidden | read | write | read/write | inherited)[ recursive ]

access «directory» cuser»

I (config)> no access «directory» <user> [ recursive ]

22
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

directory Ctpoka HaseaHwne nankun Ha USB-ycTpolicTBe.

user CTtpoka Nma nonb3oBartens.

forbidden Kntouesoe [ocTyn 3anpeLyeH.
CnoBo

read Kniouesoe [ocTyn ToNbKo Ha YTeHwue.
CnoBo

write Kntouesoe [ocTyn TonbKo Ha 3anuchb.
CnoBo

read/write KntoueBoe JocTyn Ha YTeHne n Ha 3anuchb.
CnoBo

inherited Kntouesoe [MpaBa gocTtyna HacnegyrTcs oT
CIOBO poaMTENLCKOM Nanku.

recursive Kniouesoe MMpaBa gocTyna NPUMEHSIIOTCS KO BCEM
CnoBo BMOXEHHbIM Narnkam.

(config)> access FLASH:Downloads test read/write
(config)> show access FLASH:Downloads

user:
name: test
assigned: read/write
effective: read/write
exists: yes

2.1.2 access-list

OnucaHue

Mpedukc no

MeHseT HacTPONKHU
MHorokpaTHbIli BBOA,

BxoxpaeHue B rpynny

CunHoncuc

HocTyn K rpynne KoMang 415t HACTPOWKKM BbIBpaHHOTO cnmncka npaswn unsTpauum
naketoB (ACL). Ecnu cnvcok He HangeH, kKomaHaa NbliTaeTcs ero co3aaTb. Takon
CMUCOK MOXET ObITb Ha3Ha4YeH ceTeBoMy MHTepdency komaHgon interface ip
access-group.

KomaHpa ¢ npecmkcomMm no yganseT CiMcok npasun.
Oa
Ja
[a

(config-acl)

I (config)> access-list (name»

I (config)> no access-1list <name»
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AprymeHTbI

AprymeHT Tun OnucaHue

name Crpoka HasBaHwue cnucka npasun dunstpaunm
(Cnucok KoHmpons Jocmyna, ACL).

2.1.3 access-list deny

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThl

Hob6asuTb 3anpelaroLlee npasuno punsrpaumm naketoB B ykasaHHbIn ACL.
KomaHga ¢ npedmkcom no yaansiet npasuiio.

Oa

Oa

Oa

(config-acl)>  deny (tcp | udp) <source» <source-mask»
[port[lt|eq|gt]«source-ports]«destinations«destination-mask»
[ port[Lt | eq|gt] <destination-port]

(config-acl)>  deny icmp <source» <source-mask» «destination,
«destination-mask»

(config-acl)> no deny (tcp | udp) <source» <source-mask»
[port[lt|eq|gt]«source-ports]«destinations«destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)> no deny icmp <source» <source-mask» «destination,
«destination-mask»

AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokorn.
CNnoBo
udp Kntouesoe UDP npoTokor.
CNnoBo
icmp KntoueBoe ICMP npoTtokon.
CNnoBo
source IP-agpec Afgpec nctovHuka B 3arornoske |IP-naketa.
source-mask IP-macka Macka, HaknagblBaemasi Ha agpec UCTOYHMKA

B 3aronoBke |P-naketa nepen cpaBHEHUEM
c source. EcTb ABa cnocoba BBoaa Macku:
B KQHOHWYECKOM Buae (Hanpumep,
255.255.255.0) u B BMAe OMTOBOW ANVHbI
npedukca (Hanpumep, /24).

source-port Llenoe uucno |Mopt uctovHuka B TCP nnn UDP 3aronoeke.
destination IP-agpec Apnpec Ha3Ha4yeHus B 3aronoeke IP-nakera.
destination-mask|IP-macka Macka, HaknagbiBaemas Ha agpec

Ha3Ha4yeHus B 3aronoske |P-nakeTta nepeq

24
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AprymeHT Tun OnucaHue
cpaBHeHnemM c destination. EcTb gBa
cnocoba BBoAa Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B BMAe
BuToBOM AnNWHbI Npedukca (Hanpumep, /24).
destination-port|Lenoe yicno |lMopT HasHaveHusa B TCP nnn UDP
3aronoBke.
port KntoueBoe KrtoueBoe crnoBo, KOTOPOE yKa3biBaeTcH
CIrnoBO nepen destination-port unu
source-port.
1t Krtouesoe OnepaTtop «MeHbLIe» Npy CPaBHEHMM NOPTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
eq Kntouesoe OnepaTop paBeHCTBa Npy CpaBHEHMU NopTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
gt KntoueBoe Onepatop «bonbLiey» npu cpaBHEHMM NopTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
Mpumep (config-acl)> deny icmp 192.168.0.0

255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

2.1.4 access-list permit

OnucaHue [ob6aBnTb paspeluaroLiee NpaBuIio GuUbTpaunmM NakeTosB B ykasaHHbii ACL.

KomaHga ¢ npedvkcom no yaansert npasuso.

Mpedukc no Oa
MeHsieT HacTpouKu [a
MHorokpaTtHbii BBog [a

CuHoncuc

(config-acl)>  permit (tcp | udp) <sources <source-mask»
[port[lt|eq|gt]«source-port;]«destinations «destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)>  permit icmp <sources <source-mask» «<destination,
<destination-mask»

(config-acl)> no permit (tcp | udp) <source» <source-mask>
[port[lt|eq|gt]«source-port;]«destinations «destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)> no permit icmp <sources <source-mask» «<destination,
«destination-mask»

Keenetic CnpaBoY4HUK kOMaHA
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AprymeHTbI

Mpumep

2.1.5 cifs

OnucaHue

Mpedomkec no

AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokorn.
CNnoBo
udp Kntouesoe UDP npoTokorn.
CrnoBo
icmp Kntouesoe Mpotokon ICMP
CnoBo
source IP-agpec Anpec uctodHunka B 3aronoske |IP-naketa.
source-mask IP-macka Macka, HaknagplBaemas Ha agpec UCTOYHMKA

B 3aronoske IP-naketa nepen cpaBHeHeM
c source. Ectb gBa cnocoba BBOAa Macku:
B KaHOHM4YeckoM Buae (Hanpumep,
255.255.255.0) 1 B Buge 6utoson AnNuHbI
npedwkca (Hanpumep, /24).

source-port

Llenoe yucno

MopT ncrtovHuka B TCP nnu UDP 3aronoske.

destination

IP-agpec

Apgpec Ha3HayeHus B 3aronoske IP-nakeTta.

destination-mask

IP-macka

Macka, HaknagblBaemas Ha agpec
HasHa4yeHus B 3aronoske IP-naketa nepen
cpaBHeHunemM c destination. EcTb oBa
cnocoba BBoga Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B BMAe
BuToBoM AnWHbI Npedukca (Hanpumep, /24).

destination-port

Llenoe uncno

MopT HasHayeHusa B TCP wnn UDP
3aronoBke.

port Kntoyesoe KroueBoe crnoBo, KOTOpOE yKasblBaeTcs
CNnoBo nepen destination-port unu
source-port.
1t Kntouesoe OnepaTtop «MeHbLIe» Npy CpaBHEHMM NOpTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
eq KntoueBoe OnepaTop paBeHCTBa Npy CpaBHEHMU NopTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
gt Kntouesoe OnepaTtop «bonbLie» npu cpaBHEHMM NopTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm

destination-port.

(config-acl)> permit icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

HocTtyn k rpynne komang ans ynpaeneHus cnyxbon CIFS.

Het

26
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

Het
Het

(config-cifs)

I (config)>  cifs

2.1.6 cifs automount

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

BkniounTb aBTOMaTMyeckoe nogkntodeHne USB-ycTponcTs ans gocTtyna K HAM
yepes CIFS.

KomaHgza ¢ npedrkcomM no oTkrovaeT PyHKLMIO aBTOMATUYECKOTO NOAKMYEHUS.
Oa
Oa

Het

I(config—cifs)> automount

I (config-cifs)> no automount

(config-cifs)> automount
Core::Configurator: done.

2.1.7 cifs master

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

BkntounTtb macTtep-6paysep Ha CIFS-cepBepe.

KomaHga ¢ npedmkcom no oTknoyaeT mactep-bpaysep.
[a

Ja

Het

I (config-cifs)> master

I (config-cifs)> no master

(config-cifs)> master
CIFS server master browser enabled
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2.1.8 cifs permissive

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

BknounTb paspeliaowmii pexnm, Korga Bce nornb3oBareny MOoryT nomnyynTb
goctyn K hainam Ha USB-ycTponcTee. 1o yMOnYaHuio pexxmm OTKITHOYEH.

KomaHga ¢ nperkcoM no OTKMNOYaET paspeLlaroLLnin pexnm, 1 4oCcTyn K harinam
MMEIOT TOMNbKO Nnonb3oBaTenu ¢ metkon "cifs".

[a
[a

Het

I (config-cifs)>  permissive

I (config-cifs)> no permissive

(config-cifs)> permissive
Core::Configurator: done.

2.1.9 cifs share

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

OTkpbITb 06WMIA gOCTYN K nanke Ha USB-ycTpolicTae.

KomaHaa ¢ npedukcom no 3akpbiBaeT obwuin gocTyn Kk nanke. Ecnu BbINONHUTL
KomaHay 6e3 aprymeHTa, To Ko BceM nankam Ha USB-ycTpolicTBe ByaeT 3akpbIT
obwmn goctyn.

Ha
Ja
Ja

I (config-cifs)>  share (label> <mount, [ description ]

I (config-cifs)> no share [ label ]

AprymeHT Tun OnucaHue

label CTtpoka Mmsa nanku, koTopoe ByaeT BUOHO
nornb3oBaTensm.

mount CTtpoka Mmsa nankm, kK KOTOPON OTKpbIBAETCA OO
goctyn.

description Crtpoka lMponssonbHOE onucaHue nanku.

(config-cifs)> share TEST_FAT B4EF-16EA:transmission/torrents
Core::Configurator: done.
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2.1.10 components

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

[ocTyn Kk rpynne KoMaHg, Ansi ynpaeneHnsi KOMNOHEHTaMW MUKPONPOrpaMmbl.
Het
Het
Het

(config-comp)

I (config)>  components

2.1.11 components commit

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

MNpUMeHNTb N3MEHEHNS, BHECEHHbIE KOMaHaAamu components install n
components remove.

Het

Ha

Het

I (config-comp)>  commit

2.1.12 components install

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHThI

Mpumep

OTMeTUTb KOMMOHEHT ANsa nocneaytoLlen yctaHoBkn. OKoHYaTenbHasi ycTaHoBKa
BbIMOMHSETCS KOMaHOon components commiit.

Het
Da
Oa

I (config-comp)>  install <component)

AprymeHT Tun OnucaHue

component Ctpoka HasBaHne komnoHeHTa. Cnncok 4OCTYNHbIX
ONS YCTaHOBKM KOMMOHEHTOB MOXET BbITb
BbIBEEH Ha 3KpaH KomaHOom components
list.

(config-comp)> install ntfs
Component is queued for installation: ntfs
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2.1.13 components list

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BbIBECTU HA 3KpPaH CMMCOK BCEX KOMMOHEHTOB — YCTAHOBIIEHHbIX U JOCTYMHbIX
Ans yctaHoBku. Ecnv oTcyTcTBYeT noaknodeHne k MHTepHeT, To GyaeT BbiBeeH
TONBbKO CMMCOK YK€ YCTaHOBIEHHbIX KOMMOHEHTOB.

Het
Het

Hert
I (config-comp)>  list

(config-comp)> list

webadmin:

queued:
name:
description:
size:
installed:

webadmin:

queued:
name:
description:
size:

component:

queued:
name:
description:

yes
Silver-Blue
Silver-Blue
244112

no
ZyXEL-Intl
ZyXEL-Intl
390648

yes
accesspoint
802.11 Access Point

details: Allows this appliance to be a Wi-Fi access »

point.

group:
priority:
depend:
version:
script:

country-code RU

compatibility

up

2.1.14 components remove

OnucaHue

Mpedukc no

Wireless networking
important
base,corewireless
2.6.3

interface WifiMaster0

BGN

OTMEeTUTb KOMMOHEHT ANs nocnenywuwiero yganeHus. OkoHuaTenbHoe yoaneHue
BbIMOMHAETCS KOMaHOO0MN components commit.

Het
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Ja
[a

I (config-comp)>

remove (component)

AprymeHT

Tvn

OnucaHue

component

CTtpoka

Ha3sBaHune komnoHeHTa. Cnncok OOCTYMNHbIX
ana yoaneHna KOMNOHEeHTOB MOXEeT ObITb
BblBEJEH Ha 3KpaH KoMaHAon components
list.

(config-comp)> remove ntfs

Component is queued for removal: ntfs

2.1.15 components sync

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

2.1.16 copy

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIW BBOA

CuHoncuc

AprymeHTbI

MonyunTb MHOPMaLMI0 O NOCNEAHNX BEPCUAX OOCTYMHBIX KOMMIOHEHTOB AMS
komaHabl components list. Heobxogmumo nogknioveHne Kk MHTepHET.

Het
Het

Het

I (config-comp)>

sync

(config-comp)> sync
Command: :Base error[268369923]: this system is up to date.

CkonunpoBaTb cogepxumoe ogHoro canna B gpyron. Micnone3syetcsa ons
obHoBnEeHus MUKponporpamMmmbl, COXpaHeHUA TEKYLLUX HAaCcTpOoekK, BO3BpaTa K
3aBOACKNM HACTpOWKaM 1 T. .

Het
Het

Het

I (config)>  copy «sources «destination)

AprymeHT

Tun

OnucaHue

source

Ums darina

MyTb K panny, KoTopbIN HEOBXOANMO
cKkonupoBaTb.
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Mpumep

AprymeHT Tun OnucaHue

destination Uwms daina  |lMyTb K nanke, kyga 6yaeT ckonmpoBaH doanin.

Hanpumep, coxpaHeHue HacTpoek aenaetcs Tak:
(config)>copy running-config startup-config

HaseaHwus cainos B npumepe — nceBaoHMMbI. [1ofHbIE MMeHa (hannoB HaCTPOEK,
COOTBETCTBEHHO, system: running-config u flash:startup-config.

2.1.17 dyndns profile

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,
BxoxaeHue B rpynny

CunHoncuc

AprymeHTbI

[ocTtyn Kk rpynne KomaHa onst HACTPONKM ykasaHHoro npoduna DynDns. Ecnn
npodunb He HaaeH, KomaHaa nbiTaeTca ero co3gatb. MoXxHO co3gaTth He 6onee
32 npocounen.

Oa
[a
[a
(config-dyndns)

I (config)>  dyndns profile <name»

I (config)> no dyndns profile <name,

AprymeHT Tun OnucaHue

name Ctpoka HassaHue npocpunsg. MakcumansHasa anvHa
umMeHn — 64 cumsona.

2.1.18 dyndns profile domain

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CunHoncuc

! http:\\www.dyndns.com
2 http:\\www.no-ip.com

HasHauuTb K noctosaHHoe gomeHHoe nmv4. MNepen BbINONHEHNEM KOMa1H,EI,bI Bam
HeobXxoaMMo 3aperncTpupoBaTb AOMEHHOE UMs Ha carTe dyndns.com ' nnm
no-ip.com”.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Oa
Oa

Het

I (config-dyndns)>  domain (name»
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I (config-dyndns)> no domain

AprymeHThI AprymeHT Tun OnucaHue
name Ctpoka [omeHHoe nms. MakcumanbHas anuHa
JOMEHHOro nmeHn — 254 cumpona.

Mpumep (config-dyndns)> domain systems
DynDns::Profile: "test": domain saved.

2.1.19 dyndns profile password

OnucaHue YcraHoBuTb naponbe Ans goctyna vyepes DynDns.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTHbIi BBog  Hert

CuHoncue I (config-dyndns)>  password (password»
I (config-dyndns)> no password
AprymeHThI AprymeHT Tun OnucaHue
password CTtpoka Maponb ansa astopmsauun. MakcnmanbHas
AnvHa napona — 64 cumBeona.
Mpumep (config-dyndns)> password 1234

DynDns::Profile: "test": password saved.

2.1.20 dyndns profile send-address

OnucaHue Bkntountb HeobxoamMMocCTb ykasaHus IP-agpeca MHTepHeT-coeanHeHUs B 3anpoce
DynDns.

Mpedukc no Oa

MeHsieT HacTpoukm Ja

MHorokpaTHbi BBog  Hert

Cunoncuce I (config-dyndns)>  send-address
I (config-dyndns)> no send-address
Mpumep (config-dyndns)> send-address

DynDns::Profile: a send address enabled.

Keenetic CnpaBoY4HUK kOMaHA 33




asa 2 OnucaHne KomaHg,

2.1.21 dyndns profile type

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Mpuceountb DynDns-npodunto tvn, B 3aBVICVIMO%TVI OT canTa, Ha4|<0Top0|v| ObIn1o
3aperncTpupoBaHo JoMeHHoe nms (dyndns.com” unum no-ip.com”).

Oa
[a

Het

I (config-dyndns)>  type (dyndns | noip)

I (config-dyndns)> no type

AprymeHT Tun OnucaHue

dyndns KrnitoueBoe YKa3bIBaeTCcs, eCnv JOMEHHOE UMS 5
CNnoBo 3aperucTpupoBaHo Ha cainte dyndns.com™.

noip KntoueBoe Yka3sblBaeTcsi, €Cnu JOMEHHOe UMs 5
CnoBo 3aperncTpupoBaHo Ha canTe no-ip.com .

(config-dyndns)> type dyndns
DynDns::Profile: "test": type saved.

2.1.22 dyndns profile update-interval

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

3 http:\\www.dyndns.com
http:\\www.no-ip.com

5 http:\\www.dyndns.com

6 http:\\www.no-ip.com

YcTaHoBUTb MHTepBan obHoBneHus agpeca ana DynDns. Mpedwukc no oTMeHsieT
BO3MOXXHOCTb OOHOBIEHWSI.

Da
Oa

Het

(config-dyndns)>  update-interval (days» days [ chours> hours ]
[ eminutes> minutes ] [ <seconds; seconds ]

I (config-dyndns)> no update-interval

AprymeHT Tun OnucaHue

days Llenoe uncno |BpemeHHoW nHTEpBasn B gHSX.

days KntoueBoe YkasblBaeTcsl nocrne BpeMeHHOro nHTepaana
CrnoBo B AHAX.

34

Keenetic CnpaBoYHUK kKOMaHA


http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dyndns.com
http:\\www.no-ip.com

maBa 2 OnucaHne KomaHp,

AprymeHT Tun OnucaHue

hours Llenoe uncno |BpemeHHON MHTepBan B 4Yacax.

hours Kntouesoe YkasblBaeTcs nocne BpeMeHHOro MHTepaana
CrnoBo B Yacax.

minutes Lienoe uucno |BpemeHHON MHTEpBan B MUHYTaXx.

minutes KntoueBoe YkasblBaeTcsl Nocrie BpEMEHHOro MHTepBana
CnoBo B MUHYyTaXx.

seconds Llenoe unucno |BpemeHHONM MHTEpBan B cekyHaax.

seconds Kntoyesoe YKasblBaeTcsa nocre BpeEMEeHHOro MHTepeana
CnoBo B CeKyHaax.

(config-dyndns)> update-interval 7 days
DynDns::Profile: a timeout set to 604800.

Mpumep

2.1.23 dyndns profile username

OnucaHue Cosgatb y4eTHyo 3anuck ang goctyna vyepes DynDns.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTtHbii BBog [a

Cunoncuce I (config-dyndns)>  username <login»
I (config-dyndns)> no username
AprymeHTbI AprymeHT Tun Onucanue
login CTtpoka Mmsa nonb3oBatens ans asTopmsaumu.
MakcmumanbHasa anvHa nmexHn — 64 cumsona.
Mpumep (config-dyndns)> username test_user

DynDns::Profile: "test": username saved.

2.1.24 erase

OnucaHue Ynanute dann ¢ yctponctea Keenetic.
Mpedomkc no Het
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog [a

CuHoncuc

I (config)>  erase («filename)
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AprymeHTbI

Mpumep

2.1.25 exit

OnucaHue

Mpedoukec no

MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

2.1.26 ftp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

Mpumep

AprymeHT Tun OnucaHue
filename Ums dana  |TyTb K doariny, KoTopbli HeobxoanMo
yoanuTb.

(config)> erase FLASH:swap
Erased FLASH:swap.

BbInTK 13 rpynnbl KoMaHAa.
Het
Het

Het

I (config)>  exit

(config-dyndns)> exit
(config)>

pynna komaHa Ang HacTpoyku goctyna K ftp.
Het
Het
Het

(config-ftp)
I (config)>  ftp

(config)> ftp
(config-ftp)>

2.1.27 ftp permissive

OnucaHue

Mpedukc no

MeHsieT HacTpouku

Paspewwntb goctyn K ftp-cepBepy ans Bcex nonb3oBatenen 6e3 aBTropusaumu.
KomaHga ¢ npedukcomM no 3anpeLLaer Takon JOCTyn.

[a
Oa
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

Het

I (config-ftp)>  permissive

I (config-ftp)> no permissive

(config-ftp)> permissive
Core::Configurator: done.

2.1.28 ftp user root

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

YkazaTb JoMaLLHWI kaTasor nonb3oBartens Ha ftp-cepeepe. KomaHaa ¢ npedmkcom
no cbpacbiBaeT 4OMaLLHWI KaTanor ykasaHHOro rnosib3oBaTens.

Oa
[a

Het

I (config-ftp)>  user <name» root «directory>

I (config-ftp)> no user name» root

AprymeHT Tun OnucaHue

name Ctpoka Mms nonb3oBaTens, Yen AoMallHUi KaTanor
HeobXoaAMMO HaCTPOUTb.

directory MyTb [MyTb K AOMaLLHEMY KaTasnory.

(config-ftp)> user admin root E:\
Ftp::Server: a "admin" user root directory set to "E:\".

2.1.29 interface

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

Bxop B rpynny KoMaHg Ans HacTpoWKM BbibpaHHoro nHTepdenca. Ecnun nitepdeic
He HalfeH, kKomaHaa NbiTaeTcs ero co3gatb. Komanaa ¢ npegrkcomM no yganser

NUHTepdenc.
Da

Oa

[a
(config-if)

I (config)>  interface name»

I (config)> no interface name»
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AprymeHTbI AprymeHT Tun OnucaHue

name Nms MonHoe nms nHTepderca nnm NCEBAOHNM.
nHTepcenca |Cnmcok JOCTYMHbIX ANns Bbibopa
NHTEPENCOB MOXHO YBUAETL BBEAS
komangy interface ?.

2.1.30 interface authentication chap

OnucaHue BkniounTb nogaepxky ayteHTudgpmkaumm CHAP. KomaHga ¢ npedukcom no
oTkntovaetr CHAP.

Mpedukc no Oa
MeHsieT HacTpouKu Oa
MHorokpaTHbii BBog  Hert
Tun nHtepdcpenca Secure

Cuuoncue I (config-if)>  authentication chap

I (config-if)> no authentication chap

Mpumep (config-if)> authentication chap
CHAP authentication enabled.

2.1.31 interface authentication eap-md>5

OnucaHue BkniounTb nogaepxky ayteHTudurkaumm EAP-MD5. KomaHga ¢ npedukcoMm no
oTkntovaeT EAP-MD5.

Mpedukc no Oa
MeHsieT HacTpoOMnKu Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Secure

CuHoncue I (config-if)>  authentication eap-md5

I (config-if)> no authentication eap-md5

Mpumep (config-if)> authentication eap-md5
EAP-MD5 authentication enabled.
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2.1.32 interface authentication eap-ttls

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb nogaepxky ayteHTudpmkaumm EAP-TTLS. Komanga ¢ npedmkcom no
oTknodaetr EAP-TTLS.

Oa
[a
Het

Secure

I (config-if)>

authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

2.1.33 interface authentication identity

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YcTaHOBUTbL MMS Nonb3oBaTens Ang ayTeHTUduKaLum ycTponcTaa Ha yaaneHHom
cucteme. OanHaAKOBO mcnonb3yeTcs aAng nogknioveHun PPTP, PPPoE u L2TP.

Komanpa c I'Ipe(*)VIKCOM No CTUpaeT 3agaHHOe paHee M4 MNMoJ1b30BaTen4.

Ha
Ja
Het

Secure

I (config-if)>

authentication identity wsenr)

I (config-if)> no authentication identity

AprymeHT

Tun

OnucaHue

user

CTtpoka

Mmsa nonb3oBaTtensa ons ayteHTuukaumumn

(config-if)> authentication identity test

Identity saved.

2.1.34 interface authentication mschap

OnucaHue

BkntounTtb nogaepxky ayteHtudpmkaumm MS-CHAP. KomaHga ¢ npedukcom no
oTkntoyaetr MS-CHAP.
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Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Secure

Cuuoncue I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

Mpumep (config-if)> authentication mschap
MSCHAP authentication enabled.

2.1.35 interface authentication mschap-v2

OnucaHue BkntounTb nogaepxky ayteHTudpmkaumm MS-CHAPv2. KomaHga ¢ npedmkcom

no otkntoyaet MS-CHAPv2.
Mpedoumkec no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Secure

Cunoncue I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2

Mpumep (config-if)> authentication mschap-v2

MSCHAPv2 authentication enabled.

2.1.36 interface authentication pap

OnucaHue BkntounTtb nogaepxky ayteHtudpmkauum PAP. KomaHga ¢ npedukcom no

oTkntovaet PAP.
Mpedukc no Oa
MeHsieT HacTpouKu Ha
MHorokpaTHbii BBog  Hert
Tun nHtepdcpenca Secure

CuHoncuc I (config-if)>  authentication pap

I (config-if)> no authentication pap
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Mpumep

(config-if)> authentication pap
PAP authentication enabled.

2.1.37 interface authentication password

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIl BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTb Naporib AN ayTeHTUduKaumm ycTpomncTBa Ha yaaneHHoW cucTeme.
OpauHakoBo ucnonb3yeTcsa ans nogknodennn PPTP, PPPoE u L2TP.

KomaHga ¢ npeduKkcom no CTMpaeT 3HavyeHne naponsi.
Oa

Ha

Het

Secure

I (config-if)> authentication password «passworad»

I (config-if)> no authentication password

AprymeHT Tun OnucaHue

password Ctpoka Maponb ansa ayteHTMdUKaumum

(config-if)> authentication password 1234
Password saved.

2.1.38 interface authentication shared

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

Mpumep

BknounTb pexxum ayteHTudukaumm ¢ pasgensieMbiM Kno4oM. OTOT PexXum
NCNonb3yeTcs TONbKO B coMeTaHum ¢ wudposaHnem WEP. Pasaensemble Kroum
3apatoTca komaHgown interface encryption key.

KomaHaa ¢ npedmKkcom no nepeBoauT ayTeHTUdMKALMIO B OTKPbITbIA PEXUM.
Oa

Oa

Het

WiFi

I (config-if)>  authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Shared authentication enabled.
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2.1.39 interface authentication wpa-psk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

YcTaHOBUTL NpeaBapuUTENbHO COrMacoBaHHbIN KoY A4S ayTeHTudukaumm no
npotokony WPA-PSK. BoamoxHo 3agaHue krtoda B Buge 256-6uTHoro
LecTHaauaTepuyHoro ymcna, nnbo B suge ctpokn ASCII-cumeonoB. Bo BTopom
cry4ae CTpoka UCMonb3yeTcsi Kak Kogoeas dppasa Ansi reHepupoBaHUs Krirova
(napons).

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.
Oa

[a

Het

WiFi

I (config-if)> authentication wpa-psk key)

I (config-if)> no authentication wpa-psk

AprymeHT Tun OnucaHue

key Ctpoka MpenBapuTENbLHO COrMacoBaHHbIV KoY B
Bnae 256-6MTHOro LecTHaaLaTepuyHoro
yucna, CocTosILLIEro U3

64 wecTHaguaTepu4dHbIX undp, NMdo B BUAe
ctpokn ASCII anuHoin ot 8 Ao 63 cMMBOIOB.

(config-if)> authentication wpa-psk 12345678
Pre-shared key saved.

2.1.40 interface ccp

OnucaHue

Mpedumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbI BBOA,
Tun nntepcpenca

CuHoncuc

Mpumep

Bkntountb nogaepkky npotokona CCP Ha aTane yCTaHOBIEHUS COEANHEHUS.
KomaHga ¢ npedmkcom no otkntoyaet CCP.

Oa
[a
Het

PPP

I (config-if)>  ccp

| (config-ify> no ccp

(config-if)> ccp
CCP enabled.
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2.1.41 interface channel

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTL pagunokaHan (4acToTy BelwaHns) ans 6ecnpoBoaHbIX MHTEPKENCOoB.
WHTepdencol Wi-Fi npuHnmaloT B Ka4ecTBe HOMepa kaHarna Lenble yncna ot 1
0o 14 (gnanasoH 4YacTot oT 2.412 [Ty no 2.484 'Tw).

YCTaHOBUTb LUMPUHY NOMOCHhI YacToOT AN 3afaHHOro KaHana.
Het

[a

Het

Radio

I (config-if)> channel ( <number) | auto | width (20 | 40-above | 40-below) )

AprymeHT Tun OnucaHue
number Llenoe yncno |Homep paguokaHana.
auto KntoueBoe Homep pagnokaHana onpegensercs
CNnoBo aBTOMaTUYECKM.
width KrnitoueBoe KntoueBoe crnoBo, nocne KOToporo cneagyet
CIoBO napamMeTp HaCTPOWNKN LLUMPUHBI NOSOCHI
YacToT.
20 Kritouesoe YCTaHOBUTbL LUMPUHY MOSOCHl YaCcTOT PpaBHOW
CIoBO 20 Mlu.
40-above KntouyeBoe Pacwwmputb nonocy yactot o 40 My 3a
CNnoBo CYET KaHarna crneaytoLLero no HoMmepy 3a
OaHHbIM.
40-below KrntoueBoe Pacwwmputb nonocy yactot o 40 MIy, 3a
CIoBO CYeT KaHana npeaLwlecTByoLLero no HoMmepy
OaHHOMY.

(config-if)> channel 8

Channel saved.

(config-if)> channel width 20

Network::Interface: :Rtx::WifiMaster: a channel bandwidth setting »
applied.

2.1.42 interface compatibility

OnucaHue

YcTtaHoBUTL CTaHAapTbl 6eCNPOBOAHON CBA3M, C KOTOPbIMU JOMKEH ObITb
COBMECTVM AaHHbI 6ecnpoBogHon agantep (MHTepdenc). Ansa nHtepdericos
Wi-Fi coBMecTMMOCTb 3aaetcs CTpOKOM 13 naTuHckmx byke B, G, N,
obosHavarowmx gononHeHuns k ctangapty |IEEE 802.11. K npumepy, Hanuuve B
cTpoke coBmectTumMocTu BykBbl N BygeT o3HayaTh, YTO AaHHbIN aganTep CMOXET
B3aMmMogencTaoBathb ¢ 802.11n-coBMECTUMbIMU YCTPONCTBaMM Yepes paguokaHar.
Habop gonyCcTMMbIX CTPOK COBMECTMMOCTU onpeaensieTcs annapaTHbIMu
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

BO3MOXXHOCTSIMU KOHKPETHOTO agantepa U TpeboBaHUAMN COOTBETCTBYOLLMX
gononHeHun k ctaHaapty IEEE 802.11.

Het
Oa
Het

Radio

| (config-if)>  compatibility (list>

AprymeHT Tun OnucaHue

list CTtpoka MepeyveHb BykBeHHbIX kogoB B, G, N.

(config-if)> compatibility GN
Compatibility set.

2.1.43 interface connect

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

3anyctuTtb npoLecc NoAKNoYeHNs K yaaneHHoMy yany. KomaHaa ¢ npedukcom
No npepbiBaeT coeanHeHue.

Oa
Ja
Het

PPP, IP

I (config-if)>  connect [ via <interface)]

I (config-if)> no connect

AprymeHT Tun OnucaHue

interface Crtpoka NHTepdelic, yepes KOTopbIv
OCYLLECTBIAETCA NOAKMYEeHne K
yaaneHHomy yany. [ina PPPoE atot
napametp ABnsieTca oba3aTenbHbIM.

(config-if)> connect via UsbModem3
PPP connection enabled.
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2.1.44 interface country-code

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

HasHaunTb nHTepdency BykBeHHbIN KO CTPaHbl, KOTOPbIA BNNAET Ha Habop
paano-KaHanos.

Het
[a
Het

Radio

I (config-if)>  country-code («codes

AprymeHT Tun OnucaHue

code CTtpoka Kopg cTpaHbl.

(config-if)> country-code RU
Country code set.

2.1.45 interface debug

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CuHoncuc

Mpumep

BknounTb 0TNago4dHbIN pexum nogknodeHms PPP. B otTnago4yHoM pexume B
CUCTEMHbIN XXypHan BbIBOAMTCA nogpobHasa nHpopMauus o Xxoae NoAKIoYeHNs.
KomaHga ¢ npedmnkcomM no OTKIoYaeT OTNaf0uHbIA PEXMM.

Ja
Ja
Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Debug enabled.

2.1.46 interface description

OnucaHue

Mpedukc no

HasHauuTb NponsBorbHOE onuncaHne ceteBoMy MHTepdeiicy. KomaHga ¢
npedrKCoM NO CTMPAET ONCaHMe.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Ja

Het

I (config-if)>  description «description»

I (config-if)> no description

AprymeHT Tun OnucaHue

description Ctpoka lMponsBorbHOE onucaHne nHTepdenca.

(config-if)> description 111_2222 33333
Interface description saved.

2.1.47 interface down

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

BbIkntounTb ceTeBon MHTEPGENC N 3anncaTb B HACTPOWKN COCTOSIHNE «downy.
KomaHga ¢ npedrKCOM no BKIOYaEeT ceTeBon MHTepdelc 1 yaanset «down» 13
HaCTpOeK.

Ja

Oa

Het

| (config-if)>  down

I (config-if)> no down

(config-if)> down
Interface disabled.

2.1.48 interface dyndns profile

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

MpuBaAsath k ceTeBOMY UHTEpdency npoduns DynDns. lNepea BbinonHeHnemM
KOoMaHAbl Npocumnb AormkeH ObiTb cO34aH U HAacTpoeH rpynnon komaHg dyndns
profile.

KomaHga ¢ npedrkcom no pa3pbiBaeT CBA3b MeXAy NpodunemM n nHtepgencom.
Oa
Oa

Het

I (config-if)>  dyndns profile name»
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AprymeHTbI

Mpumep

I (config-if)> no dyndns profile

AprymeHT Tun OnucaHue

name Ctpoka HasBaHue npodung DynDns.

(config-if)> dyndns profile test
Core::Configurator: done.

2.1.49 interface dyndns update

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

O6HoBUTL Bpy4Hyto IP-agpec ana DynDns. o ymonyaHuio komaHga pabortaet
B COOTBETCTBUM C MONUTUKOW NocTaBLyuka ycnyr DynDns, KOTOpbIN He NO3BonseT
0b6HoBNATHL IP cnwkom yacTto. KntodeBoe crnoso force nossonsetr o6HoBUTL IP
B 006X04 NONWUTMKM NOCTaBLLMKA YCITyT.

Het

Oa

Het

I(config—if)> dyndns update [ force]

AprymeHT Tun OnucaHue
force Kntouesoe He yunTbiBaTb pEKOMEHAOBAHHYIO YacTOTy
CrnoBo OBHOBNEHMS.

(config-if)> dyndns update
DynDns::Profile: "test" update started.

2.1.50 interface encryption enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

BkniounTb WwWindpoBaHue Ha 6ecnpoBoaHoM nHTepdence. Mo ymonyaHumio
ncnonb3syertcs wudgposanue WEP.

KomaHga ¢ npedukcom no oTknovaeT wndpoBaHne Ha 6ecnpoBogHOM
NUHTepdence.

Da
Oa
Het
WiFi

I (config-if)>  encryption enable
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Mpumep

I (config-if)> no encryption enable

(config-if)> encryption enable
Wireless encryption enabled.

2.1.51 interface encryption key

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

HasHaunTb kntoun wndposaHms WEP. B 3aBUCMMOCTM OT paspsgHOCTH, KIod
MOXeT 6bITb 3agaH 10 wecTHaguaTepuyHbiMu uudpamm (5 cumsonamm ASCII)
— 40-6UTHBIN KoY, unn 26 WwecTHaguatepnyHeiMu undpamm (13 cumsonamm
ASCII) — 104-61THbBIN KMtod. Becero moxet ObITb 3aaaHo oT 1 Ao 4 Knoyen

WK POBaHMS, N OANH U3 HUX AOIMKEH ObITb HA3HAYEH KIHOHYOM MO YMOMYaHUIO.

Oa

Oa

[a

WiFi

I (config-if)>  encryption key <id> ( «value> [default] | default)

I (config-if)> no encryption key «id>

AprymeHT Tun OnucaHue

id Llenoe uncno |Homep kntoya. Bcero MOXHO 3agaTth 4o
yeTblipex Kro4en.

value Crtpoka 3HayeHue knioya B BUae
LLUeCTHaALaTepPUYHOro Y1cna, COCTOSILLErO
13 10 unn n3 26 umadp.

default KntoueBoe YkasbIBaeT, YTO AaHHbIN Koy OyaeT
CrnoBo NCMNOMb30BaH Mo YMONMYaHuto.

(config-if)> encryption key 1 1231231234
Encryption key saved.

2.1.52 interface encryption mppe

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

Twun nHtepcpenca

BkntounTtb nogaepxky wndpposanna MPPE. KomaHaa ¢ npedrKcom no OTKNoYaeT
wncpposaHne MPPE.

Oa
Oa
Het

PPTP
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CuHoncuc

Mpumep

I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

2.1.53 interface encryption wpa

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

Mpumep

BkntounTtb anroputmMbl obecneyeHms 6esonacHocTn WPA Ha 6ecnpoBogHOM
nHTepdgence. becnposogHon nHTEPGENC MOXET NOAAEPXKMBATL COBMECTHOE
ucnons3osaHne WPA n WPA2, ogHako nogaepxka WEP aBTomatuyecku
OTKNIOYaeTcH npu BrknodeHun nioboro s WPA.

Komanga c npedumkcom no otkntovaet WPA.
Ja

Oa

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

2.1.54 interface encryption wpa2

OnucaHue

Mpedukc no

MeHsieT HacTpoOWKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

BkntounTb anroputmbl obecneyeHnst 6esonacHoctn WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBogHOM MHTEpdence. becnpoBogHON MHTEPdENC MOXET paspeLlaTb
coBmMmecTHoe ncnonb3oBaHne WPA n WPA2, ogHako nogaepxka WEP
aBTOMAaTU4eCKM OTKIOYaETCS Npu BKAOYeHUn noboro ns WPA.

KomaHga ¢ npedmkcom no otkntodaetr WPA2.
Ha

Oa

Het

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2
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Mpumep

(config-if)> encryption wpa2
WPA2 algorithms enabled.

2.1.55 interface hide-ssid

BkntounTb pexxum ckpbitusa SSID . [pu ncnonb3oBaHUKM 3ToN PyHKLMK, TOUKa
OOCTyna He oTobpaxkaeTcs B Cnucke AOCTYMHbIX 6ecnpoBoaHbIx ceTen. Ho ecnu
nonb30BaTernto N3BECTHO O CYLLECTBOBaHMM 3TOW CETU U OH 3HaeT ee SSID, To
CMOXET NOAKIMYMTBECS K 3TON ceTu. Mo yMON4YaHuo peXXMmM OTKITHYEH.

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

Da
Oa
Het

Access Point

I(config-if)> hide-ssid

| (config-if)> no hide-ssid

(config-if)> hide-ssid
SSID broadcasting disabled.

2.1.56 interface igmp downstream

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

BkntounTb pexum pabotel IGMP Ha nHTepdence no HanpaBneHnto K
noTpebuTenam rpynnoBon paccebinkn. Ha yctponctee gomxkHa ObITh 3anyLueHa
cnyx0ba service igmp-proxy. [lonyckaetcs Hanu4ne HeCKONbKUX MHTEPMENCOoB

downstream.

Komanpa c I'Ipe(*)VIKCOM No OTMEHSIET AeNCTBNE KOMaHAbI.

Oa
Oa
Het

P

I (config-if)>  igmp downstream

I (config-if)> no igmp downstream

(config-if)> igmp downstream

added downstream interface ISP.
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2.1.57 interface igmp fork

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb aybnupoBaHue ncxogsawmx naketos /IGMP upstream B 3agaHHbIN
nHTepdgenc. [lonyckaerca Hannume Tornbko oaHOro uHTepgenca fork.

KomaHga ¢ nperkcoMm no oTMEHSET eNCTBME KOMaHAbI.
Oa

Ja

Het

IP
I (config-if)>  igmp fork
I (config-if)> no igmp fork

(config-if)> igmp fork
fork role assigned to ISP.

2.1.58 interface igmp upstream

OnucaHue

Mpedukc no

MeHsieT HacTpoMnKu
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb pexum pabotel IGMP Ha nHTepderice No HanpaBneHUo K UICTOUYHUKY
rpynnoBon paccbinkn. Ha yctporcTee fomkHa 6bITh 3anylleHa cnyxba service
igmp-proxy. [lonyckaetcs HanMune TOnbKO O4HOro nHTepdenca upstream.

KomaHga ¢ nperkcoM no oTMEHSET eNCTBME KOMaHAbI.
Oa

[a

Het

IP
I (config-if)>  igmp upstream
I (config-if)> no igmp upstream

(config-if)> igmp upstream
upstream role assigned to ISP.

2.1.59 interface include

OnucaHue

Mpedukc no

Ykasatb Ethernet-uHtepdelic, kotopbit byaeT nobaeneH B NporpamMmmMHbIA MOCT
B KadecTBe nopta. KomaHaa ¢ npedunkcomM no yaansiet nHtepdgeinc ns mocTta.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

Oa

[a

Bridge

I(conﬁgJﬂ> include cinterface»

I (config-if)> no include <interface,

AprymeHT Tun OnucaHue

interface Ctpoka Nmsa unu ncesgonnm Ethernet-untepderica,
KOTOPbIN OOMKEH OblTb BKITHOYEH B MOCT.

(config-if)> include WifiStation®
Interface acquired.

2.1.60 interface inherit

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Ykasatb Ethernet-uHtepderic, kotopbin byaeT nobaeneH B NporpamMmmHbIA MOCT

B Ka4yecTtBe nopTta. B otnuune ot komaHabl include, komaHga inherit nepegaer

MOCTY HEKOTOpbIE HAacTpoKKkn Aobasnsiemoro nHtepdenca, Takme kak IP-agpec,
macky 1 IP-ncesgonumel. Mpu yoganeHnm nnbo camoro mocTta, nnbo nHtepdenca
13 MOCTa, 3TV HACTPOWNKM, JaXKe eCrnv OHU ObiNn M3MEHEHbI, ByayT CKONMUPOBaHbI
obpaTHo Ha ocBoboAUBLUMICS UHTEPdENC.

KomaHnpa ¢ npecukcom no ygandet nHtepdenc n3 Mocra, Bo3Bpallaet
NHTEpdEency HaCTPOMKK, yHacreqoBaHHbIE paHee MOCTOM, 1 cOpacbiBaeT aTn
HacTPOMKM Yy MOCTa.

KomaHaa nossonsiet 4obasutb B MOCT UHTEPENC, Yepes KOTOPbIN
OCYLLECTBSAETCA ynpaBneHne yCTpOMCTBOM, U He NOTEPSTb YrpaBreHune.

Ja
Ja
Oa
Bridge

I (config-ify>  inherit <interfaces

I (config-if)> no inherit <interface,

AprymeHT Tun OnucaHue

interface Nms Wma unu ncesgonnm Ethernet-untepdenca,
UHTepdenca |KOTOpbI OOMMKEH ObITh BKMOYEH B MOCT.
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Mpumep

(config-if)> inherit WifiStation0
Interface acquired.

2.1.61 interface ip access-group

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

MpunBaA3aTb MMEHOBaHHbLIN CNMCOK nNpaBun dunstpaumm (ACL, cm. access-list) k
nHTepdency. MapameTp in unm out ykasbiBaeT HanpasneHue Tpadvka ans
koToporo 6yaeT npumensATbes ACL. K ogHoMy nHTepdency MoxeT ObITb NPMBS3aHO

Heckonbko ACL.

KomaHga ¢ npedmkcom no otknoyaetr ACL onsa ykasaHHOro uHrepgenca u
HanpasrneHus Tpaduka.

[a
Ja
Oa
IP

| (config-if)>

ip access-group <acl) (in | out)

I (config-if)> no ip access-group <acls (in | out)

AprymeHT Tun OnucaHue
acl Ctpoka Cnuncok npasun unstpawmu,
npegsapuTenbHO CO34aHHbIN C MOMOLLbIO
KoMaHabl access-list.
in KrntoueBoe MpMeHnTb unbTPaLmIo K BXOAALWMM
CNnoBo naketam.
out KrnitoueBoe MpMeHNTb UnNLTPaLmIo K UCXO4ALLMM
CNnoBo naketam.

(config-if)> ip access-group 111 in
Access group applied.

2.1.62 interface ip address

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

U3meHnTb IP-agpec n macky ceteBoro nHtepderica. Ecnu Ha nHtepdeiice
3anyLieHa cnyx6a aBTomaTU4eckon HacTpoKkM agpeca, Hanpumep, DHCP-knneHT
(cm. interface ip dhcp), TO Bpy4Hyt0 yCTAHOBMNEHHbIN aapec MOXET ObITb

nepesanuncaH. Komanga c npedurkcom no cobpackiBaeT agpec Ha 0.0.0.0.

Da
Oa

Het
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Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

P

I (config-if)>  ip address (address» mask>

I (config-if)> no ip address

AprymeHT Tun OnucaHue
address IP-agpec Anpec ceTeBoro nHTepdeica.
mask IP-macka Macka ceteBoro nHtepderica. Ectb gBa

crnocoba BBOAa Macku: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) u B BMAe
BuTOoBOM ANWHbLI Npedukca (Hanpumep, /24).

OpHo 1 TO Xe 3HaYeHue agpeca ceTu, cocTosero n3 IP-agpeca 1 Macku, MOXHO
BBECTU ABYMS cnocobamu: ykasaTb Macky B KaHOHUYECKOM BMAE MUKW 3aaaTb
OuTOBYIO ONUHY Npedmkca.

(config)> interface Switch0/VLAN43

Created interface SwitchO/VLAN43.

(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.

(config-if)> ip address 172.17.24.9/24

Network address saved.

(config-if)> [Ctrl]1+[D]

(config)> show interface Switch0/VLAN43

mac: 00:23:f8:5b:d3:f4

index: 43

type: VLAN
description:

state: up

link: down

address: 172.17.24.9
mask: 255.255.255.0
mtu: 1500

global: no

(config)>

2.1.63 interface ip address dhcp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

3anyck DHCP-knueHTa Ang aBToMaTtMyecKon HaCTPOMKU CETEBbIX NapaMeTPOB:
IP-agpeca n macku uHTepderica, cepsepoB DNS u wino3a no yMonyaHuio.
Komanga ¢ npecukcom no octaHaenmeaeT cryk0y DHCP-knueHTa, yoansiet
OWHaAMU4YeCKM HaCTPOEHHbIE NapaMeTpbl U BO3BpaLLaeT npeabiayLine HacTPONKm
IP-agpeca n macku.

Ja
Oa
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Het

Ethernet

I (config-if)>  ip address dhcp [ hostname <hostname> ]

I (config-if)> no ip address dhcp

AprymeHT Tun OnucaHue

hostname Kntouesoe KnoueBoe crnoBo, Nocse KOToporo
CrnoBo yKasblBaeTCd MMs XoCTa.

hostname Mmsa xocTa Mmsa xocTa, koTopoe nepegaeTcs B none

12-o11 onumn DHCP. 310 nms He
06513aTenNbHO AOMKHO ObITb TAKUM e, Kak
UMS XOCTa, BBEAEHHOE B npoLecce
rnobanbHOM HAaCTPOMKN.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on Switch@/VLAN2.

2.1.64 interface ip adjust-ttl

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA
Tun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

M3ameHnTb napameTp TTL nepBoro naketa Ans BCeX MCXoaaLmMX coeqmHeHNN
nHTepdenca. KomaHaa ¢ npedukcoM No OTMEHSAET HACTPOWNKY.

Ja
Oa
Het

IP
I (config-if)>  ip adjust-ttl (inc | dec) value»

I (config-if)> no ip adjust-ttl

AprymeHT Tun OnucaHue
inc KntoueBoe KntoueBoe croeo, o6o3Havatolee
CnoBo yBenuyexue TTL.
dec KnitoueBoe KntoyeBoe cnoBo, o6o3HavatoLlee
CNnoBo ymeHbLieHvne TTL.
value Llenoe uncno |BenuuuHa nameHenunsa TTL. MoxeTt
NpPUHUMaTb 3Ha4yeHus oT 1 go 255.

(config-if)> ip adjust-ttl inc 10
TTL adjustment enabled.
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2.1.65 interface ip alias

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

YcTaHoBUTb AononHUTeNbHbIN IP-agpec n macky ceTeBoro uHTepdenca
(nceBOoHMM).

KomaHga ¢ npedurkcom no cbpackiBaeT ykasaHHbIN NceBAoHMM Ha 0.0.0.0, Tem
caMbIM yaanss ero. Ecnm BbinonHuTs komaHay 6e3 aprymeHTa, TO BECb CMIUCOK
nceBOoOHMMOB ByeT OYMLLEH.

[a
Oa
[a
IP, Ethernet

I (config-if)>  ip alias (address> mask>

I (config-if)> no ip alias [ (address» mask> ]

AprymeHT Tun OnucaHue

address IP-agpec [lononHuTenbHbIN agpec ceTeBoro
WUHTepdenca.

mask IP-macka [ononHuTenbHasa macka ceTeBoro

uHtepdpenca. Ecte gBa cnocoba BBoAda
Macku: B KaHOHMYECKOM Buae (Hanpumvep,
255.255.255.0) u B BUAE OMTOBOM ANWHBI
npecukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
IP alias saved.

2.1.66 interface ip apn

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

HasHaunTb nmsa touke goctyna 3G (APN, Access Point Name). KomaHga ¢
npedwmkcom no yganset APN.

[a
Ja
Het

UsbModem

I (config-ify>  ip apn <name>»

I (config-if)> no ip apn
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

name Ctpoka APN.

(config-if)> ip apn 3G_modem
APN saved.

2.1.67 interface ip dhcp client debug

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdpenca

CuHoncuc

Mpumep

BkniounTb 0TNagoYHbIn pexnm. B oTnagoduHOM pexmme B CUCTEMHBIN XXypHar
BbIBOAUTCA nogpobHas nHgpopmauus o pabotre DHCP-knueHTa. Komanga ¢
nNpecrKCOM NO OTKIHOYAET OTNALA0YHBIN PEXUM.

Ja
Ja
Het

Ethernet

| (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.

2.1.68 interface ip dhcp client displace

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

BbITeCHUTL cTaTuyecknin agpec nHtepdgenca interface B criydyae ecnv oH
KOHGNMKTYET € agpecom, nonyyeHHbiM DHCP-knneHToM ocHoBOro MHTepdelica.
KomaHga ¢ npedmkCcom No OTMEHSIET BbITECHEHUE ANA YKa3aHHOro MHTepdelrica.

[laHHasa komaHga BbINONHAETCA aBTomMaTudecku npu nogknioveHnn USB Ethernet
apganTtepa. [locne aToro NPoOUCXOAUT COXpaHeHe KoHUrypauum n nepesarpyska
yCTponcTBa.

Ja
Oa
Ja
Ethernet

I (config-if)>  ip dhcp client displace <interface)

I (config-if)> no ip dhcp client displace cinterface;
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

interface Nms Mmsa unm nceBaoHnM nHtepdeiica, 4Yen

nHTepdenca |cratuyeckun agpec OyaeT BbITECHEH.

(config-if)> ip dhcp client displace Home
Dhcp::Client: added CdcEthernet® Home displacement.

2.1.69 interface ip dhcp client dns-routes

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKH
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb aBTOMaTMyeckoe gobaeneHue xoct-mapLipytos o DNS-cepsepos,
nony4eHHbix oT DHCP-cepBepa. 1o yMOn4aHuIo BKIOYEH.

Oa
Ja
Het

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: Home DHCP client DNS host routes enabled.

2.1.70 interface ip dhcp client hostname

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbI BBOA
Tun nHtepdenca

CuHoncuc

AprymeHTbI

HasHaunTb nms xocTa, kotopoe otnpasnsetrca B8 DHCP-3anpoce. KomaHga ¢
npednKCoOM NO BO3BPALLAET XOCTY MMS MO YMOSYAHWIO.

[a
Oa
Het

Ethernet

I (config-if)>  ip dhcp client hostname <hostname»

I (config-if)> no ip dhcp client hostname

AprymeHT Tun OnucaHue

hostname Ctpoka Mmsa xocTa ans HasHaveHus.
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Mpumep

(config-if)> ip dhcp client hostname HostName
Dhcp::Client: Home DHCP client hostname is set to HostName.

2.1.71 interface ip dhcp client name-servers

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

VMcnonb3oBaTb agpeca cepBepoB DNS nony4veHHble no DHCP. KomaHaa ¢
npednKcoM No 3anpeLlaeT ucnonb3oBaTtb agpeca DNS-cepBepoB Nofy4YeHHbIe
no DHCP. o ymonyaHuio ata yHKUUA BKITHOYEHA.

[a
Oa
Het

Ethernet

I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

(config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.

2.1.72 interface ip dhcp client release

OnucaHue

Mpedouke no

MeHsieT HacTpOMKH
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

DHCP-knneHT ocBoboxXaaeT apeHay IP-agpeca n yxoguT B cnsiwun pexxum. Ewe
O[HO BbIMOMNHEHWe 3Ton koMaHabl nepesoant DHCP-knneHT B pexum
aBTOMaTtu4eckoro nony4veHus IP-agpeca.

Het
Ja
Het

Ethernet

I (config-ify>  ip dhcp client release

I (config-if)> no ip dhcp client release

(config-if)> ip dhcp client release
Dhcp::Client: IP address released.

2.1.73 interface ip dhcp client renew

OnucaHue

DHCP-knneHT ocBoboXaaeT apeHay IP-agpeca n nepexoauT B pexXyuM Nony4veHns
HOBOIO.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

Mpumep

Het
[a
Het

Ethernet

I (config-if)>  ip dhcp client renew

I (config-if)> no ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

2.1.74 interface ip global

OnucaHue

Mpedoumke no

MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YctaHoBUTb Ans MHTepdelica cBoMCTBO «global» ¢ napameTpom. 3TO CBOWCTBO
HeobXoQuMOo ANst yCTaHOBKU MapLupyTa no ymonyaHuio, pabotsl DynDNS-knveHTa
n NAT. MoxHo npegctaenath global-nHrepdgencsl, kak BeayLume B rnobdbanbHyto
CeTb (B MHTEPHET).

MapameTp ceoncTtea «global» BnusieT Ha npuopuTeT UHTEpdenca B npase
YCTaHOBWUTb MapLUpyT Mo ymondaHuo. Yem nproputet bonblue, TeM xenatenbHee
0515 Nonb3oBaTens BbIXOA4 B rnobanbHyo ceTb Yepes ykaszaHHbIn nHtepdenc. C
nomoLpbto npuoputeTta «global» peanusyercs yHKUUSA pe3epBUpOBaHNS
nogknioyeHus B nHTepHeT (WAN backup).

[a
[a
Het

P

I (config-ify>  ip global «(priority»

I (config-if)> no ip global

AprymeHT Tun OnucaHue

priority Llenoe uucno |lMpuoputet nHTepderica npyn yctaHoBKe
MapLupyTa no yMOomnyaHuio.

(config-if)> ip global 10
Interface is set as global.
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2.1.75 interface ip mru

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA
Tun nHTepdpenca

CuHoncuc

AprymeHTbl

Mpumep

YcraHoBuTh 3HadyeHne MRU kotopoe 6yaeT nepenaHo yaarneHHoMy yany rnpu

ycTaHoBneHun coeanHenus PPP (IPCP). o ymonyaHuio ncrnonb3yeTcs 3HadeHne

1460.

Komanpa c ﬂpe(bMKCOM NoO OTMEHSIET AENCTBNE KOMaHAbI.

Da
Oa
Het

PPP

I (config-if)>  ip mru «value»

I (config-if)> no ip mru

AprymeHT Tun

OnucaHue

value Llenoe uncno

3HavyeHne MRU.

(config-if)> ip mru 1400
MRU saved.

2.1.76 interface ip mtu

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

YctaHoBuTh 3HadyeHne MTU Ha ceTeBoM nHTepdence. KomaHaa ¢ npedukcom

no cOpackiBaeT 3HayeHne MTU Ha To, KoTopoe 6bino A0 NEPBOro NPUMEHEHUS
komMaHgbl. [pu ycTaHoBNEeHWUM coeguHeHus no npotokony PPP (IPCP), yaaneHHoMmy

y3ny OyayT oTnpaBnsATbCS NakeTbl yka3aHHoro pasmepa MTU paxe ecnu ToT

3anpocusnt MTU meHbLero saHadyeHus.

[a
[a
Het

P

I (config-if)y>  ip mtu «values

I (config-if)> no ip mtu

AprymeHT Tun

OnucaHue

value Llenoe uncno

3HaueHne MTU. nana3oH AonyCTumbIX
3Ha4yeHun — ot 64 go 65535.
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Mpumep

(config-if)> ip mtu 5000
MTU saved.

2.1.77 interface ip remote

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTb CTaTUYECKNA aapec yaaneHHoro ysna.
Oa

[a

Het

PPP

I (config-if)>  ip remote address)

I (config-if)> no ip remote

AprymeHT Tun OnucaHue

address IP-agpec Apgpec yganeHHoro ysna.

(config-if)> ip remote 192.168.2.19
Remote address saved.

2.1.78 interface ip tcp adjust-mss

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA,
Tun nHTepcpenca

CuHoncuc

YcTaHaBWTb OrpaHNYeHre MaKCMarbHOTO pasMepa CerMeHTa UCXOASALLMX CECCUM
TCP. Ecnu 3HaueHne MSS, koTopoe nepenaetcs B norse 3aronoBka SYN-nakeTos,
npeBbilIaeT 3agaHHoe, KoMaHaa MeHseT ero. KomaHaa npumeHsieTcs K
nHTEepdency n gencreyeT Ha Bce nucxogsme TCP SYN naketbl.

KomaHga ¢ nperkcoM no oTMEHSET JeNCTBME KOMaHAbI.
Oa

[a

Het

P

I (config-if)>  ip tcp adjust-mss (pmtu | inss> )

I (config-if)> no ip tcp adjust-mss
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
pmtu KntoueBoe YcTaHoBUTb BEPXHIOK rpaHuuy MSS, paBHyto
CnoBso MUHUMansHoMy MTU Ha nyTu K yganeHHomy
ysny
mss Llenoe uucno |BepxHsia rpaHnua MSS.

(config-if)> ip tcp adjust-mss pmtu
TCP-MSS adjustment enabled.

2.1.79 interface ipcp default-route

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA
Tun nHTepdpenca

CuHoncuc

Mpumep

Vcnonb3oBaTtb agpec yaaneHHOoro ysra Kak w03 no yMmo4aHuio. KomaHpa c
I'Ipe(bVIKCOM no 3anpelwaeT namMeHeHune wsr3a no ymos4aHuio.

Ja
Oa
Het

PPP

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.

2.1.80 interface ipcp name-servers

OnucaHue

Mpedoumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbIli BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

WMcnonb3oBaTb agpeca cepepoB DNS nonyyveHHble no /PCP. KomaHnaa ¢
npedrKCOM No 3anpeLlaeT Ucnonb3oBaTb agpeca cepsepoB DNS nony4veHHble
no IPCP.

Oa
Ha
Het

PPP

I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
Using remote name servers.
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2.1.81 interface ipcp vj

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

BkntounTb cxaTtue 3aronoskoB TCP/IP metogom BaH Akobcona. KomaHnaa ¢

NpPedrKCOM NO OTKIOYaET cKaTue.

Oa
[a
Het

PPP

I (config-if)>

ipcp vj [cid]

I (config-if)> no ipcp vj

AprymeHTr Tun OnucaHue
cid KntoueBoe Bkntountb cxxatne Connection ID B
CIoBO 3arofioBKax.

(config-if)> ipcp vj cid
V] compression enabled.

Network: :Interface: :PPP: done.

2.1.82 interface ipv6 address

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA

CuHoncuc

AprymeHTbl

Mpumep

Hactpoutb IPv6-agpec Ha nHtepderice. Ecnu ykasaH aprymeHT auto, agpec
HacTpavBaeTcHa aBToMaTudeckn. BBoag agpeca BpyyHyto AenaeT ero CTatuyeckum.

Oa
Ja
[a

|(conﬁg4n>

ipv6 address ( <address> | auto)

I (config-if)> no ipv6 address [ <address; | auto]

AprymeHT Tun OnucaHue

address IPv6-address |Aapec DNS-cepsepa.

auto Kniouesoe BknounTb gnHaMm4eckoe HasHadyeHue
CnoBo agpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.
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2.1.83 interface ipv6 prefix

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO,

CunHoncuc

AprymeHThl

Mpumep

HacTtpouTb generaumio npedumkca. Ecnun ykasaH aprymeHT auto, npecukc
3anpalumBaetcsa Yepe3 DHCPv6-PD.

[a

[a

Het

I (config-if)>  ipv6 prefix ( (prefix; | auto)

I (config-if)> no ipv6 prefix [ «prefix; | auto]

AprymeHT Tun OnucaHue

auto Kntouesoe BknounTtb generaumio npedumkca.
CnoBo

prefix Mpedukc YkasaTb NpeuKC BPYYHYIO.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

2.1.84 interface ipv6 name-servers

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHTbI

Mpumep

HacTtpouTtb nonyyeHune nHpopmaumm ot DNS . Ecnn ykasaH apryMeHT auto,
Bknovatotcss DHCPv6 DNS-3anpochi.

Ja
Oa

Het

I (config-if)>  ipv6 name-servers (auto)

I (config-if)> no ipv6 name-servers [auto]

AprymeHT Tun OnucaHue
auto Kniouesoe BkntounTtb aBTokoHMUrypauuio DNS.
CnoBo

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.
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2.1.85 interface ipvbecp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb nopgaepxky IPv6CP Ha aTane yctaHoBneHus coeguHenns. KomaHga ¢
npedurkcom no otkntovaet IPv6CP.

Oa
[a
Het

PPP

I (config-ify>  ipvecp

I (config-if)> no ipv6cp

(config-if)> ipv6cp
IPv6CP enabled.

2.1.86 interface Icp acfc

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

BknounTb cornacoBaHve napameTpoB CXXaTus rosiel kaHarnbHo20 ypoeHs Address
u Control. KomaHga ¢ npedKCoM no OTKMOYaET JAaHHYHO OMNLMio 1 BCe 3anpochl
yAaneHHon CTOPOHbI Ha cornacoBaHue ACFC OTKIOHAIOTCA.

[a
Ja
Het

PPP

| (config-if)>  lcp acfc [cid]

I (config-if)> no 1cp acfc

AprymeHT Tun OnucaHue
cid KrntoueBoe Bkntountb cxxatne Connection ID B
CIoBO 3arofioBKax.

(config-if)> lcp acfc cid
ACFC compression enabled.

Network: :Interface: :PPP: done.
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2.1.87 interface Icp echo

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHThl

Mpumep

2.1.88 interface Icp pfc

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdpenca

CunHoncuc

3apatb npaBuna TecTupoBaHus coeanHennsi PPP cpeacteamu LCP echo.
KomaHga ¢ npedmkcom no otkntodaet LCP echo.

Oa
Ja
Het

PPP

I (config-if)>

| (config-if)> no Lcp echo

Lcp echo <intervals «count»

AprymeHT

Tun

OnucaHue

interval

Llenoe uncno

WHTepBan mexay otnpaekamu LCP echo, B
cekyHgax. Ecnu B TeyeHune ykasaHHOro
WHTepBana BpeMeHM OT yaareHHON CTOPOHBbI
He 6bin nonyyeH LCP 3anpoc, en byaet
OTMpaBIieH TakoW 3anpoc C OXnaaHnem
oTtBeTa LCP reply.

count

Llernoe uucno

KonnyecTBo oTnpaBneHHbIX noapsag
3anpocoB LCP echo Ha koTopble He bbin
nony4veH oteeT LCP reply. Ecnu count
3anpocoB LCP echo octanuck 6e3 oTBeTa,
coeguHeHune Byget pasopBaHo.

(config-if)> lcp echo 5 3

LCP echo parameters updated.

BkniounTb cornacoBaHue napameTpoB cxaTtua rnoss Protocol e 3azonoskax PPP.
KomaHgaa ¢ nperkcom no OTKMoYaeT AaHHYH0 OMNLMIO U BCe 3anpochl yaaneHHom
CTOPOHbI Ha cornacoBaHne PFC OTKMOHSATCA.

[a
[a
Het

PPP

| (config-if)>

lcp pfc [cid]

I (config-if)> no Lcp pfc
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
cid KrntoueBoe Bkrntountb cxatne Connection ID B
CIoBO 3aronoBkKax.

(config-if)> lcp pfc cid
PFC compression enabled.

Network: :Interface: :PPP: done.

2.1.89 interface mac access-list address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

Hob6asutb MAC-agpec B cnucok npasun punbsrpaummn nHtepdenca. Tun cnucka
JocTyna yctaHaBnneaeTcs koMaHaon mac access-list type.

KomaHga ¢ npedukcom no yaansiet ykasaHHbin MAC-agpec ns ACL.

Ja
[a
Oa

Access Point

| (config-if)>

mac access-list address address>

I (config-if)> no mac access-1list address (address>

AprymeHTr

Tun

OnucaHue

address

MAC-agpec

MAC-aapec, KoTopbliin Heobxoaumo Ao6aBUTb
B ACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added

2.1.90 interface mac access-list type

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

Tun nHTepcpenca

YcTaHoBUTb TN CN1cKa npasun dounstpauumn nHtepdenca. No ymonyaHuio tmn
He ornpeneneH (NPUCBOEHO 3HAYEHNE nNone).

Het
[a
Het

Access Point

68

Keenetic CnpaBoYHUK kKOMaHA



maBa 2 OnucaHne KomaHp,

CuHoncuc

AprymeHTbI

Mpumep

I (config-if)>

mac access-list type (none | permit | deny)

AprymeHT Tun OnucaHue

none KntoueBoe Twun cnucka npaeun huneTpaumm He
CNnoBo onpegneneH.

permit KntoueBoe B cnucok 6ygyT 4o6aBnsATbLCSA TONbKO
CNnoBo pa3peleHHble MAC-agpeca.

deny Kniouesoe B cnncok 6yayT gobaBnaTbCa TONMLKO
CnoBo 3anpeweHHble MAC-agpeca.

(config-if)> mac access-list type permit
set access-policy: permit

2.1.91 interface mac address

OnucaHue

Mpedukc no

MeHsieT HacTpoOuKuM
MHorokpaTHbI BBOA
Tun nHtepdcpenca

CuHoncuc

AprymeHTbI

Mpumep

HasHauntb MAC-agpec Ha ykasaHHbI ceTeBor UHTepdenc. Agpec 3agaeTtcs B
LecTHaauaTtepmnyHoM cpopmate 00:00:00:00:00:00. KomaHga no3sonsaet
yCTaHoOBMUTb Ntobon agpec, HO NpedynpexaaeT nonb3oBaTensd, ecnv B HOBOM
agpece yctaHoBreH 6ut «multicasty nnm cépoluen 6ut «OUI enforced».

KomaHga ¢ npedmkcom no BosBpallaet nHrepdency mcexogHsin MAC-agpec.

Ja
Ja
Het

MAC

| (config-if)>

mac address (address»

I (config-if)> no mac address

AprymeHT

Tun

OnucaHue

address

MAC-agpec

HoBbin MAC-agpec uHtepdenca

(config-if)> mac address 3C:1F:6E:2A:1C:BA
MAC address saved.

2.1.92 interface mac address factory

OnucaHue

Mpedukc no

HasHaunTb 3aBoackon MAC-agpec Ha yka3aHHbIM CeTeBOW UHTepdeNcC.
CywecTtsyeT aBa 3aBoackux MAC-agpeca — ycnosHo, "LAN" n "WAN". 1 oguH
N3 HUX MOXET BbITb Ha3Ha4yeH uHTepdency.

Het
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MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca MAC

Cunoncuce I (config-if)> mac address factory (lan | wan)

AprymeHThI AprymeHT Tun OnucaHue
lan KntoueBoe NuTepdericy bynet npuceoeH "LAN"
CI10BO MAC-agpec.
wan Kntouesoe NHTepdericy 6yaet npuceoeH "WAN"
CIoBO MAC-agpec.
Mpumep (config-if)> mac address factory lan

Core::System: :UConfig: done.

2.1.93 interface mac clone

OnucaHue MpucesouTb nHTEepdency MAC-agpec ot NK onepaTtopa.
Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert
Tun nHtepdpenca MAC, IP

CuHoncuc I (config-if)>  mac clone

Mpumep (config-if)> mac clone
MAC address saved.

2.1.94 interface modem connect

OnucaHue Mogkntounte USB-moaem. MNepen BeINONHEHMEM KOMaHAbI HEO6X0ANMO
MHULManu3anpoBatb MogemMm komaHgon modem init.

KomaHaa ¢ npedkcom no npepbiBaeT coeguHeHme.
Mpedukc no Ha
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  HeTt

Tun nHtepdpenca UsbModem
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CuHoncuc

AprymeHThl

Mpumep

I (config-if)>  modem connect ( dial «phones | «<string;)

I (config-if)> no modem connect

AprymeHT Tun OnucaHue

dial KntoueBoe KrntoueBoe crnoBo nocne KoToporo
CnoBso yKa3biBaeTcs TenedOoHHbIN HOMEP.

phone Lienoe uucno | TenedoHHbIN HOMep Ans JO3BOHA.

string CTtpoka lMponssonbHasa komaHaa.

(config-if)> modem connect dial *99#
Connect sequence saved.

2.1.95 interface modem init

OnucaHue

Mpedoukec no

MeHsieT HacTpoWKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

[o6aBNTL CTPOKY MHMLMANn3aLmMm Mogema Ha yKkasaHHy No3uLmIo cnmcka index.
Ja

Ha

Het

UsbModem

I (config-if)>  modem init [ <index» ] «string»

I (config-if)> no modem init [ <index> ]

AprymeHT Tun OnucaHue

index Llenoe uucno |MNo3nuunsa, HoMep CTPOKU Ha KOTOPYIO
BCTaBMSIETCS YKa3aHHasa CTPOKa.

string Ctpoka CTpoka nHMumanuasaumm mogema.

(config-if)> modem init 1 AT+CGDCONT=1,"IP","internet"
Initialization string inserted.

2.1.96 interface name

OnucaHue

Mpedukc no

MeHsieT HacTpouku

HasHaunTb NponsBornbHOE UMSA ceTeBOMY UHTepdency. K nHTepdency MoxHo
obpaliatbes no HoBoMmy MMeHu kak no ID. KomaHga ¢ npedukcom no yganser
HaCTPOWMKY.

[a
Da
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

Het

I (config-if)>  name (name>

I (config-if)> no name

AprymeHT Tun OnucaHue

name CTtpoka HoBoe nmsa nHtepdeiica.

(config-if)> name Access_Point
Interface renamed.

2.1.97 interface peer

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
Tun nHTepdenca

CuHoncuc

AprymeHTbl

Mpumep

HasHaunTb naeHTumkaTop yaaneHHoro yana K KoTopomy byaeT ocyLecTBnsaTbCA
nogkntoyeHne PPP. bonee TOYHbIN CMbICHT HACTPOMKN 3aBUCKT OT TMNna
nHtepcpenca. Hanpumep, ana PPPoE komaHaa interface peer 3agaet nms
KOHLeHTpaTopa goctyna, a ans PPTP — nms yaaneHHoro xocta unu ero IP-agpec.

KomaHaa ¢ npedmKCoM no OTMEHSIET HACTPOWKY.
Ja

Oa

Het

PPP

I (config-if)>  peer «id»

I (config-if)> no peer

AprymeHT Tun OnucaHue
id Ctpoka MaoeHTudukatop yganeHHon TOUKU
NOAKITHOYEHNS.

(config-if)> peer 111
Core::Configurator: done.

2.1.98 interface port

OnucaHue
Mpedukc no

MeHsieT HacTpouku

[ocTyn Kk rpynne KoMaHg, 45t HACTPOEK MopTa annapaTtHoro KOMMyTaTopa.
Het

Het
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MHorokpaTHbIV BBOA,
Tun nHtepdpenca
BxoxaeHue B rpynny
Tun nHtepdenca

CuHoncuc

AprymeHThl

Ja
Switch
(config-if-port)

Switch

I (config-if)>  port <port_name)

AprymeHT Tun

OnucaHue

port_name Crtpoka

HasBaHue nopTa, Kak OHO yKa3aHo Ha 3afHen
naHenu ycTponcTea.

2.1.99 interface port access

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

YcraHoButb naeHtudmkatop VLAN Ha nopTy ans paboTbl B pexume goctyna.
Paspeluaet nepegady kagpoB ykasaHHoro VLAN B NOpT v BKAOYaEeT yaaneHue
mapkepa VLAN n3 nepegaBaembix kagpos. KomaHga ¢ npedmkcom no yganset

HaCTPOWKY.
Oa

Oa

Het

Switch

I (config-if-port)>  access vlan «vid»

I (config-if-port)> no access vlan

AprymeHT Tun

OnucaHue

vid Llenoe uncno

Waoentucoukatop VLAN goctyna. lnanasoH
OonyCTUMbIX 3Ha4yeHun — ot 1 go 4094.

(config-if-port)> access vlan 2
Access vlan identifier saved.

2.1.100 interface port duplex

OnucaHue

3agaet pexunm ,EI,ByHaI'IpaBJ'IeHHOIZ nepenadun: gynnekc nnu nonynynnekc. KomaHnga
MCnonb3yeTcda B TeX Cry4vadax, Koraa n3-3a HeCoBMeCTUMOCTU UK Noxoro
KayecTBa kabens He onpeaendaeTca Hannmyne nNogkny4eHna nnm HeeepHo
onpeaendaeTca pexmuM Ha OLHOW 13 CTOPOH.

I'Ipmmeanme: B cuny annapartHbIX OrpaHM‘-IeHI/IVI Y KOMaHObl UMEeeTCA
0COBEHHOCTb: npun yCTaHOBKE AyniieKkCa BPYy4HYH nepecrtaert
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Het

Ja
Het

Switch

I (config-if-port)>

paboTaTb aBToONpeAeneHne Hanuumsa nogknodeHus. Jaxe
ecnv kabenb He NOJKIYEH, YCTPOMCTBO ByaeT Noka3biBaTb
ero Hanu4me. Takke nepecraet paboTaTtb aBToONpeneneHme
CKOPOCTW, MO3TOMY PEKOMEHAYETCH MCNOMb30BaTb KOMaHAy
coBMecCTHO c interface port speed.

duplex (half | full | auto)

AprymeHT Tun OnucaHue

half Kntouesoe YcTaHOBUTL NONYAYNMEKCHBIA PEXUM
CrnoBo nepegauu.

full Kntouesoe YCTaHOBUTb MNOMHOAYNIEKCHBIN PEXUM
CrnoBo nepegauu.

auto Kniouesoe YCTaHOBUTb aBTOMATUYECKUA PEXUM
CnoBo onpegeneHns gynnekca.

(config-if-port)> duplex half
Duplex setting saved.

2.1.101 interface port friend

HactpouTb ogHoHanpasneHHbl VLAN ang rpynnosoro Tpadduka B 4ONOMHEHNe
kK VLAN poctyna. MopT moxeT 6bITb YacTbto ogHoro VLAN poctyna. KomaHnga
BKIOYAET nepeagpecauunto ncxopsilero tpacdduka c gpyroro VLAN pgoctyna
(HasbiBaemoro "friend"). MakeTbl "friend" nepepatoTcs 6e3 Tera.

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Ja
Oa
Het

Switch

| (config-if-port)>

friend vlan (fvid,

I (config-if-port)> no friend vlan

AprymeHT

Tun

OnucaHue

fvid

Llenoe uncno

WaoenTtudbukatop "friend" VLAN.
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Mpumep (config-if-port)> friend vlan 3
Friend vlan identifier saved.

2.1.102 interface port learning

OnucaHue BkntounTb pacnosHaBaHme MAC-agpeca, korga coxpaHsietcas MAC-agpec
NCTOYHMKA KaXKOOro NOMyYeHHOro nakeTa. Takum o6pa3oM B AanbHeNLWeM, NaKeTh,
npefHasHa4YeHHble Ans 3TOro agpeca, MoryT ObiTb NepecnaHbl TONbKO Ha TOT
MOCT, rie HaXoauTcs 3TOT agpec. MakeTbl, NpegHa3HaYeHHbIe ANs HEONO3HAHHOIO
agpeca, OTCblNalTCsl Ha BCE MOCTbI.

KomaHga ¢ npecukcom no oTknodaet pacnosHasaHne MAC-agpeca.
Mpedukc no Oa
MeHsieT HacTpouKu [a
MHorokpaTHbI BBog  Hert
Tun nntepcpenca Switch

CuHoncuc I (config-if-port)>  learning

I (config-if-port)> no learning

Mpumep (config-if-port)> learning
Mac learning enabled.

2.1.103 interface port mode access

OnucaHue BkntounTb pexxum goctyna VLAN, TO eCTb Takon pexum, korga Yepes nopt
nepegarTcs TONbKO HEMapKMpPOBaHHbIE Kaapbl. Ha BxogsLwme kagpbl CTaBUTCA
mapkep PVID, yctaHOBMeHHbIN KoMaHaou port access. [1opT ABNSETCA BbIXOAHBIM
Tonbko anga VLAN c ngentudukatopom PVID. NMpn nepegaye kagpos B NopT,
mapkep VLAN c HUX cHMMaeTCA.

MpumeyaHwne: B cuny annapaTHbIX OrpaHU4eHUn NOPT HE MOXET
OOHOBPEMEHHO HaxoauTbCS B peXxnme gocTtyna u
MynbTUMeKcupoBaHus. To ectb 06paboTka TerMpoBaHHbIX U
HEeTErMpoBaHHbIX KagpoB HAa OOHOM MOPTY HEBO3MOXHA.
Mpedukc no Oa
MeHsieT HacTpoOWKu Oa
MHorokpaTHbIi BBog  Hert

Tun nntepcpenca Switch

CuHoncuc I (config-if-port)>  mode access [q-in-q]
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AprymeHTbI

Mpumep

2.1.104 interface port mode trunk

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

I (config-if-port)> no mode access

AprymeHT Tun OnucaHue
g-in-q KntoueBoe BknounTb ABOMHOE TEermpoBaHue.
CNnoBo

(config-if-port)> mode access
Access mode enabled.

BkntounTb pexum mynetunnekcuposanuna VLAN korga yepes nopT nepegaroTtcs
Kagpsbl, npuHaanexawue HeckonbkuM VLAN. Mpu aToM Kaxgbin Kagp nomeyeH
Mapkepom. Crnimcok naeHtudpumkatopos cetenn VLAN B KOTOpble BXOOUT MOPT,
yCTaHaBnuBaeTca komaHgou port trunk.

MpumeyaHne:

Ja
Oa
Het

Switch

I (config-if-port)>

I (config-if-port)> no mode trunk

(config-if-port)> mode trunk

B cuny annapaTHbIX OrpaHU4eHnin NOPT HE MOXET
OOHOBPEMEHHO HaxoauTbCA B pexnme goctyna u
MynbTUReKcupoBaHus. To ectb 06paboTka TerMpoBaHHbLIX U
HEeTernpoBaHHbIX KagpoB HAa OOHOM MOPTY HEBO3MOXHA.

mode trunk

Trunk mode enabled.

2.1.105 interface port priority

OnucaHue

Mpedukc no

MeHsieT HacTPOWKHM
MHorokpaTHbIW BBOA

Tun nHTepcpenca

YcTtaHoBUTb NPUOPUTET NO YMON4YaHUo Ana BXogAawWwmnx naketos.

Oa
[a
Het

Switch
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Cunoncuc I (config-if-port)>  priotity number>
I (config-if-port)> no priority
AprymeHTbI AprymeHT Tun Onucanue
number Llenoe uucno |lMpuoputeT naketoB. MoOXeT NpuHUMaTh
LieriovmcrieHHble 3HadYeHus ot 1 go 7.
Mpumep (config-if-port)> priority 5

Ingress priority saved.

2.1.106 interface port speed

OnucaHue 3apaet CKOPOCTb NOAKIM4YEeHNA B MoéwuT/c. Komanga NCNONb3yeTCA B TEX Cly4asnX,
Korga us-3a HECOBMECTUMOCTM MK NITOXOro KadecTBa kabens He onpegendeTca
Hann4yne noaKr4YeHnAa nnm HeEBEpPHO onpenenAaeTcd pexmm Ha OLHOW U3 CTOPOH.

MpumevaHwue: B cuny annapaTHbIX orpaHnyeHnin y KomaHabl MMeeTcs
0COBEHHOCTb: NPW YCTaHOBKE CKOPOCTW BPYYHYIO nepecTtaeT
paboTaTtb aBToonpeaeneHne Hanuumsa nogknodeHuns. Jaxe
ecnv kabenb He NOJKIYEH, YCTPONCTBO ByaeT noka3biBaTb
ero Hanu4me. Takke nepectaet pabotaTb aBToonpeneneHme
Aynnekca, No3ToOMy PEKOMEHOYeTCS NCMoNb30oBaTb KOMaHAy
coBMecTHO ¢ interface port duplex.

Mpedukc no Het
MeHsieT HacTpouku [a
MHorokpaTHbii BBog  Hert
Tun nHtepcpenca Switch

CunHoncuc

I (config-if-port)>  speed (10 | 100 | auto)

AprymeHThI AprymeHT Tun OnucaHue
10 KntoueBoe YctaHoBuTb ckopocTb 10 MouT/c.
CrnoBo
100 KntoueBoe YctaHosutb ckopoctb 100 MouT/c.
CnoBo
auto KntoueBoe BkntounTb aBTOMaTUYECKUI PEXUM
CrnoBo yNpaBreHnsi CKOPOCTbHO.
Mpumep (config-if-port)> speed 100

Speed setting saved.
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2.1.107 interface port trunk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdenca

CuHoncuc

AprymeHTbI

Mpumep

[o6asuTtb nopT Bo VLAN. Paspewmnts npnem n nepegavy KagpoB YKasaHHOro
VLAN B nopt, npudem mapkep VLAN 13 nepefasaeMbix KagpoB He yaanseTcs.
B pexwume trunk gonyckaetcst fobaeneHne noprta B Heckorbko VLAN.

KomaHga ¢ npedukcom no yganset nopt n3 ykasaHHoro VLAN. Ecnu
ncnonb3oBaTb KomaHay 6e3 aprymeHToB, nopT 6yaeT yaaneH us Bcex VLAN.

[a
Oa
Ha
Switch

I (config-if-port)>  trunk vlan «vid)

I (config-if-port)> no trunk vlan [ vid ]

AprymeHT Tun OnucaHue

vid Lenoe uncno (MoeHtndumkatop VLAN. dnanasoH
JOoNyCTUMbIX 3HaYeHun — oT 1 go 4094.

(config-if-port)> trunk vlian 100
Vlan added to trunk.

2.1.108 interface power

OnucaHue

Mpedukc no

MeHsieT HacTpoWKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

3apaeT MOLWHOCTL Nepeaatyunka ana paguno-mHtepdericos. MakcumanbHas
MOLLHOCTb nepegarymnka orpaHm4yeHa ero annapatHbiIM BO3MOXHOCTAMU U
rocygapCTtBeHHbIMM 3aKOHaMM 0 paanocBA3N. ,ﬂaHHaﬂ KOMaHAa Nno3BONAEeT NnLlb
YMEHbBLUNTb MOLLHOCTb NepeaaroLLero yCTpoMCcTBa OTHOCUTENBHO €ro
MaKcuMarbHOMn MOLLIHOCTH, C Leliblo BOSBMOXHOIO CHMXEeHUA nomMex Ana apyrnx
YCTPOMWCTB B 3TOM AManasoHe.

Het
[a
Het

Radio

I (config-if)>  power (percentage;

AprymeHT Tun OnucaHue

percentage Ll,enoe yncno (MouwHocTb nepegartymka B npoueHTax oT

MakcumaneHow mowHocth (oT 1 go 100).
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Mpumep

(config-if)> power 90
Power level applied.

2.1.109 interface preamble-short

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

Wcnonb3oBaTtb KOPOTKYtO rpeambyriy.

Oa
Oa
Het

Radio

I (config-if)>

preamble-short

I (config-if)> no preamble-short

(config-if)> preamble-short
Short preamble enabled.

2.1.110 interface rf e2p set

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

M3MeHNTb 3Ha4YeHne S4Eerkn NaMaTh KanmbpoBOYHbIX AaHHbIX, HAXOAALENCcs no
cMelleHunio of fset Ha 3HayeHune value onsa 3agaHHOro HTepderica.

Het

Het

Het

Radio

I (config-ify rf e2p set(offsetr values

AprymeHT Tun OnucaHue

offset Ubcren evor+ce | CmeleHne syenkn namatu. Moxet
yucrno npuHUMaTh 3Ha4eHus ot 1EQ go 1FE.

value Lcren evnce | HoBOe 3HaveHue ans 3anvcu B S4erky
yucno namatn. MoXeT NpMHMMaTb 3Ha4YeHus1 oT 0

no FFFF.

(config-if)> rf e2p set 1f6 0

Network: :Interface: :Rtx::WifiMaster:

EEPROM [0x01F6]:0000 set.
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2.1.111 interface security-level

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

3apaet ypoBeHb 6e3onacHOCTU 4Nsi AaHHOTo MHTepdenca. YpoBHM 6e30nacHoOCTU
onpeaensitoT Nornky paboTbl MEXCETEBOMO 3KpaHa:

+ PaspelleHo ycTaHaBnNMBaTb coeqvHeHNs B HanpasneHum private — public.

» 3anpeLueHo ycTaHaBNMBaTb COEAMHEHUS, MpUXoasLume Ha nHTepdenc public,
T. €. B HanpaeneHuu public — private un public — public.

» Camo yCTpONCTBO NPUHMMAET CETEBLIE NOAKITHOYEHUS (pa3peLLaeT yrnpaBrieHne)
TOMbKO C MHTeppencos private.

 [Nepepava gaHHbIX Mexay uHTepdencamm private Moxert ObiTb paspelleHa
Unu 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rmobanbHOro napametpa
isolate-private.

MpumeyaHne: Mo ymonuyaHuio BCeM BHOBb CO34aHHbLIM MHTepdencam
npuceamBaeTcst ypoBeHb Ge3onacHocTh public.

Cnimckn goctyna access-list umerot 6onee BbICOKNIA MPUOPUTET,
YeM ypOBHM BE30MacHOCTM, MO3TOMY C MOMOLLIbIO HUX MOXHO
BBOAWTb AOMNOMHUTENbHbIE NMpaBuna pusTpaLmmn NakeTos.

Het

Ja
Het

IP
I (config-if)> security-level (public | private)

HecmMoTps Ha To, YTO He CyLecTBYET PYHKLIMM NOMHOTO OTKITHOUYEHMS MEXCETEBOIO
3KpaHa,MOXHO OTKIYaTh €r0 Ha OTAENbHbIX HanpasneHusx. Jonyctnm, TpebyeTcs
MOJTHOCTBIO pa3peLLnTb Nepedady AaHHbIX MeXay «AOMallHen» ceTbio Home n
rnobansHon ceTbio PPPOEQ. [1nsa aToro oboum nHtTepdencam Hy>kHO Ha3HauuTb
ypoBeHb 6e3onacHocTh private n oTknounTb yHKUMIO isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOE® security-level private
(config)> no isolate-private

MprvmeyvaHwne: MHorue He otgatoT cebe OTYET B TOM, YTO MEXKCETEBOW 3KPaH
W TpaHCnAUua aapecoB — yHKUMK, NpeaHas3HavYeHHble Ans
peLleHnsa NpUHUMNManbHO pasHbix 3agad. BkniovueHne NAT
Mexay nHtepcdencamm Home n PPPoEG B KoH(purypaumu,
nokasaHHOW BbllLe, He 3aKpblBaeT JOCTYN B ceTb Home co
CTOPOHbI rnobanbHow ceTu. [laxe npu BKIKOYEHHOW TpaHCHALMm
appecoB komaHgo ip nat Home naketbl 3 PPPoOEQ 6yayT
cBoboHO NpoxoanTb B ceTb Home.
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2.1.112 interface service

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

HasHauutb cnyx6y PPPoE. Ecnn cnyx6a He onpeaeneHa, 1o PPPoE-knneHT
OyOeT NoaKITYeH K MPOM3BOSIbHON cryxbe.

Oa
[a
Het

PPPoE

I (config-if)>  service (name>

I (config-if)> no service

AprymeHT Tun OnucaHue

name Ctpoka HasBaHue cnyx6bl PPPOE.

(config-if)> service test
Core::Configurator: done.

2.1.113 interface ssid

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CunHoncuc

3apaet umsa 6ecnposogHon cetn (SSID) ansa nHTepdericoB «becnpoBogHas
cTaHumsa» («WifiStation») n "«touka goctyna»" («AccessPointy). B 3aBncrmocTtm
OT Tuna nHTepderica sHadeHme SSID obpabaTtbiBaeTcs No-pasHOMYy.

» [nsa Toukn poctyna SSID — Heobxoanmasa HacTporika, 6e3 KOTopor OHa He
6y/:|,eT NPUHUMATb NOAKIMKOYEHUA.

» [nsa ctaHumm SSID onpepgensier, K kakow To4Ke focTyna oHa byaet
noakntodaTbes. bes sagaHHoro SSID cTaHUMA MOXeT NogKnio4nTLES K 000
OOCTynHon 6ecnpoBOAHON CETU MO CBOEMY YCMOTPEHMIO.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa

Ja

Het

SSID

I (config-if)>  ssid (auto | <cname>)

|(conﬁg4n> no ssid
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

name Crtpoka Nmsa 6ecnpoBogHoi cetn (SSID)

auto KntoueBoe SSID 6yget HasHa4yeH aBToOMaTUYECKU.
CrnoBo

(config-if)> ssid WIRELESS
SSID saved.

2.1.114 interface tsp

OnucaHue

Mpedumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nntepcpenca
BxoxpeHue B rpynny

CuHoncuc

Bxopg B rpynny komaHA Ang Hactpounku TSP.
KomaHga ¢ npedmkcom no otknoyaet TSP.
Oa

[a

Hert

TunnelSixInFour

(config-if-tsp)
I (config-if)>  tsp

I (config-if)> no tsp

2.1.115 interface tsp password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

HasHaunTb naponb Anga goctyna vepes TSP.
KomaHga ¢ npedmkcom no yaansieT naporb.
Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  password (password»

I (config-if-tsp)> no password

AprymeHT Tun OnucaHue

password Ctpoka Maponb TSP.
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2.1.116 interface tsp prefix-length

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHThI

YkasaTb Heobxoaumyo anuHy npedukca.
KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa

[a

Het

TunnelSixInFour

I (config-if-tsp)>  prefix-length «values

I (config-if-tsp)> no prefix-length

AprymeHT Tun OnucaHue

value Llenoe uucno |dnunHa npedukca. MoxeT npuHuMmaTtb
3Ha4veHus 48, 56 nnun 64.

2.1.117 interface tsp server

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHTbl

IPv4-appec cepBepa, NonyveHHbINn OT TYHHENBHOro cepsuca.
KomaHga c npedumkcom no yaanset IP cepsepa.

Da

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  server «ip»

I (config-if-tsp)> no server

AprymeHT Tun OnucaHue

ip IPv4 IPv4-agpec cepsepa.

2.1.118 interface tsp user

OnucaHue

Mpedukc no

HasHaunTb nmsa nonb3oBaTtens ans goctyna yepes TSP.
KomaHga ¢ npedmkcom no yganseTt umsi.

[a
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CHoncuc

AprymeHThl

Ja
Het

TunnelSixInFour

I (config-if-tsp)>  user (login»

I (config-if-tsp)> no user

AprymeHT Tun OnucaHue

login Ctpoka Nwma nonb3oeartensa ana TSP.

2.1.119 interface tx-queue

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTL pa3mep odepeam UCXOASALWLNX NakeToB Ha nHTepdence. Mo ymonyanunio
ycTaHoBneHo 3HadeHne 1000.

KomaHga ¢ npecrKCcom no ycTaHaBNUBAET 3HAYEHME MO YMOSTYAHWIO.
Ja
Oa

Het

I (config-if)>  tx-queue (length,

I (config-if)> no tx-queue

AprymeHT Tun OnucaHue

length Llenoe uncno |OnuHa ovyepean B npegenax ot 0 oo 65536.

(config-if)> tx-queue 255
Tx queue length saved.

2.1.120 interface up

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIl BBOA

Bknioyaet ceTeBon MHTEpdENC 1 3anMCbiBaET B HACTPOWKN COCTOSTHUE «UP».

KomaHaa ¢ npedmKCoM no BbIKIKOYAET CETEBOWN MHTEPdENC U yaanseT «up» 13
HacTpoek. Takke MoXeT OblTb MCMoNb3oBaHa koMaHaa interface down.

Da
Oa

Het
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Curoncuc I (config-if)>  up
I (config-if)> no up
Mpumep (config-if)> up

Interface enabled.

2.1.121 interface usb device-id

OnucaHue Hob6asuTb MHpopmaumio o Mogenu un npoussoautene USB-moaema B nHTepderic.
OTO HeOOX0AMMO AN NPUBS3KM MogeMa K UHTepdecy.

Ecnu ectb uHTepdenc UsbModem[N] ¢ cosnagatowimm DevicelD, 1o npu
NOOKMYeHN Mogema NpounsonaeT aBToMaTm4eckasi NpuBs3Ka ero K MHTepdency.
Ecnu Takoro nHTtepderica Het, oH BygeTt co3aaH aBTomatudeckn ¢ DevicelD
MOAKIIOYEHHOIO Mogema.

KomaHga ¢ npedmkcom no ygansiet HaCTPOMKY.
Mpedukc no Oa
MeHsieT HacTpouKu Oa
MHorokpaTHbii BBog  Hert
Tun nntepcpenca Usb

Cunoncuce I (config-if)>  usb device-id «vendors tmodel»

I (config-if)> no usb device-id

AprymeHTbI AprymeHT Tun Onucanue
vendor Ctpoka WHdpopmavumsa o npomssoanTene mogema.
model CTtpoka MHopmaums o mogenu mogema.
MNpumep (config-if)> usb device-id 12d1 1001

Device ID saved.

2.1.122 interface wmm

OnucaHue Bkntounte WMM Ha uHTepdence.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ha

MHorokpaTHbii BBog  Hert

Twun nHTepdenca Access Point
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Cunoncuce I (config-if)>  wmm
I (config-if)> no wmm
Mpumep (config-if)> wmm

WMM extensions enabled.

2.1.123 interface wps

OnucaHue BkntounTb doyHKUMOHanbHocTb WPS .
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert
Tun nHtepdenca WiFi

CuHoncuc I (config-if)>  wps

I (config-if)> no wps

Mpumep (config-if)> wps
WPS functionality enabled.

2.1.124 interface wps auto-self-pin

OnucaHue BkntounTb pexxum WPS auto-self-pin. KomaHaa ¢ npedunkcomM no oTkoyaeT
pexum. Mo ymonuyaHuto pexmnm auto-self-pin BKntoyeH.

Mpedoumkc no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network: :Interface: :Rtx::Wps: an auto self PIN mode enabled.
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2.1.125 interface wps button

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Hauatb npouecc WPS c ncnonb3oBaHnem kHonku. MNpouecc Anntcsa 2 MUHYTHI,
U MEHbLLE, eCrU COEAMHEHNE YCTAaHOBIEHO.

Het
Het
Het
WiFi

I (config-if)>  wps button (send | receive)

AprymeHT Tun OnucaHue

send KntoueBoe OTtnpaBuTtb HacTponkn WiFi.
CNnoBo

receive Kntouesoe Monyuntb HacTponkn WiFi ot Keenetic.
CnoBo

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

2.1.126 interface wps peer-pin

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

HavaTb npouecc WPS ncnone3sysa PIN yganeHHoro ysna. lNpouecc anutes 2
MWHYTbI, UMW MeHbLLUE, eCn COeQUHEHNE YCTaHOBIEHO.

Het
Hert
Het
WiFi

I (config-if)>  wps peer-pin (send | receive) (peer-pin

AprymeHT Tun OnucaHue

send Kntouesoe OtnpaeuTtb HacTpowikn WiFi.
CnoBo

receive Kntouesoe MonyuunTs HacTponkn WiFi ot Keenetic.
CnoBo

peer-pin Ctpoka PIN yonaneHHoro yana.

(config-if)> wps peer-pin receive 99586683
Receiving WiFi configuration process started (peer PIN mode).
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2.1.127 interface wps self-pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Hauatb npouecc WPS ucnonb3ys PIN ycTpoincTsa. Npouecc anntca 2 MUHYTHI,
UNN MeHbLUe, ecrn CoeguHEeHNe YyCTaHOBIEHO.

Het
Het
Het

WiFi

I (config-if)>  wps self-pin (send | receive)

AprymeHT Tun OnucaHue

send KntoueBoe OtnpaBuTtb HacTpowkn WiFi.
CNnoBo

receive Kntouesoe Monyuntb HacTponkn WiFi ot Keenetic.
CrnoBo

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

2.1.128 interface wrr

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepdpenca

CunHoncuc

Mpumep

Bkniounte WRR ouepegb.

Ja
[a
Het

Switch

| (config-if)>  wrr

I (config-if)> no wrr

(config-if)> wrr
WRR enabled.

2.1.129 ip dhcp host

OnucaHue

HacTtpouTtb cTatuyeckyto npusasky IP-agpeca k MAC-agpecy xocTa. Ecnm xocT
C YKa3aHHbIM MMEHEM He HaneH, KOMaHAa nblTaeTcs ero co3gartb. Ecnn
yKasaHHbI IP-agpec He BXOAMT B AMana3oH H1 OQHOTO Myra, KoMaH4a COXpPaHUTCS
B HacTpoikax, Ho Ha paboty DHCP-cepBepa He NOBMMSET.
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Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Komanaa nossonsiet nomeHaTe MAC-agpec, oCTaBuB NpeXHee 3Ha4eHne
IP-agpeca, 1 HaobopoT — NomeHsTb IP-agpec, ocTaBuB NpexHee 3HadYeHne

MAC-agpeca.

KomaHga ¢ npedunkcom no ygansaeT XocCT.

Oa

Ja

[a

I (config)>  ip dhcp host name> [mac 1[ip]

I (config)> no ip dhcp host name»

AprymeHT Tun OnucaHue

name Crtpoka [Mpon3BONbHOE UMS XOCTa, UCMONb3YyeTCst
ans ngentndmkaumm napsl MAC-IP B
HacTponkax

mac MAC-agpec |MAC-agpec xocTa onsi CTaTU4eCKon
npueasku IP-agpeca. Ecrnu He ykasaH,
3HaveHue GepeTcsa u3 npegbiayLLen
HaCTPOWKN.

ip IP-agpec IP-agpec xocTa. Ecnu He ykasaH, 3HayeHune
Bepetca U3 npeablayLlet HaCTPOMKN.

(config)> ip dhcp host HOST

192.168.1.44

new host "HOST" has been created.

2.1.130 ip dhcp match vendor-class

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA
BxoxnaeHue B rpynny

CuHoncuc

HocTtyn k rpynne koMang 4nsa HacTpoviku knacca BeHgopoB DHCP (option 60).
Ecnu knacc BeHOOPOB He HaleH, KoMaH4a MbITaeTcst ero co3aaTh.

KomaHga ¢ npedukcom no yoanseT ykasdaHHbIN Knacc BEHOOPOB.

Oa

Het

Oa

(config-dhcp-vclass)

I (config)>  ip dhcp match vendor-class name;

I (config)> no ip dhcp match vendor-class name»
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AprymeHThI AprymeHT Tun OnucaHue
name Crtpoka HasBaHne BeHgop-knacca.
Mpumep (config)> ip dhcp match vendor-class VC

vendor class "VC" has been created.

2.1.131 ip dhcp match vendor-class dns-server

OnucaHue HactpouTb cneuunansHbein DNS-cepep BeHaopa (option 6).
Mpedukc no Oa
MeHsieT HacTpouku Na

MHorokpaTHbi BBog  Hert

Cunoncuc I (config-dhcp-vclass)>  dns-server <address)
I (config-dhcp-vclass)> no dns-server
AprymeHTe! AprymeHT Tun OnucaHve

address IP-agpec IP DNS-cepsepa.

2.1.132 ip dhcp match vendor-class ntp-server

OnucaHue HacTtpouTtb cneumnansHeii NTP-cepBep BeHaopa (option 42).
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbI BBog  Hert

Cunoncue I (config-dhcp-vclass)>  ntp-server <address)
I (config-dhcp-vclass)> no ntp-server
AprymeHTbI AprymeHT Tun OnucaHue

address IP-agpec IP NTP-cepsepa.

2.1.133 ip dhcp match vendor-class specific

OnucaHue BeecTtu cneumanbHyo MHOpMaumio BeHaopa.
Mpedukc no Oa
MeHsieT HacTpoOMKH Oa
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Het

I (config-dhcp-vclass)>

specific <info»

I (config-dhcp-vclass)> no specific

AprymeHT

Tun

OnucaHue

info

Ctpoka

MHdopmaums o npomssoguTene.

2.1.134 ip dhcp pool

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

HocTtyn k rpynne komang ans Hactporikn DHCP-nyna. Ecnn nyn He HangeH,
KoMaHaa nblTaeTcd ero cosaatb. [nsa nyna 3agaetca cnmcok DNS-cepeepoB
(komaHga dns-server), W03 No ymonyaxuto (komaHga default-router) n Bpems
apeHabl (komaHaa lease), a Takke AnanasoH AMHamuyeckux IP-agpecos (komaHaa

range).

lMocne HacTpoOWKK NyrioB HEOOXOAMMO BKIHOUMTL cny6y DHCP ¢ nomoLLbto
kKomaHabl service dhcp.

MoxHo co3agatb He B6onblue 32 nynos. MakcumaneHas anuHa nMmeHn nyna — 64

cuMmBoOnia.

Komanpa c ﬂpe(bMKCOM no yaandert nyn.

MNpumevaHwue:

[a
Ja
Oa

B TekyLien Bepcmm cucteMbl peanuaoBaHa nogaepxka He
Oonee ogHoro nyrna Ha uHTepdgenc. [nst KOppPeKTHON paboThbl
DHCP-cepBepa TpebyeTtcs, 4tobbl Ananas3oH |IP-agpecos,
YCTaHOBIIEHHbIV KOMaHAOW range, NpuHagnexan cetu,
HacTpOeHHOW Ha ogHOM u3 Ethernet-nHtepdencos ycTponcTaa.

(config-dhcp-pool)

| (config)>

I (config)> no ip dhcp pool name»

ip dhcp pool <name>

AprymeHT

Tun

OnucaHue

name

CTtpoka

Nmsa nyna DHCP.

(config)> ip dhcp pool test_pool
pool "test pool" has been created.
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2.1.135 ip dhcp pool bind

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

2.1.136 ip dhcp pool default-router

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

Mpuessatb Nyn K ykazaHHOMY MHTepdency.

Oa
Ja
Het

Ethernet

I (config-dhcp-pool)>

bind <interface,

I (config-dhcp-pool)> no bind <interfaces

AprymeHT

Tvn

OnucaHue

interface

CTtpoka

Nmsa nHtepdpenca.

(config-dhcp-pool)> bind Switch0/VLAN2
pool "test pool" bound to interface Switch0/VLAN2.

Hactpoutb IP-agpec wnto3a no ymonyanuto. Ecnu He ykasaH, To 6yget
ncnonb3oBaTbCs agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHom
aBTOMAaTM4eCckun AN 3agaHHOro gvanasoHa range.

KomaHga ¢ npeuKcom no OTMEHSIET HACTPOMKY.

[a
Ja

Het

I (config-dhcp-pool)>

default-router <address»

I (config-dhcp-pool)> no default-router

AprymeHT

Tun

OnucaHue

address

IP-agpec

Afpec wno3a no yMonyaHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
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2.1.137 ip dhcp pool dns-server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

HacTtpouTtb IP-agpeca cepsepoB DNS. Ecnu He yka3aH, To BygeT Mcrnonb3oBaTbCA
agpec, HacTpoeHHbIn Ha Ethernet-uHtepdelice, onpegeneHHoM aBTOMaTUYeCKN
ONS 3agaHHOro AvanasoHa range.

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.
Oa
[a

Het

I (config-dhcp-pool)>  dns-server <addressl, [ address2 ]

I (config-dhcp-pool)> no dns-server

AprymeHT Tun OnucaHue
addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
address2 IP-agpec Agpec BTopuyHoro DNS-cepBepa.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

2.1.138 ip dhcp pool enable

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

HauaTb ncnonb3oBatb nyn B cucteme. KomaHpga c ﬂpe(bI/IKCOM NO OTKITK4YaeT
ncnonb3oBaHMe nyna.

Ja
Oa
Het
I(config-dhcp-pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

2.1.139 ip dhcp pool lease

OnucaHue

Mpedukc no

HacTtpouTtb Bpems apeHgbl IP-agpecos nyna DHCP. KomaHga ¢ npedwvkcom no
yCTaHaBNuBaeT 3Ha4YeHne no ymon4yaHuio, pasHoe 86400 cekyHn.

Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Ja

Het

I (config-dhcp-pool)>  lease (time>

I (config-dhcp-pool)> no lease

AprymeHT Tun OnucaHue

time Llenoe uncno |Bpems apeHbl B ceKyHOax.

(config-dhcp-pool)> lease 100500
pool "test pool" lease has been changed.

2.1.140 ip dhcp pool range

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

HacTpoutb AnanasoH AnHaMmyeckux agpecos, BolaaBaembix DHCP-knneHTam
HekoTopow noaceTu. [lnanasoH 3agaeTcs HayYarnbHbIM U KOHEYHbIM |IP-agpecom,
nnbo HavanbHbIM agpecom u pasamepom. CeTeBon nHTepdenc, K KoTopomy byayT
NPVMMEHEHbI HAaCTPOWKKM, BbibMpaeTcst aBTomaTuiecku. Agpec BblopaHHOro
nHTepdenca ncnonb3yeTcst B kKa4ecTsBe LWo3a no ymonyanuio u1 DNS-cepBepa,
ecnu He 3agaHbl apyrue agpeca komaHgamu ip dhep pool default-router u ip
dhcp pool dns-server.

KomaHpa ¢ npecunkcom no ygandet gnanasoH.
Oa
Ja

Het

I (config-dhcp-pool)>  range <begins ( <end» | <size»)

I (config-dhcp-pool)> no range

AprymeHT Tun OnucaHue

begin IP-agpec HavanbHbIn agpec nyna.
end IP-agpec KoHeuHbIi agpec nyna.
size Llenoe yncno |Pasmep nyna.

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.
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2.1.141 ip dhcp relay lan

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

YkasblBaeT, Ha Kakom ceTeBoM MHTepderice peTpaHcnaTop DHCP 6yger
obpabaTtbiBaTb 3anpockl KNMEHTOB. MOXHO yKa3aTb HECKOIbKO MHTEPMENCcoB
«lany, onsi aTOro Hy>xHO BBECTW KOMaHAY HECKOMbKO pa3, yka3as BCce Heobxognmble
UHTepdEeNCbl N0 OgHOMY.

KomaHga ¢ npedmkcom no otknoyaet petpaHcnsatop DHCP Ha ykazaHHOM
nHTepdence. Ecnn ncnonb3osatb kKomaHay 6e3 aprymeHTOB, peTpaHcnsaTop
DHCP 6yget oTknioyeH Ha Bcex HTepdencax.

[a
[a

Oa
I (config)>  ip dhcp relay lan <interface)

I (config)> no ip dhcp relay lan [ interface]

AprymeHT Tun OnucaHue

interface Ctpoka lMonHoe umsa unu NceeaoHMM nHTEpdenca
Ethernet, Ha koTopom peTpaHcnaTop DHCP

6y,u,eT NPUHNUMATb 3anpocChbl KITMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

2.1.142 ip dhcp relay server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHThl

Ykasatb |IP-agpec DHCP-cepBepa, Ha KOTOpbI peTpaHcnaTop byaet
nepeHanpaBnATb 3anpoChkl KNMEHTOB N3 NOKaNbHOW CETU.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
Oa

Het

I (config)>  ip dhcp relay server <address»

I (config)> no ip dhcp relay server [ address ]

AprymeHTr Tun OnucaHue

address

IP-agpec IP-appec DHCP-cepBepa.
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Mpumep

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

2.1.143 ip dhcp relay wan

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIl BBOA

CuHoncuc

AprymeHTbl

Mpumep

2.1.144 ip host

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

YkasaTb, Yepes Kakow ceTeBov nHTepdeiic petpaHcnsatop DHCP 6yaer
obpawaTtbces K BoiwecTosiwemy cepBepy DHCP. B cucteme MOXeT ObITb TOMBKO
OfVH UHTepdenc Takoro Tuna. Ecnu TouHbIM agpec cepBepa He ykasaH (CM. ip
dhcp relay server), 3anpochl 6yayT nepeaaBaTbCsi LUMPOKOBELLATENBHO.
PekomeHayeTcs ykasbiBaTb agpec cepsepa.

KomaHaa ¢ npedukcom no yoansieT HaCTPONKY.
Oa
Ha

Het

I (config)>  ip dhcp relay wan <interface,

I (config)> no ip dhcp relay wan [ interface]

AprymeHT Tun OnucaHue

interface Ctpoka lMonHoe ums unn NncesgoHUM NHTepdenca
Ethernet, Ha kOTOpLIN ByayT HanpaBnATLCS
3anpocbkl oT DHCP-knueHTOB.

(config)> ip dhcp relay wan Switch@/VLAN2
using WAN interface SwitchO/VLAN2.

[o6aBnTb AOMEHHOE Ms 1 agpec B Tabnmuy DNS.
Oa
Oa
Ja

I (config)>  ip host «domains <address)

I (config)> no ip host [ <domain caddress> ]

AprymeHT Tun OnucaHue
domain CTtpoka [lomeHHOe nms xocTa.
address IP-agpec IP-agpec xocTa.
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Mpumep

(config)> ip host zydata 192.168.1.22
added record zydata, address 192.168.1.22.

2.1.145 ip name-server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Hactpoutb IP-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBalOTCA CTAaTUYECKNMMU, B MPOTUBOMONOXHOCTb AVMHAMUYECKUM —
3aperncTpupoBaHHbIM cny6amu PPP vnn DHCP .

AKTUBHbIMW, TO €CTb UCMOMNb3YyEeMbIMW B OAaHHbLIN MOMEHT agpecamu, ABnsATCA
Te, KoTopble Obiny 3aperncTpupoBaHbl NOke ocTanbHbiX. O6bIMHO cucTema
ncnonb3yeT agpeca, NonyyYeHHble HECKONbKUMU NOCAEaHNMN YCNELLHO
nogkniounswmnmMmnca cnyxbamu PPP unn DHCP . Ecnn Hu ogHa u3 cnyx6 He
pernctpupyet agpeca DNS akTuBHbIMM BygyT cTaTndeckme HacTponku. OgHako,
ecrnuv nocne perncrpauumn guHaMum4eckux agpecoB nonb3oBatenem 6binm
N3MeHEeHbl CTaTU4YeCckne HaCTPOWKKN, OHN CTAHOBATCH akTMBHbIMM, MOKa He ByayT
3aperMcTpupoBaHbl HOBbIE AUHAMUYECKME agpeca.

KomaH,u,y ip name-server MOXXHO BBOAUTb MHOIOKpPATHO, eClnn Tpe6yeTc;|
HaCTPOWUTb HECKOJBKO agpecoB DNS-cepBepOB. Kpome TOro, KaXxaomMmy sBejeHHOMY
agpecy MOXHO COnoCTaBUTb OOHO UIMN HECKOJ1IbKO OMEHHbIX MMEH OnA pa60Tb|
(610) CI'IeLI,I/IdZ)I/NeCKMMI/l 30HaMu, Hanpumep, nokaribHbIMM UMEHaMU B KOpI'IOpaTI/IBHOIZ
CceTn.

KomaHga ¢ npedukcom no yoansieT ykaszaHHble agpec cepepa DNS n3
CTaTMYECKOro M aKTMBHOMO CMMCKa, eCny KOMaHaa AaeTcs ¢ apryMeHTamm, nmbo
o4MmLLaeT CMMCOK CTaTUYEeCKUX aapecoB, eCnN KoMaHaa Aaetcs 6e3 aprymMmeHToB.
Ecnu BbInonHMTL kOMaHAy 6e3 aprymeHTa, TO BECb CMMCOK CTAaTUYECKMX aapECOB
OyOeT O4ULLEH.

[a
Oa
[a

I (config)>  ip name-server <address) [ domain ]

I (config)> no ip name-server [ <address; [ domain]]

AprymeHT Tun OnucaHue
address IP-agpec Appec cepBepa NMEH.
domain Ctpoka [omeH, ansa kotoporo 6yaeT ncnonb30BaTbCs

cepep. DNS-npokcu npu paspelueHun
MMeHU B NepByto ovepeb BelibnpaeT agpec
cepBepa ¢ Hanbonee GrM3knm K 3anpocy
OoMeHoM. Ecnu AoMeH He yKasblBaTb,
cepBep GyaeT Mcnonb3oBaThCs Anst BCeX
3anpocos.

Keenetic CnpaBoY4HUK kOMaHA 97




asa 2 OnucaHne KomaHg,

Mpumep

2.1.146 ip nat

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

(config)> ip name-server 192.168.1.33
added name server 192.168.1.33, domain (default).

BknounTb TpaHCNSALUMIO «OKanbHbIX» afpecoB ceTu network unu cetu 3a
uHtepgencom interface. Hanpumep, komaHga ip nat Home o3Hauvaert, 4to
ONs BCex NakeToB U3 ceTn Home, Npoxoasiumx Yepes mapLupytmusatop, byaer
BbINOSTHEHA NOAMEHA aApeCcOB NCTOYHMKA.

Oa
Oa
Ja
P

I (config)>  ip nat (vpn | «interface; | <address» mask> )

I (config)> no ip nat (vpn | cinterface, | caddresss <mask» )

AprymeHT Tun OnucaHue
vpn KntoueBoe TpaHcnsaums BbIMONMHAETCSA ANS KIIMEHTOB
CNnoBo VPN.
interface Nwms Nmsa nHTepdenca nctodHuka (nonHoe nms
uHTepdpenca |uHTepdenca nnm NCeBaAOHUM).
address IP-agpec BmecTe ¢ mackor mask 3agaeT gmManasoH
IP-agpecoB MCTOYHMKA, Noanexatmx
TpaHCAsUMK.
mask IP-macka Macka guanasoHa TpaHcnaumn. EcTe aBa

crnocoba BBOAa Macku: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) u B BUAe
BuTOoBOI ANWHbLI Npedukca (Hanpumep, /24).

(config)> ip nat PPTPO
NAT rule added.

2.1.147 ip route

OnucaHue

Hob6asuTb B Tabnuuy mapLupyTMsauum ctatmdeckMin MapLupyT, KOTOPbIn 3agaet
npaswuno nepepayn IP-naketoB Yepes onpegeneHHbIN W3 UM CeTeBomn
nHTepdenc.

B kauecTBe ceTn Ha3Ha4YeHNs MOXHO yKka3aTb krtodeBoe cnoso default. B atom
cny4dae OygeT co3gaH MapLUpyT Mo yMONYaHuHo.

KomaHga ¢ npedukcom no yganseT MapLupyT C yKasdaHHbIMU NapameTpamu.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Oa
[a
Oa
IP
(config)>  ip route ((address» <mask> | chost» | default) («gateway> [
interface]|«interface> ) [auto] [metric ]
(config)> no ip route ( <address» mask> | chost> | default) [ (gateway: |
<interface»][metric]
AprymeHT Tun OnucaHue
address IP-agpec IP-agpec ceTn HasHa4yeHus.
mask IP-macka Macka cetn HasHauyeHus. EcTb aBa cnocoba
BBOJa Macku: B KAHOHNYECKOM Buae
(Hanpumep, 255.255.255.0) u B Buae
ouToBoON AnvHbI Npedukca (Hanpumep, /24).
host IP-agpec IP-agpec y3na HasHavyeHus.
default KntoueBoe VMcnonb3yetca ons 3agaHna mapLipyTos no
CnoBo YMOSYaHUIO.
interface Ctpoka [MonHoe umsa nHTepdenca unm NCeBaoHNM.
YkasblBaeTcs B Ka4eCcTBe HanpaBneHusi
nepenadn NakeToB, eCriv K MHTepdency
NOAKIMIOYEH KaHan ToYKa-TouKa, He
TpebyoLwunn oNONHUTENBHOW agpecaumm
BHYTpW KaHana.
Ecnu Ha nHTepderice yctaHOBNEH npuoputeT
interface ip global, mapwpyT nobasnsetcs
B CUCTEMHYO Tabnuuy TONMbKO B TOM Criyyae,
€CI1 He CyLLIeCTBYET ApYyroro MapLupyTa ¢
TEM e aApecoM HaszHayeHusi n 6onbLWmM
NPUOPUTETOM.
gateway IP-agpec IP-agpec mapLpyTtumsaTopa B
HenocpeacTBEHHO MOAKITHYEHHON CETU.
MoxeT ObITb 3ag4aH BMECTE C UMEHEM
uHTepdenca, ecnm Tpebyerca ykasaTb
npuoputeT interface ip global. Ecnu
WHTepdenc He ykasaH, OH onpegenseTcs
CMUCTEMOW aBTOMaTUYECKM N3 TEKYLLNX
HacTpoex IP.
auto KntoueBoe [Mo3BonsieT NPMMEHUTb MapLUpYT Toraa,
CnoBo Korfa CTaHeT AOCTYMNeH yKas3aHHbIN B HEM
LUMH03.
metric Llenoe uucno |Metpuka mapLupyTa. B TekyLien peanusaumu
UrHOPUpYETCS.
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Mpumep

(config)> ip route default Home
static route added.

2.1.148 ip static

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Cospgatb cTatudeckyto NpuBsA3Ky nokanbHbIX IP-agpecos k rmobanbHeiM. Ecnn
interface wnu network cooTBETCTBYET MHTEP(ENCY C YPOBHEM BE30NaCHOCTU
public, To BygeT BbINONHATLCA TpaHcnsaumsa agpeca uctodrdmka (DNAT). Ecnu
to-address cooTBeTCTBYET MHTeppelncy ¢ ypoBHeM BGeszonacHocTu public, TO
OyaOeT BbINOMHATLCSA TpaHCNAUMSA agpeca HasHadeHus (SNAT). Homep nopta
TCP/UDP Bcerga paccmaTpuBaeTCs Kak MOPT Ha3Ha4YeHus!.

Ecnu network cooTBeTCTBYET OQHOMY agpecy, 1 3TOT agpec paBeH to-address,
TO Takoe npaBuno ByaeT 3anpeLlaTb TPaHCNAUMIO YKa3aHHOro aapeca, Kotopas
Morna 6bl ObITb BbINOMHEHA MCX0OSA U3 3adaHHbIX NpaBun ip nat.

MpaBuna ip static nmetoT 6onee BLICOKUI MPUOPUTET MO CPABHEHUIO C MPaBUIIaMu
ip nat.

Oa
Oa
[a
IP

(config)>  ip static [tcp | udp] («interfaces | (address> anask»)) ((
«port>through cend-port> «to-address») | («port>«to-address) [«to-port)])
| <to-address» )

(config)> no ip static [[tcp | udp] (<interfaces | (<address» (mask»)) ((
«port>through cend-port> «to-address)|(«port>to-address) [«to-port)])
| <to-addressy )]

AprymeHT Tun OnucaHue
tcp Kntouesoe TCP npotokorn.
CrnoBo
udp Kniouesoe UDP npotokon.
CnoBo
interface Nms Nma BxogHoro uHtepderica (nonHoe nums
uHTepdenca |MHTepdenca nnu NCeBAOHUM).
address IP-agpec BmecTe ¢ mackon mask 3apgaeTt gnanasoH
IP-agpecoB HasHayeHus, noanexalmx
TpaHCAsUMM.
mask IP-macka Macka guanasoHa TpaHcnauun. Ectb aBa

cnocoba BBOAa Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B BUAe
BuToBOM ANWHBI Npedukca (Hanpumep, /24).
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AprymeHT Tun OnucaHue

port Llenoe uncno |Homep nopta TCP/UDP, Ha koTopbIi
NpUXoauT 3anpoc, Noanexalyuin TpaHCNALMN.
Ecnu He ykaszaH, TpaHcnauns byaet
BbINOMHATLCS AN BCEX BXOASALLMX 3arnpocoB.

end-port Llenoe uncno |OkoH4YaHMe ananasoHa NopToB.

to-address IP-agpec ALpec HasHa4yeHus nocne TpaHcNAUuun.

to-port Llenoe uncno |Homep nopta TCP/UDP nocne TpaHcnsumm.
Ecnu He yka3aH, NopT Ha3Ha4YeHUs ocTaeTcst
NPEXHUM.

Mpumep MMycTb MMeeTCca MapLUpyTU3aTop MeXay «nokanbHoW» ceTbto 172.16.1.0/24

(ypoBeHb B6e3onacHocTu private) n «rnobaneHomn» ceTobto 10.0.0.0/16 (ypoBeHb
6e3onacHocTn public). TpebyeTtcs, 4TobbI BCE 3anpochl, NpuxogsaLumMe Ha
«rnobanbHbINY MHTEPdENC 3TOro MapLLpyTU3aTopa Ha nopT 80, TpaHCnMPoBanuch
Ha «JloKanbHbINY cepBep c agpecom 172.16.1.33. [NocnenoBatenbHOCTbL KOMaHA,
peanuayloLLnX Takylo CXemy, MOXeT BbImageTb Tak:

interface Home
ip address 172.16.1.1/24

interface Internet
ip address 10.0.0.1/16

ip global 1

ip nat Home

ip static tcp Internet 80 172.16.1.33 80

2.1.149 ipv6 local-prefix

OnucaHue HacTtpoutb nokaneHbin npedukc (ULA). ApryMeHT MOXeT ObiTb OyKBEHHbIM
npedukcom unu knodessim crnosomM default, KoTopoe aBToMaTNYECKN reHepupyeT
NOCTOSIHHbIN YHUKanNbHbIA NpeduKe.

Mpedomkec no Oa
MeHsieT HacTpoMnKu Oa

MHorokpaTHbii BBog  Hert

CuHoncue I (config)>  ipv6 local-prefix (default | (prefix)
I (config)> no ipv6 local-prefix [default | qprefix; |
AprymeHTbI AprymeHT Tun OnucaHue
default KntoueBoe eHepupoBaTb NOCTOSIHHLIA YHUKaMbHbLIN
CNnoBo npedukc.
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Mpumep

AprymeHT Tun OnucaHue

prefix Mpedukc JlokanbHbIi npedukc (ULA). JomkHo 6biTb
KOpPpEeKTHOoe 3HayeHne npedukca B brioke
fd00: : /8 c anmnHoN npedumkca He BGonee 48.

(config)> ipvé local-prefix fdol:db8:43::/48
ULA prefix saved.

2.1.150 ipv6 name-server

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

HacTtpoutb IPv6-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
HasblBalOTCA CTaTUYECKUMMU, B MPOTUBOMONOXHOCTb AMHAMUYECKUM —
3aperncTpupoBaHHbiM cny>k6amu PPP unu DHCP .

KomaHay ipv6 name-server MOXXHO BBOAMTb MHOTOKPaTHO, ecin TpebyeTtcs
HacTpouTb Heckorbko agpecoB DNS-cepeeposB.

KomaHga ¢ npedmkcom no ygansiet ykasaHHble agpec cepsepa DNS n3
CTaTMYEeCKOro M akTMBHOMO CMMCKa, ecrnv KomaHaa AaeTcs ¢ aprymeHTamm, nmbo
o4yuLlaeT CNMCOK CTaTU4eCKUX agpecoB, ecnvn kKomaHaa Aaetcs 6e3 aprymeHToB.

Oa
[a
Da

I (config)>  ipv6 name-server <address

I (config)> no ipv6 name-server [ (address> |

AprymeHT Tun OnucaHue

address IPv6-address |Aapec cepBepa MMeH.

(config)> ipvé name-server 2001:db8::2
added name server 2001:db8::2, domain (default).

2.1.151 ipv6 route

OnucaHue

Mpedukc no

Ho6aBnTb B Tabnuuy mapLupyTU3auum cTaTUYeCcKMin MapLUpyT, KOTOPbIN 3adaeT
npasuno nepepayn IPv6-nakeToB Yyepes onpenerneHHbIN W3 Uin ceTeBomn
UHTepdenc.

B kayecTBe ceTu HasHa4yeHUss MOXHO yKa3aTb KrtodeBoe cnoBo default. B atom
cnyyae Bygert co3gaH MapLupyT Mo YMOMYaHuio.

Komanpa c ﬂpe(bMKCOM no yaander MapwpyT C yKa3aHHbIMU NMapamMeTpamMi.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Ja
[a

I (config)>  ipv6 route («prefix» | default) <interface,

I (config)> no ipv6 route ( «prefix» | default) cinterface,

AprymeHT Tun OnucaHue

prefix Mpedukc Mpedukc IPV6.

default Kniouesoe Wcnonb3yeTcsa npeduke no ymonyaHuto.
CnoBo

interface Nms MonHoe ums nHTepderca nnm NCEBAOHNM.
UHTepdenca

(config)> ipv6 route
added name server 2001:db8::2, domain (default).

2.1.152 ipv6 subnet

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKHM
MHorokpaTHbIW BBOA
BxoxnaeHue B rpynny

CuHoncuc

AprymeHTbI

[ocTyn Kk rpynne koMaHg, 4nst HACTPOMKM CermeHTa fnokaneHon cetn IPv6. Ecnin
CEerMeHT He HaneH, KoMaHaa NbiTaeTcsa ero co3naThb.

[a
Ja
Oa

(config-subnet)

I (config)>  ipv6 subnet (name»

I (config)> no ipv6 subnet [ <name> |

AprymeHT

Tvn

OnucaHue

name

Ctpoka

Mms unm nceBAOHUM MOACETU.

2.1.153 ipv6 subnet bind

OnucaHue
Mpedukc no
MeHsieT HacTpounku

MHorokpaTHbIl BBOA

MpuBA3aTh NoaceTb K UHTepdEncy.
Oa
Oa

Het
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CuHoncuc

AprymeHThl

Mpumep

I (config-subnet)>  bind <interface»

I (config-subnet)> no bind [ <interface; ]

AprymeHT Tun OnucaHue

interface Crtpoka MonHoe umsa nHTepdenca Unm NCEBLOHNM.

(config-subnet)> bind WifiMaster0/AccessPointl
Interface bound.

2.1.154 ipv6 subnet mode

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

BbibpaTb pexxvm HacTpOVikK agpecoB A1l XOCTOB B nogceTu. [locTynHbl ABa
BapuaHTa — dhcp u slaac. NepBbii BKNtoYaeT nokanbHbii DHCPv6-cepBep ¢
Lenbio NpuceoeHns agpecos, BTopon BkrtodaeT SLAAC (aBToKoOHUrypaLmio
agpecos).

Oa

Ja

Het

I (config-subnet)>  mode (slaac | dhcp)

I (config-subnet)> no mode (slaac | dhcp)

AprymeHT Tun OnucaHue

slaac Kntouesoe Bkntountb SLAAC (aBTOKOHpUrypaumio
CnoBo azpecos).

dhcp KntoueBoe Bkntounts DHCPV6-cepaep.
CnoBo

(config-subnet)> mode slaac
Mode changed.

2.1.155 ipv6 subnet number

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku

MHorokpaTHbI BBOA

MpucBOUTL NOACETM NAEHTUGMKATOP, KOTOPLIN ByaeT onpedensTb NyGnuMyHbIi
npedukc cermeHTa. MigeHTndukaTop AormkeH ObITb YHUKaNbHBIM Cpeay NoAceTen.

Oa
Ha

Het
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Cunoncuc I (config-subnet)>  number )

I (config-subnet)> no number [ > ]
AprymeHThI AprymeHT Tun OnucaHnue

n Llernoe yncno |YHukanbHbIn ngeHTudmkaTop nogcetu.
Mpumep (config-subnet)> number 3

Number changed.

2.1.156 isolate-private

OnucaHue 3anpeTnTb Nepedayy AaHHbIX MeXay NobbiMyU MHTepdecamm ¢ ypoBHEM

GesonacHocTu private.

KomaHga ¢ npedrkcom no oTMEHSIET AeCTBME KOMaHAbI, pa3peLuas nepegasarb
OaHHble Mexay nHTepdencamm private.

Mpedoumkc no Oa

MeHsieT HacTpoOMnKu Oa

MHorokpaTHbii BBog  Hert

Curoncuc I (config)>  isolate-private
I (config)> no isolate-private

MNpumep (config)> isolate-private
Applied.

2.1.157 known host

OnucaHue

Mpedukc no

[106aBUTb N3BECTHBIN XOCT.

Oa

MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

Cunoncuc I (config)>  known host (name» mac»
I (config)> no known host [ mac ]

AprymeHThI AprymeHT Tun OnucaHue
name Crpoka MNpoun3sonbHOe nMsa XocTa.
mac MAC MAC-agpec xocTa.
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Mpumep

2.1.158 Is

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

(config)> known host 123 4C:0F:6E:4B:3C:BA

Core: :KnownHosts:

new host "123" has been created.

BblBECTM Ha 3KpaH CNUCOK (haifnoB B yKazaHHOW OUPEKTOPUN.

Het

Het

Het

I(conﬁg)> ls [directory]

AprymeHT Tun OnucaHue

directory Ctpoka MyTb k nanke. MNMyTb JOMKEH coaepXaTb UMsI

harinoBow CUCTEMbI U HEMOCPEOCTBEHHbIN
nyTb K Nanke B criegyowem gopmate <file
system>:<path>. [pumepbl hannosbIx
cuctem — flash, temp, proc, usb, etc.

(config)> ls temp:

rel: temp:

entry, type = R:

name: resolv.conf

size: 107
entry, type = D:
name: db

entry, type = D:
name: dhcpb6c
entry, type = R:
name: TZ
size: 6
entry, type = R:
name: passwd
size: 128
entry, type = D:
name: dnscache
entry, type = D:

name: mnt
entry, type = D:
name: tmp
entry, type = D:
name: ppp
entry, type = D:
name: lib
entry, type = D:
name: run
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2.1.159 more

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.160 ntp

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

BblBECTM Ha 3KpaH cogepXXnMmMoe TeKCTOBOro dhansa nocTpoYHO.

Het

Het

Het

I (config)>  more «filename»

AprymeHT Tun OnucaHue

filename File name MonHoe umsa arna nnm NCeBLOHUM.

(config)> more temp:resolv.conf
nameserver 82.138.7.15

nameserver 82.138.7.251

nameserver 82.138.7.130

options timeout:1 attempts:3 rotate

HocTtyn k HacTporike NTP-knueHTa.

KomaHga ¢ npedmkcom no copacbkiBaeT HacTponku NTP-KnneHTa B HAaCTPONKM
Mo YMOM4YaHuio.

[a
Het

Het

I (config)> ntp

I (config)> no ntp

2.1.161 ntp server

OnucaHue

Mpedomkc no

MeHsieT HacTpouku

[ob6aBunTb B cnncok HoBbih NTP-cepBep. MoxHo nobaBuTtb He 6onee 8
NTP-cepBepos.

Komanpa ¢ npedukcom no yganaet NTP-cepsep ua cnucka. Ecnv BeInonHUTb
KomaHfy 6e3 aprymeHTa, T0 BeCb cnncok NTP-cepBepoB OyAeT O4YULLEH.

Oa
Oa
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

Ja

I (config)>  ntp server <host»

I (config)> no ntp server [ host ]

AprymeHT Tun OnucaHue

host CTtpoka Apnpec NTP-cepBepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.

2.1.162 ntp sync-period

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

2.1.163 ppe

OnucaHue
Mpedoumkec no
MeHsieT HacTpouku

MHorokpaTHbIi BBOA,

HasHaunTb nepmopg CMHXpOHM3auumn BpeMeHu. 1o yMonyaHuio ncnonb3yeTcs
3HavyeHue 1 Hepens.

KomaHnga c npedmKcom no yCTaHaBNMBaET BPEMS CUHXPOHM3ALIMM MO YMOITYaHMIO.
Ja
Oa

Het

I (config)>  ntp sync-period (time»

I (config)> no ntp sync-period

AprymeHT Tun OnucaHue

time Llenoe uucno |Bpemsa cuHxpoHusaLmm, B MUHyTax. Moxet
NpuHUMaThb 3HadeHne ot 60 MUHYT Ao 1
MecsLa.

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

Bkntountb Bnok O6pabotku MNMaketos (PPE).
Oa
Oa

Het
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CuHoncuc

Mpumep

I (config)>  ppe
I (config)> no ppe

(config)> ppe
PPE enabled

2.1.164 pppoe pass

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

2.1.165 printer

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

BkniounTb (OyHKLUIO CKBO3HOTO nponyckaHus. MoxHo BeBecTy Ao 10 nokanbHbIX
ceTeBbIX y3noB. KomaHaa ¢ npedukcoM no OTKNoYaeT OyHKUUIO.

[a
Oa
Het

Ethernet

I (config)>  pppoe pass through «from (to»

I (config)> no pppoe pass through

AprymeHT Tun OnucaHue

from Nms HavyanbHbIN MHTEpdenc.
UHTepdenca

to Nms KoHeuHbI nHTepdelic.
UHTepdenca

(config)> pppoe pass through Home ISP
PPPoE pass-through enabled.

Bxoa B rpynny kKomaHg ansa HaCTpOﬁKM Bbl6paHHOFO npuHTEpPAa. Ecnu NPUHTEpP HE
HangeH, komaHga nolTaetcsa ero cosgaTtb. KomaHga ¢ npecbvn(com no yganaer
NPUHTEP N3 CUCTEMDI.

Ja
Da
Oa

(config-printer)

I (config)>  printer <id»
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AprymeHThI

I (config)> no printer <id»

AprymeHT Tun OnucaHue

id CTtpoka MaoeHTudukaTop npuHTepa.

2.1.166 printer bidirectional

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

BkntounTb Anst npyHTEpa ABYHanNpaBneHHbI pexnm odmMeHa. Npedukc no
OTKIMOYaEeT AByHANPaBIIEHHBIN PEXUM.

Oa

Oa

Het

I (config-printer)>  bidirectional

I (config-printer)> no bidirectional

(config-printer)> bidirectional
Bidirectional mode enabled.

2.1.167 printer debug

OnucaHue

Mpedomkec no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

BkntounTb peXnm otTnagkm anda npuHTepa. Ecnn dprymMeHT He yKa3aH, YpOBEeHb
OTNnagKku yctaHaBiMBaeTCA paBHbIM 1. KomaHga c I'Ipe(*)VIKCOM NO OTKITK4YaeT
pexunm otnagku.

Oa
Oa

Het

I (config-printer)>  debug [ Level (levels]

I (config-printer)> no debug

AprymeHT Tun OnucaHue
level KntoueBoe KntoueBoe cnoBo, Nocre KoToporo
CnoBo yKa3bIlBaeTCs 3Ha4YeHWE YPOBHS OTNaaku.
level Llenoe uncno |YposeHb otnagku. MoxeT npuHuMaTb
3Ha4yeHus oT 1 o 3 BKIMOYMTENBHO.

(config-printer)> debug level 3
Printer::Manager: a debug level set to 3.
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2.1.168 printer name

OnucaHue HasHaunTb NpuHTEPY NPOU3BOMBHOE UMSI.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-printer)>  name (name»

I (config-printer)> no name
AprymeHThI AprymeHT Tun OnucaHue

name Crpoka MNpoun3BonbHOe MMA NpUHTEpa.
Mpumep (config-printer)> name Canon

Name changed.

2.1.169 printer port

OnucaHue YCcTaHoBWTb NOPT NPUHTEpPA, ecnu TUn npuHTepa direct.
Mpedoumkec no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-printer)>  port (port,

AprymeHThI AprymeHT Tun OnucaHnue
port Llernoe uucno |Mopt npuHTepa.

Mpumep (config-printer)> port 2012

Port changed.

2.1.170 printer type

OnucaHue YCcTaHOBUTb TUM NpUHTEpPA.
Mpecduke no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
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CuHoncuc

AprymeHTbI

Mpumep

I (config-printer)>  type [cifs | direct]

AprymeHT Tun OnucaHue

cifs KntoueBoe MpuHeTp nogkntoyeH yepes CIFS.
CNnoBo

direct Kntouesoe MpuHTEP NOAKNIOYEH HEMOCPEOCTBEHHO K
CNnoBo YCTPOWCTBY.

(config-printer)> type direct

Type changed.

2.1.171 service cifs

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

Mpumep

Bkniountb CIFS-cepaep.

[a

[a

Het

I (config)> service cifs

I (config)> no service cifs

(config)> service cifs
CIFS server enabled.

2.1.172 service dhcp

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

Bkntountb DHCP-cepBep. Ecnu ans 3anycka cny»6bl He4OCTaTOMHO HACTPOEekK
(cm. ip dhep pool), cnyxba He Gyaet oTBevaTb No ceTu. Kak Tonbko HacTpoek
CTaHeT JOCTaTOYHO, Cny>06a BKIMHUYNTCA aBTOMaTUYECKU.

KomaHaa ¢ npedunkcom no ocTaHaBnMBaET Cryxoy.

Oa
Oa
Het
I (config)>  service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.
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2.1.173 service dhcp-relay

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

BkntounTb petpaHcnaTop-DHCP. Ecnin gnst 3anycka cnyx0bl HEAOCTaTOYHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxba He Byger oTBeyaTb MO ceTu. Kak TonbKO HAaCTpPOEK CTaHET 4OCTATO4HO,
cnyx6a BKMOYUTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
[a

Het

I (config)> service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

2.1.174 service dns-proxy

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

Mpumep

Bkntounts DNS-npokcu cepsep. KomaHaa ¢ nperkcom no octaHaBnueaeT
cnyxoy.

Ja
Ha
Het
I (config)>  service dns-proxy

I (config)> no service dns-proxy

(config)> service dns-proxy
DNS proxy enabled.

2.1.175 service ftp

OnucaHue

Mpedukc no

MeHsieT HacTpouku

Bkntountb FTP-cepBep anst obecnevyeHnsi nonb3oBaTenen JOCTyrnoMm K
noakntodeHHsIM USB-HocuTensm, HacTpoeyHbiM cpainam u dainam c
06HOBNEHNsAMM MUKponporpammbl. Komanaa ¢ npechmMkcomM no octaHaBnuBaeT
cnyxoy.

[a
Oa
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

| (config)>

Het

I (config)> no service ftp

(config)> service ftp

FTP server enabled.

2.1.176 service http

Bkntounts HTTP-cepBep, KOTOpbI NpeaocTaBnaeT nosnb3oBaTesto
Web-nHTepdenc ons HacTponkn yctponctea. KomaHga ¢ npedumkcom no

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

OCTaHaBnMBaET CNyx0by.
Oa
[a

Het

I (config)>  service http

I (config)> no service http

(config)> service http
HTTP server enabled.

2.1.177 service igmp-proxy

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

service ftp

Bkntountb IGMP-npokcu. [ins pabotbl crny6bl HE0OX0AMMO HanMymne OgHOro
nHTepgenca upstream n xotst 6bl ogHoro uHTepdenca downstream. Ecrnv gns
3anycka cnyx06bl He4OCTaTOYHO HACTPOeEK, OHa He ByaeT paboTaTtb. Kak Tonbko
HaCTpOeK CTaHeT AOCTaTO4HO, cny>|<6a BKJTHOYNUTCA aBTOMaATU4ECKW.

Komanpa c I'Ipe(bVIKCOM NOo OCTaHaBlnnBaeT CJ'Iy)K6y.

Ja
Oa

Het

I (config)>  service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy

IGMP proxy enabled.
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2.1.178 service ntp-client

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BkntounTtb NTP-knneHT. Komanga ¢ npedmkcom no ocTaHaBnmnBaeT Criyxoy.
Oa

Oa

Het

I (config)>  service ntp-client

I (config)> no service ntp-client

(config)> service ntp-client
NTP client enabled.

2.1.179 service telnet

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

KomaHpaa 3anycka cepsepa telnet, koTopblin npegocTasnseT nonb3osaTento
nHTepenc KomaHgHOM CTPOKK ANs HACTPOWKK ycTporcTBa. KomaHaa ¢ npedmkcom
no oCTaHaBNMBaeT Cryxoy.

Oa
Oa
Het
I (config)>  service telnet

I (config)> no service telnet

(config)> service tel
Telnet server enabled.

2.1.180 service torrent

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

BkntounTts BitTorrent-knueHTt ansa obecneveHms nonb3oBatenen ooLmm 4OCTYNOM
k Bonbwnm cdannam (dbvnbmam, TB-L1oy) NocpeacTBOM NUPUHIOBOTO CETEBOIO
npotokona. KomaHaa ¢ npecrMkcoM no oCcTaHaBNUBaET Cryxoy.

[a
Ja

Het

I (config)>  service torrent
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I (config)> no service torrent

Mpumep (config)> service torrent
server enabled.

2.1.181 service udpxy

OnucaHue BkntounTb cnyx0by udpxy. KomaHga ¢ npedukcoM No oCTaHaBNMBAET CIyxX0by.
Mpedomkc no Ha
MeHsieT HacTpoOMnKu Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I (config)>  service udpxy
I (config)> no service udpxy
Mpumep (config)> service udpxy

Udpxy: :Manager: a service enabled.

2.1.182 service upnp

OnucaHue Bkntountb cnyxby UPnP. KomaHnga ¢ nperKcoM No OCTaHaBNMBAET CITyX0y.
Mpedukec no Oa
MeHsieT HacTpoOMnKu Oa

MHorokpaTHbii BBog  Hert

CuHoncuc I (config)>  service upnp

I (config)> no service upnp

2.1.183 show

OnucaHue D,OCTyI'I K rpynne KoMaHg ana npocMoTtpa OnarHocTn4eckom MH(bOpMauMM [0}
cucteme. Bece komaHagbl 3TON rpynnbl HE NUBMEHAKT CUCTEMHbIE HaCTpOﬁKM.

Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbi BBog  Hert

BxoxaeHue B rpynny  (show)
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CuHoncuc

I(conﬁg)>

2.1.184 show access

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHThbl

Mpumep

2.1.185 show associations

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

lMokasaTb nonb3oBaTenbCkM JOCTyn K nanke Ha USB-ycTponcTse.

Het

Het

Het

I(shom0> access «directory»

AprymeHT Tun OnucaHue

directory Ctpoka MyTb k nanke Ha USB-ycTponcrae.

(show)> access PENDRIVE:doc

user:

name:

assigned:

effective:

exists:
user:

name:

assigned:
effective:
exists:

admin
write
write
yes

test
read
read
yes

MokasaTb cnucok 6ecnpoBOAHbIX CTAHLUMIA, CBSA3AHHbIX C TOUYKOM gocTyna. Ecnn
BbINOMHUTbL KOMaHAy 6e3 aprymeHTa, To BECb CMMCOK BECNPOBOAHBLIX CTAHLUN
Oyner BbiBEQEH Ha 3KpaH.

Het
Het

Het

Access Point

I (show)>

associations [ (name> ]

Keenetic CnpaBoY4HUK kOMaHA

117




asa 2 OnucaHne KomaHg,

AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

name Ctpoka HazBaHwue Toukn goctyna. CnmMcok 4OCTYMHbIX
Ons Bbldopa ToYek 4OCTyna MOXHO YBUAETb
BBeas KomaHay associations ?.

(show)> associations GuestWiFi

station:
mac: 10:0b:a9:2f:d7:d0
ap: 1
authenticated: 1
txrate: 54
station:
mac: a0:88:b4:40:9c:98
ap: 1
authenticated: 1
txrate: 54

2.1.186 show channels

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb CnNCOoK AOCTYMHLIX KAHANoB Ha paauno-uHTepdence. [locTynHble kKaHanol
onpepensoTcsa 3Ha4yeHneM country-code Ana gaHHoro nHTepdetrica.

Het
Het
Het

Radio

I(shom0> channels cinterface»

AprymeHT Tun OnucaHue

interface Nms HasBaHue paguno-nHtepdenca. Cnmcok
NHTepdgenca |AoCTyNHbIX 4 Bbibopa paano-uHTepdencos

MOXHO yBUAETb BBEAS KoMaHAay channels
?

(show)> channels WifiStation0

channels:
channel:
channel:
channel:
channel:
channel:
channel:
channel:

Nouhks, WwWwN B
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channel: 8
channel: 9
channel: 10
channel: 11
channel: 12
channel: 13

Core::Configurator: done.

2.1.187 show cifs

OnucaHue Mokasatb ctatyc CIFS-cepeepa.
Mpecduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

Cunoncuc I(shom0> cifs

Mpumep (show)> cifs
enabled: yes
master: no
automount: yes
permissive: yes
share:
mount: 9430B54530B52EDC:
label: 9430B54530B52EDC

description:
active: no

2.1.188 show clock date

OnucaHue lMokasaTb Tekyllee CUCTEMHOE BpeMS.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(Sh0“0> clock date

Keenetic CnpaBoY4HUK kOMaHA

119




asa 2 OnucaHne KomaHg,

Mpumep (show)> clock date
date:
weekday: 4
day: 24
month: 5
year: 2012
hour: 23
min: 50
sec: 6
msec: 275
dst: inactive
tz:

locality: Moscow
stdoffset: 14400
dstoffset: -1

2.1.189 show clock timezone-list

OnucaHue lMokasaTb CNMCOK OCTYMHbIX YACOBbIX MOSICOB.
Mpecduke no Het
MeHsieT HacTpOMKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(Sh0M0> clock timezone-list

Mpumep (show)> clock timezone-list

timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1

tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
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2.1.190 show dot1x

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
Tun nHTepdenca
MHorokpaTHbIl BBOA

CuHoncuc

AprymeHTbI

Mpumep

lNokasaTb cocTosiHue knveHTa 802.1x Ha uHTepdence. [1ns BO3MOXHOCTH
yrnpaBnenns coctosHmeM knmeHTa 802.1x Ha nHTepderice aormkHa ObiTb
HacTpOeHa aBTopu3aumsa Npy noMoLm rpynnel komaHg interface authentication

Het

Het

Ethernet

Het

I (show)>  dotlx[interface]

AprymeHT Tun OnucaHue

interface Nms HaseaHue nHtepdeiica Ethernet. Cnncok
nHTepdpenca |QoCTyNHbIX AN BbibOpa MHTEPMENCOB

MOXHO yBUAeTb BBeas komaHay dot1x 2.

(config)> show dotlx ISP

dotlx:

id: Switch@/VLAN2

Core::Configurator: done.

2.1.191 show drivers

OnucaHue

Mpedumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIl BBOA,

CuHoncuc

Mpumep

state: CONNECTING

[NokasaTb CMCOK 3arpy>XeHHbIX ApanBepoB aapa.

Het
Het

Het

I (show)>

(show)> drivers

drivers

module:

name: rt2860v2 sta

Keenetic CnpaBoY4HUK kOMaHA

121




asa 2 OnucaHne KomaHg,

size: 546736
used: 0
subs: -
module:
name: rt2860v2 ap
size: 554192
used: 2
subs: -
module:
name: rndis host
size: 5024
used: 0
subs: -
module:
name: dwc_otg
size: 68416
used: 0
subs: -
module:
name: lm
size: 1344
used: 1
subs: dwc otg, [permanent]
2.1.192 show ftp
OnucaHue lMokasaTb JOMaLLHWE KaTanoru nonb3oBatenen, umetowwmx Ter ftp.
Mpecduke no Het
MeHsieT HacTpOMKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(shom0> ftp

Mpumep (show)> ftp

enabled: yes
permissive: yes

user:
name:
root:
path:

user:
name:
root:

admin
ELY/
/tmp/mnt/E//

torrent
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2.1.193 show interface

OnucaHue

Mpedukc no
MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHThbI

Mpumep

path:

Core::Configurator: done.

MokasaTb faHHble yKadaHHOro MHTepderica. Ecnu BeINONHUTL KOMaHay 6e3
aprymeHTa, TO BECb CMMCOK CETEBbLIX HTEPencoB OyaeT BbIBEAEH Ha KpaH.

Het
Het
Het

P

I (show)>

interface name,

AprymeHT

Tun

OnucaHue

name

Ctpoka

MonHoe nms nnn NnceegoHUM NHTepdenca,
WHopmaLmio 0 KoTopoMm TpebyeTca
oTo6pasnThb.

Mpumep 2.1. MpocMOTpP COCTOSHMA NOPTOB KOMMYyTaTopa

KomaHga show interface BbiBOOUT pasnuyHyo MHGPOPMAaLMIO B 3aBUCUMOCTM OT
TMna uHTepdenca. B yactHocTH, ang kommyTtaTopa Switch@ oHa noMmmo obLwmx
CcBeJeHMI NoKa3bIBaET TeKyLLlee COCTosAHME PU3NYECKUX NOPTOB, CKOPOCTb U

aynnekc.

config)> show interface Switcho

index: 0
type: Switch
description:

state: up

link: up

port, index = 1:
link: up
speed: 100M

duplex: full

port, index = 2:

link: down
speed:
duplex:

port, index = 3:

link: down
speed:
duplex:

port, index = 4:
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link: down
speed:
duplex:
port, index = 5:
link: up
speed: 100M

duplex: full

2.1.194 show interface channels

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu

MHorokpaTHbIli BBOA,

Tun nntepcpenca

CuHoncuc

AprymeHThbI

Mpumep

lMokasaTb faHHble O KaHanax ykazaHHOro 6ecrnpoBOAHOIO MHTepdenca.
Het
Het
Het

Radio

I(shom0> interface (name»> channels

AprymeHT Tun OnucaHue

name Ctpoka MonHoe ums nnn NnceegoHUM NHTepdenca,
WHopmaLmio 0 KoTopom TpebyeTtca
oTo6pasnThb.

(show)> interface WifiMaster® channels

channels:
channel, index = 0:
number: 1
ext-40-above: yes
ext-40-below: no

channel, index = 1:
number: 2
ext-40-above: yes
ext-40-below: yes

channel, index = 2:
number: 3
ext-40-above: yes
ext-40-below: yes

channel, index = 3:
number: 4
ext-40-above: yes
ext-40-below: yes

channel, index = 4:
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channel, index = 5:
number: 6
ext-40-above: yes
ext-40-below: yes
channel, index = 6:
number: 7
ext-40-above: yes
ext-40-below: yes
channel, index = 7:
number: 8
ext-40-above: yes
ext-40-below: yes
channel, index = 8:
number: 9
ext-40-above: yes
ext-40-below: yes
channel, index = 9:
number: 10
ext-40-above: yes
ext-40-below: yes
channel, index = 10:
number: 11
ext-40-above: yes
ext-40-below: yes
channel, index = 11:
number: 12
ext-40-above: yes
ext-40-below: yes
channel, index = 12:
number: 13
ext-40-above: no
ext-40-below: yes
Core::Configurator: done.
2.1.195 show interface mac
OnucaHue Oto6paxaet Tabnuuy MAC-agpecoB koMMmyTaTopa.

Mpecduke no Het

number: 5
ext-40-above: yes
ext-40-below: yes
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MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca Switch

Cunoncuc I (show)>  interface (names mac

AprymeHTbI AprymeHT Tun OnucaHue
name CTtpoka MonHoe nms nnn NncesgoHUM NHTepdeinca,
nHdopmaLmio 0 KOTopom TpebyeTcs
oTObOpasnTb.
Mpumep (show)> interface Switch0 mac
Port MAC Aging
1 20:6a:8a:1a:58:€9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00: fc 7
2.1.196 show interface rf e2p
OnucaHue lMokasaTb TekyLlee CoaepXnmoe BCex s4eek KanmbpoBOYHbIX AaHHbIX.
Mpedukec no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert
Tun nntepcpenca Radio
Cunoncuc I (show)>  interface <name> rf e2p
AprymeHTbI AprymeHT Tun OnucaHue
name Ctpoka [MonHoe umsa uHTepdenca unm NCesaoHNM.
Mpumep (show)> interface WifiMaster® rf e2p

[0x0000]:5392 [0x0002]:0103 [0x0004]:43EC [0x0006]:04F6
[0x0008]:042B [0x000A]:5392 [0x000C]:1814 [OxO00E]:8001
[0x0010]:0000 [0x0012]:5392 [0x0014]:1814 [0x0016]:0000
[0x0018]:0001 [0x001A]:FF6A [0x001C]:0213 [OxO01E]:FFFF
[0x0020]:FFFF [0x0022]:FFC1 [0x0024]:9201 [0x0026]:FFFF
[0x0028]:43EC [0x002A]:04F6 [0x002C]:052B [OxO02E]:FFFF
[0x0030]:758E [0x0032]:4301 [0x0034]:FF22 [0x0036]:0025
[0x0038]:FFFF [0x003A]:012D [0x003C]:FFFF [0x003E]:FAD9
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[0x0040]
[0x0048]
[0x0050]
[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]

[0x0088]
[0x0090]

[0x00A0]
[0x00A8]

[0x00B8]
[0x00C0O]

[0x006D0]
[0x06D8]

[OxO0E8]
[0x00F0]

[0x0100]
[0x0108]
[0x0110]
[0x0118]
[0x0120]

[0x0130]
[0x0138]

[0x0148]
[0x0150]

[0x0160]
[0x0168]

[0x0178]
[0x0180]

[0x0190]
[0x0198]

[0x01A8]
[0x01B0O]

[0x01CO]
[0x01C8]
[0x01DO]
[0x01D8]
[0xO1EO]

:88CC
10000
:FFFF
11011
11111
:1313
:00F1
10000
[0x0080] :
:FFFF
:FFFF
[0x0098] :
:FFFF
:FFFF
[0x00BO] :
:FFFF
:FFFF
[0x00C8] :
:FFFF
:FFFF
[OxOOEO] :
: AAAA
:FFFF
[OxO0F8] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x0128]:
:FFFF
:FFFF
[0x0140]:
:FFFF
:FFFF
[0x0158]:
:FFFF
:FFFF
[0x0170]:
:FFFF
:FFFF
[0x0188]:
:FFFF
:FFFF
[0x01A0] :
:FFFF
:FFFF
[0x01B8] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0xO1E8]:

FFFF

FFFF

FFFF

FFFF

AAAA

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0042]
[0x004A]
[0x0052]
[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]

[0x008A]
[0x0092]

[0x00A2]
[Ox00AA]

[0x00BA]
[0x00C2]

[0x06D2]
[Ox00DA]
[Ox00E2]
[OXO0EA]
[0x00F2]

[0x0102]
[0x010A]
[0x0112]
[Ox011A]
[0x0122]

[0x0132]
[Ox013A]

[0x014A]
[0x0152]

[0x0162]
[Ox016A]

[Ox017A]
[0x0182]

[0x0192]
[Ox019A]

[0x01AA]
[0x01B2]

[0x01C2]
[0x01CA]
[0x01D2]
[OxO1DA]
[0x01E2]

:FFFF
10000
11111
:1010
11211
11413
:1133
10000
[0x0082]:
:FFFF
:FFFF
[Ox009A] :
:FFFF
:FFFF
[0x00B2] :
:FFFF
:FFFF
[0x0OCA] :
:FFFF
:FFFF
16688
16688
:FFFF
[OxO0FA] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x012A]:
:FFFF
:FFFF
[0x0142]:
:FFFF
:FFFF
[0x015A]:
:FFFF
:FFFF
[0x0172]:
:FFFF
:FFFF
[0x018A]:
:FFFF
:FFFF
[0x01A2]:
:FFFF
:FFFF
[0x01BA]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[OxO1EA]:

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0044]
[0x004C]
[0x0054]
[0x005C]
[0x0064]

[0x0074]
[0x007C]

[0x008C]
[0x0094]

[0x00A4]
[0x00AC]

[0x00BC]
[0x00C4]

[0x00D4]
[0x006DC]

[0x00EC]
[0x00F4]

[0x0104]
[0x010C]
[0x0114]
[0x011C]
[0x0124]

[0x0134]
[0x013C]

[0x014C]
[0x0154]

[0x0164]
[0x016C]

[0x017C]
[0x0184]

[0x0194]
[0x019C]

[0x01AC]
[0x01B4]

[0x01C4]
[0x01CC]
[0x01D4]
[0x01DC]
[Ox01E4]

:FFOA
:0000
11111
:1010
11212
[0x006C] :
:0000
:0000
[0x0084] :
:FFFF
:FFFF
[6x009C] :
:FFFF
:FFFF
[0x00B4] :
:FFFF
:FFFF
[6x00CC] :
:FFFF
:FFFF
[OXOOE4] :
:AAAA
:FFFF
[0XOOFC] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[6x012C]:
:FFFF
:0000
[0x0144] :
:FFFF
:FFFF
[6x015C] :
:FFFF
:FFFF
[0x0174]:
:FFFF
:FFFF
[6x018C] :
:FFFF
:FFFF
[0x01A4]:
:FFFF
:FFFF
[6x01BC] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0XO1EC] :

1414

FFFF

FFFF

FFFF

FFFF

AAAA

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0046]
[Ox004E]
[0x0056]
[OxO05E]
[0x0066]
[Ox006E]
[0x0076]
[OxO07E]

[OxO08E]
[0x0096]

[0x00A06]
[0xO0AE]

[OxO0BE]
[0x00C6]

[0x00D6]
[0xO0DE]
[0x00E6]
[OxO0EE]
[0x00F6]

[0x0106]
[0x010E]
[0x0116]
[OxO011E]
[0x0126]

[0x0136]
[0x013E]

[Ox014E]
[0x0156]

[0x0166]
[Ox016E]

[Ox017E]
[0x0186]

[0x0196]
[Ox019E]

[0x01AE]
[0x01B6]

[0x01C6]
[0x01CE]
[0x01D6]
[OxO1DE]
[OXO1E6]

:0000
:FFFF
11111
:1010
11312
12264
:FC62
:0000
[0x0086] :
:FFFF
:FFFF
[0x009E] :
:FFFF
:FFFF
[0x00B6] :
:FFFF
:FFFF
[0x0OCE] :
:FFFF
16666
16688
16688
:FFFF
[OXOOFE] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x012E] :
:FFFF
:FFFF
[0x0146] :
:FFFF
:FFFF
[0x015E] :
:FFFF
:FFFF
[0x0176]:
:FFFF
:FFFF
[0x018E] :
:FFFF
:FFFF
[0x01A6] :
:FFFF
:FFFF
[0x01BE] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[OXO1EE] :

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF
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[0x01F0]:FFFF
[0x01F8]:FFFF

[0x01F2]:FFFF
[0xO01FA]:FFFF

[0x01F4] : FFFF
[0x01FC] : FFFF

[6x01F6] :FFFF
[0xO1FE] : FFFF

2.1.197 show interface stat

OnucaHue [NokasaTb CTaTUCTUKY NO MHTEPJIENCY.
Mpeduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

CuHoncue I(shom0> interface (name) stat
AprymeHTbI AprymeHT Tun Onucanue
name Ctpoka lMonHoe nmsa nHTepdenca nnm NCEBAOHNM.
Mpumep (show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0

2.1.198 show interface wps pin

OnucaHue Mokasate WPS PIN Toukn goctyna.
Mpeduke no Het
MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert
Tun uHTepdeinca WiFi

CuHoncuc

I (show)>  interface <name> wps pin
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AprymeHTbI

Mpumep

AprymeHT

Tun

OnucaHue

name

Ctpoka

MonHoe nms nHTepderca nnm NCEBAOHNM.

(show)> interface AccessPoint wps pin

pin:

60180360

2.1.199 show interface wps status

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

MokasaTtb ctatyc WPS Touku goctyna.

Het
Het
Het
WiFi

| (show)>

interface (name> wps status

AprymeHT

Tun

OnucaHue

name

Ctpoka

MonHoe nms nHTepdenca nnm NCEBAOHNM.

(show)> interface AccessPoint wps status

2.1.200 show ip arp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

wps:
configured:
status:
direction:

mode:
left:

active
send
pbc
113

Otob6paxaeT cogepxnmoe kewa ARP.

Het
Het

Het

| (show)>

(show)> ip arp

IP

MAC

Interface
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192.168.75.209
82.135.72.150
192.168.75.106
192.168.75.201
192.168.75.203
10.10.30.34
192.168.75.203
192.168.75.211
82.138.72.163
192.168.75.200
192.168.75.204
82.138.72.129

9c:
00:
88:
7c:
00:
ao:
7c:
00:
34:
60:
4c:
00:

2.1.201 show ip dhcp bindings

OnucaHue

Mpedumkec no
MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

b7:
Oe:
53:
61:
19:
88:
61:
26:
51:
ds8:
oOf:
30:

0d:
Oc:
2e:
93:
d2:
b4:
93:
c7:
c9:
19:
6e:
48:

91:
09:
5e:
eb:
48:
40:
ee:
4a:
c6:
cb:
4b:
89:

e7:
db:
07:
6C:
d6:
9c:
88:
e0:
53:
1b:
3c:
b5:

31
60
1d
77
dc
98
67
16
cf
36
ba
9f

Home
ISP
Home
Home
Home
GuestWiFi
Home
Home
ISP
Home
Home
ISP

MokasaTtb ctatyc DHCP-cepBepa. Ecnu BbINONMHWUTL kKOMaHAy 6e3 aprymeHTa, 10
BECb CMMCOK BblgeneHHbix |IP ons Bcex nynos OyaeT BbiBEAEH Ha 9KpaH.

Het

Het

Het

I(shom0> ip dhcp bindings [ «(pool> ]
AprymeHT Tun OnucaHue
pool Ctpoka Nmsa nyna.

(show)> ip dhcp bindings WEBADMIN

le

h
le

h

ase:

ip:

mac:
expires:
ostname:

ase:

ip:

mac:
expires:
ostname:

2.1.202 show ip dhcp pool

OnucaHue

192.168.15.211

00:26:c7:4a:€0:

289
lenovo

192.168.15.208

00:19:d2:48:d6:

258
evo

16

dc

MokaszaTtb nHcopMaumio 06 onpegeneHHom nyne. Ecnu BbinonHWTbL KoMaHay 6e3
aprymeHTa, To MHgopMaLws 060 Bcex nyrnax cucTemMbl OyaeT BbiBeeHa Ha aKpaH.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Het
Het
Het
I(shom0> ip dhcp pool [ «poo D> ]
AprymeHT Tun OnucaHue
pool CTtpoka Nmsa nyna.
(show)> ip dhcp pool 123

pool, name = 123:

interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0

end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200

state: down
debug: no

2.1.203 show ip nhame-server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

OTtobpa3nTtb cnucok Tekywmnx agpecos DNS-cepsepos B nopsgke ybbiBaHWS
npuopuTera.

Het
Het

Het
I(shom0> ip name-server

(show)> ip name-server

server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130
domain: zydata.ru
global: yes

Keenetic CnpaBoY4HUK kOMaHA

131




asa 2 OnucaHne KomaHg,

2.1.204 show ip nat

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb Tabnuuy TpaHCNSALUMN CeTeBbIX aapecoB.

Het

Het

Het

I (show)>  ip nat [tcp]

AprymeHT Tun OnucaHue

tcp Kniouesoe Tonbko 3anvcu ¢ Tunom TCP 6yayT
CrnoBo BblBeOEeHbl Ha 3KpaH.

(show)> ip nat

Type | In | Source Port Destination Port Packets
| Out |
udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1
udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11
udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1

213.199.179.158

40006 82.138.7.164 6482 1

2.1.205 show ip route

OnucaHue
Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

OTobpaxaeT TekyLyo Tabnuuy MapLupyTusauum.

Het
Het

Het
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Cunoncuce (show)> ip route[sort (interface|gateway|destination)(ascending
| descending) ]
AprymeHThI AprymeHT Tun OnucaHue
sort KntoueBoe 3anvcy Tabnuupbl MapLUpyTM3auumn npu
CrnoBo BbIBOAE Ha 3KpaH OyayT ynopsigoyeHsbl.
ascending Kntouesoe 3anucu Tabnuubl MmapLipyTusauumn byaoyT
CrnoBo yrnopsijodeHbl N0 BO3pacTaHuio.
descending KntoueBoe 3anvcm Tabnuupbl MapLipyTusauum 6yayTt
CnoBo ynopsiodeHbl No yobIBaHUIO.
interface KntoueBoe CopTupoBka 3anvcen bygeT ocyllecTBrneHa
CNnoBo Nno UMeHN nHTepdenca.
gateway KntoueBoe CopTtupoBka 3anucen 6ygert ocyLlecTBneHa
CrnoBo no agpecy Lnto3a.
destination KntoueBoe CopTupoBka 3anucen bygeT ocyLlecTBneHa
CnoBo no agpecy HasHavyeHus:.
MNpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0

2.1.206 show ipv6 addresses

OnucaHue lMokasaTb cnncok Tekywux IPv6-agpecos.
Mpeduke no Het
MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc

I (show)>  ipv6 addresses

Mpumep (show)> ipv6 addresses

address:

address: 2001:db8::

interface: ISP
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valid-lifetime:

address:

address:
interface:
valid-lifetime:

address:

address:
interface:
valid-lifetime:

address:

address:
interface:
valid-lifetime:

infinite

2001:db8::ceb5d:4eff:fed4f:aab2
Home
infinite

fd3c:4268:1559:0:cebd:4eff:fedf:aab2
Home
infinite

fd01l:db8:43:0:ce5d:4eff:fedf:aab2
Home
infinite

2.1.207 show ipv6 prefixes

OnucaHue
Mpecduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc

Mpumep

I (show)>

ipv6 prefixes

(show)> ipv6 prefixes

prefix:

prefix:

interface:
valid-lifetime:
preferred-lifetime:

prefix:

prefix:

interface:
valid-lifetime:
preferred-lifetime:

prefix:

prefix:

interface:
valid-lifetime:
preferred-lifetime:

2.1.208 show ipv6 routes

OnucaHue
Mpedukc no Het
MeHsieT HacTpouku Het

NokasaTb cnncok Tekywux IPv6-npedukcos.

2001:db8::/64

ISP

infinite

infinite
fd3c:4268:1559::/48
infinite

infinite
fd01l:db8:43::/48
infinite

infinite

MokasaTb cnncok Tekywmux IPv6-mapLupyToB.
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

Het
I(shom0> ipv6 routes

(show)> ipv6 routes

route :

destination:
gateway:
interface:

route :

destination:
gateway:
interface:

route :

destination:
gateway:
interface:

2.1.209 show last-change

OnucaHue
Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

2001:db8::/64

Hane
fd3c:4268:1559::/64
Hane
fd01:db8:43::/64

Home

MokasaTb KTO U KOrga BHOCWI U3MEHEHMNS B HACTPOWKM NOCNEAHUN pas.

Het
Het

Het
I (show)>

(show)> last-change

date: Thu,

agent: cli

2.1.210 show log

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

last-change

12 Jul 2012 10:01:47 GMT

MokasaTb coAepXKnMMoe CUCTEMHOTO XKypHana (3anucu, KoTopble COXpaHUIUCh B
upmknnyeckom Bydpepe), a Takke HOBbIE 3anNUCK NO Mepe WX NocTynneHns. Komanaa
paboTaeT B pOHOBOM pexume, TO eCTb 40 NPUHYANUTENBHOW OCTaHOBKM
nonb3oBaTenem no Haxatuio [Ctrl]+[C].

Het
Het

Het
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CuHoncuc

Mpumep

I (show)>

log

(show)> log

Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1) had

2.1.211 show netffilter

OnucaHue

deauthenticated.

MokasaTb MHopmauuio o paboTe ceTeBoro skpaHa. Heobxogmumo ans
obecneveHus yoaneHHon TeXnogaepKku

netfilter

lNokasaTb cuctemMHble HacTponkn NTP .

ntp status

Mpecduke no Het

MeHsieT HacTpoOMnKu Het
MHorokpaTHbii BBog  Hert
CuHoncuc I(shom0>
2.1.212 show ntp status
OnucaHue

Mpedukc no Het

MeHsieT HacTpoOMnKu Het
MHorokpaTHbii BBog  Hert
CuHoncuc I(shom0>
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Mpumep (show)> ntp status

status:
elapsed: 168141
server: 2.pool.ntp.org
synchronized: yes

2.1.213 show printers

OnucaHue [MokasaTb CNUCOK NPUHTEPOB B CUCTEME.
Mpeduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

CuHoncue I(shom0> printers

Mpumep (show)> printers

printers:
printer: Canon MF8300C Series

2.1.214 show running-config

OnucaHue lMokasaTb TeKyLLMe HaCTPOMKN, KOTOPbIE COAEPXUT dann

system: running - COﬂfig, TOYHO TakK XKe, KaK 3TO Aenaet KomaHga more.

Mpedukc no Het
MeHsieT HacTpomnku Het
MHorokpaTHbii BBog  Hert

CuHoncuc I (show)>  running-config

Mpumep (show)> running-config
I $$$ Model: ZyXEL Keenetic
I $$$ Version: 2.0
I $$$ Agent:
I $$$ Last change: Fri, 13 Jul 2012 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096

set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200
set net.ipv4.netfilter.ip conntrack udp_ timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
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138

set net.ipv6.conf.all.forwarding 1
hostname Keenetic
clock timezone Moscow
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi

deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255

|
access-list WEBADMIN ISP

permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »

port eq 3389

permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

isolate-private
dyndns profile ABCD
!
dyndns profile WEBADMIN
type dyndns
!
interface Switch0
port 1
mode access
access vlan 3
!
port 2
mode access
access vlan 1

wrr
up

!

interface Bridge0
name Home
description "Home network"
inherit Switch0/VLAN1
include AccessPoint
security-level private

ip address 192.168.15.43 255.255.255.0

up

!

interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up

!

interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
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!

ip
ip
ip
ip

!
ip

!

ip
ip
ip
ip

lcp echo 30 3

ipcp default-route

ipcp name-servers

ccp

security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe

ip tcp adjust-mss pmtu

connect via ISP

up

route 82.138.7.141 ISP auto

route 82.138.7.132 ISP auto

route 82.138.7.27 PPTPO auto

dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home

dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi

dhcp host A 00:01:02:03:04:
dhcp host B 00:01:02:03:04:
nat Home

nat GuestWiFi

05 1.1.1.1
06 1.1.1.2

ipv6 subnet Default

bind Home
number 0
mode slaac

ipv6 local-prefix default

no

ppe

upnp lan Home
torrent

rpc-port 8090
peer-port 51413

user admin

password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp

user test

password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly

service dhcp
service dns-proxy
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service ftp

service cifs

service http

service telnet

service ntp-client

service upnp

cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive

2.1.215 show self-test

OnucaHue

Mpedumkec no
MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,

CuHoncuc

lMokasaTb COBOKYMHYH MHpOpMaLMIO O CUCTEMHOW akTUBHOCTU. Heobxoanumo
ansa obecnevyeHns yganeHHon TeXNoaOePX K.

Het
Het

Het

I (show)>  self-test

2.1.216 show site-survey

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHThl

Mpumep

MokasaTb JOCTyNHble 6ecnpoBOAHbIE CETU.
Het
Het
Het

Radio

I (show)>  site-survey (name»

AprymeHT Tun OnucaHue

name Crtpoka MonHoe umsa nHTepdenca nnm NCEBLOHNM.
Cnmcok gocTynHbIX Ans Belbopa
WHTEepencoB MOXHO yBUAETL BBEAS
KomaHay site-survey ?.

(show)> site-survey WifiStation0

ESSID MAC Ch  Rate Q
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ZyXEL Keenetic 00:23:f8:5b:d3:f5 11
NDM Systems, Inc. 00:23:f8:5b:d3:f4 11
NATS 40:4a:03:b4:5d:18 4

2.1.217 show skydns profiles

OnucaHue BbiBecTu cnvcok npodunen SkyDNS.
Mpecduke no Het
MeHsieT HacTpoMnKu Het

MHorokpaTHbii BBog  Hert

Cunoncuc I(shom0> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main

token: 821766297
profile:
name: Kids
token: 840106815

SkyDns::Client: Profile list is loaded.

2.1.218 show skydns userinfo

OnucaHue UHdopmaumsa nons3sosatensd SkyDNS.
Mpedukc no Het
MeHsieT HacTpouKu Het

MHorokpaTHbI BBog  Hert

Cunoncnc I (show)>  skydns userinfo
Mpumep (config)> skydns userinfo
plan:

name: Premium
code: PREMIUM

SkyDns::Client: SkyDNS info is loaded.

300Mbit/s
300Mbit/s
54Mbit/s

100
100
34
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2.1.219 show system

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

Moka3saTb obLlee COCTOSHME CUCTEMBI.

OcHOBHbIle cBeeHUA O COCTOSIHUU CUCTEMDI

® 3arpyska ueHTparnbHoro npoueccopa, B NpoLeHTax.

® VHdopmaunsa 0 3aHATON M UMEKLLENCS B HAaNMuYum NamsTu, B kunobanTax.
© VHdopmauusa 06 ucnonb3oBaHum canna nogkadku, B knnobantax.

O Bpewms paboTbl cMCTEMBI C MOMEHTa 3anycka, B CEKyHAax.

Het
Het

Het

I(shom0> system

(config)> show system

hostname:
domainname:
cpuload:
memory:
swap:
uptime:

2.1.220 show tags

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Undefined
WORKGROUP

00
13984/28976 @
0/0 ©

153787 ©

MNokasaTtb OO0CTYNHbIE NOJ1Ib30BaTEINIbCKNE METKWN.

Het
Het

Het
I(shom0> tags

(show)> tags

tag:
tag:
tag:
tag:
tag:
tag:
tag:

cli
readonly
printers
cifs
http

ftp
torrent
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2.1.221 show upnp redirect

OnucaHue Mokasate UPNP npaBuna TpaHcnsauumn nopToB. Ecnu BINOMHWUTL KOMaHAy 6e3
aprymeHTa, TO BECb CMMCOK NpaBwi TpaHcnsaumm 6yaeT BoiBe4eH Ha 3KpaH.

Mpedoumkec no Het
MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca P

CuHoncuc

I (show)>  upnp redirect [( (tcp | udp) cinterfaces (porty)| cindex> ]

AprymeHTbI AprymeHT Tun OnucaHue
tcp KntoueBoe MpaBuna TCP npotokona 6yayT BbiBEAEHbI
CnoBo Ha 3KpaH.
udp KntoueBoe Mpasuna UDP npotokona 6yayT BbiBeAEHbI
CnoBo Ha 3KpaH.
interface Ctpoka [MpaBuna ¢ ykasaHHbIM UMeHeM UHTepdenca
OyoyT BbiBEAEHbI Ha 3KPaH.
port Llenoe yucno |(lMpaBuna ¢ yka3aHHbIM nopTom 6yayT
BbIBEAEHbI HA 3KPaH.
index Lienoe yucno |MNpaBuno ¢ ykasaHHbIM NOPSAKOBLIM
HOMepoM OyAeT BbIBEOEHO Ha 3KpaH.
MNpumep (show)> upnp redirect udp ISP 11175
entry:
index: 1

interface: ISP
protocol: udp

port: 11175

to-address: 192.168.15.206

to-port: 11175

description: Skype UDP at 192.168.12.286:11175 (2024)

packets: 0
bytes: 0
2.1.222 show usb
OnucaHue MokasaTtb cnvcok USB-ycTponcTs.
Mpedukec no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert
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CuHoncuc I(Sh0“0> ush

Mpumep (show)> usb

device:

name:
label:
subsystem:

device:

name:
label:
subsystem:

device:

name:
label:
subsystem:

device:

name:
label:
subsystem:

12F6-312F:
PENDRIVE
storage

6912894d-56a1-4632-9521-dbdc8ab5c53d:

EXT3
storage

4FCC-A585:
FAT32
storage

226F114C088FC43D:

NTFS
storage

2.1.223 show version

OnucaHue lMokasaTb BEPCMIO MUKPOMPOrpaMmei.
Mpecduke no Het
MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(ShOMO> version

Mpumep (show)> version

release:
date:

arch:
manufacturer:
vendor:
series:
model:
hw_revision:
device:
class:

2.1.224 skydns assign

OnucaHue

v2.00(BFW.3)B7

20 Jun 2012

mips

ZyXEL Communications Corp.
ZyXEL

Keenetic series

Keenetic

A

Keenetic

Internet Center

HasHaunTb TokeH ansa xocta (MAC-agpeca).
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Ja
[a
Oa

I (config)>  skydns assign ( mac» <token» | <tokeny)

I (config)> no skydns assign [ mac> ]

AprymeHT Tun OnucaHue

mac MAC-agpec |MAC-agpec, KOTOpOMY Ha3Ha4YaeTCsl TOKEH.

token Llenoe uncno |MoeHTMdurKaumoHHbIn HoMep Angd
duneTpytoLlero npoduns.

2.1.225 skydns enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

Mpumep

Bkntountb cnyx0y SkyDNS.
Ja

Oa

Het

I (config)>  skydns enable

I (config)> no skydns enable

(config)> skydns enable
SkyDns::Client: SkyDNS is enabled.

2.1.226 skydns login

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

HasHaunTb normH ansa yvetHon 3anncu SkyDNS. MNpedukc no cbpackbiBaeT Bce
HACTPOWKM YYETHOM 3anuncu.

[a
Oa

Het

I (config)>  skydns login (logins [ (passworad ]

I (config)> no skydns login

AprymeHT Tun OnucaHue

login Crtpoka JlornH yyeTtHown 3anuncn SkyDNS.
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Mpumep

2.1.227 skydns password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHThl

Mpumep

2.1.228 system

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

2.1.229 system button

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbI BBOJ,

AprymeHT

Tun

OnucaHue

password

Ctpoka

Maponb y4eTHoW 3anucu SkyDNS.

(config)> skydns login test_user 1234

HasHaunTb naponb Ang yyetHon 3anucu SkyDNS.

[a
Da

Het

I (config)>

I (config)> no skydns password

skydns password (passworad>

AprymeHT

Tvn

OnucaHue

password

CTtpoka

Maponb y4yeTHom 3anucu SkyDns.

(config)> skydns password 7654

[locTyn K rpynne KoMaHa, A5t HACTPOViKK rnobaribHbIX NapaMeTpoB.

Het
Het
Het

(system)

I (config)>

system

HacTponTb KHOMKM Ha Kopnyce YCTPOMUCTBA Ha BbINOMHEHWE ONpeaeneHHbIX
aencteun. KomaHaa ¢ npedmkcoM NO OTMEHSIET HAaCTPOMKY.

Ja
Ja

Het

146

Keenetic CnpaBoYHUK kKOMaHA




maBa 2 OnucaHne KomaHp,

Cunoncuce (system)>  button (RESET | WLAN | FN)
on (click | double-click | hold | trigger)
do (FactoryReset | UnmountAll | Reboot |
DlnaDirectoryRescan | DlnaDirectoryFullRescan |
TorrentAltSpeedToggle | TorrentClientStateToggle |
WpsStartMainAp | WpsStartGuestAp | WpsStartAllMainAp |
WpsStartMainAp5 |
WifiToggle | WifiSwitch | WifiGuestApToggle)
| (system)> no button (RESET | WLAN | FN)
AprymeHTbI AprymeHT Tun Onucanue
RESET KnioueBoe |HactpanBaemas kHonka — CBPOC.
CnoBo
WLAN KnioueBoe |HactpanBaemas kHonka — WLAN.
CrnoBo
FN KnioyeBoe |HactpanBaemas kHonka — FN.
CrnoBo
click KnioueBoe |HactpavBaemoe foencrene — KOpoTKoe
CnoBo HaxaTue.
double-click KnioueBoe |HacTpanBaemoe fenctene — OBOWHOE
CnoBo HaxaTue.
hold KnioyeBoe |HactpamBaemoe gencresne —
CrnoBo yaepxaHvue 3 cekyHabl.
trigger KnioueBoe |HactpavBaemoe pencresne —
CnoBo nepekntoyeHme.
FactoryReset KnioyeBoe |HasHavaemasi hyHKLUMSA — BO3BpaAT K
CnoBo 3aBOACKUM HacTPOMKaM.
UnmountAll KnioyeBoe |HasHavaemas dyHKLumA — BGesonacHoe
CnoBo n3BeYeHne UCKOB.
Reboot KnioyeBoe |HasHavaemas dyHKUMS — nepesarpyska.
CrnoBo

DlnaDirectoryRescan |KnioueBoe |HasHavyaemas oyHKLMS — NOUCK HOBbIX
CNoBO Meauadannos.

DlnaDirectoryFullRescan|KnioueBoe |HasHayaemas pyHKLMA — nonHoe
CnoBo nepeckaHvpoBaHne meguadannos.

TorrentAltSpeedToggle|KnioueBoe |HasHavyaemas yHKUMS — peXnUM
CNoBo yepenaxu B BitTorrent-knnexTte
(HeobxoamMM yCTaHOBMEHHbIN KOMMOHEHT
BitTorrent-knueHT Transmission).

TorrentClientStateToggle|KntoueBoe |HasHavaemas dyHKUNS —
CnoBo BKIOYMEHME/BbIKMIOYEHNE
BitTorrent-knueHTta (Heobxogum
YCTaHOBIEHHbIA KOMMOHEHT
BitTorrent-knneHT Transmission).

WifiToggle KnioueBoe |HasHavaemas dyHKUNS —
CrnoBo BKItoueHue/BbikntoveHne cetn Wi-Fi.
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AprymeHT Tun OnucaHue
WifiSwitch KnioyeBoe |HasHavyaemas dyHKUNSA —
CNoBo BKIoueHue/BbIkntoveHne cetn Wi-Fi.
WifiGuestApToggle KnioyeBoe |HasHavyaemas pyHKUMS —
CrnoBo BKITHOYEHME/BBIKITHOYEHNE FOCTEBON CETU
Wi-Fi.
WpsStartGuestAp KnioueBoe |HasHavaemas pyHkums — 3anyck WPS
CnoBso ang roctesow cetn Wi-Fi (Heobxognmo
Hanuuue BKNIOYEHHOW rOCTEBOW CETU
Wi-Fi).
WpsStartMainAp KntoueBoe |HasHauaemas pyHkums — 3anyck WPS
CrnoBo ansi Todkm goctyna 2,4 'y (Heobxogmmo

Hanuune BKNKOYEeHHON BecnpoBogHoOM
Touku goctyna 2,4 Tu).

WpsStartAllMainAp KnioueBoe |HasHavaemas pyHkumst — 3anyck WPS
CrnoBo ansa 6ecnpoBoAHbIX TOYKEK gocTtyna 2,4
n 5 Iy (Heobxognmo Hanu4ume
BKITHOYEHHbIX 6ECNPOBOAHbBIX TOYEK
goctyna 2,4 n 51Tw).

WpsStartMainAp5 KnioueBoe |HasHavaemasn pyHkums — 3anyck WPS
CrnoBoO ans Todkm goctyna 5 My, (Heobxogumo
Hanuyne BKMOYeHHOW BecnpoBoaHON
Toukm goctyna 5 Tu).

Mpumep (system)> button WLAN on double-click do WifiGuestApToggle
Peripheral: :Manager: "WLAN/double-click" handler set.

2.1.230 system clock date

OnucaHue YCTaHOBUTb CUCTEMHbIE ATY U BPEMSI.
Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbii BBogZ Het

CuHoncuc I (system)> clock date (date-and-time»
AprymeHTbI AprymeHT Tun OnucaHue
date-and-time |CTpoka Tekywine nata v Bpems B oopmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33

System date and time has been changed.
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2.1.231 system clock timezone

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

YcTaHoBUTbL YacoBoOW nosic cuctembl. KomaHaa ¢ npedurkcom no ycTaHaBnmBaeT
YacoBow nosic no ymon4yaxuto (GMT).

Oa
Oa
Het
I (system)>  clock timezone <locality,

I (system)> no clock timezone (locality,

AprymeHT Tun OnucaHue
locality CTtpoka HasBaHue ropoga, 0603HavaroLwero 4YacoBom
nosic.

(system)> clock timezone Dublin
the system timezone is set to "Dublin".

2.1.232 system config-save

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

CoxpaHUTb CUCTEMHbIE HACTPOWKM.

Het

Ja

Het
I (system)>  config-save

(system)> config-save
Saving configuration.

2.1.233 system domainname

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

anICBOI/ITb cucteMme goMeHHoe nms. Komanga c I'Ipe(bI/IKCOM no yaander
AOOMEeHHOEe NMA.

Da
Oa

Het

I (system)>  domainname <domain»
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AprymeHTbI

Mpumep

I (system)> no domainname

AprymeHT Tun OnucaHue

domain Ctpoka [lomeHHoe nmsi.

(system)> domainname zydata
Domainname saved.

2.1.234 system hostname

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

YCTaHOBUTb CUCTEMHOE UMs XocTa. KomaHaa ¢ I'IperMKCOM Nno yCtaHaBnmeaeT
3Ha4yeHne no ymon4yaHuio, 3aBuncqdLlee OT Ha3BaHUAa MoOeNNn.

VMg xocTa ucnonb3yeTcs A4ns UaeHTMdmKaumm ysna B cetn. 9to Heobxoammo
ansa obecnevyeHns paboTbl HEKOTOPbLIX BCTPOEHHbIX Cryx0, Takmx kak CIFS.

[a
Oa

Het

I (system)>  hostname <hostnames

I (system)> no hostname

AprymeHT Tun OnucaHue

hostname Ctpoka Mimsa xocTa cuctemsl.

(system)> hostname zyxel
Hostname saved.

2.1.235 system mount

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CunHoncuc

Mogxntounts USB-ycTporicTBo. KomaHaa ¢ npeduKCom no OTKNOYaEeT YCTPOUCTBO.
[nsa oTobpaxeHnsa NOAKMIOYEHHbIX YCTPONCTB UCNonb3ynTe komaHdy show usb.

Ja
Het

Het

I (system)>  mount (filesystem

I (system)> no mount (filesystem
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AprymeHTbI

Mpumep

AprymeHT

Tun

OnucaHue

filesystem

Ctpoka

HaseaHune daiinoBon cuctemsl ons
NOAKITIOYEHUSA/OTKNIOYEHMS.

(system)> mount 9430B54530B52EDC:
Filesystem mounted

2.1.236 system reboot

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

BbInonHUTL Nepesarpysky cuctemol. Ecnu ykasaH napameTp, nepesarpyska
BbINOJTHNTCA 3aniiaHnpoBaHO Yepe3 3a,anHbII7I MHTepBasn B CeKyHaax. KomaH,qa
C npedmKCOM no OTMEHSIET 3annaHupoBaHHY nepesarpysky. icnons3osaHne
KOMaHAbl NpU yXXe YCTaHOBIEHHOM TanMepe 3aMeHAET CTapoe 3HadYeHne Tanmepa

HOBbIM.

Wcnonb3oBaHWe 3annaHMpoBaHHON nepesarpysku yaobHo B TOM cryyae, koraa
OCYLLECTBMSAETCA yaaneHHoe yrnpasneHne yCTPOWCTBOM, 1 NMonb30BaTeno
HensBecTeH apdEKT OT NPUMEHEHMS KakX-NMBo komaHa. V13 onaceHns notepsAtb
KOHTPOIMb Haj YCTPOMCTBOM MOMb30BaTENb MOXET BKMIOYUTL 3aMnaHnpoBaHHYo
nepesarpysky, kotopasi cpaboTaeT Yepes 3afaHHblii MHTepBan BpemeHu. Cructema
BEPHETCA B NepBoHaYanbHoe COCTOAHME, B KOTOPOM OHa CHoBa ByaeT AoCTynHa

no ceTu.
Ja
Het

Het

I (system)>

I (system)> no reboot

reboot [ interval]

AprymeHT

Tun

OnucaHue

interval

Llenoe yucno

WHTepBan, yepes KOTOPbIN BbINOMHUTCA
3annaHupoBaHHas nepesarpyska. Ecnu He
yKasaH, nepesarpy3ska BbINOMHUTCS

Hemea IeHHO.

(system)> reboot 20
Rebooting in 20 seconds.

2.1.237 system set

OnucaHue

YCTaHOBUTbL 3Ha4YeHnEe YKa3aHHOro CUCTEMHOro napamMeTpa N COXpaHUTb
N3MEHEHNA B TEKYLLUUX HaCTpOIZKaX. KomaHga c I'Ipeq)VIKCOM No BO3BpallaeTt
napameTpy 3Ha4eHune, Kotopoe ObIno YCTaHOBJ1€HO NO yMOI4aHuto, 0 nepBsoro

N3MEHEHUA.
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Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpatHbii BBOg [a

Cunoncuc I (system)>  set <names <values
I (system)> no set (name>
AprymeHThI AprymeHT Tun OnucaHnue
name Ctpoka NaeHTndukaTtop cMcTteMHOro napameTpa
value Crtpoka HoBoe 3Ha4eHne cucTteMHoro napamerpa
Mpumep (config)> system

(system)> set net.ipv4.ip_forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive_time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipv4.netfilter.ip conntrack udp_ timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

2.1.238 system swap

OnucaHue Ykaszatb ¢hann nogkadkn. Ecnn dpainn He HangeH, KomaHaa NbiTaeTcs ero co3naTtb.
KomaHga ¢ npecmkcom no yganaeT dhann NoaKayku.

Mpedoumkc no Oa

MeHsieT HacTpouku Oa

MHorokpaTHbii BBog  Hert

CuHoncue I (system)>  swap area» <size»
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AprymeHTbI

Mpumep

2.1.239 telnet

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIl BBOA,
BxoxnaeHue B rpynny

CuHoncuc

I (system)> no swap

AprymeHT Tun OnucaHue
area CTtpoka MyTb K cbarny nogkayku.
size Llernoe uucno |Pasmep canna nogkadku, B kunobantax.

(system)> swap 9430B54530B52EDC:swaparea 200
swap is being initialized in background.
enabled swap area 9430B54530B52EDC:swaparea.

HocTtyn K rpynne komang ans ynpasneHus Telnet-cepsepom.
Het
Het
Het

(config-telnet)

I (config)>  telnet

2.1.240 telnet port

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

HasHauutb nopt ans telnet-coeamHenus. Mpeduke no yctaHaBnNMBaeT HoMep
nopTa B 3Ha4YeHue No yMmon4yaHmio. Mo yMonyaHuio ncnosnb3yeTcs Homep nopTa
23.

Oa

Oa

Het

I (config-telnet)>  port <number)

I (config-telnet)> no port

AprymeHT Tun OnucaHue

number Lienoe uucno |Homep nopta. MoxeT npuHMMaTh 3HaYEeHUA
B npegenax ot 1 4o 65535 BKNIOYNTENBHO.
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2.1.241 telnet session max-count

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO,

CunHoncuc

AprymeHThl

Mpumep

YcTaHOBUTE MaKcMarnbHOE YNCNO OQHOBPEMEHHbIX CECCUMI ANS
telnet-coegmHeHuns. MNpedurkc no ycTtaHaBnmMBaeT KONMYECTBO CeCCum no
ymorn4daHuto. Mo ymonyaHmio ncnonb3yTcs MakcumMyMm 4 cecCv O4HOBPEMEHHO.

[a
[a

Het

I (config-telnet)>  session max-count ccount»

I (config-telnet)> no session max-count

AprymeHT Tun OnucaHue

count Llernoe yncno |MakcumarnbHOe YMcno ogHOBPEMEHHbIX
ceccuii. MoxXeT NpuHMMaTh 3Ha4YeHns B
npeaenax ot 1 oo 4 BKAYUTENBHO.

(config-telnet)> session max-count 2
Telnet: :Server: the maximum session count set to 2.

2.1.242 telnet session timeout

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTL BPeMS CyLLECTBOBaHWSA HEAKTMBHOW ceccun ans telnet-coeguHenns.
Mpedukc no yctaHaBNMBaeT TanmMayT No ymondaHuio. 1o ymonyaHuio TanmayT
paBeH 0, YTO 3HAYMT YTO PYHKUMSA OTCAEXMBAHUSA aKTUBHOCTM BHYTPU CECCUA
OTKIIOYeHa.

Oa
Oa
Het
I (config-telnet)>  session timeout (timeout»

I (config-telnet)> no session timeout

AprymeHT Tun OnucaHue

timeout Lienoe uucno |Bpems cyLiecTBOBaHWUA HEAKTUBHOW CECCUMN.
MoxeT npuH1uMaTh 3Ha4YeHUsa B AManasoHe
ot 5 go 2321 CeKyHA BKIMHOYMTESNBHO.

(config-telnet)> session timeout 6
Telnet::Server: a session timeout value set to 6 seconds.
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2.1.243 tools

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

[locTyn K rpynne KoMaHg, Af1si TECTMPOBaHWS CUCTEMHOW cpeapbl.

Het
Het
Het

(tools)

| (config)>

2.1.244 tools arping

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbl

Example

tools

[JencTterne koMmaHabl aHaNorM4yHo komanae tools ping, HO B OTnMyMe OT Heé
paboTaeT Ha BTopoM ypoBHe Mogenu OSI u ncnonbayet npotokon ARP.

Het
Het

Het

(tools)>

arpingaddress» source-interface <source-interface>[ count
«count>][wait-time wait-times ]

AprymeHT Tun OnucaHue
address IP-agpec OnpawwnBaembin IP-agpec.
source-interface|Knio4eBoe KntoueBoe cnoBo, nocne KOToporo
CnoBo yKasblBaeTCs UMs1 MHTepdenca-ncTouHnKa
3anpocos.
source-interface|msa Mmsa nHTepdenca-ucTodHnKa 3anpocos.
NUHTepdenca
count Kntouesoe KntoueBoe cnoBo, nocne KoToporo
CnoBo yKa3blBa€TCS KONMMYECTBO 3anpoCoB.
count Llenoe uucno |Konnyectso 3anpocos. Ecnu He ykasaHo,
KomaHAa byaet pabotaTtb 40 NpepbiBaHUS
nonb3oBaTenem.
wait-time KntoueBoe KnoueBoe cnoBo, Nocre KoToporo
CNnoBo yKa3blBaeTCs MakcMMarbHOe Bpemsi
oXuaaHusa oTBeTa.
wait-time Llernoe uucrno |MakcumarbHoe BpeMs OXuaaHus oTeeTa,

YKa3blBaeTCA B MUITTTUCEKYHOAX.

(tools)> arping 192.168.15.51 source-interface Home count 4 »

wait-time 3000

Starting the ARP ping to "192.168.15.51"...
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ARPING 192.168.15.51 from 192.168.15.1 br0.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.

Process terminated.

2.1.245 tools ping

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

OtnpaeuTb 3anpockl Echo-Request npotokona ICMP ykazaHHOMY y3ny ceTu u
3achmkenpoBath noctynatowmne otBeTbl Echo-Reply. Bpemsa mexay oTnpaBkon
3anpoca u nony4veHmem oreeta Round Trip Time (RTT) no3BonsieT onpeaensitb
OBYCTOPOHHME 3a0€epXKKN MO MapLUPYTY U YacToTy NOTEPU NaKeToB, TO eCTb
KOCBEHHO onpeensaTb 3arpyeHHOCTb Ha KaHanax nepegayn SaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcytcTBMe ICMP-0TBETOB MOXET Takke 03HavaTb, YTO yAanéHHbIN y3en
(nn kakon-NBo 13 NPOMEXYTOYHBLIX MapLLpyTusaTopos) Grnokupyet ICMP
Echo-Reply nnu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping chost [ count ccount» ][ size (packetsize ]

AprymeHT Tun OnucaHue
host Ctpoka [omeHHoe ums nnu IP-agpec xocra.
count KntoueBoe KntoyeBoe crnoBo, Nocse KoToporo
CNnoBo yKasblBaeTcs konmyecTteo 3anpocos ICMP
Echo.
count Llenoe yucno (Konunyectso 3anpocos ICMP Echo. Ecnin He

yKkasaHo, komaHnaa byaet pabotatb 4o
npepbiBaHUA Nofnb3oBaTenem.

size KntoueBoe KntoueBoe cnoBo, nocrne KoToporo
CNnoBo yKasblBaeTcs pasmep nons AaHHbix ICMP
Echo-Request.

packetsize Llenoe uncno |Pasmep nons gaHHbix ICMP Echo-Request
B 6anTax. Mo ymonyaHuio — 56, 4TO BMecTe
¢ 8-6anToBbIM 3aroriOBKOM 3adaeT pa3mep

ICMP-naketa — 64 6aunTa.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
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--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,
0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

2.1.246 tools ping6

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

OtnpaeuTb 3anpockl Echo-Request npotokona ICMPV6 ykazaHHOMY y3ny ceTu
1 3adhukcmpoBaTb nocTynatowme oteeTol Echo-Reply. Bpema mexay otnpaskomn
3anpoca u nony4veHmem oreeta Round Trip Time (RTT) no3BonsieT onpeaensitb
OBYCTOPOHHME 3a0€epXKKN MO MapLUPYTY U YacToTy NOTEPU NaKeToB, TO eCTb
KOCBEHHO onpeensaTb 3arpyeHHOCTb Ha KaHanax nepegayn SaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcyTtcTBMNEe ICMPV6-0TBETOB MOXET TaKXKe 03Ha4YaTb, YTO yAANEHHbIN
y3en (Unu Kakon-nmbo 13 NPOMEXYTOYHbIX MapLupyTudatopos) 6nokupyet ICMP
Echo-Reply nnu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping6 chost> [ count «count» ][ size (packetsize) ]

AprymeHT Tun OnucaHue
host Ctpoka [omeHHoe ums nnu IPv6-agpec xocTa.
count Kntouesoe KntoyeBoe crnoBo, Nocse KoToporo
CNnoBo yKasblBaeTcs konn4yecTtso 3anpocos ICMPv6
Echo.
count Llenoe yucno |Konunyectso 3anpocos ICMPv6 Echo. Ecnn

He yka3aHo, kKomaHga byaet paboTatb o
npepbiBaHUA Nofnb3oBaTenem.

size KntoueBoe KntoueBoe cnoBo, nocrne KoToporo
CNnoBo ykasblBaeTcs pasmep nons aaHHbix ICMPv6
Echo-Request.

packetsize Llenoe uucno |Pa3mep nonsa aaHHbix ICMPv6 Echo-Request
B 6anTax. Mo ymonyaHuio — 56, 4TO BMecTe
¢ 8-6anToBbIM 3aroriOBKOM 3adaeT pa3mep
ICMPv6-naketa — 64 6anTta.

(tools)> ping6 fd4b:f12b:5d59:0:1108:4407:b772:20cd count 3 size »
100

Sending ICMPv6 ECHO request to »

fd4b: f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
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2.1.247 torrent

OnucaHue

Mpedumkec no

MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,
BxoxnaeHue B rpynny

CuHoncuc

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=1l, ttl=64, »

time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=2, ttl=64, »

time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=3, ttl=64, »

time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.
Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

[ocTtyn Kk rpynne KomaHa ns HacTponkn napameTpos BitTorrent.

Het
Het
Het

(config-torrent)

I (config)>  torrent

2.1.248 torrent directory

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThI

YkasaTb nanky ans sarpyxaembix dpavnos. Ecnu nanka He HariaeHa, KoMaHaa

NbiTaeTCA ee Co3aaTb.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.

Da
Oa

Het

I (config-torrent)>  directory «directory;

I (config-torrent)> no directory

AprymeHT Tun

OnucaHue

directory Ctpoka

MyTb K Nanke ¢ ykasaHvem dannosomn
cucTembl. Pannosble cucteMbl — temp:,
system:, flash:, sys:, proc:, usb:.
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Mpumep (config-torrent)> directory TEST FAT:transmission
Core::Configurator: done.

2.1.249 torrent peer-port

OnucaHue YkasaTb NopT Ans yaaneHHoro yana. 3HadeHue no ymonyaHmio — 51413,
Mpedukc no Het
MeHsieT HacTpouku [a

MHorokpaTHbIi BBog  Hert

Cunoncune I (config-torrent)>  peer-port «port,
AprymeHTbI AprymeHT Tun Onucaxue
port Llenoe uucno (Bxogswwmii TCP nopT npocnyLwmnBaHus.
3HayveHne JOMKHO BbITb B NPOMEXYTKe
(1024;65535).
Mpumep (config-torrent)> peer-port 1122

Core::Configurator: done.

2.1.250 torrent rpc-port

OnucaHue HasHauntb RPC nopt. 3HadeHne no ymonyaHmio — 8090.
Mpedukc no Het
MeHsieT HacTpouku Ha

MHorokpaTHbi BBog  Hert

Cunoncuc I (config-torrent)>  rpc-port (port> [public]
AprymeHThI AprymeHT Tun OnucaHue
port Lenoe uncno |Webadmin listen port. 3HaueHne gonxHo
ObITb B NpomexyTke (1024;65535).
public KntoueBoe HocTtyn k ynpasneHuto BitTorrent-knneHtom
CnoBso nocpeacTBoM NyBGNMYHbIX MHTEPdENCOB.
Mpumep (config-torrent)> rpc-port 1133

Core::Configurator: done.
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2.1.251 udpxy

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

[ocTtyn Kk rpynne KomaHa onst HACTPONKN NapamMeTpoB udpxy.
Het
Het
Het

(udpxy)

I (config)>  udpxy

2.1.252 udpxy buffer-size

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHThI

Mpumep

YctaHoBuTh pasmep bydepa udpxy. 3HayeHne no ymondaHuio — 2048. KomaHga
¢ npedmkcom no cbpacbiBaeT pasmep 6ydepa B 3Ha4YEHUE MO YMOMYaHUIO.

[a
Oa

Het

I (udpxy)>  buffer-size (size»

I (udpxy)> no buffer-size

AprymeHT Tun OnucaHue

size Llenoe uucno |Pa3mep 6ycepa B 6anTax. 3Ha4eHMEe JOIMKHO
6bITb B npomexyTke [1;1048576].

(udpxy)> buffer-size 500
Udpxy::Manager: a buffer size set to 500 bytes.

2.1.253 udpxy buffer-timeout

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

YcTaHOBUTL TaMayT AN XpaHeHus gaHHbIX B Bydepe udpxy. 3HadeHue no
ymon4daHuio — 1. KomaHga ¢ npedmkcom no copackiBaeT TanmayT B 3HaYeHne
MO YMOM4YaHuIo.

[a
Oa

Het

I (udpxy)>  buffer-timeout (timeout,
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AprymeHTbI

Mpumep

2.1.254 udpxy interface

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

I (udpxy)> no buffer-timeout

AprymeHT

Tun

OnucaHue

timeout

Llenoe uncno

3HayeHue TanmMayTa B cekyHaax. 3HadeHue
OOIMKHO ObITb B NpoMexyTke [-1;60]. -1 —
HeorpaHMYeHHbIN TanmayT.

(udpxy)> buffer-timeout 10
Udpxy::Manager: a hold data timeout set to 10 sec.

CsssaTb udpxy C yKaszaHHbIM HTEpdencom. 1o ymonyaHuio npusBsa3ka He
HacTpoeHa 1 UCMOoNb3yeTcs TeKyLlee NoakmnodYeHne K uHTepHeTy. KomaHga ¢
npedrKCOM No BO3BPALLAET 3HAYEHME MO YMONYaHWIO.

Ja
Da

Het

| (udpxy)>

I (udpxy)> no interface

interface <interface»

AprymeHT Tun OnucaHue
interface Nwms MonHoe umsa nHTepdenca nnm NCEBOOHNM.
nHTepdpenca |Cnmcok AOCTYNHbIX ANnd Bblbopa

NHTepdencoB MOXHO YBUAETL BBEAS
komangy interface ?.

(udpxy)> interface ISP
Udpxy: :Manager: bound to Switch@/VLAN2.

2.1.255 udpxy port

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,

CuHoncuc

Ykasatb nopt ana HTTP-3anpocoB. 3HavyeHne no ymonyaHuio — 4022. KomaHaa
¢ npedmKCoOM No BO3BpaLLAET 3HAa4YEHME MO YMOIT4YaHMI.

Oa
[a

Het

| (udpxy)>

port «port»
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AprymeHTbI

Mpumep

I (udpxy)> no port

AprymeHT Tun OnucaHue

ort enoe yncro |Homep nopta. 3HaYeHne AOMKHO GbiTh B
p L p nop
npomexyTtke [0;65535].

(udpxy)> port 2323
Udpxy::Manager: a port set to 2323.

2.1.256 udpxy renew-interval

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

I'Iepwo,u, BO30OHOBMNEHNSA NOAMNUCKN Ha MYyInbTUKaCT-KaHarn. 3Ha4yeHune no
YMOJT4aHUK — 0, To ecTb Nnognucka He Bo3obHoBnsAeTcs. Komanga ¢ I'Ipeq)MKCOM
No BO3BpaLlaeT 3Ha4eHne no ymosi4aHuio.

[a
Oa

Het

I (udpxy)>  renew-interval <renew-interval

I (udpxy)> no renew-interval

AprymeHT Tun OnucaHue

renew-interval |Llenoe uncno |lNeprnoa Bo30OHOBNEHNS NOAMNNCKN B
cekyHaax. 3HayeHne OOMmKHO ObiTb B
npomexyTke [0;3600].

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

2.1.257 udpxy timeout

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

YCcTaHOBUTL TanmayT coefmHeHus. 3HadeHne no ymonyaHmo — 5. KomaHga ¢
npedrKCOM NO BO3BPALLAET 3HAYEHME MO YMOYAHWIO.

Ja
Oa

Het

I (udpxy)>  timeout (timeout)
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I (udpxy)> no timeout

OnucaHue

Llenoe uncno

3HayeHue TanmMayTa B cekyHaax. 3HadeHue
OOMKHO ObITb B MpomexyTke [5;601].

AprymeHThI AprymeHT Tun
timeout
Mpumep (udpxy)> timeout 10

Udpxy::Manager: a stream timeout set to 10 sec.

2.1.258 upnp forward

OnucaHue

yaoandaeTt npasuio 13 cnmucka.

Hob6asutb UPnP nepeHanpasnsiollee npasuno. KomaHga ¢ npedukcoMm no

Mpedukc no Oa
MeHsieT HacTpouku [a
MHorokpaTtHbii BBOAg [a
Tun nHtepcpenca IP
Cunoncuc I (config)>  upnp forward (tcp | udp)[ interface]<(address <port)
I (config)> no upnp forward [ <index> | ((tcp | udp) <address» (port»)]
AprymeHTbI AprymeHT Tun OnucaHue
tcp Kntouesoe [obaButb/yaanutb NpaBuno Ang npomokorsa
CnoBo TCP.
udp KntoueBoe [o6aBunTb/yaanuTb NpaBuo AN rnpomokosna
CnoBo UDP .
interface Crtpoka Byner nobaeneHo npaBumno Ans ykasaHHoOro
WMHTepdenca.
address IP-agpec Bynet nobaeneHo/yganeHo npasunio ans
ykasaHHoro IP-agpeca.
port Lienoe uucno |bynet nobaeneHo/yganeHo npasuno Ans
yKasaHHOoro nopta.
index Lienoe uucno |byaet yganeHo npasurio ¢ ykazaHHbIM
NopsiaKOBbLIM HOMEPOM.

2.1.259 upnp lan

OnucaHue
Mpedukc no Oa
MeHsieT HacTpoukm Ja

Ykasatb LAN-uHTEpdenc Ha koTopom 3anyLeHa cnyxba UPnP.
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MHorokpaTHbii BBog  Hert

Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

P

| (config)>

upnp lan cinterface,

I (config)> no upnp lan

AprymeHT

Tun

OnucaHue

interface

Ctpoka

MonHoe ums nHTepdenca nnm NCeBAOHNM.
Cnncok gocTynHbIX A5is Bolidopa
MHTepdEeNCcoB MOXHO YBMAETb BBEAA
KomaHgy upnp lan ?.

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

2.1.260 upnp redirect

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Hob6asuTb npasuno TpaHcnauum UPnP nopta. KomaHaa ¢ npedukcom no yaansert
npasuno 13 cnucka. Ecnu BeINONHUTL KOMaHgy 6e3 aprymeHTa, TO BECb CMMCOK
npaswn BygeT o4YmLLEH.

Ja
Ja
Oa
IP

(config)>
to-port]

upnp

I (config)> no upnp

redirect (tcp | udp) cinterfaces (porty <to-address; |

redirect [and forward | [ <index) | ((tcp | udp) <ports)]]

AprymeHT Tun OnucaHue
tcp KntoueBoe [o6aBnTb/yaanvTb NpaBumo Ans NpoTokona
CNnoBo TCP.
udp KntoueBoe [o6aBnTb/yaanvTb NpaBumo Ans npotokona
CNnoBo UDP.
interface Ctpoka Bynet nobaeneHo npaBuno Ang ykasaHHOro
UHTepdenca.
port Llenoe uucno |Bbypet aobasneHo/yganeHo npaBmnio Ans
yKasaHHOro nopta.
to-address IP-agpec Bynert nobasneHo/yganeHo npaBumno ans

YKa3aHHOro agpeca HasHa4eHus.
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2.1.261 user

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

AprymeHT Tun OnucaHue
to-port Llenoe uncno |byget pobasneHo/yganeHo npasuno Ans
YyKa3aHHOro nopta Ha3HayeHus.
and forward Kntouesoe Cnunckn npaBun NepecbIisiku n
CrnoBo nepeHanpasneHus 6yayT yaaneHsol.
index Llenoe uncno |byageT yaaneHo npaBumo € yka3aHHbIM

nopAaKoBbIM HOMEPOM.

[ocTtyn Kk rpynne komaHA onst HACTPONKM NapamMeTpoB YYETHOW 3anncu
nonb3oBarens. Ecnv yyeTHas 3anvch He HavaeHa, komaHaa NbiTaeTcs ee co3gaTtb.

KomaHza ¢ npedmkcom no yaansier y4eTHyo 3anuch.

MpumevaHwne: Y4yeTHas 3anucb C 3ape3epBMpPOBaHHbLIM MMeHeM admin He
MOXeT 6bITb yaaneHa. Kpowme Toro, y nonb3oarens admin
Hemnb3s yganutb NpaBo JOCTyNa K KOMaHOHOW CTPOKe.

Oa

Oa

Oa

(config-user)

I (config)>  user (name»

I (config)> no user (name>

AprymeHT Tun OnucaHue

name Ctpoka Nms nonb3osatens.

2.1.262 user password

OnucaHue

Mpedukc no

Ykasatb napornb nons3osatend. [aponb xpaHutcs B suge MD5-xewwa,
BbIYNCITEHHOIO N3 CTPOKU «nonb30BaTenb:ndm: naposib».

KomaHga npuHMMaeT apryMeHT B BUOE OTKPbITON CTPOKM UMK 3HAYeHMUs!
xeLw-pyHKuMM. CoxpaHeHHbI Naposb UCNonb3yeTcs Ans ayTeHTUdMKaLum
norb3oBaTens.

KomaHga ¢ npedmkcom no cOpacbkiBaeT 3HAYEHNE Napons Takum obpasom, 4YTo
nonb3oBaTenb TePSiET AOCTYN K yCcTponcTey. [Insa nonb3oeartensa admin npedukc
no cOpacbiBaeT 3Ha4YeHe Napons Ha 3aBOACKNE HAacTPOnKn — 1234.

Ja

Keenetic CnpaBoY4HUK kOMaHA 1 65




asa 2 OnucaHne KomaHg,

MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-user)>  password ( md5 chash» | (passworad> )
I (config-user)> no password
AprymeHThI AprymeHT Tun OnucaHue
md5 Kntouesoe KnoueBoe crnoBo, Nocse KOToporo
CrnoBo yKa3blBaeTCH 3HaYeHne XaLw-PyHKLMN.
hash CTtpoka 3HayeHne MD5-xeLwua.
password Crtpoka 3Ha4veHne naporns B OTKPbLITOM BUAE, U3
KOTOpPOro aBTOMaTMYECKM BbIYMCMSIETCS
3HayeHue xeLua.
Mpumep (config-user)> password 1111

event, class = Event::User, raise time = »
690.903618:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6
tag: cli
tag: http

(config-user)>
password set has been changed for user "test".

2.1.263 user tag

OnucaHue [MpucBOMTL YHETHOM 3anncy cneuunanbHylo METKY, HarnmMyne KoTopor NpoBepseTcs
B MOMEHT aBTOpU3aLMmn Nonb3oBaTens 1 BbINOMHEHNN UM FMOOLIX AEACTBU B
cucteme. Habop 4oNyCTUMBIX 3HAYEHUI METKU 3aBUCUT OT DYHKLMOHANbHbIX
BO3MOXHOCTEN cUCTEMbI. [1oMHbIN CNMCOK NpuBeaeH B Tabnuue Huxe.

OpaHon yHeTHOVI 3anmcm MOXHO Ha3Ha4nTb HECKOJIbKO pa3HblX METOK, BBOOA
KOMaHOy MHOIOKpaTHO. Kam,qyro METKY MOXHO pacCMaTpuBaTb Kak
npenocrasrnieHne nnn orpaHn4eHne onpeaerneHHbIX npas.

Beog komaHabl ¢ NpeduKCcoM No yaanseT 3agaHHyo METKY.

Tabnuua 2.1. Cnucok MeTokK npaB AocTyna

MeTtka OnucaHue

cli JocTyn kK uHTEepdency KOMaHaHOW CTPOKMU.
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Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

MeTka OnucaHue

http Ooctyn k Web-untepdency.

ftp MogkntoyeHue Kk BcTpoeHHomy FTP-cepsepy.

cifs MoakntoueHne k cny6e dannos 1 npuHTepoB Windows.

torrent Bxop B nHTEpPENC YyNpaBneHus KIMeHToM bannoobMeHHbIX

ceten BitTorrent.

readonly 3anpeT BbINONHEHWE KOMaH, MEHSIIOLLMX HACTPOWKM.

vpn MogkntoyeHue k BcTpoeHHoMy cepeepy VPN.

MpumevaHwue: YyeTHoM 3anuncu admin Henb3s NocTaBuUTb MeTKY readonly u
yaanuTb MeTky cli.

Oa

Oa

Oa

I (config-user)>

tag (tag»

I (config-user)> no tag (tag»

AprymeHT

Tun OnucaHue

tag

MeTka MeTka, Hanu4ne koTopor Heobxoanmo Ans
BbINOMHEHWS Nonb3oBaTenem onpeaeneHHbIX

JencTBun.

(config-user)> tag http
user "test" tagged with "http".

(config-user)>

567.225033:

event, class = Event::User, raise time = »
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »

6b749d1384a736c29e48e0be225876e3

password, type = nt: »

€84d037613721532e6b6d84d215854b6

2.1.264 yandexdns

HocTtyn B rpynny KoMaHg, 4ns HacTponku npodmnen Yandex.DNS.

OnucaHue

Mpedukc no

Het

tag: cli
tag: http
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MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
BxoxaeHue B rpynny  (yandexdns)

CuHoncuc I (config)>  yandexdns

2.1.265 yandexdns assign

OnucaHue HasHaunTb Tunbl 4nsa XocToB. 1o ymonyaHuio Ans Bcex XOCTOB NCMONb3yeTcs
1N safe. Tun default moxeT ObITb HA3HAYEH TONBKO OAHOMY XOCTY.

Mpedoumkec no Oa
MeHsieT HacTpoOMnKu Oa

MHorokpaTHbii BBog [a

Cunoncuc I (yandexdns)>  assign [ chost» ] (default | safe | family)
I (yandexdns)> no assign [ <host» |
AprymeHThI AprymeHT Tun OnucaHue
host MAC-agpec |XOCT, K KOTOPOMY NPUMEHSIETCS TUN
dunsTpaumn. Ecnu He ykasaH, Tun
NPUMEHSIETCS KO BCEM XOCTaM.
default Kntouesoe dunsTpauus He NCNONb3yeTcs.
CrnoBo
safe KntouyeBoe 3awmTa oT BPEAOHOCHBIX Y MOLLEHHUYECKNX
CnoBso CaunToB.
family KntoueBoe [ocTyn 3aKkpbIT K Bpe4OHOCHbIM U
CnoBo MOLLUEHHUYECKUM calTaM, a Takke K
pecypcam ansi B3pOCrbiX.

2.1.266 yandexdns enable

OnucaHue 3anyctutb cnyxby Yandex.DNS.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbI BBog  Hert

CuHoncuc I (yandexdns)>  enable

I (yandexdns)> no enable
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Mpumep (yandexdns)> enable
YandexDns::Client: Yandex DNS is enabled.
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Moccapwit

Access Control List

AddressandControHFeld-Compression

Address Resolution Protocol

Challenge-Handshake
Authentication Protocol

Command Line Interface

Common Internet File System

moccapum

CMMCOK KOHTPOIS OOCTYra, KOTOPbI ONpeaensieT, KTo UIN YTO MOXET
norny4aTb AOCTYM K KOHKPETHOMY OOBbEKTY, U KakMe MMEHHO onepauun
paspeLleHo U1 3anpeLleHo aToMy CyObeKTy NpoBoANUTb Hag OGLEKTOM.
B ceTax ACL npeacTaBnsieT CnMcok npasus, onpeaensitowmnx nopTbl Cryxo
U UMeHa JOMEHOB, AOCTYMHbIX Ha Y3ne Ui ApYroM YCTPONCTBE TPETLETo
ypoBHs1 OSI, kaXablii CO CMMCKOM Y3110B W/UIK CeTeil, KOTOPbIM paspeLLeH
AocTyn k cepucy. CeteBble ACL MOryT GbiTb HACTPOEHbI Kak Ha 0ObIMHOM
cepBepe, Tak 1 Ha MapLLpyTU3aTope M MOTyT YNpaBsTh Kak BXOAALLMUM,
TaK M UCXOOALLMM TPadMKOM, B KaYeCTBE MEXCETEBOIO aKpaHa.

MEeTOo[, CornacoBaHus KOMnpeccum nornemn kaHansHoro yposHsa Address u
Control. Mo ymonuanuto Bce peanusaumn JOJDKHbI nepenaBate dpenmbl
c nonsmun Address n Control cootTBeTCTBYHOLWMMIU MeETOAY PENMNPOBAHMS.

NpOTOKON onpeaeneHns agpeca, NPOTOKON KaHansHOro ypoBHS,
npeagHasHayvyeHHbI ang onpegenexHns MAC-agpeca no n3sBectHoOMy
IP-agpecy. Hambonbluee pacnpocTpaHeHue 3TOT NPOTOKOM NONnyymn
Bnarogaps nosceMecTHOCTU ceTen IP, nocTpoeHHbIx noepx Ethernet,
nockoneky npaktuyeckun B 100 % cnyyaeB npu TakoM CoYeTaHUU
ucnone3yetcs ARP. [NpeobpasoBaHne agpecoB BbINOMHAETCA NyTeM noucka
B Tabnuue, Tak HasbiBaemon ARP-Tabnuue. OHa cogepXuT CTpoku ans
Kaxpgoro y3na cetu. B aByx ctonbuax cogepxarcs IP- n Ethernet-agpeca.
Ecnu TpebyeTcs npeobpaszoBath IP-agpec B Ethernet-agpec, To mwerca
3anucb ¢ cooTBeTCTBYIOLWMM IP-agpecom.

LUMPOKO pacnpOCTPaHEHHbIN anropuTM NPOBEPKM NOAMMHHOCTMH,
npegycMmaTpyBaloLwuin nepefadvy He camoro napons nosfb3oBarens, a
KOCBEHHbIX cBedeHu 0 HEM. pu ncnonssosaHun CHAP cepeep
yOanéHHoro JocTyna oTnpaBnsieT KNMEHTY CTPOKY 3anpoca. Ha ocHoBe
3TOW CTPOKM M NapOors MONb30BaTENS KIMEHT BblUMCNSAET xew-kog MD5 u
nepenaét ero cepaepy. CepBep, KOTOPOMY AOCTYNEH Naporb
nonb30BaTernsl, BLIMOSHSET Te e CaMble BbIYUCIIEHUS] U CPaBHUBAET
pe3ynbraTt C XeL-Ko4oM, MONy4YeHHbIM OT KnueHTa. B cnyyae coBnageHus
YYETHbIE JAHHbIE KNWEHTa yganéHHOoro 4oCTyna CHMTaTCA NOAMMHHBIMM.
Haunbonee BaxHown ocobeHHocTbo anroputMa CHAP-ayTeHTUdmkaumm
ABMNSAETCA TO, YTO Naporb HUKOIAA HE MEePECHINAETCsA MO KaHany.

UHTepdenc KOMaHOHOW CTPOKN, pa3HOBMOHOCTbL TEKCTOBOrO MHTEpdenca
Mexay YenoBEeKOM M KOMMbIOTEPOM, B KOTOPOM UHCTPYKLUKN KOMMBIOTEPY
[aloTCa B OCHOBHOM NMyTEM BBOAA C KMNaBmMaTypbl TEKCTOBbLIX CTPOK (KOMaHA).
Taike n3BeCTeH nog Ha3BaHWEM KOHCOIb.

3TO NPOTOKON, KOTOPbIV NO3BOMSET NPOrpaMmMam BbINOMHATL 3anpoch! K
c¢hannam n cepBucam Ha yganeHHbIx Komnbtotepax B cetu UHTepHeT. CIFS
nucnonb3yeT MoAenb NporpaMmMupoBaHus knneHt/cepeep.KnueHTckas
nporpaMma nocbinaeT 3anpoc Kk NporpaMmMHOMY cepBepy (kak npaBuno, Ha
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Moccapui

Compression Control
Protocol

DHCP

Domain Name System

Internet Control Message
Protocol

Internet Group Management
Protocol

Internet Protocol Control
Protocol

Link Control Protocol

ApPYrom KoMnbloTepe) Ans 4ocTyna K dainy unv oTnpaensieT cooblueHne
B NporpamMmy, kotopasi paboTaeT Ha cepeepe. CepBep BbINOSHSAET
3anpaluvBaemoe AeicTBre 1 OTNPaBsieT OTBET.

ncnonb3yeTca Oanda yCtaHOBKU U HaCTpOVIKVI anropuTMoB CXXaTua AaHHbIX
Ha PPP.

NPOTOKON ANHAMUYECKON KOH(pUrypaLmm y3na, 3To CETEBON NPOTOKON,
NO3BONSAOLLMIA KOMMbOTEPAM aBTOMaTUYeCKku nonyyatb IP-agpec v gpyrue
napameTpbl, Heobxoanmele ans pabotbl B cet TCP/IP. [JaHHbIN npoToKon
paboTaeT N0 MoAenu «KNueHT-cepeep». [Ana aBTomatmuyeckom
KOHMrypawmm KOMnNboTEP-KNMEHT Ha aTane KoHdurypauum ceteBoro
ycTponcTBa obpallaertcs K Tak HasbiBaemomy cepsepy DHCP, n nonyyaet
OT Hero HyHble napameTpbl. CeTeBon agMMHUCTPATOP MOXET 3a4aTb
JnanasoH agpecos, pacrnpenensemMbiXx CeEpBepOM Cpean KOMMNbITEPOB.
OT0 no3BonsaeT nsbexatb py4HOM HACTPONKN KOMMbIOTEPOB CETU U
yMeHbLIaeT KonnyecTso owwmnbok. MNMpoTtokon DHCP ncnonb3yetcs B
6onbLumHeTBe ceten TCP/IP.

cucTemMa JOMEHHbIX UMEH, KOMMbIOTEPHas pacnpedenéHHas cuctema ans
nony4eHus MHcopMaLMm o JoMeHax. Yalle Bcero ncnonb3yercs ans
nony4yeHus IP-agpeca no MMeHu xocTa (KoMMbloTepa UIn yCTPoRcTBa),
nony4eHnst MHoOpMaLIMM O MapLIPYTM3aLMK NOYTbI, 06CMY>KUBAOLLUX
y3nax Ansi IPOTOKOIOB B JOMEHE.

NMPOTOKON MEXCETEBbIX YNPABSOLLNX COOOLLEHNA, CETEBOW MPOTOKOJT,
Bxoaswumn B ctek npotokono TCP/IP. B ocHoBHom ICMP ncnonb3yetcs
Ons nepefayvm coobLeHnn o6 owmbkax u ApYrmx NCKIMIOUYMTENbHbBIX
CUTyaumsiX, BOSHWKLLMX MPK Nepeaade AaHHbIX, Hanpumep, 3anpaluvMBaemMas
ycriyra HegoCTynHa, Unn XocCT, NN MapLLPYTM3aTop He oTBevaloT. Takke
Ha ICMP BosnaraloTcsa HEKOTOpbIE CEPBUCHBIE (DYHKLINN.

3TO MHTEPHET-MNPOTOKON, KOTOPbIN 06ecnevnBaeT BO3MOXHOCTb KOMMbIOTEPY
COOBLNTL O CBOEN NPUHAANEXHOCTU K rpynne pacchifiku Ha coceqHue
MapLupyTu3aTopbl. [pynnoBas paccolfka no3BonseT 0O4HOMY KOMMbLIOTEPY
MO MHTEPHETY pacchinaTb KOHTEHT APYrMM KOMMbIOTEPaM,
3auHTEepeCcoBaHHbLIM B NOMyYeHUM paccbinky. [pynnosasi paccblnika MoXeT
ObITb NCMONb30BaHa B TakMX Criyyasix, Kak 0bHOBNeHe agpecHbIX KHUM
nonb3oBaTenen MobunbHbIX KOMMNBLIOTEPOB, Pacchlnka MHGHOPMALIMOHHBLIX
GronneTeHelr No KoMnaHuu, 1 "agupHoe BelLaHne" LMPOKONOMNOCHbIX
nporpamMm NOTOKOBOrO MyrnsTUMeana Ans ayamtopum, Kotopas
"HacTpounace" Ha nony4yeHne rpynnoBON PacChIfKu.

B pamkax ucnonb3oBaHus mogenu Baanmogenctems OTKpbITbIX CUcTeM
(OSI), IGMP sBnsieTcs YacTblo CETEBOIO YPOBHS.

MPOTOKON yNpaBneHns CeTeBbIM YPOBHEM AN YCTAHOBKM, HACTPONKM U
paspbiBa |IP nogkntoveHus nosepx PPP coeamHenus. IPCP ncnonb3yet
TOT e MexaHm3m obmeHa naketamu, 4yto n LCP. ObmeH naketamun IPCP
He MPoMCXoAnT Ao Tex nop, noka PPP He Ha4yHET ¢haldy cornacoBaHus
NpoTOKOMa ceTeBoro ypoBHsi. Jltobbie naketbl IPCP, nonyyeHHble 4O TOro,
Kak Ha4YHETCS aTa (hasa, [OIMKHbI ObITb OTOPOLLEHbI.

NpOTOKON ynpaBneHust coeamHeHnem, LCP sBnseTcs YacTblo npoTokona
Point-to-Point Protocol. NMpu yctaHoBneHun coeauHenns PPP nepepatolee
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Maximum Receive Unit

Maximum segment size

Maximum transmission unit

Microsoft Point-to-Point
Encryption

Network Time Protocol

Point-to-Point Protocol

Protocol-Field-Compression

Remote Procedure Call

1 NpUHMMaltoLLee YCTPOIMCTBO obMeHMBatoTcs naketamu LCP ans yTouHeHus
crneunduyeckoin MHopMaLum, koTopasi ToTpebyeTcs Npu nepedade
JAaHHbIX.

onpegensieT MakcuMarbHbI pa3mep (B banTax) 6roka, KOTopbI MOXET
ObITb NPUHST HA KaHaNbHOM YPOBHE KOMMYHWUKALMOHHOIO NpOTOKONa.

saBngeTca napameTpom npotokona TCP u onpegensieT MakcmanbHbIN
pa3mMep brioka AaHHbIX B 6avitax ana TCP naketa (cermenTa). Takum
obpasom aToT NapameTp He yumTbiBaeT AnuHy 3aronoskoB TCP u IP. [ing
ycTaHoBneHusa koppektHon TCP-ceccun ¢ ygané&HHbIM XOCTOM AOMKHO
cobrnitogatbes cneaytollee ycnosue: MSS + 3aronosok TCP + 3arnoBok
IP =< MTU. Takum ob6pas3om, MakcuMMasnbHbIM pa3Mep MSS = MTU — pa3mep
3aronoska IPv4 — pa3Mep 3aronoska TCP.

MaKcumMarbHbI pa3mep 6rnoka (B 6anTax), KOTopbI MOXET ObITb NepeaaH
Ha KaHanbHOM ypoBHe ceTeBoi mogenu OSI. 3HayeHne MTU moxeT ObITb
onpepeneHo ctaHgapTom (Hanpumep ans Ethernet), nnéo moxer
BblIOMpaTLCSl B MOMEHT YCTaHOBKU coeanHeHUs (0ObIYHO B criyYae npsmblxX
NOAKIIOYEHMI TOYKa-TOYKa). Yem Bhiwe 3HadeHne MTU, Tem meHbLue
3arorioBKOB NepefaéTcs No CETU — a 3HAYMT, BblLLE MPOMyCKHas
CMOCOOHOCTb.

NPOTOKOS WNdpOBaHMSA AaHHbIX, UCNOMNb3yeMbl NoBepX coeanHeHnn PPP.
MPPE noggepxwuaet 40-, 56- 1 128-0MTHbIe KoUK, KOTOPbIE MEHSIHOTCS
B TEYEHME Ceccuum.

CETEBOM NPOTOKON ANSA CUHXPOHM3aLMN BHYTPEHHUX YacoB KOMMblOTEPa
C MCMNONb30BaHNEM ceTen C nepemeHHon nateHTHocTbo. NTP ncnonessyer
ans ceoen pabotsl npotokon UDP. Hanbonee wmnpokoe npumeHeHne
npotokon NTP HaxoauT ans peanusaumm cepBepoB TOYHOIO BPEMEHM.

OBYXTOYEYHBIN NPOTOKON KaHanbHOro ypoBHs (Data Link) ceTeBon mogenu
OSI. O6bI4HO MCnoMb3yeTCs ANs YCTAHOBNEHWS NMPSMOW CBA3W MEXOY
ABYMS y3namMu ceTu, NpuyeM oH MoXeT obecneunTb ayTeHTUdMKaUmMIo
coeavHeHus, WudpoBaHne 1 cxatue faHHbIX. YacTo BCTpeyatoTcs
nogsuabl npotokona PPP Takne, kak Point-to-Point Protocol over Ethernet
(PPPoE), ncnonbayemeinn ans nogkntodeHus no Ethernet, n nHorga vepes
DSL; u Point-to-Point Protocol over ATM (PPP0oA), KoTopbI cnornb3yeTcs
ansa nogkniodeHns no ATM Adaptation Layer 5 (AAL5), KoTopbii siBAsieTCS
ocHoBHol anstepHaTtnBon PPPoE ons DSL. PPP npeactaensiet cobon
Lierioe CeMecTBO MPOTOKOMOB: MPOTOKON yrpaeneHns nuHuen ceasu (LCP),
npoTokon ynpaeneHust ceteto (NCP), npoTokonbl ayTeHTUdmkauun (PAP,
CHAP), mHorokaHaneHbIn npotokon PPP (MLPPP).

MeTo[ cornacoBaHusa cxatus nonsi Protocol B 3aronoskax PPP. No
ymonyaHuto, Bce peanusauumn JOJDKHbI nepepaBate nakeTbl ¢ AByMS
okteTamu nongsa Protocol.

BbI30B yAanéHHbIX npoueayp, Knacc TEXHOMOIrMIN, NO3BONSAOLLNX
KOMMbIOTEPHBIM NPOrpaMMam Bbi3biBaTb PYHKLMMW UK NPOLEAYPbI B APYroM
afpecHOM MPOCTPaHCTBE (Kak NpaBuno, Ha yAan&HHbIX KOMMbITepax).
O6bI14HO, peanusaumsa RPC TexHonorum BrkntovaeT B cebs fBa KOMMOHEHTA:
CETEeBOW NPOTOKON AN 0BMeHa B pexmMme KNneHT-CepBep U A3blK
cepuanusauum oBbekToB (UNK CTPYKTYP, Ansa HeobbekTHbIX RPC). Ha
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Service Set |dentifier

SkyDNS

Transmission Control
Protocol

Tunnel Setup Protocol

User Datagram Protocol

udpxy

Universal Plug and Play

TpaHcnopTHOM ypoBHe RPC ncnonb3ytoT B OCHOBHOM NpoTokoribl TCP u
UDP, ogHako, HekoTopble NOCTpoeHbl Ha ocHoBe HTTP (4To HapylaeT
apxutektypy ISO/OSI, Tak kak HTTP naHa4anbHO He TPaHCMOPTHbIN
npoTokon).

npegcraenseT cobor nocnegoBaTenbHOCTb CUMBOSIOB, KOTOPas
O[HO3HA4YHO MMeHyeT BecnpoBoaHyto nokanbHyto cetb (WLAN). SSID
MHOrga HasbIBatoT "CeTeBbIM MMeHEM". DTO MMs NO3BONSIET paboymm
CTaHUMAM NOAKIHYATLCH K HY>KHOW CETW, Korga HECKOMNbKO HE3aBUCUMBbIX
6ecnpoBoAHbIX ceTen paboTaloT OQHOBPEMEHHO B OOHOM OM3NYECKOMN
obnactw.

cnyx6a, obecneuynsatoLLas BOSMOXHOCTb oUnbTpaLmm U 6roknposaHns
onacHbIX UMW HeXenaTerbHbIX CalToB.

MPOTOKON yrpaBreHus nepegayen, OanH N3 OCHOBHbIX CETEBbLIX MPOTOKOMOB
WHTepHeTa, NpegHa3HayYeHHbIV A4Ns yNpaBneHus nepegaden JaHHbIX B
cetax v noaceTsax TCP/IP. BeinonHseT (oyHKLMW NpOTOKONa TPaHCMNOPTHOIO
ypoBHs mogenu OSI. TCP — 370 TpaHCMNOPTHbIA MEXaHW3M,
NpegocTaBNALWMA NOTOK AaHHbIX, C NPEABaPUTENbHON YCTAaHOBKON
COeONHEHUS, 3a CHET 3TOro AaloLLMA YBEPEHHOCTb B JOCTOBEPHOCTU
nony4yaembIX JaHHbIX, OCYLLECTBNSAET MOBTOPHLIN 3aMpoC AaHHbIX B Cryvae
noTepu OaHHbIX U yCTpaHsAeT AyonMpoBaHue npu Nosy4YeHun AByX KOnum
opgHoro naketa (cM. Takke T/TCP). B otnnune ot UDP rapaHTupyet
LLeNOCTHOCTb NepefaBaeMbiX AaHHbIX U YyBEAOMITEHNE OTMpaBuTenNs O
pesynbratax nepegayn.

MPOTOKON HAaCTPOWKUN TyHHENS, 3TOT CETEBOW NPOTOKON ynpaBneHus
ncnonb3yeTcsa Angd corrnacoBaHnsa napameTpoB HacTpouku IP TyHHensa
MexXay KNMEHTCKMM XOCTOM TYHHENEW 1 CepBEPOM cepBuca TyHHENEN.

NPOTOKOMN NOMb30BaTENbCKMUX AaTarpamMMm, 3TO TPAHCMOPTHbLIN NPOTOKOS
Onsa nepefayvn aaHHbIX B ceTsx IP 6e3 yctaHoBneHus coegmHeHus. OH
SABNAETCA OOQHUM U3 CaMbIX NPOCTbIX MPOTOKOMOB TPAHCMOPTHOMO YPOBHSA
mogenu OSI. B otnnumne ot TCP, UDP He nogTBepxaaeT 4OCTaBKY AaHHbIX,
He 3ab00TUTCS O KOPPEKTHOM MOpsiAKE OOCTaBKU U HE AenaeT NOBTOPOB.
Moatomy ab6pesmatypy UDP nHorga pacwmdposbiBatoT kak Unreliable
Datagram Protocol (npoTokon HeHaa&xHbIX AaTtarpamm). 3aTo oTCyTCTBUE
COoeauHeHus1, 4OMONMHUTENbLHOro Tpaduka U BO3MOXHOCTb
LUMpPOKOBELLAaTENbHbIX PACChINOK AenatoT ero yaobHbIM ANd NpUMEHEeHUNR,
rae marnbl NOTepU, B MacCOBLIX pacchbifikax JIokanbHOW NoAceTyH, B
MeamanpoTokonax u T.n.

cepBepHoe npunoxeHune (daemon) Ana nepegayy AaHHbIX U3 CETEBOrO
noToka MynbTUKacT kaHana (Bewaemoro no UDP) B HTTP coegnHeHune
3anpaluvBaloLLero KnmMeHTa.

3TO apXMUTEKTypa MHOIOPAHIOBLIX COEAVHEHWNI MEXOyY NepPCOHarNbHbIMU
KOMMbIOTEPAMM U MHTENMNEKTyanbHbIMWU YCTPONCTBAMM, YCTAHOBIIEHHbIMU,
Hanpumep, goma. UPnP cTpouTca Ha ocHOoBe CTaH4apTOB U TEXHOSOrMmn
nHTepHeta, Takmnx kak TCP/IP, HTTP n XML, n obecneumBaet
aBTOMaTM4yeckoe NogkmnoyeHne nogobHbIX YCTPOWCTB OPYT K OPYTY U UX
COBMECTHY10 paboTy B ceTeBoM cpeae, B pesynbraTe Yero cetb (Hanpmmep,
OOMaLLHSAS) CTaHOBUTCA NErKOon ANsi HACTPONKM BonbLuemy Yncny
none3oBaTenen.
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Virtual LAN

Weighted round robin

Wi-Fi Multimedia

Wi-Fi Protected Access

Wi-Fi Protected Setup

Wired Equivalent Privacy

norunyeckas ("BMpTyanbHas") nokanbHas KOMMNbIOTEPHAst CETb,
npencraenseT cobow rpynny XocToB ¢ 06LmMM Habopom TpeboBaHui,
KOTOpble B3aMOAENCTBYHOT Tak, Kak ecrnv Obl OHU BbInv NOAKIOYEHbI K
LUMPOKOBELLATENBHOMY JOMEHY, HE3aBUCUMO OT NX (OU3NYECKOTO
MecToHaxoxaeHunsa. VLAN nMmeeT Te e CBOMCTBA, YTO U hmsmnyeckas
nokarbHas CeTb, HO NO3BONAET KOHEYHBIM CTaHLUMSAM FPyNnNMpoBaTbCs
BMECTE, AaXke eCN OHU HE HaxoadaTCcsa B OAHOW dmnandeckon cetn. Takas
peopraHusauns MoXeT ObITb caenaHa Ha OCHOBE NPOrpPamMMHOro
obecneveHns BMECTO PU3NYECKOTO NepEMELLEHMS YCTPONCTB.

3TO NOPSAOK YCTAaHOBMEHMST ovepegHOCTU. Kaxabii MOTOK NakeToB Unn
COeMHEHNE UMEET CBOK COBCTBEHHYIO MAKETHYIO ovepeab B MHTepdence
CeTeBOM KapTbl. ATO camoe npocTtoe nNpunbnmkeHme OdLero
Pacnpegnenenus MNMpoueccopa (GPS). B 1o Bpems kak GPS obcnyxnsaet
BGeCckoHeYHO Marble 00beMbl aHHbIX U3 Kaxkaon Henycton odepeam, WRR
obcnyXvBaeT psg NakeToB ANs1 KAXKOOW HEMYCTOW o4Yepean.

asndaetca ceptucpukaumen Wi-Fi Alliance, 6asupytolenca Ha ctaHgapTe
IEEE 802.11e. OH obecneunBaeT 0CHOBHble BO3MOXHOCTU QoS (quality
of service) ana ceten |IEEE 802.11. OtaaBas npuoputeT VolP-Tpaduky
Hap, npoLieccamu, MeHee YyBCTBUTENbHbIMW K CKOPOCTY Nepeaayn AaHHbIX,
MOXHO [OOUTLCS yMEHbLUEHNS dNyKTyauun MHTEpPBanoB Mexay naketamm
npu ux NpoxoxageHumn no cetu. VicnonbsosaHue QoS ABMASETCA NPOCTLIM
N HeJopPOrMM peLLeHneM Ans Cepbe3HOro YryylleHns KayecTsa
Vol|P-3BOHKOB.

npegcTaensieT codbon 06HOBNEHHYO MPOrpaMMy cepTUUKaLIMn YCTPOCTB
6ecnpoBogHown cBAsn. TexHonornst WPA npuwina Ha 3aMeHy TEXHOMNOoMm
3awmTbl 6ecnpoBogHbix cetern WEP. INntocamun WPA sBRsitoTCS yeUneHHas
6e30NacHOCTb AaHHbIX U YXKECTOYEHHbIN KOHTPOMb AOCTYMNa K
6ecnpoBoAHbIM CETAM. HeManoBaXxKHOW XxapakTepPUCTUKOWN SIBNSIETCS
COBMECTMMOCTb MEXAy MHOXEeCTBOM GECNPOBOAHbIX YCTPONCTB Kak Ha
annapaTHOM YpPOBHe, TaK U Ha nporpammMHoM. Ha aaHHbIn momeHT WPA n
WPA2 paspabartbiBatoTcst U npoasuratotcst opraHmsaumen Wi-Fi Alliance.

CTaHAapT (M OQHOMMEHHBIA NPOTOKOS) NOSTyaBTOMAaTUYECKOro Co3aaHns
6ecnpoogHon cetn Wi-Fi, cosgaHHbin Wi-Fi Alliance. Llenbto npoTokona
WPS sBnsieTcsa ynpolueH1e npoLecca HacTPonKy 6ecrnpoBOAHONM CEeTH,
NnoaToMy M3Ha4arnbHoO OH Ha3sbiBancs Wi-Fi Simple Config. INMpoTtokon
Mp13BaH OKka3aTb MOMOLLb MONb30BaTENAM, KOTOPbIE HE obnagaroT
LUMPOKMMM 3HaHUSMK O BesonacHOCTN B 6eCNPOBOAHbBIX CETHAX, U KaK
crnencTere, UMEKOT CIIOXHOCTY Npy ocyLlecTBrieHnn HacTpoek. WPS
aBTOMaTMyeckn obo3HavyaeT UMS CeTU 1 3adaeT WndpoBaHue, Ans 3aWwuThbl
OT HECAHKLMOHMPOBAHHOIO A0CTYNa B CETb, NPY 3TOM HET HEOBXOAMMOCTM
BPYYHYIO 3agaBaTb BCE NapamMeTpbl.

anroputm ans obecneveHusa 6esonacHocTu ceten Wi-Fi. icnonbayetcs
ans obecneveHns KoHOUASHUMANLHOCTU U 3aLUMTbI NepeaaBaeMbIX AaHHbIX
aBTOPU3MPOBAHHbIX NoNnb3oBaTtenen 6ecnpoBogHOM CeTH OT
npocnywunsaHus. Cywectsyet ase pasHosuaHoct WEP: WEP-40 n
WEP-104, pasnuyatowmecs TonbKo ANMHON Kntoda. B HacTosiwee Bpems
JaHHasi TEXHONOrNA ABMSETCH yCTapeBLUEN, TaK Kak ee B31IOM MOXET ObITb
OCYLLIECTBIEH BCEro 3a HECKOMNbKO MUHYT. TeM He MeHee, OHa NpoJormKaeT
LLIMPOKO MCNOSb30BaTbLCS.
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Yandex.DNS

MpoeMnoTeHTHOCTb

Mpeambyna

cepBUC KOMNaHUK SHOEeKC AN 3aWwuThl AoMallHel ceTn. ObecnedynsaeTt
TpY pexrma uUnsTpaLum:

» 6e3 unsTpaumn - pecypcbl He BNOKMpPYOTCA

» 6e3onacHbIn pexmMMm - BNOKNPYIOTCS BPEAOHOCHbIE U MOLLEHHUYECKNE
canTbl

* CEMEeWHbIN pexum - 6]'IOKVIpyPOTCFI BPEOOHOCHbIE N MOLLEHHNYEeCKne
CanTbl, a Takke pecypcCbl Ana B3pOCIbIX

CBOWCTBO MarteMaTu4eckoro obwekTa, KOTOpPOE NpoABnAeTCcd B TOM, YTO
NOBTOPHOE nencTeme Hag 06bEKTOM He U3MEHSIET ero.

3TO NepBas YacTb 6noka gaHHbIx npoTokona (PDU) dunanyeckoro ypoBHs
koHBepreHumun (PLCP). 3aronoBkom sIBNSIETCS OCTaBLUASICS YaCTb NaKeTOB
OaHHbIX, KOTOpas COAePXUT DonbLUue MHpOPMaLUKN O CXEME MOZYNSALNM,
CKOPOCTM Nepenayu, 1 o NpoOMEXyTKe BpeMeHM, TpebytoLiemMcs ans
nepegayv Bcex AaHHbIX Kaapa.

[nvHHasa npeambyna:

* PLCP c gnuHHon npeambynon nepegaetcst Ha ckopoctn 1 Méut/c
He3aBUCMMO OT CKOPOCTU Nepefayn AaHHbIX kagpa

+ O6Lee Bpems nepegayn ONIMHHON Npeambyrbl ABNAETCA KOHCTaHTOM -
192 MukpocekyHAbl

» CoBmecTuMoO ¢ ycTapeBwmmn cuctemamm IEEE* 802.11 paboTatowmmun
Ha 1 1 2 MbuT/c

KopoTtkas npeambyna:

* [Npeambyna nepenaetca Ha ckopoctu 1 MGuT/c, a 3aronoBok - Ha 2
M6wuT/c

+ OO6Lee BpeMs nepedaqn KOPOTKOM Npeambyrbl ABNSETCS KOHCTAHTON
- 96 MMKPOCEKYHbI

* He coBmectnmo ¢ yctapesLummu cuctemamu IEEE* 802.11
paboTtatowmmum Ha 1 n 2 Méut/c
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