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Beepnenue

BBeneHve

[aHHbI cnpaBoOYHMK COOEPXKUT KOMaHabl Ans ynpaeneHus yctporictBom Keenetic 4G I
nocpencTBOM MHTepderica KOMaHAHOW CTPOKW. 34eCh NPUBEAEH NOSHbINA CMIMCOK BCEX AOCTYMHbIX
KoMmaHg. Takke ykasaHbl NpMMepbl TOro, Kak UCMOmNb30BaTh Hanboree pacnpocTpaHeHHbIE U3
3TMX KOMaHA, obLwasa nHdopmaums o B3aMMOCBSA3M MexXay KOMaHgamu v npuHUMnuanbHble
OCHOBbI TOI0, KaK UX UCMOSb30BaThb.

1 Insa Kkoro npegHasHa4vYeH JOKYMEHT

[aHHOe pykoBOACTBO NpefHa3Ha4YeHo Ans CETEBLIX aMUHUCTPATOPOB MIN CNeLManucToB no
BbIYNCIIMTENBHON TEXHUKE, OTBEYaIOLLMX 3a HAacTpomrKy 1 noaaepxky Keenetic 4G Il Ha mecTe.
OHo Takke npegHasHadyeHo Ang onepatopos, koTopble yrnpasnaoT Keenetic 4G Il. JokymeHT
0OXBaTbIBaET TEXHUYECKME NPOLEAYPbI NOAOEPKKM BbICOKOTO YPOBHS A1 root-aAMMHUCTPATOPOB
N COTPYOHUKOB TexHuyeckon nogaepxkn Keenetic 4G |l.

2 CTpyKTypa AOKYMeHTa

Cl'lpaBO‘-IHI/IK onucblBaeT crenywLwine pasaenbl:

3HaKOMCTBO C KOMaHOHOW B pasgene onvcaHo kak ncnonb3oBatb UHTEPenc
CTpOKOM komaHgHon ctpokn Keenetic 4G Il, ee nepapxunyeckyto
CTPYKTYPY, YPOBHM aBTOPM3aLUN U BO3MOXHOCTM CNPaBKMK.

OnucaHune komaHg, AndaBUTHLIN CMMCOK KOMaHA, KOTOPble MOXXHO BBOAUTL B
KOMaHHOW CTPOKe Ans HacTporkn ycTponctea Keenetic 4G
Il.

3 YcnoBHblIe 0003HaYeHusA

B onncaHum KoMaHa Ucnonb3yTca crieaylolmne 0603Ha4YeHNs:

XUPHbIN LWPUdT KomaHabl 1 krtoveBble CrioBa BblAENSTCS
XUPHbIM WpNTOM. OHU JOMKHBI BbITh
BBEAEHbI B TOYHOCTU KaK yKa3aHO B OMUCAHUN.
B npumepax XupHbI WPUAET UCMonb3yeTcs
ONS BblAENEHNS OaHHbIX, BBEAEHHbIX
nornb3oBaTenem.

Kypcus AprymeHTbl, AN KOTOPbIX HEOBXOAMMO 3a4aThb
3Ha4YeHMs BbI4ENEHbI KyPCUBOM.

OnemeHTbI B KBagpaTHbIX ckobkax sBnsarTCS

I [ Heobsi3aTeIbHLIA 371EMEHT |
HeobA3aTenbHbLIMMN.
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Beegenwue

I «0693aTe/IbHbIN 3JIEMEHT)

OneMeHTbl B YrNoBbIX CKOOKax siBMNsitOTCS
obsi3aTenbHbIMU.

(x|y|z) ObGs3aTenbHble anbTepHATUBHLIE KITHOYEBLIE
CroBa rpynnupyroTcs B KPYribIX ckobkax v
pa3fensioTcsa BEPTUKATIbHOM YepTON.

x|y]z Heobs3aTenbHble ansTepHaTUBHbIE KIOYEBbIE

crnoBa rpynnupyroTcs B KBagpaTHbIX CKOGKax 1
pasgensatTcsa BepTUKanbHOM YEPTON.

MpyMeYaHus, NpeaynpexXaeHns U NpeaoCcTePEXKeHUs UCNONb3YHT crieaytowmne 0603HauYeHms.

MpumeyaHne: OsHavaet "untatens, NpuMn K ceefeHuto”. NprmedaHusa cogepar nornesHole
COBETbI UMK CCINIKM Ha MaTtepuansl, He cogepXXalmuecs B JaHHOM

CnpaBOYHUKE.

MpenynpexaeHue: OsHayvaeT "yuTartens, BHUMaHue!". Balum enctBns MoryT npuBecTy K
NnoBpeXAeHNI0 000pyA0BaHMA NN NOTEPE AaHHbIX.
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3HAKOMCTBO C KOMaHAHOM
CTPOKOU

B aTon rmaee onncaHo kak UCnonb3oBaTb MHTepdenc komaHaHon cTpoku Keenetic 4G I, ee
Nepapxu4eckyto CTPYKTYpY, YPOBHMN aBTOPU3aLIMN N BO3SMOXXHOCTY CMIPaBKW.

OcHoBHoe cpeacTBo ynpaeneHus mapLupytusatopom Keenetic 4G |l ato uHmepagbelic komaHOHOU
CMPOKU. HaCTpOIZKVI CUCTEMbI NOJTHOCTbIO ONUCBLIBAKOTCA B BUAE NnocrnegoBaTeribHOCTU KOMaHAa,
KOTOpbl€ HYXXHO BbINOMHUTL, YTOObI NPMBECTM YCTPONCTBO B 3a4aHHOE COCTOSIHME.

B Keenetic 4G |l cywecTByeT Tpu BUaa HacCTPOeEK:

TekyLume HacTPONKM running config, Habop komaHA, KOTopble TPeOyeTCH BbINOMHUTD,
4YTOObI MPUBECTU CUCTEMY B TEKYLLEE COCTOSHME. TekyLmne
HACTPOMNKM XpaHATCA B onepatneHon namatu (RAM) n
OTpaxalT BCE N3MEHEHMUS HacTpoek cucTtembl. OgHako,
CcoOepXXMMOe onepaTMBHON NaMATU TEPSETCH MPY BbIKITFOYEHWN
ycTponcTea. [inst Toro 4tobbl HACTPOWMKM BOCCTAHOBUINUCE MPU
nepesarpy3ke yCTponcTBa, TpebyeTcs COXpaHUTb UX B
9HEProHe3aBUCUMOW NamMATK.

CTapToBble HAaCTPOMKK startup config, NocrnenoBaTenbLHOCTb KOMaHA, KoTopast
XpaHUTCA B cneunarnbHOM CEKTope 3HepFOHe3aBI/ICI/IMOIZ naM4aTn
M ncnonb3yetca Anda nHnunanu3aumm cuctemsbl
HEMOCPEACTBEHHO MOCHE 3arpysKku.

HacTpoWikn no ymonyaHuio default config, 3aBOACKME HACTPOMKN, KOTOPbIE 3aNMCbIBaOTCH
Ha Keenetic 4G Il npu nponssoactee. Knonka RESET Ha
Kopryce no3BonsgeT cOpOCUTb CTapTOBbIE HACTPONKN Ha
3aBofCKMe.

®annel startup-config n running-config moryT GbITb OTPEQAKTMPOBAHbLI BPYYHYt0, 6e3
yyacTusi KomaHgHow cTpoku. [pu aTom criegyeT NOMHUTb, YTO CTPOKU HavMHatowumecs ¢ !
UrHOPUPYOTCA pas3bopLLMKOM KOMaHA U aprymMeHTbl, cogepalime cuMmBon npoben, AomkHbI
ObITb 3aKNOYEHbI B ABOVIHbIE KaBbIvkK (Hanpumep, ssid "Free Wi-Fi"). Camu kaBbl4ku
pa3bopLLMKOM UTHOPUPYHOTCS.

OTBETCTBEHHOCTL 3a KOPPEKTHOCTb BHECEHHbIX N3MEHEHUI NEXUT Ha UX aBTope.

1.1 BBoA KOMaHA4 B KOMAaHAHOMN CTPOKe

KomaHgHbin nHtepnpetatop Keenetic 4G Il paspabotaH Takum o6pasom, 4ToObl UM Mor
Monb30BaTbCs Kak HAYMHAKLLMI, TaK 1 OMNbITHBIN NoNb3oBaTenb. Bce komaHabl 1 napameTpbl
NUMEIOT ACHbIE N NErKo 3anoMMHaKLLMECS Ha3BaHUS.
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KomMaHabl pa3buTtbl Ha rpynmbl U BbICTPOEHBI B Mepapxmio. Takum o6pasom, Ans BbiNOSHEHUS
Kakon-nnbo HaCTPOKKM Nonb3oBaTesto NoTpebyeTcs nocrnefoBaTenbHO BBECTU Ha3BaHus
BIIOXXEHHBIX Py KOMaHg, (Y3roBbIX KOMaH[) U 3aTeM BBECTU KOHEYHYIO KOMaHAy C
napameTpamu.

Hanpumep, IP-agpec ceteBoro nHtepderica SwitchO/VLAN2 3agaetca komaHgon address,
KoTopas HaxoguTcs B rpynne interface — ip:

(config)>interface Switch0/VLAN2 ip address 192.168.15.43/24
Network address saved.

1.1.1 Bxoa B rpynny

HekoTopble y3noBble kKOMaHAbl, coAepkallune rpynny 4OYepHUX KoMaHz, No3BOSSOT
MONb30BATENIO BbINOMHUTL «BXOA» B rpynny, YToObl BBOAUTL AOYEPHME KOMaHOb
HenocpeaCcTBEHHO, He TpaTsi BpeMsi Ha BBOZ MMEHW y3r0BOW KOMaHbl. B aToM crnyyae meHsieTcs
TEKCT NpuUrnalleHns KoOMaHAHOW CTPOKK, YTOObI MONb3oBaTeNb BULEN, B KAKOW rpynne oH
HaxoauTCs.

BbIXO,CI, M3 rpynnbl BbINOJNTHAETCA NO KOMaHAe exit unu no Ha)kaTuo KOM6MHaLI,I/II/I KnaBuLU
[Ctri]+[D].

Hanpwumep, npu Bxoge B rpynny interface npurnaweHne koMmaHgHOW CTPOKU MEHSIETCS Ha
(config-if):

(config)>interface Switch0/VLAN2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

1.2 Acnonb3oBaHMe cnpaBKuU N aBTO4OMNONTHEHUSA

16

[ns Toro utTo6bI CAenaTh NPOLECC HACTPOMKM MakCUMarnbHO yA0OHbBIM, NHTEpPdENC KOMaHLHON
CTPOKM MMEET (PYHKLIMIO aBTOA0MNOMHEHUS KOMaHA 1 NapaMeTpoB, NOACKa3biBas Nonb3oBaTento,

Kakve KoMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BIOXEHHOCTU. ABToAoMNoONHeHne paboTaert no
knasuwe [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Sw[Tab]

Usage template:
interface {name}

Variants:
Switch0
Switch®/VLAN1
Switch®/VLAN2

(config)> interface SwitchQ[Tab]
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Usage template:
interface {name}

Variants:
Switch0/VLAN1
Switch@/VLAN2

(config)> interface Switch0/VLAN2[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky no TekyLen KoMmaHae Bcerga MoXHO oTobpasunTb, Haxas knasuvwy [?]. Hanpumep:

(config)> interface Switch0/VLAN2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface Switch@/VLAN2
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1.3 NMpedukc no

lMpedukc no ncnonb3yetca Anss OTMEHbl AENCTBUSA KOMaHAbl, Nepes KOTOPOW OH CTaBUTCS.

Hanpwumep, komaHaa interface oTBevaeT 3a cosgaHue ceTeBoro uHTepderica ¢ 3agaHHbIM
nmeHeMm. MNMpedurkec no, cnonb3yemblli C 3TOM KOMaHAON, Bbi3biBaeT 0bpaTHoe AencTBmne —
yaaneHue nHtepderica:

(config)> no interface PPPoOEO

Ecnn komaHga coctaBHas, No MOXeT CTaBUTbLCA Nepeq nobbiM ee YneHoM. Hanprumep, komaHaa
service dhcp Bkntovaet cnyx6y DHCP n coctonT 3 gByx 4Yacten: service — MMeHW rpynnbl
B nepapxmm komaHg, n dhcp — KoHe4yHon komaHab!. MpedrKc NO MOXHO CTaBUTb Kak B Havane,
Tak u B cepeauHe. [lencrteme B obonx cnyvasx 6yaeT oaMHaKoBbIM: OCTAHOBKa CryXObl.

(config)> no service dhcp
(config)> service no dhcp

1.4 MHOrokpaTtHbIu BBOA

18

MHorne komaHgbl 06nagatT CBOMCTBOM UAeMIOMeHMHOCMU, KOTOPOE MPOSIBASIETCA B TOM,
YTO MHOTOKpPaTHbIA BBOA, 3TUX KOMaH NPUBOAMUT K TEM XKE U3MEHEHUSIM, YTO U OLHOKPATHbIA.
Hanpwumep, komaHaa service http nobasnsaet cTpoky «service http» B Tekylme HaCTpOMKw,
1 Npy NOBTOPHOM BBOJE HNYETO HE MEHSET.

OgnHako, YacTb KOMaHZ Mo3BorseT A06GaBNATb HE OfHY, a8 HECKOJbKO 3anunce, ecnv BBOAUTb
UX C pa3HbIMUK aprymeHTamu. Hanpumep, ctatmyeckue 3anvcu B Tabnuue mMapLupytusaumm ip
route nnu puneTpbl access-list LobasnsTCA NocnegoeaTenibHO, U 3aTeM NPUCYTCTBYIOT B
HacTpolikax B BUAE Cnucka:

Mpumep 1.1. Ucnonb3oBaHMe KOMaHAbI C MHOTFOKpPaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO
Route added.

(config)> ip route 1.1.2.0/24 PPTPO
Route added.

(config)> ip route 1.1.3.0/24 PPTP1
Route added.

(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTPO

3anucun 13 Taknx Tabnumu MoXxHo yaandaTtb no oaHomn, NCnosnb3y4 I'IperVIKC no, " ykasbiBas B
aprymeHTe KoMaHgbl, Kakyto MME€HHO 3anncb Tpe6yeT0ﬂ yoanntb:

(config)> no ip route 1.1.2.0/24
Route deleted.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
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ip route 1.1.3.0 255.255.255.0 PPTPO

1.5 CoxpaHeHue B CTapTOBbIE HACTPOUKMU

TekyLine n cTapToBble HACTPOMKN XpaHATCs B harinax running-config u startup-config. ns
TOro YTOObI COXPaHUTL TEKYLLME HACTPOMKM B 3HEPTOHE3ABUCUMYHO NaMsITb, HY)XXHO BBECTMU
KOMaHAy KOnMpoBaHUS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

1.6 OTnoxeHHaa nepe3arpy3ka

Ecnu Keenetic 4G Il HaxoanTca Ha 3Ha4YMTENBHOM yAaneHun oT onepaTtopa u ynpaensieTcs no
CEeTW, BO3HWKAET ONACHOCTb MOTEPATb CBA3b C HUM MO NPUYNHE OLLIMBOYHBIX 4ENCTBUN
onepatopa. B aToM cnyyae nepesarpyska n Bo3BpaT K COXpaHEHHbIM HacTpoikam Oyaet
3aTpygHeHa.

KomaHaa system reboot no3BonsieT ycTaHOBUTL TauMep OTOXEHHOM nepes3arpy3ku, BbINOSHUTb
«OMacHbIe» HaCTPOWKK, 3aTEM BbIKIIOYUTL TalMep U COXpaHUTb n3aMeHeHusi. Ecnm B npouecce
HaCTPOWMKM CBA3b C YCTPOMCTBOM ByAeT noTepsiHa, onepaTtopy A4OoCTaTovHO OyaeT goxaarbes
aBTOMAaTM4eCKOWN Nepesarpy3kun 1 NOAKMYMTBCS K YCTPONCTBY CHOBA.
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OnucaHune KomaHAa

OTa rmaBa cogepXXuT Bce KoMaHAbl 45151 KOMaHOHOW CTpokM gocTtynHele B Keenetic 4G 1.

OnucaHune Kaxagon KoMaHabl pasgeneHo Ha criegyrowme nogpasaenst:

Onucanue OnwucaHue TOro, YTo KOMaHaa Aenaert.
CunHoncuc O6wmr dhopmaTt kKoMaHAb!
Mpedukc no B03MOXXHOCTb MCMOMb30BaHNS B KOMaH4e

npedumkca no.

M3meHeHne HacTpoek

CnocoBHOCTb KOMaHAbl MEHATb HACTPOMKN.

MHorokpaTHbI BBOA

Bo3amoxHOCTb MHOIoKpaTHOro BBoaa KomaHabl.

BxoxpaeHwve B rpynny

HaseaHue rpynnbl, 4OCTYN B KOTOPYtO AaeT
komaHga. Ecnv rpynnbl HeT, 3TOT pasgen He
oTobpakaeTcs.

Twun nHtepdpenca

Twvn nHTepdpenca, Ha KOTOPbLIN BANAET
komaHga. Pasgen He oTobparkaeTcs, ecnum
OaHHbIA KOHTEKCT He MMeEeT CMbIcna Anst
KOMaHapbl.

UHTepdencel, ncnonb3yemsle B CUCTEME, U
OTHOLLEHUS MeXAY HUMU NoKasaHbl Ha
anarpamme Humxe.

AprymeHTbl

AprMeHTbI, €CIMn eCTb, N NOACHEeHUA K HUM.

Mpumep

Wnnoctpauns Toro, Kak koMaHaa BbIrmagut
npu Bbl3ose. [ockonbky MHTepdenc NpocT,
HEeKoTOpble NPUMEpPbI O4EBUAHbI, HO OHU
BKITHOYEHbI 41151 ACHOCTM.

Keenetic 4G Il CnpaBo4YHUK kOMaHA
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PucyHok 2.1. Uepapxusa uHtepdencon

Pluggable

Secure

T

T

Usb

PPP

[_— |

MAC

Ethernet

ﬂ_\

Bridge

PPTP
UsbModem PPPoE PVC VLAN
L2TP
Tunnel SSID Radio
ﬁr\ —— | — 71—
TunnelSixInFour TunnelGre WiFi WiFiMaster
AccessPoint WiFiStation
2.1 KomaHgbl
2.1.1 access
OnucaHue HacTpouTb nonb3oBaTenbCkuin 4OCTYN K nanke Ha USB-ycTpolicTBe.

KomaHga ¢ npedukcom no 3anpeLiaeT AoCTyn K nanke.

Mpedukc no Oa
MeHsieT HacTpouku [a
MHorokpaTtHbii BBog [a

CuHoncuc

(config)>
(forbidden | read | write | read/write | inherited)[ recursive ]

access «directory» cuser»

I (config)> no access «directory» <user> [ recursive ]

22

Keenetic 4G Il CnpaBo4HUK kKOMaHA



maBa 2 OnucaHne KomaHp,

AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

directory Ctpoka HaseaHwne nankun Ha USB-ycTpolicTBe.

user CTtpoka Nma nonb3oBartens.

forbidden Kntouesoe [ocTyn 3anpeLyeH.
CnoBo

read Kniouesoe [ocTyn ToNbKo Ha YTeHwue.
CnoBo

write Kntouesoe [ocTyn TonbKo Ha 3anuchb.
CnoBo

read/write KntoueBoe JocTyn Ha YTeHne n Ha 3anuchb.
CnoBo

inherited Kntouesoe [MpaBa gocTtyna HacnegyrTcs oT
CIOBO poaMTENLCKOM Nanku.

recursive Kniouesoe MMpaBa gocTyna NPUMEHSIIOTCS KO BCEM
CnoBo BMOXEHHbIM Narnkam.

(config)> access FLASH:Downloads test read/write
(config)> show access FLASH:Downloads

user:
name: test
assigned: read/write
effective: read/write
exists: yes

2.1.2 access-list

OnucaHue

Mpedukc no

MeHseT HacTPONKHU
MHorokpaTHbIli BBOA,

BxoxpaeHue B rpynny

CunHoncuc

HocTyn K rpynne KoMang 415t HACTPOWKKM BbIBpaHHOTO cnmncka npaswn unsTpauum
naketoB (ACL). Ecnu cnvcok He HangeH, kKomaHaa NbliTaeTcs ero co3aaTb. Takon
CMUCOK MOXET ObITb Ha3Ha4YeH ceTeBoMy MHTepdency komaHgon interface ip
access-group.

KomaHpa ¢ npecmkcomMm no yganseT CiMcok npasun.
Oa
Ja
[a

(config-acl)

I (config)> access-list (name»

I (config)> no access-1list <name»
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AprymeHTbI

AprymeHT Tun OnucaHue

name Crpoka HasBaHwue cnucka npasun dunstpaunm
(Cnucok KoHmpons Jocmyna, ACL).

2.1.3 access-list deny

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThl

Hob6asuTb 3anpelaroLlee npasuno punsrpaumm naketoB B ykasaHHbIn ACL.
KomaHga ¢ npedmkcom no yaansiet npasuiio.

Oa

Oa

Oa

(config-acl)>  deny (tcp | udp) <source» <source-mask»
[port[lt|eq|gt]«source-ports]«destinations«destination-mask»
[ port[Lt | eq|gt] <destination-port]

(config-acl)>  deny icmp <source» <source-mask» «destination,
«destination-mask»

(config-acl)> no deny (tcp | udp) <source» <source-mask»
[port[lt|eq|gt]«source-ports]«destinations«destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)> no deny icmp <source» <source-mask» «destination,
«destination-mask»

AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokorn.
CNnoBo
udp Kntouesoe UDP npoTokor.
CNnoBo
icmp KntoueBoe ICMP npoTtokon.
CNnoBo
source IP-agpec Afgpec nctovHuka B 3arornoske |IP-naketa.
source-mask IP-macka Macka, HaknagblBaemasi Ha agpec UCTOYHMKA

B 3aronoBke |P-naketa nepen cpaBHEHUEM
c source. EcTb ABa cnocoba BBoaa Macku:
B KQHOHWYECKOM Buae (Hanpumep,
255.255.255.0) u B BMAe OMTOBOW ANVHbI
npedukca (Hanpumep, /24).

source-port Llenoe uucno |Mopt uctovHuka B TCP nnn UDP 3aronoeke.
destination IP-agpec Apnpec Ha3Ha4yeHus B 3aronoeke IP-nakera.
destination-mask|IP-macka Macka, HaknagbiBaemas Ha agpec

Ha3Ha4yeHus B 3aronoske |P-nakeTta nepeq

24
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AprymeHT Tun OnucaHue
cpaBHeHnemM c destination. EcTb gBa
cnocoba BBoAa Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B BMAe
BuToBOM AnNWHbI Npedukca (Hanpumep, /24).
destination-port|Lenoe yicno |lMopT HasHaveHusa B TCP nnn UDP
3aronoBke.
port KntoueBoe KrtoueBoe crnoBo, KOTOPOE yKa3biBaeTcH
CIrnoBO nepen destination-port unu
source-port.
1t Krtouesoe OnepaTtop «MeHbLIe» Npy CPaBHEHMM NOPTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
eq Kntouesoe OnepaTop paBeHCTBa Npy CpaBHEHMU NopTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
gt KntoueBoe Onepatop «bonbLiey» npu cpaBHEHMM NopTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
Mpumep (config-acl)> deny icmp 192.168.0.0

255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

2.1.4 access-list permit

OnucaHue [ob6aBnTb paspeluaroLiee NpaBuIio GuUbTpaunmM NakeTosB B ykasaHHbii ACL.

KomaHga ¢ npedvkcom no yaansert npasuso.

Mpedukc no Oa
MeHsieT HacTpouKu [a
MHorokpaTtHbii BBog [a

CuHoncuc

(config-acl)>  permit (tcp | udp) <sources <source-mask»
[port[lt|eq|gt]«source-port;]«destinations «destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)>  permit icmp <sources <source-mask» «<destination,
<destination-mask»

(config-acl)> no permit (tcp | udp) <source» <source-mask>
[port[lt|eq|gt]«source-port;]«destinations «destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)> no permit icmp <sources <source-mask» «<destination,
«destination-mask»

Keenetic 4G Il CnpaBo4YHUK kOMaHA
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AprymeHThI AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokorn.
CNnoBo
udp Kntouesoe UDP npoTokorn.
CrnoBo
icmp Kntouesoe Mpotokon ICMP
CnoBo
source IP-agpec Anpec uctodHunka B 3aronoske |IP-naketa.
source-mask IP-macka Macka, HaknagplBaemas Ha agpec UCTOYHMKA
B 3aronoske IP-naketa nepen cpaBHeHeM
c source. Ectb gBa cnocoba BBOAa Macku:
B KQHOHUYECKOM Buae (Hanpumep,
255.255.255.0) 1 B Buge 6utoson AnNuHbI
npedwkca (Hanpumep, /24).
source-port Llenoe uucno |Mopt uctouHuka 8 TCP nnn UDP 3aronoske.
destination IP-agpec Apgpec Ha3HayeHus B 3aronoske IP-nakeTta.
destination-mask|IP-macka Macka, HaknagbiBaemasi Ha agpec
HasHa4yeHus B 3aronoske IP-naketa nepen
cpaBHeHunemM c destination. EcTb oBa
cnocoba BBoga Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B BMAe
BuToBoM AnWHbI Npedukca (Hanpumep, /24).
destination-port|Lenoe yucno |[opT HasHayeHus B TCP unu UDP
3aronoBke.
port Krtouesoe KntoueBoe crnoBo, KOTOPOe YKa3biBaeTcH
CNnoBo nepen destination-port unu
source-port.
1t Krtovesoe OnepaTtop «MeHbLIe» Npy CpaBHEHMM NOpTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
eq KntoueBoe OnepaTop paBeHCTBa Npy CpaBHEHMU NopTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
gt Kntouesoe OnepaTtop «bonbLie» npu cpaBHEHMM NopTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
Mpumep (config-acl)> permit icmp 192.168.0.0

255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

2.1.5 components

OnucaHue

Mpecduke no Het

,D,OCTyI'I K rpynne KoMaHa AanAa ynpasieHna KOMNOHEHTaMN MUKPONporpamMmmbl.

26
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

Het
Het

(config-comp)

I (config)>  components

2.1.6 components commit

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

MNpUMeHNTb N3MEHEHNS, BHECEHHbIE KOMaHAamu components install n
components remove.

Het

Oa

Het

I (config-comp)>  commit

2.1.7 components install

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThI

Mpumep

OTMETUTb KOMIMOHEHT ana I'IOCJ'IGp,yIOLIJ,GVI YCTaHOBKW. OkoH4aTernbHas yCTaHOBKa
BbIMOMHSETCS KOMaHOon components commiit.

Het
Da
Oa

I (config-comp)>  install <component)

AprymeHT Tun OnucaHue

component Ctpoka HasBaHne komnoHeHTa. Cnncok OCTYNHbIX
ONS YCTaHOBKM KOMMOHEHTOB MOXET BbITb
BbIBEEH Ha 3KpaH KomMaHOoM components
list.

(config-comp)> install ntfs
Component is queued for installation: ntfs

2.1.8 components list

OnucaHue

BblBECTU Ha 3KpaH CMMCOK BCEX KOMMOHEHTOB — YCTAHOBIIEHHbIX U JOCTYMHbIX
Ans ycTaHoBku. Ecniv oTcyTcTBYeT noakntodeHne k HTepHeT, To GyaeT BbiBefeH
TONBbKO CMMCOK YK€ YCTaHOBIEHHbIX KOMMOHEHTOB.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Het
Het

Het
I(conﬁg-conu»> list

(config-comp)> list

webadmin:

queued:
name:
description:
size:
installed:

webadmin:

queued:
name:
description:
size:

component:

queued:
name:
description:
details: Allows this appliance to be a Wi-Fi access »

point.

group:
priority:
depend:
version:
script:

country-code RU

compatibility

up

2.1.9 components remove

OnucaHue

Mpedumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIN BBOA,

CuHoncuc

OTMeTMTbKOMHOHeHTﬂﬂﬂHOCﬂeﬂyKnueﬁ)MﬂaﬂeHMﬂ.OKOanTeﬂbHoeyﬂaﬂeHMe

yes
Silver-Blue
Silver-Blue
244112

no
ZyXEL-Intl
ZyXEL-Intl
390648

yes
accesspoint
802.11 Access Point

Wireless networking
important

base, corewireless
2.6.3

interface WifiMaster0

BGN

BbIMOMNHAETCA KOMaHaoli components commit.

Het
[a
Ja

I(conﬁg-con1p)>

remove (component)

28

Keenetic 4G Il CnpaBo4HUK kKOMaHA



maBa 2 OnucaHne KomaHp,

AprymeHTbI

Mpumep

AprymeHT

Tun

OnucaHue

component

Ctpoka

HaseaHue komnoHeHTa. CNMCOK A4OCTYMHbIX
ONst yaaneHust KOMNOHEHTOB MOXET BbITb
BblBel€H Ha 3KpaH KoMaHaon components
list.

(config-comp)> remove ntfs

Component is queued for removal: ntfs

2.1.10 components sync

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

2.1.11 copy

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

Monyy4nTb MHpOopMaLMO O NOCAEAHNX BEPCUSX JOCTYMNHbLIX KOMAOHEHTOB AN
komaHgbl components list. Heobxogmumo nogknioveHue kK UHTepHeET.

Het
Het

Het

I (config-comp)>

sync

(config-comp)> sync
Command: :Base error[268369923]: this system is up to date.

CkonuvpoBsaTb cogepxumoe ogHoro danna B Apyroun. Vicnonesyerca ang
0BGHOBNEHNS1 MUKPOMNPOrpammbl, COXpPaHEHMS TEKYLLIMX HACTPOEK, BO3BpaTa K
3aBOACKMM HAcTpoWKaM 1 T. .

Het
Het

Het

I (config)>  copy (source) «<destination,

AprymeHT Tun OnucaHue

source Uwms dana  |TyTb K doanny, KoTopbli HeobxoanMo
CKOMMpOBaTb.

destination Wwmsa cdarna |MNyTb K nanke, kyaa 6yaeT ckonnpoBaH carin.

Hanpmmep, COXpaHeHne HaCTpoeK aenaeTca Tak:

(config)>copy running-config startup-config
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HaseaHus caiinos B npumepe — nceBaoHMMbI. [ofnHbIE MMeHa hannoB HaCTPOEK,
COOTBETCTBEHHO, system: running-config u flash:startup-config.

2.1.12 dyndns profile

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIl BBOA,
BxoxnaeHue B rpynny

CuHoncuc

AprymeHTbI

[ocTtyn Kk rpynne KomaHa Anst HACTPONKM ykasaHHoro npodunsa DynDns. Ecnn
npodunb He HangeH, KoMaH4a neiTaeTcs ero co3gaTte. MoxHO co3aaTe He 6ornee
32 npodounen.

Oa
Ha
Ja
(config-dyndns)

I (config)>  dyndns profile <name»

I (config)> no dyndns profile <name;

AprymeHTr Tun OnucaHue

name Crtpoka HassaHwve npodung. MakcumanbHas gnvHa
UmeHn — 64 cumsona.

2.1.13 dyndns profile domain

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CunHoncuc

AprymeHThl

! http:\\www.dyndns.com
2 http:\\www.no-ip.com

HasHauunTb K noctosiHHOe JoMeHHoe nms. [epes BbINONHEHNEM KOMa1H,EI,bI Bam
HeobX0AMMO 3aperncTpupoBaTb AOMEHHOE UMs Ha canTe dyndns.com ' nnm
no-ip.com”.

KomaHga ¢ npedmkcom no yaansietr HaCTPOKKY.

Oa

Oa

Het

I (config-dyndns)>  domain (name;

I (config-dyndns)> no domain

AprymeHT Tun OnucaHue

name CTtpoka [JomeHHoe nmsa. MakcumansHas gnvHa
OOMEHHOro MeHn — 254 cnmeona.
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Mpumep (config-dyndns)> domain systems
DynDns::Profile: "test": domain saved.

2.1.14 dyndns profile password

OnucaHue YcTaHoBUTb Naporib Ansa goctyna Yepes DynDns.
Mpedukc no Oa
MeHsieT HacTpOWnKu Oa

MHorokpaTHbii BBog  Hert

Cunoncuc I (config-dyndns)>  password (password»
I (config-dyndns)> no password
AprymeHTbI AprymeHT Tun OnucaHue
password Crtpoka Maponb ansa asTopmsauun. MakcumansHas
AnvHa napona — 64 cumeona.
Mpumep (config-dyndns)> password 1234

DynDns::Profile: "test": password saved.

2.1.15 dyndns profile send-address

OnucaHue Bkntounte HeobxogmMMocTb ykasaHus IP-agpeca MHTEpHET-coeanHeHUs B 3anpoce
DynDns.

Mpedukc no Oa

MeHsieT HacTpouKu Ha

MHorokpaTHbIi BBog  Hert

Cunoncue I (config-dyndns)>  send-address
I (config-dyndns)> no send-address
Mpumep (config-dyndns)> send-address

DynDns::Profile: a send address enabled.
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2.1.16 dyndns profile type

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Mpuceountb DynDns-npodunto tvn, B 3aBVICVIMO%TVI OT canTa, Ha4|<0Top0|v| ObIn1o
3aperncTpupoBaHo JoMeHHoe nms (dyndns.com” unum no-ip.com”).

Oa
[a

Het

I (config-dyndns)>  type (dyndns | noip)

I (config-dyndns)> no type

AprymeHT Tun OnucaHue

dyndns KrnitoueBoe YKa3bIBaeTCcs, eCnv JOMEHHOE UMS 5
CNnoBo 3aperucTpupoBaHo Ha cainte dyndns.com™.

noip KntoueBoe Yka3sblBaeTcsi, €Cnu JOMEHHOe UMs 5
CnoBo 3aperncTpupoBaHo Ha canTe no-ip.com .

(config-dyndns)> type dyndns
DynDns::Profile: "test": type saved.

2.1.17 dyndns profile update-interval

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

3 http:\\www.dyndns.com
http:\\www.no-ip.com

5 http:\\www.dyndns.com

6 http:\\www.no-ip.com

YcTaHoBUTb MHTepBan obHoBneHus agpeca ana DynDns. Mpedwukc no oTMeHsieT
BO3MOXXHOCTb OOHOBIEHWSI.

Da
Oa

Het

(config-dyndns)>  update-interval (days» days [ chours> hours ]
[ eminutes> minutes ] [ <seconds; seconds ]

I (config-dyndns)> no update-interval

AprymeHT Tun OnucaHue

days Llenoe uncno |BpemeHHoW nHTEpBasn B gHSX.

days KntoueBoe YkasblBaeTcsl nocrne BpeMeHHOro nHTepaana
CrnoBo B AHAX.
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AprymeHT Tun OnucaHue

hours Llenoe uncno |BpemeHHON MHTepBan B 4Yacax.

hours Kntouesoe YkasblBaeTcs nocne BpeMeHHOro MHTepaana
CrnoBo B Yacax.

minutes Lienoe uucno |BpemeHHON MHTEpBan B MUHYTaXx.

minutes KntoueBoe YkasblBaeTcsl Nocrie BpEMEHHOro MHTepBana
CnoBo B MUHYyTaXx.

seconds Llenoe unucno |BpemeHHONM MHTEpBan B cekyHaax.

seconds Kntoyesoe YKasblBaeTcsa nocre BpeEMEeHHOro MHTepeana
CnoBo B CeKyHaax.

(config-dyndns)> update-interval 7 days
DynDns::Profile: a timeout set to 604800.

Mpumep

2.1.18 dyndns profile username

OnucaHue Cosgatb y4eTHyo 3anuck ang goctyna vyepes DynDns.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTtHbii BBog [a

Cunoncuce I (config-dyndns)>  username <login»
I (config-dyndns)> no username
AprymeHTbI AprymeHT Tun Onucanue
login CTtpoka Mmsa nonb3oBatens ans asTopmsaumu.
MakcmumanbHasa anvHa nmexHn — 64 cumsona.
Mpumep (config-dyndns)> username test_user

DynDns::Profile: "test": username saved.

2.1.19 erase

OnucaHue Yananutb davin ¢ yctponctea Keenetic 4G |I.
Mpedomkc no Het
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog [a

CuHoncuc

I (config)>  erase («filename)
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AprymeHTbI

Mpumep

2.1.20 exit

OnucaHue

Mpedoukec no

MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

2.1.21 ftp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

Mpumep

AprymeHT Tun

OnucaHue

filename Nmsa danna

MyTb Kk parny, KoTopbI HEOBXO0ANMO
yoanuTb.

(config)> erase FLASH:swap

Erased FLASH:swap.

BbInTK 13 rpynnbl KoMaHAa.
Het
Het

Het
I (config)>  exit

(config-dyndns)> exit
(config)>

pynna komaHa Ang HacTpoyku goctyna K ftp.

Het
Het
Het

(config-ftp)
I (config)>  ftp

(config)> ftp
(config-ftp)>

2.1.22 ftp permissive

OnucaHue

Mpedukc no

MeHsieT HacTpouku

Paspewwntb goctyn K ftp-cepBepy ans Bcex nonb3oBatenen 6e3 aBTropusaumu.
KomaHga ¢ npedukcomM no 3anpeLLaer Takon JOCTyn.

[a
Oa
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

Het

I (config-ftp)>  permissive

I (config-ftp)> no permissive

(config-ftp)> permissive
Core::Configurator: done.

2.1.23 ftp user root

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

YkazaTb JoMaLLHWI kaTasor nonb3oBartens Ha ftp-cepeepe. KomaHaa ¢ npedmkcom
no cbpacbiBaeT 4OMaLLHWI KaTanor ykasaHHOro rnosib3oBaTens.

Oa
[a

Het

I (config-ftp)>  user <name» root «directory>

I (config-ftp)> no user name» root

AprymeHT Tun OnucaHue

name Ctpoka Mms nonb3oBaTens, Yen AoMallHUi KaTanor
HeobXoaAMMO HaCTPOUTb.

directory MyTb [MyTb K AOMaLLHEMY KaTasnory.

(config-ftp)> user admin root E:\
Ftp::Server: a "admin" user root directory set to "E:\".

2.1.24 interface

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

Bxop B rpynny KoMaHg Ans HacTpoWKM BbibpaHHoro nHTepdenca. Ecnun nitepdeic
He HalfeH, kKomaHaa NbiTaeTcs ero co3gatb. Komanaa ¢ npegrkcomM no yganser

NUHTepdenc.
Da

Oa

[a
(config-if)

I (config)>  interface name»

I (config)> no interface name»
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AprymeHTbI AprymeHT Tun OnucaHue

name Nms MonHoe nms nHTepderca nnm NCEBAOHNM.
nHTepcenca |Cnmcok JOCTYMHbIX ANns Bbibopa
NHTEPENCOB MOXHO YBUAETL BBEAS
komangy interface ?.

2.1.25 interface authentication chap

OnucaHue BkniounTb nogaepxky ayteHTudgpmkaumm CHAP. KomaHga ¢ npedukcom no
oTkntovaetr CHAP.

Mpedukc no Oa
MeHsieT HacTpouKu Oa
MHorokpaTHbii BBog  Hert
Tun nHtepdcpenca Secure

Cuuoncue I (config-if)>  authentication chap

I (config-if)> no authentication chap

Mpumep (config-if)> authentication chap
CHAP authentication enabled.

2.1.26 interface authentication eap-md>5

OnucaHue BkniounTb nogaepxky ayteHTudurkaumm EAP-MD5. KomaHga ¢ npedukcoMm no
oTkntovaeT EAP-MD5.

Mpedukc no Oa
MeHsieT HacTpoOMnKu Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Secure

CuHoncue I (config-if)>  authentication eap-md5

I (config-if)> no authentication eap-md5

Mpumep (config-if)> authentication eap-md5
EAP-MD5 authentication enabled.
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2.1.27 interface authentication eap-ttls

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb nogaepxky ayteHTudpmkaumm EAP-TTLS. Komanga ¢ npedmkcom no
oTknodaetr EAP-TTLS.

Oa
[a
Het

Secure

I (config-if)>

authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

2.1.28 interface authentication identity

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YcTaHOBUTbL MMS Nonb3oBaTens Ang ayTeHTUduKaLum ycTponcTaa Ha yaaneHHom
cucteme. OanHaAKOBO mcnonb3yeTcs aAng nogknioveHun PPTP, PPPoE u L2TP.

Komanpa c I'Ipe(*)VIKCOM No CTUpaeT 3agaHHOe paHee M4 MNMoJ1b30BaTen4.

Ha
Ja
Het

Secure

I (config-if)>

authentication identity wsenr)

I (config-if)> no authentication identity

AprymeHT

Tun

OnucaHue

user

CTtpoka

Mmsa nonb3oBaTtensa ons ayteHTuukaumumn

(config-if)> authentication identity test

Identity saved.

2.1.29 interface authentication mschap

OnucaHue

BkntounTtb nogaepxky ayteHtudpmkaumm MS-CHAP. KomaHga ¢ npedukcom no
oTkntoyaetr MS-CHAP.
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Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Secure

Cuuoncue I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

Mpumep (config-if)> authentication mschap
MSCHAP authentication enabled.

2.1.30 interface authentication mschap-v2

OnucaHue BkntounTb nogaepxky ayteHTudpmkaumm MS-CHAPv2. KomaHga ¢ npedmkcom
no oTknodaer MS-CHAPV2.

Mpedoumkec no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Secure

Cunoncue I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2

Mpumep (config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.

2.1.31 interface authentication pap

OnucaHue BkntounTtb nogaepxky ayteHtudpmkauum PAP. KomaHga ¢ npedukcom no
oTknovaet PAP.

Mpedukc no Oa
MeHsieT HacTpouKu Ha
MHorokpaTHbii BBog  Hert
Tun nHtepdcpenca Secure

CuHoncuc I (config-if)>  authentication pap

I (config-if)> no authentication pap
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Mpumep

(config-if)> authentication pap
PAP authentication enabled.

2.1.32 interface authentication password

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIl BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTb Naporib AN ayTeHTUduKaumm ycTpomncTBa Ha yaaneHHoW cucTeme.
OpauHakoBo ucnonb3yeTcsa ans nogknodennn PPTP, PPPoE u L2TP.

KomaHga ¢ npeduKkcom no CTMpaeT 3HavyeHne naponsi.
Oa

Ha

Het

Secure

I (config-if)> authentication password «passworad»

I (config-if)> no authentication password

AprymeHT Tun OnucaHue

password Ctpoka Maponb ansa ayteHTMdUKaumum

(config-if)> authentication password 1234
Password saved.

2.1.33 interface authentication shared

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

Mpumep

BknounTb pexxum ayteHTudukaumm ¢ pasgensieMbiM Kno4oM. OTOT PexXum
NCNonb3yeTcs TONbKO B coMeTaHum ¢ wudposaHnem WEP. Pasaensemble Kroum
3apatoTca komaHgown interface encryption key.

KomaHaa ¢ npedmKkcom no nepeBoauT ayTeHTUdMKALMIO B OTKPbITbIA PEXUM.
Oa

Oa

Het

WiFi

I (config-if)>  authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Shared authentication enabled.
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2.1.34 interface authentication wpa-psk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

YcTaHOBUTL NpeaBapuUTENbHO COrMacoBaHHbIN KoY A4S ayTeHTudukaumm no
npotokony WPA-PSK. BoamoxHo 3agaHue krtoda B Buge 256-6uTHoro
LecTHaauaTepuyHoro ymcna, nnbo B suge ctpokn ASCII-cumeonoB. Bo BTopom
cry4ae CTpoka UCMonb3yeTcsi Kak Kogoeas dppasa Ansi reHepupoBaHUs Krirova
(napons).

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.
Oa

[a

Het

WiFi

I (config-if)> authentication wpa-psk key)

I (config-if)> no authentication wpa-psk

AprymeHT Tun OnucaHue

key Ctpoka MpenBapuTENbLHO COrMacoBaHHbIV KoY B
Bnae 256-6MTHOro LecTHaaLaTepuyHoro
yucna, CocTosILLIEro U3

64 wecTHaguaTepu4dHbIX undp, NMdo B BUAe
ctpokn ASCII anuHoin ot 8 Ao 63 cMMBOIOB.

(config-if)> authentication wpa-psk 12345678
Pre-shared key saved.

2.1.35 interface ccp

OnucaHue

Mpedumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbI BBOA,
Tun nntepcpenca

CuHoncuc

Mpumep

Bkntountb nogaepkky npotokona CCP Ha aTane yCTaHOBIEHUS COEANHEHUS.
KomaHga ¢ npedmkcom no otkntoyaet CCP.

Oa
[a
Het

PPP

I (config-if)>  ccp

| (config-ify> no ccp

(config-if)> ccp
CCP enabled.

40

Keenetic 4G Il CnpaBo4HUK kKOMaHA



maBa 2 OnucaHne KomaHp,

2.1.36 interface channel

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTL pagunokaHan (4acToTy BelwaHns) ans 6ecnpoBoaHbIX MHTEPKENCOoB.
WHTepdencol Wi-Fi npuHnmaloT B Ka4ecTBe HOMepa kaHarna Lenble yncna ot 1
0o 14 (gnanasoH 4YacTot oT 2.412 [Ty no 2.484 'Tw).

YCTaHOBUTb LUMPUHY NOMOCHhI YacToOT AN 3afaHHOro KaHana.
Het

[a

Het

Radio

I (config-if)> channel ( <number) | auto | width (20 | 40-above | 40-below) )

AprymeHT Tun OnucaHue
number Llenoe yncno |Homep paguokaHana.
auto KntoueBoe Homep pagnokaHana onpegensercs
CNnoBo aBTOMaTUYECKM.
width KrnitoueBoe KntoueBoe crnoBo, nocne KOToporo cneagyet
CIoBO napamMeTp HaCTPOWNKN LLUMPUHBI NOSOCHI
YacToT.
20 Kritouesoe YCTaHOBUTbL LUMPUHY MOSOCHl YaCcTOT PpaBHOW
CIoBO 20 Mlu.
40-above KntouyeBoe Pacwwmputb nonocy yactot o 40 My 3a
CNnoBo CYET KaHarna crneaytoLLero no HoMmepy 3a
OaHHbIM.
40-below KrntoueBoe Pacwwmputb nonocy yactot o 40 MIy, 3a
CIoBO CYeT KaHana npeaLwlecTByoLLero no HoMmepy
OaHHOMY.

(config-if)> channel 8

Channel saved.

(config-if)> channel width 20

Network::Interface: :Rtx::WifiMaster: a channel bandwidth setting »
applied.

2.1.37 interface compatibility

OnucaHue

YcTtaHoBUTL CTaHAapTbl 6eCNPOBOAHON CBA3M, C KOTOPbIMU JOMKEH ObITb
COBMECTVM AaHHbI 6ecnpoBogHon agantep (MHTepdenc). Ansa nHtepdericos
Wi-Fi coBMecTMMOCTb 3aaetcs CTpOKOM 13 naTuHckmx byke B, G, N,
obosHavarowmx gononHeHuns k ctangapty |IEEE 802.11. K npumepy, Hanuuve B
cTpoke coBmectTumMocTu BykBbl N BygeT o3HayaTh, YTO AaHHbIN aganTep CMOXET
B3aMmMogencTaoBathb ¢ 802.11n-coBMECTUMbIMU YCTPONCTBaMM Yepes paguokaHar.
Habop gonyCcTMMbIX CTPOK COBMECTMMOCTU onpeaensieTcs annapaTHbIMu
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

BO3MOXXHOCTSIMU KOHKPETHOTO agantepa U TpeboBaHUAMN COOTBETCTBYOLLMX
gononHeHun k ctaHaapty IEEE 802.11.

Het
Oa
Het

Radio

| (config-if)>  compatibility (list>

AprymeHT Tun OnucaHue

list CTtpoka MepeyveHb BykBeHHbIX kogoB B, G, N.

(config-if)> compatibility GN
Compatibility set.

2.1.38 interface connect

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

3anyctuTtb npoLecc NoAKNoYeHNs K yaaneHHoMy yany. KomaHaa ¢ npedukcom
No npepbiBaeT coeanHeHue.

Oa
Ja
Het

PPP, IP

I (config-if)>  connect [ via <interface)]

I (config-if)> no connect

AprymeHT Tun OnucaHue

interface Crtpoka NHTepdelic, yepes KOTopbIv
OCYLLECTBIAETCA NOAKMYEeHne K
yaaneHHomy yany. [ina PPPoE atot
napametp ABnsieTca oba3aTenbHbIM.

(config-if)> connect via UsbModem3
PPP connection enabled.
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2.1.39 interface country-code

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

HasHaunTb nHTepdency BykBeHHbIN KO CTPaHbl, KOTOPbIA BNNAET Ha Habop
paano-KaHanos.

Het
[a
Het

Radio

I (config-if)>  country-code («codes

AprymeHT Tun OnucaHue

code CTtpoka Kopg cTpaHbl.

(config-if)> country-code RU
Country code set.

2.1.40 interface debug

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CuHoncuc

Mpumep

BknounTb 0TNago4dHbIN pexum nogknodeHms PPP. B otTnago4yHoM pexume B
CUCTEMHbIN XXypHan BbIBOAMTCA nogpobHasa nHpopMauus o Xxoae NoAKIoYeHNs.
KomaHga ¢ npedmnkcomM no OTKIoYaeT OTNaf0uHbIA PEXMM.

Ja
Ja
Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Debug enabled.

2.1.41 interface description

OnucaHue

Mpedukc no

HasHauuTb NponsBorbHOE onuncaHne ceteBoMy MHTepdeiicy. KomaHga ¢
npedrKCoM NO CTMPAET ONCaHMe.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Ja

Het

I (config-if)>  description «description»

I (config-if)> no description

AprymeHT Tun OnucaHue

description Ctpoka lMponsBorbHOE onucaHne nHTepdenca.

(config-if)> description 111_2222 33333
Interface description saved.

2.1.42 interface down

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

BbIkntounTb ceTeBon MHTEPGENC N 3anncaTb B HACTPOWKN COCTOSIHNE «downy.
KomaHga ¢ npedrKCOM no BKIOYaEeT ceTeBon MHTepdelc 1 yaanset «down» 13
HaCTpOeK.

Ja

Oa

Het

| (config-if)>  down

I (config-if)> no down

(config-if)> down
Interface disabled.

2.1.43 interface dyndns profile

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

MpuBaAsath k ceTeBOMY UHTEpdency npoduns DynDns. lNepea BbinonHeHnemM
KOoMaHAbl Npocumnb AormkeH ObiTb cO34aH U HAacTpoeH rpynnon komaHg dyndns
profile.

KomaHga ¢ npedrkcom no pa3pbiBaeT CBA3b MeXAy NpodunemM n nHtepgencom.
Oa
Oa

Het

I (config-if)>  dyndns profile name»
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AprymeHTbI

Mpumep

I (config-if)> no dyndns profile

AprymeHT Tun OnucaHue

name Ctpoka HasBaHue npodung DynDns.

(config-if)> dyndns profile test
Core::Configurator: done.

2.1.44 interface dyndns update

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

O6HoBUTL Bpy4Hyto IP-agpec ana DynDns. o ymonyaHuio komaHga pabortaet
B COOTBETCTBUM C MONUTUKOW NocTaBLyuka ycnyr DynDns, KOTOpbIN He NO3BonseT
0b6HoBNATHL IP cnwkom yacTto. KntodeBoe crnoso force nossonsetr o6HoBUTL IP
B 006X04 NONWUTMKM NOCTaBLLMKA YCITyT.

Het

Oa

Het

I(config—if)> dyndns update [ force]

AprymeHT Tun OnucaHue
force Kntouesoe He yunTbiBaTb pEKOMEHAOBAHHYIO YacTOTy
CrnoBo OBHOBNEHMS.

(config-if)> dyndns update
DynDns::Profile: "test" update started.

2.1.45 interface encryption enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

BkniounTb WwWindpoBaHue Ha 6ecnpoBoaHoM nHTepdence. Mo ymonyaHumio
ncnonb3syertcs wudgposanue WEP.

KomaHga ¢ npedukcom no oTknovaeT wndpoBaHne Ha 6ecnpoBogHOM
NUHTepdence.

Da
Oa
Het
WiFi

I (config-if)>  encryption enable
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Mpumep

I (config-if)> no encryption enable

(config-if)> encryption enable
Wireless encryption enabled.

2.1.46 interface encryption key

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

HasHaunTb kntoun wndposaHms WEP. B 3aBUCMMOCTM OT paspsgHOCTH, KIod
MOXeT 6bITb 3agaH 10 wecTHaguaTepuyHbiMu uudpamm (5 cumsonamm ASCII)
— 40-6UTHBIN KoY, unn 26 WwecTHaguatepnyHeiMu undpamm (13 cumsonamm
ASCII) — 104-61THbBIN KMtod. Becero moxet ObITb 3aaaHo oT 1 Ao 4 Knoyen

WK POBaHMS, N OANH U3 HUX AOIMKEH ObITb HA3HAYEH KIHOHYOM MO YMOMYaHUIO.

Oa

Oa

[a

WiFi

I (config-if)>  encryption key <id> ( «value> [default] | default)

I (config-if)> no encryption key «id>

AprymeHT Tun OnucaHue

id Llenoe uncno |Homep kntoya. Bcero MOXHO 3agaTth 4o
yeTblipex Kro4en.

value Crtpoka 3HayeHue knioya B BUae
LLUeCTHaALaTepPUYHOro Y1cna, COCTOSILLErO
13 10 unn n3 26 umadp.

default KntoueBoe YkasbIBaeT, YTO AaHHbIN Koy OyaeT
CrnoBo NCMNOMb30BaH Mo YMONMYaHuto.

(config-if)> encryption key 1 1231231234
Encryption key saved.

2.1.47 interface encryption mppe

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

Twun nHtepcpenca

BkntounTtb nogaepxky wndpposanna MPPE. KomaHaa ¢ npedrKcom no OTKNoYaeT
wncpposaHne MPPE.

Oa
Oa
Het

PPTP
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CuHoncuc

Mpumep

I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

2.1.48 interface encryption wpa

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

Mpumep

BkntounTtb anroputmMbl obecneyeHms 6esonacHocTn WPA Ha 6ecnpoBogHOM
nHTepdgence. becnposogHon nHTEPGENC MOXET NOAAEPXKMBATL COBMECTHOE
ucnons3osaHne WPA n WPA2, ogHako nogaepxka WEP aBTomatuyecku
OTKNIOYaeTcH npu BrknodeHun nioboro s WPA.

Komanga c npedumkcom no otkntovaet WPA.
Ja

Oa

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

2.1.49 interface encryption wpa2

OnucaHue

Mpedukc no

MeHsieT HacTpoOWKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

BkntounTb anroputmbl obecneyeHnst 6esonacHoctn WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBogHOM MHTEpdence. becnpoBogHON MHTEPdENC MOXET paspeLlaTb
coBmMmecTHoe ncnonb3oBaHne WPA n WPA2, ogHako nogaepxka WEP
aBTOMAaTU4eCKM OTKIOYaETCS Npu BKAOYeHUn noboro ns WPA.

KomaHga ¢ npedmkcom no otkntodaetr WPA2.
Ha

Oa

Het

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2
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Mpumep

(config-if)> encryption wpa2
WPA2 algorithms enabled.

2.1.50 interface hide-ssid

BkntounTb pexxum ckpbitusa SSID . [pu ncnonb3oBaHUKM 3ToN PyHKLMK, TOUKa
OOCTyna He oTobpaxkaeTcs B Cnucke AOCTYMHbIX 6ecnpoBoaHbIx ceTen. Ho ecnu
nonb30BaTernto N3BECTHO O CYLLECTBOBaHMM 3TOW CETU U OH 3HaeT ee SSID, To
CMOXET NOAKIMYMTBECS K 3TON ceTu. Mo yMON4YaHuo peXXMmM OTKITHYEH.

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

Da
Oa
Het

Access Point

I(config-if)> hide-ssid

| (config-if)> no hide-ssid

(config-if)> hide-ssid
SSID broadcasting disabled.

2.1.51 interface igmp downstream

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

BkntounTb pexum pabotel IGMP Ha nHTepdence no HanpaBneHnto K
noTpebuTenam rpynnoBon paccebinkn. Ha yctponctee gomxkHa ObITh 3anyLueHa
cnyx0ba service igmp-proxy. [lonyckaetcs Hanu4ne HeCKONbKUX MHTEPMENCOoB

downstream.

Komanpa c I'Ipe(*)VIKCOM No OTMEHSIET AeNCTBNE KOMaHAbI.

Oa
Oa
Het

P

I (config-if)>  igmp downstream

I (config-if)> no igmp downstream

(config-if)> igmp downstream

added downstream interface ISP.
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2.1.52 interface igmp fork

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb aybnupoBaHue ncxogsawmx naketos /IGMP upstream B 3agaHHbIN
nHTepdgenc. [lonyckaerca Hannume Tornbko oaHOro uHTepgenca fork.

KomaHga ¢ nperkcoMm no oTMEHSET eNCTBME KOMaHAbI.
Oa

Ja

Het

IP
I (config-if)>  igmp fork
I (config-if)> no igmp fork

(config-if)> igmp fork
fork role assigned to ISP.

2.1.53 interface igmp upstream

OnucaHue

Mpedukc no

MeHsieT HacTpoMnKu
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb pexum pabotel IGMP Ha nHTepderice No HanpaBneHUo K UICTOUYHUKY
rpynnoBon paccbinkn. Ha yctporcTee fomkHa 6bITh 3anylleHa cnyxba service
igmp-proxy. [lonyckaetcs HanMune TOnbKO O4HOro nHTepdenca upstream.

KomaHga ¢ nperkcoM no oTMEHSET eNCTBME KOMaHAbI.
Oa

[a

Het

IP
I (config-if)>  igmp upstream
I (config-if)> no igmp upstream

(config-if)> igmp upstream
upstream role assigned to ISP.

2.1.54 interface include

OnucaHue

Mpedukc no

Ykasatb Ethernet-uHtepdelic, kotopbit byaeT nobaeneH B NporpamMmmMHbIA MOCT
B KadecTBe nopta. KomaHaa ¢ npedunkcomM no yaansiet nHtepdgeinc ns mocTta.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

Oa

[a

Bridge

I(conﬁgJﬂ> include cinterface»

I (config-if)> no include <interface,

AprymeHT Tun OnucaHue

interface Ctpoka Nmsa unu ncesgonnm Ethernet-untepderica,
KOTOPbIN OOMKEH OblTb BKITHOYEH B MOCT.

(config-if)> include WifiStation®
Interface acquired.

2.1.55 interface inherit

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Ykasatb Ethernet-uHtepderic, kotopbin byaeT nobaeneH B NporpamMmmHbIA MOCT

B Ka4yecTtBe nopTta. B otnuune ot komaHabl include, komaHga inherit nepegaer

MOCTY HEKOTOpbIE HAacTpoKKkn Aobasnsiemoro nHtepdenca, Takme kak IP-agpec,
macky 1 IP-ncesgonumel. Mpu yoganeHnm nnbo camoro mocTta, nnbo nHtepdenca
13 MOCTa, 3TV HACTPOWNKM, JaXKe eCrnv OHU ObiNn M3MEHEHbI, ByayT CKONMUPOBaHbI
obpaTHo Ha ocBoboAUBLUMICS UHTEPdENC.

KomaHnpa ¢ npecukcom no ygandet nHtepdenc n3 Mocra, Bo3Bpallaet
NHTEpdEency HaCTPOMKK, yHacreqoBaHHbIE paHee MOCTOM, 1 cOpacbiBaeT aTn
HacTPOMKM Yy MOCTa.

KomaHaa nossonsiet 4obasutb B MOCT UHTEPENC, Yepes KOTOPbIN
OCYLLECTBSAETCA ynpaBneHne yCTpOMCTBOM, U He NOTEPSTb YrpaBreHune.

Ja
Ja
Oa
Bridge

I (config-ify>  inherit <interfaces

I (config-if)> no inherit <interface,

AprymeHT Tun OnucaHue

interface Nms Wma unu ncesgonnm Ethernet-untepdenca,
UHTepdenca |KOTOpbI OOMMKEH ObITh BKMOYEH B MOCT.
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Mpumep

(config-if)> inherit WifiStation0
Interface acquired.

2.1.56 interface ip access-group

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

MpunBaA3aTb MMEHOBaHHbLIN CNMCOK nNpaBun dunstpaumm (ACL, cm. access-list) k
nHTepdency. MapameTp in unm out ykasbiBaeT HanpasneHue Tpadvka ans
koToporo 6yaeT npumensATbes ACL. K ogHoMy nHTepdency MoxeT ObITb NPMBS3aHO

Heckonbko ACL.

KomaHga ¢ npedmkcom no otknoyaetr ACL onsa ykasaHHOro uHrepgenca u
HanpasrneHus Tpaduka.

[a
Ja
Oa
IP

| (config-if)>

ip access-group <acl) (in | out)

I (config-if)> no ip access-group <acls (in | out)

AprymeHT Tun OnucaHue
acl Ctpoka Cnuncok npasun unstpawmu,
npegsapuTenbHO CO34aHHbIN C MOMOLLbIO
KoMaHabl access-list.
in KrntoueBoe MpMeHnTb unbTPaLmIo K BXOAALWMM
CNnoBo naketam.
out KrnitoueBoe MpMeHNTb UnNLTPaLmIo K UCXO4ALLMM
CNnoBo naketam.

(config-if)> ip access-group 111 in
Access group applied.

2.1.57 interface ip address

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

U3meHnTb IP-agpec n macky ceteBoro nHtepderica. Ecnu Ha nHtepdeiice
3anyLieHa cnyx6a aBTomaTU4eckon HacTpoKkM agpeca, Hanpumep, DHCP-knneHT
(cm. interface ip dhcp), TO Bpy4Hyt0 yCTAHOBMNEHHbIN aapec MOXET ObITb

nepesanuncaH. Komanga c npedurkcom no cobpackiBaeT agpec Ha 0.0.0.0.

Da
Oa

Het
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Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

P

I (config-if)>  ip address (address» mask>

I (config-if)> no ip address

AprymeHT Tun OnucaHue
address IP-agpec Anpec ceTeBoro nHTepdeica.
mask IP-macka Macka ceteBoro nHtepderica. Ectb gBa

crnocoba BBOAa Macku: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) u B BMAe
BuTOoBOM ANWHbLI Npedukca (Hanpumep, /24).

OpHo 1 TO Xe 3HaYeHue agpeca ceTu, cocTosero n3 IP-agpeca 1 Macku, MOXHO
BBECTU ABYMS cnocobamu: ykasaTb Macky B KaHOHUYECKOM BMAE MUKW 3aaaTb
OuTOBYIO ONUHY Npedmkca.

(config)> interface Switch0/VLAN43

Created interface SwitchO/VLAN43.

(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.

(config-if)> ip address 172.17.24.9/24

Network address saved.

(config-if)> [Ctrl]1+[D]

(config)> show interface Switch0/VLAN43

mac: 00:23:f8:5b:d3:f4

index: 43

type: VLAN
description:

state: up

link: down

address: 172.17.24.9
mask: 255.255.255.0
mtu: 1500

global: no

(config)>

2.1.58 interface ip address dhcp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

3anyck DHCP-knueHTa Ang aBToMaTtMyecKon HaCTPOMKU CETEBbIX NapaMeTPOB:
IP-agpeca n macku uHTepderica, cepsepoB DNS u wino3a no yMonyaHuio.
Komanga ¢ npecukcom no octaHaenmeaeT cryk0y DHCP-knueHTa, yoansiet
OWHaAMU4YeCKM HaCTPOEHHbIE NapaMeTpbl U BO3BpaLLaeT npeabiayLine HacTPONKm
IP-agpeca n macku.

Ja
Oa
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Het

Ethernet

I (config-if)>  ip address dhcp [ hostname <hostname> ]

I (config-if)> no ip address dhcp

AprymeHT Tun OnucaHue

hostname KritoueBoe KntoueBoe cnoBo, nocne KoToporo
CrnoBo yKasblBaeTCd MMs XoCTa.

hostname Mmsa xocTa Mmsa xocTa, koTopoe nepegaeTcs B none

12-o11 onumn DHCP. 310 nms He
06513aTenNbHO AOMKHO ObITb TAKUM e, Kak
UMS XOCTa, BBEAEHHOE B npoLecce
rnobanbHOM HAaCTPOMKN.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on Switch@/VLAN2.

2.1.59 interface ip alias

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

YcTaHoBUTL AononHuTenbHbIN IP-agpec n Macky ceteBoro uHTepdeinica
(nceBAOHUM).

KomaHga ¢ npedmkcom no cbpacbiBaeT yka3aHHbIN NCeBAOHMM Ha 0.0.0.0, Tem
CaMbIM yaanasa ero. Ecnun BbINONHUTL KOMaHOy bes3 aprymeHTa, To BeCb CMNCOK
NceBAOHMMOB DyaeT OUULLIEH.

Ja
Ja
Oa
IP, Ethernet

I (config-ify>  ip alias (address» tmask»

I (config-if)> no ip alias [ <address> imask> ]

AprymeHT Tun OnucaHue

address IP-agpec [lononHuTenbHbIN agpec ceTeBoro
uHTepdenca.

mask IP-macka [ononHuTenbHas Mmacka ceTeBoro

nHTepdenca. Ectb aBa cnocoba BBoAa
MacKu: B KAHOHMYECKOM Buae (Hanpumep,
255.255.255.0) 1 B Buge 6utoson onNuHbI
npecdwmkca (Hanpumep, /24).
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Mpumep

(config-if)> ip alias 192.168.1.88/24
IP alias saved.

2.1.60 interface ip apn

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

Mpumep

HasHauntb nmsa touke goctyna 3G (APN, Access Point Name). KomaHaa ¢
npedukcom no yganset APN.

Oa
[a
Het

UsbModem

I (config-if)>  ip apn <name»

I (config-if)> no ip apn

AprymeHT Tun OnucaHue

name Ctpoka APN.

(config-if)> ip apn 3G_modem
APN saved.

2.1.61 interface ip dhcp client debug

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

BkniounTb 0TNagoYHbIn pexnm. B oTnagouHOM pexxmMme B CUCTEMHbIN XXypHar
BbIBOAUTCA NogpobHas nHdopmauus o padbote DHCP-knneHTa. KomaHnga ¢
nNpedrKCOM NO OTKITHOYAET OTNIAA0UHBIN PEXUM.

Oa
Oa
Het

Ethernet

I (config-if)>  ip dhcp client debug

| (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.
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2.1.62 interface ip dhcp client displace

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

BbITeCcHUTb cTaTuyecknin agpec nHtepdgenca interface B criydyae ecnv oH

KOHPNMKTYET C agpecoM, nonyyeHHsiM DHCP-knneHToM ocHOBOro uHTepdelica.
KomaHgaa c npedrkCoM NO OTMEHSIET BbITECHEHUE ANS YKa3aHHOro uHTepdelrica.

[aHHas koMmaHaa BhINOSHSETCA aBToMaTU4ecku npu nogkntoveHnn USB Ethernet
apantepa. [Nocne aToro npoMcxoguT CoXpaHeHne KoHUrypaumm 1 nepesarpyska

YCTPOWCTBA.
[a

Oa

[a

Ethernet

|(conﬁg4n>

ip dhcp client displace cinterface»

I (config-if)> no ip dhcp client displace <interface)

AprymeHT Tun OnucaHue
interface Nms Mmsa unu nceBaoHnM nHtepderica, 4yen
nHTepdpenca |cratmdeckun agpec OyaeT BbITECHEH.

(config-if)> ip dhcp client displace Home
Dhcp::Client: added CdcEthernet® Home displacement.

2.1.63 interface ip dhcp client dns-routes

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

BkniounTtb aBTOMaTMyeckoe gobaeneHue xoct-mapLipytos o DNS-cepsepos,

nony4yeHHbIx oT DHCP-cepepa. 1o ymonyaHuio BKYeH.

[a
Ja
Het

Ethernet

|(conﬁg4ﬂ>

ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: Home DHCP client DNS host routes enabled.
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2.1.64 interface ip dhcp client hosthame

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

HasHaunTb nmsa xocta, kotopoe otnpaensietcss B DHCP-3anpoce. Komanga ¢
npedrKCOM NO BO3BPALL@ET XOCTY MMS MO YMOSYaHMIO.

Oa
[a
Het

Ethernet

I (config-if)>  ip dhcp client hostname <hostname»

I (config-if)> no ip dhcp client hostname

AprymeHT Tun OnucaHue

hostname Ctpoka Nma xocTta anga HasHavyeHus.

(config-if)> ip dhcp client hostname HostName
Dhcp::Client: Home DHCP client hostname is set to HostName.

2.1.65 interface ip dhcp client name-servers

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

VMcnonb3oBaTh agpeca cepBepoB DNS nonyyveHHble no DHCP. KomaHaa ¢
npedrKCcoM No 3anpeLlaeT ucnonb3oBaTtb agpeca DNS-cepBepoB NofyYeHHbIe
no DHCP. o ymonyaHuto ata yHKLUS BKITHOYEHA.

Oa
Oa
Het

Ethernet

I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

(config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.

2.1.66 interface ip dhcp client release

OnucaHue

DHCP-knneHT ocBoboxaaeT apenay |IP-agpeca v yxoguT B cnsawnin pexum. Ewe
O[HO BbIMOMNHEHUe 3Ton koMaHabl nepesoaut DHCP-knneHT B pexum
aBTOMaTtunyeckoro nony4yeHus IP-agpeca.
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Mpedukc no Het
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Ethernet

CuHoncuc I (config-ify>  ip dhcp client release

I (config-if)> no ip dhcp client release
MNpumep (config-if)> ip dhcp client release

Dhcp::Client: IP address released.

2.1.67 interface ip dhcp client renew

OnucaHue DHCP-knneHT ocBobOXaeT apeHay IP-agpeca n nepexoguT B peXnm nonyveHus
HOBOIO.

Mpedoumkec no Het

MeHsieT HacTpouku Oa

MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Ethernet

Cunoncue I (config-if)>  ip dhcp client renew

I (config-if)> no ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

2.1.68 interface ip global

OnucaHue YctaHoBUTBL 4511 MHTepdenca cBONCTBO «global» ¢ napameTpoM. OToO CBOMCTBO
HeobxoauMo Anst yCTaHOBKU MapLupyTa no ymonyaHuio, pabotsl DynDNS-knveHTa
n NAT. MoxHo npeacTtasnaTe global-uHtepdernicsl, kak Begywime B rnodanbHyo
ceTb (B UHTEPHET).

MapameTp cBowncTBa «global» BNuaeT Ha NnpuopuTeT MHTepderica B npase
YCTAHOBUTb MapLUpyT Mo ymondaHuto. Yem npuoputeT 6onblue, TEM XenatenbHee
ONs nonb3oBartens Bbixog B rnobanbHyto ceTb Yepes yka3aHHbIn MHTepdelic. C
nomoLlpbto npuopuTeta «global» peanunayetcst hyHKUUSA pe3epBUPOBaHNS
nogkntoveHus B MHTepHeT (WAN backup).

Mpedukc no Oa

MeHsieT HacTpomnKu Ja
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Het
IP
I (config-if)>  ip global «priority

| (config-if)> no ip global

AprymeHT Tun OnucaHue

priority Llenoe uncno |MNpuoputet nHtepenca npm yctTaHoBKe
MapLupyTa Nno yMomyaHuio.

(config-if)> ip global 10
Interface is set as global.

2.1.69 interface ip mru

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YctaHoBUTb 3HavYeHne MRU kotopoe BydeT nepegaHo yaaneHHomy yany npu
ycTaHoBneHun coeanHenunsa PPP (IPCP). o ymon4aHuio ncnonb3yeTcs 3HadeHne
1460.

KomaHga ¢ npednkComM Nno OTMEHSIET AENCTBNE KOMaHAbI.
Oa

Ha

Het

PPP

I (config-if)>  ip mru «value»

I (config-if)> no ip mru

AprymeHT Tun OnucaHue

value Llenoe uncno |3Hauyenne MRU.

(config-if)> ip mru 1400
MRU saved.

2.1.70 interface ip mtu

OnucaHue

YctaHoBUTL 3HavyeHne MTU Ha ceTeBoM MHTepdgence. KomaHga ¢ npedumkcom
no cbpackiBaeT 3HayeHne MTU Ha To, KoTopoe ObIno 40 NepBOro NpUMEHeHUs
komMaHgbl. [pu ycTaHoBNEeHWM coeguHeHus no npotokony PPP (IPCP), yaaneHHoMmy
y3ny OyayT oTnpaBnsATbLCS NakeTbl yka3aHHoro pasamepa MTU pgaxe ecnu ToT
3anpocun MTU meHbLIEero 3Ha4eHus.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

2.1.71 interface ip remote

OnucaHue

Mpedumkc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHThl

Mpumep

Ja
[a
Het

P

| (config-if)>

ip mtu «values

I (config-if)> no ip mtu

AprymeHT

Tun

OnucaHue

value

Llenoe uncno

3HaueHne MTU. nana3oH AonyCTUMbIX
3Ha4YeHun — ot 64 0o 65535.

(config-if)> ip mtu 5000

MTU saved.

YCTaHOBUTb CTaTUYECKN agpec yaaneHHoro ysna.

Oa
Ja
Het

PPP

I (config-if)>

I (config-if)> no ip remote

ip remote (address>

AprymeHT

Tun

OnucaHue

address

IP-agpec

Afopec yganeHHoro ysna.

(config-if)> ip remote 192.168.2.19
Remote address saved.

2.1.72 interface ip tcp adjust-mss

OnucaHue

YcTaHaBWTb OrpaHnyeHre MakCMarbHOTO pasMepa CerMeHTa UCXOASALLMX CECCUM
TCP. Ecnu 3HaueHne MSS, koTopoe nepenaetcsi B nose 3aronoBka SYN-nakeTos,
npesbilIaeT 3agaHHoe, KoMaHaa MeHseT ero. KomaHaa npumeHseTcs K
nHTEepdency n gencreyeT Ha Bce ncxoaswme TCP SYN naketbl.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

KomaHaa ¢ npednkCoM Nno OTMEHSIET AeNCTBNE KOMaHAbI.
[a

Oa

Het

P

I (config-if)> ip tcp adjust-mss (pmtu | imss) )

I (config-if)> no ip tcp adjust-mss

AprymeHT Tun OnucaHue
pmtu Kntouesoe YCTaHOBUTb BEPXHIOK rpaHnuy MSS, paBHyto
CnoBo MUHUManbHoMy MTU Ha nyTu K yganeHHoMmy
ysny
mss Llenoe uncno |BepxHsisa rpaHnua MSS.

(config-if)> ip tcp adjust-mss pmtu
TCP-MSS adjustment enabled.

2.1.73 interface ipcp default-route

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHutepcpenca

CuHoncuc

Mpumep

Mcnonb3oBaTtb agpec yaaneHHoro yana Kak W3 no yMon4aHuto. KomaHga c
I'Ipeq)VIKCOM no 3anpewaeTt SMeHeHue LWI3a no yMmori4aHuto.

Oa
Oa
Het

PPP

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.

2.1.74 interface ipcp name-servers

OnucaHue

Ucnonb3oBaTtb agpeca cepeepoB DNS nonyyeHHble no IPCP. KomaHaa ¢
npecurKcoM no 3anpeLyaeT ucnonbL3osaTth agpeca cepsepos DNS nonyyeHHble
no IPCP.
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Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca PPP

CuHoncuc I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
Using remote name servers.

2.1.75 interface ipcp vj

OnucaHue BkntounTb cxaTtue 3aronoskoB TCP/IP metogom BaH Akobcona. KomaHnaa ¢
npedrKCOM NO OTKIIIOYAET CxKaTue.

Mpedoumkec no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca PPP

CuHoncuc I (config-ify>  ipcp vj [cid]

I (config-if)> no ipcp vj

AprymeHTbI AprymeHT Tun Onucanue
cid Krtovesoe Bkntountb cxatme Connection ID B
CroBO 3aronoBKax.
Mpumep (config-if)> ipcp vj cid

V] compression enabled.

Network: :Interface: :PPP: done.

2.1.76 interface ipv6 address

OnucaHue Hactpoutb IPv6-agpec Ha nHtepderice. Ecnu ykasaH aprymeHT auto, agpec

HacTpanBaeTCcA aBTOMaTU4eCKN. BBoa afpeca Bpy4Hyo Aenaet ero Cratu4eCkmnm.

Mpedoumkec no Ha

MeHsieT HacTpouku Oa
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

2.1.77 interface ipv6 prefix

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Ja

|(conﬁg4ﬂ>

ipv6 address ( <address> | auto)

I (config-if)> no ipv6 address [ <address» | auto]

AprymeHT Tun OnucaHue

address IPv6-address |Aopec DNS-cepsepa.

auto KntoueBoe BkniounTtb guHaMmn4eckoe HasHadeHue
CnoBo agpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.

HactpouTtb generauuio npedukca. Ecnu ykasaH aprymeHT auto, npeduke
3anpalumeaetcs Yepe3 DHCPv6-PD.

Oa
Ha

Het

|(conﬁg4ﬂ>

ipv6 prefix («prefix> | auto)

I (config-if)> no ipv6 prefix [ (prefix> | auto]

AprymeHT Tun OnucaHue

auto KntoueBoe BknounTb generauuto npedukca.
CNnoBo

prefix Mpedukc YkasaTb npedmKc Bpy4HY!o.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

2.1.78 interface ipv6 name-servers

OnucaHue

Mpedumkec no
MeHsieT HacTPOMKH

MHorokpaTHbIli BBOA,

HactpouTtb nonyveHue nHgpopmaumm ot DNS . Ecnu ykasaH apryMeHT auto,
Bkrtovatotcss DHCPv6 DNS-3anpochi.

Oa
Ja

Het

62

Keenetic 4G Il CnpaBo4HUK kKOMaHA




maBa 2 OnucaHne KomaHp,

CuHoncuc

AprymeHTbI

Mpumep

I (config-if)>  ipv6 name-servers (auto)

I (config-if)> no ipv6 name-servers [auto]

AprymeHT Tun OnucaHue
auto Kniouesoe BkntounTtb aBTokoHUrypauuio DNS.
CnoBo

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

2.1.79 interface ipvé6ecp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

Mpumep

BkntounTtb nogaepxky IPv6CP Ha aTane yctaHoBneHusa coeguHeHus. Komanaa c
npedurkcom no otkntovaet IPv6CP.

[a
Oa
Het

PPP

|(conﬁg4n> ipv6cp

I (config-if)> no ipvécp

(config-if)> ipv6cp
IPv6CP enabled.

2.1.80 interface Icp acfc

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

BkntounTb cornacoBaHme napameTpoB CXXaTus rnosiel KaHarbHo20 ypoeHsi Address
u Control. KomaHga ¢ npeduKCoM No OTKMYaET AaHHYO ONUMIO U BCE 3anpochl
yAaneHHoM CTOPOHbI Ha cornacoBaHne ACFC OTKITOHAIOTCA.

Oa
[a
Het

PPP

I (config-if)>  1lcp acfc [cid]

I (config-if)> no Lcp acfc
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
cid KrntoueBoe Bkrntountb cxatne Connection ID B
CIoBO 3arofioBKax.

(config-if)> lcp acfc cid
ACFC compression enabled.

Network: :Interface: :PPP: done.

2.1.81 interface Icp echo

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

3apatb npaBuna TecTupoBaHus coeanHennsi PPP cpeacteamu LCP echo.
KomaHga ¢ npedmkcom no otkntodaet LCP echo.

Oa
Ja
Het

PPP

I (config-if)>  lcp echo <intervals> <count>

| (config-if)> no Lcp echo

AprymeHT Tun OnucaHue

interval Llenoe uncno |WHTepean mexay otnpaekamu LCP echo, B
cekyHpax. Ecnv B TeyeHne ykasaHHOro
WHTEepBana BPEMEHM OT yaaneHHOM CTOPOHbI
He 6bin nonyyeH LCP 3anpoc, en byaet
OTMpaBIieH Takon 3anpoc C OXngaHmem
otBeTa LCP reply.

count Llenoe yucno |KonuyecTtso oTnpasneHHbIX NOApsA
3anpocoB LCP echo Ha koTopble He Obin
nony4veH oreeT LCP reply. Ecnu count
3anpocos LCP echo octanuce 6e3 oTBeTa,
coefvHeHne OyaeT pa3opBaHo.

(config-if)> lcp echo 5 3
LCP echo parameters updated.

2.1.82 interface Icp pfc

OnucaHue

BkniounTb cornacoBaHue napameTpoB cxaTtusa rnoss Protocol e 3aeonoskax PPP.
KomaHfaa ¢ nperKkcom no OTKMoYaeT AaHHY0 oMLK U BCe 3anpochl yaaneHHom
CTOPOHbI Ha cornacoBaHne PFC OTKMOHSATCA.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

Ja
[a
Het

PPP

| (config-if)>  Lep pfe [cid]

I (config-if)> no Lcp pfc

AprymeHT Tun OnucaHue
cid KrnitoueBoe Bkntountb cxatne Connection ID B
CIoBO 3arofioBKax.

(config-if)> lcp pfc cid
PFC compression enabled.

Network: :Interface: :PPP: done.

2.1.83 interface mac access-list address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

[o6asntb MAC-agpec B cnnucok npaeun unsrpaumm nHtepderica. Tun cnucka
JocCTyna ycTaHaBnmBaeTcs kKoMaHaon mac access-list type.

KomaHga ¢ npedmkcom no yganset ykasaHHbii MAC-agpec ns ACL.
Oa
Oa
Oa

Access Point

I (config-if)> mac access-list address address»

I (config-if)> no mac access-list address (address»

AprymeHT Tun OnucaHue
address MAC-agpec |MAC-agpec, KOoTophi HeobxoamMmo Ao6aBnUTbL
B ACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added
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2.1.84 interface mac access-list type

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBO,
Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

YcTaHoBUTb TN Cn1cka npasun ounestpauun uHtepdenca. Mo ymonyaHuio tmn
He ornpeneneH (NPUCBOEHO 3HAYEHNE none).

Het
[a
Het

Access Point

I (config-if)> mac access-list type (none | permit | deny)

AprymeHT Tun OnucaHue

none Kntouesoe Twn cnucka npaeun uneTpaumm He
CrnoBo onpegeneH.

permit Kniouesoe B cnncok 6yayT fobaBnaTbCa TONLKO
CnoBo paspelleHHble MAC-agpeca.

deny KntoueBoe B cnucok 6yayT obaBnATbCst TONbKO
CNnoBo 3anpelleHHble MAC-agpeca.

(config-if)> mac access-list type permit
set access-policy: permit

2.1.85 interface mac address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

HasHauntb MAC-agpec Ha ykasaHHbIN ceTeBon nHtepdenc. Agpec 3agaercs B
LecTHaauaTepmnyHoM popmate 00:00:00:00:00:00. KomaHga no3songaet
yCTaHOBUTb Mobon agpec, HO NpeaynpexaaeT nonb3oBaTtens, eCnv B HOBOM
agpece yctaHoBrneH 6ut «multicast» nnm cépowwen 6ut «OUI enforced».

KomaHga ¢ npedukcom no Bo3BpallaeT nHrepdency nexoaHsin MAC-agpec.
Ja

Oa

Het

MAC

I (config-if)> mac address (address)

I (config-if)> no mac address

AprymeHT Tun OnucaHue

address MAC-agpec |Hoebin MAC-agpec nHtepdeiica
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Mpumep

(config-if)> mac address 3C:1F:6E:2A:1C:BA
MAC address saved.

2.1.86 interface mac address factory

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbI

Mpumep

HasHaunTb 3aBogckon MAC-agpec Ha ykasaHHbI CETEBON MHTEpPdENC.
CywectByeT gBa 3aBoacknx MAC-agpeca — ycnosHo, "LAN" n "WAN". 1 oguH
N3 HUX MOXET ObITb Ha3Ha4YeH NHTepdeNCy.

Het
[a
Het

MAC

I (config-if)>  mac address factory (lan | wan)

AprymeHT Tun OnucaHue

lan Kntouesoe NHTepdericy bynet npuceoeH "LAN"
CnoBo MAC-agpec.

wan KntoueBoe WuTepdericy byaget npucsoeH "WAN"
CIoBO MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

2.1.87 interface mac clone

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

MpuceounTb nHTEepdericy MAC-agpec ot MK onepaTtopa.
Het

[a

Het

MAC, IP
I (config-if)>  mac clone

(config-if)> mac clone
MAC address saved.
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2.1.88 interface modem connect

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

Mogkntounte USB-moaem. MNepen BbINONIHEHMEM KOMaHAbI HEOBX0ANMO
WHULManNn3nposaTb MogemM KoMaHaon modem init.

KomaHpa ¢ I'Iped)I/IKCOM NO npepbiBaeT coeanHeHne.

[a
[a

Het

UsbModem

|(conﬁg4ﬂ>

I (config-if)> no modem connect

modem connect ( dial «(phones | <string»)

AprymeHT Tun OnucaHue

dial KntoueBoe KntoueBoe crnoBo nocrne KoToporo
CNnoBo yKka3blBaeTcs TenedOoHHbIN HOMEp.

phone Llenoe uncno |TenedoHHbLIN HOMEpP A5 403BOHA.

string Ctpoka MponssonbHasa komaHaa.

(config-if)> modem connect dial *99#
Connect sequence saved.

2.1.89 interface modem init

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

[o6aBuTb CTPOKY MHMLMANM3aL MM Mogema Ha yKkasdaHHYH No3uLMIo cnicka index.

[a
Oa

Het

UsbModem

|(conﬁg4ﬂ>

modem init [ <index> ] <string»

I (config-if)> no modem init [ <index> ]

AprymeHT Tun OnucaHue

index Lienoe uucno |MNo3nuunsa, HoMep CTPOKU Ha KOTOPYIO
BCTaBMSETCS yKa3zaHHasi CTPOKa.

string Ctpoka CTpoka nHuumanusaumm mogema.
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Mpumep

(config-if)> modem init 1 AT+CGDCONT=1,"IP","internet"
Initialization string inserted.

2.1.90 interface name

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu

MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbI

Mpumep

HasHaunTb Nnpon3BonbHOe nMsa ceTeBoMy MHTepdency. K nHtepgency MoxHo
obpawatbcsi No HoBoMY MMeHM kak no ID. KomaHaa ¢ npedukcomM no ygansiet

HaCTPOWKY.
Oa
Oa

Het

I (config-if)>  name (name>

I (config-if)> no name

AprymeHT Tun

OnucaHue

name Ctpoka

HoBoe nmsa nHtepdeiica.

(config-if)> name Access_Point

Interface renamed.

2.1.91 interface peer

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

HasHauntb M,D,eHTI/I(bMKaTOp yAaneHHOoro yana K KOToOpomy 6y/:|,eT OCyLLEeCTBINATbCA

nogkntodeHne PPP. bonee TOYHbIA CMbICIT HACTPOMKK 3aBUCUT OT Tuna
nHtepdgenca. Hanpumep, ana PPPoE komaHaa interface peer 3agaet nms

KOHLeHTpaTopa goctyna, a ans PPTP — nwms yaaneHHoro xocta unu ero IP-agpec.

KomaHaa ¢ npednKcoM no OTMEHSET HACTPOWKY.

Ja
Oa
Het

PPP

|(conﬁg4n> peer idy

I (config-if)> no peer

AprymeHT Tun

OnucaHue

id Ctpoka

MaeHTudukaTop yganeHHom TO4KN
MOAKITHOYEHNS.
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Mpumep

(config-if)> peer 111
Core::Configurator: done.

2.1.92 interface ping-check profile

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

Mpumep

HasHaunTb nHtepdency npodpuns Ping Check.
KomaHga ¢ npeunKCoM NO OTMEHSIET HACTPOMKY.
Oa

Oa

Het

I (config-if)>  ping-check profile «(profile name»

I (config-if)> no ping-check profile

AprymeHT Tun OnucaHue

profile _name Ctpoka HassaHune HaszHa4Yaemoro npoduns.

(config-if)> ping-check profile TEST
PingCheck::Client: added "ISP" to "TEST" profile.

2.1.93 interface port

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca
BxoxaeHue B rpynny
Twun nHtepdpenca

CuHoncuc

AprymeHThl

JocTyn K rpynne KoMaHz, A5s HAcTpOoeK nopTa annapaTHoro KoMMyTaTopa.
Het

Het

[a

Switch

(config-if-port)

Switch

I (config-if)>  port <port _name)

AprymeHT Tun OnucaHue

port _name CTtpoka

naHenu ycTponcTea.

HasBaHve nopTa, kak OHO yKa3aHo Ha 3aaHel
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2.1.94 interface port access

OnucaHue YcraHoButb naeHtudpmkatop VLAN Ha nopTy ans paboTbl B pexmume gocTyna.
Paspeluaet nepegady kagpoB ykasaHHoro VLAN B NOpT v BKAOYaeT yaaneHue
mapkepa VLAN n3 nepegaBaembix kagpos. KomaHga ¢ npecmkcom no yganset

HaCTPOWKY.
Mpedumkc no Oa
MeHsieT HacTpoOMnKu Oa

MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Switch

Cumnoncuc I (config-if-port)>

access vlan «vid»

I (config-if-port)> no access vlan

AprymeHTbI AprymeHT Tun OnucaHue
vid Llenoe uncno (MpeHtudukatop VLAN goctyna. [JuanasoH
JonyCcTUMbIX 3HaYyeHun — ot 1 go 4094.
Mpumep (config-if-port)> access vlan 2

Access vlan identifier saved.

2.1.95 interface port duplex

OnucaHue 3agaer pexunm ,EI,ByHaI'IpaBJ'IeHHOVI nepenadun: gynnekc nnu nonynynnekc. KomaHnga
MCnonb3yeTcd B TeX crny4vadx, Koraa n3-3a HeCoBMeCTUMOCTU UK Noxoro
kayecTBa kabensi He onpeaendaeTca Hannmydne nNogkny4eHna nnm HeeepHo
onpeaendaeTca pexxmuMm Ha OLHOW 13 CTOPOH.

MpumevaHwue:
Mpedoumkec no Het
MeHsieT HacTpouku Oa

MHorokpaTHbI BBog  Hert
Tun nntepcpenca Switch

Cunoncuc I (config-if-port)>

B cuny annapaTHbIX OrpaHU4eHUn y KOMaH4bl UMEeTCs
0CODEHHOCTb: NpW YyCTaHOBKe Aynrekca Bpy4Hyo nepectaer
paboTaTb aBToONpeAeneHne Hanuumsa nogknodeHus. Jaxe
ecnv kabenb He NOJKIYEH, YCTPONCTBO ByaeT Noka3biBaTb
ero Hanu4me. Takke nepecraet pabotaTtb aBToOoNpeaeneHme
CKOPOCTH, MO3TOMY PEKOMEHAYETCH MCNOMb30BaTb KOMaHAy
coBMecTHoO ¢ interface port speed.

duplex (half | full | auto)
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

half KntoueBoe YcTaHOBUTL NONYAYNMEKCHBIN PEXUM
CrnoBo nepegauu.

full Kntouesoe YCTaHOBUTb MNOMHOAYNIEKCHBIN PEXUM
CrnoBo nepegauu.

auto Kntouesoe YCTaHOBUTb aBTOMATUYECKUIA PEXUM
CrnoBo onpegeneHns gynnekca.

(config-if-port)> duplex half
Duplex setting saved.

2.1.96 interface port friend

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdenca

CuHoncuc

AprymeHThI

Mpumep

Hactpoutb ogHoHanpasneHHbl VLAN ang rpynnosoro Tpadduka B 4ONOMHEHNe
kK VLAN poctyna. MopTt moxeT 6bITb YacTbto ogHoro VLAN poctyna. KomaHaa
BKIMOYAET nepeagpecauunto ncxogsilero tpacdpduka c gpyroro VLAN pgoctyna
(HasbiBaemoro "friend"). MakeTbl "friend" nepepatoTcs 6e3 Tera.

Ja
Oa
Het

Switch

I (config-if-port)>  friend vlan (fvid,

I (config-if-port)> no friend vlan

AprymeHT Tun OnucaHue

fvid Llenoe uncno (MoeHtndukatop "friend" VLAN.

(config-if-port)> friend vlan 3
Friend vlan identifier saved.

2.1.97 interface port learning

OnucaHue

Mpedukc no

BkntounTb pacnosHasaHne MAC-agpeca, korga coxpaHsietca MAC-agpec
NCTOYHMKA KaXKO0ro Nofly4eHHoro naketa. Takum o6pa3om B fanbHeENLWEM, NaKeThbl,
npegHasHa4YeHHble Anst 3Toro agpeca, MoryT ObiTb nepecnaHbl TONbKO Ha TOT
MOCT, rie HaxoauTcs 3ToT agpec. [NakeTbl, NpeAHa3Ha4YeHHble Ansi HEONO3HAHHOIO
afpeca, OTCbIfIalTCsa Ha BCE MOCTBI.

KomaHga ¢ npedukcom no oTkmoyaeT pacno3HaBaHne MAC-agpeca.

Da
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MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca Switch

CuHoncuc I (config-if-port)>  learning

I (config-if-port)> no learning

Mpumep (config-if-port)> learning
Mac learning enabled.

2.1.98 interface port mode access

OnucaHue Bkniountb pexxum goctyna VLAN, TO eCTb Takon pexum, Korga yepes nopt
nepegaroTcs TONbKO HEMapKMpoBaHHbIE Kaapbl. Ha Bxoasiiue kagpbl CTaBuUTcA
mapkep PVID, yctaHoBREHHbIN KomaHaom port access. [1opT ABNSETCA BbIXOAHBIM
Tonbko anga VLAN c vaeHtudmukatopom PVID. INMpu nepepaye kagpos B NOPT,
mapkep VLAN € HUX CHUMaETCS.

MpumevaHwne: B cuny annapaTHbIX OrpaHU4YeHUn MOPT HE MOXET
OOHOBPEMEHHO HaxoauTbCA B peXxnme JocTtyna u
MynbTUNekcupoBaHus. To ectb 06paboTka TerMpoBaHHbIX U
HETErNMpPOBaHHbIX Ka4pOB HAa OOHOM MOPTY HEBO3MOXHA.
Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert

Tun nntepcpenca Switch

CuHoncuc I (config-if-port)>  mode access [q-in-q]

I (config-if-port)> no mode access

AprymeHTbI AprymeHT Tun Onucanue
g-in-q Kniouesoe BknounTb ABONHOE TermpoBaHue.
CrnoBo
Mpumep (config-if-port)> mode access

Access mode enabled.

2.1.99 interface port mode trunk

OnucaHue BkniounTb pexum mynstunnekcuposanusa VLAN korga yepes nopt nepefaroTcs
Kagpbl, npuHagnexawue HeckonbkuM VLAN. Mpu aToM Kaxabin Kagp nomeyeH
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepcpenca

CunHoncuc

Mpumep

Mapkepom. Cnimcok naeHTudpumkatopos cetennt VLAN B KOTOpble BXOOAUT MOPT,
yCcTaHaBnuBaeTcs KomaHgon port trunk.

MpumevaHwue:

Ja
Ja
Het

Switch

| (config-if-port)>

B cuny annapaTHbIX orpaHuyeHunin NopT He MOXET
OOHOBPEMEHHO HaxoauTbCS B pexnme goctyna u
MynbTUMNeKcupoBaHms. To ectb 06paboTka TermpoBaHHbIX U
HEeTErMpoBaHHbIX KagpoB Ha OOHOM MOPTY HEBO3MOXHA.

mode trunk

I (config-if-port)> no mode trunk

(config-if-port)> mode trunk

Trunk mode enabled.

2.1.100 interface port priority

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

YcTaHoBUTb NPUOPUTET NO YMOJTHaHUIO ANA BXOAALLMX NaKETOB.

Oa
Oa
Het

Switch

I (config-if-port)>

priotity cnumber;

I (config-if-port)> no priority

AprymeHT

Tun

OnucaHue

number

Llenoe uncno

MprnoputeT nakeToB. MoXeT NpuHNUMaTL
LIeNnoYmnCreHHble 3HadYeHmna ot 1 go 7.

(config-if-port)> priority 5

Ingress priority saved.

74

Keenetic 4G Il CnpaBo4HUK kKOMaHA



maBa 2 OnucaHne KomaHp,

2.1.101 interface port speed

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbIl

Mpumep

3apaet ckopocTb nogknoyeHns B Mout/c. KomaHaa ncnonb3yeTcs B TEX Criyyasix,
Korga u3-3a HeCOBMECTUMOCTM UMK MII0XOro kayecTea kabens He onpeaensieTcs
HanMyne NOOKMOYEHMS NN HEBEPHO ONPeAEensieTcs PeXXMM Ha OHOW N3 CTOPOH.

MpymeyvaHue:

Het

Oa
Het

Switch

I (config-if-port)>

B cuny annapaTHbIX OrpaHU4eHUn y KOMaH4bl UMeeTcs
0COBEHHOCTbL: NMPU YCTAaHOBKE CKOPOCTMU BPYYHYI0 NepecTaeT
paboTaTtb aBTOONpPEeAeneHne Hanuums nogknodeHus. Jaxe
ecnv kabenb He NOJKIOYEH, YCTPOMCTBO ByAeT nokasbiBaTb
ero Hanuuune. Takke nepecTtaet paboraTtb aBToonpeneneHme
Aynrekca, No3ToMy peKOMeHAYeTCs UCMONb3oBaTh KOMaHAy
coBMecTHO ¢ interface port duplex.

speed (10 | 100 | auto)

AprymeHT Tun OnucaHue

10 KntoueBoe YctaHoBuTb ckopocTtb 10 MéuT/c.
CrnoBo

100 KntoueBoe YctaHoBuTb ckopocTb 100 M6éuT/c.
CNnoBo

auto Kntouesoe BKkrounTb aBTOMaTUYECKUIA PEXUM
CrnoBo yMpaBneHnst CKOPOCTbHO.

(config-if-port)> speed 100

Speed setting saved.

2.1.102 interface port trunk

[o6asutb nopT Bo VLAN. Paspewmnte npuem n nepegavy kagpoB YkasaHHOro
VLAN B noprt, npnyem mapkep VLAN 13 nepegaBaembix KagpoB He yaansieTcs.
B pexxume trunk gonyckaercs gobasneHue nopta B Heckonbko VLAN.

OnucaHue

Mpedomkec no

MeHsieT HacTpouku

KomaHga ¢ npedukcom no yganset nopt n3 ykasaHHoro VLAN. Ecnu
ncnonb3oBaTb KoMaHay 6e3 aprymeHToB, nopT OyaeT yaaneH ua Bcex VLAN.

Oa
Oa

MHorokpaTHbii BBog [a
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Tun nHtepdpenca Switch

CuHoncuc I (config-if-port)>  trunk vlan «vid>

I (config-if-port)> no trunk vlian [ vid]

AprymeHThI AprymeHT Tun OnucaHue
vid Llenoe uucno |NaoeHtudpmkatop VLAN. dnanasoH
JONyCTUMbIX 3HaYeHun — ot 1 go 4094.

Mpumep (config-if-port)> trunk vlan 100
Vlan added to trunk.

2.1.103 interface power

OnucaHue 3agaeT MOLWHOCTL Nepegatyunka ans pagno-mHtepdericos. MakcumanbHas
MOLLHOCTb Nnepeaarynka orpaHudeHa ero annaparHbiMyU BO3MOXHOCTSIMU U
rocygapCTBEHHbIMM 3aKOHaMK 0 paanocessun. [laHHas koMaHaa No3BoNsAeT NULlb
YMEHBLUNTb MOLLHOCTb MepeaaroLLero yCTpoOMCTBa OTHOCUTENBHO €ro
MaKCMMaribHOM MOLLHOCTH, C LiENbi BO3MOXHOIO CHUXKEHUSA MOMEX Ans Apyrnx
YCTPOWCTB B 3TOM [ManasoHe.

Mpedoumkec no Het
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca Radio

CuHoncuc I (config-if)>  power (percentages

AprymeHTbI AprymeHT Tun OnucaHue
percentage Llenoe umcrno |MolHOCTb NnepeaaTynka B NpoLeHTax ot
MakcuMmMansHon molyHocTu (oT 1 go 100).

Mpumep (config-if)> power 90
Power level applied.

2.1.104 interface preamble-short

OnucaHue Vicnonb3oBaTb KOPOTKYIO ripeambyriy.
Mpedumkc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
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Tun nHtepdpenca

CunHoncuc

Mpumep

Radio

| (config-if)>

preamble-short

I (config-if)> no preamble-short

(config-if)> preamble-short
Short preamble enabled.

2.1.105 interface rf e2p set

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKH
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

M3MEeHNTb 3Ha4YeHne SYEekn NaMsaTh KanmbpoBOYHbIX AaHHbIX, HAXoOALWEeNncs no
cmelleHuto offset Ha 3HadyeHue value onga 3agaHHoOro nHTepdgenca.

Het

Het

Het

Radio

I (config-ify  rf e2p set coffset «value;

AprymeHT Tun OnucaHue

offset LWcren evn+ce | CMelleHne syenkn namatn. Moxet
yucno npuHUMaTb 3HadyeHna ot 1EQ go 1FE.

value LLbcren evHoe | HoBOe 3HayeHne ans 3anncu B a4enky
ymcno namatn. MoXeT NnpMHMMaThb 3Ha4YeHus oT 0

0o FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

2.1.106 interface security-level

OnucaHue

3apaet ypoBeHb 6e3onacHOCTU ANsi AaHHOTrO MHTepdenca. YposHu 6e3onacHocTu
onpenensioT NorMky paboTbl MEXCETEBOIO 3KpaHa:

» PaspelleHo ycTaHaBnvBaTb coeAnHEHUs B HanpasneHun private — public.

» 3anpeLLeHo ycTaHaBnNuBaTb COEANHEHUS, NpuxoasLume Ha nHTepdenc public,
T. €. B HanpaeneHun public — private n public — public.

» Camo yCTpOMCTBO NPUHMMAET CETEBbIE NOAKIIOYEHUS (pa3peLLaeT yrnpasneHune)
TONbKO C MHTepdhencos private.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdpenca

CunHoncuc

Mpumep

 [Nepepadva gaHHbIX Mexay uHTepdencamm private Moxert ObiTb paspelueHa
UK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rrobanbHOro napametpa
isolate-private.

MpumevaHwue: Mo ymonyaHuio BCEM BHOBb CO3[j@aHHbIM MHTEpdencam
npuceauBaeTcsl ypoBeHb Ge3onacHocTh public.

Cnimckn goctyna access-list nmerot 6onee BbICOKUIA MPUOPUTET,
4YeM ypoBHM 6e30MacHOCTU, NO3TOMY C MOMOLLBIO HUX MOXKHO
BBOAMTb AONOMHUTENbHbIE NPaBuna UNLTPaLumn NakeTos.

Het

Ja
Het

IP
I (config-if)> security-level (public | private)

HecmMoTps Ha To, YTO He CyLecTBYET PYHKLIMM NOMHOTO OTKITKOUYEHMS MEXCETEBOIO
3KpaHa,MOXHO OTKIYaTh €ro Ha OTAENbHbIX HanpasneHusx. fJonyctnm, TpebyeTcs
MOSTHOCTBIO pa3peLLnTb nepedady AaHHbIX MeX4y «AOMallHen» ceTbio Home n
rnobanbHon ceTbio PPPOEQ. [1na aToro oboum nHtepdencam Hy>kHO Ha3HauuTb
ypoBeHb 6e3onacHocTu private n oTknounTb yHKUMIO isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOE® security-level private
(config)> no isolate-private

MpumevaHwne: MHorue He otgatoT cebe OTYET B TOM, YTO MEXCETEBOW 3KPaH
W TpaHCnAunus agpecoB — OYHKUMK, NpegHa3HayYeHHble AN
peLleHns NPUHUMNUanbHO pasHbix 3agad. BkntoueHne NAT
mMexay nHtepdencamm Home n PPPoEG B KoHpurypaumu,
NMoKa3aHHOW Bbllle, HE 3aKpbIBaeT AOCTYN B ceTb Home co
CTOPOHbI rnobansbHow ceTu. [laxe npu BKINKOYEHHOWN TpaHCHALmMm
agpecoB komaHgow ip nat Home nakeTbl n3 PPPOEQ GyayT
cBoboAHO NpoxoanTb B ceTb Home.

2.1.107 interface service

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA

Tun nHTepcpenca

HasHauutb cnyxby PPPoE. Ecnn cnyx6a He onpeaeneHa, 1o PPPoE-knneHT
OyOeT NoaKITYeH K MPOM3BOSIbHON cryxbe.

Oa
[a
Het

PPPoE
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CuHoncuc

AprymeHThl

Mpumep

I (config-if)>  service (name>

I (config-if)> no service

AprymeHT Tun OnucaHue

name Ctpoka HasBaHue cnyx6bl PPPOE.

(config-if)> service test
Core::Configurator: done.

2.1.108 interface ssid

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

3apaet umsa 6ecnposogHon cetn (SSID) ansa nHTepdericoB «becnpoBoaHas
cTaHumsa» («WifiStation») n "«touka goctyna»" («AccessPoint»). B 3aBncrmocTtm
OT Tuna nHTepderica sHadeHme SSID obpabaTtbiBaeTcs No-pasHOMYy.

» [nsa Toukm poctyna SSID — Heobxoanmasa HacTporika, 6e3 KOTopor OHa He
6y/:|,eT NPUHUMATb NOAKIMIOYEHUA.

» [ns ctaHumm SSID onpepgensier, K kakow To4Ke JocTyna oHa byaet
noakntodaTbes. bes sagaHHoro SSID cTaHUMA MOXeT NogKnio4nTLES K 000
[OCTynHon 6ecnpoBOAHON CETU MO CBOEMY YCMOTPEHMIO.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa

Ja

Het

SSID

I (config-if)>  ssid (auto | <cname>)

| (config-if)> no ssid

AprymeHT Tun OnucaHue

name Crtpoka Nmsa 6ecnposogHom cetn (SSID)

auto KntoyeBoe SSID 6yget HazHa4yeH aBTOMaTUYECKN.
CnoBo

(config-if)> ssid WIRELESS
SSID saved.

2.1.109 interface tsp

OnucaHue

Bxoa B rpynny komaHg ans Hactpowkn TSP.
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Mpedukc no

MeHsieT HacTpoukm
MHorokpaTHbIW BBOA,
Twun nHtepdenca
BxoxnaeHue B rpynny

CuHoncuc

KomaHga ¢ npecumkcom no otkntovaet TSP.
Ja

Oa

Het

TunnelSixInFour

(config-if-tsp)

| (config-ify>  tsp

I (config-if)> no tsp

2.1.110 interface tsp password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBO
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

HasHaunTb naponb ans gocryna yepes TSP.
KomaHga ¢ npecurkcom no ygansiet naposeb.
Oa

[a

Het

TunnelSixInFour

I (config-if-tsp)>  password (password»

I (config-if-tsp)> no password

AprymeHT Tun OnucaHue

password Ctpoka Maponb TSP.

2.1.111 interface tsp prefix-length

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

YkasaTb HeoOXo4MMyo ANVHY npedukca.
KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa

[a

Het

TunnelSixInFour
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CuHoncuc

AprymeHThl

I (config-if-tsp)>

prefix-length value,

I (config-if-tsp)> no prefix-length

AprymeHT

Tvn

OnucaHue

value

Llernoe uucno

OnuHa npedukca. MoxeT npuHnmaThL
3HayeHus 48, 56 nnn 64.

2.1.112 interface tsp server

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

2.1.113 interface tsp user

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CHoncuc

AprymeHTbI

IPv4-agpec cepsepa, NosyvYeHHbIW OT TYHHEMNBbHOro cepBuca.

KomaHga ¢ npedmkcom no ygansiet IP cepsepa.

Ja
Da

Het

TunnelSixInFour

I (config-if-tsp)>

server «ip»

I (config-if-tsp)> no server

AprymeHT

Tun

OnucaHue

ip

IPv4

IPv4-agpec cepsepa.

HasHauuTb nmsa nonb3oBaTtens Ans goctyna yepes TSP.

KomaHga ¢ npecukcom no ygansaet um4.

Oa
Ha

Het

TunnelSixInFour

I (config-if-tsp)>

user <login»

I (config-if-tsp)> no user

AprymeHT

Tun

OnucaHue

login

Ctpoka

Mmsa nonb3osatens ansa TSP.
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2.1.114 interface tx-queue

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTBL pa3mep ovepeam NCXogsLLmX NakeTos Ha MHTepdence. o ymonyaHumio
yCcTaHoBneHo 3HadeHne 1000.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME N0 YMONYaHUIO.
[a
[a

Het

I (config-if)>  tx-queue (length,

I (config-if)> no tx-queue

AprymeHT Tun OnucaHue

length Llernoe uucno |dnuHa ovepean B npegenax ot 0 o 65536.

(config-if)> tx-queue 255
Tx queue length saved.

2.1.115 interface up

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

Bkntovaet ceTeBon MHTEPdENC 1 3anncbiBaeT B HACTPOMKN COCTOSIHNE «Up».

KomaHga ¢ npedmkCoM no BbIKIOYAET CETEBOW MHTEPENC U yaanseT «up» u3
HacTpoek. Takke MoxeT OblTb MCMONb30BaHa koMaHaa interface down.

Oa

[a

Het

I (config-if)>  up

I (config-if)> no up

(config-if)> up
Interface enabled.

2.1.116 interface usb device-id

OnucaHue

Hob6asuTb MHpopMmaumio o Mogenu u npoussoautene USB-moaema B nHTepgeric.
OTO HEOOXOAMMO AN NPUBS3KM Mogema K UHTepdhency.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

Ecnu ectb uHTepdenc UsbModem[N] ¢ coBnagatowmm DevicelD, 1o npu
NOOKMYEHN Mogema Npon3onaeT aBToMaTu4eckasi NpMUBS3Ka ero K MHTepdency.
Ecnu Ttakoro nHtepdenca HeT, oH byaet co3gaH aBTtomatunyecku ¢ DevicelD
NoAaKItoYeHHOro moagema.

KomaHpa ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa

Ja

Het

Usb

I (config-if)>  usb device-id «vendors cmodel»

I (config-if)> no usb device-id

AprymeHT Tun OnucaHue
vendor Ctpoka MHdopmaumsa o npomssoanTene mogema.
model Ctpoka MHopmaums o mogenn mogema.

(config-if)> usb device-id 12d1 1001
Device ID saved.

2.1.117 interface wmm

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

Bkntounts WMM Ha uHTepdence.
[a

Oa

Het

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm
WMM extensions enabled.

2.1.118 interface wps

OnucaHue

Mpedoumkec no

BkntounTb dyHKumoHansHocTe WPS .

Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

Ja

Het

WiFi

I (config-if)>  wps

I (config-if)> no wps

(config-if)> wps
WPS functionality enabled.

2.1.119 interface wps auto-self-pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

Bknitountb pexxum WPS auto-self-pin. KomaHaa ¢ npedukcom no oTknoyaeT
pexum. Mo ymonuaHuio pexum auto-self-pin BkntoueH.

Oa

Oa

Het

WiFi

I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

(config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

2.1.120 interface wps button

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

Hauatb npouecc WPS c ncnonb3oBaHnem KHonku. MNpouecc Anntcsa 2 MUHYTHI,
U MEHbLLE, eCrv COEANHEHNE YCTaHOBIEHO.

Het
Het
Het
WiFi

I (config-if)>  wps button (send | receive)
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

send KntoueBoe OtnpauTtb HacTpowkn WiFi.
CNnoBo

receive KritoueBoe Mony4unTb HacTporikn WiFi ot Keenetic 4G
CnoBo Il.

(config-if)> wps button send

Sending WiFi configuration process started (software button mode).

2.1.121 interface wps peer-pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdcpenca

CuHoncuc

AprymeHTbl

Mpumep

HavaTb npouecc WPS ncnone3sysa PIN yganeHHoro yana. lNpouecc anutes 2
MWHYTbI, UNIN MEHbLLUE, eCn COeQUHEHUE YCTaHOBIEHO.

Het
Het
Het

WiFi

| (config-if)>

wps peer-pin (send | receive) (peer-pin»

AprymeHT Tun OnucaHue

send Kntouesoe OtnpaeuTtb HacTpowikn WiFi.
CrnoBo

receive KntoueBoe MonyuunTb HacTporkn WiFi ot Keenetic 4G
CnoBso Il.

peer-pin Ctpoka PIN ynaneHHoro yana.

(config-if)> wps peer-pin receive 99586683
Receiving WiFi configuration process started (peer PIN mode).

2.1.122 interface wps self-pin

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

Tun nHtepcpenca

HauvaTb npouecc WPS mncnonbsys PIN yctpowictsa. Npouecc Anvutes 2 MUHYThI,
UNN MeHbLLUe, ecny coeguHeHne yCTaHOBIEHO.

Het
Het
Het

WiFi
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CuHoncuc

AprymeHTbI

Mpumep

I (config-if)>  wps self-pin (send | receive)

AprymeHT Tun OnucaHue

send KntoueBoe OtnpauTtb HacTpowkn WiFi.
CNnoBo

receive Kntouesoe MonyuunTb HacTporkn WiFi ot Keenetic 4G
CnoBo Il.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

2.1.123 interface wrr

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

Bkniounts WRR oyepegb.
Ja

Ja

Het

Switch

| (config-if)>  wrr

I (config-if)> no wrr

(config-if)> wrr
WRR enabled.

2.1.124 ip dhcp host

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

HacTtpouTtb cTatuyeckyto npusasky IP-agpeca k MAC-agpecy xocTa. Ecnm xocT
C YKa3aHHbIM MMEHEM He HanfeH, KOMaHAa nblTaeTcs ero co3gatb. Ecnn
yKasaHHbI IP-agpec He BXOAMT B AMana3oH HX OQHOTO Myria, KoMaH4a COXpPaHUTCS
B HacTpoikax, Ho Ha paboty DHCP-cepBepa He NOBMMSET.

KomaHga nossonsiet nomeHaTe MAC-agpec, 0CTaBuB NpexHee 3HayYeHne
IP-agpeca, n HaobopoT — nomeHsTb IP-agpec, ocTaBuB NpexHee 3HadeHne
MAC-agpeca.

KomaHaa ¢ npedukcom no ygansieT XocT.
Ja
Ja
Oa
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Cunoncuc I (config)>  ip dhcp host <name> [mac 1[ ip]
I (config)> no ip dhcp host (name>
AprymeHThI AprymeHT Tun OnucaHnue
name CTtpoka [Mpomn3BonbHOE NMSA XOCTa, NCMONb3yeTcst
ansa vgeHtndukaumm napsl MAC-IP B
HacTponkax
mac MAC-agpec |MAC-agpec xocTa onsi cTaTU4eckon
npueasku IP-agpeca. Ecnu He yka3aH,
3HayeHune GepeTcs U3 NpeabiayLei
HaCTPONKN.
ip IP-agpec IP-agpec xocTa. Ecnu He ykasaH, 3HayeHune
DepeTcs 13 NnpeabiayLien HaCTPORKM.
Mpumep (config)> ip dhcp host HOST 192.168.1.44

new host "HOST"

2.1.125 ip dhcp match vendor-class

has been created.

OnucaHue HocTtyn k rpynne komaHg 4nsa HacTpoviku knacca seHgopos DHCP (option 60).
Ecnun knacc BeHOOPOB He HaliaeH, KomaH4a NbiTaeTcs ero cosnaTtb.

KomaHpa ¢ I'Iped)I/IKCOM no yaander yKa3aHHbII7| Krnacc BeHO0pOoB.

Mpedukc no Oa
MeHsieT HacTpouku Het

MHorokpaTtHbit BBOog [la

BxoxaeHue B rpynny  (config-dhcp-vclass)

CuHoncue I (config)>  ip dhcp match vendor-class name»

I (config)> no ip dhcp match vendor-class name;
AprymeHThI AprymeHT Tun OnucaHue

name Crtpoka HasBaHne BeHgop-knacca.
Mpumep (config)> ip dhcp match vendor-class VC

vendor class "VC" has been created.

2.1.126 ip dhcp match vendor-class dns-server

OnucaHue Hactpoutb cneuunansHbein DNS-cepep BeHaopa (option 6).
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Oa
[a
Het
I (config-dhcp-vclass)>  dns-server <address)

I (config-dhcp-vclass)> no dns-server

AprymeHT Tun OnucaHue

address IP-agpec IP DNS-cepsepa.

2.1.127 ip dhcp match vendor-class ntp-server

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIl BBOA

CuHoncuc

AprymeHTbl

HacTtpouTtb cneumnansHeii NTP-cepBep BeHaopa (option 42).
Oa

Ha

Het

I (config-dhcp-vclass)>  ntp-server <address)

I (config-dhcp-vclass)> no ntp-server

AprymeHT Tun OnucaHue

address IP-agpec IP NTP-cepsepa.

2.1.128 ip dhcp match vendor-class specific

OnucaHue

Mpedouke no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

BBecTu cneunanbHyo MHdOpMaLuio BeHAopa.
Ha

Oa

Het

I (config-dhcp-vclass)>  specific <info»

I (config-dhcp-vclass)> no specific

AprymeHT Tun OnucaHue

info CTtpoka MHopmaums o npomssoguTene.
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2.1.129 ip dhcp pool

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

Hoctyn k rpynne komaHg ans Hactponkn DHCP-nyna. Ecnn nyn He HangeH,
KOMaHAa nblTaeTcs ero co3aatb. [Ansa nyna 3agaetcsa cnucok DNS-cepsepos
(komaHga dns-server), W03 No ymonyaHuto (komaHaa default-router) n Bpems
apeHabl (koMaHaa lease), a Takke AnanasoH guHammnyeckux IP-agpecos (komaHaa
range).

Mocne HacTpomnkm nynoB Heobxoaumo BkNOUNTL cryx6y DHCP ¢ noMoLLblo
komaHabl service dhcp.

MoxHo co3gaTb He bonblie 32 nynos. MakcumansHasa AnvHa MMeHun nyna — 64
cumBona.

KomaHga ¢ npecukcom no ygandert nyn.

MpumevaHne: B TekyLlen Bepcun cnuctembl peanu3oBaHa nogaepxka He
Bonee ogHoro nyna Ha nHTepdenc. [ns KoppekTHon paboThl
DHCP-cepBepa TpebyeTtcs, 4tobbl Anana3oH IP-agpecos,
YCTaHOBMNEHHbI KOMaHOOW range, NpyHaanexan cetwu,
HaCTpOeHHOoM Ha ogHOoM u3 Ethernet-uHtepdericos ycTporncTea.

Oa

Oa

Oa

(config-dhcp-pool)

I (config)>  ip dhcp pool <name>

I (config)> no ip dhcp pool (name»

AprymeHT Tun OnucaHue

name Crtpoka Wmsa nyna DHCP.

(config)> ip dhcp pool test pool
pool "test pool" has been created.

2.1.130 ip dhcp pool bind

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

Tun nHtepcpenca

MpuessaTb Nyn K ykasaHHOMY MHTepdency.
Oa

Ha

Het

Ethernet
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CuHoncuc

AprymeHThl

Mpumep

I (config-dhcp-pool)>  bind <interfaces

I (config-dhcp-pool)> no bind <interfaces

AprymeHT Tun OnucaHue

interface Crtpoka Nmsa nHtepdpenca.

(config-dhcp-pool)> bind Switch0/VLAN2
pool "test pool" bound to interface Switch0/VLAN2.

2.1.131 ip dhcp pool default-router

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

Hactpoutb IP-agpec wnto3a no ymonuanuto. Ecnu He ykasaH, To 6yger
Ncnonb3oBaTbCs agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHom
aBTOMaTM4eckun Ang 3agaHHOro gvanasoHa range.

KomaHaa ¢ npeuKCom no OTMEHSIET HACTPOMKY.
Oa
Ha

Het

I (config-dhcp-pool)>  default-router <address»

I (config-dhcp-pool)> no default-router

AprymeHT Tun OnucaHue

address IP-agpec Afpec wno3a no yMonyaHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

2.1.132 ip dhcp pool dns-server

OnucaHue

Mpedouke no
MeHsieT HacTPOMKH

MHorokpaTHbIN BBOA

HactpouTtb IP-agpeca cepepoB DNS. Ecnu He yka3aH, To By4eT UCMonb30BaTbCA
agpec, HacTpoeHHbIn Ha Ethernet-uHtepdelice, onpegeneHHoM aBTOMaTUYECKN
ONS 3a0aHHOro AvanasoHa range.

KomaHga ¢ nperKCoM NO OTMEHSIET HACTPOMKY.
Ha
Ha

Het
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CuHoncuc

AprymeHThl

Mpumep

I (config-dhcp-pool)>  dns-server <addressl, [ address2 ]

I (config-dhcp-pool)> no dns-server

AprymeHT Tun OnucaHue
addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
address2 IP-agpec Agpec BTopuyHoro DNS-cepBepa.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

2.1.133 ip dhcp pool enable

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

HauaTb ncnonb3osatb nyn B cucteme. KomaHnpa c ﬂpe(bI/IKCOM NO OTKIIK4YaeT
ncnonb3oBaHMe nyna.

Da
Oa
Het
I(config-dhcp-pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

2.1.134 ip dhcp pool lease

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA

CuHoncuc

AprymeHTbl

HacTtpoutb Bpems apeHgbl IP-agpecos nyna DHCP. KomaHga ¢ npedwukcom no
yCTaHaBNuBaeT 3Ha4eHne no ymonyaHuio, pasHoe 86400 cekyHn.

Oa
Oa
Het
I (config-dhcp-pool)>  lease (time»

I (config-dhcp-pool)> no lease

AprymeHT Tun OnucaHue

time Llenoe uncno |Bpems apeHbl B CeKyHOaX.
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Mpumep

(config-dhcp-pool)> lease 100500
pool "test pool" lease has been changed.

2.1.135 ip dhcp pool range

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIl BBOA

CuHoncuc

AprymeHTbl

Mpumep

HacTpouTb guanasoH guHamudecknx agpecos, BbigaBaeMbix DHCP-knueHTam
HeKkoTopown noaceTu. [lnana3oH 3agaeTcs HayanbHbIM U KOHEeYHbIM IP-agpecom,
nunbo Ha4vanbHbIM agpecoM 1 pasamepom. CeTeBom NHTepAENC, K KoTopoMy ByayT
NMPVMMEHEHbI HaCTPOWKKM, BbibnpaeTcst aBTomatudecku. Agpec BblopaHHOro
MHTEepdgenca Ncnonb3yeTcs B kKa4ecTBe LWilto3a no ymonyaHuio 1 DNS-cepsepa,
€ecnu He 3agaHbl Apyrne agpeca komangamu ip dhep pool default-router u ip
dhcp pool dns-server.

KomaHga ¢ npedmkcom no yganseTt AnanasoH.
[a
[a

Het

I (config-dhcp-pool)>  range <begin ( <end> | <size>)

I (config-dhcp-pool)> no range

AprymeHT Tun OnucaHue

begin IP-agpec HavanbHbI agpec nyna.
end IP-agpec KoHeuHbIV agpec nyna.
size Llenoe uncno |Pasmep nyna.

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

2.1.136 ip dhcp relay lan

OnucaHue

Mpedukc no
MeHsieT HacTpoukm

MHorokpaTHbI BBO,

YkasblBaeT, Ha kakom ceTeBoM MHTepdelice peTpaHcnaTop DHCP 6yaer
obpabaTtbiBaTb 3anpockl KNMEHTOB. MOXHO yKka3aTb HECKOIbKO MHTEPMECcoB
«lany, onsi aToro Hy>xHO BBECTW KOMaHAY HECKOMbKO pa3, yKka3aB BCce Heobxognmble
UHTepdENCbI NO OQHOMY.

KomaHga ¢ npedmkcom no otkntoyaet petpaHcnsatop DHCP Ha ykazaHHOM
nHTepgence. Ecnn ncnonb3osatb komaHay 6e3 aprymeHTOB, peTpaHcnsaTop
DHCP 6yget oTknioveH Ha Bcex HTepderncax.

[a
[a
Oa
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Cunoncuce I (config)>  ip dhcp relay lan <interface)
I (config)> no ip dhcp relay lan [ interface]
AprymeHTbI AprymeHT Tun Onucanue
interface Ctpoka lMonHoe umsa unu NceeaoHMM nHTEpdenca
Ethernet, Ha koTopom peTpaHcnstop DHCP
OygeT NnpMHUMaThL 3anpochl KIMEHTOB.
Mpumep (config)> ip dhcp relay lan Home

added LAN interface Home.

2.1.137 ip dhcp relay server

OnucaHue Ykasatb |IP-agpec DHCP-cepBepa, Ha KOTOpbI peTpaHcnaTop byaet
nepeHanpasnATb 3anpoChl KNMEHTOB N3 NOKanbHOW CETU.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbi BBog  Hert

Cunoncuce I (config)>  ip dhcp relay server <address»

I (config)> no ip dhcp relay server [ address ]
AprymeHTbI AprymeHT Tun Onucanue

address IP-agpec IP-agpec DHCP-cepsepa.
Mpumep (config)> ip dhcp relay server 192.168.1.11

using DHCP server 192.168.1.11.

2.1.138 ip dhcp relay wan

OnucaHue YkasaTb, Yepes Kakon ceTeBov nHTepdenc petpaHcnatop DHCP 6yaer
obpawaTtbces K BoeiwecTosiwemy cepeepy DHCP. B cucteme MoXeT 6bITb TOMBKO
OfVH UHTepdenc Takoro Tuna. Ecnu TouHbIM agpec cepBepa He ykasaH (CM. ip
dhcp relay server), 3anpockl 6yayT nepegaBaTbCs LUMPOKOBELLATENBHO.
PekomeHayeTcs ykasbiBaTb agpec cepsepa.

KomaHga ¢ npeduKkcom no yaansieT HaCTPORKY.
Mpedukc no Oa

MeHsieT HacTpoukm Ja
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MHorokpaTHbii BBog  Hert

CunHoncuc

AprymeHTbI

Mpumep

2.1.139 ip host

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

I (config)>  ip dhcp relay wan <interface»

I (config)> no ip dhcp relay wan [ interface]

AprymeHT Tun OnucaHue

interface CTtpoka [MonHoe umsa unu NnceeaoHUM NHTepdenca
Ethernet, Ha KoTOpbIN ByayT HAaNPaBNATLCA
3anpocbl or DHCP-knuneHToB.

(config)> ip dhcp relay wan Switch@/VLAN2
using WAN interface Switch0/VLAN2.

[o6aBnTb gomMeHHOe nmsa 1 agpec B Tabnmuy DNS.
Oa
Oa
Oa

I (config)>  ip host «domain» <address)

I (config)> no ip host [ <domain <address> ]

AprymeHT Tun OnucaHue
domain Ctpoka [JomeHHOe ums xocTa.
address IP-agpec IP-agpec xocTa.

(config)> ip host zydata 192.168.1.22
added record zydata, address 192.168.1.22.

2.1.140 ip name-server

OnucaHue

Hactpoutb IP-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
HasbIBalOTCA CTaTUYECKUMMU, B MPOTUBOMONOXHOCTb ANHAMUYECKUM —
3aperncTpupoBaHHbIM cnyk6amu PPP unu DHCP .

AKTUBHbIMW, TO €CTb UCMOMNb3yEMbIMW B JAHHbLIN MOMEHT agpecamMu, SBMSTCA
Te, KOTopble ObINM 3aperncTpupoBaHbl No3xe octanbHbIX. OBbIYHO cucTema
ncnonb3yeT agpeca, NosyYeHHbIe HECKONbKUMU MOCAEOHUMW YCNELLHO
nogknounswmnmMnca cnyxbamu PPP unn DHCP . Ecnun Hu ogHa u3 cnyx6 He
pervctpupyeT agpeca DNS akTnBHbIMM ByayT cTaTnydeckme HacTponku. OgHako,
€crnuv nocrne perncrpauum AuHaM1U4yeckux agpecoB nonb3oBaTenem obinm
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maBa 2 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

2.1.141 ip nat

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIN BBOA

M3MEHEHbI CTaTU4ecKmne HaCTPOVIKM, OHU CTaHOBATCA aKTUBHbIMMW, MNMOKa He 6yp,yT
3aperncTpmnpoBaHbl HOBble AMHaAMUW4YeCKMneE agpeca.

KomaHay ip name-server MOXHO BBOAMTb MHOIOKPAaTHO, ecnn TpebyeTca
HacTpouTb Heckorbko agpecoB DNS-cepBepoB. Kpome Toro, kaxkaoMy BBEAEHHOMY
agpecy MOXHO COMOCTaBUTb OAHO UMM HECKOMbKO AOMEHHbIX UMEH Anst paboTbl
CO cneuunnyeckMmMmn 3oHaMu, Hanpumep, NokanbHbIMU UMEHaMKN B KOPNOPAaTUBHOM
cetu.

KomaHga ¢ npedmkcom no yaanset ykasaHHble agpec cepsepa DNS n3
CTaTUYECKOro U aKTMBHOIO CMMCKa, eCN KOMaHaa AaeTcs ¢ apryMeHTamu, nmbo
OYMLLLAET CMMCOK CTaTUYECKMX aapecoB, ecinv KoMaHaa naeTcs 6e3 aprymeHToB.
Ecnu BbINONHMTL kOMaHAy 6e3 apryMmeHTa, TO BECb CMUCOK CTAaTUYECKMX aapECOB
OyOeT O4ULLEH.

Ja
[a

Oa
I (config)>  ip name-server <address» [ domain ]

I (config)> no ip name-server [ <address; [ domain]]

AprymeHT Tun OnucaHue
address IP-agpec Agpec cepsepa UMEH.
domain Ctpoka [HomeH, ans kotoporo 6yaeT ucnonb3oBaTbCs

cepBep. DNS-npokcu npu paspelueHnum
VUMEHM B NEPBYLO oyepenb BbIOMpaeT agpec
cepBepa c Hambonee GnNM3KUM K 3anpocy
aomeHoM. Ecnu fJomeH He yKasbiBaTb,
cepBep OyaeT ncnonb3oBaTbCs AN BCex
3anpocosB.

(config)> ip name-server 192.168.1.33
added name server 192.168.1.33, domain (default).

BkntounTb TpaHCNSLUMIO «OKanbHbIX» afpecoB ceTu network unu cetu 3a
nHTepdgencom interface. Hanpumep, komaHga ip nat Home o3Hauvaet, 4yTo
ON5 BCex NakeToB U3 ceTn Home, Npoxoasiumx yepes mapLupytmusatop, byaer
BbINOSIHEHA MOAMEHA afpPeCcOB UCTOYHMKA.

Oa
Ja
Oa
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asa 2 OnucaHne KomaHg,

Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

P

I (config)>  ip nat (vpn | cinterfaces | «addresss <mask»)

I (config)> no ip nat (vpn | <interface; | <address» mask> )

AprymeHT Tun OnucaHue
vpn KntoueBoe TpaHcnsauns BbINONHAETCA AN KINEHTOB
CIioBO VPN.
interface Nms Nmsa nHtepdenca ncrovHuka (nonHoe mms
nHTepdenca |uHTepdenca nnm NCeBaoHUM).
address IP-agpec BmecTe ¢ mackon mask 3apgaet gnanasoH
IP-agpecoB ncTovHMKa, noanexawmx
TpaHCnaumn.
mask IP-macka Macka guanasoHa TpaHcnauun. Ecte gBa

cnoco6a BBoa Macku: B KAHOHUYECKOM BUAE
(Hanpumep, 255.255.255.0) n B Buage
ouToBoON AnvHbLI Npedukca (Hanpumep, /24).

(config)> ip nat PPTPO
NAT rule added.

2.1.142 ip route

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Ho6aBnTb B Tabnuuy mapLupyTU3auum CTaTMYeCcKMin MapLUpyT, KOTOPbIN 3adaeT
npaswuno nepegayn IP-nakeToB Yepes onpeaeneHHbIn W3 UM CETEBON
NUHTepdenc.

B kayecTBe ceTu HasHa4YeHUs MOXHO yKa3aTb KrtodeBoe cnoso default. B atom
cnyyae 6yaet cosgaH MapLUpyT Mo YMONYaHuio.

KomaHga ¢ npedukcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Da
Oa
Ja
IP

(config)>  ip route ( <address» mask> | chost> | default) ( (gateway> [
interface]|«interface))[auto] [metric]

(config)> no ip route ( <address) tmask> | chost> | default) [ «(gateway> |
(interface>][metric]

AprymeHT Tun OnucaHue

address IP-agpec IP-agpec ceTn HasHayeHus.
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maBa 2 OnucaHne KomaHp,

AprymeHT

Tun

OnucaHue

mask

IP-macka

Macka ceTn HasHa4yeHusi. EcTb aBa cnocoba
BBO/@ Macku: B KAHOHWYECKOM BUae
(Hanpumep, 255.255.255.0) n B Buage
ouToBoON AnVHbI Npedukca (Hanpumep, /24).

host

IP-agpec

IP-agpec y3na HaszHavyeHus1.

default

KntouyeBoe
CIoBO

Wcnonb3ayeTcs Ans 3aaaHnus MapLupyToB Mo
YMOJYaHuHo.

interface

Ctpoka

[MonHoe umsa nHTepdenca unm NCesaoHNM.
YkasblBaeTcs B Ka4eCcTBe HanpaBneHusi
nepenadn NakeToB, eCcriv K MHTepdency
NOAKIMIOYEH KaHan ToYKa-TouKa, He
TpebyoLwuin 4oNoNHUTENLHOM agpecaumm
BHYTpW KaHana.

Ecnu Ha nHTepderice yctaHoBNeH nproputet
interface ip global, mapwpyT nobasnsetcs
B CUCTEMHYIO Tabnuuy TONMbKO B TOM Criyyae,
€CI1 He CyLLIeCTBYET ApYyroro MapLupyTa ¢
TEM e a[JPeCOM HasHauYeHns 1 6oMbLINM
NpUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLpyTtusaTopa B
HenocpeaCcTBEHHO NOAKMIOYEHHOW CETU.
MoxxeT ObITb 3a4aH BMECTE C UMEHEM
uHTepdenca, ecnu Tpebyerca ykasaTb
npuopwuter interface ip global. Ecrin
WHTepdenc He ykasaH, OH onpeaenseTcs
CUCTEMOWN aBTOMAaTUYECKN 13 TeKyLmnx
HacTpoex IP.

auto

KnoueBoe
CIoBO

Mo3Bonser NPUMEHNTb MapLUpyT TOraa,
Korga CtaHeT 4OoCTyneH yKaSaHHblﬁ B HEM
LLUJTHO3.

metric

Llenoe uncno

MeTpuka mapLupyTa. B TekyLlen peanusauum
UrHOPUPYETCS.

Mpumep (config)> ip route default Home
static route added.

2.1.143 ip static

OnucaHue Cospgatb cTaTnyeckyto NpuBA3Ky nokanbHbIX IP-agpecos k rmobanbHbiM. Ecrin
interface unu network COOTBETCTBYET MHTEPAENCY C YPOBHEM BE30NaCHOCTU
public, To 6yaeT BbINONHATLCA TpaHCNAUMS agpeca uctodrmka (DNAT). Ecnu
to-address cooTBeTCTBYET MHTEpPdENCy C ypoBHeM Be3onacHocTu public, To
OyneT BbINOMHATLCA TpaHcnAaumst agpeca HasHadeHuns (SNAT). Homep nopta
TCP/UDP Bcerga paccmaTpmBaeTCsl Kak MOPT Ha3Ha4YeHus!.
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asa 2 OnucaHne KomaHg,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA,
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

Ecnu network cooTBeTCTBYET OQHOMY afpecy, U 9TOT afpec paBeH to-address,
TO Takoe npasuno ByaeT 3anpeLlaTb TPAHCNALMIO yKasaHHOro aapeca, Kotopas
morna 6bl GbITh BbINOMHEHa UCXOAs U3 3aAaHHbIX npasun ip nat.

Mpasuna ip static nmetoT Bonee BbICOKMIA MPUOPUTET MO CPaBHEHUIO C NpaBunaMm
ip nat.

[a
[a
Oa
IP
(config)>  ip static [tcp|udp] («interface|(addresss masks)) ((
«port> through cend-port> (to-address»)|(«port>to-address) [«to-port>])
| cto-address»)
(config)> no ip static [[tcp | udp] (<interface; | («address> tmasks) ) ((
«port>through cend-port, (to-address»)|(«port> to-address, [«to-port>])
| cto-address» )]
AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokon.
CnoBo
udp KntoueBoe UDP npotokon.
CnoBo
interface Nms Nmsa BxogHoro nHtepderica (nomnHoe nmsi
nHTepdenca |nHTepdenca nnn NnCeBAOHUM).
address IP-agpec BmecTe ¢ mackol mask 3agaeT gmManasoH
IP-agpecoB Ha3Ha4eHus1, nognexatumx
TpaHCcAsaUMK.
mask IP-macka Macka guanasoHa TpaHcnauun. EcTe gBa
crnocoba BBOAa Macku: B KAHOHMYECKOM BUae
(Hanpumep, 255.255.255.0) u B BUAEe
BuToBOM ANWHbI Npedukca (Hanpumep, /24).
port Llenoe uncno |Homep nopta TCP/UDP, Ha koTopbI
NPUXoaUT 3anpoc, NoasieXxalluin TpaHCISALMN.
Ecnu He ykasaH, TpaHcnsaums byoet
BbINOSHATBLCS A5l BCEX BXOASLLMX 3arpoCcoB.
end-port Llernoe uncno |OkoH4YaHMe ananasoHa NopToB.
to-address IP-agpec AfOpec HazHa4YyeHus nocne TpaHCAAUuun.
to-port Llenoe uncno |Homep nopta TCP/UDP nocne TpaHcnauun.
Ecnu He ykasaH, NOpT Ha3Ha4YeHusi OcTaeTcs
NPEXHUM.

[MycTb MMeeTCca MapLUpyTU3aTop MexXay «rokanbHOW» ceTbto 172.16.1.0/24
(ypoBeHb 6esonacHocTu private) n «rnobanbHom» ceTbio 10.0.0.0/16 (ypoBeEHb
6esonacHocTn public). Tpebyetca, 4TobbI BCe 3anpockl, NpuxogsaLume Ha
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maBa 2 OnucaHne KomaHp,

«rnobarnbHbIA» MHTEPAENC STOro MapLIpyT13aTopa Ha nopT 80, TpaHCIMPOBanMCh
Ha «JloKanbHbINY» cepBep c agpecom 172.16.1.33. [NocnegosaTenbHOCTbL KOMaHA,
peanuayloLmnx Taky CXemy, MOXeT BbIMMsaaeTb Tak:

interface Home
ip address 172.16.1.1/24
!
interface Internet
ip address 10.0.0.1/16
ip global 1
!
ip nat Home
ip static tcp Internet 80 172.16.1.33 80

2.1.144 ipv6 local-prefix

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

HactpouTb nokanbHbin npedukc (ULA). ApryMeHT MOXET ObiTb OYKBEHHbLIM
npedukcom unu knodesbiv criosom default, KoTopoe aBToMaTnyeckn reHepvpyert
MOCTOSHHbBIV YHUKaNbHbIA NPedUKC.

Oa
Ja

Het

I (config)>  ipv6 local-prefix (default | prefix)

I (config)> no ipv6 local-prefix [default | (prefix; ]

AprymeHT Tun OnucaHue
default Kntouesoe eHepupoBaTb NOCTOSHHbINA YHUKANbHbIN
CNnoBo npedgukc.
prefix Mpedwke JlokanbHbI npeduke (ULA). JomkHo 6biTb
KOppEKTHOe 3HayeHue npedukca B 6noke
fd0O: : /8 c gnnHoM npedumkca He Gonee 48.

(config)> ipv6 local-prefix fd0l:db8:43::/48
ULA prefix saved.

2.1.145 ipv6 name-server

OnucaHue

Hactpoutb IPv6-agpeca cepsepoB DNS. CoxpaHeHHble Taknm obpasom agpeca
Ha3bIBaKOTCA CTAaTUYECKMMMI, B MPOTUBOMONOXHOCTb AMHAMUYECKUM —
3aperncTpupoBaHHbIM cryk6amu PPP vnn DHCP .

KomaHgy ipv6 nhame-server MOXXHO BBOOUTb MHOTOKpaTHO, ecrnim Tpebyetcs
HacTpouTb Heckonbko agpecos DNS-cepsepos.
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asa 2 OnucaHne KomaHg,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

KomaHga ¢ npedukcom no yoansieT ykaszaHHble agpec cepepa DNS n3
CTaTMYECKOro M aKTMBHOMO CMMCKa, ecrnv KoMmaHaa LAaeTcs ¢ apryMeHTamum, nmbo
o4YMmLIaeT CNMCOK CTaTUYEeCKUX aapecoB, eCN KoMaHaa Aaetcsl 6e3 aprymMeHToB.

[a
Oa
Ja

I (config)>  ipv6 name-server address)

I (config)> no ipv6 name-server [ <address> |

AprymeHT Tun OnucaHue

address IPv6-address |Anpec cepBepa MMEH.

(config)> ipv6 name-server 2001:db8::2
added name server 2001:db8::2, domain (default).

2.1.146 ipv6 route

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Hob6asuTb B Tabnuuy mapLupyTUsauum ctaTudeckuin MapLupyT, KOTOpbIN 3agaet
npaswuno nepepayn IPv6-nakeToB Yepes onpedeneHHbIn W3 UM ceTeBomn
nHTEepdenc.

B kauecTBe ceTn Ha3Ha4YeHNs MOXHO yKa3aTb KrtodeBoe cnoso default. B atom
cny4dae OygeT co3gaH MapLUpyT Mo yMOIYaHuHo.

KomaHaa ¢ npeduKkcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Oa
Oa
Oa

I (config)>  ipv6 route («prefix» | default) <interface,

I (config)> no ipv6 route ( «prefix» | default) cinterface,

AprymeHT Tun OnucaHue

prefix Mpedumkc Mpedukc IPV6.

default KntoueBoe Mcnonb3yeTtcs npeduke no yMonyaHuio.
CrnoBo

interface Nms lMonHoe ums nHTepdenca nnm NCeBAOHNM.
NUHTepdenca
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Mpumep (config)> ipv6 route
added name server 2001:db8::2, domain (default).

2.1.147 ipv6 subnet

OnucaHue [ocTtyn Kk rpynne KoMmaH4 nst HACTPOWKM cerMmeHTa nokanbHoun cetu IPv6. Ecnu
CEerMeHT He HalAeH, KOMaHa MbITAETCs ero co3aaTtb.

Mpedukc no Oa
MeHsieT HacTpOWnKu Oa
MHorokpaTtHbii BBog [a

BxoxageHue B rpynny  (config-subnet)

CuHoncuc I (config)>  ipv6 subnet name»
I (config)> no ipv6 subnet [ <name> ]
AprymeHTbl AprymeHT Tvn Onucanue

name CTtpoka Mms nnu nceBgoHNUM NOACETW.

2.1.148 ipv6 subnet bind

OnucaHue MpuBA3aTb NoaceTb K UHTEpPdENCy.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbii BBog  HeTt

Cunoncuce I (config-subnet)>  bind <interface»

I (config-subnet)> no bind [ <interface> ]
AprymeHThI AprymeHT Tun Onucanue

interface Ctpoka MonHoe umsa nHTepdenca nnm NCeBaoHNM.
Mpumep (config-subnet)> bind WifiMaster0/AccessPointl

Interface bound.

2.1.149 ipv6 subnet mode

OnucaHue BbibpaTb pexxmm HacTpOViKK agpecoB 41151 XOCTOB B nogceTu. [locTynHbl ABa
BapuaHTa — dhcp u slaac. [NepBbii BKNtovaeT nokanbHbii DHCPV6-cepBep ¢
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asa 2 OnucaHne KomaHg,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

Lenbio NpUcBoeHnst agpecos, BTopon BktovaeT SLAAC (aBTOKOHGUrypaLmio
agpecos).

[a
Oa

Het

I (config-subnet)>  mode (slaac | dhcp)

I (config-subnet)> no mode (slaac | dhcp)

AprymeHT Tun OnucaHue

slaac KntoueBoe Bkntounts SLAAC (aBTOKOHGUrYpauuio
CI0BO aZipecos).

dhcp Kntouesoe Bkntountb DHCPV6-cepBep.
CrnoBo

(config-subnet)> mode slaac
Mode changed.

2.1.150 ipv6 subnet number

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHTbl

Mpumep

MpucBouTb NoaceTn naeHTUMKaTop, KOTOpLIN ByaeT onpeaensTs Ny6nNnYHbIN
npedukc cermeHTa. iaeHTudpmkatop fomkeH 6biTb YHUKaNbHbIM Cpeaun NoAceETEN.

Oa
Ha
Het
I (config-subnet)>  number )

I (config-subnet)> no number [ > ]

AprymeHT Tun OnucaHue

n Lienoe uncno |YHukanbHbI naeHTudukaTop noacetu.

(config-subnet)> number 3
Number changed.

2.1.151 isolate-private

OnucaHue

3anpeTuTb Nepedayy AaHHbIX Mexay NobbiMyU MHTepdeicamm ¢ ypoBHEM
GesonacHocTu private.

102

Keenetic 4G Il CnpaBo4HUK kKOMaHA




maBa 2 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

2.1.152 known

OnucaHue

Mpedukc no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

21153 Is

OnucaHue

Mpedukc no

MeHsieT HacTpoukm
MHorokpaTHbI BBOJ,

CuHoncuc

KomaHga ¢ npedmkcom no 0OTMEHSIET AeNCTBME KOMaHAbI, pa3peLuas nepegasarb
JaHHble Mexay nHTepdencamm private.

Oa

Oa

Hert

I (config)>  isolate-private

I (config)> no isolate-private

(config)> isolate-private
Applied.

host

Job6aBnTb N3BECTHbIN XOCT.
Oa

Oa

Oa

I (config)>  known host (name» mac»

I (config)> no known host [ mac ]

AprymeHT Tun OnucaHue
name Crpoka MNpoun3sonbHOoe NMsA XocTa.
mac MAC MAC-agpec xocTa.

(config)> known host 123 4C:0F:6E:4B:3C:BA

Core: :KnownHosts: new host

"123" has been created.

BbiBeCTM Ha akpaH cn1cok barnoB B yka3aHHON OMPEKTOPUM.

Het
Het

Het

I (config)> s [directory]
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AprymeHTbI

Mpumep

2.1.154 more

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIli BBOA

CuHoncuc

AprymeHT

Tun

OnucaHue

directory

Ctpoka

MyTb kK nanke. [NyTb JOMKEH coaepXxaTb UMS
¢annoBon CUCTEMbI N HENOCPEACTBEHHbIN
nyTb K Nanke B cnegytowem gopmare <file
system>:<path>. Mprumepbl hannosbix
cuctem — flash, temp, proc, usb, etc.

(config)> 1s temp:

Het
Het

Het

I(conﬁg)>

rel: temp:

entry, type = R:

name:
size: 107

entry, type = D:
name: db

entry, type = D:
name: dhcpb6c
entry, type = R:
name: TZ
size: 6
entry, type = R:
name: passwd
size: 128
entry, type = D:
name: dnscache
entry, type = D:

name: mnt
entry, type = D:
name: tmp
entry, type = D:
name: ppp
entry, type = D:
name: lib
entry, type = D:
name: run

more «filename>

resolv.conf

BbiBecTM Ha aKpaH cogepXnumoe TEKCTOBOro dpanna nocTpoyHo.
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AprymeHTbI

Mpumep

2.1.155 ntp

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHT Tun OnucaHue

filename File name lMonHoe nms darna nnu NCeBLoHUM.

(config)> more temp:resolv.conf
nameserver 82.138.7.15

nameserver 82.138.7.251

nameserver 82.138.7.130

options timeout:1 attempts:3 rotate

Hoctyn k HacTponke NTP-knneHTa.

KomaHaa ¢ npedukcom no copacbkiBaeT HacTponku NTP-knMeHTa B HACTPONKM
Mo YMOMN4YaHuIo.

Ja
Het

Het

| (config)>  ntp

I (config)> no ntp

2.1.156 ntp server

OnucaHue

Mpedoumkec no
MeHsieT HacTpouKu
MHorokpaTHbIli BBOA

CuHoncuc

AprymeHTbI

Mpumep

[o6aBuTb B cnmcok HoBbi NTP-cepBep. MoxHo fobaBuTtb He Gonee 8
NTP-cepBepos.

KomaHga ¢ npedmkcom no ygansiet NTP-cepsep 13 cnucka. Ecnu BeinonHnTh
komaHgy 6e3 aprymeHTa, T0 BeCb cnucok NTP-cepBepoB OyAeT OUYULLIEH.

Ha
[a
Oa

I (config)>  ntp server <host)

I (config)> no ntp server [ host ]

AprymeHT Tun OnucaHue

host CTtpoka Agpec NTP-cepsepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.
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2.1.157 ntp sync-period

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

HasHaunTb nepuog CMHXpPOHM3aLUMKM BpeMeHu. Mo ymonyaHuio ncrnonb3yercs
3Ha4yeHune 1 Hegens.

KomaHfa ¢ npeduKcom no yCTaHaBNMBAET BPEMSA CUHXPOHU3ALIMM MO YMOSYaHMIO.
[a
[a

Het

I (config)>  ntp sync-period (time>

I (config)> no ntp sync-period

AprymeHT Tun OnucaHue

time Llernoe uucno |Bpemsi cuHxpoHusaumm, B muHyTax. Moxet
nNpuMHUMaTb 3HavyeHne ot 60 MuHyT go 1
mecsua.

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

2.1.158 ping-check profile

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA
BxoxpeHue B rpynny

CuHoncuc

AprymeHTbl

HocTtyn k rpynne koMang 4ns HacTporikm BbibpaHHoro npoduns Ping Check. Ecnn
npodunb He HaMaeH, KOMaHAa neiTaeTca ero co3gartb. KomaHga ¢ npedmkcom
no yaansiet npoduns Ping Check.

[a
Oa
[a
(config-pchk)

I (config)>  ping-check profile name>

I (config)> no ping-check profile (name;

AprymeHT Tun OnucaHue

name Crtpoka Nmsa npodmns. Cnnmcok AOCTYMHbIX NS
BblOOpa npodmnen MOXXHO YBUAETb BBEAS
komaHgy ping-check profile ?.
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2.1.159 ping-check profile host

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.160 ping-check profile max-fails

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

HasHaunTb agpec unm uma yganeHHoro xocta ang TeCTupoBaHus.

Het

Ja

Het

| (config-pchk)>

host chostname»

AprymeHT

Tvn

OnucaHue

hostname

MNmsa xocta

Wmsa unn agpec yganeHHoro xocTta.

(config-pchk)> host 8.8.8.8

PingCheck: :Profile: profile "TEST" uses host 8.8.8.8 for testing.

YkasaTb Konn4ecTBO NocrnegoBaTerbHbIX HeY4a4yHbIX 3anpoCoB K yaaneHHoOMY
XOCTY, MO AOCTWXKEHMNIO KOTOPOIro MHTEPHET Ha UHTepdence cumTaeTcs
oTcyTcTBylOWMM. Mo ymonyaHuio ncnonb3yetcd 3HadyeHne 5. KomaHga ¢
npedrKCOM NO yCTaHaBNMBaeT 3Ha4YEeHNe No YMOMYaHMIO.

Oa
Ja

Het

| (config-pchk)>

I (config-pchk)> no max-fails

max-fails ccount

AprymeHT

Tun

OnucaHue

count

Llenoe uncno

KonunyecTBo HeyaauHbIx 3anpocoB. MoxeT
NpuHMMaThL 3Ha4YeHns1 B Npegenax oT 1 o
10 BKNIOYMTENBHO.

(config-pchk)> max-fails 7
PingCheck: :Profile: profile "TEST" uses 7 fail count for »
disabling interface.
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2.1.161 ping-check profile mode

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

YctaHoButb pexxum Ping Check. o ymonyaHuio yCTaHOBMNEHO 3Ha4YeHme icmp.
KomaHga ¢ npedmnkComM no yCTaHaBNMBAET 3HAYEHME MO YMONMYAHUIO.

Ja

Ja

Het

I (config-pchk)>  mode (icmp | connect)

I (config-pchk)> no mode

AprymeHT Tun OnucaHue
icmp Kniouesoe TectTupoBaHue JOCTYNHOCTM yAaneHHoro
CnoBo xocTa byaer ocyLecTBnATLCA NOCPEACTBOM
otnpasku emy ICMP-echo request (ping).
connect Kntouesoe TecTupoBaHue JOCTYNHOCTM yAaneHHoro
CnoBo xocTa ByaeT ocyLecTBNATLCA NOCPeaCTBOM
ycTaHoBku TCP-noaknoyeHnst Ha 3agaHHbIN
nopT.

(config-pchk)> mode connect
PingCheck::Profile: profile "TEST" uses connect mode.

2.1.162 ping-check profile port

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

Mpumep

YKasaTtb NopT Ans NOAKMYEHMS K yaaneHHOMY XOoCcTy. HacTpolika nmeet CMbICh
npu pexxume Ping Check connect (komanga ping-check mode).

Het

[a

Het

I (config-pchk)>  port <number)

AprymeHT Tun OnucaHue

number Llenoe uncno |Homep nopra.

(config-pchk)> port 860
PingCheck: :Profile: profile "TEST" uses port 80 for testing.
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2.1.163 ping-check profile timeout

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

YcTaHOBWTbL MakcUMarnbHOe BPeEMS OKAaHUs OTBETA yAaneHHOro XocTa Ha Of4MH
3anpoc B cekyHgax. 1o ymonyaHuto ncnone3yetcs 3HadyeHne 1. KomaHga ¢
npedUKCOM NO YCTaHaBNMBAET 3HAYEHME MO YMOMYaHMUIO.

Oa
Oa
Het
I (config-pchk)>  timeout (time)

I (config-pchk)> no timeout

AprymeHT Tun OnucaHue

time Llenoe uncno (Bpems oxugaHus B cekyHgax. Moxert
npUHUMaThb 3Ha4yeHns ot 1 go 10
BKITHOYMTENBHO.

(config-pchk)> timeout 4
PingCheck: :Profile: profile "TEST" timeout is changed to 4 »
seconds.

2.1.164 ping-check profile update-interval

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHThI

Mpumep

YcTaHOBUTL NEePUOANYHOCTL BbINONHEHMS NpoBepok Ping Check B cekyHaax.

Het

Ja

Het

I (config-pchk)>  update-interval (time>

AprymeHT Tun OnucaHue

time Llenoe uucno |Mepuoa o6HoBneHust B cekyHaax. Moxet
nNpuHUMaTh 3HayYeHus ot 3 o 3600
BKITHOYMTENLHO.

(config-pchk)> update-interval 60
PingCheck: :Profile: profile "TEST" interval is changed to 60 »
seconds.
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2.1.165 ppe

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BkntounTtb Bnok O6pabotku MNMaketos (PPE).
Oa

Ja

Het

I (config)>  ppe

I (config)> no ppe

(config)> ppe
PPE enabled

2.1.166 pppoe pass

OnucaHue

Mpedoukec no

MeHsieT HacTpOMKHM
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

BkniounTb OyHKLMIO CKBO3HOTO nponyckaHusa. MoxHo BeecTy 4o 10 nokanbHbIX
ceteBbix y3rnoB. KomaHga ¢ npedrkcoM no oTKNYaeT hyHKUuIO.

Ja
Ja
Het

Ethernet

I (config)>  pppoe pass through «from <to»

I (config)> no pppoe pass through

AprymeHT Tun OnucaHue

from Nwms HavanbHbIn MHTepderic.
nHTepdenca

to Nms KoHeuHbIl nHTEepdelic.
UHTepdenca

(config)> pppoe pass through Home ISP
PPPoE pass-through enabled.

2.1.167 service dhcp

OnucaHue

Bkntounte DHCP-cepBep. Ecnu gnsa 3anycka cny0bl HE4OCTaTOYHO HACTPOEK
(cm. ip dhep pool), cnyxba He BygeT oTBeyaTb No cetn. Kak TonbKO HacTpoek
CTaHeT 4OoCTaTo4HO, cry6a BKMYMTCA aBTOMaTUYECKM.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

KomaHaa ¢ npedukcom no octaHaBnmBaeT Cryxoy.
[a
Oa

Het

I (config)>  service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.

2.1.168 service dhcp-relay

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

Bkntountb peTtpaHcnaTop-DHCP. Ecnin gnst 3anycka cnyx0bl HeAOCTaTOYHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxba He Byger oTBeyaTb MO ceTh. Kak ToNbKO HAaCTpPOEK CTaHET OCTAaTO4HO,
cnyx6a BKMOYMUTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
[a
Oa

Het

I (config)>  service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

2.1.169 service dns-proxy

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Bkntounts DNS-npokeu cepeep. KomaHga ¢ npedurkcoM no octaHaBnmeaeT
cnyxoy.

Ja
Ja

Het

I (config)>  service dns-proxy

I (config)> no service dns-proxy
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Mpumep

(config)> service dns-proxy
DNS proxy enabled.

2.1.170 service http

OnucaHue

Mpedukc no
MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,

CuHoncuc

Mpumep

Bkntounts HT TP-cepBep, KOTOpbI NpeaocTaBnaeT nosb3oBaTesto
Web-nHTepdenc gns HacTponkn yctponctea. KomaHga ¢ npedumkcom no
OCTaHaBnMBaEeT CNyxoby.

Oa
[a
Hert
I (config)>  service http

I (config)> no service http

(config)> service http
HTTP server enabled.

2.1.171 service igmp-proxy

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

Bkntountb IGMP-npokcu. [ina pabotbl crny6bl HE00X0AMMO HanMymne OgHOro
nHTepdgenca upstream n xotst 6bl ogHoro uHTepdenca downstream. Ecrnv gns
3anycka cnyx06bl He4OCTaTOYHO HACTPOeK, OHa He ByaeT paboTaTb. Kak Tonbko
HaCTpOeEeK CTaHeT AOCTaTO4HO, cny>|<6a BKJTHOUYNUTCA aBTOMaATU4YECKW.

KomaHga ¢ npedukcom no octaHaBnmBaeT Cryxoy.
Da
Oa

Het

I(Conﬁg)> service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy
IGMP proxy enabled.

2.1.172 service ntp-client

OnucaHue

Mpedukc no

Bkntountb NTP-knueHT. KomaHaa ¢ nperMkcoM no ocTaHaBNUBAET CryxXoOy.

Ja
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MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config)>  service ntp-client
I (config)> no service ntp-client
Mpumep (config)> service ntp-client

NTP client enabled.

2.1.173 service telnet

OnucaHue KomaHga 3anycka cepBepa telnet, koTopbIn NpegocTaBnseT nofnb3oBaTento
nHTepenc komaHgHOM CTPOKN ANs HACTPONKK ycTporcTBa. KomaHga ¢ npedmkcom

Nno oCTaHaBNMBaeT Cryxoy.
Mpedukc no Oa
MeHsieT HacTpouKu Oa

MHorokpaTHbii BBog  Hert

Cunoncue I (config)>  service telnet
I (config)> no service telnet
Mpumep (config)> service tel

Telnet server enabled.

2.1.174 service udpxy

OnucaHue BkntounTb cnyx6y udpxy. KomaHaa ¢ npedrkcoM No ocTaHaBNMBAaET Cryxoy.
Mpedukc no Oa
MeHsieT HacTpouKu Oa

MHorokpaTHbI BBog  Hert

CuHoncue I (config)>  service udpxy
I (config)> no service udpxy
Mpumep (config)> service udpxy

Udpxy: :Manager: a service enabled.
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2.1.175 service upnp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

2.1.176 show

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
BxoxaeHue B rpynny

CuHoncuc

BkntounTb cnyxby UPnP. KomaHaa
Oa
Oa

Het

I (config)>  service upnp

I (config)> no service upnp

C NpedVKCOM NO OCTaHABIMBAET CIYXOY.

,D,OCTyI'I K rpynne KOMaHg ana npocMoTpa OnarHocTn4eckom I/IHd)OpMaLI,MI/I [0}
cucteme. Bece komaHabl 3TON rpynnbl HE UBMEHAKT CUCTEMHbIE HaCTpOﬁKM.

Het
Het
Het

(show)

I (config)>  show

2.1.177 show access

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb nonb3oBaTenbCkMi 4OCTYN K nanke Ha USB-ycTpolicTie.

Het
Het

Het

I (show)>  access «directory>

AprymeHT Tun

OnucaHue

directory CTtpoka

MyTb kK nanke Ha USB-ycTponcTee.

(show)> access PENDRIVE:doc

user:
name: admin
assigned: write
effective: write
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exists: yes
user:
name: test
assigned: read
effective: read
exists: yes
2.1.178 show associations
OnucaHue MokasaTtb cnucok 6ecnpoBOAHbIX CTAHLMIA, CBSA3AHHbIX C TOUKOM gocTyna. Ecnn

BbINOMHUTbL KOMaHAy 6e3 aprymeHTa, TO BECb CMMCOK 6eCnpoBOAHbLIX CTaHLUIA
Oyner BbiBeEH Ha 3KpaH.

Mpecduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

Tun uHTepdeinca Access Point
Cunoncue I(shom0> associations [ (name» ]
AprymeHTbI AprymeHT Tun OnucaHue
name Ctpoka HasBaHue Toukun goctyna. Cnncok JoCTynHbIX
Ansi Bblbopa Todek 4oCTyna MOXHO YBUAETb
BBeOs KomaHay associations ?.
MNpumep (show)> associations GuestWiFi
station:
mac: 10:0b:a9:2f:d7:d0
ap: 1
authenticated: 1
txrate: 54
station:
mac: a0:88:b4:40:9c:98
ap: 1
authenticated: 1
txrate: 54
2.1.179 show channels
OnucaHue MokasaTb CNMCOK AOCTYMHbIX KAHAMNOB Ha paano-uHTepgence. [JocTymnHble KaHanbl

onpeaensioTcsa 3Ha4YeHmeM country - code Ans gaHHoro HTepdgeica.

Mpedouke no Het

MeHsieT HacTpouKu Het
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MHorokpaTHbii BBog  Hert

Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

2.1.180 show clock date

OnucaHue
Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

Radio

I(shomo> channels cinterface»

AprymeHTr Tun OnucaHue

interface Nms HasBaHue paguo-nHtepdenca. Cnmcok
nHTEepdpenca |OOCTYNHbIX ANs BbIbopa pagno-nHTepdencos

MOXHO yBUAEeTb BBeasd komaHdy channels
?.

(show)> channels WifiStation0

channels:

channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:

OCoo~NOOU B WNBE

10
11
12
13

Core::Configurator: done.

MNokasaTtb TeKyLwee CUCTEMHOE BpeEMHA.

Het
Het

Het

| (show)>

clock date

(show)> clock date

date:
weekday:
day:
month:
year:

24

2012
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hour: 23
min: 50
sec: 6
msec: 275
dst: inactive
tz:
locality: Moscow
stdoffset: 14400
dstoffset: -1

2.1.181 show clock timezone-list

OnucaHue
Mpecduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(shom0>

Mpumep

[NokasaTb CAMCOK OOCTYMHbIX YAaCOBbIX NMOACOB.

clock timezone-list

(show)> clock timezone-list

timezones:
tz:

locality:
stdoffset:
dstoffset:

tz:

locality:
stdoffset:
dstoffset:

tz:

locality:
stdoffset:
dstoffset:

tz:

locality:
stdoffset:
dstoffset:

tz:

locality:
stdoffset:
dstoffset:

Adak
-36000
-32400

Aden
10800
-1

Almaty
21600
-1

Amsterdam
3600
7200

Anadyr
43200
-1
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2.1.182 show dot1x

OnucaHue

Mpedoumke no

MeHsieT HacTPOMKH
Tun nHtepdpenca
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

MokasaTtb cocTosiHue knuneHta 802.1x Ha nHTepdence. [1ns BO3MOXHOCTH
ynpaenenunsa coctosHmem knmeHTa 802.1x Ha nHTepderice gormkHa ObiTb
HaCTpOEeHa aBTopU3aumsa Npy noMoLm rpynnbl komaHg, interface authentication

Het
Het
Ethernet

Het

I (show)> dotlx|[interface]

AprymeHT Tun OnucaHue

interface Nms HaseaHue nHTepdelica Ethernet. Cnncok
nHTepdpenca |QoCTynHbIX 4Ns Bbibopa MHTEPENCOB
MOXHO yBUAeTb BBeas komaHay dot1x 2.

(config)> show dotlx ISP
dotlx:
id: Switch@/VLAN2
state: CONNECTING

Core::Configurator: done.

2.1.183 show drivers

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

MokasaTb CNMCOK 3arpy>KeHHbIX ApaniBepPoB sapa.
Het
Het

Het
I (show)>  drivers

(show)> drivers

module:
name: rt2860v2 sta
size: 546736
used: 0
subs: -
module:
name: rt2860v2 ap
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size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

2.1.184 show ftp

MokasaTb goMallHWe KaTanoru nonb3oBatenei, uMmetoLLmx Ter ftp.

OnucaHue
Mpedumkec no
MeHsieT HacTpOMKu
MHorokpaTHbIi BBOA,

CuHoncuc

Mpumep

Het
Het

Het

I (show)>  ftp
(show)> ftp

enabled:
permissive:

user:

name:
root:
path:

user:

name:
root:
path:

yes
yes

554192
2

rndis host
5024
0

dwc_otg
68416

m

1344

1

dwc_otg, [permanent]

admin
ELY/
/tmp/mnt/E//

torrent

Core::Configurator: done.
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2.1.185 show interface

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb faHHble YKadaHHOro nHTepderica. Ecnu BeINONHUTEL KOMaHay 6e3
aprymeHTa, TO BECb CMMCOK CETEBbIX HTEPhencos OyaeT BoiBEAEH Ha IKpaH.

Het
Het
Het

P

I (show)>

interface name,

AprymeHT

Tvn

OnucaHue

name

Ctpoka

MonHoe ums nnn NncesgoHUM NMHTepdeinca,
NHdopmaLmo o KoTopom TpebyeTcs
oTObpasnThb.

Mpumep 2.1. MpocMOTp COCTOSAHUA NOPTOB KOMMYyTaTOopa

KomaHga show interface BbiBOAUT pasnuyHyo MHGOOPMALMIO B 3aBUCUMOCTM OT
TMna uHTepdenca. B yactHocTH, Ang kommyTtaTopa Switch@ oHa noMMmo obLwmx
cBeJeHUn NoKasbIBaeT TeKylllee COCTosiHME PU3NYECKUX NOPTOB, CKOPOCTb U

aynnekc.

config)> show interface Switch®

index: 0
type: Switch
description:

state: up

link: up

port, index = 1:
link: up
speed: 100M

duplex: full

port, index = 2:
link: down
speed:
duplex:
port, index = 3:
link: down
speed:
duplex:
port, index = 4:
link: down
speed:
duplex:
port, index = 5:
link: up
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speed: 100M
duplex: full

2.1.186 show interface channels

OnucaHue
Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHThbI

Mpumep

lMokasaTb faHHble O KaHanax ykazaHHOro 6ecrnpoBOAHOIO MHTepdenca.

Het
Het
Het

Radio

I (show)>

interface name> channels

AprymeHT

Tun

OnucaHue

name

Ctpoka

MonHoe nms nnn NnceegoHUM NHTepdenca,
WHopmaLmio 0 KoTopoMm TpebyeTca
oTo6pasnThb.

(show)> interface WifiMaster® channels

channels:

channel, index =
number: 1

ext-40-above: yes

ext-40-below: no

channel, index =
number: 2

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 3

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 4

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 5

ext-40-above: yes

ext-40-below: yes

channel, index =

0:

5:
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number: 6
ext-40-above: yes
ext-40-below: yes

channel, index = 6:
number: 7
ext-40-above: yes
ext-40-below: yes

channel, index = 7:
number: 8
ext-40-above: yes
ext-40-below: yes

channel, index = 8:
number: 9
ext-40-above: yes
ext-40-below: yes

channel, index = 9:
number: 10
ext-40-above: yes
ext-40-below: yes

channel, index = 10:
number: 11
ext-40-above: yes
ext-40-below: yes

channel, index = 11:
number: 12
ext-40-above: yes
ext-40-below: yes

channel, index = 12:
number: 13
ext-40-above: no
ext-40-below: yes

Core::Configurator: done.

2.1.187 show interface mac

OnucaHue
Mpedukc no
MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

Tun nntepcpenca

122

OTtobpaxaet Tabnmuy MAC-agpecoB KoMMyTaTtopa.
Het
Het
Het

Switch
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CuHoncuc

AprymeHThI

Mpumep

I (show)>  interface (names mac

AprymeHT Tun

OnucaHue

name CTtpoka

MonHoe nms nnn NncesgoHUM NHTepdeinca,

MHpopMaLIMIo O KOTOPOM TpebyeTcs

oTObOpasnTb.

(show)> interface Switch0 mac

Port MAC Aging
1 20:6a:8a:1a:58:e9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00:fc 7

2.1.188 show interface rf e2p

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThI

Mpumep

MokasaTb Tekylllee CooepXXMMOe BCeX S4Yeek KanubpoBOYHbIX AaHHbIX.

Het
Het
Het

Radio

I (show)>  interface <name> rf e2p

AprymeHT Tun

OnucaHue

name Ctpoka

[MonHoe umsa nHTepdenca unm NCeBaoHNM.

(show)> interface WifiMaster0® rf e2p

[0x0000]:5392 [0x0002]
[0x0008]:042B [0Xx000A]
[0x0010]:0000 [0x0012]
[0x0018]:0001 [0x001A]
[0x0020]: FFFF [0x0022]
[0x0028]:43EC [0x002A]
[0x0030]:758E [0x0032]
[0x0038]:FFFF [0x003A]
[0x0040]:88CC [0x0042]
[0x0048]:0000 [0x004A]
[0x0050]:FFFF [0x0052]
[0x0058]1:1011 [0Ox0O5A]
[0x0060]:1111 [0x0062]
[0x0068]1:1313 [0x006A]

10103
15392
15392
:FF6A
:FFC1
:04F6
14301
:012D
:FFFF
:0000
11111
11010
11211
11413

[0x0004] :
11814
11814
[0x001C] :
19201
10528
[0x0034] :
: FFFF
: FFOA
[0x004C] :
11111
11010
[0x0064] :
11414

[0x000C]
[0x0014]

[0x0024]
[0x002C]

[0x003C]
[0x0044]

[0x0054]
[0x005C]

[0x006C]

43EC

0213

FF22

0000

1212

[0x0006] :
:8001
10000
[0x001E] :
: FFFF
: FFFF
[0x0036] :
: FAD9
10000
[0X004E] :
11111
11010
[0x0066] :
12264

[0Xx000E]
[0x0016]

[0x0026]
[0x002E]

[0x003E]
[0x0046]

[0x0056]
[0Xx005E]

[0x006E]

04F6

FFFF

0025

FFFF

1312
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[0x0070]:00F1 [0x0072]:1133 [0x0074]:0000 [0x0076]:FC62
[0x0078]:0000 [0x007A]:0000 [0x007C]:0000 [O0xO07E]:0000
[0x0080]:FFFF [0x0082]:FFFF [0x0084]:FFFF [0x0086]:FFFF
[0x0088]:FFFF [0x008A]:FFFF [0x008C]:FFFF [OxO08E]:FFFF
[0x0090] : FFFF [0x0092]:FFFF [0x0094]:FFFF [0x0096] :FFFF
[0x0098]:FFFF [0x009A]:FFFF [0x009C]:FFFF [OxO09E]:FFFF
[0XO00A0]:FFFF [0x00A2]:FFFF [0x00A4]:FFFF [Ox00A6]:FFFF
[0XO00A8]:FFFF [0x00AA]:FFFF [OxO0OAC]:FFFF [OxO0AE]:FFFF
[0x00BO]:FFFF [0x00B2]:FFFF [0x00B4]:FFFF [0x00B6]:FFFF
[0x00B8]:FFFF [0x00BA]:FFFF [0x00BC]:FFFF [Ox00BE]:FFFF
[0x00CO]: FFFF [0x00C2]:FFFF [0x00C4]:FFFF [0x00C6]:FFFF
[0x00C8]:FFFF [0x00CA]:FFFF [0x00CC]:FFFF [OxO0CE]:FFFF
[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0OGDA]:FFFF [0x00DC]:FFFF [OxOO0DE]:6666
[OXOOEQ] : AAAA [0OxOOE2]:6688 [0OxO00E4]:AAAA [OxO0E6]:6688
[OXOOE8]:AAAA [OxOOEA]:6688 [OxO0EC]:AAAA [OxOOEE]:6688
[0XO00FO]:FFFF [0x00F2]:FFFF [Ox00F4]:FFFF [Ox00F6]:FFFF
[0XO00F8]:FFFF [0x00FA]:FFFF [0xO0OFC]:FFFF [OxOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [Ox010E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [O0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO]:FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [0x01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
[0XO1EQ]:FFFF [0x01E2]:FFFF [Ox01E4]:FFFF [Ox01E6]:FFFF
[0xO01E8]:FFFF [OxO1EA]:FFFF [OxO@1EC]:FFFF [OxO1EE]:FFFF
[0x01FO]:FFFF [0x01F2]:FFFF [Ox01F4]:FFFF [Ox01F6]:FFFF
[0xO01F8]:FFFF [0x01FA]:FFFF [0x01FC]:FFFF [OxO1FE]:FFFF
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2.1.189 show interface stat

OnucaHue [NokasaTb CTaTUCTUKY NO MHTEPJIENCY.
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncue I(shom0> interface (name> stat
AprymeHTbI AprymeHT Tun Onucanue
name Crtpoka MonHoe umsa nHTepdenca nnm NCEBLOHNM.
Mpumep (show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0

2.1.190 show interface wps pin

OnucaHue Mokasate WPS PIN Toukm goctyna.
Mpedukec no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert
Tun nntepcpenca WiFi

Cunoncuc I (show)>  interface <name> wps pin

AprymeHThI

AprymeHT Tun OnucaHue

name CTtpoka lMonHoe umsa uHTepdenca unm NCesaoHNM.
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Mpumep

(show)> interface AccessPoint wps pin

pi

n: 60180360

2.1.191 show interface wps status

OnucaHue
Mpedukc no
MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHThbI

Mpumep

MokasaTtb ctatyc WPS Touku goctyna.

Het
Het
Het

WiFi

I(shom0> interface name» wps status

AprymeHT

Tun OnucaHue

name

Ctpoka [MonHoe umsa nHTepdenca unm NCeBaoHNM.

(show)> interface AccessPoint wps status

wp
confi
S
dire

2.1.192 show ip arp

OnucaHue
Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIli BBOA

CuHoncuc

Mpumep

S:
gured:
tatus: active

ction: send
mode: pbc
left: 113

OtobGpaxaeT cogepxnmoe kewa ARP.

Het
Het

Het
I (show)> iparp

(show)> ip arp

IP

MAC

Interface

192.168.75.209
82.135.72.150
192.168.75.106

9c:b7:0d:91:e7:31
00:0e:0c:09:db:60
88:53:2e:5e:07:1d

Home
ISP
Home
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192.168.75.201
192.168.75.203
10.10.30.34
192.168.75.203
192.168.75.211
82.138.72.163
192.168.75.200
192.168.75.204
82.138.72.129

7c:61:93:
00:19:d2:
a0:88:b4:
7c:61:93:
00:26:c7:
34:51:c9:
60:d8:19:
4c:0f:6e:
00:30:48:

2.1.193 show ip dhcp bindings

OnucaHue

Mpedumkec no
MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.194 show ip dhcp pool

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku

eb:6c:77
48:d6:dc
40:9c:98
ee:88:67
4a:e0:16
c6:53:cf
cb:1b:36
4b:3c:ba
89:b5:9f

Home

Home
GuestWiFi
Home

Home

ISP

Home

Home

ISP

MokasaTtb ctatyc DHCP-cepBepa. Ecnu BbINONHWUTL kKOMaHAay 6e3 aprymeHTa, 10

BECb CMMCOK BblaeneHHbIX |P ans Bcex nynos 6yaeT BbiBeAeH Ha aKpaH.

Het
Het

Het

I(shom0> ip dhcp bindings [ «(pool> ]

AprymeHT

Tun

OnucaHue

pool

Ctpoka

Mmsa nyna.

(show)> ip dhcp bindings WEBADMIN

lease:

ip: 192.168.15.211

mac: 00:26:c7:4a:e0:16

expires: 289
hostname:

lease:

ip: 192.168.15.208

lenovo

mac: 00:19:d2:48:d6:dc

expires: 258

hostname: evo

MokaszaTtb nHcopmMaumio 06 onpeaeneHHom nyne. Ecnu BbinonHWTbL kKoMaHay 6e3
aprymeHTa, To MHGopMaLws 060 Bcex nyrax cucTemMbl OyaeT BbiBeieHa Ha aKpaH.

Het

Het
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MHorokpaTHbii BBog  Hert

CunHoncuc

AprymeHTbl

Mpumep

I(shom0> ip dhcp pool [ <poo s ]

AprymeHT Tun OnucaHue

pool Ctpoka Nmsa nyna.

(show)> ip dhcp pool 123

pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0
router, default
lease, default
state: down
debug: no

yes: 0.0.0.0
yes: 25200

2.1.195 show ip name-server

OnucaHue

Mpedukc no

MeHsieT HacTpoukm

MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

128

OTo6pasuTb cnncok Tekywnx agpecos DNS-cepBepoB B nopsiake yobiBaHus
npuopuTeTa.

Het
Het

Het
I(shom0> ip name-server

(show)> ip name-server

server:
address: 82.131.72.251
domain:
global: no

server:
address: 82.131.72.15
domain:
global: no

server:
address: 82.132.76.130
domain: zydata.ru
global: yes
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2.1.196 show ip nat

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb Tabnuuy TpaHCNSALUMN CeTeBbIX aapecoB.

2.1.197 show ip route

OnucaHue
Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

Het

Het

Hert

I (show)>  ip nat [tcp]

AprymeHT Tun OnucaHue

tcp Kniouesoe Tonbko 3anvcu ¢ Tunom TCP 6yayT

CrnoBo BblBeOEeHbl Ha 3KpaH.
(show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1

tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16

tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0

udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

OTobpaxaeT TekyLyo Tabnuuy MapLupyTusauum.

Hert

Het

Het
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CuHoncuc

AprymeHTbl

Mpumep

(show)> ip route[sort (interface|gateway|destination)(ascending
| descending) ]

AprymeHT Tun OnucaHue

sort KntoueBoe 3anvcy Tabnuupbl MapLUpyTM3auumn npu
CrnoBo BbIBOAE Ha 3KpaH OyayT ynopsigoyeHsbl.

ascending Kntouesoe 3anucu Tabnuubl MmapLipyTusauumn byaoyT
CrnoBo ynopsaodeHsbl Mo BO3pacTaHuio.

descending KntoueBoe 3anvcm Tabnuupbl MapLipyTusauum 6yayTt
CnoBo ynopsiodeHbl No yobIBaHUIO.

interface KntoueBoe CopTupoBka 3anvcen bygeT ocyllecTBrneHa
CNnoBo Nno UMeHN nHTepdenca.

gateway KntoueBoe CopTtupoBka 3anucen 6ygert ocyLlecTBneHa
CrnoBo no agpecy Lnto3a.

destination Kntouesoe CopTupoBka 3anucen bygeT ocyLlecTBneHa
CnoBo no agpecy HazHa4yeHus

(show)> ip route sort destination ascending

Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0

2.1.198 show ipv6 addresses

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku

lMokasaTb cnncok Tekywux IPv6-agpecos.

Het

Het

MHorokpaTHbii BBog  Hert

CuHoncuc

Mpumep

I (show)>

ipv6 addresses

(show)> ipv6 addresses

address:
address: 2001:db8::1
interface: ISP

130

Keenetic 4G Il CnpaBo4HUK kKOMaHA



maBa 2 OnucaHne KomaHp,

valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite

2.1.199 show ipv6 prefixes

OnucaHue NokasaTb cnncok Tekywux IPv6-npedukcos.
Mpecduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(Sh0M0> ipvé prefixes

Mpumep (show)> ipv6 prefixes

prefix:
prefix: 2001:db8::/64
interface: ISP
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd3c:4268:1559::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd0l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite

2.1.200 show ipv6 routes

OnucaHue MokasaTb cnncok Tekywmux IPv6-mapLupyToB.
Mpedukc no Het
MeHsieT HacTpouku Het
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MHorokpaTHbii BBog  Hert

Cuuoncue I(shom0> ipv6 routes
Mpumep (show)> ipv6 routes
route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd0l:db8:43::/64
gateway: ::
interface: Home
2.1.201 show last-change
OnucaHue MokasaTb KTO U KOrga BHOCWI U3MEHEHMNS B HACTPOWKM NOCNEAHUN pas.
Mpedukc no Het
MeHsieT HacTpouKu Het

MHorokpaTHbIi BBog  Hert

Cunoncue I (show)>  last-change
Mpumep (show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT
agent: cli
2.1.202 show log
OnucaHue MokasaTb cofepXMmoe CUCTEMHOTO XypHarna (3anucu, KOTopble COXpaHUIUCh B

upmknnyeckom Bydpepe), a Takke HOBbIE 3anNUCK NO Mepe WX NocTynneHns. Komanaa
paboTaeT B pOHOBOM pexume, TO eCTb 40 NPUHYANUTENBHOW OCTaHOBKM
nonb3oBaTenem no Haxatuio [Ctrl]+[C].

Mpedukc no Het
MeHsieT HacTpoMnKu Het

MHorokpaTHbii BBog  Hert
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CuHoncuc I(Sh°“0> log
Mpumep (show)> log
Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1) had

2.1.203 show netftfilter

OnucaHue MokasaTb MHopmauuio o paboTe ceTeBoro skpaHa. Heobxogmumo ans
obecrneyeHunst yaaneHHoN Texnoaaepku

Mpecduke no Het
MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert

deauthenticated.

CuHoncue I(shom0> netfilter

2.1.204 show ntp status

OnucaHue lNokasaTb cuctemMHble HacTponkn NTP .
Mpedukc no Het

MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(shom0> ntp status
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Mpumep

2.1.205 show ping-check

OnucaHue

Mpedomkec no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

(show)> ntp status

status:

elapsed: 168141
server: 2.pool.ntp.org

synchronized: yes

Mokasatb uHpopmaumto o npocdune Ping Check. Mpn ncnonb3oBaHUM KOMaHAbI
6e3 aprymeHTa BbIBOAATCA AaHHble 060 BCex Npodnnsx.

Het

Het

Het

I(shom0> ping-check [ (profile name>]
AprymeHT Tun OnucaHue
profile _name Ctpoka HassaHue npodung.

(show)> ping-check

pingcheck:

profile:

host:
port:

max-fails:

timeout:

mode:

interface:

TEST
8.8.8.8
80

7

1
connect

ISP

fail count: 0

status: pass

pingcheck:

profile:

mode:

pingcheck:

2.1.206 show printers

OnucaHue

profile:

mode:

TEST1
icmp

TEST2
icmp

lNokasaTb cnmncok NPUHTEPOB B CUCTEME.

134

Keenetic 4G Il CnpaBo4HUK kKOMaHA



maBa 2 OnucaHne KomaHp,

Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

Cunoncuce I(shom0> printers
Mpumep (show)> printers
printers:

printer: Canon MF8300C Series

2.1.207 show running-config

OnucaHue [NokasaTb TekyLme HaCTPONKN, KOTOpble CoaepXuT dhann
system: running-config, TOYHO TakK e, KaK 370 AenaeT koMaH4a more

Mpedoukec no Het
MeHsieT HacTpouKu Het
MHorokpaTHbii BBog  Hert

CuHoncuc I (show)>  running-config

Mpumep (show)> running-config
I $$$ Model: ZyXEL Keenetic
I $$$ Version: 2.0
I $$$ Agent:
I $$$ Last change: Fri, 13 Jul 2012 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipvé4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipvé4.netfilter.ip conntrack udp timeout 60
set net.ipvé4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
clock timezone Moscow
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|

access-list WEBADMIN ISP
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permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
!
isolate-private
dyndns profile ABCD
!
dyndns profile WEBADMIN
type dyndns
!
interface SwitchO
port 1
mode access
access vlan 3
!
port 2
mode access
access vlan 1

wrr
up

!

interface Bridge0
name Home
description "Home network"
inherit Switch0/VLAN1
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up

!

interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up

!

interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up
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|
ip route 82.138.7.141 ISP auto
ip route 82.138.7.132 ISP auto
ip route 82.138.7.27 PPTPO auto
ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home
|
ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi
|
ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:
ip nat Home
ip nat GuestWiFi
ipv6 subnet Default
bind Home
number 0
mode slaac

05 1.1.1.1
06 1.1.1.2

ipv6 local-prefix default
no ppe
upnp lan Home
torrent
rpc-port 8090
peer-port 51413
|
user admin
password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp
|
user test
password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly
|
service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp
cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive
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2.1.208 show self-test

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

[MokasaTb COBOKYMHYH MHpOPMaLIMIO O CUCTEMHOW akTUBHOCTU. Heobxoanumo
ansa obecneveHns yganeHHoN TeXNoaaepKu.

Het
Het

Het

I (show)>  self-test

2.1.209 show site-survey

OnucaHue

Mpedoumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbIli BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb gocTynHblIe BeCnpoOBOAHbIE CETU.
Het
Het
Het

Radio

I (show)>  site-survey (name>

AprymeHT Tun OnucaHue

name Ctpoka MonHoe umsa nHTepdenca unm NCeBaoHNM.
Cnuncok gocTynHbIX Ans Beldopa
UHTEepdEeNCoB MOXHO YBNAETL BBEAA
KomaHay site-survey ?.

(show)> site-survey WifiStation0

ESSID MAC Ch  Rate Q
ZyXEL Keenetic 00:23:f8:5b:d3:f5 11 300Mbit/s 100
NDM Systems, Inc. 00:23:f8:5b:d3:f4 11 300Mbit/s 100
NATS 40:4a:03:b4:5d:18 4 54Mbit/s 34

2.1.210 show skydns profiles

OnucaHue
Mpedomkc no
MeHsieT HacTpouku

MHorokpaTHbI BBOA

BbiBecTu cnvcok npodunen SkyDNS.
Het
Het

Het
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Cunoncuce I(shom0> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main

token: 821766297
profile:
name: Kids
token: 840106815

SkyDns::Client: Profile list is loaded.

2.1.211 show skydns userinfo

OnucaHue MHdopmaums nonb3osatens SkyDNS.
Mpecduke no Het
MeHsieT HacTpoMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I (show)>  skydns userinfo

Mpumep (config)> skydns userinfo

plan:
name: Premium
code: PREMIUM

SkyDns::Client: SkyDNS info is loaded.

2.1.212 show system

OnucaHue [NokasaTb obLlee COCTOsAHWE CUCTEMBI.

OCHOBHbIe CBeeHUA O COCTOSIHUU CUCTEMbI

©® 3arpyska LeHTpanbHOro npoueccopa, B NpoLeHTax.

® VHdopmauusa o 3aHATOM M UMEIOLLENCS B HanM4mMm namsTu, B kunobanTax.
© VHdopmauusa o6 ucnonb3oBaHum canna nogkadku, B knnobantax.

O Bpewms paboTbl cMCTEMBI C MOMEHTa 3anycka, B CeKyHaax.

Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Het
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Cunoncuce I(shom0> system
Mpumep (config)> show system
hostname: Undefined
domainname: WORKGROUP
cpuload: 0 O
memory: 13984/28976 @
swap: 0/0 ©
uptime: 153787 O
2.1.213 show tags
OnucaHue MokasaTb OOCTYMNHbIE MONb30BATENbCKNE METKN.
Mpedumkc no Het
MeHsieT HacTpoOMnKu Het
MHorokpaTHbii BBog  Hert
CuHoncuc I(shom0> tags
Mpumep (show)> tags
tag: cli
tag: readonly
tag: printers
tag: cifs
tag: http
tag: ftp
tag: torrent
2.1.214 show upnp redirect
OnucaHue MokasaTe UPnP npasuna TpaHcnsaumm noptos. Ecnn BeINonHWUTL kKomaHay 6e3

apryMmeHTa, To BeCb CNMCOK npaBwui TpaHCcnAaunn 6y/:|,eT BblBEEH Ha 3KpaH.

Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert
Tun nHtepcpenca IP

CuHoncuc I(shom0>

upnp redirect [( (tcp | udp) cinterfaces ¢port>) | <index ]
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AprymeHThI AprymeHT Tun OnucaHue
tcp KntoueBoe Mpasuna TCP npotokona 6yayT BbiBEAEHbI
CnoBo Ha 3KpaH.
udp Kntouesoe Mpaeuna UDP npoTtokona 6yayT BbiBEAEHbI
CnoBo Ha 3KpaH.
interface Ctpoka [MpaBuna ¢ ykasaHHbIM UMeHeM UHTepdenca
OynyT BbIBEOEHbI HAa SKPaH.
port Llenoe uucno |(lMpaBuna ¢ yka3aHHbIM nopTom 6yayT
BbIBEAEHbI HA 3KPaH.
index Lienoe uucno |MNpaBuno ¢ ykaszaHHbIM NOPSAKOBLIM
HOMepoM OyAeT BbIBEOEHO Ha 3KpaH.
MNpumep (show)> upnp redirect udp ISP 11175
entry:
index: 1
interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
packets: 0
bytes: 0

2.1.215 show usb

OnucaHue MokasaTb cnucok USB-ycTponcTs.
Mpedukec no Het
MeHsieT HacTpouku Het

MHorokpaTHbI BBog  Hert

CuHoncuc

I (show)>  usb

Mpumep (show)> usb

device:
name:
label:

subsystem:

device:
name:
label:

subsystem:

device:
name:

12F6-312F:
PENDRIVE
storage

6912894d-56al1-4632-9521-dbdc8ab5c53d:
EXT3
storage

4FCC-A585:
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2.1.216 show version

OnucaHue
Mpedukc no
MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

2.1.217 skydns assign

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHTbl

label: FAT32

subsystem: storage

device:
name: 226F1
label: NTFS

14C088FC43D:

subsystem: storage

MokasaTb BEpCHIO MUKPOMPOrpamMMbl.

Het
Het

Het

I (show)>

version

(show)> version

12

release: v2.00(BFW.3)B7
date: 20 Jun 20
arch: mips
manufacturer:

vendor: ZyXEL
series: Keenetic
model: Keenetic

hw _revision: A

device: Keenetic

ZyXEL Communications Corp.

series

class: Internet Center

HasHaunTb TokeH ansa xocta (MAC-agpeca).

Ja
[a
Oa

I(conﬁg)>

skydns assign ( mac» <tokens | <token)

I(conﬁg)> no skydns assign [ mac> ]

AprymeHT

Tvn

OnucaHue

mac

MAC-agpec

MAC-agpec, KOTOPOMYy Ha3Ha4YaeTCs TOKEH.
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2.1.218 skydns enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

Mpumep

AprymeHT

Tun

OnucaHue

token

Llenoe uncno

MaeHTuduKaumMoHHbI HOMep anst
duneTpytoLero npoduns.

Bkntountb cnyx6y SkyDNS.

[a
[a

Het

I (config)>

skydns enable

I (config)> no skydns enable

(config)> skydns enable
SkyDns::Client: SkyDNS is enabled.

2.1.219 skydns login

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

2.1.220 skydns password

OnucaHue

Mpedukc no

HasHaunTb normH ansa yvetHom 3anncu SkyDNS. Mpedukc no cbpackbiBaeT Bce
HACTPOWKM YY4ETHOM 3anuncu.

Ja
Da

Het

I (config)>

I (config)> no skydns login

skydns login <login [ (password) ]

AprymeHTr Tun OnucaHue
login Ctpoka JlornH yyetHowm 3anncn SkyDNS.
password Ctpoka Maponb y4eTHom 3anucu SkyDNS.

(config)> skydns login test_user 1234

HasHauuTb naponb ans ydetHon 3anucu SkyDNS.

Da
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MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config)>  skydns password (password»
I (config)> no skydns password
AprymeHThI AprymeHT Tun OnucaHue
password Ctpoka Maponb y4eTHom 3anucu SkyDns.
Mpumep (config)> skydns password 7654
2.1.221 system
OnucaHue HocTyn k rpynne koMang 4N HaCcTPOWKK rrnobanbHbIX NapamMeTpoB.
Mpedukc no Het
MeHsieT HacTpomnKu Het

MHorokpaTHbii BBOog  Hert
BxoxpaeHue B rpynny  (system)

CuHoncuc I (config)>  system

2.1.222 system button

OnucaHue HacTpouTb KHOMKKM Ha Kopnyce YCTPOMCTBA Ha BbINOMHEHWE ONpeaerneHHbIX
aevicteuin. KomaHga ¢ npedrkcoM no OTMEHSAET HacTPOWKY.

Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbI BBog  Hert

CuHoncuc (system)>  button (RESET | WLAN | FN)

on (click | double-click | hold)
do (FactoryReset | UnmountAll | Reboot |
DlnaDirectoryRescan | DlnaDirectoryFullRescan |
TorrentAltSpeedToggle | TorrentClientStateToggle |
WpsStartMainAp | WpsStartGuestAp | WpsStartAllMainAp |
WpsStartMainAp5 |
WifiToggle | WifiGuestApToggle)

| (system)> no button (RESET | WLAN | FN)
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AprymeHThI AprymeHT Tun OnucaHue
RESET KnioueBoe |HactpamBaemas kHonka — CBPOC.
CnoBo
WLAN KnioyeBoe |HactpanBaemas kHonka — WLAN.
CrnoBo
FN KnioyeBoe |HacTtpavBaemas kHonka — FN.
CnoBo
click KnioueBoe |HacTpanBaemoe gencTBne — KOpPOTKOE
CnoBo Haxarue.
double-click KnioyeBoe |HacTpamBaemoe fenctene — OBOWHOE
CrnoBo HaxaTwe.
hold KnioyeBoe |HacTpamBaemoe gencrene —
CNoBo yaepkaHve 3 cekyHabl.
FactoryReset KnioueBoe |HasHauyaemas dyHKUMS — BO3BpaT K
CnoBo 3aBOACKMM HaCTpOWMKaMm.
UnmountAll KnioyeBoe |HasHavyaemas gyHKLmA — GesonacHoe
CnoBo n3BreyYeHne QUCKOB.
Reboot KnioyeBoe |HasHavaemas dyHKUMS — nepesarpyska.
CrnoBo
DlnaDirectoryRescan |KnioueBoe |HasHavyaemas dyHKLUUSA — NOUCK HOBbIX
CnoBso mMeamnadannos.
DlnaDirectoryFullRescan|KnioueBoe |HasHayaemas pyHKLMA — nonHoe
CNnoBo nepeckaHMpoBaHne meguadannos.
TorrentAltSpeedToggle|KnioueBoe |HasHavyaemas yHKUMS — peXMUM
CNoBo yepenaxu B BitTorrent-knnexTte
(HeobxoamM yCTaHOBMNEHHbIA KOMMOHEHT
BitTorrent-knueHT Transmission).
TorrentClientStateToggle|KntoueBoe |HasHavyaemasi yHKUNS —
CnoBso BKIOMEHME/BbIKIIOMEHNE
BitTorrent-knnexTa (Heobxoanm
YCTaHOBIEHHbIA KOMMOHEHT
BitTorrent-knneHT Transmission).
WifiToggle KnioueBoe |HasHavaemas dyHKUNS —
CNoBO BKoYeHue/BbIknodeHne cetn Wi-Fi.
WifiGuestApToggle KnioyeBoe |HasHavyaemas dyHKUNS —
CnoBo BKITHOYEHWE/BBIKITHOYEHNE FOCTEBON CETU
Wi-Fi.
WpsStartGuestAp KnioueBoe |HasHavaemas pyHkums — 3anyck WPS
CIoBo ans rocreon cetn Wi-Fi (Heobxogumo
Hanu4ve BKINIOYEHHOW rOCTEBOWN CETU
Wi-Fi).
WpsStartMainAp KnioueBoe |HasHauaemas pyHkums — 3anyck WPS
CrnoBo ansa Todkum goctyna 2,4 Iy, (Heobxoammo
Hanuuve BKNYEeHHoON GecnpoBogHoOM
Toukn goctyna 2,4 wu).
WpsStartAllMainAp KnioueBoe |HasHauaemas pyHkums — 3anyck WPS
CnoBo ansa 6ecnpoBoAHbIX TOYKEK gocTtyna 2,4
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Mpumep

AprymeHT Tun OnucaHue
n 5 Iy (Heobxoanmo Hanuume
BKITOMEHHbIX 6eCnpoBOAHbIX TOYEK
goctyna 2,4 n 51Tw).
WpsStartMainAp5 KntoueBoe |HasHavaemas pyHkumst — 3anyck WPS
CIoBO ans Toukm goctyna 5 My, (Heobxogumo

Hanu4ne BKNOYeHHON 6ecnpoBogHOM
Toukm goctyna 5 I'u).

(system)> button WLAN on double-click do WifiGuestApToggle
"WLAN/double-click" handler set.

Peripheral: :Manager:

2.1.223 system clock date

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

YCTaHOBUTb CUCTEMHbIE narty n BpemMs.

Het

[a

Het

I (system)> clock date (date-and-time)

AprymeHT

Tvn

OnucaHue

date-and-time

Ctpoka

Tekywine nata v Bpems B opmate DD MM
YYYY HH:MM:SS.

(system)> clock date 18 07 2012 09:52:33
System date and time has been changed.

2.1.224 system clock timezone

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

YcTaHoBUTbL YacoBowm Nosic cuctembl. KomaHga ¢ Flpe(bVIKCOM no yCtaHaBnmeaeT

YacoBoW nosic No ymonyanuo (GMT).

[a
Oa

Het

I (system)>  clock timezone (locality,

I (system)> no clock timezone <locality,
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AprymeHTbI

Mpumep

AprymeHT

Tun

OnucaHue

locality

Ctpoka

HasBsaHue ropoga, 0603Ha4aroLLero YacoBom
rnosc.

(system)> clock timezone Dublin
the system timezone is set to "Dublin".

2.1.225 system configuration factory-reset

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA

CuHoncuc

Mpumep

2.1.226 system configuration save

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

BoccTaHOBUTL 3aBOACKME HACTPOMKUN ANSt BCEX PEXUMOB.

Het

Ja

Het

I (system)>

configuration factory-reset

(system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »

defaults.

CoxpaH NTb CUCTEMHbIE HaCTp0I7I KW.

Het

Oa

Het

I (system)>

(system)> configuration save

Saving configuration.

2.1.227 system domainname

OnucaHue

Mpedukc no

MeHsieT HacTpourku

configuration save

IMNpuceouTb cucteme goMmeHHoe ums. KomaHga ¢ npedumkcom no yaanser

JOMEHHOe NMS.

Oa
Ja

MHorokpaTHbIi BBog  Her
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CuHoncuc

AprymeHThl

Mpumep

I (system)>  domainname <domain,

I (system)> no domainname

AprymeHT Tun

OnucaHue

domain Ctpoka

[lomeHHoe nmsi.

(system)> domainname zydata

Domainname saved.

2.1.228 system hostname

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

YCcTaHOBUTb CUCTEMHOE UMS XocTa. KomaHga ¢ npedukcom no yctaHaBnvBaeT
3Ha4yeHVe No YMOI4aHuio, 3aB1CSLLLEE OT HA3BaHWS MOAENN.

Mms xocTa ncnonb3yetca Ang naeHTndukaumm yana B cetu. 3to Heobxoammo
Ansa obecnedyeHns paboTbl HEKOTOPbLIX BCTPOEHHbIX crnyx6, Takmx kak CIFS.

Ja
Ja

Het

I (system)>  hostname chostname,

I (system)> no hostname

AprymeHT Tun

OnucaHue

hostname CTtpoka

Mimsa xocTta cuctemsl.

(system)> hostname zyxel

Hostname saved.

2.1.229 system mount

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA,

CuHoncuc

Mogxntounte USB-ycTporicTBo. KomaHaa ¢ npeduKCoM No OTKIH0YaET YCTPOMCTBO.
[ns oToGparkeHNs NOAKIIOYEHHbBIX YCTPONCTB MCMNonb3ynTe komaHay show usb.

Oa
Het

Het

I (system)>  mount (filesystem
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AprymeHThI

Mpumep

I (system)> no mount «filesystem

AprymeHT Tun OnucaHue

filesystem CTtpoka HasBaHue gannoson cuctemsl ans
NOAKMIOYEHNS/OTKNIOYEHUS.

(system)> mount 9430B54530B52EDC:
Filesystem mounted

2.1.230 system reboot

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

BbinonHuTb nepesarpysky cuctembl. Ecnv ykazaH napametp, nepesarpyska
BbINOMHWTCS 3anfaHMPOBaHO Yepes 3afaHHbli MHTepBan B cekyHpax. KomaHaa
C NPedMKCOM NO OTMEHSIET 3anflaHMPOBaHHyto nepesarpy3ky. icnonb3oBaHne
KOMaHZbl NMPU yXXe YCTaHOBINEHHOM TaliMepe 3aMeHsIeT CTapoe 3HavyeHue Talvepa
HOBbIM.

Wcnonb3oBaHue 3annaHMpoBaHHON nepesarpysku yaobHo B TOM cryyae, koraa
OCYLLECTBMAETCA yaaneHHoe yrnpasneHne yCTPOWCTBOM, 1 Monb3oBaTento
Hen3BecTeH a(PEKT OT NPUMEHEHMS KakX-NMBOo komaHa. V13 onaceHns notepsAtb
KOHTPOMb Haj YCTPOMCTBOM MOMb30BaTENb MOXET BKMIOYUTL 3aMnaHUupOBaHHYo
nepesarpysky, kotopasi cpaboTaeT Yepes 3afaHHblit MHTepBan BpemeHn. Cructema
BEPHETCA B NepBoHaYanbHOe COCTOAHME, B KOTOPOM OHa CHoBa ByaeT AoCTynHa
Mo ceTu.

[a
Het

Het

I (system)>  reboot [ interval ]

I (system)> no reboot

AprymeHT Tun OnucaHue

interval Llenoe uucno (MHTepBan, Yepes KOTOPbI BbIMNOMHUTCSA
3annaHuMpoBaHHas nepesarpyska. Ecnu He
yKasaH, nepesarpyska BbIMNONHUTCA
HeMe[eHHO.

(system)> reboot 20
Rebooting in 20 seconds.
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2.1.231 system set

OnucaHue YCTaHOBUTb 3Ha4YE€HUE yKa3aHHOIO CUCTEMHOIO NapameTpa N COXpaHuTb
N3MeHeHNs B TEKYLLMX HacTporkax. Komanga ¢ npedukcom no BosspaLlaeT
napameTpy 3HadeHue, KOTopoe ObINIo YCTAHOBMAEHO MO YMONYaHuio, 4O NEPBOro

N3MEHEHMUS.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

Cunoncue I (system)>  set <name» cvalue»
I (system)> no set <name>
AprymeHThI AprymeHT Tun OnucaHue
name Ctpoka NpoeHTudukaTop cuctemHoro napaMmeTpa
value Crpoka HoBoe 3Ha4eHue cnuctemHoro napameTpa
Mpumep (config)> system

(system)> set net.ipv4.ip_forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipv4.netfilter.ip conntrack udp_ timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
!

(config)>

2.1.232 telnet

OnucaHue HocTtyn k rpynne komang ang ynpasneHus Telnet-cepsepom.
Mpedukc no Het

MeHsieT HacTpouKu Het
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MHorokpaTHbIN BBOA,
BxoxpaeHue B rpynny

CuHoncuc

Het

(config-telnet)

I (config)>  telnet

2.1.233 telnet port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

HasHaunTb nopt Ans telnet-coeanHenns. MNMpeduke no yctaHaBNMBaeT HOMEP
nopTa B 3Ha4YeHune No ymonyaHuio. o ymonyaHuio ncnonb3yeTcs Homep nopra
23.

Ja
Oa

Het

I (config-telnet)>  port <number;

I (config-telnet)> no port

AprymeHT Tun OnucaHue

number Llenoe uucno [Homep nopta. MoxeT npuHMUMaTh 3Ha4eHus

B npeaenax ot 1 go 65535 BknoynTENBHO.

2.1.234 telnet session max-count

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb MakCcMmMarbHOE Y1UCro OAHOBPEMEHHbIX ceccun and
telnet-coeguHeHns. MNpedurkc no ycTtaHaBnmMBaeT KONUMYECTBO CECCum no
YMOJ14aHUIO. Mo YMOJ1HaHUIO NCNOJ1b3YIOTCA MAaKCUMYM 4 ceccun OAHOBpPEMEHHO.

Ja
Da

Het

I (config-telnet)>  session max-count <count,

I (config-telnet)> no session max-count

AprymeHT Tun OnucaHue

count Llenoe yncno |MakcumarnbHoOe YMcno ogHOBPEMEHHbIX
ceccuii. MoxXeT NpuHMMaTh 3HaYeHns B

npeaenax ot 1 oo 4 BKAYUTENBHO.

(config-telnet)> session max-count 2
Telnet::Server: the maximum session count set to 2.
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2.1.235 telnet session timeout

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO,

CunHoncuc

AprymeHThl

Mpumep

2.1.236 tools

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

YCcTaHOBUTb BpEMS CyLLIECTBOBaHUS HeEAKTUBHOW ceccumn an4 telnet-coeguHeHus.
MNpedukc no yctaHaBnNuBaeT TarMmayT No ymonyaHuio. 1o ymonyaHuio Tanmayt
paBeH 0, YTO 3HAYUT YTO PYHKLIMST OTCIIEXNBAHMSA aKTUBHOCTU BHYTPU CECCUMN
OTKIOYEHa.

Oa
[a
Het
I (config-telnet)>  session timeout (timeout»

I (config-telnet)> no session timeout

AprymeHT Tun OnucaHue

timeout Llernoe uncno |Bpewms cyLiecTBoOBaHNS HEAKTUBHOW CECCUN.
MoxeT npuHMMaTh 3Ha4eHus B guanasoHe
ot 5 oo 2321 CeKyHA BKMOYMTESNBHO.

(config-telnet)> session timeout 6
Telnet::Server: a session timeout value set to 6 seconds.

[ocTyn Kk rpynne KkoMaHg, Anst TECTMPOBaHMS CUCTEMHOM cpeabl.
Het
Het
Het

(tools)

I (config)>  tools

2.1.237 tools arping

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbI BBO,

OencTtBrne komaHabl aHaNorM4yHo kKomaHae tools ping, HO B OTnMyMe OT Heé
paboTtaet Ha BTopoM ypoBHe mogenu OSI u ucnonssyet npotokon ARP.

Het
Het

Het
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Cunoncuce (tools)> arping(address> source-interface «source-interface[count
«count>][wait-time wait-times ]
AprymeHThI AprymeHT Tun OnucaHue
address IP-agpec OnpawwnBaembin IP-agpec.
source-interface|KnioyeBoe KntoyeBoe cnoso, Nocne KoToporo
CnoBo yKasblBaeTCs UM MHTEpdenca-ncTouHnKa
3anpocos.
source-interface|Amsa Mmsa nHTepdenca-ncTodHnKa 3anpocos.
UHTepdenca
count Krtovesoe KntoueBoe cnoBo, nocne KoToporo
CNnoBo yKa3blBaeTCs KONMYeCTBO 3anpoCoB.
count Llenoe uucno (Konunyectso 3anpocos. Ecnu He ykasaHo,
KomaHga bygeT pabotaTb 4O NpepbiBaHMSA
nonb3oBaTenem.
wait-time KntoueBoe KntoueBoe cnoBo, nocne KoToporo
CNnoBo yKa3blBaeTCs MakcMMarbHOe Bpemsi
oXuaaHusa oTBeTa.
wait-time Llernoe uucrno |MakcumaribHoe BpeMs OXuaaHus oTBeTa,
yKa3blBaeTCHd B MUIIIIMCEKYHOAX.
Example (tools)> arping 192.168.15.51 source-interface Home count 4 »

wait-time 3000

Starting the ARP ping to "192.
ARPING 192.168.15.51 from 192.

168.15.51". ..
168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.

Sent 4 probes,

Process terminated.

2.1.238 tools ping

OnucaHue

received 2 responses.

OTtnpaeuTb 3anpockl Echo-Request npotokona ICMP ykazaHHOMY y3ny ceTu 1

3adpmkeumpoBaTb noctynatowme otBeTel Echo-Reply. Bpems mexay otnpaskou
3anpoca u nonyyeHmem oteseTa Round Trip Time (RTT) nossonseT onpegensatb
OBYCTOPOHHME 3a4epXXKN MO MapLUPYTY U 4YacToTy NoOTepu NakeToB, TO eCTb
KOCBEHHO onpeAensaTb 3arpyXeHHOCTb Ha KaHanax nepefayv JaHHbIX U
NPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcyTcTBre ICMP-0TBETOB MOXET Takke 03Ha4yaTh, YTO yAANEHHbIN y3en
(Mnn Kakon-NMBo 13 NPOMEXYTOYHbIX MapLIpyTM3aTopoB) onokmpyet ICMP
Echo-Reply nnu urHopupyet ICMP Echo-Request.

Mpedukc no Het
MeHsieT HacTpoMnKu Het
MHorokpaTHbii BBog  Hert

Keenetic 4G Il CnpaBo4YHUK kOMaHA

153




asa 2 OnucaHne KomaHg,

CuHoncuc

AprymeHThI

Mpumep

I (tools)>  ping chost [ count ccounts ][ size (packetsize]

AprymeHT Tun OnucaHue
host CTtpoka OomeHHoe nmsa nnm IP-agpec xocra.
count KnioueBoe KnioyeBoe cnoso, Nocne KoToporo
CnoBo yKasblBaeTcs konnyecTtso 3anpocos ICMP
Echo.
count Llenoe uucno |Konnuectso 3anpocos ICMP Echo. Ecnu He

YKa3aHo, KoMmaHaa 6y,1:|,eT pa60TaTb 0o
npepbiBaHUA NONb3oBaTenem.

size Kntouesoe KnoueBoe cnoBo, Nocrie KoToporo
CNnoBo yKasblBaeTcs pa3mep nonsi gaHHbix ICMP
Echo-Request.

packetsize Llenoe uucno |Pasmep nons gaHHbix ICMP Echo-Request
B 6anTax. Mo ymonyaHuio — 56, 4YTO BMECTe
C 8-6anToOBbLIM 3arorioBKOM 3ajaeT pasmep
ICMP-naketa — 64 Gawra.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

2.1.239 tools ping6

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbI BBOA

OTtnpaeuTtb 3anpockl Echo-Request npotokona ICMPV6 yka3aHHOMY y3ny ceTu
1 3acbmkcmpoBatb noctynarlme oreetol Echo-Reply. Bpems mexay otnpaskon
3anpoca u nonyvyeHunem oreeta Round Trip Time (RTT) no3sonseT onpenensito
OBYCTOPOHHME 3a4epXXKN MO MapLUPYTY U 4YacToTy NOTepu NakeToB, TO eCTb
KOCBEHHO onpeensaTb 3arpyXeHHOCTb Ha KaHanax nepefayv JaHHbIX U
NPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcyTcTBue ICMPV6-0TBETOB MOXET TakKe O3HaYaTb, YTO yOanEHHbIV
y3en (Unun Kakon-nmbo 13 NPOMEXYTOYHbIX MapLupyTusatopoB) 6nokupyet ICMP
Echo-Reply nnu urHopupyet ICMP Echo-Request.

Het
Het

Het
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Cunoncuce I (tools)>  ping6 chost> [ count «county ][ size (packetsize) ]
AprymeHTbI AprymeHT Tun OnucaHue
host CTtpoka OomeHHoe nmsa nnu IPv6-agpec xocTta.
count KnioueBoe KnioyeBoe cnoso, Nocne KoToporo
CnoBo yKasblBaeTcs konu4yecTtso 3anpocos ICMPVv6
Echo.
count Llenoe uucno |Konnyectso 3anpocos ICMPv6 Echo. Ecnu
He ykasaHo, komaHga byaet pabortatb 40
npepbiBaHKs NOMb3oBaTeNEM.
size KrtoveBoe KntoueBoe cnoBo, nocne KoToporo
CNnoBo yKasblBaeTcs pa3mep nons gaHHbix ICMPv6
Echo-Request.
packetsize Llenoe uucno |Pa3mep nonga aaHHbix ICMPv6 Echo-Request
B 6anTax. Mo ymonyaHuio — 56, 4YTO BMECTe
¢ 8-6aMTOBLIM 3arorioBKOM 3aaeT pa3mep
ICMPv6-naketa — 64 GaiTa.
Mpumep (tools)> ping6 fd4b:f12b:5d59:0:1108:4407:b772:20cd count 3 size »

100

Sending ICMPv6 ECHO request to »

fd4b: f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1l, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

2.1.240 udpxy

OnucaHue [ocTyn Kk rpynne KkoMaHg, Ans HACTPONKN NapamMeTpoB udpxy.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert
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BxoxpaeHue B rpynny

CuHoncuc

(udpxy)

I (config)>  udpxy

2.1.241 udpxy buffer-size

OnucaHue

Mpedoumkec no
MeHsieT HaCTPOWKHM
MHorokpaTHbIW BBOA

CuHoncuc

AprymeHTbl

Mpumep

YctaHoBUTb pasmep bydepa udpxy. 3HaueHne no ymondaHmto — 2048. KomaHga
¢ npedukcom no cbpackiBaeT pa3mep bydepa B 3Ha4eHME MO YMONYaHMIO.

Oa
Oa
Het
I (udpxy)>  buffer-size(size;

I (udpxy)> no buffer-size

AprymeHT Tun OnucaHue

size Llenoe uucno |Pa3wvep Oydepa B 6ariTax. 3HaueHne JormkHO
ObITb B NpomexyTke [1;1048576].

(udpxy)> buffer-size 500
Udpxy::Manager: a buffer size set to 500 bytes.

2.1.242 udpxy buffer-timeout

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

YcTaHoBUTL TaiiMayT ANs XpaHeHus AaHHbIX B Bydepe udpxy. 3HadyeHre no
yMon4yaHuio — 1. KomaHga ¢ npecukcom no cbpacbiBaeT TaMayT B 3HaYeHne
Mo YMOJTHaHWIO.

Oa
Oa
Het
I (udpxy)>  buffer-timeout «timeout»

I (udpxy)> no buffer-timeout

AprymeHT Tun OnucaHue

timeout Llernoe uncno |3HayeHve TarimayTa B cekyHAax. 3HadeHue
OOIMKHO ObITb B NpoMexyTke [-1;60]. -1 —
HeorpaHMyeHHbIN TamayT.
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Mpumep

(udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.

2.1.243 udpxy interface

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

Cesi3atb udpxy c ykaszaHHbIM UHTepdencom. o ymonyaHuio npuesiaka He
HacTpOeHa 1 UCMONb3yeTcs TeKyLLee NogknodYeHne K uHTepHety. KomaHga c
npedrKCOM NO BO3BPALLAET 3HAYEHME MO YMOSTYAHWIO.

Ha
Oa
Het
I (udpxy)>  interface cinterface»

I (udpxy)> no interface

AprymeHT Tun OnucaHue

interface Nms MonHoe ums nHTepderca nnm NCEBAOHNM.
nHTepcenca |Cnmcok JOCTyNHbIX ANns Bbibopa
NHTEPEeNCoB MOXHO YBUAETL BBEAS
komaHgy interface ?.

(udpxy)> interface ISP
Udpxy: :Manager: bound to Switch@/VLAN2.

2.1.244 udpxy port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Ykasatb nopt gnsa HTTP-3anpocoB. 3HavyeHne no ymonyaHuio — 4022. KomaHga
¢ npedMKCOM no BO3BpaLLaeT 3Ha4YeHMEe No yMO4aHuIo.

Oa

Ja

Het

I (udpxy)>  port port>

I (udpxy)> no port

AprymeHT Tun OnucaHue

port Llernoe uucno |Homep nopta. 3HavyeHne JOmKHO BbiTb B
npomexyTke [0;65535].

Keenetic 4G Il CnpaBo4YHUK kOMaHA

157




asa 2 OnucaHne KomaHg,

Mpumep

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.

2.1.245 udpxy renew-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

Mepurop Bo30GHOBNEHUS MOANUCKUA HA MYIBTUKACT-KaHan. 3HayeHue no
yMon4aHuio — 0, To eCcTb NoAnvcka He Bo306HOBNsieTcs. KomaHaa ¢ npedunkcom
No BO3BpaLLAET 3Ha4YeHne No yMon4aHuio.

Oa

Oa

Het

I (udpxy)>  renew-interval <renew-interval»

I (udpxy)> no renew-interval

AprymeHT Tun OnucaHue

renew-interval |Llenoe uncno |lNepvnoa BO30OHOBNEHNSI NOAMNNCKN B
cekyHaax. 3HavyeHue JoImKHO ObITh B
npomexyTke [0;3600].

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

2.1.246 udpxy timeout

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

YcTaHOBUTb TaiMayT coeavHeHus. 3HadeHne no ymon4yaHuio — 5. KomaHga ¢
npedUKCOM NO BO3BPALLAET 3HAYEHME MO YMOMYaHUIO.

Oa
Oa
Het
I (udpxy)>  timeout (timeout)

I (udpxy)> no timeout

AprymeHT Tun OnucaHue

timeout Llenoe uncno |3HayeHune TarimayTa B cekyHAax. 3HayeHune
[OIMKHO BbITb B NpomMexyTke [5;60].
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Mpumep

(udpxy)> timeout 10
Udpxy: :Manager: a stream timeout set to 10 sec.

2.1.247 upnp forward

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbl

[o6asnTtb UPnP nepeHanpaensaowee npasuno. KomaHaa ¢ npedukcoMm no
yoansieT npaBuo U3 cnmcka.

Oa
Oa
Ja
P

I (config)>

I (config)> no upnp

upnp forward (tcp | udp) [ interface]address» port,

forward [ <index> | ((tcp | udp) <address» <port»)]

AprymeHT Tun OnucaHue
tcp KntoueBoe [ob6aBuTb/yaanutb NpaBuIo AN npomokosna
CrnoBo TCP.
udp KntoueBoe [ob6aeuTb/yganutb NpaBumio ang rnpomokorsa
CnoBo UDP .
interface Crtpoka Byner nobasneHo npasuno Ans ykasaHHoro
uHTepdenca.
address IP-agpec Bynert nobasneHo/yganeHo npaBumo ans
ykasaHHoro IP-agpeca.
port Llernoe uucno |bynet nobaeneHo/yganeHo npaBmnio Ans
yKa3aHHOro nopra.
index Llenoe uucno |byaet yganeHo npaBumno ¢ ykasaHHbIM
NnopsiAKOBbIM HOMEPOM.

2.1.248 upnp lan

OnucaHue

Mpedoumkc no

MeHsieT HacTpOMnKu
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

YkasaTb LAN-nHTepdelric Ha koTopom 3anyLleHa cryxba UPnP.

Oa
[a
Het

P

I (config)>

upnp lan cinterface;
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AprymeHTbI

Mpumep

I (config)> no upnp lan

AprymeHT

Tun

OnucaHue

Interface

Ctpoka

MonHoe ums nHTepderca nnm NCEBAOHNM.
Cn1cok JocTynHbIX Ans Bbibopa
NHTEPENCOB MOXHO YBUAETL BBEAS
KomaHay upnp lan ?.

(config)> upnp lan PPTPO

using LAN interface: PPTPO.

2.1.249 upnp redirect

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

[o6aeutb npaeuno TpaHcnsaumm UPnP nopta. KomaHga ¢ npedukcom no yganset
npaBuno 13 cnucka. Ecnu BeINnoOnHUTL kKOMaHay 6e3 aprymeHTa, TO BECb CMMCOK
npaeun OygeT OuULLIEH.

Oa
[a
Ha
P

| (config)>  upnp

to-port]

I (config)> no upnp

redirect (tcp | udp) cinterfaces <ports <to-address, [

redirect [and forward |[<index | ((tcp | udp) ports)]]

AprymeHT Tun OnucaHue
tcp Kntouesoe [ob6aBuTb/yganuTe NpaBuno Ang npoTokona
CNnoBo TCP.
udp KntoueBoe [o6aBnTb/yaanvTb NpaBumo Anst npoTokona
CNnoBo UDP.
Interface Crtpoka Byner nobaeneHo npaBumo Ans ykasaHHoOro
WMHTepdenca.
port Llenoe uucno |byget pobaeneHo/yganeHo npasuno Ansi
yKasaHHoro nopta.
to-address IP-agpec Bynet nobaeneHo/yganeHo npasunio ang
yKasaHHOro agpeca HasHavyeHus.
to-port Llenoe uucno |bynet nobaeneHo/yaaneHo npaBmnio Ans

YKa3aHHOro nopta Ha3Ha4YeHu4.

and forward

KrnitoueBoe
CIoBO

Cnncku NpaBui NepecbInkn 1
nepeHanpasneHns OyayT yaaneHsoi.

index

Llenoe yucno

Bynet yganeHo npaBuno ¢ ykazaHHbIM
NnopsiAKOBbLIM HOMEPOM.
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maBa 2 OnucaHne KomaHp,

2.1.250 user

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

[ocTtyn Kk rpynne KomaHa ons HACTPOWKM NapamMeTpoB YY4ETHOM 3anncu
nonb3oBarens. Ecnv yyeTHas 3anncb He HavaeHa, komaHaa NbiTaeTcs ee co3gaTtb.

KomaHga ¢ npedMkcom no yaansier y4eTHyo 3anuch.

MpumeyaHwne: Y4yeTHas 3anucb ¢ 3ape3epBMpOBaHHbLIM MMeHeM admin He
MOXeT 6bITb yaaneHa. Kpome Toro, y nonb3oBartens admin
Henb3s yaanuTb NPaBo A0CTyNna K KOMaH4HOW CTPOKE.

Oa

Oa

Oa

(config-user)

I (config)>  user (name»

I (config)> no user (name>

AprymeHT Tun OnucaHue

name Crtpoka Mmsa nonb3osarens.

2.1.251 user password

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Ykasatb napornb nons3osatens. [aponb xpaHutcs B suge MD5-xewwa,
BbIYMCIIEHHOIO U3 CTPOKU «NOJSIb30BaTENb : Ndm: Naposiby.

KomaHaa npuHMMaeT apryMeHT B BUAE OTKPbITON CTPOKM UK 3HAYEHMUs!
xeLw-pyHKUMM. CoxpaHeHHbI Naposib UCNonb3yeTcs Ans ayTeHTUdMKaLum
norb3oBaTens.

KomaHga ¢ npedmkcom no cOpacbkiBaeT 3HAYEHNE Napons Takum obpasom, 4YTo
nonb3oBaTenb TepSieT AOCTYN K ycTponcTey. [Ansa nonb3oeartensa admin npedukc
no cOpacbiBaeT 3Ha4YeHe Napons Ha 3aBOACKNE HAaCcTPOMKn — 1234.

Oa

Oa

Het

I (config-user)>  password ( md5 chash» | (password> )

I (config-user)> no password
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asa 2 OnucaHne KomaHg,

AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
md5 KrntoueBoe KntoueBoe cnoBo, Nocre KoToporo
CIoBO yKa3blBaeTCs 3Ha4YeHne X3L-yHKLMK.
hash Ctpoka 3HaueHne MD5-xewwa.
password Ctpoka 3HayeHne napons B OTKPbITOM BUAe, U3
KOTOPOro aBTOMaTMYEeCKN BbIYUCNSIETCS
3Ha4YeHne xella.

(config-user)> password 1111

event, class = Event::User, raise time = »
690.903618:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6
tag: cli
tag: http

(config-user)>
password set has been changed for user "test".

2.1.252 user tag

OnucaHue

[MpuncBONTb YHETHOM 3aNMCK creunanbHy METKY, Hanndmne KOTOpon NpoBepsieTca

B MOMEHT aBTOpU3aL M1 NONb30BaTeNs 1 BbINOMHEHNN UM FHOObIX AEACTBU B
cucteme. Habop JonycTMMbIX 3HAYEHUI METKM 3aBUCUT OT (OYHKLIMOHAmbHbIX
BO3MOXXHOCTEN cUCTEMBI. [1oMnHbIA CNMCOK NpuBeaeH B Tabnuue Huxe.

OpQHOM y4eTHOM 3anncy MOXHO Ha3HaYMTb HECKOIbKO pa3HbIX METOK, BBOAA
KOMaHay MHOrokpaTtHo. Kaxayto MeTKy MOXHO paccMmaTpuBaTh Kak
npeaocTaBneHne nnn orpaHudeHe onpeaeneHHbIX npas.

BBog komaHabl C I'Ipe(bl/IKCOM no ygandert 3agaHHYyH METKY.

Tabnuua 2.1. Cnucok MeToK npaB gocTyna

MeTka OnucaHue

cli HocTyn Kk uHTEepency KomaHaHOM CTPOKW.

http Hoctyn kK Web-nHtepdeicy.

ftp MoakntoyeHne k BctpoeHHoMy FTP-cepsepy.

cifs MoakntoueHne k cnyx6e dannos 1 npuHTepoB Windows.

torrent Bxopg B nHTEpdENC yNpaBneHns KIMeHToM bannoobMeHHbIX
ceten BitTorrent.

readonly 3anperT BbINOMHEHME KOMaH, MEHSIOLLIMX HACTPOVKM.
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maBa 2 OnucaHne KomaHp,

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Metka OnucaHue
vpn MoakntoyeHne k BctpoeHHoMy cepiepy VPN.
MNpumevaHwue: YyeTHON 3annucu admin HeNb3s NOCTaBUTb METKY readonly u

yoanuTb meTky cli.

Oa
Ha
[a

I (config-user)>  tag (tag»

I (config-user)> no tag (tag»

AprymeHT Tun OnucaHue

tag MeTka MeTka, Hanuune KoTopor Heobxoanmo Ans
BbINOTHEHWS NOMNb30BaTeneM onpeaeneHHbIX
JencTBun.

(config-user)> tag http
user "test" tagged with "http".
(config-user)>

event, class = Event::User, raise time = »
567.225033:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6
tag: cli
tag: http

2.1.253 yandexdns

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,

BxoxpaeHue B rpynny

[ocTyn B rpynny komMaHg ans HacTpoviku npocdunen Yandex.DNS.
Het
Het
Hert

(yandexdns)
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asa 2 OnucaHne KomaHg,

CuHoncuc I (config)>  yandexdns

2.1.254 yandexdns assign

OnucaHue HasHaunTb Tunbl 4ns xocToB. 1o ymonyaHuio Ans BCex XOCTOB NCMONb3YeTCs
Tun safe. Tun default moxeT BbiTb HA3HAYEH TONBKO OAHOMY XOCTY.

Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTtHbii BBog [a

Cunoncuce I (yandexdns)>  assign [ <host ] (default | safe | family)
I (yandexdns)> no assign [ <host> ]
AprymeHTbI AprymeHT Tun Onucaxue
host MAC-agpec |XocT, K KOTOPOMY NPUMEHSETCA TUN
dunsTpaumn. Ecnu He ykasaH, Tvn
NPUMEHSAETCH KO BCEM XOCTaM.
default KntoueBoe dunbTpauusa He UCNOMb3yeTCs.
CNnoBo
safe Kntouesoe 3awuTta oT BPe4OHOCHbIX U MOLLEHHNYECKMX
CnoBo CaunToB.
family Kniouesoe HocTyn 3aKkpbIT K BpeOOHOCHbLIM U
CnoBo MOLLIEHHWYECKMM CcanTaMm, a Takke K
pecypcam Ans B3pocrbiX.

2.1.255 yandexdns enable

OnucaHue 3anyctutb cnyx0y Yandex.DNS.
Mpedumkc no Oa
MeHsieT HacTpoOMnKu Oa

MHorokpaTtHbii BBog  Hert

Cunoncuc I (yandexdns)>  enable
I (yandexdns)> no enable
Mpumep (yandexdns)> enable

YandexDns: :Client: Yandex DNS is enabled.
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Moccapwit

Access Control List

AddressandControHFeld-Compression

Address Resolution Protocol

Challenge-Handshake
Authentication Protocol

Command Line Interface

Compression Control
Protocol

DHCP

moccapum

CMMCOK KOHTPOIS OOCTYra, KOTOPbI ONpeaensieT, KTo UIN YTO MOXET
norny4aTb AOCTYM K KOHKPETHOMY OOBbEKTY, U KakMe MMEHHO onepauun
paspeLleHo U1 3anpeLleHo aToMy CyObeKTy NpoBoANUTb Hag OGLEKTOM.
B ceTax ACL npeacTaBnsieT CnMcok npasus, onpeaensitowmnx nopTbl Cryxo
U UMeHa JOMEHOB, AOCTYMHbIX Ha Y3ne Ui ApYroM YCTPONCTBE TPETLETo
ypoBHs1 OSI, kaXablii CO CMMCKOM Y3110B W/UIK CeTeil, KOTOPbIM paspeLLeH
AocTyn k cepucy. CeteBble ACL MOryT GbiTb HACTPOEHbI Kak Ha 0ObIMHOM
cepBepe, Tak 1 Ha MapLLpyTU3aTope M MOTyT YNpaBsTh Kak BXOAALLMUM,
TaK M UCXOOALLMM TPadMKOM, B KaYeCTBE MEXCETEBOIO aKpaHa.

MEeTOo[, CornacoBaHus KOMnpeccum nornemn kaHansHoro yposHsa Address u
Control. Mo ymonuanuto Bce peanusaumn JOJDKHbI nepenaBate dpenmbl
c nonsmun Address n Control cootTBeTCTBYHOLWMMIU MeETOAY PENMNPOBAHMS.

NpOTOKON onpeaeneHns agpeca, NPOTOKON KaHansHOro ypoBHS,
npeagHasHayvyeHHbI ang onpegenexHns MAC-agpeca no n3sBectHoOMy
IP-agpecy. Hambonbluee pacnpocTpaHeHue 3TOT NPOTOKOM NONnyymn
Bnarogaps nosceMecTHOCTU ceTen IP, nocTpoeHHbIx noepx Ethernet,
nockoneky npaktuyeckun B 100 % cnyyaeB npu TakoM CoYeTaHUU
ucnone3yetcs ARP. [NpeobpasoBaHne agpecoB BbINOMHAETCA NyTeM noucka
B Tabnuue, Tak HasbiBaemon ARP-Tabnuue. OHa cogepXuT CTpoku ans
Kaxpgoro y3na cetu. B aByx ctonbuax cogepxarcs IP- n Ethernet-agpeca.
Ecnu TpebyeTcs npeobpaszoBath IP-agpec B Ethernet-agpec, To mwerca
3anucb ¢ cooTBeTCTBYIOLWMM IP-agpecom.

LUMPOKO pacnpOCTPaHEHHbIN anropuTM NPOBEPKM NOAMMHHOCTMH,
npegycMmaTpyBaloLwuin nepefadvy He camoro napons nosfb3oBarens, a
KOCBEHHbIX cBedeHu 0 HEM. pu ncnonssosaHun CHAP cepeep
yOanéHHoro JocTyna oTnpaBnsieT KNMEHTY CTPOKY 3anpoca. Ha ocHoBe
3TOW CTPOKM M NapOors MONb30BaTENS KIMEHT BblUMCNSAET xew-kog MD5 u
nepenaét ero cepaepy. CepBep, KOTOPOMY AOCTYNEH Naporb
nonb30BaTernsl, BLIMOSHSET Te e CaMble BbIYUCIIEHUS] U CPaBHUBAET
pe3ynbraTt C XeL-Ko4oM, MONy4YeHHbIM OT KnueHTa. B cnyyae coBnageHus
YYETHbIE JAHHbIE KNWEHTa yganéHHOoro 4oCTyna CHMTaTCA NOAMMHHBIMM.
Haunbonee BaxHown ocobeHHocTbo anroputMa CHAP-ayTeHTUdmkaumm
ABMNSAETCA TO, YTO Naporb HUKOIAA HE MEePECHINAETCsA MO KaHany.

UHTepdenc KOMaHOHOW CTPOKN, pa3HOBMOHOCTbL TEKCTOBOrO MHTEpdenca
Mexay YenoBEeKOM M KOMMbIOTEPOM, B KOTOPOM UHCTPYKLUKN KOMMBIOTEPY
[aloTCa B OCHOBHOM NMyTEM BBOAA C KMNaBmMaTypbl TEKCTOBbLIX CTPOK (KOMaHA).
Taike n3BeCTeH nog Ha3BaHWEM KOHCOIb.

MCNomnb3yeTcs ANs YyCTaHOBKM U HACTPOWMKW anropuMTMOB CXXaTusl AaHHbIX
Ha PPP.

NPOTOKOJ1 AOMHaMn4ecKon KOH(*)VIpraLI,VIVI y3na, 310 CceTeBoOn NpPOTOKOI1,
NO3BOSIAOLLNIA KOMMbOTEPAM aBTOMAaTU4eCKM nony4arb IP-a,qpec napyrue
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Moccapui

Domain Name System

Internet Control Message
Protocol

Internet Group Management
Protocol

Internet Protocol Control
Protocol

Link Control Protocol

Microsoft Point-to-Point
Encryption

napameTpbl, Heobxoanmble ans padoTbl B ceTn TCP/IP. [laHHbIN NpoTOKON
paboTaeT No Mogenu «KnueHT-cepaep». [INa aBTomaTtnyeckon
KOHbUrypaumm KOMNbOTEP-KMMEHT Ha 3Tane KoHgUrypauum ceteBoro
yCcTponcTBa obpallaercs K Tak HasbiBaemomy cepsepy DHCP, n nonyyaet
OT Hero HyXxHble napameTpbl. CeTeBo agMUHUCTPATOP MOXET 3a4aTthb
AvanasoH aApecoB, pacnpegenseMbiXx CepBepoM Cpean KOMMbIOTEPOB.
OT0 no3BonseT n3bexaTrb PyYHON HAaCTPONKM KOMMbIOTEPOB CETU U
YMeHbLUAET Konm4ecTBo owmnbok. Npotokon DHCP ucnonb3yetcs B
6onbmHcTBe cetent TCP/IP.

cuMcTemMa JOMEHHbIX MMEH, KOMMbIOTEPHAs pacnpegenéHHasa cuctema ans
nonyyeHus nHopmaumm o goMeHax. Yawe Bcero ncnonb3yercsa ang
nony4veHus IP-agpeca no nMmeHn xocta (KOMMNbKOTEPA MUIKM YCTPOWCTBRA),
nonyyYeHns MHPOpMaLMmM O MapLIpyTM3aunm NoyTbl, 06CNy>KMBaKOLLMX
y3nax Ans NpoTOKOfoB B AOMEHE.

NPOTOKOM MEXCETEBbIX YNPaBsOLLMX COOBLLEHNIA, CETEBOW NPOTOKOS,
Bxoaawmmn B ctek npotokonos TCP/IP. B ocHoBHom ICMP ncnonb3yetcs
ans nepegayvm coobLueHun ob owmbkax u Apyrmx UCKNIOUUTENBbHBIX
CUTyaumsiX, BO3HUKLLMX NpW nepeaade AaHHbIX, Hanpumep, 3anpalluMBaemMas
ycrnyra HegoCTynHa, UnNu XoCT, N MapLLIPYTM3aTop He oTBeYaloT. Takke
Ha ICMP BosnaraloTca HEKOTOpble CEPBUCHbIE (DYHKLINN.

3TO MHTEPHET-MPOTOKONT, KOTOPbIN 06ecrne4ynBaeT BO3MOXHOCTb KOMMbIOTEPY
COO0LLNTb O CBOEN NPUMHAANEXHOCTU K Ipynne paccbifiku Ha cocegHue
MapLUpyTu3aTopbl. [pynnoBasi pacchifika no3BONAET OQ4HOMY KOMMbIOTEPY
MO MHTEPHETY paccbinaTb KOHTEHT APYrMM KOMMbIOTEPaM,
3aUHTEPECOBAHHbLIM B NOMy4YeHWM paccbiikv. [pynnoBasi paccbinika MoXeT
ObITb NCMONBb30BaHa B TaKUX Crlyyasix, Kak 0OHOBNEHWE agpeCHbIX KHUT
nonb3oBaTenen MobnnbHbIX KOMMNBKTEPOB, PACcChifka MHGPOPMALIMOHHBIX
OtonneTeHel No KoMnaHuu1, 1 "aUpHoOe BelllaHne" LMPOKOMOSOCHbBIX
nporpamMm NOTOKOBOrO MyrnsTUMeana Ans ayauTopum, KoTopas
"HacTpounack" Ha nony4yeHue rpynnoBon PaccbInku.

B pamkax ncnonb3oBaHusi mogenu Baanmogenctens OTkpbITbix Cuctem
(OSI), IGMP siBnsieTcs 4acTblo CETEBOrO YPOBHS.

NPOTOKON yrnpaBneHnsa CETEBbIM YPOBHEM AMS YCTAHOBKN, HACTPOMKN U
paspbiBa |IP nogknioveHus nosepx PPP coeanHeHus. IPCP ucnonb3yet
TOT e MexaHn3m obmeHa naketamu, 4yto u LCP. ObmeH naketamun IPCP
He npoucxoauT Ao Tex nop, noka PPP He HayHET a3y cornacoBaHus
npoTokona ceTeBoro ypoBHsi. Jltobble naketbl IPCP, nonyyeHHble 4O TOro,
Kak Ha4yHETCs aTa hasa, A0MKHbI ObiTb OTOPOLLEHBI.

NpoTOKON ynpaeneHust coeguHeHunem, LCP siBnsieTcst 4acTbio npoTokorna
Point-to-Point Protocol. [Npn ycTaHoBneHun coeanHeHuns PPP nepepatowlee
1 MpYHUMaLOLLIEE YCTPOMCTBO 0OMeHmBatoTcs naketamum LCP ons ytouHeHus
cneunduryeckon nHdopmMaLmm, kotopasa notpebyetca npu nepenave
[JaHHBbIX.

NPOTOKOS WNdpOBaHMSA AaHHbIX, UCNOMNb3YyeMbl MoBepX coeanHeHnn PPP.
WcnonbayeTt anroputm RSA RC4. MPPE nogaepxwusaet 40-, 56- un
128-6UTHbIE KUK, KOTOPbIE MEHSIHOTCH B TEYEHME CECCUM (HacTOTa CMEHBI
KItoden ycTaHaBnNMBaeTCS B npoLecce xaHawenka coeanHeHus PPP, ecTtb
BO3MOXXHOCTb reHEpUpPOBaTh MO HOBOMY KIOYYy Ha Kax bl NaKeT).
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Moccapwit

Maximum Receive Unit

Maximum segment size

Maximum transmission unit

Network Time Protocol

Ping Check

Point-to-Point Protocol

Protocol-Field-Compression

Service Set Identifier

SkyDNS

onpegenseT MakcMMarbHbI pa3mep (B bantax) 6rioka, KOTopbli MOXET
ObITb NPUHSAT HA KaHaNbHOM YPOBHE KOMMYHWUKaLMOHHOIO NpoToKona.

sBNAeTca napameTpom npotokona TCP n onpegensetr MakcmarnbHbIN
pa3mep 6rnoka gaHHbix B 6antax ansa TCP nakerta (cermeHTa). Taknm
obpa3om 3TOT NapamMeTp He yumTbiBaeT AnuHy 3aronoekoB TCP u IP. [Ins
ycTaHoBneHnusa koppektHon TCP-ceccun ¢ ygané&HHbIM XOCTOM [AOSHKHO
cobrnitopgatbes cneaytollee ycnosue: MSS + 3aronosok TCP + 3arnoBok
IP = MTU. Taknm obpa3om, MakcuUMarbHbIM pa3mep MSS = MTU — pasmep
3aronoska IPv4 — pa3Mep 3aronoska TCP.

MaKcuManbHbIN pasmep 6rnoka (B 6anTax), KOTOpbIN MOXET bbITb NepeaaH
Ha KaHanbHOM ypoBHe ceteBor mogenu OSI. 3HavyeHne MTU moxeT BbiTb
onpepeneHo ctaHgapToMm (Hanpumep ans Ethernet), nnéo moxer
BbIBUpPaTLCH B MOMEHT YCTaHOBKU coeaAnHeHns (0BbIYHO B Criyvae npsmbix
NOAKMIOYEHNI TOYKa-TOYKa). Yem Bbilwe 3HayeHne MTU, Tem MeHbLue
3aronioBKOB NepefaéTcs No CETU — a 3HaYmT, Bblle NPOMyCKHas
CNOCcoOBHOCTb.

CETEBOW NPOTOKON AN CUHXPOHM3aLMN BHYTPEHHUX YaCcOB KOMMbIOTEPA
C UCNonb3oBaHWEM ceTel ¢ nepeMeHHon nateHTHoCTbio. NTP ucnonessyet
ans ceoen padotbl npotokon UDP. Hanbonee wmnpokoe npumeHeHne
npotokon NTP Haxoaunt ans peanusaumm CEpBEPOB TOYHOIO BPEMEHM.

onpeaensieT paboTocnocobHOCTb NOAKMHOYEHNS K UHTEPHETY MO
AOCTYMHOCTV 3afaHHOro yana. Pe3ynsraTt NpoBepkn MOXET ObITb
MCMONb30BaH A1s NePEKIIIYEHUS MEXY OCHOBHBIM 1 Pe3epBHbIM
MOAKIIOYEHNSIMUN K UHTEPHETY.

OBYXTOYEYHbIN NPOTOKON KaHanbHoro yposHs (Data Link) ceteBoin mogenu
OSI. O6bI4HO Mcnonb3yeTcsa AN YCTaHOBNEHUS NMPSMOW CBA3WM MeXay
OBYMS y3namu CeTu, NpuYem OH MOXET 0b6ecnevnTb ayTeHTUdMKauuo
coegnHeHus, WndpoBaHne U cxaTue gaHHbIX. YacTo BcTpevatoTes
noasuabl npotokona PPP Takue, kak Point-to-Point Protocol over Ethernet
(PPPoE), ncnonbsyembi ans nogkntodeHms no Ethernet, n nHorga yepes
DSL; n Point-to-Point Protocol over ATM (PPPoA), koTopbin ucnonb3yetcs
ans nogknioveHus no ATM Adaptation Layer 5 (AALS), koTopbili aBnseTca
ocHoBHoOW anstepHaTuBon PPPoE ana DSL. PPP npeactasnsieT coboun
Lenoe CeMencTBO NPOTOKOIOB: MPOTOKON yrpaBneHus nuHmen ceasm (LCP),
npotokon ynpaeneHus cetbto (NCP), npoTokonbl ayTeHTudmkauumn (PAP,
CHAP), mHorokaHanbHbIn npoTtokon PPP (MLPPP).

MeTo[ corriacoBaHusa cxxatus nonst Protocol B 3aronoskax PPP. No
ymondaHnuto, Bce peanuaaumv JOJMKHbI nepegaBate nakeTbl ¢ ABYMS
okteTtamu nons Protocol.

npegcraenseT cobor nocnegoBaTenbHOCTb CUMBOSIOB, KOTOpPast
O[HO3HA4YHO MMeEHyeT BecnpoBoaHyto nokanbHyto cetb (WLAN). SSID
MHOrga HasblBatoT "ceTeBbIM MMeHeM". DTO MMs NO3BOSIET paboymm
CTaHUMAM MOAKIKYATLCS K HY>KHOW CETW, Korga HECKOMNbKO HE3aBUCUMBbIX
6ecnpoBoOAHbIX CeTen paboTaloT OQHOBPEMEHHO B OOHOMN hM3NYECKON
obnactw.

cnyxba, obecnevmsatoLlas BO3MOXHOCTb ounsTpauum 1 6rnokmpoBaHums
onacHbIX NN HeXenaTernbHbIX CanToB.
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Moccapui

Transmission Control
Protocol

Tunnel Setup Protocol

User Datagram Protocol

udpxy

Universal Plug and Play

Virtual LAN

Weighted round robin

MPOTOKON yrpaBreHus nepegaden, OanH N3 OCHOBHbIX CETEBbLIX MPOTOKOMOB
WHTepHeTa, NpegHa3HayYeHHbI ANs yNpaBneHus nepegaden JaHHbIX B
cetax v noacetsax TCP/IP. BeinonHseT (oyHKLMW NpOTOKONa TPaHCMNOPTHOIO
ypoBHs mogenu OSI. TCP — 370 TpaHCMNOPTHbIA MEXaHW3M,
npegocTaBNALMA NOTOK AaHHbIX, C NPEABAPUTENbHON YCTAaHOBKOM
COeOMHEHUS, 3a CHET 3TOro AaloLLMIA YBEPEHHOCTb B JOCTOBEPHOCTU
nony4yaembIX AaHHbIX, OCYLLECTBNSAET MOBTOPHLIN 3aMpoC AaHHbIX B Criyvae
noTepu OaHHbIX U yCTpaHsAeT AyonMpoBaHue npu Nofy4YeHun AByX KOM1m
opgHoro naketa (cM. Takke T/TCP). B otnnune ot UDP rapaHTupyet
LLeNOCTHOCTb NepefaBaeMbiX AaHHbIX U YyBEAOMITEHNE OTMpaBuTenNs O
pesynbratax nepegayn.

MPOTOKON HAaCTPOWKUN TyHHENS, 3TOT CETEBOW NPOTOKON ynpaBneHus
ncnonb3yeTcsa Angd corrnacoBaHna napameTpoB HacTpouku IP TyHHensa
Mexay KNMEHTCKMM XOCTOM TYHHENEN 1 CepBEPOM cepBuca TyHHENEN.

NPOTOKOMN NOMb30BaTENbCKMUX AaTarpamMm, 3TO TPAHCMOPTHLIN NPOTOKOS
Onsa nepefayvn aaHHbIX B ceTsx IP 6e3 yctaHoBneHus coegmHeHus. OH
SABNAETCA OOQHUM U3 CaMbIX NPOCTbIX MPOTOKOMOB TPAHCMOPTHOMO YPOBHSA
mogenu OSI. B otnnuune ot TCP, UDP He nogTBepxaaeT 4OCTaBKY AaHHbIX,
He 3ab00TUTCS O KOPPEKTHOM MOpsiAKE OOCTaBKU U HE AenaeT NOBTOPOB.
Moatomy ab6pesmatypy UDP nHorga pacwumdpoBsbiBatoT kak Unreliable
Datagram Protocol (npoTokon HeHaa&xHbIX Aatarpamm). 3aTo oTCyTCTBUE
CoeauHeHus1, 4OMONMHUTENbLHOro Tpaduka N BO3MOXHOCTb
LUMpPOKOBELLAaTENbHbIX PACChINOK AenatT ero yaoobHbIM ANd NpUMEHeHUNR,
rae marbl NOTepU, B MacCOBLIX pacchbifikax JIokanbHOW NoAceTH, B
MeauanpoTokonax u T.n.

cepBepHoe npunoxeHune (daemon) Ana nepegayy AaHHbIX U3 CETEBOrO
noToka MynbTUKacT kaHana (Bewaemoro no UDP) B HTTP coegunHeHune
3anpaluvBaloLLero KnmMeHTa.

3TO apXMUTEKTYypa MHOIOPAHIOBLIX COEAVHEHWNI MEXOY NepPCOHamNbHbIMU
KOMMbIOTEPAMM U MHTENMNEKTyanbHbIMWU YCTPONCTBAMM, YCTAHOBIIEHHBIMY,
Hanpumep, goma. UPnP cTpouTca Ha ocHOBe CTaH4apTOB U TEXHOSOrMMn
nHTepHeta, Taknx kak TCP/IP, HTTP n XML, n obecneumBaet
aBToMaTMyeckoe NogktoyeHe NogobHbIX YCTPONCTB OPYT K APYTY U NX
COBMECTHY10 paboTy B ceTeBoM cpeae, B pesynbraTe Yero cetb (Hanpmmep,
OOMaLLHSS) CTaHOBUTCA NErKon ANsi HACTPONKM BonbLueMy Yncny
none3oBaTenen.

noruyeckas ("BuMpTyanbHas") nokanbHas KOMMbIOTEPHas CeTb,
npeacraenset cobow rpynny XocToB ¢ 06LWum Habopom TpeboBaHui,
KOTOpble B3anMOOENCTBYIOT TaK, Kak ecriv Obl OHY Obinv NOAKMNIOYEHBI K
LUMpOKOBeLLaTeNbHOMY AOMEHY, HE3aBUCUMO OT UX (PU3NYECKOrO
mecToHaxoxaeHus. VLAN nmeeT Te e CBOMCTBA, YTO U husmyeckas
nokanbHas ceTb, HO NO3BONAET KOHEYHbIM CTaHLMAM rpynnupoBaThbCs
BMECTe, AaxXe eCnun OHWM He HaxoaaTcsa B OQHON hmnsmnyeckon cetn. Takas
peopraHusaunsa MoxXeT ObITb cAenaHa Ha OCHOBE NPOrpPaMMHOrO
obecneveHns BMeCTO (PM3NYECKOro nepemeLLeHns yCTPOnCTB.

3TO NOPSAOK YCTAHOBMNEHNS odepenHoCTH. Kaxablii MOTOK NakeToB unu
COoefIMHEHWE MEET CBOH COBCTBEHHYIO NAKETHYIO O4epeab B UHTEpPAENice
CeTeBOW KapTbl. ATO camoe npocTtoe nNpunbnmkeHne OdLwero
Pacnpegnenenuns Mpoueccopa (GPS). B 1o Bpemsi kak GPS obcnyxumBaet
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Moccapwit

Wi-Fi Multimedia

Wi-Fi Protected Access

Wi-Fi Protected Setup

Wired Equivalent Privacy

Yandex.DNS

MoemMnoTeHTHOCTb

GecKkoHeYHO Marnble 06beMbl JaHHbIX U3 Kaxaon HenycTon odepean, WRR
obcnyXnBaeT psf NakeToB Ans KaXaow HeMyCcTon odepeau.

sendaetca ceptudmkaumen Wi-Fi Alliance, 6asmpytowienca Ha cTaHgapTe
IEEE 802.11e. OH obecneynBaeT 0CHOBHblE BO3MOXHOCTN Q0S (quality
of service) ana ceten IEEE 802.11. OtaaBas npuoputeT VolP-Tpadmky
Hag npoueccamu, MeHee YyBCTBUTENbHbIMW K CKOPOCTU Nepefayn OaHHbIX,
MOXHO OBUTLCS yMEHbLLEHNS OyKTyauun MHTepBanoB Mexay naketamm
Npy Ux NPoOXoXgeHum no cetu. Vicnonb3zosaHue QoS ABMASETCA NPOCTbIM
1 HeJopOrMM peLLeHNeM ANS CePbe3HOro YNyyLIeHNs KayecTsa
VolP-3BOHKOB.

npeacrasnsger cobon 06HOBMEHHYIO NPorpaMmy cepTudmkaLum ycTponcTs
6ecnpoBoaHom ceaA3n. TexHonorua WPA npuiuna Ha 3ameHy TeXHomnorum
3awmTbl 6ecnposogHbix ceten WEP. MNntocamun WPA sBnsioTcs yeuneHHas
6e30MacHOCTb JaHHbIX N YXKECTOYEHHbIN KOHTPONb A0CTYNa K
BGecnpoBoaHbIM ceTAM. HemanoBaXXHOW XxapakTepUCTUKON ABMSETCA
COBMECTMMOCTb MeXay MHOXEeCTBOM 6eCcnpoBOAHbIX YCTPONCTB Kak Ha
annapaTtHOM YPOBHe, Tak U Ha nporpaMMHoM. Ha gaHHbii MoMmeHT WPA 1
WPAZ2 paspabartbiBatotcsa n npogsuratotca opraHmsaumen Wi-Fi Alliance.

CTaHZapT (M OAHOUMEHHbIV MPOTOKOI) MONyaBTOMAaTUYECKOro CO3AaHus
6ecnpoBoaHon cetn Wi-Fi, cozagaHHbin Wi-Fi Alliance. Llenbto npoTokona
WPS sBnsieTcs ynpoLleHne npoLecca HacTporiku 6ecrnpoBOgHON CETH,
noaTomy m3HadanbHo oH Ha3biBanca Wi-Fi Simple Config. MpoTokon
NMp13BaH Oka3aTb MOMOLLb MOSb30BATENSAM, KOTOPbIE HE ObnagarT
LUMPOKMMM 3HaHUSMK O Be3onacHOCTN B GECNPOBOAHbBIX CETAX, U KaK
CneacTByE, UMEIOT CITOXHOCTY NpW ocyLlecTBreHnn Hactpoek. WPS
aBTOMaTMyeckn 0003Ha4YaeT UMS CETU M 3a4aeT LWndpoBaHue, ANs 3auUThbl
OT HECAHKLUMOHMPOBAHHOIO A0CTYNa B CETh, NPY 3TOM HET HEOOXOAMMOCTM
BPYYHYIO 3aaBaTb BCE NapaMeTpbl.

anropuTtm gnst obecneveHuns 6esonacHocTtun ceten Wi-Fi. Micnonbayetcs
Ans obecneyeHns KOHPMOEHUMANBHOCTU U 3aLLUThI epeaBaembiX 4aHHbIX
aBTOPM3MPOBaHHbIX Nosb3oBaTernen 6ecnpoBoAHOM CETU OT
npocnywunBaHus. Cywiectyet ase pasHougHoctn WEP: WEP-40 n
WEP-104, pasnnyatoLlimecs TonbKo ANMHOM Krtova. B HacTosilwee Bpems
AaHHasA TEXHOMOrns ABNAETCH yCTapeBLUen, Tak Kak ee B3rIoM MOXET BbiTb
OCYLLECTBIEH BCErO 3a HECKOMNBbKO MUHYT. TeM He MeHee, OHa NPOAOIKaeT
LLIMPOKO UCMOMb30BaTbCS.

cepBuC KoMnaHum AHaekc ona 3awmtbl gomalwHen cetn. ObecnevnBaet
Tpy pexunma omnsTpaunn:

+ 6e3 unbTpaLumM - pecypcbl He BrokMpytoTCS

» Ge3onacHbI PeXnM - BNOKNPYIOTCS BPEAOHOCHBIE U MOLLEHHUYECKNE
canThl

* CEMEeWHbIN pPeXum - 6J'IOKMpyI'OTCF| BpPeAOHOCHbIE N MOLLEeHHN4YecKne

CaWTbl, a Takke pecypcCbl Ana B3pOChbIX

CBOICTBO MaTeMaTn4ecKoro oobekTa, KOTOpoe NPOSIBISETCA B TOM, YTO
MOBTOPHOE AelicTBME Hag 0OBbEKTOM He U3MEHSIET ero.
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Moccapui

Mpeambyna 3TO NepBas YacTb 6noka gaHHbIx npoTokona (PDU) dunanyeckoro ypoBHs
koHBepreHumu (PLCP). 3aronoBkom sIBNSIETCS OCTaBLUASICS YaCTb NaKETOB
OaHHbIX, KOTOpas COAePXUT DonbLUue MHPOPMaLUKN O CXEME MOZYNALNM,
CKOPOCTM nepenayu, 1 o NPOMEXyTKe BpeMeHM, TpebytoLemMcs ans
nepegayv Bcex AaHHbIX Kaapa.

[nvHHasa npeambyna:

* PLCP c gnuHHon npeambynon nepegaetcs Ha ckopoctn 1 Méut/c
He3aBUCMMO OT CKOPOCTU Nepefayn AaHHbIX kagpa

» O6Lee Bpemsa nepegayn ONIMHHON Npeambyrnbl ABNAETCA KOHCTaHTOM -
192 MukpocekyHAbl

» CoBmecTuMoO ¢ ycTapeBwmmn cuctemamm IEEE* 802.11 paboTaowmmun
Ha 1 1 2 MbuTt/c

KopoTtkas npeambyna:

* [Npeambyna nepenaetca Ha ckopoctu 1 MGuT/c, a 3aronoBok - Ha 2
M6wuT/c

+ OO6Lee BpeMs nepedaqn KOPOTKOM Npeambyrbl ABNSETCS KOHCTAHTON
- 96 MMKpPOCEKYHbI

* He coBmectnmo ¢ yctapesLummu cuctemamu IEEE* 802.11
paboTtatowmmum Ha 1 n 2 Méut/c
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