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Beepnenue

BBeneHve

[aHHbI cnpaBOYHMK COOEPXXUT KOMaHabl Ang ynpaeneHust yctporctBom Keenetic VOX
nocpencTBOM MHTepderica KOMaHAHOW CTPOKW. 34eCh NPUBEAEH NOSHbINA CMIMCOK BCEX AOCTYMHbIX
KoMmaHg. Takke ykasaHbl NpMMepbl TOro, Kak UCMOmNb30BaTh Hanboree pacnpocTpaHeHHbIE U3
3TMX KOMaHA, obLwasa nHdopmaums o B3aMMOCBSA3M MexXay KOMaHgamu v npuHUMnuanbHble
OCHOBbI TOI0, KaK UX UCMOSb30BaThb.

1 Insa Kkoro npegHasHa4vYeH JOKYMEHT

[aHHOe pykoBOACTBO NpefHa3Ha4YeHo Ans CETEBLIX aMUHUCTPATOPOB MIN CNeLManucToB no
BbIYNCIIMTENBHON TEXHMKE, OTBEYAKLLMX 3a HAacTporky u nogaepxky Keenetic VOX Ha mecTe.
OHo Takke npegHasHadeHo Ang onepatopos, koTopble ynpasnstoT Keenetic VOX. JokymeHT
0OXBaTbIBaET TEXHUYECKME NPOLEAYPbI NOAOEPKKM BbICOKOTO YPOBHS A1 root-aAMMHUCTPATOPOB
N COTPYOHUKOB TexHu4Yeckon nogaepxkm Keenetic VOX.

2 CTpyKTypa AOKYMeHTa

Cl'lpaBO‘-IHI/IK onucblBaeT crenywLwine pasaenbl:

3HaKOMCTBO C KOMaHOHOW B pasgene onvcaHo kak ncnonb3oBatb UHTEPenc
CTpOKOM KomaHgHown cTpokn Keenetic VOX, ee nepapxuyieckyro
CTPYKTYPY, YPOBHM aBTOPM3aLUN U BO3MOXHOCTM CNPaBKMK.

OnucaHune komaHg, AndaBUTHLIN CMMCOK KOMaHA, KOTOPble MOXXHO BBOAUTL B
KOMaHOHOW CTPOKe ANl HacTponkM ycTponcTea Keenetic
VOX.

3 YcnoBHblIe 0003HaYeHusA

B onncaHum KoMaHa Ucnonb3yTca crieaylolmne 0603Ha4YeHNs:

XUPHbIN LWPUdT KomaHabl 1 krtoveBble CrioBa BblAENSTCS
XUPHbIM WpNTOM. OHU JOMKHBI BbITh
BBEAEHbI B TOYHOCTU KaK yKa3aHO B OMUCAHUN.
B npumepax XupHbI WPUAET UCMonb3yeTcs
ONS BblAENEHNS OaHHbIX, BBEAEHHbIX
nornb3oBaTenem.

Kypcus AprymeHTbl, AN KOTOPbIX HEOBXOAMMO 3a4aThb
3Ha4YeHMs BbI4ENEHbI KyPCUBOM.

OnemeHTbI B KBagpaTHbIX ckobkax sBnsarTCS

I [ Heobsi3aTeIbHLIA 371EMEHT |
HeobA3aTenbHbLIMMN.
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Beegenwue

I «0693aTe/IbHbIN 3JIEMEHT)

OneMeHTbl B YrNoBbIX CKOOKax siBMNsitOTCS
obsi3aTenbHbIMU.

(x|y|z) ObGs3aTenbHble anbTepHATUBHLIE KITHOYEBLIE
CroBa rpynnupyroTcs B KPYribIX ckobkax v
pa3fensioTcsa BEPTUKATIbHOM YepTON.

x|y]z Heobs3aTenbHble ansTepHaTUBHbIE KIOYEBbIE

crnoBa rpynnupyroTcs B KBagpaTHbIX CKOGKax 1
pasgensatTcsa BepTUKanbHOM YEPTON.

MpyMeYaHus, NpeaynpexXaeHns U NpeaoCcTePEXKeHUs UCNONb3YHT crieaytowmne 0603HauYeHms.

MpumeyaHne: OsHavaet "untatens, NpuMn K ceefeHuto”. NprmedaHusa cogepar nornesHole
COBETbI UMK CCINIKM Ha MaTtepuansl, He cogepXXalmuecs B JaHHOM

CnpaBOYHUKE.

MpenynpexaeHue: OsHayvaeT "yuTartens, BHUMaHue!". Balum enctBns MoryT npuBecTy K
NnoBpeXAeHNI0 000pyA0BaHMA NN NOTEPE AaHHbIX.
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3HAKOMCTBO C KOMaHAHOM
CTPOKOU

B aTon rmaBe onncaHo kak Ucnonb3oBaTb MHTepdenc komaHaHom cTpoku Keenetic VOX, ee
Nepapxu4eckyto CTPYKTYpY, YPOBHMN aBTOPU3aLIMN N BO3SMOXXHOCTY CMIPaBKW.

OcHoBHoe cpencTBo yrnpasneHus mapLupytusatopom Keenetic VOX ato uHmepgelic komaHOHOU
CMPOKU. HaCTpOIZKVI CUCTEMbI NOJTHOCTbIO ONUCBLIBAKOTCA B BUAE NnocrnegoBaTeribHOCTU KOMaHAa,
KOTOpPbI€ HY>XHO BbIMONMHUTD, YTOOBI npmBecTu yCTpOI7ICTBO B 3aJaHHOE COCTOdAHUE.

B Keenetic VOX cywecTtByeT Tpu BMaa HacTpoek:

TekyLume HacTPONKM running config, Habop komaHA, KOTopble TPeOyeTCH BbINOMHUTD,
4YTOObI MPUBECTU CUCTEMY B TEKYLLEE COCTOSHME. TekyLmne
HACTPOMNKM XpaHATCA B onepatneHon namatu (RAM) n
OTpaxalT BCE N3MEHEHMUS HacTpoek cucTtembl. OgHako,
CcoOepXXMMOe onepaTMBHON NaMATU TEPSETCH MPY BbIKITFOYEHWN
ycTponcTea. [inst Toro 4tobbl HACTPOWMKM BOCCTAHOBUINUCE MPU
nepesarpy3ke yCTponcTBa, TpebyeTcs COXpaHUTb UX B
9HEProHe3aBUCUMOW NamMATK.

CTapToBble HAaCTPOMKK startup config, NocrnenoBaTenbLHOCTb KOMaHA, KoTopast
XpaHUTCA B cneunarnbHOM CEKTope 3HepFOHe3aBI/ICI/IMOIZ naM4aTn
M ncnonb3yetca Anda nHnunanu3aumm cuctemsbl
HEMOCPEACTBEHHO MOCHE 3arpysKku.

HacTpoWikn no ymonyaHuio default config, 3aBOACKME HACTPOMKN, KOTOPbIE 3aNMCbIBaOTCH
Ha Keenetic VOX npu npoussogctse. KHonka RESET Ha
Kopryce no3BonsgeT cOpOCUTb CTapTOBbIE HACTPONKN Ha
3aBofCKMe.

®annel startup-config n running-config moryT GbITb OTPEQAKTMPOBAHbLI BPYYHYt0, 6e3
yyacTusi KomaHgHow cTpoku. [pu aTom criegyeT NOMHUTb, YTO CTPOKU HavMHatowumecs ¢ !
UrHOPUPYOTCA pas3bopLLMKOM KOMaHA U aprymMeHTbl, cogepalime cuMmBon npoben, AomkHbI
ObITb 3aKNOYEHbI B ABOVIHbIE KaBbIvkK (Hanpumep, ssid "Free Wi-Fi"). Camu kaBbl4ku
pa3bopLLMKOM UTHOPUPYHOTCS.

OTBETCTBEHHOCTL 3a KOPPEKTHOCTb BHECEHHbIX N3MEHEHUI NEXUT Ha UX aBTope.

1.1 BBoA KOMaHA4 B KOMAaHAHOMN CTPOKe

KomaHaHbin nHtepnpetatop Keenetic VOX pa3paboTtaH Takum obpasom, 4Tobbl M Mor
Monb30BaTbCs Kak HAYMHAKLLMI, TaK 1 OMNbITHBIN NoNb3oBaTenb. Bce komaHabl 1 napameTpbl
NUMEIOT ACHbIE N NErKo 3anoMMHaKLLMECS Ha3BaHUS.
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KomMaHabl pa3buTtbl Ha rpynmbl U BbICTPOEHBI B Mepapxmio. Takum o6pasom, Ans BbiNOSHEHUS
Kakon-nnbo HaCTPOKKM Nonb3oBaTesto NoTpebyeTcs nocrnefoBaTenbHO BBECTU Ha3BaHus
BIIOXXEHHBIX Py KOMaHg, (Y3roBbIX KOMaH[) U 3aTeM BBECTU KOHEYHYIO KOMaHAy C
napameTpamu.

Hanpumep, IP-agpec ceteBoro nHtepderica SwitchO/VLAN2 3agaetca komaHgon address,
KoTopas HaxoguTcs B rpynne interface — ip:

(config)>interface Switch0/VLAN2 ip address 192.168.15.43/24
Network address saved.

1.1.1 Bxoa B rpynny

HekoTopble y3noBble kKOMaHAbl, coAepkallune rpynny 4OYepHUX KoMaHz, No3BOSSOT
MONb30BATENIO BbINOMHUTL «BXOA» B rpynny, YToObl BBOAUTL AOYEPHME KOMaHOb
HenocpeaCcTBEHHO, He TpaTsi BpeMsi Ha BBOZ MMEHW y3r0BOW KOMaHbl. B aToM crnyyae meHsieTcs
TEKCT NpuUrnalleHns KoOMaHAHOW CTPOKK, YTOObI MONb3oBaTeNb BULEN, B KAKOW rpynne oH
HaxoauTCs.

BbIXO,CI, M3 rpynnbl BbINOJNTHAETCA NO KOMaHAe exit unu no Ha)kaTuo KOM6MHaLI,I/II/I KnaBuLU
[Ctri]+[D].

Hanpwumep, npu Bxoge B rpynny interface npurnaweHne koMmaHgHOW CTPOKU MEHSIETCS Ha
(config-if):

(config)>interface Switch0/VLAN2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

1.2 Acnonb3oBaHMe cnpaBKuU N aBTO4OMNONTHEHUSA

16

[ns Toro utTo6bI CAenaTh NPOLECC HACTPOMKM MakCUMarnbHO yA0OHbBIM, NHTEpPdENC KOMaHLHON
CTPOKM MMEET (PYHKLIMIO aBTOA0MNOMHEHUS KOMaHA 1 NapaMeTpoB, NOACKa3biBas Nonb3oBaTento,

Kakve KoMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BIOXEHHOCTU. ABToAoMNoONHeHne paboTaert no
knasuwe [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Sw[Tab]

Usage template:
interface {name}

Variants:
Switch0
Switch®/VLAN1
Switch®/VLAN2

(config)> interface SwitchQ[Tab]
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Usage template:
interface {name}

Variants:
Switch0/VLAN1
Switch@/VLAN2

(config)> interface Switch0/VLAN2[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky no TekyLen KoMmaHae Bcerga MoXHO oTobpasunTb, Haxas knasuvwy [?]. Hanpumep:

(config)> interface Switch0/VLAN2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface Switch@/VLAN2
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1.3 NMpedukc no

lMpedukc no ncnonb3yetca Anss OTMEHbl AENCTBUSA KOMaHAbl, Nepes KOTOPOW OH CTaBUTCS.

Hanpwumep, komaHaa interface oTBevaeT 3a cosgaHue ceTeBoro uHTepderica ¢ 3agaHHbIM
nmeHeMm. MNMpedurkec no, cnonb3yemblli C 3TOM KOMaHAON, Bbi3biBaeT 0bpaTHoe AencTBmne —
yaaneHue nHtepderica:

(config)> no interface PPPoOEO

Ecnn komaHga coctaBHas, No MOXeT CTaBUTbLCA Nepeq nobbiM ee YneHoM. Hanprumep, komaHaa
service dhcp Bkntovaet cnyx6y DHCP n coctonT 3 gByx 4Yacten: service — MMeHW rpynnbl
B nepapxmm komaHg, n dhcp — KoHe4yHon komaHab!. MpedrKc NO MOXHO CTaBUTb Kak B Havane,
Tak u B cepeauHe. [lencrteme B obonx cnyvasx 6yaeT oaMHaKoBbIM: OCTAHOBKa CryXObl.

(config)> no service dhcp
(config)> service no dhcp

1.4 MHOrokpaTtHbIu BBOA

18

MHorne komaHgbl 06nagatT CBOMCTBOM UAeMIOMeHMHOCMU, KOTOPOE MPOSIBASIETCA B TOM,
YTO MHOTOKpPaTHbIA BBOA, 3TUX KOMaH NPUBOAMUT K TEM XKE U3MEHEHUSIM, YTO U OLHOKPATHbIA.
Hanpwumep, komaHaa service http nobasnsaet cTpoky «service http» B Tekylme HaCTpOMKw,
1 Npy NOBTOPHOM BBOJE HNYETO HE MEHSET.

OgnHako, YacTb KOMaHZ Mo3BorseT A06GaBNATb HE OfHY, a8 HECKOJbKO 3anunce, ecnv BBOAUTb
UX C pa3HbIMUK aprymeHTamu. Hanpumep, ctatmyeckue 3anvcu B Tabnuue mMapLupytusaumm ip
route nnu puneTpbl access-list LobasnsTCA NocnegoeaTenibHO, U 3aTeM NPUCYTCTBYIOT B
HacTpolikax B BUAE Cnucka:

Mpumep 1.1. Ucnonb3oBaHMe KOMaHAbI C MHOTFOKpPaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO
Route added.

(config)> ip route 1.1.2.0/24 PPTPO
Route added.

(config)> ip route 1.1.3.0/24 PPTP1
Route added.

(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTPO

3anucun 13 Taknx Tabnumu MoXxHo yaandaTtb no oaHomn, NCnosnb3y4 I'IperVIKC no, " ykasbiBas B
aprymeHTe KoMaHgbl, Kakyto MME€HHO 3anncb Tpe6yeT0ﬂ yoanntb:

(config)> no ip route 1.1.2.0/24
Route deleted.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO

Keenetic VOX CnpaBo4HMK KOMaH
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ip route 1.1.3.0 255.255.255.0 PPTPO

1.5 CoxpaHeHue B CTapTOBbIE HACTPOUKMU

TekyLine n cTapToBble HACTPOMKN XpaHATCs B harinax running-config u startup-config. ns
TOro YTOObI COXPaHUTL TEKYLLME HACTPOMKM B 3HEPTOHE3ABUCUMYHO NaMsITb, HY)XXHO BBECTMU
KOMaHAy KOnMpoBaHUS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

1.6 OTnoxeHHaa nepe3arpy3ka

Ecnun Keenetic VOX Haxogutcs Ha 3Ha4YMTENbHOM yoanedun ot oneparopa v ynpasnaeTcad no
CETN, BOBHMKAET ONacCHOCTb NOTEPATb CBA3b C HUM MO NpuynHe OLWNBOYHbBIX OENCTBUI
onepartopa. B atom Clny4ae nepes3arpys3ka 1 Bo3BpaT K COXpaHEHHbIM HaCTpOVIKaM 6yD,ET
3aTtpyaHeHa.

KomaHaa system reboot no3BonsieT ycTaHOBUTL TauMep OTOXEHHOM nepes3arpy3ku, BbINOSHUTb
«OMacHbIe» HaCTPOWKK, 3aTEM BbIKIIOYUTL TalMep U COXpaHUTb n3aMeHeHusi. Ecnm B npouecce
HaCTPOWMKM CBA3b C YCTPOMCTBOM ByAeT noTepsiHa, onepaTtopy A4OoCTaTovHO OyaeT goxaarbes
aBTOMAaTM4eCKOWN Nepesarpy3kun 1 NOAKMYMTBCS K YCTPONCTBY CHOBA.
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OnucaHune KomaHAa

OTa rmaBa cogepXXuT Bce kKoMaHAbl 5151 KOMaHgHoOW cTpoku goctynHele B Keenetic VOX.

OnucaHune Kaxagon KoMaHabl pasgeneHo Ha criegyrowme nogpasaenst:

Onucanue OnwucaHue TOro, YTo KOMaHaa Aenaert.
CunHoncuc O6wmr dhopmaTt kKoMaHAb!
Mpedukc no B03MOXXHOCTb MCMOMb30BaHNS B KOMaH4e

npedumkca no.

M3meHeHne HacTpoek

CnocoBHOCTb KOMaHAbl MEHATb HACTPOMKN.

MHorokpaTHbI BBOA

Bo3amoxHOCTb MHOIoKpaTHOro BBoaa KomaHabl.

BxoxpaeHwve B rpynny

HaseaHue rpynnbl, 4OCTYN B KOTOPYtO AaeT
komaHga. Ecnv rpynnbl HeT, 3TOT pasgen He
oTobpakaeTcs.

Twun nHtepdpenca

Twvn nHTepdpenca, Ha KOTOPbLIN BANAET
komaHga. Pasgen He oTobparkaeTcs, ecnum
OaHHbIA KOHTEKCT He MMeEeT CMbIcna Anst
KOMaHapbl.

UHTepdencel, ncnonb3yemsle B CUCTEME, U
OTHOLLEHUS MeXAY HUMU NoKasaHbl Ha
anarpamme Humxe.

AprymeHTbl

AprMeHTbI, €CIMn eCTb, N NOACHEeHUA K HUM.

Mpumep

Wnnoctpauns Toro, Kak koMaHaa BbIrmagut
npu Bbl3ose. [ockonbky MHTepdenc NpocT,
HEeKoTOpble NPUMEpPbI O4EBUAHbI, HO OHU
BKITHOYEHbI 41151 ACHOCTM.

Keenetic VOX CnpaBOYHMK KOMaHA,
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PucyHok 2.1. Uepapxusa uHtepdencon

Pluggable Secure
Usb PPP

[_— |

MAC

Ethernet

ﬂ_\

PPTP
UsbModem PPPOE PVvC VLAN Bridge
L2TP
Tunnel SSID Radio
ﬁr\ — | 71—
TunnelSixInFour TunnelGre WiFi WiFiMaster
AccessPoint WiFiStation
2.1 KomaHgbl
2.1.1 access-list
OnucaHue ,D,OCTyI'I Krpynne KoMmaHa ana HaCTpOVIKM Bbl6paHHOI'O Cnuncka npasuin Cbl/IJ'IpraLI,VII/I

naketoB (ACL). Ecnu cnncok He HaaeH, KoMmaHga NblTaeTcsi ero co3natb. Takomn
CMMCOK MOXET ObITb Ha3Ha4YeH ceTeBOMY UHTepdency komaHaon interface ip

access-group

KomaHga ¢ npedukcom no ygansieT Cnmcok npasun.

Mpedukc no Oa
MeHsieT HacTpouKu Ha
MHorokpaTtHbii BBog [a
BxoxaeHue B rpynny  (config-acl)

CuHoncuc

I (config)> access-list (name»
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AprymeHThI

I (config)> no access-1list <name»

AprymeHT

Tun

OnucaHue

name

Ctpoka

HasBaHue cnucka npasun dunstpaunm
(Cnucok Konmponsa Jocmyna, ACL).

2.1.2 access-list deny

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbIl BBOA

CuHoncuc

AprymeHTbI

Hob6asuTb 3anpeLyatoLlee npasuno punsTpaumm naketoB B ykasaHHbIn ACL.

KomaHga ¢ npedukcom no yaansiet npasuro.

Ha
Oa
Oa

(config-acl)>

(config-acl)>

deny (tcp | udp) <source> <source-mask>
[port[lt|eq|gt]«source-ports]«destinations «destination-mask»
[ port[Lt | eq|gt] «<destination-port]

deny icmp (<source <source-mask» «<destination»
«destination-mask»

(config-acl)> no deny (tcp | udp) <source» <source-mask»
[port[lt|eq|gt]«source-ports]«destinations «destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)> no deny icmp <source» <source-mask» <destination,
«destination-mask>

AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokon.
CnoBo
udp Kniouesoe UDP npotokon.
CrnoBo
icmp KntoueBoe ICMP npoTtokon.
CNnoBo
source IP-agpec Afgpec nctovHuka B 3arornoBke |P-naketa.
source-mask IP-macka Macka, HaknagbIBaemas Ha afpec UCTOYHMKA

B 3aronoBke |P-naketa nepen cpaBHEHUEM
c source. EcTb oBa cnocoba BBoaa Macku:
B KAHOHMYECKOM Buae (Hanpumep,
255.255.255.0) 1 B Buge 6utoBon onNuHbI
npedwukca (Hanpumep, /24).

source-port

Llenoe uncno

MopT nctounHnka 8 TCP unn UDP 3aronoeke.

destination

IP-agpec

Appec Ha3HayeHus B 3aronoske |IP-nakeTta.

Keenetic VOX CnpaBOYHMK KOMaHA,
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Mpumep

AprymeHT Tun OnucaHue

destination-mask|IP-macka Macka, HaknagbiBaemasi Ha agpec
Ha3HadeHus B 3aronoeke |P-naketa nepen
cpaBHeHnemM c destination. EcTb gBa
cnocoba BBoga Macku: B KAHOHNYECKOM BUAE
(Hanpumep, 255.255.255.0) u B BMAe
BuToBOM AnNWHbI Npedukca (Hanpumep, /24).

destination-port|Lenoe yicno |lMopT HasHaveHusa B TCP nnn UDP

3aronoBke.
port KntoueBoe KrtoueBoe crnoBo, KOTOPOE YKa3biBaeTcH
CIrnoBO nepen destination-port unu
source-port.
1t Kntoyesoe OnepaTtop «MeHbLIe» Npy CPaBHEHMM NOPTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
eq KntoueBoe OnepaTop paBeHCTBa Npy CpaBHEHMU NopTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
gt KntoueBoe Onepatop «bonbLiey» npu cpaBHEHMM NopTa
CrnoBo C YKa3aHHbIM 3Ha4YeHVeM source-port nnm

destination-port.

(config-acl)> deny icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0
ACL rule added.

2.1.3 access-list permit

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

[o6aBnTb paspeluaroLiee NpaBuIio GUbTpaUnmM NakeTosB B ykasaHHbii ACL.
KomaHga ¢ npedmkcom no ygansiet npasuno.

Oa

Oa

Oa

(config-acl)>  permit (tcp | udp) <sources <source-mask»
[port[lt|eq|gt]«source-port;]«destinations «destination-mask»
[ port [Lt | eq | gt] <destination-port]

(config-acl)>  permit icmp <sources <source-mask» «<destination,
<destination-mask»

(config-acl)> no permit (tcp | udp) <sources <source-mask>
[port[lt|eq|gt]«source-port;]«destinations «destination-mask»
[ port [Lt | eq | gt] <destination-port]

24
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(config-acl)> no permit icmp <sources <source-mask» «<destination,
«destination-mask»

AprymeHThI AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokon.
CnoBo
udp KntoueBoe UDP npotokon.
CnoBo
icmp KntoueBoe MpoTokon ICMP
CnoBo
source IP-agpec Anpec uctodHuka B 3aronoske |IP-naketa.
source-mask IP-macka Macka, HaknagblBaemas Ha agpec UCTOYHMKA

B 3aronoske IP-naketa nepen cpaBHeHWEM
c source. Ectb gBa cnocoba BBoOga Macku:
B KAHOHM4YeCKOM Buae (Hanpumep,
255.255.255.0) 1 B Buge 6GutoBon onNuHbI
npecdwukca (Hanpumep, /24).

source-port

Llenoe uucno

MopT uctouHuka B TCP nnun UDP 3aronoske.

destination

IP-agpec

Agpec HasHaveHus B 3aronoske |P-nakera.

destination-mask

IP-macka

Macka, HaknagblBaemas Ha agpec
HasHa4yeHus B 3aronoske IP-naketa nepen
cpaBHeHneM c destination. EcTb gBa
cnocoba BBoAa Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B BUAe
buToBon AnvHbLI Npedukca (Hanpumep, /24).

destination-port

Llenoe uncno

MopT HasHa4veHusa B TCP nnn UDP
3arosioBke.

port KntoueBoe KrntoueBoe crnoBo, KOTOPOE yKa3biBaeTcH
CNnoBo nepen destination-port unu
source-port.
1t KntoueBoe OnepaTop «MeHbLLUEe» NPy CPaBHEHMU NopTa
CrnoBo C YKa3aHHbIM 3Ha4YeHneM source-port nnm
destination-port.
eq Kntouesoe Onepatop paBeHCTBa Npy CpaBHEHMU NopTa
CnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
gt Kntouesoe OnepaTtop «6onbLue» Npu cpaBHEHMM NopTa
CrnoBo C YKa3aHHbIM 3Ha4YeHeM source-port nnm
destination-port.
MNpumep (config-acl)> permit icmp 192.168.0.0

255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.
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2.1.4 components

OnucaHue HocTtyn k rpynne koMaHg 4ns ynpasrieHUst KOMNOHEHTaMU MUKPOMNPOrpaMmei.
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert
BxoxaeHue B rpynny  (config-comp)

CuHoncuc I (config)>  components

2.1.5 components commit

OnucaHue anMeHMTb M3MeHEHUS, BHECEHHbIE KOMaH4aMn components install n
components remove.

Mpedukc no Het
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  HeTt

CuHoncuc I (config-comp)>  commit

2.1.6 components install

OnucaHue OTMeTUTb KOMMOHEHT ANsa nocneaytoLlen yctaHoBkn. OKoHYaTenbHasi ycTaHoBKa
BbIMOMHSETCS KOMaHOon components commiit.

Mpedukc no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBOAg [a

Cunoncuc I (config-comp)>  install <component)
AprymeHTbI AprymeHT Tun OnucaHue
component Ctpoka HasBaHune komnoHeHTa. CnMCOK AOCTYMHbIX
Ansi yCTaHOBKM KOMMOHEHTOB MOXET ObITb
BblBE[leH Ha 3KpaH KoMaHaon components
list.
Mpumep (config-comp)> install ntfs

Component is queued for installation: ntfs
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2.1.7 components list

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BbIBECTU HA 3KpPaH CMMCOK BCEX KOMMOHEHTOB — YCTAHOBIIEHHbIX U JOCTYMHbIX
Ans yctaHoBku. Ecnv oTcyTcTBYeT noaknodeHne k MHTepHeT, To GyaeT BbiBeeH
TONBbKO CMMCOK YK€ YCTaHOBIEHHbIX KOMMOHEHTOB.

Het
Het

Hert
I (config-comp)>  list

(config-comp)> list

webadmin:

queued:
name:
description:
size:
installed:

webadmin:

queued:
name:
description:
size:

component:

queued:
name:
description:

yes
Silver-Blue
Silver-Blue
244112

no
ZyXEL-Intl
ZyXEL-Intl
390648

yes
accesspoint
802.11 Access Point

details: Allows this appliance to be a Wi-Fi access »

point.

group:
priority:
depend:
version:
script:

country-code RU

compatibility

up

2.1.8 components remove

OnucaHue

Mpedukc no

Wireless networking
important
base,corewireless
2.6.3

interface WifiMaster0

BGN

OTMEeTUTb KOMMOHEHT ANs nocnenywuwiero yganeHus. OkoHuaTenbHoe yoaneHue
BbIMOMHAETCS KOMaHOO0MN components commit.

Het
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.9 components sync

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

2.1.10 copy

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIW BBOA

CuHoncuc

AprymeHTbI

Ja
[a

I (config-comp)>

remove (component)

AprymeHT

Tvn

OnucaHue

component

CTtpoka

Ha3sBaHune komnoHeHTa. Cnncok OOCTYMNHbIX
ana yoaneHna KOMNOHEeHTOB MOXEeT ObITb
BblBEJEH Ha 3KpaH KoMaHAon components
list.

(config-comp)> remove ntfs

Component is queued for removal: ntfs

MonyunTb MHOPMaLMI0 O NOCNEAHNX BEPCUAX OOCTYMHBIX KOMMIOHEHTOB AMS
komaHabl components list. Heobxogmumo nogknioveHne Kk MHTepHET.

Het
Het

Het

I (config-comp)>  sync

(config-comp)> sync
Command: :Base error[268369923]: this system is up to date.

CkonunpoBaTb cogepxumoe ogHoro canna B gpyron. Micnone3syetcsa ons
obHoBnEeHus MUKponporpamMmmbl, COXpaHeHUA TEKYLLUX HAaCcTpOoekK, BO3BpaTa K
3aBOACKNM HACTpOWKaM 1 T. .

Het

Het

Het

I (config)>  copy «sources «destination)

AprymeHT Tun OnucaHue

source Ums darna  |lyTb Kk dhaiiny, KoTopbli Heobxoanmo

CKonupoBatb.
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Mpumep

AprymeHT Tun OnucaHue

destination Uwms daina  |lMyTb K nanke, kyga 6yaeT ckonmpoBaH doanin.

Hanpumep, coxpaHeHue HacTpoek aenaetcs Tak:
(config)>copy running-config startup-config

HaseaHwus cainos B npumepe — nceBaoHMMbI. [1ofHbIE MMeHa (hannoB HaCTPOEK,
COOTBETCTBEHHO, system: running-config u flash:startup-config.

2.1.11 dyndns profile

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,
BxoxaeHue B rpynny

CunHoncuc

AprymeHTbI

[ocTtyn Kk rpynne KomaHa onst HACTPONKM ykasaHHoro npoduna DynDns. Ecnn
npodunb He HaaeH, KomaHaa nbiTaeTca ero co3gatb. MoXxHO co3gaTth He 6onee
32 npocounen.

Oa
[a
[a
(config-dyndns)

I (config)>  dyndns profile <name»

I (config)> no dyndns profile <name,

AprymeHT Tun OnucaHue

name Ctpoka HassaHue npocpunsg. MakcumansHasa anvHa
umMeHn — 64 cumsona.

2.1.12 dyndns profile domain

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CunHoncuc

! http:\\www.dyndns.com
2 http:\\www.no-ip.com

HasHauuTb K noctosaHHoe gomeHHoe nmv4. MNepen BbINONHEHNEM KOMa1H,EI,bI Bam
HeobXxoaMMo 3aperncTpupoBaTb AOMEHHOE UMs Ha carTe dyndns.com ' nnm
no-ip.com”.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Oa
Oa

Het

I (config-dyndns)>  domain (name»
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I (config-dyndns)> no domain

AprymeHThI AprymeHT Tun OnucaHue
name Ctpoka [omeHHoe nms. MakcumanbHas anuHa
JOMEHHOro nmeHn — 254 cumpona.
Mpumep (config-dyndns)> domain systems

DynDns::Profile: "test": domain saved.

2.1.13 dyndns profile password

OnucaHue YcraHoBuTb naponbe Ans goctyna vyepes DynDns.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTHbIi BBog  Hert

CuHoncue I (config-dyndns)>  password (password»
I (config-dyndns)> no password
AprymeHThI AprymeHT Tun OnucaHue
password CTtpoka Maponb ansa astopmsauun. MakcnmanbHas
AnvHa napona — 64 cumBeona.
Mpumep (config-dyndns)> password 1234

DynDns::Profile: "test": password saved.

2.1.14 dyndns profile send-address

OnucaHue Bkntountb HeobxoamMMocCTb ykasaHus IP-agpeca MHTepHeT-coeanHeHUs B 3anpoce
DynDns.

Mpedukc no Oa

MeHsieT HacTpoukm Ja

MHorokpaTHbi BBog  Hert

Cunoncuce I (config-dyndns)>  send-address
I (config-dyndns)> no send-address
Mpumep (config-dyndns)> send-address

DynDns::Profile: a send address enabled.
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2.1.15 dyndns profile type

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Mpuceountb DynDns-npodunto tvn, B 3aBVICVIMO%TVI OT canTa, Ha4|<0Top0|v| ObIn1o
3aperncTpupoBaHo JoMeHHoe nms (dyndns.com” unum no-ip.com”).

Oa
[a

Het

I (config-dyndns)>

type (dyndns | noip)

I (config-dyndns)> no type

AprymeHT Tun OnucaHue

dyndns KrnitoueBoe YKa3bIBaeTCcs, eCnv JOMEHHOE UMS 5
CNnoBo 3aperucTpupoBaHo Ha cainte dyndns.com™.

noip KntoueBoe Yka3sblBaeTcsi, €Cnu JOMEHHOe UMs 5
CnoBo 3aperncTpupoBaHo Ha canTe no-ip.com .

(config-dyndns)> type dyndns
"test": type saved.

DynDns: :Profile:

2.1.16 dyndns profile update-interval

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

3 http:\\www.dyndns.com
http:\\www.no-ip.com

5 http:\\www.dyndns.com

6 http:\\www.no-ip.com

YcTaHoBUTb MHTepBan obHoBneHus agpeca ana DynDns. Mpedwukc no oTMeHsieT
BO3MOXXHOCTb OOHOBIEHWSI.

Da
Oa

Het

| (config-dyndns)>

update-interval «days’ days [ c<hours» hours ]
[ eminutes> minutes ] [ <seconds; seconds ]

I (config-dyndns)> no update-interval

AprymeHT Tun OnucaHue

days Llenoe uncno |BpemeHHoW nHTEpBasn B gHSX.

days KntoueBoe YkasblBaeTcsl nocrne BpeMeHHOro nHTepaana
CrnoBo B AHAX.
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Mpumep

AprymeHT Tun OnucaHue

hours Llenoe uncno |BpemeHHON MHTepBan B 4Yacax.

hours Kntouesoe YkasblBaeTcs nocne BpeMeHHOro MHTepaana
CrnoBo B Yacax.

minutes Lienoe uucno |BpemeHHON MHTEpBan B MUHYTaXx.

minutes KntoueBoe YkasblBaeTcsl Nocrie BpEMEHHOro MHTepBana
CnoBo B MUHYyTaXx.

seconds Llenoe unucno |BpemeHHONM MHTEpBan B cekyHaax.

seconds Kntoyesoe YKasblBaeTcsa nocre BpeEMEeHHOro MHTepeana
CnoBo B CeKyHaax.

(config-dyndns)> update-interval 7 days
DynDns::Profile: a timeout set to 604800.

2.1.17 dyndns profile username

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

2.1.18 erase

OnucaHuve

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Cosgatb y4eTHyo 3anuck ang goctyna vyepes DynDns.
Oa
Oa
Oa

I (config-dyndns)>  username <login»

I (config-dyndns)> no username

AprymeHTr Tun OnucaHue

login CTtpoka Mmsa nonb3oBatens ans asTopmsaumu.
MakcmumanbHasa anvHa nmexHn — 64 cumsona.

(config-dyndns)> username test_user
DynDns::Profile: "test": username saved.

Yananutb davin ¢ yctponctea Keenetic VOX.
Het

Oa

Ja

I (config)>  erase («filename)
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AprymeHTbI

Mpumep

2.1.19 exit

OnucaHue

Mpedoukec no

MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

2.1.20 ftp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

Mpumep

AprymeHT Tun

OnucaHue

filename Nmsa danna

MyTb Kk parny, KoTopbI HEOBXO0ANMO
yoanuTb.

(config)> erase FLASH:swap

Erased FLASH:swap.

BbInTK 13 rpynnbl KoMaHAa.
Het
Het

Het
I (config)>  exit

(config-dyndns)> exit
(config)>

pynna komaHa Ang HacTpoyku goctyna K ftp.

Het
Het
Het

(config-ftp)
I (config)>  ftp

(config)> ftp
(config-ftp)>

2.1.21 ftp permissive

OnucaHue

Mpedukc no

MeHsieT HacTpouku

PaspelwunTb gocTyn Kk ftp-cepeepy Ans Bcex nonb3oBaTernei 6e3 aBTopusaumu.

KomaHga ¢ npedukcomM no 3anpeLLaer Takon JOCTyn.

[a
Oa
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

Het

I (config-ftp)>  permissive

I (config-ftp)> no permissive

(config-ftp)> permissive
Core::Configurator: done.

2.1.22 ftp user root

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

YkazaTb JoMaLLHWI kaTasor nonb3oBartens Ha ftp-cepeepe. KomaHaa ¢ npedmkcom
no cbpacbiBaeT 4OMaLLHWI KaTanor ykasaHHOro rnosib3oBaTens.

Oa

[a

Het

I (config-ftp)>  user <name» root «directory>

I (config-ftp)> no user name» root

AprymeHT Tun OnucaHue

name CTtpoka Mma nonb3oBaTtens, Yyen JoMallHWiA KaTanor
HeobXoaMMO HacCTPOUTb.

directory MyTb [MyTb K AOMaLLHEMY KaTasnory.

(config-ftp)> user admin root E:\

Ftp::Server: a "admin" user

2.1.23 interface

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

root directory set to "E:\".

Bxop B rpynny KoMaHg Ans HacTpoWKM BbibpaHHoro nHTepdenca. Ecnun nitepdeic
He HalfeH, kKomaHaa NbiTaeTcs ero co3gatb. Komanaa ¢ npegrkcomM no yganser

NUHTepdenc.
Da

Oa

[a
(config-if)

I (config)>  interface name»

I (config)> no interface name»
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AprymeHTbI

AprymeHT Tun OnucaHue

name Nms MonHoe nms nHTepderca nnm NCEBAOHNM.
nHTepcenca |Cnmcok JOCTYMHbIX ANns Bbibopa
NHTEPENCOB MOXHO YBUAETL BBEAS

komangy interface ?.

2.1.24 interface authentication chap

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepdcpenca

CunHoncuc

Mpumep

BkniounTtb nogaepxky ayteHtudmkaumm CHAP. KomaHga ¢ npedukcom no
oTknodaetr CHAP.

Ja
[a
Het

Secure

I (config-if)>  authentication chap

I (config-if)> no authentication chap

(config-if)> authentication chap
CHAP authentication enabled.

2.1.25 interface authentication eap-md>5

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

BkniounTb nogaepxky ayteHTudurkaumm EAP-MD5. KomaHga ¢ npedukcoMm no
oTkntovaeT EAP-MD5.

Da
Oa
Het

Secure

I (config-if)>  authentication eap-md5

I (config-if)> no authentication eap-md5

(config-if)> authentication eap-md5
EAP-MD5 authentication enabled.
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2.1.26 interface authentication eap-ttls

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb nogaepxky ayteHTudpmkaumm EAP-TTLS. Komanga ¢ npedmkcom no
oTknodaetr EAP-TTLS.

Oa
[a
Het

Secure

I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

2.1.27 interface authentication identity

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YcTaHOBUTbL MMS Nonb3oBaTens Ang ayTeHTUduKaLum ycTponcTaa Ha yaaneHHom
cucteme. OanHaAKOBO mcnonb3yeTcs aAng nogknioveHun PPTP, PPPoE u L2TP.

KomaHga ¢ npedmnkcomM no CTMpaeT 3afaHHoe paHee MMs Nonb3oBaTens.
Ha

Ja

Het

Secure

I (config-if)>  authentication identity user;

I (config-if)> no authentication identity

AprymeHT Tun OnucaHue

user Ctpoka Nms nonb3oBatens ons ayTeHTUdmKaumm

(config-if)> authentication identity test
Identity saved.

2.1.28 interface authentication mschap

OnucaHue

BkntounTtb nogaepxky ayteHtudpmkaumm MS-CHAP. KomaHga ¢ npedukcom no
oTkntoyaetr MS-CHAP.
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Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Secure

Cuuoncue I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

Mpumep (config-if)> authentication mschap
MSCHAP authentication enabled.

2.1.29 interface authentication mschap-v2

OnucaHue BkntounTb nogaepxky ayteHTudpmkaumm MS-CHAPv2. KomaHga ¢ npedmkcom

no otkntoyaet MS-CHAPv2.
Mpedoumkec no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Secure

Cunoncue I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2

Mpumep (config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.

2.1.30 interface authentication pap

OnucaHue BkntounTtb nogaepxky ayteHtudpmkauum PAP. KomaHga ¢ npedukcom no

oTkntovaet PAP.
Mpedukc no Oa
MeHsieT HacTpouKu Ha
MHorokpaTHbii BBog  Hert
Tun nHtepdcpenca Secure

CuHoncuc I (config-if)>  authentication pap

I (config-if)> no authentication pap
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Mpumep

(config-if)> authentication pap
PAP authentication enabled.

2.1.31 interface authentication password

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIl BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTb Naporib AN ayTeHTUduKaumm ycTpomncTBa Ha yaaneHHoW cucTeme.
OpauHakoBo ucnonb3yeTcsa ans nogknodennn PPTP, PPPoE u L2TP.

KomaHga ¢ npeduKkcom no CTMpaeT 3HavyeHne naponsi.
Oa

Ha

Het

Secure

I (config-if)> authentication password «passworad»

I (config-if)> no authentication password

AprymeHT Tun OnucaHue

password Ctpoka Maponb ansa ayteHTMdUKaumum

(config-if)> authentication password 1234
Password saved.

2.1.32 interface authentication shared

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

Mpumep

BknounTb pexxum ayteHTudukaumm ¢ pasgensieMbiM Kno4oM. OTOT PexXum
NCNonb3yeTcs TONbKO B coMeTaHum ¢ wudposaHnem WEP. Pasaensemble Kroum
3apatoTca komaHgown interface encryption key.

KomaHaa ¢ npedmKkcom no nepeBoauT ayTeHTUdMKALMIO B OTKPbITbIA PEXUM.
Oa

Oa

Het

WiFi

I (config-if)>  authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Shared authentication enabled.
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2.1.33 interface authentication wpa-psk

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOJ,

Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

YcTaHOBUTL NpeaBapuUTENbHO COrMacoBaHHbIN KoY A4S ayTeHTudukaumm no
npotokony WPA-PSK. BoamoxHo 3agaHue krtoda B Buge 256-6uTHoro
LecTHaauaTepuyHoro ymcna, nnbo B suge ctpokn ASCII-cumeonoB. Bo BTopom
cry4ae CTpoka UCMonb3yeTcsi Kak Kogoeas dppasa Ansi reHepupoBaHUs Krirova

(napons).

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.

[a
[a
Het
WiFi

| (config-if)>

authentication wpa-psk key»

I (config-if)> no authentication wpa-psk

AprymeHT

Tun

OnucaHue

key

Ctpoka

MpenBapuTENbHO COrMacoBaHHbIN Koy B
Bnae 256-6MTHOro LecTHaaLaTepuyHoro
yucna, CocTosILLIEro U3

64 wecTHaguaTepu4dHbIX undp, NMdo B BUAe
ctpokn ASCII anuHoin ot 8 Ao 63 cMMBOIOB.

(config-if)> authentication wpa-psk 12345678

Pre-shared key s

2.1.34 interface ccp

OnucaHue

Mpedumkc no

MeHsieT HacTpoOMnKu

MHorokpaTHbI BBOA,

Tun nntepcpenca

CuHoncuc

Mpumep

aved.

Bkntountb nogaepkky npotokona CCP Ha aTane yCTaHOBIEHUS COEANHEHUS.
KomaHga ¢ npedmkcom no otkntoyaet CCP.

Oa
[a
Het

PPP

I (config-if)>  ccp

| (config-ify> no ccp

(config-if)> ccp
CCP enabled.
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2.1.35 interface channel

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTL pagunokaHan (4acToTy BelwaHns) ans 6ecnpoBoaHbIX MHTEPKENCOoB.
WHTepdencol Wi-Fi npuHnmaloT B Ka4ecTBe HOMepa kaHarna Lenble yncna ot 1
0o 14 (gnanasoH 4YacTot oT 2.412 [Ty no 2.484 'Tw).

YcTaHoBUTL LLNPUHY NONOChI HaCTOoT ANA 3a4aHHOro KaHana.

Het
[a
Het

Radio

I (config-if)> channel ( <number) | auto | width (20 | 40-above | 40-below) )

AprymeHT Tun OnucaHue
number Llenoe yncno |Homep paguokaHana.
auto KntoueBoe Homep pagnokaHana onpegensercs
CNnoBo aBTOMaTUYECKM.
width KrnitoueBoe KntoueBoe crnoBo, nocne KOToporo cneagyet
CIoBO napamMeTp HaCTPOWNKN LLUMPUHBI NOSOCHI
YacToT.
20 Kritouesoe YCTaHOBUTbL LUMPUHY MOSOCHl YaCcTOT PpaBHOW
CIoBO 20 Mlu.
40-above KntouyeBoe Pacwwmputb nonocy yactot o 40 My 3a
CNnoBo CYET KaHarna crneaytoLLero no HoMmepy 3a
OaHHbIM.
40-below KrntoueBoe Pacwwmputb nonocy yactot o 40 MIy, 3a
CIoBO CYeT KaHana npeaLwlecTByoLLero no HoMmepy

OaHHOMY.

(config-if)> channel 8

Channel saved.

(config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: a channel bandwidth setting »

applied.

2.1.36 interface compatibility

OnucaHue

YcTtaHoBUTL CTaHAapTbl 6eCNPOBOAHON CBA3M, C KOTOPbIMU JOMKEH ObITb
COBMECTVM AaHHbI 6ecnpoBogHon agantep (MHTepdenc). Ansa nHtepdericos
Wi-Fi coBMecTMMOCTb 3aaetcs CTpOKOM 13 naTuHckmx byke B, G, N,
obosHavarowmx gononHeHuns k ctangapty |IEEE 802.11. K npumepy, Hanuuve B
cTpoke coBmectTumMocTu BykBbl N BygeT o3HayaTh, YTO AaHHbIN aganTep CMOXET
B3aMmMogencTaoBathb ¢ 802.11n-coBMECTUMbIMU YCTPONCTBaMM Yepes paguokaHar.
Habop gonyCcTMMbIX CTPOK COBMECTMMOCTU onpeaensieTcs annapaTHbIMu

40
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

BO3MOXXHOCTSIMU KOHKPETHOTO agantepa U TpeboBaHUAMN COOTBETCTBYOLLMX
gononHeHun k ctaHaapty IEEE 802.11.

Het
Oa
Het

Radio

| (config-if)>  compatibility (list>

AprymeHT Tun OnucaHue

list CTtpoka MepeyveHb BykBeHHbIX kogoB B, G, N.

(config-if)> compatibility GN
Compatibility set.

2.1.37 interface connect

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

3anyctuTtb npoLecc NoAKNoYeHNs K yaaneHHoMy yany. KomaHaa ¢ npedukcom
No npepbiBaeT coeanHeHue.

Oa
Ja
Het

PPP, IP

I (config-if)>  connect [ via <interface)]

I (config-if)> no connect

AprymeHT Tun OnucaHue

interface Crtpoka NHTepdelic, yepes KOTopbIv
OCYLLECTBIAETCA NOAKMYEeHne K
yaaneHHomy yany. [ina PPPoE atot
napametp ABnsieTca oba3aTenbHbIM.

(config-if)> connect via UsbModem3
PPP connection enabled.
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2.1.38 interface country-code

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

HasHaunTb nHTepdency BykBeHHbIN KO CTPaHbl, KOTOPbIA BNNAET Ha Habop
paano-KaHanos.

Het
[a
Het

Radio

I (config-if)>  country-code («codes

AprymeHT Tun OnucaHue

code CTtpoka Kopg cTpaHbl.

(config-if)> country-code RU
Country code set.

2.1.39 interface debug

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CuHoncuc

Mpumep

BknounTb 0TNago4dHbIN pexum nogknodeHms PPP. B otTnago4yHoM pexume B
CUCTEMHbIN XXypHan BbIBOAMTCA nogpobHasa nHpopMauus o Xxoae NoAKIoYeHNs.
KomaHga ¢ npedmnkcomM no OTKIoYaeT OTNaf0uHbIA PEXMM.

Ja
Ja
Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Debug enabled.

2.1.40 interface description

OnucaHue

Mpedukc no

HasHauuTb NponsBorbHOE onuncaHne ceteBoMy MHTepdeiicy. KomaHga ¢
npedrKCoM NO CTMPAET ONCaHMe.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Ja

Het

I (config-if)>  description «description»

I (config-if)> no description

AprymeHT Tun OnucaHue

description Ctpoka lMponsBorbHOE onucaHne nHTepdenca.

(config-if)> description 111_2222 33333
Interface description saved.

2.1.41 interface down

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

BbIkntounTb ceTeBon MHTEPGENC N 3anncaTb B HACTPOWKN COCTOSIHNE «downy.
KomaHga ¢ npedrKCOM no BKIOYaEeT ceTeBon MHTepdelc 1 yaanset «down» 13
HaCTpOeK.

Ja
Oa

Het

| (config-if)>  down

I (config-if)> no down

(config-if)> down
Interface disabled.

2.1.42 interface dyndns profile

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

MpuBaAsath k ceTeBOMY UHTEpdency npoduns DynDns. lNepea BbinonHeHnemM
KOoMaHAbl Npocumnb AormkeH ObiTb cO34aH U HAacTpoeH rpynnon komaHg dyndns
profile.

KomaHga ¢ npedrkcom no pa3pbiBaeT CBA3b MeXAy NpodunemM n nHtepgencom.
Oa
Oa

Het

I (config-if)>  dyndns profile name»
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AprymeHTbI

Mpumep

I (config-if)> no dyndns profile

AprymeHT Tun OnucaHue

name Ctpoka HasBaHue npodung DynDns.

(config-if)> dyndns profile test
Core::Configurator: done.

2.1.43 interface dyndns update

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

O6HoBUTL Bpy4Hyto IP-agpec ana DynDns. o ymonyaHuio komaHga pabortaet
B COOTBETCTBUM C MONUTUKOW NocTaBLyuka ycnyr DynDns, KOTOpbIN He NO3BonseT
0b6HoBNATHL IP cnwkom yacTto. KntodeBoe crnoso force nossonsetr o6HoBUTL IP
B 006X04 NONWUTMKM NOCTaBLLMKA YCITyT.

Het

Oa

Het

I(config—if)> dyndns update [ force]

AprymeHT Tun OnucaHue
force Kntouesoe He yunTbiBaTb pEKOMEHAOBAHHYIO YacTOTy
CrnoBo OBHOBNEHMS.

(config-if)> dyndns update
DynDns::Profile: "test" update started.

2.1.44 interface encryption enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

BkniounTb WwWindpoBaHue Ha 6ecnpoBoaHoM nHTepdence. Mo ymonyaHumio
ncnonb3syertcs wudgposanue WEP.

KomaHga ¢ npedukcom no oTknovaeT wndpoBaHne Ha 6ecnpoBogHOM
NUHTepdence.

Da
Oa
Het
WiFi

I (config-if)>  encryption enable
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HA

Mpumep

I (config-if)> no encryption enable

(config-if)> encryption enable

Wireless encryption enabled.

2.1.45 interface encryption key

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

HasHaunTb kntoun wndposaHms WEP. B 3aBUCMMOCTM OT paspsgHOCTH, KIod
MOXeT 6bITb 3agaH 10 wecTHaguaTepuyHbiMu uudpamm (5 cumsonamm ASCII)
— 40-6UTHBIN KoY, unn 26 WwecTHaguatepnyHeiMu undpamm (13 cumsonamm
ASCII) — 104-61THbBIN KMtod. Becero moxet ObITb 3aaaHo oT 1 Ao 4 Knoyen

WK POBaHMS, N OANH U3 HUX AOIMKEH ObITb HA3HAYEH KIHOHYOM MO YMOMYaHUIO.

Oa
Oa
[a
WiFi

|(conﬁg4n>

encryption key «id> («value) [default]| default)

I (config-if)> no encryption key «id>

AprymeHT Tun OnucaHue

id Llenoe uncno |Homep kntoya. Bcero MOXHO 3agaTth 4o
yeTblipex Kro4en.

value Ctpoka 3HaueHue krtova B Buae
LecTHaaLaTepPUYHOro Yncra, CocTosILLEro
13 10 unn n3 26 umadp.

default KntoueBoe YkasbIBaeT, YTO AaHHbIN Koy OyaeT

CrnoBo NCMNOMb30BaH Mo YMONMYaHuto.

(config-if)> encryption key 1 1231231234
Encryption key saved.

2.1.46 interface encryption mppe

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

Twun nHtepcpenca

BkntounTtb nogaepxky wndpposanna MPPE. KomaHaa ¢ npedrKcom no OTKNoYaeT
wncpposaHne MPPE.

Oa
Oa
Het

PPTP
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CuHoncuc

Mpumep

I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

2.1.47 interface encryption wpa

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

Mpumep

BkntounTtb anroputmMbl obecneyeHms 6esonacHocTn WPA Ha 6ecnpoBogHOM
nHTepdgence. becnposogHon nHTEPGENC MOXET NOAAEPXKMBATL COBMECTHOE
ucnons3osaHne WPA n WPA2, ogHako nogaepxka WEP aBTomatuyecku
OTKNIOYaeTcH npu BrknodeHun nioboro s WPA.

Komanga c npedumkcom no otkntovaet WPA.
Ja

Oa

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

2.1.48 interface encryption wpa2

OnucaHue

Mpedukc no

MeHsieT HacTpoOWKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

BkntounTb anroputmbl obecneyeHnst 6esonacHoctn WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBogHOM MHTEpdence. becnpoBogHON MHTEPdENC MOXET paspeLlaTb
coBmMmecTHoe ncnonb3oBaHne WPA n WPA2, ogHako nogaepxka WEP
aBTOMAaTU4eCKM OTKIOYaETCS Npu BKAOYeHUn noboro ns WPA.

KomaHga ¢ npedmkcom no otkntodaetr WPA2.
Ha

Oa

Het

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2
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Mpumep

(config-if)> encryption wpa2
WPA2 algorithms enabled.

2.1.49 interface hide-ssid

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

BkntounTb pexxum ckpbitusa SSID . [pu ncnonb3oBaHUKM 3ToN PyHKLMK, TOUKa
OOCTyna He oTobpaxkaeTcs B Cnucke AOCTYMHbIX 6ecnpoBoaHbIx ceTen. Ho ecnu
nonb30BaTernto N3BECTHO O CYLLECTBOBaHMM 3TOW CETU U OH 3HaeT ee SSID, To
CMOXET NOAKIMYMTBECS K 3TON ceTu. Mo yMON4YaHuo peXXMmM OTKITHYEH.

Da
Oa
Het

Access Point
I(config-if)> hide-ssid
| (config-if)> no hide-ssid

(config-if)> hide-ssid
SSID broadcasting disabled.

2.1.50 interface igmp downstream

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

BkntounTb pexum pabotel IGMP Ha nHTepdence no HanpaBneHnto K
noTpebuTenam rpynnoBon paccebinkn. Ha yctponctee gomxkHa ObITh 3anyLueHa
cnyx0ba service igmp-proxy. [lonyckaetcs Hanu4ne HeCKONbKUX MHTEPMENCOoB
downstream.

KomaHga ¢ npedmnkcomM no OTMEHSIET AENCTBNE KOMaHAbI.
Oa

Oa

Het

P

I (config-if)>  igmp downstream

I (config-if)> no igmp downstream

(config-if)> igmp downstream
added downstream interface ISP.
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2.1.51 interface igmp fork

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb aybnupoBaHue ncxogsawmx naketos /IGMP upstream B 3agaHHbIN
nHTepdgenc. [lonyckaerca Hannume Tornbko oaHOro uHTepgenca fork.

KomaHga ¢ nperkcoMm no oTMEHSET eNCTBME KOMaHAbI.

Oa
Ja
Het

P

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork
fork role assigned to ISP.

2.1.52 interface igmp upstream

OnucaHue

Mpedukc no

MeHsieT HacTpoMnKu
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb pexum pabotel IGMP Ha nHTepderice No HanpaBneHUo K UICTOUYHUKY
rpynnoBon paccbinkn. Ha yctporcTee fomkHa 6bITh 3anylleHa cnyxba service
igmp-proxy. [lonyckaetcs HanMune TOnbKO O4HOro nHTepdenca upstream.

KomaHga ¢ nperkcoM no oTMEHSET eNCTBME KOMaHAbI.

Oa
[a
Het

P

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream
upstream role assigned to ISP.

2.1.53 interface include

OnucaHue

Mpedukc no

Ykasatb Ethernet-uHtepdelic, kotopbit byaeT nobaeneH B NporpamMmmMHbIA MOCT
B KadecTBe nopta. KomaHaa ¢ npedunkcomM no yaansiet nHtepdgeinc ns mocTta.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

Ja
[a

Bridge
I(conﬁgJﬂ> include cinterface»

I (config-if)> no include <interface,

AprymeHT Tun OnucaHue

Nmsa unu ncesgonnm Ethernet-untepderica,
KOTOprVI AOIMKeH ObITb BKMNOYEH B MOCT.

interface Ctpoka

(config-if)> include WifiStation®
Interface acquired.

2.1.54 interface inherit

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Ykasatb Ethernet-uHtepderic, kotopbin byaeT nobaeneH B NporpamMmmHbIA MOCT

B Ka4yecTtBe nopTta. B otnuune ot komaHabl include, komaHga inherit nepegaer

MOCTY HEKOTOpbIE HAacTpoKKkn Aobasnsiemoro nHtepdenca, Takme kak IP-agpec,
macky 1 IP-ncesgonumel. Mpu yoganeHnm nnbo camoro mocTta, nnbo nHtepdenca
13 MOCTa, 3TV HACTPOWNKM, JaXKe eCrnv OHU ObiNn M3MEHEHbI, ByayT CKONMUPOBaHbI
obpaTHo Ha ocBoboAUBLUMICS UHTEPdENC.

KomaHnpa ¢ npecukcom no ygandet nHtepdenc n3 Mocra, Bo3Bpallaet
NHTEpdEency HaCTPOMKK, yHacreqoBaHHbIE paHee MOCTOM, 1 cOpacbiBaeT aTn
HacTPOMKM Yy MOCTa.

KomaHaa nossonsiet 4obasutb B MOCT UHTEPENC, Yepes KOTOPbIN
OCYLLECTBSAETCA ynpaBneHne yCTpOMCTBOM, U He NOTEPSTb YrpaBreHune.

Ja
Ja
Oa

Bridge
I(conﬁg4ﬂ> inherit cinterfaces

I (config-if)> no inherit <interface,

AprymeHT Tun OnucaHue
interface Nms Wma unu ncesgonnm Ethernet-untepdenca,
UHTepdenca |KOTOpbI OOMMKEH ObITh BKMOYEH B MOCT.
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Mpumep

(config-if)> inherit WifiStation0
Interface acquired.

2.1.55 interface ip access-group

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

MpunBaA3aTb MMEHOBaHHbLIN CNMCOK nNpaBun dunstpaumm (ACL, cm. access-list) k
nHTepdency. MapameTp in unm out ykasbiBaeT HanpasneHue Tpadvka ans
koToporo 6yaeT npumensATbes ACL. K ogHoMy nHTepdency MoxeT ObITb NPMBS3aHO
Heckonbko ACL.

KomaHga ¢ npedmkcom no otknoyaetr ACL onsa ykasaHHOro uHrepgenca u
HanpasrneHus Tpaduka.

[a
Ja
Oa
IP

I (config-if)>  ip access-group <acls (in | out)

I (config-if)> no ip access-group <acls (in | out)

AprymeHT Tun OnucaHue

acl Ctpoka Cnuncok npasun unstpawmu,
npenBapuTenbHO CO34aHHbINA C MOMOLLbIO
KomaHabl access-list.

in KrntoueBoe MpMeHnTb unbTPaLmIo K BXOAALWMM
CNnoBo naketam.

out KrnitoueBoe MpMeHNTb UnNLTPaLmIo K UCXO4ALLMM
CNnoBo naketam.

(config-if)> ip access-group 111 in
Access group applied.

2.1.56 interface ip address

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

U3meHnTb IP-agpec n macky ceteBoro nHtepderica. Ecnu Ha nHtepdeiice
3anyLieHa cnyx6a aBTomaTU4eckon HacTpoKkM agpeca, Hanpumep, DHCP-knneHT
(cm. interface ip dhcp), TO Bpy4Hyt0 yCTAHOBMNEHHbIN aapec MOXET ObITb
nepesanuncaH. Komanga c npedurkcom no cobpackiBaeT agpec Ha 0.0.0.0.

Da
Oa

Het

50

Keenetic VOX CnpaBo4HMK KOMaH



maBa 2 OnucaHne KomaHp,

Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

P

I (config-if)>  ip address (address» mask>

I (config-if)> no ip address

AprymeHT Tun OnucaHue
address IP-agpec Anpec ceTeBoro nHTepdeica.
mask IP-macka Macka ceteBoro nHtepderica. Ectb gBa

crnocoba BBOAa Macku: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) u B BMAe
BuTOoBOM ANWHbLI Npedukca (Hanpumep, /24).

OpHo 1 TO Xe 3HaYeHue agpeca ceTu, cocTosero n3 IP-agpeca 1 Macku, MOXHO
BBECTU ABYMS cnocobamu: ykasaTb Macky B KaHOHUYECKOM BMAE MUKW 3aaaTb
OuTOBYIO ONUHY Npedmkca.

(config)> interface Switch0/VLAN43

Created interface SwitchO/VLAN43.

(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.

(config-if)> ip address 172.17.24.9/24

Network address saved.

(config-if)> [Ctrl]1+[D]

(config)> show interface Switch0/VLAN43

mac: 00:23:f8:5b:d3:f4

index: 43

type: VLAN
description:

state: up

link: down
address: 172.17.24.9
mask: 255.255.255.0
mtu: 1500
global: no

(config)>

2.1.57 interface ip address dhcp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

3anyck DHCP-knueHTa Ang aBToMaTtMyecKon HaCTPOMKU CETEBbIX NapaMeTPOB:
IP-agpeca n macku uHTepderica, cepsepoB DNS u wino3a no yMonyaHuio.
Komanga ¢ npecukcom no octaHaenmeaeT cryk0y DHCP-knueHTa, yoansiet

OVNHaMUYeCKU HaCTpOeHHbIE NapaMeTpbl U BO3BpallaeT npeabiayuimne HaCTpOVIKM

IP-agpeca n macku.

Ja
Oa
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MHorokpaTHbii BBog  Hert

Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Ethernet

I (config-if)>  ip address dhcp [ hostname <hostname> ]

I (config-if)> no ip address dhcp

AprymeHT Tun OnucaHue

hostname KritoueBoe KntoueBoe cnoBo, nocne KoToporo
CrnoBo yKasblBaeTCd MMs XoCTa.

hostname Mmsa xocTa Mmsa xocTa, koTopoe nepegaeTcs B none

12-o11 onumn DHCP. 310 nms He
06513aTenNbHO AOMKHO ObITb TAKUM e, Kak
UMS XOCTa, BBEAEHHOE B npoLecce
rnobanbHOM HAaCTPOMKN.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on Switch@/VLAN2.

2.1.58 interface ip alias

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

YcTaHoBUTL AononHuTenbHbIN IP-agpec n Macky ceteBoro uHTepdeinica
(nceBAOHUM).

KomaHga ¢ npedmkcom no cbpacbiBaeT yka3aHHbIN NCeBAOHMM Ha 0.0.0.0, Tem
CaMbIM yaanasa ero. Ecnun BbINONHUTL KOMaHOy bes3 aprymeHTa, To BeCb CMNCOK
NceBAOHMMOB DyaeT OUULLIEH.

Ja
Ja
Oa
IP, Ethernet

I (config-ify>  ip alias (address» tmask»

I (config-if)> no ip alias [ <address> imask> ]

AprymeHT Tun OnucaHue

address IP-agpec [lononHuTenbHbIN agpec ceTeBoro
uHTepdenca.

mask IP-macka [ononHuTenbHas Mmacka ceTeBoro

nHTepdenca. Ectb aBa cnocoba BBoAa
MacKu: B KAHOHMYECKOM Buae (Hanpumep,
255.255.255.0) 1 B Buge 6utoson onNuHbI
npecdwmkca (Hanpumep, /24).
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Mpumep

(config-if)> ip alias 192.168.1.88/24
IP alias saved.

2.1.59 interface ip apn

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

Mpumep

HasHauntb nmsa touke goctyna 3G (APN, Access Point Name). KomaHaa ¢
npedukcom no yganset APN.

Oa
[a
Het

UsbModem

I (config-if)>  ip apn <name»

I (config-if)> no ip apn

AprymeHT Tun OnucaHue

name Ctpoka APN.

(config-if)> ip apn 3G_modem
APN saved.

2.1.60 interface ip dhcp client debug

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

BkniounTb 0TNagoYHbIn pexnm. B oTnagouHOM pexxmMme B CUCTEMHbIN XXypHar
BbIBOAUTCA NogpobHas nHdopmauus o padbote DHCP-knneHTa. KomaHnga ¢
nNpedrKCOM NO OTKITHOYAET OTNIAA0UHBIN PEXUM.

Oa
Oa
Het

Ethernet

I (config-if)>  ip dhcp client debug

| (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.
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2.1.61 interface ip dhcp client displace

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

BbITeCcHUTb cTaTuyecknin agpec nHtepdgenca interface B criydyae ecnv oH
KOHPNMKTYET C agpecoM, nonyyeHHsiM DHCP-knneHToM ocHOBOro uHTepdelica.
KomaHgaa c npedrkCoM NO OTMEHSIET BbITECHEHUE ANS YKa3aHHOro uHTepdelrica.

[aHHas koMmaHaa BhINOSHSETCA aBToMaTU4ecku npu nogkntoveHnn USB Ethernet
apantepa. [Nocne aToro npoMcxoguT CoXpaHeHne KoHUrypaumm 1 nepesarpyska
YCTPOWCTBA.

[a
Oa
[a
Ethernet

I (config-if)>  ip dhcp client displace <interface,

I (config-if)> no ip dhcp client displace <interface)

AprymeHT Tun OnucaHue

interface Nms Mmsa unu nceBaoHnM nHtepderica, 4yen
nHTepdpenca |cratmdeckun agpec OyaeT BbITECHEH.

(config-if)> ip dhcp client displace Home
Dhcp::Client: added CdcEthernet® Home displacement.

2.1.62 interface ip dhcp client dns-routes

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

BkniounTtb aBTOMaTMyeckoe gobaeneHue xoct-mapLipytos o DNS-cepsepos,
nony4yeHHbIx oT DHCP-cepepa. 1o ymonyaHuio BKYeH.

[a
Ja
Het

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: Home DHCP client DNS host routes enabled.
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2.1.63 interface ip dhcp client hostnhame

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

HasHaunTb nmsa xocta, kotopoe otnpaensietcss B DHCP-3anpoce. Komanga ¢

npedrKCOM NO BO3BpaLLAET XOCTY UMSI MO YMOMYaHMIO.

Oa
[a
Het

Ethernet

I (config-if)>

ip dhcp client hostname chostname»

I (config-if)> no ip dhcp client hostname

AprymeHT

Tvn

OnucaHue

hostname

Ctpoka

Mmsa xocTa ans HasHaveHus.

(config-if)> ip dhcp client hostname HostName

Dhcp::Client: Home DHCP client hostname is set to HostName.

2.1.64 interface ip dhcp client name-servers

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

VMcnonb3oBaTh agpeca cepBepoB DNS nonyyveHHble no DHCP. KomaHaa ¢

npedrKCcoM No 3anpeLlaeT ucnonb3oBaTtb agpeca DNS-cepBepoB NofyYeHHbIe
no DHCP. o ymonyaHuto ata yHKLUS BKITHOYEHA.

Oa
Oa
Het

Ethernet

I (config-if)>

ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

(config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.

2.1.65 interface ip dhcp client release

OnucaHue

DHCP-knneHT ocBoboxaaeT apenay |IP-agpeca v yxoguT B cnsawnin pexum. Ewe

O[HO BbIMOMNHEHUe 3Ton koMaHabl nepesoaut DHCP-knneHT B pexum

aBTOMaTtunyeckoro nony4yeHus IP-agpeca.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

Mpumep

Het
[a
Het

Ethernet

I (config-if)>  ip dhcp client release

I (config-if)> no ip dhcp client release

(config-if)> ip dhcp client release
Dhcp::Client: IP address released.

2.1.66 interface ip dhcp client renew

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

DHCP-knneHT ocBobOXaeT apeHay IP-agpeca n nepexoguT B peXnm nonyveHus
HOBOIO.

Het
[a
Het

Ethernet

I (config-if)>  ip dhcp client renew

I (config-if)> no ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

2.1.67 interface ip global

OnucaHue

Mpedukc no

MeHsieT HacTpouku

YctaHoBUTBL 4511 MHTepdenca cBONCTBO «global» ¢ napameTpoM. OToO CBOMCTBO
HeobxoauMo Anst yCTaHOBKU MapLupyTa no ymonyaHuio, pabotsl DynDNS-knveHTa
n NAT. MoxHo npeacTtasnaTe global-uHtepdernicsl, kak Begywime B rnodanbHyo
ceTb (B UHTEPHET).

MapameTp cBowncTBa «global» BNuaeT Ha NnpuopuTeT MHTepderica B npase
YCTAHOBUTb MapLUpyT Mo ymondaHuto. Yem npuoputeT 6onblue, TEM XenatenbHee
ONs nonb3oBartens Bbixog B rnobanbHyto ceTb Yepes yka3aHHbIn MHTepdelic. C
nomoLlpbto npuopuTeta «global» peanunayetcst hyHKUUSA pe3epBUPOBaHNS
nogkntoveHus B MHTepHeT (WAN backup).

Ja
Oa
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

2.1.68 interface ip mru

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

2.1.69 interface ip mtu

OnucaHue

Het

P

| (config-if)>

| (config-if)> no ip global

ip global priority,

AprymeHT

Tun

OnucaHue

priority

Llenoe uncno

MproputeT nHTEpPdEca Npu ycTtaHOBKE
MapLupyTa Nno yMomyaHuio.

(config-if)> ip global 10
Interface is set as global.

YctaHoBUTb 3HavYeHne MRU kotopoe BydeT nepegaHo yaaneHHomy yany npu

ycTaHoBneHun coeguHenns PPP (IPCP). o ymonyaHuio Ncnonb3yeTcs 3HavyeHve

1460.

Komanpa ¢ I'Ipe(*)VIKCOM No OTMEHSIET AeNCTBNE KOMaHAbI.

Oa
Ha
Het

PPP

I (config-if)>

ip mru walue)

I (config-if)> no ip mru

AprymeHT

Tun

OnucaHue

value

Llenoe uncno

3HaveHne MRU.

(config-if)> ip mru 1400

MRU saved.

YctaHoBUTL 3HavyeHne MTU Ha ceTeBoM MHTepdgence. KomaHga ¢ npedumkcom

no cbpacbiBaeT 3HayeHne MTU Ha To, KoTopoe ObIflo 40 NepBOro NPYMeHeHUs
komMaHgbl. [pu ycTaHoBNEeHWM coeguHeHus no npotokony PPP (IPCP), yaaneHHoMmy

y3ny 6yayT oTnpaBnaTbCs NakeTbl ykazaHHoro pa3mepa MTU pgaxe ecnv ToT

3anpocun MTU meHbLIEero 3Ha4eHus.
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Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca IP

Cunoncuc I (config-ify>  ip mtu «values

I (config-if)> no ip mtu

AprymeHThI AprymeHT Tun OnucaHue
value Lienoe uucno |3HayeHne MTU. dnana3oH JoNyCTUMbIX
3HaveHun — ot 64 0o 65535.

Mpumep (config-if)> ip mtu 5000
MTU saved.

2.1.70 interface ip remote

OnucaHue YCTaHOBUTb CTaTUYECKN agpec yaaneHHoro ysna.
Mpedumkc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun uHTepdeinca PPP

CuHoncuc I (config-if)>  ip remote address;

I (config-if)> no ip remote

AprymeHThbI AprymeHT Tun Onucanue
address IP-agpec Afopec yganeHHoro ysna.
Mpumep (config-if)> ip remote 192.168.2.19

Remote address saved.

2.1.71 interface ip tcp adjust-mss

OnucaHue YcTaHaBWTb OrpaHnyeHre MakCMarbHOTO pasMepa CerMeHTa UCXOASALLMX CECCUM
TCP. Ecnu 3HaueHne MSS, koTopoe nepenaetcsi B nose 3aronoBka SYN-nakeTos,
npesbilIaeT 3agaHHoe, KoMaHaa MeHseT ero. KomaHaa npumeHseTcs K
nHTEepdency n gencreyeT Ha Bce ncxoaswme TCP SYN naketbl.
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KomaHaa ¢ npednkCoM Nno OTMEHSIET AeNCTBNE KOMaHAbI.
Mpedukc no Oa
MeHsieT HacTpoMnKku Ja
MHorokpaTHbii BBog  Hert
Tun nHtepcpenca IP

Cunoncue I (config-if)>  ip tcp adjust-mss (pmtu | anss> )

I (config-if)> no ip tcp adjust-mss

AprymeHThI AprymeHT Tun OnucaHue
pmtu Kntouesoe YCTaHOBUTb BEPXHIOK rpaHnuy MSS, paBHyto
CnoBo MUHUManbHoMy MTU Ha nyTu K yganeHHoMmy
ysny
mss Llenoe uncno |BepxHsisa rpaHnua MSS.
Mpumep (config-if)> ip tcp adjust-mss pmtu

TCP-MSS adjustment enabled.

2.1.72 interface ipcp default-route

OnucaHue Mcnonb3oBaTtb agpec yaaneHHoro yana Kak W3 no yMon4aHuto. KomaHga c
I'Ipeq)VIKCOM no 3anpewaeTt SMeHeHue LWI3a no yMmori4aHuto.

Mpedoumkec no Oa
MeHsieT HacTpoOMnKu Ja
MHorokpaTHbii BBog  Hert
Tun uHtepdeinca PPP

CuHoncuc I (config-ify>  ipcp default-route

I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

2.1.73 interface ipcp name-servers

OnucaHue Wcnone3oBaTb agpeca cepepoB DNS nonyyeHHble no /PCP. KomaHaa ¢
npedrKCoM No 3anpeLLaeT Ucnonb3oBaTtb agpeca cepsepoB DNS nonyyeHHble
no IPCP.
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Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca PPP

CuHoncuc I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
Using remote name servers.

2.1.74 interface ipcp vj

OnucaHue BkntounTb cxaTtue 3aronoskoB TCP/IP metogom BaH Akobcona. KomaHnaa ¢
npedrKCOM NO OTKIIIOYAET CxKaTue.

Mpedoumkec no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca PPP

CuHoncuc I (config-ify>  ipcp vj [cid]

I (config-if)> no ipcp vj

AprymeHTbI AprymeHT Tun Onucanue
cid Krtovesoe Bkntountb cxatme Connection ID B
CroBO 3aronoBKax.
Mpumep (config-if)> ipcp vj cid

V] compression enabled.

Network: :Interface: :PPP: done.

2.1.75 interface ipv6 address

OnucaHue Hactpoutb IPv6-agpec Ha nHtepderice. Ecnu ykasaH aprymeHT auto, agpec
HacTpavBaeTcHa aBToMaTudecku. BBoa agpeca BpyyHyto AenaeT ero CTatuyeckum.

Mpedoumkec no Ha

MeHsieT HacTpouku Oa
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

2.1.76 interface ipv6 prefix

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Ja

|(conﬁg4ﬂ>

ipv6 address ( <address> | auto)

I (config-if)> no ipv6 address [ <address» | auto]

AprymeHT Tun OnucaHue

address IPv6-address |Aopec DNS-cepsepa.

auto KntoueBoe BkniounTtb guHaMmn4eckoe HasHadeHue
CnoBo agpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.

HactpouTtb generauuio npedukca. Ecnu ykasaH aprymeHT auto, npeduke
3anpalumeaetcs Yepe3 DHCPv6-PD.

Oa
Ha

Het

|(conﬁg4ﬂ>

ipv6 prefix («prefix> | auto)

I (config-if)> no ipv6 prefix [ (prefix> | auto]

AprymeHT Tun OnucaHue

auto KntoueBoe BknounTb generauuto npedukca.
CNnoBo

prefix Mpedukc YkasaTb npedmKc Bpy4HY!o.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

2.1.77 interface ipv6 name-servers

OnucaHue

Mpedumkec no
MeHsieT HacTPOMKH

MHorokpaTHbIli BBOA,

HactpouTtb nonyveHue nHgpopmaumm ot DNS . Ecnu ykasaH apryMeHT auto,

Bkrtovatotcss DHCPv6 DNS-3anpochi.

Oa
Ja

Het
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CuHoncuc

AprymeHTbI

Mpumep

I (config-if)>

ipv6 name-servers (auto)

I (config-if)> no ipv6 name-servers [auto]

AprymeHT Tun OnucaHue
auto Kniouesoe BkntounTtb aBTokoHUrypauuio DNS.
CnoBo

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

2.1.78 interface ipvé6ep

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

Mpumep

BkntounTtb nogaepxky IPv6CP Ha aTane yctaHoBneHusa coeguHeHus. Komanaa c

npedurkcom no otkntovaet IPv6CP.

[a
Oa
Het

PPP
| (config-if)>  ipvécp
I (config-if)> no ipvécp

(config-if)> ipv6cp
IPv6CP enabled.

2.1.79 interface Icp acfc

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

BkntounTb cornacoBaHme napameTpoB CXXaTus rnosiel KaHarbHo20 ypoeHsi Address
u Control. KomaHga ¢ npeduKCoM No OTKMYaET AaHHYO ONUMIO U BCE 3anpochl
yAaneHHoM CTOPOHbI Ha cornacoBaHne ACFC OTKITOHAIOTCA.

Oa
[a
Het

PPP

I (config-if)>

I (config-if)> no Lcp acfc

lcp acfc [cid]
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AprymeHTbI

Mpumep

2.1.80 interface Icp echo

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

2.1.81 interface Icp pfc

OnucaHue

AprymeHT Tun OnucaHue
cid KrntoueBoe Bkrntountb cxatne Connection ID B
CIoBO 3arofioBKax.

(config-if)> lcp acfc cid
ACFC compression enabled.

Network: :Interface: :PPP: done.

3apatb npaBuna TecTupoBaHus coeanHennsi PPP cpeacteamu LCP echo.
KomaHga ¢ npedmkcom no otkntodaet LCP echo.

Oa
Ja
Het

PPP

I (config-if)>

| (config-if)> no Lcp echo

lcp echo cintervals <count

AprymeHT

Tvn

OnucaHue

interval

Llenoe uucno

NHTepBan mexay otnpaekamu LCP echo, B
cekyHpax. Ecnv B TeyeHne ykasaHHOro
WHTEepBana BPEMEHM OT yaaneHHOM CTOPOHbI
He 6bin nonyyeH LCP 3anpoc, en byaet
OTMpaBIieH Takon 3anpoc C OXngaHmem
otBeTa LCP reply.

count

Llenoe uucno

KonnyecTBo oTnpaBneHHbIX noapsag
3anpocos LCP echo Ha koTopble He bbin
nonyyeH oreeT LCP reply. Ecnn count
3anpocos LCP echo octanuce 6e3 oTBeTa,
coeauHeHue GyaeT pasopBaHo.

(config-if)> lcp echo 5 3

LCP echo parameters updated.

BkniounTb cornacoBaHue napameTpoB cxaTtusa rnoss Protocol e 3aeonoskax PPP.
KomaHfaa ¢ nperKkcom no OTKMoYaeT AaHHY0 oMLK U BCe 3anpochl yaaneHHom
CTOPOHbI Ha cornacoBaHne PFC OTKMOHSATCA.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

Ja
[a
Het

PPP

|(conﬁg4ﬂ>

lcp pfc [cid]

I (config-if)> no Lcp pfc

AprymeHT Tun OnucaHue
cid KrnitoueBoe Bkntountb cxatne Connection ID B
CIoBO 3arofioBKax.

(config-if)> lcp pfc cid
PFC compression enabled.

Network: :Interface: :PPP: done.

2.1.82 interface mac access-list address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

[o6asntb MAC-agpec B cnnucok npaeun unsrpaumm nHtepderica. Tun cnucka
JocCTyna ycTaHaBnmBaeTcs kKoMaHaon mac access-list type.

KomaHga ¢ npedmkcom no yganset ykasaHHbii MAC-agpec ns ACL.

Ja
Da
Oa

Access Point

|(conﬁg4ﬂ>

mac access-list address (address>

I (config-if)> no mac access-list address (address»

AprymeHT

Tun

OnucaHue

address

MAC-agpec

MAC-aapec, KoTopbliin Heobxoaumo Jo06aBUTb
B ACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added
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2.1.83 interface mac access-list type

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBO,
Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

YcTaHoBUTb TN Cn1cka npasun ounestpauun uHtepdenca. Mo ymonyaHuio tmn
He ornpeneneH (NPUCBOEHO 3HAYEHNE none).

Het
[a
Het

Access Point

I (config-if)> mac access-list type (none | permit | deny)

AprymeHT Tun OnucaHue

none Kntouesoe Twn cnucka npaeun uneTpaumm He
CrnoBo onpegeneH.

permit Kniouesoe B cnncok 6yayT fobaBnaTbCa TONLKO
CnoBo paspelleHHble MAC-agpeca.

deny KntoueBoe B cnucok 6yayT obaBnATbCst TONbKO
CNnoBo 3anpelleHHble MAC-agpeca.

(config-if)> mac access-list type permit
set access-policy: permit

2.1.84 interface mac address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

HasHauntb MAC-agpec Ha ykasaHHbIN ceTeBon nHtepdenc. Agpec 3agaercs B
LecTHaauaTepmnyHoM popmate 00:00:00:00:00:00. KomaHga no3songaet
yCTaHOBUTb Mobon agpec, HO NpeaynpexaaeT nonb3oBaTtens, eCnv B HOBOM
agpece yctaHoBrneH 6ut «multicast» nnm cépowwen 6ut «OUI enforced».

KomaHga ¢ npedukcom no Bo3BpallaeT nHrepdency nexoaHsin MAC-agpec.
Ja

Oa

Het

MAC

I (config-if)> mac address (address)

I (config-if)> no mac address

AprymeHT Tun OnucaHue

address MAC-agpec |Hoebin MAC-agpec nHtepdeiica

Keenetic VOX CnpaBOYHMK KOMaHA, 65




asa 2 OnucaHne KomaHg,

Mpumep

(config-if)> mac address 3C:1F:6E:2A:1C:BA
MAC address saved.

2.1.85 interface mac address factory

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbI

Mpumep

2.1.86 interface mac clone

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

HasHaunTb 3aBogckon MAC-agpec Ha ykasaHHbI CETEBON MHTEpPdENC.
CywectByeT gBa 3aBoacknx MAC-agpeca — ycnosHo, "LAN" n "WAN". 1 oguH
N3 HUX MOXET ObITb Ha3Ha4YeH NHTepdeNCy.

Het

[a
Het

MAC

I (config-if)>

mac address factory (lan | wan)

AprymeHT Tun OnucaHue

lan Kntouesoe NHTepdericy bynet npuceoeH "LAN"
CnoBo MAC-agpec.

wan KntoueBoe WuTepdericy byaget npucsoeH "WAN"
CIoBO MAC-agpec.

(config-if)> mac address factory lan

Core::System::UConfig: done.

MpuceounTb nHTEepdericy MAC-agpec ot MK onepaTtopa.

Het

[a
Het

MAC, IP

I (config-if)>

mac clone

(config-if)> mac clone
MAC address saved.
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2.1.87 interface modem init

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBO,
Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

[o6aBnTL CTPOKY MHMLMANn3aLmMm Mogema Ha yKkasaHHy No3uLmio cnmcka index.
[a

[a

Het

UsbModem

| (config-if)>  modem init [ <index; ] (strings

I (config-if)> no modem init [ <index> ]

AprymeHT Tun OnucaHue

index Llenoe uucno |MNoaunuunsa, HoMep CTPOKU Ha KOTOPYIO
BCTaBMSIETCS YKa3aHHasa CTpokKa.

string Ctpoka CTpoka nHuumanusauum moaema.

(config-if)> modem init 1 AT+CGDCONT=1,"IP","internet"
Initialization string inserted.

2.1.88 interface name

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHTbI

Mpumep

HasHauuTb Npom3BonbLHOE NMA ceTeBOMY MHTepdency. K nHrepgency MoxHo
obpalatbeca no HoBomy MMeHu kak no ID. KomaHga ¢ npecdukcom no yganset
HaCTPOWMKY.

[a
Oa

Het

I (config-if)>  name (name»

I (config-if)> no name

AprymeHT Tun OnucaHue

name Ctpoka HoBoe nmsa nHrepdeiica.

(config-if)> name Access_Point
Interface renamed.
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2.1.89 interface olr

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Bkntountb anroputM agantauum CKOPOCTW NOAKIIOYEHNS K NapaMeTpam NHUK
6e3 otkntoveHus (OLR).

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.

[a
[a

Het

I (config-if)>

I (config-if)> no olr

olr (bitswap | sra)

AprymeHTr Tun OnucaHue

bitswap KntoueBoe Wcnonbayetcs ans ctaHgapta ADSL.
CIoBO

sra KrntoueBoe lMnaBHoe nsmeHeHne ckopoctu (SRA).
CI0BO WcnonbayeTtcs anga ctaHoapta ADSL2/2+.

2.1.90 interface operating-mode

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHTepdpenca

CuHoncuc

AprymeHTbI

Hactpoutb peanm pabotsl ADSL. No ymonyaHuio Ucnonb3yeTcs pexum auto.

Het
Oa
Het

Switch

(config-if)>

operating-mode ((auto | ads12 | ads12+)|[annex (a|i|1]al
|m)]|ansi-dmt | itu-dmt | glite)

AprymeHT Tun OnucaHue
auto KntoueBoe HacTtpanBaeT yCcTpOCTBO TakuM o0b6pasom,
CNnoBo yto DSLAM aBTOMaTn4ecku BoidbmpaeT
pexum paboTtbl ADSL. Bce gocTtynHble
PEXMMbI BKITHOYEHBI.
ads12 Kntouesoe HacTtpauBaet paboty pexxuma ADSL2 — ITU
CnoBo G.992.3 Annex A, Annex L u Annex M. Ecnn

HW OOVH PEXUM SBHO He BbibpaH, To Annex
A, Annex L n Annex M Bce OyayT BKIHOYEHBI.
OkoH4YaTenbHbIV pexmm OyaeT onpeaensitecs
MynbsTUnnekcopom goctyna DSL (DSLAM).
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AprymeHT Tun OnucaHue
ads12+ KntoueBoe HacTtpawnBaeT paboty pexvuma ADSL2+ —
CNnoBo ITU G.992.5 Annex A n Annex M. Ecnu
pexvMAnnex A He BbiGpaH, To OyayT
BKNtodeHbl 1 Annex A, n Annex M.
OkoH4YaTenbHbIV pexxum byaeT onpeaensitecs
MynbsTUnnekcopom goctyna DSL (DSLAM).
annex a Kntouesoe Pexxm paboTbl MOCpeacTBOM aHaNoroBomn
CNnoBo TenedoHuN.
annex i KntouyeBoe Pacwwupenune ADSL nonockl ons
CNnoBo NCNoNb30BaHWs rofoCoBbIX YacToT, 32
MCXOAALLNX TOHA ANS AOMNONMHUTENBHBLIX 256
KbuTt/c ucxopsero tpadumka no
aHanoroBoMy TenedoHHOMY KaHany.
annex 1 KntoueBoe YBenuyeHne MOLLHOCTW Ha HU3KUX YacToTax,
CnoBo YTO NO3BOMSET YCTAHOBUTL CBA3b Ha
pPacCTOSAHUN OO 7 KM.
annex al Kntouesoe OpaHoBpeMeHHOe ncnonb3oBaHue Annex A
CNnoBo n Annex L.
annex m KntoueBoe Ncxopsiwasa/Bxogsiuas 4actoTbl COBUrAOTCS
CIoBO ¢ 138 kl'u go 276 kl'y, obecne4ymsas
yBenuyeHve MakcMmarnsHON NponycKHOM
cnocobHoCTM ncxogsilero kaHana ¢ 1,4
MoéwuT/c po 3,3 Mout/c.
ansi-dmt KntoueBoe Pabora ycTponctea B NONHOCKOPOCTHOM
CIoBO pexxume ANSI — ANSI T1.413.
itu-dmt KntoueBoe PaboTa ycTpoincTtea B MOSIHOCKOPOCTHOM
CNnoBo pexume ITU G.992.1 Annex A.
glite Kntouesoe Pab6ota B pexume ctangapta ITU G.992.2 ¢
CnoBo NCNOnb30BaHNEM OUCKPETHON
MYNBETUTOHaNbHOW MOSYNALNM.
2.1.91 interface peer
OnucaHue HasHaunTb ngeHTMgmKaTop yaaneHHoro yana K KoTopomy OyAeT ocyLLecTBAATbCA

nogknodeHne PPP. bonee TOYHbINA CMbICI HACTPOMKK 3aBUCUT OT TMna
nHTepgenca. Hanpumep, ana PPPoE komaHaa interface peer 3agaet nmsi
KOHLeHTpaTopa goctyna, a ansg PPTP — nms yaaneHHoro xocta unu ero IP-agpec.

KomaHga ¢ nperkcoM no OTMEHSET HACTPOMKY.

Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert

Tun nntepcpenca PPP
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CuHoncuc

AprymeHThl

Mpumep

2.1.92 interface ping-check profile

OnucaHue

Mpedoumkec no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

I (config-if)>  peer «id)

I (config-if)> no peer

AprymeHT Tun

OnucaHue

id Ctpoka

NaeHTndukaTop yaaneHHon TOYKK
NOAKIHOYEHNS.

(config-if)> peer 111

Core::Configurator: done.

HasHauuTb nHtepdeincy npoduns Ping Check.

KomaHnga ¢ nperkcoM no OTMEHSIET HACTPOMKY.

Oa
Ja

Het

I (config-if)>  ping-check profile «profile names

I (config-if)> no ping-check profile

AprymeHT Tun

OnucaHue

profile _name Ctpoka

HasaHune HaszHa4Yaemoro npodunsi.

(config-if)> ping-check profile TEST
PingCheck::Client: added "ISP" to "TEST" profile.

2.1.93 interface port

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIV BBOA
Tun nHTepdpenca
BxoxaeHue B rpynny

Tun nHTepdenca

,D,OCTyI'I K rpynne KOMaH4 Ond HaCcTpoekK noprta annapatHoro KoMmMmyTaropa.

Hert

Het

Ha

Switch
(config-if-port)

Switch
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CuHoncuc

AprymeHThI

I (config-if)>

port «port_name,

AprymeHT

Tun

OnucaHue

port _name

Ctpoka

HaseaHune nopTa, Kak OHO yKa3aHO Ha 3agHen
naHenn yCTpOIZCTBa.

2.1.94 interface port access

OnucaHue

Mpedouke no

MeHsieT HacTpOMKH
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YctaHoBuTb ngeHtudmkatop VLAN Ha nopTy Ans paboTbl B pexume JocTyna.
PaspeluaeT nepegady kagpoB ykasaHHoro VLAN B NOpT 1 BKIOYaET yaaneHve
mapkepa VLAN n3 nepegaBaembix kagpoB. KomaHaa ¢ npedmkcom no yaanset

HaCTPOWKY.
Ha

Ja

Het

Switch

I (config-if-port)>

access vlan «vid»

I (config-if-port)> no access vlan

Tun

OnucaHue

AprymeHT
vid

Llenoe uucno

WapeHtndukartop VLAN goctyna. [JuanasoH
[ONyCTUMbIX 3Ha4YeHun — ot 1 go 4094.

(config-if-port)> access vlan 2
Access vlan identifier saved.

2.1.95 interface port duplex

OnucaHue

3apaet peXum ,quHanpaBneHHoﬂ nepenadun: gynnekc unn nonynynnekc. KomaHnga
MCNoNb3yeTcd B TeX Cliy4vadX, Koraa n3-3a HeCoBMeCTUMOCTU UIn Nioxoro
KayecTBa kabens He onpeaendeTca Hannmdne nNogkn4YeHna nnm HeeepHo
onpenendeTca pexxmm Ha OfHOW 13 CTOPOH.

MpumeyvaHne:

B cuny annapaTtHbIX orpaHnM4eHun y KoMaHgbl UMeeTcs
0COBEHHOCTL: NpW YyCTaHOBKe Ayniekca BPy4Hyto nepecraer
paboTtaTb aBTOONpeaeneHme Hanmums nogknoveHus. daxe
ecnv kabenb He NOOKIYEH, YCTPONCTBO ByaeT noka3biBaTb
ero Hanu4me. Takke nepectaet pabotaTtb aBToonpeneneHme
CKOPOCTU, NOSTOMY PEKOMEHAYETCS UCMONBb30BaTb KOMaHAy
coBMecCTHO ¢ interface port speed.
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Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Tun nHtepdpenca Switch
Cuuoncue I (config-if-port)>  duplex (half | full | auto)
AprymeHThI AprymeHT Tun OnucaHue
half Kntouesoe YCTaHOBUTb NOMNYQYNMEKCHbIN PEXMUM
CrnoBo nepegauyu.
full Kntouesoe YCTaHOBUTb NOMHOAYNMEKCHbIA PEXNM
CrnoBo nepegaudn.
auto KntoueBoe YCTaHOBUTbL aBTOMaTUYECKUIA PEXUM
CnoBo onpegeneHus gynnekca.
Mpumep (config-if-port)> duplex half

Duplex setting saved.

2.1.96 interface port friend

OnucaHue HacTtpouTb ogHoHanpasneHHbii VLAN gnga rpynnosoro Tpaddurka B AONOAHEHNE
kK VLAN pgoctyna. MNopT MoxeT ObITb YacTbio ogHoro VLAN goctyna. KomaHnga
BKNIOYaAET nepeagpecaumio ncxoasuiero tpadpduka c gpyroro VLAN pgoctyna
(HasbiBaemoro "friend"). MakeTbl "friend" nepepatotca 6e3 Tera.

Mpedoumkec no Oa
MeHsieT HacTpoOMnKu Ha
MHorokpaTHbii BBog  Hert
Tun uHtepdeinca Switch

Cunoncue | (config-if-port)>  friend vian fvid

I (config-if-port)> no friend vlan

AprymeHThI AprymeHT Tun OnucaHue
fvid Llenoe uucno |geHtudmkarop "friend" VLAN.
Mpumep (config-if-port)> friend vlan 3

Friend vlan identifier saved.
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2.1.97 interface port learning

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

Mpumep

BkntounTb pacnosHaBaHne MAC-agpeca, korga coxpaHsietca MAC-agpec
NCTOYHVMKA KaXKgoro Nofy4eHHoro nakera. Takum o6pa3om B fanbHenLWeM, NakeThbl,
npegHasHayYeHHble Ans 9Toro agpeca, MoryT BbiTb NepecnaHbl TOMbKO Ha TOT
MOCT, re HaxoauTcs 9TOT agpec. [NakeTbl, npegHasHayYeHHbIe 4518 HEONMO3HAHHOIO
agpeca, OTCbINalTCs Ha BCE MOCTBI.

KomaHga ¢ npedmkcom no oTknoyaeT pacnosHasaHne MAC-agpeca.
[a

[a

Het

Switch

I (config-if-port)>  learning

I (config-if-port)> no learning

(config-if-port)> learning
Mac learning enabled.

2.1.98 interface port mode access

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepdcpenca

CunHoncuc

Bkntountb pexxum goctyna VLAN, TO eCTb Takon pexum, korga Yyepes nopt
nepearTcs TONbKO HEMapKMpPOBaHHbIE Kaapbl. Ha BxogdLwme kagpbl CTaBUTCA
mapkep PVID, yctaHoBneHHbIN kKoMaHaom port access. [opT SsBNAETCS BbIXOAHBIM
Tonbko anga VLAN c ngeHtudukatopom PVID. NMpn nepegaye Kagpos B NopT,
mapkep VLAN c HUX cHMMaeTCA.

MpumevaHwue: B cuny annapaTHbIX orpaHuyeHnin NopT He MOXET
OOHOBPEMEHHO HaxoauTbCS B peXxnme gocTtyna u
MynbTUMekcupoBaHms. To ectb 06paboTka TermpoBaHHbIX U
HEeTErMpoBaHHbIX KagpoB HAa OOHOM MOPTY HEBO3MOXHA.

[a
Da
Het

Switch

I (config-if-port)>  mode access [g-in-q]

I (config-if-port)> no mode access
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue
g-in-q KntoueBoe BknounTb ABOMHOE TEermpoBaHue.
CNnoBo

(config-if-port)> mode access

Access mode enabled.

2.1.99 interface port mode trunk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

Mpumep

BkntounTb pexum mynetunnekcuposanuna VLAN korga yepes nopT nepegaroTtcs
Kagpsbl, npuHaanexawue HeckonbkuM VLAN. Mpn aTom Kaxgbin Kagp nomeyeH
Mapkepom. Crnimcok naeHtudpumkatopos ceten VLAN B KOTOpble BXOOUT MOPT,
yCTaHaBnuBaeTca komaHgou port trunk.

MpumevaHne: B cuny annapaTHbIX OrpaHU4eHnin NOPT HE MOXET
OOHOBPEMEHHO HaxoauTbCS B pexunme goctyna u
MynbTURNEeKcupoBaHus. To ectb obpaboTka TerMpoBaHHbLIX U
HeTernpoBaHHbIX KagpoB HAa OOHOM MOPTY HEBO3MOXHA.

[a
Oa
Het

Switch

I (config-if-port)>  mode trunk

I (config-if-port)> no mode trunk

(config-if-port)> mode trunk

Trunk mode enabled.

2.1.100 interface port priority

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIW BBOA
Tun nHTepcpenca

CuHoncuc

YcTtaHoBUTb NPUOPUTET NO YMON4YaHUo Ana BXogAawmnx nakeTos.

Oa
Ja
Het

Switch

I (config-if-port)>  priotity <number;

I (config-if-port)> no priority
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AprymeHTbI

Mpumep

AprymeHT

Tun

OnucaHue

number

Llenoe uncno

MpvopuTteT naketoB. MoXeT NpMHMMaTh
LiefioumncreHHble 3HadYeHust oT 1 go 7.

(config-if-port)> priority 5

Ingress priority saved.

2.1.101 interface port speed

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

3apaeTt ckopocTb nogkntodeHns B Méut/c. Komanga ncnonb3yeTcs B TeX criyyasix,
Korga ns-3a HeCOBMECTMMOCTM N NIOXOro Kayectsa kabensa He onpegenseTcs
Hanu4yne noakrntoyYeHnsa nnm HeeBepHo onpeaendaeTca pexnm Ha O,D,HOVI N3 CTOPOH.

MpymeyvaHune:

Het

Oa
Het

Switch

I (config-if-port)>

B cuny annapartHbIX orpaHn4eHumn Y KOMaHObl UMEeeTCA
0COBEHHOCTb: npun yCtTaHOBKE CKOPOCTU BPYYHYHO nepecTtaeTt

pa6OTaTb aBroonpeaeneHne Hann4ma noaknr4eHna. Haxe

ecnv kabenb He NOJKIOYEH, YCTPOMCTBO ByaeT nokasbiBaTb
ero Hanuuue. Takke nepecTtaet paboTaTb aBToonpeneneHme
aynnekca, No3ToMy pekomeHayeTcsa UCMonb3oBaTh KOMaHay
coBMecTHO ¢ interface port duplex.

speed (10 | 100 | auto)

AprymeHT Tun OnucaHue

10 KntoueBoe YctaHoButb ckopocTtb 10 MéuT/c.
CnoBo

100 KntoueBoe YctaHoBuTb ckopocTb 100 M6éuT/c.
CnoBo

auto Kntouesoe BKrlounMTbL aBTOMaTUYECKUA PEXUM
CrnoBo yNpaBneHnsi CKOPOCTbHO.

(config-if-port)> speed 100

Speed setting saved.
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2.1.102 interface port trunk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdenca

CuHoncuc

AprymeHTbI

Mpumep

[o6asuTtb nopT Bo VLAN. Paspewmnts npnem n nepegavy KagpoB YKasaHHOro
VLAN B nopt, npudem mapkep VLAN 13 nepefasaeMbix KagpoB He yaanseTcs.
B pexwume trunk gonyckaetcst fobaeneHne noprta B Heckorbko VLAN.

KomaHga ¢ npedukcom no yganset nopt n3 ykasaHHoro VLAN. Ecnu
ncnonb3oBaTb KomaHay 6e3 aprymeHToB, nopT 6yaeT yaaneH us Bcex VLAN.

[a
Oa
Ha
Switch

I (config-if-port)>  trunk vlan «vid)

I (config-if-port)> no trunk vlan [ vid ]

AprymeHT Tun OnucaHue

vid Lenoe uncno (MoeHtndumkatop VLAN. dnanasoH
JOoNyCTUMbIX 3HaYeHun — oT 1 go 4094.

(config-if-port)> trunk vlian 100
Vlan added to trunk.

2.1.103 interface power

OnucaHue

Mpedukc no

MeHsieT HacTpoWKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

3apaeT MOLWHOCTL Nepeaatyunka ana paguno-mHtepdericos. MakcumanbHas
MOLLHOCTb nepegarymnka orpaHm4yeHa ero annapatHbiIM BO3MOXHOCTAMU U
rocygapCTtBeHHbIMM 3aKOHaMM 0 paanocBA3N. ,ﬂaHHaﬂ KOMaHAa Nno3BONAEeT NnLlb
YMEHbBLUNTb MOLLHOCTb NepeaaroLLero yCTpoMCcTBa OTHOCUTENBHO €ro
MaKcuMarbHOMn MOLLIHOCTH, C Leliblo BOSBMOXHOIO CHMXEeHUA nomMex Ana apyrnx
YCTPOMWCTB B 3TOM AManasoHe.

Het
[a
Het

Radio

I (config-if)>  power (percentage;

AprymeHT Tun OnucaHue

percentage Ll,enoe yncno (MouwHocTb nepegartymka B npoueHTax oT

MakcumaneHow mowHocth (oT 1 go 100).
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Mpumep (config-if)> power 90
Power level applied.

2.1.104 interface preamble-short

OnucaHue Vicnonb3oBaTb KOPOTKYIO ripeambyriy.
Mpedoumkec no Ha
MeHsieT HacTpoMnKu Ha

MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Radio

CuHoncuc I (config-if)>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Short preamble enabled.

2.1.105 interface pvc

OnucaHue HacTpountb nocmosiHHbIU supmyarnbHbil KaHan Ha uHtepdence ATM.
Mpedukc no Het
MeHsieT HacTpouku [a

MHorokpaTtHbii BBog [a
Tun nHtepcpenca PVC
BxoxpeHue B rpynny  (config-if-atm-vc)

CuHoncuc I (config-if)>  pvc «vpi» «vcis

AprymeHTbI AprymeHT Tun Onucaxue

vpi Llenoe uucno |Mdenmugbukamop supmyarnsHO20 rnymu,
MOXET NPUHUMaTbL 3HaveHus ot 0 go 255.

vci Llenoe uucno |MéeHmugbukamop supmyarnsHO20 KaHarna,
MOXET NpuHMMaTb 3HaveHus ot 0 go 65535.

2.1.106 interface pvc encapsulation

OnucaHue HacTtpouTb yposeHsb adanmauvuu ATM v TN HKancynaumumM BUPTyanbHOro kaHana.

Mpedukc no Het
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MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca PVC

Cunoncuce I (config-if-atm-vc)  encapsulation (aal5mux | aal5snap)

AprymeHThI AprymeHT Tun OnucaHue
aal5mux KrntoueBoe Bbigenntb ykasaHHbln PVC ans ogHoro
CNnoBo npoTokona (Tak Ha3blBaeMoe

MYynNbTUMEKCMPOBaHNE BUPTYanbHOMO
kaHana, VC-MyneTunnekcupoBaHume).

aal5snap KntoueBoe MynbsTunnekcmMpoBaHune AByx n bornee
CrnoBo NPOTOKOOB Ha ogHoM PV C (Tak HasbiBaemMoe
MYMbTUMNEKCUPOBaHME ynpaBrneHus
1IorM4eckon cBA3bHo,
LLC-mynbmunnekcuposaHue).

Mpumep (config-if-atm-vc)> encapsulation aal5mux
Network::Interface::Pvc: using Ethernet encapsulation, VC mux.

2.1.107 interface rf e2p set

OnucaHue M3MEeHNTb 3Ha4YeHne S4erkn NaMaTh KanmbpoBOYHbIX AaHHbIX, HAXOOALWLENCS No
cMelleHunio of fset Ha 3HayeHune value onsa 3agaHHOro HTepderica.

Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  HeTt

Tun nHTepdenca Radio
Cuuoncue I (config-ify rf e2p setoffsetr values
AprymeHThI AprymeHT Tun OnucaHue
offset Ucren evor+ce | CmelneHne syenkmn namatu. Moxet
yucno npuHUMaTb 3HadvyeHna ot 1EQ go 1FE.
value Ucren emvnce | HoBoe 3HaveHue Ans 3anvcu B S4erky
yucno namsaTn. MoXxeT NpMHMMaTb 3Ha4YeHus1 oT 0
no FFFF.
Mpumep (config-if)> rf e2p set 1f6 0

Network: :Interface: :Rtx::WifiMaster: EEPROM [0Ox01F6]:0000 set.
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2.1.108 interface security-level

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

3apaet ypoBeHb 6e3onacHOCTU 4Nsi AaHHOTo MHTepdenca. YpoBHM 6e30nacHoOCTU
onpeaensitoT Nornky paboTbl MEXCETEBOMO 3KpaHa:

+ PaspelleHo ycTaHaBnNMBaTb coeqvHeHNs B HanpasneHum private — public.

» 3anpeLueHo ycTaHaBNMBaTb COEAMHEHUS, MpUXoasLume Ha nHTepdenc public,
T. €. B HanpaeneHuu public — private un public — public.

» Camo yCTpONCTBO NPUHMMAET CETEBLIE NOAKITHOYEHUS (pa3peLLaeT yrnpaBrieHne)
TOMbKO C MHTeppencos private.

 [Nepepava gaHHbIX Mexay uHTepdencamm private Moxert ObiTb paspelleHa
Unu 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rmobanbHOro napametpa
isolate-private.

MpumeyaHne: Mo ymonuyaHuio BCeM BHOBb CO34aHHbLIM MHTepdencam
npuceamBaeTcst ypoBeHb Ge3onacHocTh public.

Cnimckn goctyna access-list umerot 6onee BbICOKNIA MPUOPUTET,
YeM ypOBHM BE30MacHOCTM, MO3TOMY C MOMOLLIbIO HUX MOXHO
BBOAWTb AOMNOMHUTENbHbIE NMpaBuna pusTpaLmmn NakeTos.

Het

Ja
Het

IP
I (config-if)> security-level (public | private)

HecmMoTps Ha To, YTO He CyLecTBYET PYHKLIMM NOMHOTO OTKITHOUYEHMS MEXCETEBOIO
3KpaHa,MOXHO OTKIYaTh €r0 Ha OTAENbHbIX HanpasneHusx. Jonyctnm, TpebyeTcs
MOJTHOCTBIO pa3peLLnTb Nepedady AaHHbIX MeXay «AOMallHen» ceTbio Home n
rnobansHon ceTbio PPPOEQ. [1nsa aToro oboum nHtTepdencam Hy>kHO Ha3HauuTb
ypoBeHb 6e3onacHocTh private n oTknounTb yHKUMIO isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOE® security-level private
(config)> no isolate-private

MprvmeyvaHwne: MHorue He otgatoT cebe OTYET B TOM, YTO MEXKCETEBOW 3KPaH
W TpaHCnAUua aapecoB — yHKUMK, NpeaHas3HavYeHHble Ans
peLleHnsa NpUHUMNManbHO pasHbix 3agad. BkniovueHne NAT
Mexay nHtepcdencamm Home n PPPoEG B KoH(purypaumu,
nokasaHHOW BbllLe, He 3aKpblBaeT JOCTYN B ceTb Home co
CTOPOHbI rnobanbHow ceTu. [laxe npu BKIKOYEHHOW TpaHCHALMm
appecoB komaHgo ip nat Home naketbl 3 PPPoOEQ 6yayT
cBoboHO NpoxoanTb B ceTb Home.
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2.1.109 interface service

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

HasHauutb cnyx6y PPPoE. Ecnn cnyx6a He onpeaeneHa, 1o PPPoE-knneHT
OyOeT NoaKITYeH K MPOM3BOSIbHON cryxbe.

Oa
[a
Het

PPPoE

I (config-if)>  service (name>

I (config-if)> no service

AprymeHT Tun OnucaHue

name Ctpoka HasBaHue cnyx6bl PPPOE.

(config-if)> service test
Core::Configurator: done.

2.1.110 interface ssid

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CunHoncuc

3apaet umsa 6ecnposogHon cetn (SSID) ansa nHTepdericoB «becnpoBogHas
cTaHumsa» («WifiStation») n "«touka goctyna»" («AccessPointy). B 3aBncrmocTtm
OT Tuna nHTepderica sHadeHme SSID obpabaTtbiBaeTcs No-pasHOMYy.

» [nsa Toukn poctyna SSID — Heobxoanmasa HacTporika, 6e3 KOTopor OHa He
6y/:|,eT NPUHUMATb NOAKIMKOYEHUA.

» [nsa ctaHumm SSID onpepgensier, K kakow To4Ke focTyna oHa byaet
noakntodaTbes. bes sagaHHoro SSID cTaHUMA MOXeT NogKnio4nTLES K 000
OOCTynHon 6ecnpoBOAHON CETU MO CBOEMY YCMOTPEHMIO.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa

Ja

Het

SSID

I (config-if)>  ssid (auto | <cname>)

|(conﬁg4n> no ssid
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

name Crtpoka Nmsa 6ecnpoBogHoi cetn (SSID)

auto KntoueBoe SSID 6yget HasHa4yeH aBToOMaTUYECKU.
CrnoBo

(config-if)> ssid WIRELESS
SSID saved.

2.1.111 interface tsp

Bxopg B rpynny komaHA Ang Hactpounku TSP.

OnucaHue

Mpedumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nntepcpenca
BxoxpeHue B rpynny

CuHoncuc

KomaHga ¢ npedmkcom no otknoyaet TSP.

Oa
[a

Het

TunnelSixInFour
(config-if-tsp)
| (config-if)>

I (config-if)> no tsp

2.1.112 interface tsp password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

HasHaunTb naponb Anga goctyna vepes TSP.

KomaHga ¢ npedukcom no yaansiet napornsb.

Ja
Oa

Het

TunnelSixInFour

I (config-if-tsp)>

I (config-if-tsp)> no password

password (passworad»

AprymeHT

Tun

OnucaHue

password

Ctpoka

Maponb TSP.
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2.1.113 interface tsp prefix-length

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHThI

YkasaTb Heobxoaumyo anuHy npedukca.
KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa

[a

Het

TunnelSixInFour

I (config-if-tsp)>  prefix-length «values

I (config-if-tsp)> no prefix-length

AprymeHT Tun OnucaHue

value Llenoe uucno |dnunHa npedukca. MoxeT npuHuMmaTtb
3Ha4veHus 48, 56 nnun 64.

2.1.114 interface tsp server

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHTbl

IPv4-appec cepBepa, NonyveHHbINn OT TYHHENBHOro cepsuca.
KomaHga c npedumkcom no yaanset IP cepsepa.

Da

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  server «ip»

I (config-if-tsp)> no server

AprymeHT Tun OnucaHue

ip IPv4 IPv4-agpec cepsepa.

2.1.115 interface tsp user

OnucaHue

Mpedukc no

HasHaunTb nmsa nonb3oBaTtens ans goctyna yepes TSP.
KomaHga ¢ npedmkcom no yganseTt umsi.

[a
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CHoncuc

AprymeHThl

Ja
Het

TunnelSixInFour

I (config-if-tsp)>  user (login»

I (config-if-tsp)> no user

AprymeHT Tun OnucaHue

login Ctpoka Nwma nonb3oeartensa ana TSP.

2.1.116 interface tx-queue

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTL pa3mep odepeam UCXOASALWLNX NakeToB Ha nHTepdence. Mo ymonyanunio
ycTaHoBneHo 3HadeHne 1000.

KomaHga ¢ npecrKCcom no ycTaHaBNUBAET 3HAYEHME MO YMOSTYAHWIO.
Ja
Oa

Het

I (config-if)>  tx-queue (length,

I (config-if)> no tx-queue

AprymeHT Tun OnucaHue

length Llenoe uncno |OnuHa ovyepean B npegenax ot 0 oo 65536.

(config-if)> tx-queue 255
Tx queue length saved.

2.1.117 interface up

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIl BBOA

Bknioyaet ceTeBon MHTEpdENC 1 3anMCbiBaET B HACTPOWKN COCTOSTHUE «UP».

KomaHaa ¢ npedmKCoM no BbIKIKOYAET CETEBOWN MHTEPdENC U yaanseT «up» 13
HacTpoek. Takke MoXeT OblTb MCMoNb3oBaHa koMaHaa interface down.

Da
Oa

Het
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Curoncuc I (config-if)>  up
| (config-ify> no up
Mpumep (config-if)> up

Interface enabled.

2.1.118 interface usb power-cycle

OnucaHue OTknounNTbL NUTaHWe Ha usb-moaeme Ha 3afaHHbIV NPOMEXYTOK BpeEMeHU. 3Ta
dyHKLMSA Mcnonb3yeTcsa AN annapaTtHoro copoca usb-mogema B criyyvae
3aBUCaHUS.

Mpedukc no Het

MeHsieT HacTpouku Het

MHorokpaTHbi BBog  HeTt
Tun nHtepdenca Usb

CuHoncuc I (config-if)>  usb power-cycle pause>

AprymeHThI AprymeHT Tun OnucaHue
pause Llenoe uncno |lpomexyTok BpeMeHU OTKITHOYEHNSA
usb-mogema B MmunnmcekyHgax.

Mpumep (config-if)> usb power-cycle 3000
Core::Configurator: done.

2.1.119 interface wmm

OnucaHue Bkntounte WMM Ha uHTepdence.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Access Point

CuHoncuc I (config-if)>  wmm

I (config-if)> no wmm

Mpumep (config-if)> wmm
WMM extensions enabled.
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2.1.120 interface wps

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb dyHKumoHansHocTe WPS .
Oa

Ja

Het

WiFi

I (config-if)>  wps

I (config-if)> no wps

(config-if)> wps
WPS functionality enabled.

2.1.121 interface wps auto-self-pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

Mpumep

Bkntountb pexxum WPS auto-self-pin. KomaHaa ¢ npedukcom no oTknoyaeT
pexum. Mo ymonuyaHutio pexunm auto-self-pin BkntoueH.

Oa

Oa

Het

WiFi

I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

(config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

2.1.122 interface wps button

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Tun nHtepcpenca

Hauatb npouecc WPS c ncnonb3oBaHnem KHonku. MNpouecc Anntcsa 2 MUHYTHI,
WU MEHbLLE, eClU COeANHEHNE YCTaHOBIEHO.

Het
Het
Het

WiFi
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CuHoncuc

AprymeHTbI

Mpumep

I (config-if)>  wps button (send | receive)

AprymeHT Tun OnucaHue

send KntoueBoe OtnpauTtb HacTpowkn WiFi.
CNnoBo

receive Kntouesoe MonyuunTb HacTporikn WiFi ot Keenetic VOX.
CrnoBo

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

2.1.123 interface wps peer-pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO

Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

HavaTb npouecc WPS ncnonesysa PIN yganeHHoro yana. lNpouecc anutes 2
MWHYTbI, UMW MEHbLLUE, eCn COeQUHEHUE YCTaHOBIEHO.

Het
Hert
Het
WiFi

I (config-if)>  wps peer-pin (send | receive) (peer-pin

AprymeHT Tun OnucaHue

send Kntouesoe OtnpaeuTtb HacTpowikn WiFi.
CrnoBo

receive KnioueBoe Mony4unts HacTponkn WiFi ot Keenetic VOX.
CrnoBo

peer-pin Ctpoka PIN ynaneHHoro yana.

(config-if)> wps peer-pin receive 99586683
Receiving WiFi configuration process started (peer PIN mode).

2.1.124 interface wps self-pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

HavaTb npouecc WPS mncnonesys PIN yctpowicTsa. Npouecc Anvutes 2 MUHYThI,
UNN MeHbLLUe, ecny coeauHeHne yCTaHOBIEHO.

Het
Het

Het
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Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

WiFi

I (config-if)>  wps self-pin (send | receive)

AprymeHT Tun OnucaHue

send Kntouesoe OtnpaeuTtb HacTpowikn WiFi.
CrnoBo

receive Kntouesoe Mony4uunts HacTpoikn WiFi ot Keenetic VOX.
CrnoBo

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

2.1.125 ip dhcp host

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHThl

HacTtpouTtb cTatuyeckyto npusasky IP-agpeca k MAC-agpecy xocTa. Ecnm xocT
C YKa3aHHbIM MMEHEM He HaneH, KoMaHAa nelTaeTcs ero co3natb. Ecnn
yKasaHHbI IP-agpec He BXOAWT B AMAna3oH H1 OQHOTO Myra, KoMaH4a COXpPaHUTCS
B HacTpowikax, Ho Ha paboty DHCP-cepBepa He NoBMMsET.

KomaHga nossonsiet nomeHaTe MAC-agpec, OCTaBuB NMpexHee 3Ha4YeHne
IP-agpeca, n HaobopoT — nomeHsTb IP-agpec, ocTaBuB NpexHee 3HadeHne
MAC-agpeca.

KomaHga ¢ npedukcom no ygansieT XocT.
[a
[a
Oa

I (config)>  ip dhcp host <name> [mac 1[ ip]

I (config)> no ip dhcp host name>

AprymeHT Tun OnucaHue

name Ctpoka [Mpon3BoOnbHOE NMSA XOCTa, UCMOMNb3yeTcst
ans ngentndmkauymm napoel MAC-IP B
HacTponkax

mac MAC-agpec |MAC-agpec xocta onsi cTaTU4eckon

npueasku |IP-agpeca. Ecnu He yka3aH,
3Ha4yeHne GepeTcs M3 npeablayLuen
HaCTPONKN.

ip IP-agpec IP-agpec xocTa. Ecnu He ykasaH, 3HayeHune
DepeTcs 13 NnpegbiayLien HaCTPONKM.
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Mpumep

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

2.1.126 ip dhcp match vendor-class

OnucaHue

Mpedoukec no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA
BxoxnaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

HocTtyn k rpynne koMaHng 4nsa HacTpoviku knacca BeHgopoB DHCP (option 60).
Ecnu knacc BeHOOpOB He HaleH, KoMaH4a MbITaeTcst ero co3gaTth.

KomaHga ¢ npedmkcom no ygansieT ykasaHHbI Knacc BEHAOPOB.
Ha

Het

Oa

(config-dhcp-vclass)

I (config)>  ip dhcp match vendor-class name;

I (config)> no ip dhcp match vendor-class name;

AprymeHT Tun OnucaHue

name CTpOKa HaseaHue BeHOOp-Knacca.

(config)> ip dhcp match vendor-class VC
vendor class "VC" has been created.

2.1.127 ip dhcp match vendor-class dns-server

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

HacTtpouTtb cneumansHbii DNS-cepsep BeHaopa (option 6).
Oa

Ha

Het

I (config-dhcp-vclass)>  dns-server <address)

I (config-dhcp-vclass)> no dns-server

AprymeHT Tun OnucaHue

address IP-agpec IP DNS-cepsepa.
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2.1.128 ip dhcp match vendor-class ntp-server

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Hactpoutb cneumnansHein NTP-cepBep BeHaopa (option 42).

Oa
Ja

Het

I (config-dhcp-vclass)>

ntp-server (address)

I (config-dhcp-vclass)> no ntp-server

AprymeHT

Tun

OnucaHue

address

IP-agpec

IP NTP-cepsepa.

2.1.129 ip dhcp match vendor-class specific

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

BBecTu cneuunanbHyo nHpopmaumo BeHaopa.

Oa
[a

Het

I (config-dhcp-vclass)>

specific <info»

I (config-dhcp-vclass)> no specific

AprymeHT

Tun

OnucaHue

info

Ctpoka

MHopmaums o npomssoguTene.

2.1.130 ip dhcp pool

Hoctyn k rpynne koMmaHg ans Hactpoukn DHCP-nyna. Ecnv nyn He HangeH,
KOMaHa nblTaetcs ero co3gatb. [Ans nyna 3agaetcsa cnucok DNS-cepsepos
(komaHga dns-server), W03 No ymonyaxuio (komaHaa default-router) n Bpems
apeHabl (komaHga lease), a Takke guanasoH aMHammyecknx IP-agpecos (komaHaa

OnucaHue

range).

[Mocne HacTpomnkn nynoB Heobxoaumo BKNOUYUTL cryx0y DHCP ¢ noMoLLbo
kKomaHabl service dhcp.

MoxHo co3gaTb He 6onblie 32 nynoB. MakcumansHasa AnvHa MMeHun nyna — 64

cuMmBoOnia.

Komanpa c I'Ipe(*)VIKCOM no yaandert nyrn.
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Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

AprymeHTbI

Mpumep

MpumevaHwne: B TekyLlen Bepcun cuctembl peanv3oBaHa Nnogaepxka He
©onee ogHoro nyna Ha nHTepgenc. [ns KoppekTHon paboThl
DHCP-cepBepa Tpebyetcs, 4Tobbl ArMana3oH |IP-agpecos,
YCTaHOBIEHHbIV KOMAHAOW range, NpUHagnexan cetu,
HacTpoeHHoM Ha ogHoM u3 Ethernet-uHtepdencos ycTponcTea.

Oa

Oa

[a

(config-dhcp-pool)

I (config)>  ip dhcp pool name»

I (config)> no ip dhcp pool <name>

AprymeHT Tun OnucaHue

name Crtpoka Nmsa nyna DHCP.

(config)> ip dhcp pool test_pool
pool "test pool" has been created.

2.1.131 ip dhcp pool bind

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

MpuBasatb nyn K ykasaHHOMY MHTepdeNncy.
Ja

Ja

Het

Ethernet

I (config-dhcp-pool)>  bind <interfaces

I (config-dhcp-pool)> no bind <interface;

AprymeHT Tun OnucaHue

interface Crtpoka Nmsa nHtepdpenca.

(config-dhcp-pool)> bind Switch0/VLAN2
pool "test pool" bound to interface Switch0/VLAN2.
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2.1.132 ip dhcp pool default-router

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Hactpoutb IP-agpec wnto3a no ymonuanuio. Ecnu He ykasaH, To byger
ncnonb3oBaTbCH agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHom
aBTOMaTM4eCcku AN 3agaHHoro gvanasoHa range.

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.
Oa
[a

Het

I (config-dhcp-pool)>  default-router <address»

I (config-dhcp-pool)> no default-router

AprymeHT Tun OnucaHue

address IP-agpec Agpec wno3a no yMOn4yaHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

2.1.133 ip dhcp pool dns-server

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

HactpouTb IP-agpeca cepepoB DNS. Ecnu He yka3aH, To BygeT MCrnonb3oBaTbCA
agpec, HacTpoeHHbIn Ha Ethernet-uHtepdelice, onpegeneHHoM aBTOMaTUYeCKN
A9 3a0aHHOro AvanasoHa range.

KomaHaa ¢ npeuKComM No OTMEHSIET HACTPOMKY.
Oa
Ha

Het

I (config-dhcp-pool)>  dns-server <addressl [ address2 ]

I (config-dhcp-pool)> no dns-server

AprymeHT Tun OnucaHue
addressl IP-agpec Agpec nepsudHoro DNS-cepsepa.
address2 IP-agpec Appec BTopuyHoro DNS-cepBepa.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.
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2.1.134 ip dhcp pool enable

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

HauaTb ncnonb3osatb nyn B cucteme. KomaHga ¢ npedukcom no OTKIYaeT
ncnonb3oBaHue nyna.

Oa
[a
Hert
I(config-dhcp-pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

2.1.135 ip dhcp pool lease

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

HactpouTb Bpemst apeHngbl IP-agpecos nyna DHCP. Komanga ¢ npedumkcom no
ycTaHasnuBaeT 3Ha4YeHne no ymonyaHuio, pasHoe 86400 cekyHA.

Ha
Ha
Het
I (config-dhcp-pool)>  lease (time»

I (config-dhcp-pool)> no lease

AprymeHT Tun OnucaHue

time Llenoe uncno |Bpewms apeHabl B cekyHOax.

(config-dhcp-pool)> lease 100500
pool "test pool" lease has been changed.

2.1.136 ip dhcp pool range

OnucaHue

HacTponTb guanasoH guHamudecknx agpecos, BbigaBaeMbix DHCP-knueHTam
HekoTopown noaceTu. [lnanasoH 3agaeTcs HavyasnbHbIM U KOHeYHbIM IP-agpecom,
nnbo HavanbHbIM agpecom u pasmepom. CeTeBon nHTepdenc, K KoTopomy byayT
NPUMEHEHbI HACTPOWKK, BblIBMpaeTcs aBTomaTnyeckn. Agpec BbIGpaHHOro
NMHTepdenca ncnonb3yeTcs B ka4ecTBe LWrito3a no ymonyaHuio u DNS-cepsepa,
ecnu He 3agaHbl apyrne agpeca komaHgamu ip dhep pool default-router u ip
dhcp pool dns-server.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

KomaHga c npedurkcom no yganseT guanasoH.
[a
Oa

Het

I (config-dhcp-pool)>  range <begins ( <end) | <size»)

I (config-dhcp-pool)> no range

AprymeHT Tun OnucaHue

begin IP-agpec HavanbHbI agpec nyna.
end IP-agpec KoHeuHbIi agpec nyna.
size Lienoe uucno |Pasmep nyna.

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

2.1.137 ip dhcp relay lan

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

YkasbIBa€eT, Ha KakoM CeTeBOM MHTepderice peTpaHcnaTop DHCP 6ynet
obpabaTbiBaThb 3anpockl KMMEHTOB. MOXHO yka3aTb HECKONbKO MHTEPENCOB
«lany, onst 3Toro Hy>xHo BBECTM KOMaHAY HECKOSLKO pa3, yka3aB Bce HeobxoanmMble
NMHTepdEencobl No OAHOMY.

KomaHga ¢ npedmkcom no oTknodaeT petpaHcnsatop DHCP Ha ykazaHHOM
nHtepcpence. Ecnmn ncnonesoBatb kOMaHay 6e3 aprymMeHTOB, PETPAHCNSATOP
DHCP 6yget oTKNnio4YeH Ha Bcex MHTepdericax.

Ha
Ja
Ja

I (config)>  ip dhcp relay lan <interface»

I (config)> no ip dhcp relay lan [ interface]

AprymeHT Tun OnucaHue

interface Ctpoka lMonHoe ums unn NncesgoHUM nHTepdenca
Ethernet, Ha koTopom peTpaHcnsTop DHCP

6yp,eT NPUHNMaTb 3anpocChbl KITMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.
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2.1.138 ip dhcp relay server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Ykasatb |IP-agpec DHCP-cepBepa, Ha KOTopbI peTpaHcnaTop byget
nepeHanpaBnsiTh 3anpocbl KITMEHTOB M3 JIOKarNbHOM CETU.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
[a

Het

I (config)>  ip dhcp relay server address)

I (config)> no ip dhcp relay server [ address ]

AprymeHT Tun OnucaHue

address IP-agpec IP-agpec DHCP-cepsepa.

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

2.1.139 ip dhcp relay wan

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbl

YkasaTb, Yepes Kakon ceTeBov nHTepdenic petpaHcnatop DHCP 6yaer
obpawaTtbces K BoiwecTosiwemy cepeepy DHCP. B cucteme MoXeT 6bITb TOMbKO
OfVH UHTepdenc Takoro Tuna. Ecnu TouHbIM agpec cepBepa He ykasaH (CM. ip
dhcp relay server), 3anpockl 6yayT nepegaBaTbCsl LUMPOKOBELLATENBHO.
PekomeHayeTcs ykasbiBaTb agpec cepsepa.

KomaHga ¢ npedukcom no yaansiet HaCTPONKY.
Oa
Oa

Het

I (config)>  ip dhcp relay wan <interface)

I (config)> no ip dhcp relay wan [ interface ]

AprymeHT Tun OnucaHue

interface Ctpoka lMonHoe umsa unu NnceeaoHMM nHTepdenca
Ethernet, Ha koTopbIN ByayT HaNpaBNATLCA
3anpocbkl ot DHCP-knueHTOB.
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Mpumep

2.1.140 ip host

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

(config)> ip dhcp relay wan Switch0/VLAN2
using WAN interface SwitchO/VLAN2.

[o6aBnTb AOMEHHOE Ms 1 agpec B Tabnmuy DNS.
Oa
[a
[a

I (config)>  ip host <domains <address)

I (config)> no ip host [ <domain caddress> ]

AprymeHT Tun OnucaHue
domain Ctpoka [lomeHHOe nmsa xocTa.
address IP-agpec IP-agpec xocrTa.

(config)> ip host zydata 192.168.1.22
added record zydata, address 192.168.1.22.

2.1.141 ip name-server

OnucaHue

Hactpoutb IP-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBaKOTCA CTAaTUYECKMMMI, B MPOTUBOMOSOXHOCTb AMHAMUYECKUM —
3aperncTpupoBaHHbIM cnyk6amm PPP vnu DHCP .

AKTUBHBLIMW, TO €CTb UCMOMNb3YyeMbIMWN B AaHHbLIN MOMEHT agpecamMu, ABnATCA
Te, KoTopble BbiNn 3aperncTpupoBaHbl No3xe octanbHbIX. OBbIYHO cucTema
ncnonb3yet agpeca, NonyyYeHHbIe HECKONbKUMU NOCHEaHNMN YCNELLHO
noaknounswnmmucs cnyxéamu PPP nnn DHCP . Ecnun H1 ogHa 13 cnyx6 He
permuctpupyet agpeca DNS akTnBHbIMM ByayT cTaTtnyeckme HacTponku. OgHako,
ecrnu nocne perncrpauumn auHaMu4eckux agpecos nonb3oBatenem 6oinm
N3MeHEeHbl CTaTu4YeCckne HaCTPOVKKN, OHN CTAHOBATCH akTUBHbLIMM, NOKa He ByayT
3apervcTpupoBaHbl HOBbIE AUHAMUYECKMEe agpeca.

KomaH,qy ip name-server MOXXHO BBOAUTb MHOIOKpPAaTHO, eCinn Tpe6yeTc;|
HaCTpPOUTb HECKOJTbKO apecoB DNS-cepBepOB. Kpome TOro, KaXxxaomMmy BBejeHHOMY
agpecy MOXHO COMNnoCcTaBUTb OOHO UIMN HECKOJIbKO OMEHHbIX UMEH O5A pa6OTbI
co CFIGLI,I/I(*)I/ILIGCKVIMI/I 30HaMu, Hanpunmep, nokaribHbIM UMEHaMU B KOpI'IOpaTI/IBHOIZ
ceTn.

KomaHga ¢ npedmkcom no ygansieT ykasaHHble agpec cepeepa DNS n3
CTaTMYEeCKOro M akTMBHOMO CMMCKa, ecrnv KomaHaa AaeTcs ¢ apryMmeHTamm, nmbo
o4uLlaeT CNMCOK CTaTUYEeCKUX agpecoB, eCnn KoMaHaa Aaetcs 6e3 aprymeHTOB.
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Ecnu BbInonHUTL kKOMaHAy 6e3 aprymeHTa, TO BECb CMMCOK CTaTUYECKUX aapecoB
OyOeT O4ULLEH.

Mpedukc no Oa
MeHsieT HacTpoMnKku Ja

MHorokpaTHbii BBog [a

Cunoncuc I (config)>  ip name-server <address) [ domain ]
I (config)> no ip name-server [ <address; [ domain]]
AprymeHTbI AprymeHT Tun Onucanue
address IP-agpec Appec cepBepa NMEH.
domain Ctpoka [omeH, ons kotoporo 6yaeT ncnonb30BaTbCs
cepep. DNS-npokcu npu paspelueHun
UMeHU B NepByto ovepenb BblibupaeT agpec
cepBepa ¢ Hanbonee GrM3knm K 3anpocy
aomeHoM. Ecnu fomeH He ykasbiBaTb,
cepBep GyaeT Mcnonb3oBaThCs Anst BCeX
3anpocos.
Mpumep (config)> ip name-server 192.168.1.33

added name server 192.168.1.33, domain (default).

2.1.142 ip nat

OnucaHue BkntounTb TpaHCNAUMIO «JTOKanbHbIX» apecoB ceTu network unu cetu 3a
uUHTepdencom interface. Hanpumep, komanga ip nat Home o3Hadvaert, 4To
05151 BCEX NakeToB u3 cetu Home, npoxoaswmx yepes mapLupyTtunsarop, byget
BbINONHEHa NOAMEHa aapecoB UCTOYHUKA.

Mpedukc no Ha
MeHsieT HacTpouku Ja
MHorokpaTtHbii BBog [a
Tun nHtepdenca IP

Cunoncue I (config)>  ip nat (vpn | <interfaces | «address; <mask»)

I (config)> no ip nat (vpn | cinterfaces | caddress; «mask» )

AprymeHTbI AprymeHT Tun OnucaHue
vpn KntoueBoe TpaHcnAuMA BbINONMHAETCH ANSt KNMMEHTOB
CnoBo VPN.
interface Nms Nmsa nHtepderica nctouHmnka (NomnHoe nmsi
NHTepdenca |MHTepdenca nnn NnceBaoHUM).
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Mpumep

AprymeHT Tun OnucaHue

address IP-agpec BmecTe ¢ mackon mask 3apgaeTt gnanasoH
IP-agpecoB NCcTovHMKa, noanexawmx
TpaHCASLUMM.

mask IP-macka Macka gmanasoHa TpaHcnsauun. Ectb aBa
cnocoba BBoAa MacKu: B KAHOHNYECKOM BMae
(Hanpumep, 255.255.255.0) n B Buge
BuTOoBOM ANWHbLI Npedukca (Hanpumep, /24).

(config)> ip nat PPTPO
NAT rule added.

2.1.143 ip route

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Hob6asuTb B Tabnuuy mapLupyTusauum ctaTudeckMin MapLupyT, KOTOpbIN 3agaet
npasuno nepepayn IP-nakeToB Yepes onpedeneHHbINn W3 UM CeTeBon
nHTEepdenc.

B kauecTBe ceTn HasHa4YeHNs MOXHO yKka3aThb Krtodesoe cnoso default. B atom
cny4vae OygeT co3gaH MapLUpyT Mo yMOYaHuH.

KomaHaa ¢ npedurKkcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Oa
Oa
Oa
IP

(config)>  ip route ((address» «mask> | chost» | default) («gateway> [
interface]|«interface> ) [auto] [metric ]

(config)> no ip route ( c<address» tmask> | chost> | default) [ (gateway> |
<interfaces][metric]

AprymeHT Tun OnucaHue
address IP-agpec IP-agpec ceTn HasHa4yeHus.
mask IP-macka Macka ceTn HasHadeHusl. EcTb aBa cnocoba

BBOJa Macku: B KAHOHNYECKOM Buae
(Hanpumep, 255.255.255.0) u B Buae
BuToBOM ANWHbI Npedukca (Hanpumep, /24).

host IP-agpec IP-agpec y3na HasHaveHus.

default Kntouesoe Mcnonb3yetca ons 3agaHna mapLipyTos no
CNnoBo YMOMYaHUIo.

interface Crtpoka MonHoe umsa nHTepdenca nnm NCEBLOHNM.

YkasblBaeTcs B Ka4eCTBe HanpasneHus
nepegayn NakeToB, €CNu K MHTepdency
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Mpumep

AprymeHT

Tun

OnucaHue

MOAKIIOYEH KaHan ToYka-Touka, He
TpebyloLLmMii 4oNONMHUTENBHON agpecaumnn
BHYTPW KaHana.

Ecnu Ha nHTepdence ycTaHoOBMNEH NpUopuTeT
interface ip global, mapwpyTt go6aensercs
B CUCTEMHYO Tabnuuy TONbKO B TOM Cryvae,
€CINU He CyLLEeCcTBYeT ApYroro MapLupyTa
TEM e a[IPECOM HasHauYeHns 1 6oMbLIUM
NPUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLipyTumsatopa B
HEernocpeaCTBEHHO MOAKMIOYEHHOW CETHU.
MoxeT ObITb 3aaH BMECTe C UMEHEM
uHTepdenca, ecnu Tpebyerca ykasaTb
npuoputeT interface ip global. Ecnu
UHTepdenc He ykasaH, OH onpegensieTcs
CUCTEMOW aBTOMATUYECKUN N3 TEKYLLNX
HacTpoex IP.

auto

KrntoueBoe
CIoBO

Mo3Bonser NPMMEHNTb MapLUpyT TOraa,
Korga CtaHeT 40CTyneH YKa3aHHbIVI B HEM
LLUJTHO3.

metric

Llenoe uncno

MeTpurka mapLupyTa. B TekyLien peanmsauum
UrHOPUpYeTCS.

(config)> ip route default Home
static route added.

2.1.144 ip static

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

Tun nHTepcpenca

Cospgatb cTatndeckyo NpmBA3Ky nokaneHbiX IP-agpecos k rmobansbHeiM. Ecnn
interface unu network cOOTBETCTBYET MHTEPMENCY C YPOBHEM HBE30NACHOCTK
public, To 6yaeT BbINONHATLCA TpaHCNAUmMs agpeca uctodxdmka (DNAT). Ecnun
to-address cooTBeTCTBYET MHTepdency ¢ ypoBHeM GeszonacHocTu public, To
OyaeT BbINOMHATLCA TpaHCNAUMsa agpeca HasHadeHus (SNAT). Homep nopta
TCP/UDP Bcerga paccmatpyBaeTCsl Kak MOPT Ha3Ha4YeHus!.

Ecnu network cooTBeTCTBYeT ogHOMY afpecy, U 3TOT aapec paBeH to-address,
TO Takoe npasuno ByaeT 3anpeLlaTs TPAHCNALMIO yKa3aHHOro aapeca, Kotopas
morna 6bl 6bITh BbINOMHEHa NCXOAs U3 3a4aHHbIX npasun ip nat.

Mpasuna ip static nmetoT 6onee BLICOKUI MPUOPUTET MO CPABHEHUIO C NpaBUIamm

ip nat.
[a
[a
Oa
P
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CuHoncuc

AprymeHThl

Mpumep

(config)>  ip static [tcp | udp] («interfaces | (<address> amask»)) ((
«port>through cend-port> (to-address))|(«port>«to-address) [«to-port)])
| cto-address» )

(config)> no ip static [[tcp | udp] («interface; | («address» anasks) ) ( (
«port> through cend-port, (to-address)) | («port>«to-address) [«to-port)])
| <to-addressy )]

AprymeHT Tun OnucaHue
tcp KntoueBoe TCP npotokon.
CnoBo
udp KntoueBoe UDP npotokon.
CnoBo
interface Nms Nmsa BxogHoro nHtepdpenca (nonHoe nvs
nHTepdenca |uHTepdenca nnm NCeBaoHUM).
address IP-agpec BmecTe ¢ mackon mask 3apgaeTt gnanasoH
IP-agpecoB Has3HauyeHus, noanexaiimx
TpaHcnsAunm.
mask IP-macka Macka guanasoHa TpaHcnauun. Ecte gBa
cnocoba BBoAa Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) n B BuAe
ouToBON AnVHbLI Npedukca (Hanpumep, /24).
port Lienoe uucno |Homep nopta TCP/UDP, Ha koTopbIii
NPUXOAUT 3anpoc, NOASIEXALLNA TPAHCIALMUN.
Ecnu He ykasaH, TpaHcnsuns byaet
BbIMOSHATHLCA 119 BCEX BXOOSILLMX 3aNpOCOB.
end-port Llernoe uncno |OkoH4YaHMe ananasoHa NopToB.
to-address IP-agpec ALpec HasHa4yeHus nocne TpaHcNAuun.
to-port Llenoe uncno |Homep nopta TCP/UDP nocrne TpaHcnsumm.
Ecnu He ykasaH, nopT Ha3Ha4YeHnsi ocTaeTcs
NPEXHUM.

MycTb MeeTca MapLUpyTU3aTop MEXAy «JokansHom» ceTbio 172.16.1.0/24
(ypoBeHb B6e3onacHocTu private) n «rnobanesHomn» ceTbto 10.0.0.0/16 (ypoBeHb
6e3onacHocTn public). Tpebyetcs, 4TobbI BCEe 3anpochl, NpuxogsilumMe Ha
«rnobanbHbI» UHTEPAENC STOro MapLIpyT13aTopa Ha nopT 80, TpaHCAMPOBanMCh
Ha «JoKanbHbINY cepBep c agpecom 172.16.1.33. [NocnenoBatenbHOCTbL KOMaHA,
peanuvayroLLmMX Takylo CXeMY, MOXET BbIMAAETb Tak:

interface Home
ip address 172.16.1.1/24
!
interface Internet
ip address 10.0.0.1/16
ip global 1
!
ip nat Home
ip static tcp Internet 80 172.16.1.33 80
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2.1.145 ipv6 local-prefix

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO,

CunHoncuc

AprymeHThl

Mpumep

Hactpoutb nokanbHbin npedukc (ULA). ApryMeHT MOXeET ObiTb OYKBEHHbLIM
npedurkcom nnm knodesbiM cnosomM default, KoTopoe aBTOMaTMYECKU reHepupyeT
NMOCTOSIHHbIN YHUKANbHbIN NpeduKc.

[a
[a

Het

I (config)>  ipv6 local-prefix (default | prefix;)

I (config)> no ipv6 local-prefix [default | qprefix; ]

AprymeHT Tun OnucaHue
default Kntouesoe leHepunpoBaTb NOCTOSHHBIN YHUKAIbHbIN
CNnoBo npecdwmkc.
prefix Mpedukc JlokanbHbIi npeduke (ULA). JomkHo BbiTb
KOppEeKTHoe 3HayeHue npedukca B 6noke
fd00o: : /8 c gnnHoM npedurkca He Gonee 48.

(config)> ipvé local-prefix fd0l:db8:43::/48
ULA prefix saved.

2.1.146 ipv6 name-server

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Hactpoutb IPv6-agpeca cepsepoB DNS. CoxpaHeHHble Taknm obpasom agpeca
Ha3bIBalOTCS CTAaTUYECKUMMU, B MPOTUBOMONOXHOCTb AMHAMUYECKUM —
3aperncTpupoBaHHbiM cnyx6amm PPP unu DHCP .

KomaHay ipv6 name-server MOXHO BBOOUTL MHOFOKPaTHO, ecrnin TpebyeTcs
HacTpouTb Heckonbko aapecoB DNS-cepBepos.

KomaHga ¢ npedukcom no yoansieT ykasaHHble agpec cepepa DNS n3
CTaTMYEeCKOro M akTMBHOMO CMMCKa, eCcrnv KOMaHaa AaeTcs ¢ apryMmeHTamm, nmbo
o4YMLIaeT CNMCOK CTaTUYEeCKUX aapecoB, eCN KOMaHAa Aaetcs 6e3 aprymeHToB.

Oa
Oa
Ja

I (config)>  ipv6 name-server address

I (config)> no ipv6 name-server [ <address> |
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

address IPv6-address |Aapec cepBepa MMeH.

(config)> ipvé name-server 2001:db8::2
added name server 2001:db8::2, domain (default).

2.1.147 ipv6 route

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

[o6aBuTb B Tabnuuy MapLupyTnsaumm ctaTudeckuin MapLupyT, KOTopbl 3agaet
npasuno nepenayn IPv6-naketoB yepes onpeneneHHbIi W3 Unm ceTeBomn
nHTEpgenc.

B kauecTBe ceTn HasHa4YeHNs MOXHO yKa3saThb Krtodesoe cnoso default. B atom
cny4vae OygeT co3gaH MapLUpyT No yMONYaHuH.

KomaHaa ¢ npedukcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Oa
[a
Oa

I (config)>  ipv6 route («prefix» | default) <interface,

I (config)> no ipv6 route ( «(prefix> | default) <interface;

AprymeHT Tun OnucaHue

prefix Mpedwke Mpedwmkc IPV6.

default KntoyeBoe Mcnonb3yeTtcs npeduke no yMonyaHuio.
CroBo

interface Nms lMonHoe ums nHTepdenca nnm NCEBAOHNM.
UHTepdenca

(config)> ipv6 route
added name server 2001:db8::2, domain (default).

2.1.148 ipv6 subnet

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

JocTyn Kk rpynne koMaHA, Ans HACTPOWKN cermeHTa nokansHon cetn IPv6. Ecnu
CerMeHT He HaeH, KoMaHaa nbiTaeTcs ero co3nathb.

Ja
Oa
[a
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BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

2.1.149 ipv6 subnet bind

MNpunBssaTb NoaceTb K MHTEpPdENCy.

OnucaHue

Mpedumkc no

MeHsieT HacTPOMKHM
MHorokpaTHbIl BBOA,

CuHoncuc

AprymeHTbI

Mpumep

2.1.150 ipv6 subnet mode

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

(config-subnet)

| (config)>

ipv6 subnet name;

I (config)> no ipv6 subnet [ <name> ]

AprymeHT

Tun

OnucaHue

name

Ctpoka

Mms unu nceBAOHUM MOACETU.

Oa
Ja

Het

I (config-subnet)>

bind <interface,

I (config-subnet)> no bind [ <interface> ]

AprymeHT

Tun

OnucaHue

Interface

Ctpoka

MonHoe ums nHTepderca nnm NCEBAOHNM.

(config-subnet)> bind WifiMaster0/AccessPointl

Interface bound.

BbiOpaTb pexxmm HacCTPONKM agpecoB Anst XOCTOB B NoaceTu. [oCcTynHbI ABa
BapuaHTa — dhcp u slaac. Nepsbiv BkntoyaeT nokaneHsin DHCPV6-cepeep ¢
Lenbio NpUcBoeHnst agpecos, BTopon BktovaeT SLAAC (aBToOKOHGUIypaLmio

agpecos).
Ja
Oa

Het

I (config-subnet)>

mode (slaac | dhcp)

I (config-subnet)> no mode (slaac | dhcp)
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AprymeHTbI

Mpumep

AprymeHT Tun OnucaHue

slaac KntoueBoe Bkntountb SLAAC (aBTOKOH(bUrypaumio
CIoBO agpecos).

dhcp Kntouesoe Bkntounts DHCPV6-cepBep.
CNnoBo

(config-subnet)> mode slaac
Mode changed.

2.1.151 ipv6 subnet number

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

MpucBouTb NoaceTn naeHTUMKaTop, KOTopbIN ByaeT onpeaensTs Ny6nnYHbIN
npedukc cermeHTa. iaeHTudpmkatop 4omkeH 6biTb YHUKaNbHbIM Cpeay NoAceTEN.

Oa

[a

Het

I (config-subnet)>  number )

I (config-subnet)> no number [ 1> ]

AprymeHT Tun OnucaHue

n Llenoe yncno |YHukanbHbIN ngeHTudmkaTop nogcetu.

(config-subnet)> number 3
Number changed.

2.1.152 isolate-private

OnucaHue

Mpedumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbI BBOA,

CuHoncuc

3anpeTnTb Nepedayy AaHHbIX Mexay NoobiMyU MHTepdecamm ¢ YypoBHEM
GesonacHocTu private.

KomaHga ¢ npecrkcom no 0OTMEHSIET AeCTBME KOMaHAbI, pa3peLuas nepegasarb
OaHHble Mexay nHTepdencamm private.

Oa

Ja

Het

I (config)> isolate-private

I (config)> no isolate-private
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Mpumep

2.1.153 known

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

21154 Is

OnucaHue

Mpedukc no

MeHsieT HacTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

104

(config)> isolate-private
Applied.

host

[106aBUTb N3BECTHBIN XOCT.
Oa

[a

[a

I (config)>  known host <name» <mac»

I (config)> no known host [ mac ]

AprymeHT Tun OnucaHue
name Crpoka MNpoun3BonbHOEe NMsA XocTa.
mac MAC MAC-agpec xocTa.

(config)> known host 123 4C:0F:6E:4B:3C:BA

Core: :KnownHosts: new host

"123" has been created.

BbiBecTM Ha akpaH cnncok annos B yKa3aHHOW OMPEKTOPUMN.

Het
Het

Het

I (config)> ls[directory]

AprymeHT Tun

OnucaHue

directory Ctpoka

MyTb k nanke. [NyTb JOMKEH coaepxaTb UMS
harinoBow CUCTEMbI U HENOCPEOCTBEHHBIN
nyTb K nanke B cnegytowem dopmare <file
system>:<path>. [Npymepsbl hannosbIx
cuctem — flash, temp, proc, usb, etc.

(config)> ls temp:

rel: temp:
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2.1.155 more

OnucaHue
Mpedumkec no
MeHsieT HacTpOMKu
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

entry, type = R:

name: resolv.conf

size: 107
entry, type = D:
name: db

entry, type = D:
name: dhcp6c
entry, type = R:
name: TZ
size: 6
entry, type = R:
name: passwd
size: 128
entry, type = D:
name: dnscache
entry, type = D:

name: mnt
entry, type = D:
name: tmp
entry, type = D:
name: ppp
entry, type = D:
name: lib
entry, type = D:
name: run

BbIBECTM Ha 3KpaH cogepXnMmMoe TEKCTOBOro dhanra noCTpPoYHO.

Het

Het

Het

I(conﬁg)> more «filename»

AprymeHT Tun OnucaHue

filename File name lMonHoe nms darna nnu NcesgoHUM.

(config)> more temp:resolv.conf
nameserver 82.138.7.15
nameserver 82.138.7.251
nameserver 82.138.7.130

options timeout:1 attempts:3 rotate
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2.1.156 ntp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CuHoncuc

HocTtyn k HacTporike NTP-knueHTa.

KomaHga ¢ npedmkcom no cbpacbkiBaeT HacTponku NTP-KnneHTa B HAaCTPONKM
Mo YMOM4YaHuto.

Ja
Het

Het

I (config)> ntp

I (config)> no ntp

2.1.157 ntp server

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

[o6aBunTb B cnncok HoBbih NTP-cepBep. MoxHo nobaBuTtb He 6onee 8
NTP-cepBepos.

Komanpa ¢ npedukcom no yganaet NTP-cepsep u3 cnucka. Ecnv BeInonHUTb
KomaHgy 6e3 aprymeHTa, T0 BeCb cnncok NTP-cepBepoB OyAEeT O4YULLIEH.

Oa
[a
Ja

I (config)>  ntp server <host»

I (config)> no ntp server [ host ]

AprymeHT Tun OnucaHue

host CTtpoka Anpec NTP-cepepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.

2.1.158 ntp sync-period

OnucaHue

Mpedukc no

HasHaunTb nepropg CMHXpOHM3auuKn BpeMeHu. 1o yMmonyaHuio ncnonb3yeTcs
3HavyeHue 1 Hepens.

KomaHga c I'Ipe(*)VIKCOM Nno yCTaHaBnMBaeT BpeMA CUHXPOHU3aunn no ymosrdaHuio.

Da
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.159 ping-check profile

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
BxoxgeHue B rpynny

CuHoncuc

AprymeHTbI

Ja

Het

I (config)>  ntp sync-period (time»

I (config)> no ntp sync-period

AprymeHT

Tun

OnucaHue

time

Llenoe uncno

Bpemsa cuHxpoHunsauum, B MuHyTax. Moxet

NPUHUMaThL 3HavyeHne oT 60 MUHYT 4o 1
mMecsua.

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

HocTtyn k rpynne koMaHg 4ns HacTporikv BeibpaHHoro npoduns Ping Check. Ecnn
npodunb He HandeH, KoMaHaa nelTaeTcs ero co3gatb. KomaHga ¢ npedmkcom

no yaanset npoduns Ping Check.

Ja
[a
Oa
(config-pchk)

I (config)>  ping-check profile (name)

I (config)> no ping-check profile name)

AprymeHT

Tun

OnucaHue

name

Ctpoka

Wma npodunsa. Cnucok OCTYNHbIX AN

BbiGopa npodomnelt MoXHO YBUAETL BBEAS

komaHay ping-check profile ?.

2.1.160 ping-check profile host

OnucaHue
Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbI BBO,

HasHaunTb agpec nnm nMm4a yganeHHoro Xxocta ana teCtMpoBaHuA.

Het

Ja

Het
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Cunoncuc I (config-pchk)>  host <hostname»
AprymeHTbI AprymeHT Tun OnucaHue

hostname Mwmsa xocTa Nms nnu agpec yaaneHHoro xocTa.
Mpumep (config-pchk)> host 8.8.8.8

PingCheck: :Profile: profile "TEST" uses host 8.8.8.8 for testing.

2.1.161 ping-check profile max-fails

OnucaHue YkasaTb Konn4ecTBo nocrneoBaTeribHbIX HeyAa4HbIX 3anpoCcoB K yaaneHHoOMY
XOCTY, N0 AOCTWXEHMNIO KOTOPOro MHTEPHET Ha UHTepdence cumTaeTcs
OTCyTCTBYIOWMM. [10 ymMon4aHuio ncnons3syetcs 3HaveHne 5. KomaHga ¢
npedrnKCoM No yCcTaHaBNMBaeT 3Ha4YEeHNe No YMOMYaHMIO.

Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbii BBog  Hert

Cunoncuc I (config-pchk)>  max-fails count)
I (config-pchk)> no max-fails
AprymeHTbI AprymeHT Tun Onucanue
count Llenoe uucno |Konnuyecteo HeyaadHbix 3anpocoB. MoxeT
NpUHMMaTb 3Ha4YeHust B npegenax ot 1 oo
10 BKNIOYMTENBHO.
Mpumep (config-pchk)> max-fails 7

PingCheck: :Profile: profile "TEST" uses 7 fail count for »
disabling interface.

2.1.162 ping-check profile mode

OnucaHue YctaHoBuTb pexum Ping Check. o ymonyaHuio yCTaHOBMEHO 3HaYeHne icmp.
KomaHga ¢ npedurKcom no ycTaHaenMBaeT 3HaYeHMe Mo YMONYaHuio.

Mpedoumkc no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert

CuHoncuc I (config-pchk)>  mode (icmp | connect)
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AprymeHTbI

Mpumep

I (config-pchk)> no mode

AprymeHT Tun OnucaHue
icmp KntoueBoe TecTupoBaHue 4OCTYNHOCTW YAaneHHOro
CrnoBo xocTa ByaeT ocyLecTBNATbCA NOCPeaCTBOM
otnpasku emy ICMP-echo request (ping).
connect Kntouesoe TecTupoBaHue 4OCTYNHOCTW yAaneHHOro
CrnoBo XocTa ByaeT ocyLecTBNATLCA NOCPeaCcTBOM
ycTaHoBkn TCP-noaknoyeHnst Ha 3agaHHbIN
nopT.

(config-pchk)> mode connect
PingCheck: :Profile: profile "TEST" uses connect mode.

2.1.163 ping-check profile port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA

CunHoncuc

AprymeHTbl

Mpumep

YkasaTb NopT ANS NOAKMOYeHNs K yaaneHHoOMY XOCTy. HacTpoika umeert cMbicn
npu pexume Ping Check connect (komaHga ping-check mode).

Het

Oa

Het

I (config-pchk)>  port <number)

AprymeHT Tun OnucaHue

number Llenoe uncno |Homep nopra.

(config-pchk)> port 860
PingCheck: :Profile: profile "TEST" uses port 80 for testing.

2.1.164 ping-check profile timeout

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

YCTaHOBUTb MakCUManbHoe BpemA oxXnagaHma oTeeTa yaaneHHoOro Xxocta Ha ogmH
3anpoc B CekyHOax. Mo YMOJI4aHUK NCNonb3yeTcqa 3Ha4YeHne 1. KomaHga ¢
I'Ipe(bMKCOM Nno yCTaHaBnMBaeT 3Ha4eHUe no ymon4aHuto.

Da
Oa

Het

I (config-pchk)>  timeout (time»
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AprymeHTbI

Mpumep

I (config-pchk)> no timeout

AprymeHT

Tun

OnucaHue

time

Llenoe uncno

Bpemsa oxugaHua B cekyHaax. Moxet
npuHUMaThb 3HavyeHns ot 1 go 10
BKINKOYNTEMNBHO.

(config-pchk)> timeout 4
PingCheck: :Profile: profile "TEST" timeout is changed to 4 »

seconds.

2.1.165 ping-check profile update-interval

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

2.1.166 ppe

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

YCTaHOBUTb NEPUOANYHOCTb BbINOMHEHUS NPoBepok Ping Check B cekyHaax.

Het

[a

Het

| (config-pchk)>

update-interval (time)

AprymeHT

Tvn

OnucaHue

time

Llernoe uucno

Mepvog obHoBNEHMA B cekyHaax. MoxeT
npyvHUMaThb 3HayveHus ot 3 go 3600
BKIHOYUTENMBHO.

(config-pchk)> update-interval 60
PingCheck: :Profile: profile "TEST" interval is changed to 60 »

seconds.

BkntounTtb Briok O6pabotku Maketos (PPE).

Ja
Oa

Het

I (config)>  ppe

I (config)> no ppe
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Mpumep

(config)> ppe
PPE enabled

2.1.167 pppoe pass

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

Mpumep

BKMoUnTb (PYHKUUIO CKBO3HOMO NponyckaHus. MoxHo BBecTr 0o 10 nokanbHbIX
ceTeBbIX y3noB. KomaHga ¢ nperkcoMm no oTKovaeT yHKLMIO.

Oa
[a
Het

Ethernet

I (config)>  pppoe pass through «from (to»

I (config)> no pppoe pass through

AprymeHT Tun OnucaHue

from Nms HavanbHbIn MHTEpdenc.
UHTepdenca

to Nwms KoHeuHbI uHTEepdenc.
nHTepdenca

(config)> pppoe pass through Home ISP
PPPoE pass-through enabled.

2.1.168 service dhcp

OnucaHue

Mpedukc no
MeHsieT HacTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

Bkntounts DHCP-cepBep. Ecnu ans 3anycka cnyx0bl He4OCTaTOMHO HACTPOEK
(cm. ip dhep pool), cnyxba He ByaeT oTBedaTb No ceTu. Kak Tonbko HacTpoek
CTaHeT 4oCTaTo4HO, cryba BKMYMTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
Oa

Het

I (config)>  service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.
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2.1.169 service dhcp-relay

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

BkntounTb petpaHcnaTop-DHCP. Ecnin gnst 3anycka cnyx0bl HEAOCTaTOYHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxba He Byger oTBeyaTb MO ceTu. Kak TonbKO HAaCTpPOEK CTaHET 4OCTATO4HO,
cnyx6a BKMOYUTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
[a

Het

I (config)> service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

2.1.170 service dns-proxy

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

Mpumep

Bkntounts DNS-npokcu cepsep. KomaHaa ¢ nperkcom no octaHaBnueaeT
cnyxoy.

Ja
Ha
Het
I (config)>  service dns-proxy

I (config)> no service dns-proxy

(config)> service dns-proxy
DNS proxy enabled.

2.1.171 service http

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

Bkntountb HTTP-cepBep, KOTOpbI NpeaocTaBnsaeT nonb3oBaTesto
Web-nHtepdeinc ons HacTponku yctporcTea. KomaHaa ¢ npedukcom no
OCTaHaBNMBaEeT Cryxoy.

[a
Oa

Het
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CuHoncuc

Mpumep

I (config)> service http

I (config)> no service http

(config)> service http
HTTP server enabled.

2.1.172 service igmp-proxy

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

BkntounTtb IGMP-npokcn. [ns paboTbl cny6bl HEOOX0AUMO Hanu4mMe OgHOro
nHTepdenca upstream n xotst 6bl ogHoro nHTepdenca downstream. Ecnv gns
3anycka cny>0bl He4OCTaTOMHO HACTPOEK, OHa He byaeT pabotaTk. Kak Tonbko
HaCTPOEK CTaHET JOCTaTOYHO, Cryba BKMOYMTCA aBTOMaTUYECKN.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
Oa

Het

I (config)>  service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy
IGMP proxy enabled.

2.1.173 service ntp-client

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

Bkntounts NTP-knneHT. KomaHaa ¢ npedrkcomM no octaHaBnuBaeT cryxoby.
Oa

Ja

Het

I (config)>  service ntp-client

I (config)> no service ntp-client

(config)> service ntp-client
NTP client enabled.
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2.1.174 service telnet

OnucaHue Komanpa 3anycka cepsepa telnet, KoTopbI npegocTaBnaeT Nosfb3oBaTesto
NHTEpdENC KOMaHAHOW CTPOKM OS89 HACTPOKMKM ycTponcTea. KomaHaa ¢ npedukcom
NO OCTaHaBNMBAET CryX0y.

Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config)>  service telnet
I (config)> no service telnet
Mpumep (config)> service tel

Telnet server enabled.

2.1.175 service udpxy

OnucaHue BkntounTb cnyx0y udpxy. KomaHga ¢ npedrkcoM No ocTaHaBMNMBAET Cryxoy.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTHbI BBog  Hert

CuHoncue I (config)>  service udpxy
I (config)> no service udpxy
Mpumep (config)> service udpxy

Udpxy: :Manager: a service enabled.

2.1.176 service upnp

OnucaHue Bkntountb cnyx6y UPnP. KomaHaa ¢ npeduKkcom no ocTtaHaenmeaeT cryxoy.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbIn BBog  Hert

CuHoncuc I (config)>  service upnp

I (config)> no service upnp
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21177 show

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

[ocTtyn K rpynne komaHg ons npocMoTpa AnarHoctuyeckon nHgopmaumm o
cucteme. Bce komaHgbl 9TOM rpynnbl HE U3MEHAOT CUCTEMHbIE HACTPOMKM.

Het
Het
Het

(show)

I (config)>  show

2.1.178 show associations

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdenca

CuHoncuc

AprymeHTbI

Mpumep

MNokasaTb cnmncok 6eCI'IDOBO,U,HbIX CTaHLWN, CBA3AHHbIX C TOYKON nocryna. Ecnn
BbIMNOJIHATb KOMaHAY 6es aprymeHTa, To B€Cb CMNCOK 6ECI'IpOBOD,HbIX CcTaHuunn
6y,u,eT BblBelEH Ha 3KpaH.

Het
Het
Het

Access Point

I (show)>  associations [ <name> ]

AprymeHT Tun OnucaHue

name Crtpoka HaseaHwue Toukn goctyna. CnmMcok 4OCTYMNHbIX
Ans Bblbopa ToYek 4oCTyna MOXHO YBUAETb
BBeOS KomaHay associations ?.

(show)> associations GuestWiFi

station:
mac: 10:0b:a9:2f:d7:d0
ap: 1
authenticated: 1
txrate: 54
station:
mac: a0:88:b4:40:9c:98
ap: 1
authenticated: 1
txrate: 54
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2.1.179 show channels

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

2.1.180 show clock date

OnucaHue
Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbI BBO,

[NokasaTb CMMCOK AOCTYMNHbIX KAHAMNoB Ha paano-uHTepgence. [JOCTynHbIe KaHasnbI
onpeaensTca 3HadyeHneM country-code gns AaHHOrO MHTepenca.

Het

Het

Het

Radio

I(shom0> channels cinterface»

AprymeHT Tun OnucaHue

interface Nms HasBaHue paguno-nHtepdenca. Cnmcok
MHTepdgenca |[oCTyNHbIX 45 Bbibopa paano-uHTepdencos

MOXHO yBUAETb BBEAS KoMaHay channels
?

(show)> channels WifiStation0

channels:

channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:
channel:

oOoNOOUL SRS, WN B

Core::Configurator: done.

Mokasatb TeKyliee CUCTEMHOE BpeMA4.

Het
Het

Het
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Cunoncuc I(shom0> clock date
Mpumep (show)> clock date
date:
weekday: 4
day: 24
month: 5
year: 2012
hour: 23
min: 50
sec: 6
msec: 275
dst: inactive
tz:

locality: Moscow
stdoffset: 14400
dstoffset: -1

2.1.181 show clock timezone-list

OnucaHue MokasaTb CNMCOK OCTYMHbIX YACOBbIX MOSICOB.
Mpecduke no Het
MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncue I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:

tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:

Keenetic VOX CnpaBOYHMK KOMaHA, 117




asa 2 OnucaHne KomaHg,

2.1.182 show dot1x

OnucaHue

Mpedukc no

MeHsieT HacTpOWnKu
Tun nHTepdenca
MHorokpaTHbIl BBOA

CuHoncuc

AprymeHTbI

Mpumep

locality: Anadyr
stdoffset: 43200

dstoffset:

-1

lNokasaTb cocTosiHue knmeHTa 802.1x Ha uHTepdence. [1ns BO3MOXHOCTH
yrnpaBnenns coctosHmeM knmeHTa 802.1x Ha nHTepderice aormkHa ObiTb
HaCTpOeHa aBTopu3aumsa Npy noMoLm rpynnel komaHg interface authentication

Het

Het

Ethernet

Het

I (show)>  dotlx[interface]

AprymeHT Tun OnucaHue

interface Nms HaseaHue nHtepdeiica Ethernet. Cnncok
nHTepdpenca |QoCTynHbIX 4N Bbibopa MHTEPMENCOB

MOXHO yBUAeTb BBeas komaHay dot1x 2.

(config)> show dotlx ISP

dotlx:

id: Switch@/VLAN2

Core::Configurator: done.

2.1.183 show drivers

OnucaHue

Mpedumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIl BBOA,

CuHoncuc

state: CONNECTING

[NokasaTb CMCOK 3arpy>XeHHbIX ApanBepoB aapa.

Het
Het

Het

I (show)>

drivers
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Mpumep

(show)> drivers

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

2.1.184 show ftp

MokasaTb gomallHWe KaTanoru nonb3oBatenei, uMmetoLLmx Ter ftp.

OnucaHue
Mpedumkec no

MeHsieT HacTpoOMnKu
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Het
Het

Het

I (show)>  ftp
(show)> ftp

enabled:
permissive:

user:

name:

yes
yes

rt2860v2 sta
546736
0

rt2860v2 ap
554192
2

rndis host
5024
0

dwc_otg
68416

Im

1344

1

dwc_otg, [permanent]

admin

root: E:/
path: /tmp/mnt/E//
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2.1.185 show interface

OnucaHue

Mpedukc no
MeHsieT HacTpOWnKu
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHThbI

Mpumep

user:
name: torre
root:
path:

Core::Configurator: done.

nt

MokasaTb faHHble yKadaHHOro MHTepderica. Ecnu BeINONHUTL KOMaHay 6e3
aprymeHTa, TO BECb CMMCOK CETEBbIX MHTEPhencoB OyaeT BbIBEAEH Ha KpaH.

Het
Het
Het

P

I (show)>

interface name,

AprymeHT

Tun

OnucaHue

name

Ctpoka

MonHoe ums nnn NnceegoHUM NHTepdenca,
WHopmaLmio 0 KoTopom TpebyeTtca
oTo6pasnThb.

Mpumep 2.1. MpocMOTpP COCTOSAHMA NOPTOB KOMMyTaTOopa

KomaHga show interface BbiBOOUT pasnuyHyo MHGOOPMAaLMIO B 3aBUCUMOCTM OT
TMna uHTepdenca. B yactHocTH, ang kommyTtaTopa Switch@ oHa noMMmo obLwmx
CcBeJeHM NoKa3bIBaET TeKyLLlee COCTosAHME PU3NYECKUX NOPTOB, CKOPOCTb U

aynnekc.

config)> show interface Switcho

index: ©
type: Switch
description:

state: up

link: up

port, index = 1:
link: up
speed: 100M

duplex: full

port, index = 2:

link: down
speed:
duplex:

port, index = 3:
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link: down
speed:
duplex:
port, index = 4:
link: down
speed:
duplex:
port, index = 5:
link: up
speed: 100M

duplex: full

2.1.186 show interface channels

OnucaHue
Mpedumkec no

MeHsieT HacTpOWnKu

MHorokpaTHbIi BBOA,

Tun nntepcpenca

CuHoncuc

AprymeHThbl

Mpumep

lMokasaTb faHHble O KaHanax ykazaHHOro 6ecrnpoBOAHOIO MHTepdenca.
Het
Het
Het

Radio

I(shom0> interface (name»> channels

AprymeHT Tun OnucaHue

name Ctpoka MonHoe ums nnn NnceegoHUM NHTepdenca,
WHopmaLmio 0 KoTopom TpebyeTtca
oTo6pasnThb.

(show)> interface WifiMaster® channels

channels:
channel, index = 0:
number: 1
ext-40-above: yes
ext-40-below: no

channel, index = 1:
number: 2
ext-40-above: yes
ext-40-below: yes

channel, index = 2:
number: 3
ext-40-above: yes
ext-40-below: yes

channel, index = 3:
number: 4

Keenetic VOX CnpaBOYHMK KOMaHA, 121




asa 2 OnucaHne KomaHg,

ext-40-above: yes
ext-40-below: yes

channel, index =
number: 5

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 6

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 7

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 8

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 9

ext-40-above: yes

ext-40-below: yes

channel, index =
number: 10
ext-40-above: yes
ext-40-below: yes

channel, index =
number: 11
ext-40-above: yes
ext-40-below: yes

channel, index =
number: 12
ext-40-above: yes
ext-40-below: yes

channel, index =
number: 13
ext-40-above: no
ext-40-below: yes

Core::Configurator: done.

10:

11:

12:
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2.1.187 show interface mac

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Oto6paxaet Tabnuuy MAC-agpecoB komMmyTartopa.
Het
Het
Hert

Switch

I (show)>  interface (names mac

AprymeHT Tun OnucaHue

NHGopMaLmIo 0 KoTopom TpebyeTcs
oTObpasnThb.

name CTtpoka MonHoe ums nnn NncesgoHUM NHTepdeinca,

(show)> interface Switch0 mac

Port MAC Aging
1 20:6a:8a:1a:58:e9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00: fc 7

2.1.188 show interface rf e2p

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

lMokasaTb TeKyllee COAePKMMOE BCEX SiUeeK KannmbpoBOYHbIX AaHHbIX.
Het
Het
Het

Radio

I (show)>  interface name> rf e2p

AprymeHT Tun OnucaHue

name Ctpoka MonHoe umsa uHTepdenca unm NCeBaoHNM.

(show)> interface WifiMaster0® rf e2p

[0x0000]:5392 [0x0002]:0103 [0x0004]:43EC [0x0006]:04F6
[0x0008]:042B [0x000A]:5392 [0x000C]:1814 [OxO00E]:8001
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[0x0010]:0000 [0x0012]:5392 [0x0014]:1814 [0x0016]:0000
[0x0018]:0001 [0x001A]:FF6A [0x001C]:0213 [OxO01E]:FFFF
[0x0020] : FFFF [0x0022]:FFC1 [0x0024]:9201 [0x0026]:FFFF
[0x0028]:43EC [0x002A]:04F6 [0x002C]:052B [Ox002E]:FFFF
[0x0030]:758E [0x0032]:4301 [0x0034]:FF22 [0x0036]:0025
[0x0038]:FFFF [0x003A]:012D [0x003C]:FFFF [0x003E]:FAD9
[0x0040]:88CC [0x0042]:FFFF [0x0044]:FFOA [0x0046]:0000
[0x0048]:0000 [0x004A]:0000 [0x004C]:0000 [OXxO04E]:FFFF
[0x0050] : FFFF [0x0052]:1111 [0x0054]:1111 [0x0056]:1111
[0x0058]:1011 [0x005A]:1010 [0x005C]:1010 [OxO05E]:1010
[0x0060]:1111 [0x0062]:1211 [0x0064]:1212 [0x0066]:1312
[0x0068]:1313 [0x006A]:1413 [0x006C]:1414 [OxO06E]:2264
[0x0070]:00F1 [0x0072]:1133 [0x0074]:0000 [0x0076]:FC62
[0x0078]:0000 [0x007A]:0000 [0x007C]:0000 [O0xO07E]:0000
[0x0080]:FFFF [0x0082]:FFFF [0x0084]:FFFF [0x0086]:FFFF
[0x0088]:FFFF [0x008A]:FFFF [0x008C]:FFFF [OxO08E]:FFFF
[0x0090] : FFFF [0x0092]:FFFF [0x0094]:FFFF [0x0096] :FFFF
[0x0098]:FFFF [0x009A]:FFFF [0x009C]:FFFF [OxO09E]:FFFF
[0XO00A0]:FFFF [0x00A2]:FFFF [0x00A4]:FFFF [0Ox00A6]:FFFF
[0XO00A8]:FFFF [0x00AA]:FFFF [OXxO00AC]:FFFF [OxO0AE]:FFFF
[0x00BO]:FFFF [0x00B2]:FFFF [0x00B4]:FFFF [0x00B6]:FFFF
[0x00B8]:FFFF [0x00BA]:FFFF [0x00BC]:FFFF [Ox00BE]:FFFF
[0x00CO]:FFFF [0x00C2]:FFFF [0x00C4]:FFFF [0x00C6]:FFFF
[0x00C8]:FFFF [0x00CA]:FFFF [0x00CC]:FFFF [OxOO0CE]:FFFF
[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0OGDA]:FFFF [0x00DC]:FFFF [OxOO0DE]:6666
[OXOOEQ] : AAAA [0OxOOE2]:6688 [OxO00E4]:AAAA [OxO0E6]:6688
[OXOOE8]:AAAA [OxOOEA]:6688 [OxO00EC]:AAAA [OxOOEE]:6688
[0XO00FO]:FFFF [0x00F2]:FFFF [Ox00F4]:FFFF [Ox00F6]:FFFF
[0xO00F8]:FFFF [0x00FA]:FFFF [OxO0OFC]:FFFF [OxOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [Ox010E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
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2.1.189 show interface stat

OnucaHue

Mpedukc no
MeHsieT HacTpOWnKu

MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [Ox01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO] :FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [Ox01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
[OXO1EO] :FFFF [Ox01E2]:FFFF [OxO01E4]:FFFF [Ox01E6]:FFFF
[0XO1E8]:FFFF [Ox01EA]:FFFF [OxO1EC]:FFFF [OXO1lEE]:FFFF
[0xO1FO]:FFFF [Ox01F2]:FFFF [OxO01F4]:FFFF [Ox01F6]:FFFF
[0xO1F8]:FFFF [Ox01FA]:FFFF [OxO1FC]:FFFF [OXxO1FE]:FFFF
[NokasaTb CTaTUCTUKY NO MHTEPJIENCY.
Het
Het
Het
I(shom0> interface (name) stat
AprymeHT Tun OnucaHue
name Ctpoka lMonHoe nmsa nHTepdenca nnm NCEBAOHNM.
(show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0

2.1.190 show interface wps pin

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku

Mokasate WPS PIN Toukn goctyna.

Het

Het
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MHorokpaTHbii BBog  Hert

Tun nHtepdpenca WiFi
Cunoncue I (show)>  interface <name> wps pin
AprymeHTbI AprymeHT Tun Onucanue
name Crtpoka MonHoe umsa nHTepdenca nnm NCEBLOHNM.
MNpumep (show)> interface AccessPoint wps pin

pin: 60180360

2.1.191 show interface wps status

OnucaHue MokasaTtb ctatyc WPS Touku goctyna.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Tun nntepcpenca WiFi
Cunoncuc I (show)>  interface <name> wps status
AprymeHTbI AprymeHT Tun OnucaHue
name CTtpoka lMonHoe umsa uHTepdenca unm NCeBaoHNM.
Mpumep (show)> interface AccessPoint wps status
wps:
configured:

status: active
direction: send

mode: pbc
left: 113
2.1.192 show ip arp
OnucaHue OTtobpaxaeT cogepxumoe kewa ARP.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbI BBog  Hert
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CuHoncuc

Mpumep

I (show)> ipa

(show)> ip arp

rp

IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc Home
10.10.30.34 a0:88:b4:40:9c:98 GuestWiFi
192.168.75.203 7Cc:61:93:€€:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:c9:c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP

2.1.193 show ip dhcp bindings

OnucaHue

Mpedumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTtb ctatyc DHCP-cepBepa. Ecnu BbINONMHWUTL kKOMaHay 6e3 aprymeHTa, 10

BECb CMUCOK BblgeneHHbIx IP ons scex nynos 6yp,eT BblBeEEH Ha 3KpaH.

Het

Het

Het

I(shom0> ip dhcp bindings [ (pool> ]
AprymeHT Tun OnucaHue
pool Ctpoka Nmsa nyna.

(show)> ip dhcp bindings _WEBADMIN

le

h
le

h

ase:

ip:

mac:
expires:
ostname:

ase:

ip:

mac:
expires:
ostname:

192.168.15.211

00:26:c7:4a:€0:

289
lenovo

192.168.15.208

00:19:d2:48:d6:

258
evo

16

dc
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2.1.194 show ip dhcp pool

OnucaHue

MokasaTtb nHopmaumo 06 onpegeneHHom nyne. Ecnu BbINONHUTL KOMaHay 6e3

aprymeHTa, To MH(opMauwsi 060 Bcex nyrnax cucTembl OyaeT BbiBeieHa Ha SKpaH.

Mpedouke no Het
MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
Cunoncuc I (show)>  ip dhcp pool [ «pool>]
AprymeHTbI AprymeHT Tun Onucanue
pool Crtpoka Nmsa nyna.
Mpumep (show)> ip dhcp pool 123
pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no

2.1.195 show ip name-server

OnucaHue OTo6pa3nTtb cnucok Tekywmx agpeco DNS-cepBepoB B nopsigke yobiBaHUS
npvopwuTera.
Mpedukec no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert
Cunoncuc I(shom0> ip name-server
Mpumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
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2.1.196 show ip nat

MokasaTb Tabnuuy TpaHCNALUMKN CeTeBbIX apecoB.

OnucaHue
Mpedukc no

MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

global: no
server:

address: 82.132.76.130
domain: zydata.ru

global: yes

2.1.197 show ip route

OnucaHue

Het

Het

Hert

I(shom0> ip nat [tcp]

AprymeHT Tun OnucaHue

tcp KntoueBoe Tonbko 3anuncu ¢ Tunom TCP 6ynyT

CnoBo BblBEOEHbl Ha 3KpaH.
(show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 460005 1
111.221.77.159 40005 82.138.7.164 6482 1

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1

tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16

tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0

udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

OTob6paxaeT TekyLlyto Tabnuuy mapLupyTusaumm.
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Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbi BBog  Hert
Cunoncuce (show)> ip route[sort (interface|gateway|destination)(ascending
| descending) ]
AprymeHThI AprymeHT Tun OnucaHue
sort KntoueBoe 3anvcy Tabnuupbl MapLIpyTM3auumn npu
CrnoBo BbIBOAE Ha 3KpaH OyayT ynopsigoyeHsbi.
ascending Kntouesoe 3anucu Tabnuubl MmapLipyTusauun oyaoyT
CrnoBo ynopsaodeHsbl Mo BO3pacTaHuio.
descending KntoueBoe 3anucm Tabnuupbl MapLipyTusauum 6yayTt
CnoBo ynopsijodeHbl No yobIBaHMIO.
interface KntoueBoe CopTupoBka 3anvcen bygeT ocyllecTBrneHa
CNnoBo Nno UMeHN nHTepdenca.
gateway KntoueBoe CopTtupoBka 3anucen bygert ocyLlecTBneHa
CnoBo no agpecy Lnto3a.
destination Kntouesoe CopTupoBka 3anucen bygeT ocyllecTBneHa
CnoBo no agpecy HasHayeHus.
MNpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0

2.1.198 show ipv6 addresses

OnucaHue
Mpeduke no Het
MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc

I (show)>

lMokasaTb cnncok Tekywux IPv6-agpecos.

ipv6 addresses
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Mpumep (show)> ipvé addresses
address:
address:
interface:
valid-lifetime:
address:
address:
interface:
valid-lifetime:
address:
address:
interface:
valid-lifetime:
address:
address:
interface:
valid-lifetime:

2.1.199 show ipv6 prefixes

2001:db8::1
ISP
infinite

2001:db8::ce5d:4eff:fed4f:aab2
Home
infinite

fd3c:4268:1559:0:cebd:4eff:fedf:aab2
Home
infinite

fd01l:db8:43:0:ce5d:4eff:fedf:aab2
Home
infinite

OnucaHue NokasaTb cnncok Tekywux IPv6-npedukcos.
Mpecduke no Het
MeHsieT HacTpOMKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc

I(shom0> ipv6 prefixes

Mpumep (show)> ipv6 prefixes

prefix:

prefix:

interface:
valid-lifetime:
preferred-lifetime:

prefix:

prefix:

2001:db8:
ISP
infinite
infinite

:/64

fd3c:4268:1559::/48

interface:

valid-lifetime:
preferred-lifetime:

prefix:

prefix:

infinite
infinite

fd01l:db8:43::/48

interface:

valid-lifetime:
preferred-lifetime:

infinite
infinite
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2.1.200 show ipv6 routes

OnucaHue MokasaTb cnucok TekyLwmx IPv6-mapLupyToB.
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

CuHoncuc I (show)>  ipv6 routes

Mpumep (show)> ipv6 routes

route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01l:db8:43::/64
gateway: ::
interface: Home

2.1.201 show last-change

OnucaHue MokasaTb KTO U KOrda BHOCUI U3MEHEHUS B HACTPOWKN NOCNEeAHWIA pas.
Mpedukc no Het
MeHsieT HacTpoukm Het

MHorokpaTHbii BBogZ Het

CuHoncuc I (show)> last-change

Mpumep (show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT

agent: cli

2.1.202 show log

OnucaHue MokasaTb coaepXMmoe CUCTEMHOTO XXypHaria (3anucu, KOTopble COXPaHUINCH B
LMKnnYeckom Gydoepe), a Takke HOBbIe 3anmncu Mo Mepe Mx NocTynneHus. KomaHaa

1 32 Keenetic VOX CnpaBo4HMK KOMaH




maBa 2 OnucaHne KomaHp,

paboTaeT B POHOBOM pexume, TO eCTb 40 NPUHYAUTENBHOW OCTaHOBKM
nonb3oBaTenem no Haxatuio [Ctrl]+[C].

Mpedukc no Het
MeHsieT HacTpoMnKku Het

MHorokpaTHbii BBog  Hert

CuHoncuc I (show)>  log
Mpumep (show)> log
Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster0/AccessPoint0Q: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster0/AccessPoint0: »
STA(d8:b3:77:36:05:cl1) had

deauthenticated.

2.1.203 show netfilter

OnucaHue MokasaTek uHopmauuo o paboTe ceTeBoro akpaHa. Heobxogmumo ana
obecneveHust yaaneHHon TexnoaaepxKu.

Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbIi BBog  Hert

CuHoncuc I (show)> netfilter

2.1.204 show ntp status

OnucaHue [NokasaTb cuctemMHble HacTponkn NTP .
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Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

Cunoncuce I(shom0> ntp status
Mpumep (show)> ntp status

status:

elapsed: 168141
server: 2.pool.ntp.org
synchronized: yes

2.1.205 show ping-check
OnucaHue Mokasatb uHpopmaumto o npodune Ping Check. Mpn ncnonb3oBaHUM KOMaHAbI

6e3 aprymeHTa BbIBOASTCS AaHHble 060 Bcex Npodumnsix.

Mpecduke no Het
MeHsieT HacTpoMnKu Het

MHorokpaTHbii BBog  Hert

Cunoncue I(shom0> ping-check [ profile name>]

AprymeHThI AprymeHT Tun

OnucaHue

profile_name Ctpoka

HassaHue npodung.

Mpumep (show)> ping-check

pingcheck:
profile:
host:
port:
max-fails:
timeout:
mode:

interface:

TEST
8.8.8.8
80

7

1
connect

ISP

fail count: 0
status: pass

pingcheck:
profile:
mode:

pingcheck:

TEST1
icmp
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profile: TEST2
mode: icmp

2.1.206 show running-config

OnucaHue [NokasaTb TekyLMe HaCTPONKN, KOTOpble coaepXuT dann
system:running-config, TO4HO Tak e, Kak 9TO AenaeT KoMaHga more.

Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbIi BBog  Hert

CuHoncuc I(Sh0W0> running-config

Mpumep (show)> running-config
I $$$ Model: ZyXEL Keenetic
I $$$ Version: 2.0
I $$$ Agent:
I $$$ Last change: Fri, 13 Jul 2012 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipvé4.netfilter.ip conntrack max 4096

set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200
set net.ipvé4.netfilter.ip conntrack udp timeout 60
set net.ipvé4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
clock timezone Moscow
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|

access-list WEBADMIN ISP

permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »

port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
!
isolate-private
dyndns profile ABCD
!
dyndns profile WEBADMIN

type dyndns
!
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interface Switch0

port 1
mode access
access vlan 3
|
port 2
mode access
access vlan 1

wrr
up

interface Bridge0

name Home

description "Home network"
inherit Switch0/VLAN1
include AccessPoint
security-level private

ip address 192.168.15.43 255.255.255.0

up

interface WiMax0

description Yota
security-level public
ip address auto

ip global 400

up

interface PPTPO

ip
ip
ip
ip

ip

description "Office VPN"

peer crypton.zydata.ru

lcp echo 30 3

ipcp default-route

ipcp name-servers

ccp

security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe

ip tcp adjust-mss pmtu

connect via ISP

up

route 82.138.7.141 ISP auto
route 82.138.7.132 ISP auto
route 82.138.7.27 PPTPO auto
dhcp pool WEBADMIN

range 192.168.15.200 192.168.15.219

bind Home

dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
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bind GuestWiFi
|
ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:
ip nat Home
ip nat GuestWiFi
ipv6 subnet Default

bind Home

number 0

mode slaac

05 1.1.1.1
06 1.1.1.2

ipv6 local-prefix default
no ppe
upnp lan Home
torrent
rpc-port 8090
peer-port 51413
|
user admin
password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp
|
user test
password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly
|
service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp
cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive

2.1.207 show self-test

OnucaHue lMokasaTb COBOKYMHYH MHpOPMaLMIO O CUCTEMHOW akTUBHOCTU. Heobxoanumo

ans obecneyvyeHns yaaneHHoW TexnoaaepxKu.

Mpecduke no Het
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

2.1.208 show site-survey

OnucaHue

Mpedoumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Het

Het

I (show)>

self-test

MokasaTb OOCTYMHbIe 6ecnpoBoaHbIE CETU.

Het
Het
Het

Radio

I (show)>

site-survey name;

AprymeHT

Tun OnucaHue

name

Ctpoka MonHoe umsa nHTepdenca unm NCeBaoHNM.
Cnuncok gocTynHbIxX Ans Beldopa
UHTepdEeNCoB MOXHO YBUAETL BBEAA
KomaHay site-survey ?.

(show)> site-survey WifiStation0

ESSID

MAC Ch Rate Q

ZyXEL Keenetic

00:23:f8:5b:d3:f5 11 300Mbit/s 100

NDM Systems, Inc. 00:23:f8:5b:d3:f4 11 300Mbit/s 100

NATS

40:4a:03:b4:5d:18 4 54Mbit/s 34

2.1.209 show skydns profiles

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

BbiBecTu cnvcok npodunen SkyDNS.

Het
Het

Het

| (show)>

skydns profiles

(show)> skydns profiles

profile:

name: Main
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token: 821766297
profile:
name: Kids
token: 840106815

SkyDns::Client: Profile list is loaded.

2.1.210 show skydns userinfo

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

MHdopmaumsa nonb3oatens SkyDNS.
Het
Het

Het
I (show)>  skydns userinfo

(config)> skydns userinfo
plan:
name: Premium
code: PREMIUM

SkyDns::Client: SkyDNS info is loaded.

2.1.211 show system

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

[NokasaTb obLlee COCTOSAHNE CUCTEMBI.

OCHOBHbIe cBeeHUSA O COCTOSIHUU CUCTEMbI

©® 3arpyska LeHTpanbHOro npoueccopa, B NpoLeHTax.

® VHdopmauusa o 3aHATOM M UMEIOLLENCS B HanM4mMm NnamsTu, B kunobanTax.
© VHdopmauusa o6 ucnonb3oBaHum anna nogkadku, B knnobantax.

O Bpewms paboTbl cMCTEMBI C MOMEHTa 3anycka, B CeKyHaax.

Het
Het
Het

I (show)>  system

(config)> show system

hostname: Undefined
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domainname: WORKGROUP

cpuload: 0 @
memory: 13984/289
swap: 0/0 ©

uptime: 153787 O

2.1.212 show tags

76 ©

OnucaHue MokasaTb OOCTYMNHbIE MONb30BATENbCKNE METKW.
Mpeduke no Het
MeHsieT HacTpOWnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I (show)> tags

Mpumep (show)> tags

tag: cli
tag: readonly
tag: printers

tag: cifs
tag: http
tag: ftp

tag: torrent

2.1.213 show upnp redirect

OnucaHue MokasaTe UPnP npasuna TpaHcnaumm nopTtos. Ecnn BbINONHWUTL komaHay 6e3

aprymMeHTa, TO BECb CMMCOK Npasun
Mpedukc no Het

MeHsieT HacTpouKu Het

MHorokpaTHbii BBog  Hert

Tun nHtepdcpenca IP

CunHoncuc

TpaHcnAauunn 6y/:|,eT BblBEEH Ha 3KpaH.

I (show)>  upnp redirect [( (tcp | udp) cinterfaces (porty)| <index> ]

AprymeHThI AprymeHT Tun OnucaHue
tcp Kntouesoe Mpasuna TCP npotokona 6yayT BbiBEAEHbI
CNnoBo Ha 3KpaH.
udp Kntoyesoe Mpaeuna UDP npotokona 6yayT BbiBEAEHbI
CnoBo Ha 3KpaH.
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AprymeHT Tun OnucaHue

interface Ctpoka MpaBuna c ykazaHHbIM UMEeHeM UHTepderica
OyayT BbiBEAEHbI HAa 3KpaH.

port Llenoe uucno |lMpaBuna ¢ ykasaHHbIM NopToM ByayT
BblBEJEHbl Ha 3KpaH.

index Llernoe uucno |(lMpaBuno ¢ ykasaHHbIM NOPSAKOBbLIM
HOMepOoM ByAeT BblBEOEHO Ha dKpaH.

Mpumep (show)> upnp redirect
entry:
index:
interface:
protocol:
port:
to-address:
to-port:
description:
packets:
bytes:

2.1.214 show version

udp ISP 11175

1

ISP

udp

11175

192.168.15.206

11175

Skype UDP at 192.168.12.286:11175 (2024)
0

0

OnucaHue MokasaTb BEPCUIO MUKPOMNPOrpamMmbl.
Mpedukc no Het
MeHsieT HacTpomnku Het
MHorokpaTHbii BBog  Hert
CuHoncue I(shom0> version
Mpumep (show)> version
release: v2.00(BFW.3)B7
date: 20 Jun 2012
arch: mips
manufacturer: ZyXEL Communications Corp.
vendor: ZyXEL
series: Keenetic series
model: Keenetic
hw revision: A
device: Keenetic
class: Internet Center
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2.1.215 skydns assign

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

2.1.216 skydns enable

OnucaHue

Mpedukc no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

HasHaunTb TokeH gnsa xocta (MAC-agpeca).

Oa
Ja
[a

| (config)>

skydns assign ( «mac» <token | <token» )

I (config)> no skydns assign [ mac> ]

AprymeHT Tun OnucaHue

mac MAC-agpec |MAC-agpec, KOTOpOMY HasHa4YaeTCsl TOKEH.

token Lienoe yucno |oeHTudmkaumoHHbIn HoMep aAnd
duneTpytoLwero npoduns.

Bkntountb cnyx6y SkyDNS.
Oa

Ja

Het

I (config)>  skydns enable

I (config)> no skydns enable

(config)> skydns enable
SkyDns::Client: SkyDNS is enabled.

2.1.217 skydns login

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

HasHaunTb noruH anga yyetHon 3anncu SkyDNS. MNpedukc no cbpackbiBaeT BCce
HACTPOWKM YY4ETHOM 3anuncu.

Ja
[a

Het

I (config)>

skydns login <login [ (password) ]
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AprymeHTbI

Mpumep

2.1.218 skydns password

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

2.1.219 system

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
BxoxageHue B rpynny

CuHoncuc

2.1.220 system button

HacTpounTb KHOMKM Ha KOpryce YCTPOCTBa Ha BbINOSIHEHUE ONpeerieHHbIX

OnucaHue

I (config)> no skydns login

AprymeHT Tun OnucaHue
login CTtpoka JlornH yyetHom 3anuncu SkyDNS.
password Crtpoka Maponb y4eTtHom 3anucn SkyDNS.

(config)> skydns login test_user 1234

HasHaunTb napornb ans ydetHon 3anmcn SkyDNS.

Oa
Ja

Het

| (config)>

I (config)> no skydns password

skydns password (password»

AprymeHT

Tun

OnucaHue

password

Ctpoka

Maponb y4yeTHom 3anucu SkyDns.

(config)> skydns password 7654

,D,OCTyI'I K rpynne KOMaHg onsa HaCTpOIZKl/I rnobanbHbIX napamMmeTpoB.

Het
Het
Het

(system)

I (config)>

system

pencteuin. KomaHga ¢ npedrMkcoM NO OTMEHSAET HAaCTPOMKY.
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Mpedukc no

MeHsieT HacTpouku

Ja
[a

MHorokpaTHbi BBog  Hert

CuHoncuc

AprymeHThI

(system)>  button (RESET | WLAN | FN)

on (click | double-click | hold)

do (FactoryReset | UnmountAll | Reboot |
DlnaDirectoryRescan | DlnaDirectoryFullRescan |
TorrentAltSpeedToggle | TorrentClientStateToggle |
WpsStartMainAp | WpsStartGuestAp | WpsStartAllMainAp |

WpsStartMainAp5 |

WifiToggle | WifiGuestApToggle)

| (system)> no button (RESET | WLAN | FN)

AprymeHT Tun OnucaHue

RESET KnioueBoe |HacTtpamBaemas kHonka — CBPOC.
CnoBo

WLAN KnioyeBoe |HactpanBaemas kHonka — WLAN.
CrnoBo

FN KnioyeBoe |HactpanBaemas kHonka — FN.
CrnoBo

click KnioueBoe |HactpavBaemoe foencrene — KOpoTKoe
CnoBo Haxarue.

double-click KnioueBoe |HacTpanBaemoe fenctene — OBOWHOE
CnoBo HaxaTue.

hold KnioyeBoe |HactpanBaemoe gencrene —
CrnoBo yaepxxaHve 3 cekyHabl.

FactoryReset KnioueBoe |HasHavyaemas dyHKUMS — BO3BpaAT K
CnoBso 3aBOACKNM HacTpOMKaMm.

UnmountAll KnioyeBoe |HasHavaemas gyHkLmA — GesonacHoe
CnoBo n3BrnevyeHme OUCKOB.

Reboot KnioueBoe |HasHavaemas yHKUMSA — nepesarpyska.
CnoBo

DlnaDirectoryRescan |KnioueBoe
CnoBo

HasHayaemasga oyHKUNA — NOUCK HOBbIX
Meguadannos.

DlnaDirectoryFullRescan|KnioueBoe
CnoBo

HasHavyaemasi pyHKUMA — nonHoe
nepeckaHnpoBaHne megnadannos.

TorrentAltSpeedToggle|KnioueBoe
CnoBo

HasHavyaemas yHKUNA — pexunm
yepenaxu B BitTorrent-knneHte
(HeobxoamM yCTaHOBMNEHHbIA KOMMOHEHT
BitTorrent-knneHT Transmission).

HasHavaemasa pyHKkumna —
BKNIOYEHNE/BbIKIIOYEHNE
BitTorrent-knueHTta (Heobxogum

TorrentClientStateToggle|KntoueBoe
CrnoBo

144

Keenetic VOX CnpaBo4HMK KOMaH



maBa 2 OnucaHne KomaHp,

AprymeHT Tun OnucaHue
YCT@HOBIEHHbIA KOMMOHEHT
BitTorrent-knneHT Transmission).
WifiToggle KnioyeBoe |HasHavyaemas pyHKUMS —
CnoBo BKITtoveHme/BbikntoveHne cetn Wi-Fi.
WifiGuestApToggle KnioueBoe |HasHavaemas dyHKUUS —
CNoBo BKIOMEHME/BLIKIMIOYEHNE TOCTEBOM CETU
Wi-Fi.
WpsStartGuestAp KnioueBoe |HasHauaemas pyHkums — 3anyck WPS
CnoBso Aans rocteson cetn Wi-Fi (Heobxogumo
Hanuuve BKNIOYEHHOW rOCTEBOW CETU
Wi-Fi).
WpsStartMainAp KnioueBoe |HasHavaemas pyHkumst — 3anyck WPS
CI10BO ans Toukm goctyna 2,4 'y (Heobxogmmo
Hanmuune BKMOYEHHOW 6ecnpoBogHON
Toukm goctyna 2,4 Tu).
WpsStartAllMainAp KnioueBoe |HasHavaemasn pyHkums — 3anyck WPS
CrnoBo ans 6ecnpoBogHbIX TOYKEK focTyna 2,4
n 5 My (Heo6xogMmo Hannyune
BKITOMEHHbIX 6€CNPOBOAHbBIX TOYEK
goctyna 2,4 n 51Tw).
WpsStartMainAp5 KnioueBoe |HasHauaemasn pyHkums — 3anyck WPS
CnoBso ansa Touku goctyna 5 My (Heobxognmo
Hanuuue BKIOYEeHHON GecnpoBogHOM
Touku goctyna 5 ).
Mpumep (system)> button WLAN on double-click do WifiGuestApToggle

Peripheral: :Manager: "WLAN/double-click" handler set.

2.1.221 system clock date

OnucaHue YCTaHOBUTb CUCTEMHbIE AaTy U BpeEMS.
Mpedoumkec no Het
MeHsieT HacTpouku Oa

MHorokpaTHbii BBog  Hert

Cunoncuc I (system)>  clock date (date-and-time»
AprymeHThI AprymeHT Tun OnucaHue
date-and-time |CTpoka Tekywne nata u spems B popmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33

System date and time has been changed.
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2.1.222 system clock timezone

OnucaHue YcTaHoBUTbL YacoBoOW nosic cuctembl. KomaHaa ¢ npedurkcom no ycTaHaBnmBaeT
YacoBow nosic no ymon4yaxuto (GMT).

Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (system)>  clock timezone (locality»
I (system)> no clock timezone (locality,
AprymeHThI AprymeHT Tun OnucaHue
locality CTtpoka HasBaHue ropoga, 0603HavaroLwero 4YacoBom
nosic.
Mpumep (system)> clock timezone Dublin

the system timezone is set to "Dublin".

2.1.223 system configuration factory-reset

OnucaHue BoccTaHoBWTL 3aBOACKME HACTPOWKKN ANS BCEX PEXUMOB.
Mpedukc no Het
MeHsieT HacTpouKu [a

MHorokpaTHbI BBog  Hert

Cunoncnc I(system)> configuration factory-reset

Mpumep (system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.

2.1.224 system configuration save

OnucaHue CoxpaHUTb CUCTEMHbIE HACTPOWKM.
Mpedomkc no Het
MeHsieT HacTpoMnKu Ha

MHorokpaTHbii BBog  Hert

CuHoncuc I(system)> configuration save
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Mpumep

(system)> configuration save
Saving configuration.

2.1.225 system domainname

OnucaHue

Mpedukc no
MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

IMNpuceounTb cucteme gomeHHoe ums. KomaHaa ¢ npedmkcom no yaanser
OOMEHHOE NMS.

Oa
[a

Het

I (system)>  domainname <domain»

I (system)> no domainname

AprymeHT Tun OnucaHue

domain Ctpoka [lomeHHOe nmsi.

(system)> domainname zydata
Domainname saved.

2.1.226 system hostname

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

YCTaHOBUTb CUCTEMHOE UMs XocTa. KomaHga ¢ I'Iped)l/IKCOM Nno yCtaHaBnmeaeT
3Ha4yeHune no ymon4aHuio, 3aBucqdLlee OT Ha3BaHUAa MOoOeENNn.

MM xocTa ucnonbayeTcs Ans uaeHTudgmkaumm ysna B cetn. 9to Heobxoammo
ans obecneyeHns paboTbl HEKOTOPbIX BCTPOEHHbIX Cry»x0, Taknx kak CIFS.

Oa
Oa

Het

I (system)>  hostname <hostnames

I (system)> no hostname

AprymeHT Tun OnucaHue

hostname Ctpoka Mmsa xocTa cuctemsl.

(system)> hostname zyxel
Hostname saved.
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2.1.227 system reboot

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

BeinonHuTb nepesarpysky cuctembl. Ecnv ykaszaH napametp, nepesarpyska
BbINOMHWTCS 3anfaHMPOBaHO Yepes 3afaHHbli MHTepBan B cekyHgax. KomaHaa
C NpedMKCOM NO OTMEHSIET 3anflaHMPOBaHHY0 nepesarpy3ky. icnonb3oBaHne
KOMaHZbl NMPU yXe YCTaHOBINEHHOM TaliMepe 3aMeHsieT CTapoe 3HaveHue Talvepa
HOBbIM.

Wcnonb3oBaHuWe 3annaHMpoBaHHON nepesarpysku yaobHo B TOM cryyae, koraa
OCYLLECTBMSAETCA yaaneHHoe yrnpasneHne yCTPOWCTBOM, 1 NMonb30BaTeno
HensBecTeH a(PdEKT OT NPUMEHEHMS KakX-NMBo komaHa. /13 onaceHns notepsAtb
KOHTPOrMb Haj YCTPOMCTBOM MOMb30BaTENb MOXET BKMIOYUTL 3aMnaHnpOBaHHYo
nepesarpysky, kKotopasi cpaboTaeT Yepes 3afaHHblit MHTepBan BpemeHn. Cructema
BEPHETCA B NepBoHaYanbHOe COCTOAHME, B KOTOPOM OHa CHoBa ByaeT AoCTynHa
Mo ceTu.

[a
Het

Het

I (system)>  reboot [ interval ]

I (system)> no reboot

AprymeHTr Tun OnucaHue

interval Llenoe yucno |MHTepBan, Yepes KOTOPbI BbIMOMHUTCA
3annaHuMpoBaHHas nepesarpyska. Ecnu He
yKasaH, nepesarpyska BbIMNONHUTCA
HeMe[NeHHo.

(system)> reboot 20
Rebooting in 20 seconds.

2.1.228 system set

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CunHoncuc

YCTaHOBUTbL 3Ha4YeHWE YKa3aHHOIro CUCTEMHOro napamMeTpa N COXpaHUTb
N3MEHEHNA B TEKYLLUUX HaCTpOIZKaX. KomaHga c I'Iped)VIKCOM No BO3BpallaeTt
napameTpy 3Ha4eHune, Kotopoe ObIno YCTaHOBJ1E€HO NO yMOn4aHuto, 0 nepBsoro
N3MEHEHUA.

[a
Oa
Ja

I (system)>  set <name> «value>
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AprymeHThI

Mpumep

2.1.229 telnet

OnucaHue
Mpedumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

I (system)> no set <name»

AprymeHT Tun OnucaHue
name Crpoka NoeHTndukaTop cMcteMHoro napametpa
value CTtpoka HoBoe 3Ha4eHne cMCTEMHOro napameTpa

(config)> system
(system)> set net.ipv4.ip_ forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive_time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

[ocTtyn Kk rpynne komaHa ons ynpaesneHuna Telnet-cepsepom.
Het
Het
Het

(config-telnet)

I(conﬂg)> telnet

2.1.230 telnet port

OnucaHue

Mpedukc no

HasHauutb nopt ans telnet-coeamHenus. Mpeduke no yctaHaBnMBaeT HoMep
nopTa B 3Ha4YeHue No yMmonyaHuio. Mo yMonyaHuio ncnosnb3yetcs Homep nopTa
23.

[a
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Ja

Het

I (config-telnet)>  port <number)

I (config-telnet)> no port

AprymeHT Tun OnucaHue

number Llenoe uncno |Homep nopta. MOXeT npuHMMaTh 3Ha4YeHns
B npegenax ot 1 4o 65535 BKNOYNTENBHO.

2.1.231 telnet session max-count

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTb MakcumasibHOe YMCITO OAHOBPEMEHHbIX CECCUIA ANA
telnet-coeqmHenuns. Npedukc no yctaHaBnMBaeT KONMMYECTBO CeCCUi No
ymorn4daHuto. Mo ymonyaHuio ncnosb3yTcs MakcMmMyM 4 ceCCv OLHOBPEMEHHO.

Oa
Ja

Het

I (config-telnet)>  session max-count ccount»

I (config-telnet)> no session max-count

AprymeHT Tun OnucaHue

count Llenoe uncno |MakcumanbHOe YNCIio OgHOBPEMEHHbIX
ceccui. MoxeT NpuHMMaTh 3Ha4YeHNs B
npegenax ot 1 4o 4 BKNIOYMUTENBHO.

(config-telnet)> session max-count 2
Telnet::Server: the maximum session count set to 2.

2.1.232 telnet session timeout

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIl BBOA

YCTaHOBUTb BPEMS CYLLECTBOBAHUSA HEAKTUBHOW ceccumn ang telnet-coeguHexus.
Mpeduke no ycTaHaBnMBaeT TanmayT no ymonyaxuio. o ymonyaHuio TanmayT
paBeH 0, YTO 3HAYMT YTO DYHKLUMS OTCREXNBAHNS aKTUBHOCTU BHYTPU ceccumn
OTKIOYeHa.

Da
Oa

Het
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CuHoncuc

AprymeHThl

Mpumep

2.1.233 tools

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

I (config-telnet)>  session timeout (timeout»

I (config-telnet)> no session timeout

AprymeHT Tun

OnucaHue

timeout Llenoe uucno

oT 5 go 2321 CEKYH[, BKITHOYUTENBHO.

Bpems cyLecTBOBaHNSA HEAKTUBHOW CECCUN.
MoxeT npuHMmMaTh 3HaYeHUs B gManasoHe

(config-telnet)> session timeout 6
Telnet::Server: a session timeout value set to 6 seconds.

JlocTyn K rpynne KoMaHg Af1si TECTMPOBaHWS CUCTEMHOW cpeapbl.

Het
Het
Het

(tools)

I (config)>  tools

2.1.234 tools arping

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO

CuHoncuc

AprymeHTbl

[OencTtBrne koMmaHabl aHaNorM4yHo komaHae tools ping, HO B OTnMuMe OT Heé
paboTtaet Ha BTopoM ypoBHe mogenu OSI u ucnonssyet npotokon ARP.

Het
Het

Het

(tools)> arping(address> source-interface «source-interface[count
«count>][wait-time wait-times ]

AprymeHT Tun

OnucaHue

address IP-agpec

OnpawwnBaembin IP-agpec.

source-interface|KntoyeBoe
CIoBO

KrntoueBoe cnoBo, nocne KOToporo

YKa3blBaeTCcA nmMms MHTepd.)elzca-l/ICTO‘-lHl/IKa

3anpocos.

source-interface|msa
UHTepdenca

Nmsa nHTepdenca-ncTodHnKa 3anpocos.
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Example

AprymeHT Tun OnucaHue
count KntoueBoe KntoyeBoe cnoBo, Nocne KOToporo
CNnoBo yKa3blBaeTCs KONMYECTBO 3arnpoCoB.
count Llenoe uncno |KonnyectBo 3anpocos. Ecnn He ykasaHo,
KomaHga byaet pabotaTtb 40 NpepbiBaHUs
nornb30BaTenem.
wait-time KntoueBoe KrntoueBoe cnoBo, nocrne KoToporo
CnoBo yKasblBaeTCa MakcuMarnbHOe BpeMs
OXMOaHus oTBeTa.
wait-time Llenoe uucno |MakcmanbsHOe BpeMs OXuUaaHWs OTBETa,
yKasblBaeTCs B MUNNUCEKYHOAX.

(tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000

Starting the ARP ping to "192.168.15.51"...

ARPING 192.168.15.51 from 192.168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.

Process terminated.

2.1.235 tools ping

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

OtnpaeuTb 3anpockl Echo-Request npotokona ICMP ykazaHHOMY y3ny ceTu u
3achmkenpoBath noctynatowmne otBeTbl Echo-Reply. Bpemsa mexay oTnpaBkon
3anpoca u nony4veHmem oreeta Round Trip Time (RTT) no3BonsieT onpeaensito
OBYCTOPOHHME 3a4€ep>KKN MO MapLUPYTY U YacTOTy NOTEPU NaKeToB, TO eCTb
KOCBEHHO onpeAensaTb 3arpyXeHHOCTb Ha KaHanax nepegayn gaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcytcTBMe ICMP-0TBETOB MOXET TakKe 03HavaTb, YTO yaanéHHbIN y3en
(Mnn Kakon-NMBO 13 NPOMEXYTOYHbIX MapLpyTu3aTtopos) bnokmpyet ICMP
Echo-Reply nnu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping chost [ count ccount» ][ size (packetsize ]

AprymeHT Tun OnucaHue
host Ctpoka [omeHHoe ums nnu IP-agpec xocra.
count KntoueBoe KnoueBoe cnoBo, Nocse KoToporo
CNnoBo yKasbiBaeTcs konnyecTtso 3anpocos ICMP
Echo.
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Mpumep

AprymeHT Tun OnucaHue

count Llenoe uucno |Konnyectso 3anpocos ICMP Echo. Ecnu He
yKa3aHo, kKomaHga byaet paboraTb oo
npepbiBaHMSA NONb3oBaTeENEM.

size Kntouesoe KnoueBoe crnoBo, Nocse KOTOporo
CNnoBo yKasblBaeTcs pasmep nonsi gaHHbix ICMP
Echo-Request.

packetsize Llenoe uucno [Pasmep nons gaHHeix ICMP Echo-Request
B Gawvitax. Mo ymonyaHuio — 56, 4To BMecTe
c 8-6aiTOBbIM 3arofioBKOM 3aaeT pasmep

ICMP-naketa — 64 6anTa.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

2.1.236 tools ping6

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

OTtnpaBuTtb 3anpockl Echo-Request npotokona ICMPvV6 ykazaHHOMY y3ny ceTu
1 3acmkecmpoBaTb noctynarllme oreetol Echo-Reply. Bpems mexay otnpaskom
3anpoca u nonyyeHmem oteeta Round Trip Time (RTT) no3sonsieT onpenensatb
[ABYCTOPOHHME 3a[ePXXKun N0 MapLUPyTy M YacTOTy NOTEpPM NakeToB, TO eCTb
KOCBEHHO onpeaensiTe 3arpy>KeHHOCTb Ha KaHanax nepegayv AaHHbIX 1
NMPOMEXYTOYHbIX YCTPOWCTBAX.

MonHoe otcyTtcTBnEe ICMPV6B-0TBETOB MOXET TaKXKe 03Ha4aTb, YTO yAaNEHHbIN
y3en (Mnu Kakor-nmbo 13 NPOMEXYTOYHbIX MapLUpyTm3aTopor) orokupyet ICMP
Echo-Reply unu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping6 chost> [ count «count» ][ size (packetsize) ]

AprymeHT Tun OnucaHue

host Ctpoka [omeHHoe nmsa nnu IPv6-agpec xocTta.
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Mpumep

2.1.237 udpxy

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxaeHue B rpynny

CuHoncuc

AprymeHT Tun OnucaHue
count KntoueBoe KnioueBoe crnoBo, nocne KOToporo
CnoBo yKaablBaeTcs konu4yecTtso 3anpocos ICMPv6
Echo.
count Llenoe uncno |Konnyectso 3anpocoe ICMPv6 Echo. Ecniun

He yKa3aHo, kKomaHga b6yaet paboTartb Ao
npepbiBaHKs NoNb3oBaTeNem.

size Kntouesoe KnioyeBoe cnoso, Nocne KoToporo
CnoBso yKasbiBaeTcs pa3mep nons gaHHbix ICMPV6
Echo-Request.

packetsize Lienoe yucno |Pasmep nonga aaHHbIx ICMPV6 Echo-Request
B 6anTax. No ymonyaHuto — 56, 4To BMecTe
¢ 8-6aMTOBBIM 3arofIOBKOM 3aaeT pa3mep
ICMPv6-naketa — 64 6anTta.

(tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100

Sending ICMPv6 ECHO request to »
fd4b:f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=1l, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) : icmp reg=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

HocTtyn K rpynne koMmaHg AN HaCTPOWKM NapamMeTpoB udpXxy.
Het
Het
Het

(udpxy)

I (config)>  udpxy
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2.1.238 udpxy buffer-size

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

YctaHoBuTh pasmep bydepa udpxy. 3HaueHne no ymonyaHmio — 2048. KomaHga
¢ npedmkcom no cbpackiBaeT pasmep bydepa B 3HaYEHNE MO YMONYaHUIO.

Oa
Oa
Het
I (udpxy)>  buffer-size(size)

I (udpxy)> no buffer-size

AprymeHT Tun OnucaHue

size Llenoe uucno |Pa3wmep Oydepa B 6ariTax. 3HaueHne JOrmKHO
ObITb B NpomexyTke [1;1048576].

(udpxy)> buffer-size 500
Udpxy: :Manager: a buffer size set to 500 bytes.

2.1.239 udpxy buffer-timeout

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTL TaiMayT AJ1st XpaHeHWsl AaHHbIX B Bydepe udpxy. 3HayeHue no
yMon4yaHuio — 1. KomaHga ¢ npecukcom no cbpacbiBaeT TaiMayT B 3HaYeHne
Mo YMOSYaHWIo.

Oa
Ha
Het
I (udpxy)>  buffer-timeout (timeout,

I (udpxy)> no buffer-timeout

AprymeHT Tun OnucaHue

timeout Llenoe uncno |3HayeHune TarimayTa B cekyHAax. 3HayeHune
[OIMKHO ObIThb B poMexyTke [-1;60]. -1 —

HeorpaHWYeHHbIV TanmayT.

(udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.
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2.1.240 udpxy interface

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Cesazatb udpxy ¢ ykaszaHHbIM UHTepdencom. o ymonyaHmio npuesiaka He
HaCcTpOeHa 1 UCMONb3yeTcs TeKyLlee NogknodeHne K uHTepHety. KomaHga c
npedrKCOM NO BO3BPALL@ET 3HAYEHME MO YMOSYAHWIO.

Oa
[a
Her
I (udpxy)>  interface cinterface»

I (udpxy)> no interface

AprymeHT Tun OnucaHue

interface Nms MonHoe ums nHTepdenca nnm NCEBAOHNM.
nHTepcenca |Cnmcok AOCTYMHbIX ANns Bbibopa
NHTEPENCOB MOXHO YBUAETb BBEAS
komaHgy interface ?.

(udpxy)> interface ISP
Udpxy: :Manager: bound to Switch@/VLAN2.

2.1.241 udpxy port

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

Ykasatb nopt ans HTTP-3anpocos. 3HavyeHune no ymonyanuio — 4022. KomaHga
C NpedMKCoM no BO3BpaLLaEeT 3HAYEHME MO YMONYaHMIo.

Ja
Oa

Het

I (udpxy)>  port port>

I (udpxy)> no port

AprymeHT Tun OnucaHue

port Llenoe unucno |Homep nopta. 3Ha4yeHne JOMKHO ObITh B
npomexyTke [0;65535].

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.
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2.1.242 udpxy renew-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBO,

CunHoncuc

AprymeHThl

Mpumep

Mepurop BO30GHOBNEHUS MOAMUCKA HA MYyIBTUKACT-KaHan. 3HavyeHue no
yMon4aHuio — 0, To eCTb NognMcka He Bo306HOBNsieTcs. KomaHaa ¢ npedunkcom
No BO3BpaLLaeT 3Ha4YeHne No yMonyaHuio.

[a
[a

Het

I (udpxy)>  renew-interval <renew-interval,

I (udpxy)> no renew-interval

AprymeHT Tun OnucaHue

renew-interval |Llenoe uncno |[Nepvog B0O30OHOBNEHNSI NOAMNNCKN B
cekyHaax. 3HayeHue JomKHO 6bITh B
npomexyTke [0;3600].

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

2.1.243 udpxy timeout

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb TanmayT coefMHeHus. 3Ha4eHne no ymonyanmo — 5. KomaHga ¢
npedrKCOM NO BO3BpaLLAET 3HAYEHNE MO YMOMYaHMIo.

Oa
Oa
Het
I (udpxy)>  timeout (timeout)

I (udpxy)> no timeout

AprymeHT Tun OnucaHue

timeout Llenoe uncno |3HayeHune TarimayTa B cekyHAax. 3HayeHune
[OIMKHO BbITb B NpomexyTke [5;60].

(udpxy)> timeout 10
Udpxy: :Manager: a stream timeout set to 10 sec.
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2.1.244 upnp forward

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

[o6asuTtb UPnP nepeHanpaenaowee npasuno. KomaHaa ¢ npedukcom no
yOoansieT npaBuio U3 cnmcka.

Oa
Ja
Da
P

I (config)>

I (config)> no upnp

upnp forward (tcp | udp) [ interface]address> port,

forward [ <index> | ((tcp | udp) <address» <port») ]

AprymeHT Tun OnucaHue
tcp KntoueBoe [ob6aeutb/yaanutb NpaBumio ang rnpomokorsa
CnoBo TCP.
udp Kniouesoe [ob6aBunTb/yaanutb NpaBuno Ans npomokosna
CNnoBo UDP .
interface Ctpoka Bynet nobasneHo npaBuno Ans ykasaHHoro
uHTepdenca.
address IP-agpec Bynert nobasneHo/yganeHo npasumo ans
ykasaHHoro IP-agpeca.
port Llenoe uncno |byget pobaeneHo/yganeHo npaBuno Ansi
yKasaHHOro nopra.
index Llenoe uucno |bygeT yaaneHo npaBumo € yka3aHHbIM
NopsiAKOBbLIM HOMEPOM.

2.1.245 upnp lan

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

YkasaTtb LAN-nHTepderic Ha koTopom 3anyLieHa cryxxba UPnP.

Oa
[a
Het

P

I (config)>

upnp lan cinterface;

I (config)> no upnp lan
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AprymeHTbI

Mpumep

AprymeHT

Tun

OnucaHue

Interface

Ctpoka

MonHoe nms nHTepderca nnm NCEBAOHNM.
Cnmcok JocTynHbIX Ans Bbibopa
NHTEPENCOB MOXHO YBUAETL BBEAS
KomaHZy upnp lan ?.

(config)> upnp lan PPTPO

using LAN interface: PPTPO.

2.1.246 upnp redirect

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

[o6aeutb npaeuno TpaHcnaumm UPnP nopta. KomaHga ¢ npedukcom no yganset
npaBsuno 13 cnucka. Ecnu BeINONHUTE kKOMaHay 6e3 aprymeHTa, TO BECb CMMCOK
npaeun OygeT OuULLIEH.

Oa
Oa
[a
IP
(config)>  upnp redirect (tcp | udp) <interfaces <port, <to-address [
to-port]
I (config)> no upnp redirect [and forward | [ <index> | ((tcp | udp) <ports)]]
AprymeHT Tun OnucaHue
tcp KntoueBoe [ob6aBuTb/yganuTe NpaBuno Ang npoTokona
CnoBso TCP.
udp Kntouesoe [obaBnTb/yaanvTb NpaBumo Anst npoTokona
CnoBo UDP.
interface Crtpoka Byner nobaeneHo npaBuno Ans ykasaHHOro
WUHTepdenca.
port Llenoe uucno |byget pobaeneHo/yganeHo npasumno Ans
yKasaHHoro nopta.
to-address IP-agpec Bynet nobaeneHo/yganeHo npasunio ang
yKasaHHOro agpeca HasHadyeHus.
to-port Llenoe uucno |bynet nobaeneHo/yaaneHo npaBmno Ans

YKa3aHHOro noprta Ha3Ha4YeHu4.

and forward

KrnitoueBoe
CIoBO

Cnncku npaBun NepecbInkn 1
nepeHanpasneHns OyayT yaaneHsoi.

index

Llenoe yucno

Bynet yganeHo npaBuno ¢ ykazaHHbIM
NnopsiaKOBbLIM HOMEPOM.

Keenetic VOX CnpaBOYHMK KOMaHA,

159




asa 2 OnucaHne KomaHg,

2.1.247 user

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

[ocTtyn Kk rpynne KomaHa ons HACTPOWKM NapamMeTpoB YY4ETHOM 3anncu
nonb3oBarens. Ecnv yyeTHas 3anncb He HavaeHa, komaHaa NbiTaeTcs ee co3gaTtb.

KomaHaa ¢ npedmkCom no ygansiet y4eTHyto 3anuchb.

MpumeyaHwne: Y4yeTHas 3anucb ¢ 3ape3epBMpOBaHHbLIM MMeHeM admin He
MOXeT 6bITb yaaneHa. Kpome Toro, y nonb3oBartens admin
Henb3s yaanuTb NPaBo A0CTyNna K KOMaH4HOW CTPOKE.

Oa

Oa

Oa

(config-user)

I (config)>  user (name»

I (config)> no user (name>

AprymeHT Tun OnucaHue

name Crtpoka Mmsa nonb3osarens.

2.1.248 user password

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Ykasatb napornb nons3osatens. [aponb xpaHutcs B suge MD5-xewwa,
BbIYMCIIEHHOIO U3 CTPOKU «NOJSIb30BaTENb : Ndm: Naposiby.

KomaHaa npuHMMaeT apryMeHT B BUAE OTKPbITON CTPOKM UK 3HAYEHMUs!
xeLw-pyHKUMM. CoxpaHeHHbI Naposib UCNonb3yeTcs Ans ayTeHTUdMKaLum
norb3oBaTens.

KomaHga ¢ npedmkcom no cOpacbkiBaeT 3HAYEHNE Napons Takum obpasom, 4YTo
nonb3oBaTenb TepSieT AOCTYN K ycTponcTey. [Ansa nonb3oeartensa admin npedukc
no cOpacbiBaeT 3Ha4YeHe Napons Ha 3aBOACKNE HAaCcTPOMKn — 1234.

Oa

Oa

Het

I (config-user)>  password ( md5 chash» | (password> )

I (config-user)> no password
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AprymeHThI AprymeHT Tun OnucaHue
md5 KntoueBoe KntoueBoe cnoBo, Nocre KoToporo
CNnoBo yKa3blBaeTCs 3Ha4YeHne X3L-yHKLMK.
hash Ctpoka 3HaueHne MD5-xewwa.
password CTtpoka 3HayeHue naporns B OTKPLITOM BUAE, U3
KOTOpPOro aBTOMATMYECKM BbIYMCMSIETCS
3Ha4yeHne xeLua.
Mpumep (config-user)> password 1111

690.903618:

event, class

action:
name:
realm:
password,

= Event::User, raise time = »

changed

test

ZyXEL Keenetic 4G
type = md5: »

6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6

(config-user)>

tag:

cli

tag: http

password set has been changed for user "test".

2.1.249 user tag

OnucaHue

[MpuncBONTb YHETHOM 3aNMCK creunanbHy METKY, Hanndmne KOTOpon NpoBepsieTca

B MOMEHT aBTOpU3aL M1 NONb30BaTeNs 1 BbINOMHEHNN UM FHOObIX AEACTBU B
cucteme. Habop JonycTMMbIX 3HAYEHUI METKM 3aBUCUT OT (OYHKLIMOHAmbHbIX
BO3MOXXHOCTEN cUCTEMBI. [1oMnHbIA CNMCOK NpuBeaeH B Tabnuue Huxe.

OpQHOM y4eTHOM 3anncy MOXHO Ha3HaYMTb HECKOIbKO pa3HbIX METOK, BBOAA
KOMaHay MHOrokpaTtHo. Kaxayto MeTKy MOXHO paccMmaTpuBaTh Kak
npeaocTaBneHne nnn orpaHudeHe onpeaeneHHbIX npas.

BBog komaHabl C I'Ipe(bl/IKCOM no ygandert 3agaHHYyH METKY.

Tabnuua 2.1. Cnucok MeToK npaB gocTyna

MeTtka

OnucaHue

cli

HocTyn Kk uHTEepency KomaHaHOM CTPOKW.

http

Hoctyn kK Web-nHtepdeicy.

ftp

MogkntoyeHue Kk BcTpoeHHoMy FTP-cepsepy.

cifs

MoakntoueHne k cnyx6e dannos 1 npuHTepoB Windows.

torrent

Bxopg B nHTEpdENC yNpaBneHns KIMeHToM bannoobMeHHbIX
ceten BitTorrent.

readonly

3anpeT BbINOMHEeHNe KOMaH, MEHSIOLWNX HACTPOMNKMU.
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asa 2 OnucaHne KomaHg,

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

2.1.250 voip

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHoOrokpaTHbIli BBOA

BxoxpaeHue B rpynny

Metka OnucaHue
vpn MoakntoyeHne k BctpoeHHoMy cepiepy VPN.
MNpumevaHwue: YyeTHON 3annucu admin HeNb3s NOCTaBUTb METKY readonly u

yoanuTb meTky cli.

Oa
Ha
[a

I (config-user)>  tag (tag»

I (config-user)> no tag (tag»

AprymeHT Tun OnucaHue

tag MeTka MeTka, Hanuune KoTopor Heobxoanmo Ans
BbINOTHEHWS NOMNb30BaTeneM onpeaeneHHbIX
JencTBun.

(config-user)> tag http
user "test" tagged with "http".
(config-user)>

event, class = Event::User, raise time = »
567.225033:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6
tag: cli
tag: http

[ocTtyn Kk rpynne komaHa ons HACTPOUKuM napameTpos IP-tenedoHunn.
Het
Het
Het

(config-voip)
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Cunoncuc I(conﬁg)> voip

2.1.251 voip coder

OnucaHue HacTtpouTb npuopuTeThl KOAEKOB. [10 ymonyaHuio NCnonb3yTcs cneayoLme
3HaYeHus:
Kogek Mpuoputer
g711a 0
g729ab 1
g711u 2
Mpecduke no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

Cunoncuc I(conﬁg-vom)> coder «coder> line <lines priority priority

AprymeHTeI AprymeHT Tun Onucanve

coder KntoueBoe MoxeT NpUHMMAaTh 3HaYeHWS:
CroBso
* g711a

* g711u

« g711.1a
« g711.1u
. g722

« g722.1

» g723

+ g726

* g729ab

line Llenoe uncno |Homep tenedoHHON NUHUK. MoXeT
npuMHUMaTb 3HadyeHna 0, 1.

priority Llenoe uucno |lMpuoputeT kogeka. MoxeT npyHumaTb
3HayeHus 0, 1, 2. 0 — mMaKkcuManbHbIN
npuopuTeT.

MNpumep (config-voip)> coder g723 line 1 priority 1
Telephony: :VoiceApp: coder priority saved.
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2.1.252 voip dials

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

HasHaunTb Homep BbicTporo Habopa. KomaHaa ¢ npedurkcom no yaanser
Ha3Ha4yeHHbIN HOMeEp.

Oa
[a
[a

I (config-voip)>  dials line (<line» index <index»> (where»

I (config-voip)> no dials line (line> index <index)

AprymeHT Tun OnucaHue

line Llenoe uncno |Homep tenedoHHON NUHUK. MOXeT
npuvHUMaTb 3HadyeHna 0, 1.

index Llenoe uucno |KHorka, Ha KOTOPYIO Ha3Ha4YaeTcs Homep
ObicTporo Habopa. MoXxeT npuHUMaTb
3HayeHus ot 2 o 9.

where Ctpoka SIP URI B chopmate
sip:<number>@<host>[:<port>]

(config-voip)> dials line 0 index 2 sip:365884425@forward.com
Telephony::VoiceApp: speed dial number assigned to key 2.

2.1.253 voip interface

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Cesasatb VOIP c ykazaHHbIM MHTepdericoM. [1o ymonyaHuio npussa3ka He
HacTpoeHa 1 UCMONb3yeTcs TeKyLLee NodKnodYeHne K uHTepHeTy. KomaHga ¢
npedrKCOM NO BO3BPALLAET 3HAYEHME MO YMOSTYAHWIO.

Oa
Oa

Het

I (config-voip)>  interface cinterface;

I (config-voip)> no interface

AprymeHT Tun OnucaHue
interface Nms MonHoe ums nHTepderca nnm NCEBAOHNM.
nHTepcenca |Cnmcok JOCTyMHbIX ANns Bbibopa

NHTEPENCoB MOXHO YBUAETL BBEAS
komangy interface ?.
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Mpumep

(config-voip)> interface ISP
Telephony: :VoiceApp: interface is set to SwitchO/VLAN2.

2.1.254 voip param

OnucaHue

Mpedukc no
MeHsieT HacTpOWnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Hactpoutb napametpbl VOIP. KomaHga ¢ npedunkcom no ycTaHaBNMMBAET 3HAaYEHUS
MO YMOIYaHuIo.

Oa
[a

Het

I (config-voip)>  param name> «value

I (config-voip)> no param name»

ApPrymeHT name SIBNSIETCS KIOYEBLIM CITOBOM, KOTOPOE YKa3bIBa€ET, Kakoe 3HaYeHne
value OomkHO cnefosath 3a HUM. B MNMpunoxeHnn A npuBeaeH CNUCOK BCeX
Ha3BaHWN NapaMeTpoB name, KOTOPble MOTryT BbITb HACTPOEHbI, C
COOTBETCTBYOLLUMUN UM 3HAYEHNSIMM apryMeHTOB va lue.

2.1.255 yandexdns

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxaeHue B rpynny

CuHoncuc

HocTtyn B rpynny KomaHg, 4nis HacTponku npodmnen Yandex.DNS.
Het
Het
Het

(yandexdns)

I (config)>  yandexdns

2.1.256 yandexdns assign

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

HasHaunTb Tunbl 4ns XocToB. 1o ymonyaHuio Ans Bcex XOCTOB NCMONb3YeTCs
Tun safe. Tun default moxeT BbITb HA3HAYEH TONBKO OAHOMY XOCTY.

[a
Oa
Ha

I (yandexdns)>  assign [ <host ] (default | safe | family)

I (yandexdns)> no assign [ <host> ]
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AprymeHTbI

2.1.257 yandexdns enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

AprymeHT Tun OnucaHue
host MAC-agpec |XocT, K KOTOPOMY NPUMEHSAETCA TUN
dunsTpaumn. Ecnu He ykasaH, Tun
NPUMEHSIETCH KO BCEM XOCTaM.
default Kntouesoe dunbTpauusa He UCNOMNb3yeTCs.
CrnoBo
safe Kntouesoe 3awuTta oT BPeOOHOCHbIX U MOLLEHHNYECKMX
CnoBso CaunToB.
family KntoueBoe [ocTyn 3aKkpbIT K Bpe4OHOCHbIM U
CnoBo MOLLUEHHUYECKUM carTaM, a Takke K

pecypcam Ansi B3pOCHbIX.

3anyctutb cnyx0y Yandex.DNS.

[a
Da

Het

I (yandexdns)>

enable

I (yandexdns)> no enable

(yandexdns)>

enable

YandexDns: :Client: Yandex DNS is enabled.
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moccapum

Access Control List CMUCOK KOHTPOMS AOCTYNa, KOTOPbIN onpeaenseT, KTO U YTO MOXeT
nonyyarb AOCTYM K KOHKPETHOMY OOBEKTY, M Kakme MMEHHO onepaumm
paspeLLeHo MIn 3anpeLLeHo 3ToMy CyObEKTY NPOBOANTL Ha OOHLEKTOM.
B ceTax ACL npeacraBnsieT CIMCOK NpaBur, ONpeaensitoLLmnX NopThl Cryo
UN1 MMeHa AOMEHOB, AOCTYMHbIX Ha Y3r1e UMW JPYroM YCTPONCTBE TPETLETO
ypoBHsi OSI, KaXXabI CO CMUCKOM Y3I10B U/UNK CETEN, KOTOPbIM pa3peLLeH
poctyn K cepaucy. CeteBble ACL MoryT ObITb HACTPOEHbI Kak Ha OObIYHOM
cepBepe, Tak M Ha MapLIpyTM3aTope U MOryT yNpaBnsaTh Kak BXOAALLNM,
Tak 1 ncxogsLmMm TpaduKom, B Ka4eCcTBe MEXCETEBOIO 3KpaHa.

AddessandConroHFeldCampression MeTOZ cornacoBaHust KOMMPECCUK Nornen kKaHanbHOoro ypoBHst Address u
Control. Mo ymonuanuto Bce peanusaumn JOJDKHbI nepenaBate dpenmbl
c nonsmun Address n Control cootTBeTCTBYHOLWMMIU MeETOAY PENMNPOBAHMS.

Address Resolution Protocol NpOTOKON onpeaeneHns agpeca, NPOTOKON KaHansHOro ypoBHS,
npeagHasHayvyeHHbI ang onpegenexHns MAC-agpeca no n3sBectHoOMy
IP-agpecy. Hambonbluee pacnpocTpaHeHue 3TOT NPOTOKOM NONnyymn
Bnarogaps nosceMecTHOCTU ceTen IP, nocTpoeHHbIx noepx Ethernet,
nockoneky npaktuyeckun B 100 % cnyyaeB npu TakoM CoYeTaHUU
ucnone3yetcs ARP. [NpeobpasoBaHne agpecoB BbINOMHAETCA NyTeM noucka
B Tabnuue, Tak HasbiBaemon ARP-Tabnuue. OHa cogepXuT CTpoku ans
Kaxpgoro y3na cetu. B aByx ctonbuax cogepxarcs IP- n Ethernet-agpeca.
Ecnu TpebyeTcs npeobpaszoBath IP-agpec B Ethernet-agpec, To mwerca
3anucb ¢ cooTBeTCTBYIOLWMM IP-agpecom.

Asynchronous Transfer Mode AaCMHXPOHHbIN cnocob nepeagayn AaHHbIX, CeTeBast
BbICOKOMPOWN3BOAUTENbHASA TEXHOMNOMMS KOMMYTaL M v
MYNBTUNIIEKCUPOBaHUSA, OCHOBaHHas Ha nepefave AaHHbIX B BUAe A4eek
(cell) dukcmnpoBaHHoro pasmepa (53 6awnra), 13 KoTopbix 5 6anToB
NCMNonb3yeTcsl NOA 3arofioBoK. B oTnnyme ot cMHXpoHHOro cnocoba
nepegayvm gaHHbIx, ATM nydiie npucnocobrneH Anst npegocTaBneHnst yenyr
nepegayn AaHHbIX C CUMbHO pas3NUYaloLWUMCs UM U3MEHSIFOLLIMMCS

OuTpenTom.
Challenge-Handshake LUMPOKO pacnpoOCTPAHEHHbIN anropuTM NPOBEPKN NOAMMHHOCTMH,
Authentication Protocol npegycmaTpuBaroLLnin nepegady He camoro napons nonb3oeaTend, a

KOCBEHHbIX cBeAeHu 0 HEM. [pu ncnonesosaHun CHAP cepeep
yOanéHHoro JocTyna oTnpaBnseT KNMeHTy CTPOKy 3anpoca. Ha ocHoBe
3TOW CTPOKU M Naporis Nosfib3oBaTesns KIMeHT BbluncnseT xew-kog MD5S n
nepenaét ero cepaepy. CepBep, KOTOPOMY AOCTYMNEH Naposb
nonb30BaTernsl, BLIMOMHAET Te Xe CaMble BbIYUCIIEHNS U CPaBHUBAET
pesynbraTt C XeL-Ko4oM, MONy4YeHHbIM OT KnueHTa. B cnyyae coBnageHus
YY€THbIE JaHHbIE KNNeHTa yganéHHoro AoCTyna CHMTalTCA NOAMVMHHbBIMM.
Hanbonee BaxHom ocobeHHOCTLIO anroputma CHAP-ayTeHTudmkaumm
ABMSETCA TO, YTO Naporb HAKOIAa He MepPeChINaeTcs no KaHany.
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Moccapui

Command Line Interface

Compression Control
Protocol

DHCP

Domain Name System

Internet Control Message
Protocol

Internet Group Management
Protocol

Internet Protocol Control
Protocol

UHTepdenc KOMaHOHOM CTPOKN, pa3HOBMOHOCTbL TEKCTOBOrO MHTEpdenca
Mexay 4enoBeKOM M KOMMbIOTEPOM, B KOTOPOM UHCTPYKLUKN KOMMBIOTEPY
OaloTcs B OCHOBHOM NyTEM BBOAA C KIaBMaTypbl TEKCTOBbIX CTPOK (KOMaHL).
Takke M3BECTEH NOA HAa3BaHWEM KOHCOIb.

ncnonb3yeTca Oanda yCtaHOBKU U HaCTpOVIKVI aniropuTMoB CXXaTua AaHHbIX
Ha PPP.

NPOTOKON ANHAMUYECKON KOH(pUrypaLmm y3na, 3To CETEBON NPOTOKON,
NO3BONSAOLLMIA KOMMbOTEPAM aBTOMaTUYeCKku nonyyatb IP-agpec v gpyrue
napameTpbl, Heobxoanmele ans pabotbl B cet TCP/IP. [JaHHbIN npoToKon
paboTaeT N0 MogEenNn «KNMEHT-cepBep». [ns aBTomaTU4eCcKon
KOHMrypawmm KOMnNboTEP-KNMEHT Ha aTane KoHdurypauum ceteBoro
ycTponcTBa obpallaercs K Tak HasbiBaemomy cepsepy DHCP, n nonyyaet
OT Hero HyHble napameTpbl. CeTeBon agMMHUCTPATOP MOXET 3a4aTb
OunanasoH agpecoB, pacnpenensieMbix CEpBEPOM Cpean KOMMNbIOTEPOB.
OT0 no3BonsaeT nsbexatb py4HOM HACTPONKN KOMMbIOTEPOB CETU U
yMeHbLIaeT KonnyecTso owwmnbok. MNMpoTtokon DHCP ncnonb3yetcs B
6onbwunHcTee ceten TCP/IP.

cucTemMa JOMEHHbIX UMEH, KOMMbIOTEPHas pacnpedenéHHas cuctema ans
nony4eHus MHcopMaLMm o JoMeHax. Yalle Bcero ncnonb3yercs ans
nony4yeHus IP-agpeca no MMeHu xocTa (KoMMbloTepa UIn yCTPoRcTBa),
nony4eHnst MHoOpMaLIMM O MapLIPYTM3aLMK NOYTbI, 06CMY>KUBAOLLUX
y3nax Ansi IPOTOKOIOB B JOMEHE.

NMPOTOKON MEXCETEBbIX YNPABSOLLNX COOOLLEHNA, CETEBOW MPOTOKOJT,
Bxoaswmn B ctek npotokono TCP/IP. B ocHoBHom ICMP ncnonb3yetcs
Ons nepefayvm coobLeHnn o6 owmbkax u ApYrmx NCKIMIOUYMTENbHbBIX
CUTyaumsiX, BOSHWKLLMX MPW Nepeaade AaHHbIX, Hanpumep, 3anpaluvBaemMas
ycriyra HegoCTynHa, Unn XocCT, NN MapLLPYTM3aTop He oTBevaloT. Takke
Ha ICMP BosnaraloTcsa HEKOTOpbIE CEPBUCHBIE (DYHKLINN.

3TO MHTEPHET-MNPOTOKON, KOTOPbIN 06ecnevnBaeT BO3MOXHOCTb KOMMbIOTEPY
COOBLNTL O CBOEN NPUHAANEXHOCTU K rpynne pacchifiku Ha coceqHue
MapLupyTu3aTopbl. [pynnoBas paccolfka no3BonseT 0O4HOMY KOMMbLIOTEPY
MO MHTEPHETY pacchinaTb KOHTEHT APYrMM KOMMbIOTEPaM,
3auHTEepeCcoBaHHbLIM B NOMyYeHUM paccbinky. [pynnosasi paccblnika MoXeT
ObITb NCMONb30BaHa B TakMX Criyyasix, Kak 0bHOBNeHe agpecHbIX KHUM
nonb3oBaTenen MobunbHbIX KOMMNBLIOTEPOB, Pacchlnka MHGHOPMALIMOHHBLIX
GronneTeHelr No KoMNaHuu, n "aupHoe BelLaHne" LMPOKONOMNOCHbIX
nporpamMm NOTOKOBOrO MyrnsTUMeana Ans ayamtopum, Kotopas
"HacTpounace" Ha nony4yeHne rpynnoBON PacChIfKu.

B pamkax ucnonb3oBaHus mogenu Baanmogenctems OTKpbITbIX CUcTeM
(OSI), IGMP sBnsieTcs 4acTblo CETEBOIO YPOBHS.

MPOTOKON yNpaBneHns CeTeBbIM YPOBHEM AN YCTAHOBKM, HACTPONKM U
paspbiBa |IP nogkntoveHus nosepx PPP coeamHenus. IPCP ncnonb3yet
TOT e MexaHm3m obmeHa naketamu, 4yto n LCP. ObmeH naketamun IPCP
He MPoMCXoAnT Ao Tex nop, noka PPP He Ha4yHET ¢haldy cornacoBaHus
NpoTOKOMa ceTeBoro ypoBHsi. Jltobbie naketbl IPCP, nonyyeHHble 4O TOro,
Kak Ha4YHETCS aTa (hasa, [OIMKHbI ObITb OTOPOLLEHbI.
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Link Control Protocol

Logical Link Control

Microsoft Point-to-Point
Encryption

Maximum Receive Unit

Maximum segment size

Maximum transmission unit

Network Time Protocol

Permanent Virtual Circuit

Ping Check

NpoTOKON ynpaeneHus coeguHeHunem, LCP siBnsieTcst 4acTbio npoTokorna
Point-to-Point Protocol. Npn yctaHoBneHun coeanHeHuns PPP nepepatowlee
N MpYHUMaLOLLIEE YCTPOMUCTBO 0OMeHmBatoTcs naketamum LCP ons ytouHeHus
cneunduryeckon nHcopmMaLmm, kotopasa notpebyetca npu nepenave
[JaHHbIX.

3TUM METOAOM B OOHOM COEOMHEHUN MOTYT UCMONb30BaTbCA HECKOMBLKO
TMMNOB MPOTOKOSIOB, NPUYEM TUM UHKAMNCYNMpyeMbIX MAKeTOB ONpeaenseTcs
ctaHgapTHbiM 3aronoBkoM LLC/SNAP. LLC nHkancynsaumsi obecneumsaet
NoAadepXKy MapLLPYTU3MPYEMbIX U1 MOCTOBbIX MPOTOKOSOB. B Takom
dopmaTe NMHKancynsiLumMm Yepes 0gHO M TO XXe BUPTyarnbHOE COeqMHEeHne
MOTYT nepeaaBaTbCsl PparMeHTbl AaHHbIX Pas3NMYHbIX NPOTOKOMOB. Tun
npoTtokona ykasbiBaetcs B SNAP 3aronoBke nakeTta.

NPOTOKOS LWNPOBaHUSA AaHHBIX, UCMONb3YeMbI NoBepx coeanHeHun PPP.
Ucnoneayet anroputm RSA RC4. MPPE nopaepxwusaet 40-, 56- un
128-6UTHbIe KoUK, KOTOPbIE MEHSIIOTCH B TEYEHME Ceccum (4acToTa CMeHbI
Knioyen yctaHaBnuBaeTCcs B npoLuecce xaHalenka coeguHeHnsa PPP, ectb
BO3MOXHOCTb reHepupoBaTh N0 HOBOMY KoYy Ha KaXabl NaKeT).

onpegenseT MakcMMarbHbIN pa3mep (B bantax) 6rioka, KoTopbli MOXET
ObITb NPUHSAT HA KaHaNbHOM YPOBHE KOMMYHWUKaLMOHHOIO NpoTOKona.

sBNAeTca napameTpom npotokona TCP n onpegensetr MakcmarnbHbIN
pa3mep 6rnioka gaHHbix B 6antax ansa TCP nakerta (cermeHTa). Taknm
obpa3om 3TOT NapamMeTp He y4mTbIBaeT AnuHy 3aronoekoB TCP u IP. [Ins
ycTaHoBneHusa koppektHon TCP-ceccum ¢ ygané&HHbIM XOCTOM [AOSHKHO
cobrnitopgatbes cneaytollee ycnosue: MSS + 3aronosok TCP + 3arnoBok
IP =< MTU. Taknm obpa3om, MakCcuUMarnbHbIM pa3mep MSS = MTU — pasmep
3aronoska IPv4 — pa3mep 3aronoska TCP.

MaKcuManbHbIN pasmep 6rnoka (B 6anTax), KOTOpbIN MOXET BbITb NepeaaH
Ha KaHanbHOM ypoBHe ceTeBor mogenu OSI. 3HavyeHne MTU moxeT BbiTb
onpepeneHo ctaHgapToMm (Hanpumep ans Ethernet), nnéo moxer
BbIBUpaTLCH B MOMEHT YCTaHOBKU coeanHeHNs (0BbIYHO B Criyvae npsmblx
NOAKMIOYEHNI TOYKa-TOYKa). Yem Bbilwe 3HayeHne MTU, Tem mMeHbLue
3arorioBKOB NepefaéTcs No CETU — a 3HaYmT, Bblle NPOMyCKHas
CNoCcoBHOCTb.

CETEBOW NPOTOKON AN CUHXPOHN3aLMN BHYTPEHHUX YacOB KOMMbIOTEPA
C UCnonb3oBaHWEM ceTel C nepeMeHHon nateHTHoCTbio. NTP ucnonssyet
ans ceoen padotbl npotokon UDP. Hanbonee wmnpokoe npumeHeHne
npotokon NTP Haxoant ans peanusaumm CEpBEPOB TOYHOIO BPEMEHM.

MOCTOSIHHbIV BUPTYarnbHbIA KaHan, NpeacTaBnseT cobor NoCTosHHOe
coeguHeHue Mexay AByMs yCcTponcTteamMmu. [1aHHbIN KaHan no3sonseT
HauymMHaTb Nepedady AaHHbIX N0 ceTu 6e3 HeobxoaMmocCTy cHavana
YyCTaHOBUTb COeaNHEHNE MexXay ycTponctBamu. [laHHoe coeavHeHne
NCNornb3yeTcs ANs BbINOMHEHWUS OAHOW onpeaeneHHon 3agaym (mnogobHo
BblAENEeHHON TenedOHHON NNHUN).

onpepenset paboTocnocobHOCTL NOAKMIOYEHNS K UHTEPHETY MO
OOCTYMNHOCTU 3afaHHOro y3na. Pesynsrat npoBepkn MOXET BbITb
MCMONb30BaH Ansi NePeKIItoYEHNsT MEXAY OCHOBHbIM U pe3epBHbIM
NOOKMIOYEHUAMY K MHTEPHETY.
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Point-to-Point Protocol

Protocol-Field-Compression

Service Set |dentifier

SkyDNS

Transmission Control
Protocol

Tunnel Setup Protocol

User Datagram Protocol

OBYXTOYEYHBIN NPOTOKON KaHanbHOro ypoBHs (Data Link) ceTeBon mogenu
OSI. O6bIYHO MCnoMb3yeTCsA ANS YCTAHOBINEHWS NPSMOW CBA3WM MEXOY
ABYMS y3namMu ceTu, NpuyeM oH MoXeT obecneunTb ayTeHTUdMKaLmMIo
coeavHeHus, WudpoBaHne 1 cxatue faHHbIX. YacTo BCTpeyvaloTcs
noasuabl npotokona PPP Takne, kak Point-to-Point Protocol over Ethernet
(PPPoE), ncnonbayemeinn ans nogkntodeHus no Ethernet, n nHorga vepes
DSL; u Point-to-Point Protocol over ATM (PPP0oA), KOTopbI cnornb3yeTcs
ansa nogknioyveHns no ATM Adaptation Layer 5 (AAL5), KoTopbii siBAsieTCS
ocHoBHol anstepHatnBon PPPoE ons DSL. PPP npeactaensiet cobon
Lierioe CeMevcTBO NPOTOKOMOB: MPOTOKON yrpaeneHns nuHuen ceasu (LCP),
npoTokon ynpaeneHust cetbto (NCP), npoTokornbl ayTeHTUdmkauumn (PAP,
CHAP), mHorokaHanbeHbIn npotokon PPP (MLPPP).

MeTo[ cornacoBaHusa cxatusa nonsi Protocol B 3aronoskax PPP. No
ymonyaHuto, Bce peanusauum JOJDKHbI nepepaBate nakeTbl ¢ AByMS
okteTtamu nongsa Protocol.

npegcrtaenseTr cobon nocrnenoBaTenbHOCTbL CUMBOMOB, KOTOpas
0OHO3Ha4YHO MMeHyeT BecnpoBoAHyto nokanbHyto cetb (WLAN). SSID
MHOr4a HasblBaloT "ceTeBbIM MMeHeM". DTO UMsi No3BonseT pabo4ymm
CTaHUMAM NOLKIIYATLCS K HY>KHOW CETU, KOrga HECKOMNbKO HE3aBUCUMBbIX
BGecnpoBoaHbIX ceTen paboTaloT O4HOBPEMEHHO B OAHOM (PM3N4ECKOn
obnactu.

cny>K6a, obecneymBatoLLiasi BO3MOXHOCTb d)VIﬂpraLI,VII/I n 6J'IOKVIpOBaHI/IFI
OMacHbIX MW HeXenaTenbHbIX CanToB.

MPOTOKON yrpaBreHns nepegayen, OanH N3 OCHOBHbIX CETEBbIX MPOTOKOMOB
WHTepHeTa, npegHasHadeHHbIN N8 ynpaBneHus nepegadyen gaHHbIX B
cetax u noacetax TCP/IP. BbinonHaeT dyHKLMM NPpOTOKOa TPaHCMOPTHOro
ypoBHs mogenu OSI. TCP — 3T0 TpaHCNOPTHLIN MEXaHN3M,
npegocTasnsaoWmMi NOTOK AaHHbIX, C NpeaBapUTENbHOM YCTaHOBKOM
coeaunHeHus, 3a CHET 3TOro AaloLni YBEPEHHOCTb B JOCTOBEPHOCTU
nony4yaembIx AaHHbIX, OCYLLECTBNSAET MOBTOPHbIN 3aMpoC AaHHbIX B Cryvae
noTepu OaHHbIX U yCTpaHsaeT oybnnpoBaHue npu NonyyYeHun AByX KOnvmn
opHoro naketa (cMm. Takke T/TCP). B otninumne ot UDP rapaHtupyet
LLeNOCTHOCTb NepefaBaeMbiX AaHHbIX U yBEOOMITEHWE OTMpaBuTens O
pesynbratax nepegaym.

NPOTOKO HaCTpOI7IKI/I TYHHEen4d, 3TOoT ceTeBon NPOTOKON ynpasneHna
ncnonb3yeTca Ona cornacoBaHua napamMmeTpos HaCTpOI7IKM IP TYHHEnNnA
MexXxay KINMeHTCKMM XOCTOM TyHHeJ'Ieﬁ N cepBepomMm cepBuca TyHHeJ'leI;l.

MPOTOKOM MONb30BaTENbCKUX AaTarpaMm, 3TO TPaHCMNOPTHbINA NPOTOKON
ONs nepegayn gaHHbIX B ceTsx |IP 6e3 yctaHoBneHus coeamHennsi. OH
ABMNAETCA OAHMM U3 CaMbIX MPOCTbLIX MPOTOKOOB TPAHCMOPTHOTO YPOBHS
mozenu OSI. B otnnune ot TCP, UDP He noaTBepXaaeT 4OCTaBKy AAHHbIX,
He 3ab60TMTCHA O KOPPEKTHOM MOpsiAKE OOCTaBKU U HE AenaeT NoBTOPOB.
Moatomy abbpesunatypy UDP nHorga pacwmdpoBbiBatoT kak Unreliable
Datagram Protocol (npoTtokon HeHaaéXHbIX gatarpamm). 3aTto oTCyTCTBUE
COeaNHEHUS, LOMNOMHUTENBHOMO TpaduKka U BO3MOXHOCTb
LUMPOKOBELLATENbHbBIX PACCHINIOK AeNnatoT ero yagobHbIM A11s NPUMEHEHWUIA,
r4e Marnbl NoTePU, B MAacCOBbIX PacChIfiKax fIoKanbHON NOACETH, B
MeamanpoToKonax U T.n.
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udpxy

Universal Plug and Play

VCI&VPI

Virtual LAN

Wi-Fi Multimedia

Wi-Fi Protected Access

cepBepHoe npunoxeHune (daemon) Ana nepegayy AaHHbIX U3 CETEBOrO
noToka MynbTUKacT kaHana (Bewaemoro no UDP) B HTTP coegnHeHune
3anpaluvBaloLLero KnmMeHTa.

3TO apXMUTEKTYypa MHOIOPAHIOBLIX COEAVHEHWNI MEXOY NepPCOHarNbHbIMU
KOMMbIOTEPaMM U MHTENMNEKTyanbHbIMWM YCTPONCTBAMM, YCTAHOBIIEHHbIMU,
Hanpumep, goma. UPnP cTpouTca Ha ocHOBe CTaHA4apTOB U TEXHOSOrMmn
nHTepHeta, Takmnx kak TCP/IP, HTTP n XML, n obecneumBaet
aBToMaTMyeckoe NogktoyeHe NnogobHbIX YCTPOUCTB OPYT K APYTY U NX
COBMECTHY10 paboTy B ceTeBou cpefe, B pesynbraTe Yero cetb (Hanpmmep,
OOMaLLHSS) CTaHOBUTCA NErKon Ansi HACTPONKM BonbLuemy Yncny
nonb3oBaTenem.

WpeHTtuncpukartop BuptyansHoro nytu (VPI) n nageHtudmkatop BUpTyanbLHOro
kaHana (VCI). VPI onpegensieT pparmeHT BUpTYyansHOro nyTu Ha
nHtepgence ATM. VPI n VCI BmecTe ngeHTnmumpyot oparmeHT
BUPTYanbHOro kaHana Ha nHtepgence ATM. O6beauHeHe Takmnx
hparmMeHToB NOCPeaCcTBOM KOMMYTaTOPOB 0bpasyeT BUpTyarnbHOe CeTeBoe
coeguHeHue. VPI n VCI He aBnsatoTca agpecamu, Takumm kak MAC-agpeca
ncnornb3yemMble B KOMMYTUPYeMbIX NokanbHblx ceTsax. VPl u VCI aBHO
Ha3Ha4alTCa KaXXaoMy CerMeHTY COeAMHEeHUs 1, Taknm obpasom, MetoT
NULWWb NoKanbHOe 3HavYeHue B npegenax oTAeNbHO B3ATOrO0 COeAUHEHNS.
OHu nepeHasHa4vaoTca NpyM HEOBXOAMMOCTM Ha KaXKaoM Y3re KOMMYTaLu.
Ucnoneaysa nageHtudukatopsl VCI/VPI, ATM ypoBeHb MOXeT
MyrbTUNNEKCUPOoBaTh (YepenoBath), 4EMYNbTUMNNEKCMPOBaThb U
nepeknoyaTb S4EenKN U3 HECKONbKUX COEAUHEHUN.

norvyeckas ("BMpTyanbHas") nokanbHas KOMMNbIOTEPHAst CETb,
npencraenseT cobow rpynny XocToB ¢ 06LwmMM Habopom TpeboBaHui,
KOTOpble B3aMMOAENCTBYIOT Tak, Kak ecrnv 6bl OHU BbIn NOAKMIOYEHbI K
LUMPOKOBELLATENIbHOMY JOMEHY, HE3aBUCUMO OT NX (OU3NYECKOTO
MecToHaxoxaeHunsa. VLAN uMmeeT Te e CBOWCTBa, YTO 1 hmsmnyeckas
nokarbHas CeTb, HO MO3BONIAET KOHEYHBIM CTaHLUMSAM FPyNnNMpoBaThCs
BMECTE, AaXke eClN OHU HE HaxoadaTCcsa B OAHOW dmnandeckon cetn. Takas
peopraHusauns MoXeT ObITb caenaHa Ha OCHOBE NPOrpPamMMHOro
obecneveHns BMECTO PU3NYECKOTO NepeMELLEHMS YCTPONCTB.

sengaetca ceptudmkaumen Wi-Fi Alliance, 6asmpytowienca Ha ctaHgapTe
IEEE 802.11e. OH obecneynBaeT 0CHOBHblE BO3MOXHOCTN Q0S (quality
of service) ana ceten IEEE 802.11. OtaaBas npuoputeT VolP-Tpadmky
Hag npoueccamu, MeHee YyBCTBUTENbHbIMW K CKOPOCTU Nepefayn OaHHbIX,
MOXHO OBUTLCS yMEHbLUEHNS OyKTyauun MHTepBanoB Mexay naketamm
Npy Ux NPoOXoXxgeHum no cetu. Vicnonb3zoBaHue QoS ABMASETCA NPOCTbIM
1 HeJopOrMM peLLeHneM ANs CePbe3HOro YNyyLIeHNs KayecTsa
VolP-3BOHKOB.

npeacrasnsger cobon 06HOBMEHHYIO NPorpaMmMmy cepTudmkaLum ycTponcTs
6ecnpoBoaHou ceaA3n. TexHonorua WPA npuiuna Ha 3ameHy TeXHomnorum
3awmTbl 6ecnposogHbix ceten WEP. MNntocamn WPA sBnsioTcs yeuneHHas
6e30MacHOCTb JaHHbIX N Y>KECTOYEHHbIN KOHTPONb A0CTYNa K
BGecnpoBoaHbIM CeTAM. HemanoBaXXHOW XxapakTepUCTUKON ABMSETCA
COBMECTMMOCTb MeXay MHOXECTBOM 6eCcnpoBOAHbIX YCTPONCTB Kak Ha
annapaTtHOM YPOBHe, Tak U Ha nporpaMMHoM. Ha gaHHbii MomeHT WPA 1
WPAZ2 paspabartbiBatotcsa n npogsuratotca opraHmsaumen Wi-Fi Alliance.
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Wi-Fi Protected Setup

Wired Equivalent Privacy

Yandex.DNS

MaemMnoTeHTHOCTb

Mpeambyna

CTaHZapT (M OAHOUMEHHbIV MPOTOKOI) MONyaBTOMAaTU4ECKOro CO3AaHus
6ecnpooaHon cetn Wi-Fi, cosagaHHbin Wi-Fi Alliance. Llenbto npoTokona
WPS sBnsieTcs ynpoLleHue npoLecca HacTporiku 6ecrnpoBOgHON CETH,
noaTomy m3HadanbHo oH Ha3biBancsa Wi-Fi Simple Config. MpoTokon
Np13BaH Oka3aTb MOMOLLb MOSb30BATENSAM, KOTOPbIE HE ObnagarT
LUMPOKMMM 3HaHUSMK 0 Be3onacHOCTN B BECNPOBOAHbBIX CETAX, U KaK
CnencTByE, UMEIOT CITOXHOCTY NpW ocyLlecTBreHnn Hactpoek. WPS
aBTOMaTMyeckn 0003Ha4YaeT UMS CETU U 3a4aeT LWndpoBaHue, ANs 3auUThbl
OT HECAHKLMOHMPOBAHHOIO A0CTYNa B CETh, NPY 3TOM HET HEOBXOAMMOCTM
BPYYHYIO 3aaBaTb BCE NapaMeTpbl.

anroputm gnst obecneveHunsa 6esonacHocTtn ceten Wi-Fi. Micnonbayetcs
ans obecneyeHns KOHPMOEHUMANBHOCTU 1 3aLLUThI epeaBaembiX 4aHHbIX
aBTOPM3MPOBAHHbIX Nosb3oBaTenen 6ecnpoBoOAHOM CETU OT
npocnywunBaHus. Cywectyet ase pasHosugHoctn WEP: WEP-40 n
WEP-104, pasnnyatolimecs TonbKO ANMHOM Krtova. B HacTosiwee Bpems
AaHHasA TEXHOMOrns ABNAETCHA yCTapeBLUEen, Tak Kak ee B3rIoM MOXET BbiTb
OCYLLECTBIIEH BCErO 3a HECKOMNBbKO MUHYT. TeM He MeHee, OHa NPOAOIKaeT
LLIMPOKO UCMOMb30BaTbCS.

cepBuC KoMnaHMm AHaekc ona 3awmtbl gomalwHen cetn. ObecnevnBaet
Tpy pexunma ounsTpaunn:

+ 6e3 unbTpaLumM - pecypcbl He BrokMpyoTCS

» Ge3onacHbIN PeXnM - BNOKNPYIOTCS BPEAOHOCHBIE U MOLLEHHUYECKNE
canTbl

* CEMEWHbLIN pPeXum - 6J'IOKMpyI'OTCF| BpeAOHOCHbIE N MOLLEeHHN4YecKne
CaTbl, a Takke pecypcCbl Ana B3pOChbIX

CBOMCTBO MaTeMaTn4ecKoro oobekTa, KOTOpoe NPOSIBISETCA B TOM, YTO
MOBTOPHOE AelicTBME Had 0OBbEKTOM He U3MEHSIET ero.

3TO nepBas YacTb Bnoka gaHHbIX npoTokona (PDU) dunsmnyeckoro ypoBHs
koHBepreHuuu (PLCP). 3aronoBkoMm siBNSIETCS OCTaBLUASCS YaCTb NaKkeToB
OaHHbIX, KOTOpas CoaepXuT BonbLue MHopMaLumn 0 cxeme Mogynsaunu,
CKOPOCTU Nnepegayn, 1 o NpoMeXyTKe BpeMeHu, TpebyoLemcs ans
nepegayn Bcex AaHHbIX Kaapa.

OnvHHas npeambyna:

* PLCP c gnuHHon npeambynon nepegaetcsi Ha ckopocTtn 1 Méut/c
He3aBMCKMMO OT CKOPOCTM Nepefayn AaHHbIX kagpa

* OO6Llee BpeMs nepegayn AfIMHHOW NpeamBynbl ABMSETCA KOHCTAHTOM -
192 MukpocekyHAbl

» CoBmecTMMO c ycTapeBwumn cuctemamm IEEE* 802.11 paboTarowumum
Ha 1 1 2 M6uTt/c

KopoTtkas npeambyna:

» [Mpeambyna nepenaetcsa Ha ckopocTn 1 MBuT/c, a 3aronoBok - Ha 2
Mo6wuT/c
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+ O6LLee Bpems nepegayn KOpoTkon npeambynbl ABNSETCS KOHCTAHTON
- 96 MUKpPOCEKYHbI

* He coBmectnmo ¢ yctapesimmu cuctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 Méut/c

YpoBeHb agantauun ATM N30nunpyeT NpoTOKOMbl Bonee BbICOKNX YPOBHEN OT getanen ATM
npoLeccoB NyTem npeobpa3oBaHnsi BbICOKOYPOBHEBOM MHOpMaLA B
ATM sa4eliku, n HaobopOT.

AAL genntca Ha oBa NnogypoBHS:

* [MopypoBeHb koHBepreHumn (CS) — bepet kaap 06Luel YacTn NoQyPOBHS
koHBepreHumn (CPCS), nenut ero Ha 53-6anToBble A4ek1 1 OTNpaBnseT
UX K MECTY Ha3HaveHus ans nepecbopku

* [ogypoBeHb cerMeHTauUmMm u nepecbopkn — AennuT Kagpbl JaHHbIX Ha
ATM sq4eliku y oTnpaBuTens 1 nepecobupaeT nx B UCXoQHOM dpopmare
y nony4artens
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MapameTpbl VOIP u ux

3Ha4YeHUA

MapameTp 3HauyeHue OnucaHue
anocid *00..%999 CTtpoka Habopa a1 aHOHUMHOIo
ncxopgsuwiero Boizoea (CLIR/CNIR).
*00*..*99* HasHaueH1e JaHHOM CTPOKM BKIOYaeT
OYHKLMIO aHOHUMHOIO NCXOAALLErO
#00..#999 BbI30Ba. [1119 JeaKTMBauUmMmM NCMONb3yeTcs
H004. #9094 3Ta Xe CTpoKa C CMMBOJIOM # B KOHLIE.
authname0 <name> JlorvH gns aBTOpU3auun Ha cepeepe
authnamel <name> percTpaumm.
authpass0 <value> [Maponb ons aBTopusaumm Ha cepeepe
authpassl <value> perucTpaumn.
bkobproxy <server> Pe3epBHbIN CXoOALWNIA NPOKCK-CepBep.
bkobproxyport {1024..65535} Homep nopta pesepBHOro ucxogsaLero
npokcu-cepsepa.
3HayeHue no ymonyaHuio: 5060.
bkserverm 0 Pexxum pabotbl pesepBHoro cepsepa SIP.
Ecnun HeT coeanHeHns ¢ OCHOBHbIM
1 cepBepoM, vPort 6ygeT nbitatbest
NOAKIIOYUTBCS K PE3EPBHOMY.
* 0 — OTKNIOYNUTL PE3EPBHBIN cepaep
* 1 — BKNIOYNTb PE3EpPBHbLIN cepBep
3HayeHne no ymon4danuio: 0.
BusyToneTimer {1..600} Tanmep curHana 3aHAaTo.
3HaveHne no ymonyaHmio: 60.
cdnds *00..¥999 Ctpoka Habopa ans dyHkuun He
Becnokontb (DND). insa oTknodyeHns
*00*..799* MCMONb3yeTCs 3Ta Xe CTPoKa C CYMBOSIOM
# B KOHUe.
#00..#999
3HaueHne no ymonyaHumio: *70.
#O00#. #99#
cdndsm 0 Pexxvm He becnokoutb (DND).

1

¢ O — BbIKNO4YUTb
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MapameTp 3HauyeHue OnucaHue
e 1 — BkniounTb
3HayeHne no ymon4yaxuio: 1.
cfmO 0 Pexxum MNMepeagpecaunn.
1 * O — BbIKNIOYNTb
2 + 1 — Be3ycrnoBHas nepeagpecauus
3 * 2 — ycrnoBHas nepeagpecauus, ecnu
3aHdaTo
* 3 — ycnosHas nepeagpecaumsi npu
OTCYTCTBUU OTBETA NO TanmayTy
3HayeHne no ymon4yanuio: 0.
cfring0 [1..10] KonuyecTtBo ryaokos oo nepeagpecawmu
cfringl [1..10] npu OTCYTCTBMM OTBETA.
3HayeHne no ymonyaHuio: 3.
cfwdbzdisb *00..¥999 CTtpoka Habopa Ans BbIKMOYEHUS
nepeagpecauumu, ecnu 3aHATo.
*00*..*99*
3HayeHne No ymonyaHuio: #32#.
#00..#999
#O00#. #99#
cfwdbzenb *00..%999 CTpoka Habopa ansi BKNoYeHUs
nepeagpecaumu, ecnu 3aHATO.
*00*..*99*
3HayeHne No ymon4yaHui: *32*,
#00..#999
#O0#. #99#
cfwdbzm 0 Pexxum nepeagpecaumm, ecnm 3aHATo.
1 * O — BbIKNIOYNTb
* 1 — BknounTb
3HayeHne no ymon4danuio: 1.
cfwdnoReplydisb *00..*999 CTtpoka Habopa gns BbIKITHOYEHWS
nepeagpecauum npu oTCyTCTBUMN OTBETA.
*00*..*99*
3HayeHve No yMon4yaHuio: #33#.
#00..#999
#O0#. #99#
cfwdnoReplyenb *00..7999 Crtpoka Habopa Ans BKIOYEHUSI
nepeagpecauun npu oTCyTCTBUN OTBETA.
*00*..*99*
3HayeHne No ymonyaHumio: *33*,
#00..#999
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MapameTp 3HauyeHue OnucaHue
#O0#. #99#
cfwdnoReplym 0 Pexxum nepeagpecaunn npyn OTCyTCTBUMK
oTBerTa.
1
* O — BbIKNIOYNTb
* 1 — BkniounTb
3HayeHne no ymon4danuio: 1.
cfwds *00..¥999 Ctpoka Habopa ans gyHKuum
nepeagpecaunn. [Ans oTko4eHns
*00*..*99* MCMONb3YeTCs 3Ta Xe CTPoKa C CYMBOSIOM
# B KOHLLe.
#00..#999
3HayeHne no ymonyaHmio: *71.
#O00#. #99#
cfwdundisb *00..999 Crtpoka Habopa Ansi BbIKIMOYEHWS
Ge3ycnoBHoM Nnepeagpecaumu.
*00*..*99*
3HayeHne no ymonyaHuio: #31#.
#00..#999
#O00#. #99#
cfwdunenb *00..*999 CTpoka Habopa ansi BKNoYeHUs
Ge3ycrnoBHOV Nnepeagpecaunm.
*00*..*99*
3HayeHne No ymon4yaHumi: *31*,
#00..#999
#O00#. #99#
cfwdunm 0 Pexvm 6e3ycnoBHOM nepeagpecauum.
1 * O — BbIKNIOYNTb
* 1 — BkniounTb
3HayeHne no ymon4danuio: 1.
cidfmt us dopmart coobuieHun Caller ID.
us-data 3HayeHre No yMOn4aHuIo: us.
ip
jp-data
uk-fsk
uk-dtmf
cnocid *00..¥999 Ctpoka Habopa Ans aHOHOMHOrO BbI30Ba
no Homepy (CLIR). Ctpoka Habopa +
*00*..799" (HOMep aBoHEeHTa) BKIMIOUUT AaHHYI0
HKLMIO AN TEKYLLLEro BbI30Ba.
#00..#999 PYHKLIMEO AN TetyLl
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MapameTp 3HauyeHue OnucaHue
#O0#. #99# 3HayeHne No ymonyaHuio: *62.
crets *00..*999 CTtpoka Habopa ans Bo3Bpara BbI30Ba.
McnonbayeTcsa ans BbI3oBa NocnegHero
*00*..799" 3BOHMBLLETO.
#00..#999 3HaueHne No yMonyaHmio: *52.
#O00#. #99#
cretsm 0 Pexvm Bo3BpaTa BbI30Ba.
1 * 0 — BbIKMIOYUTL
* 1 — BKNOYUTL
3HayeHne no ymon4yanuio: 1.
ctrans *00..%999 CTtpoka Habopa ans nepegadn 3BOHKaA.
*00*..*99* 3HayeHne nNo ymonyaHuio: *72.
#00..#999
#O00#. #99#
cwenable0 0 Pexxum oxkunaaHus Bbi3oBa.
1 * O — BbIKNIOYNTb
cwenablel 0
* 1 — BknounTh
1 .
3HayeHne no ymon4danuio: 1.
digitmaps <maps> Digit Map, onpeagensemas
nonb3osBaTenemM. Habupaembin
nornb3oBaTenemM HoMep AOSMKEH
cootBeTcTBOBaTh Digit Map,
YCTaHOBMEHHOW MO YMOMYaHMo nnm
yKasaHHol nonb3oBatenem. Cm.
RFC3435.
3HayeHne No ymonyaHmio:
X. T OXX| 8x00000000K . | [M#Ixx [¥#]X. | [*#]X..
digitmapsm 0 Pexxum Digit Map.
1 * 0 — BbIKMOYUTL
* 1 — BKIIOUUTBL
3HayeHne no ymon4daxuio: 0.
dname00 <name> OTob6paxaemoe MMs A5is UCMONb30BaHUS
dnamel0 <name> B SIP URI.
ecenable 0 3OxonogasneHue.

1

* 0 — BbIKNO4YUTb
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MapameTp 3HauyeHue OnucaHue
e 1 — BKMOYUTb
3HayeHne no ymon4yaxuio: 1.
fastdial 0 Pexunm 6bicTporo Habopa.
1 * 0 — BbIKMIOYUTb
e 1 — BKMOYUTb
3HayeHue no ymonyaHuio: 1.
faxcngdctenable0 0 Pexxum obHapyxeHusi curHana CNG.
1 * 0 — BbIKMIOYNTb
faxcngdctenablel 0
e 1 — BKNIOYNTbL
1
3HayeHne no ymon4yanuio: 1.
gainrxo {-6..6} HacTtpolika rpoMKoCcTU uHamMuka u
gainrxl {-6..6} MuKpocpoHa B Aeunbenax.
gaintx0 {-6..6} 3HayeHne no ymon4danuio: 0.
gaintxl {-6..6}
HangingReminderToneTimer|{1..600} Tamep onoBeLleHNs 0 HENONOXEHHOM
TpyoKe.
3HayeHne no ymon4yaHuio: 60.
HeartBeatCount {1..10} MakcumanbHoe Konm4ecTBo
HEeOTBEYEHHbIX 3aMnpoCoB.
3HayeHne no ymonyaxuio: 4.
HeartBeatCycle {1..600} Mepunog NAT Keep Alive.
3HayeHne no ymon4yanuto: 30.
HeartBeatSwitch 0 Pexxum NAT Keep Alive.
1 * 0 — BbIKIOYUTb
e 1 — BKNHOUYNTDL
3HayeHne no ymon4yaxuio: 1.
hookfmax0 {80..2000} MakcnmanbHO BO3MOXHasi ANIUTENbHOCTb
hook fmax1 £80..2000} curHana otbos B MUNNMCEKyHOax.
3HayeHne no ymonyaHumio: 2000.
hookfmin® {30..1550} MuHMManbHO BO3MOXHas AIMTENbHOCTb
hookfminl {30..1550} curHana otbosi B MUNAMCEKyHOAX.
3HayeHne no ymon4yanuio: 90.
hookrmin® {80..2000} [nutenbHOCTb curHana oTbos B
hookrminl {80..2000} MWAACEKyHAAX.
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Mapametp

3Ha4yeHue

OnucaHue

3HavyeHne no ymonyaHmio: 2000.

icdnd0®

icdndl

Pexum dpyHkummn He Becnokonts (DND).
* 0 — BbIKIIOYNTb
e 1 — BKMNOYUTb

3HauyeHune no ymonyanuio: 0.

InterDigitTimerLong

{1..20}

WHTepBan oxugaHus Habopa npu
YacTUYHOM COBMaAEHUN.

3HayeHne no ymonyaxmio: 10.

InterDigitTimerShort

{1..20}

MHTepBaJ'I oXnpgaHua Ha6opa npwv NOJIHOM
coBnageHunn.

3HauyeHue no YMOJTHaHUIO! 3.

lineenable®

lineenablel

Pexxum TenedoHHoM nMHuK.
* 0 — BbIKIIOYNTb
* 1 — BKNHOUYNTbL

3HayeHne no ymon4yaxuio: 0.

mwienb0

mwienbl

Pexvm yBegoMneHuii 0 HOBbIX
COOOLLIEHNSAAX FONOCOBOW MOYTHI.

* 0 — BbIKNO4YUTDb
e 1 — BKNIOYUTb

3HayeHne no ymon4daxuio: 0.

NoAnswerTimer

{1..600}

Tanmep oxmnaaHusa oTBeTa npwu
NCXOOSLLEM BbI3OBE.

3HayeHne no ymon4yaxumio: 120.

nocidm

Pexxmm aHOHUMHBIX ncxoadwnmx Bbi3oBoB
(CLIR).

¢ 0 — BbIKNIOYUTb
e 1 — BKNHOYNUTb

3HayeHue no ymonyaHuio: 1.

obproxy

<server>

Mcxoasawmin npokeu-cepeep.

obproxyport

{1024..65535}

Homep nopta ncxogsiiero
NpoKcu-cepeepa.

3HayeHne no ymon4yaHumio: 5060.

p2pm0O
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Pexxum BbizoBoB P2P.

¢ O — BbIKNO4YUTb
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MapameTp 3HauyeHue OnucaHue
p2pml 0 e 1 — BKNHOUUTb
1 3HayeHne no ymon4yaxuio: 0.
prackm 0 Pexxum nogaepxkn PRACK.
2 * O — BbIKNIOYNTb
* 2 — BKNIOYUTb
3HayeHue no ymon4yaHuio: 0.
prate0 {10. .40} Pasmep nakeTta ronocosbix AaHHbIX B
pratel {10. .40} MUNMNCEKYHOAX.
3HayeHne no ymonyaxuio: 20.
pratecn@ {10..60} Pa3smep naketa KOMGOPTHOrO Wyma B
pratecnl {10. .60} MUnnceKyHAax.
3HayeHne no ymonyaHuio: 20.
rdials *00..*999 CTtpoka Habopa pyHKUMM [NOBTOPHBIN
Habop.
*00*..*99*
3HayeHne no ymon4yaHuio: *51.
#00..#999
#O00#. #99#
rdialsm 0 Pexxum nosTopHoro Habopa.
1 * 0 — BbIKMOYUTb
* 1 — BKNIOYUTL
3HaueHne no ymonyaxumio: 1.
regretry {1..100} Mepvon NoBTOPHOW perMcTpaLmm B
CekyHaax.
3HaueHne no ymon4yaHuto: 30.
regtime {60..86400} [OnuTeneHOCTbL perucTpaLmm B CekyHaax.
3HayeHne no ymonyaHmio: 60.
RingingTimer {1..600} Tanmep oXXngaHus oTBeTa NpU BXOAALLEM
BbI30BE.
3HayeHne no ymonyaxmio: 120.
rtcptos {0..63} DSCP gna RTCP.
3HayeHne no ymon4danuio: 0.
rtpportmax {1024..65535} MakcnmanbHoe 3HadeHue Ons AManasoHa
RTP nopros.
3HayeHne no ymonyaHuio: 65535.
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MapameTp 3HauyeHue OnucaHue
rtpportmin {1024..65535} MuHuManbHoe 3HavyeHue ans guanasoHa
RTP nopTtos.
3HaueHne no ymon4yaHumio: 10000.
rtptos {0..63} DSCP gna RTP.
3HaueHne no ymon4yaxuio: 0.
sessiontimer 0 Tanmep 0OHOBNEHUSI cECCUMN.
{90..300} 3HaueHne no ymon4yaxuio: 0.
[;refresher={uacj|uas}]
sipbkdomain® <domain> PesepBHbIn fomeH SIP.
sipbkdomainl <domain>
sipbkproxy0 <server> PesepHbiii npokcu-cepeep SIP.
sipbkproxyl <server>
sipbkproxyport0 {1024..65535} Homep nopTa pesepBHOro npokcu-cepeepa
sipbkproxyportl {1024..65535} SIP.
3HayeHne no ymonyaHuio: 5060.
sipbkrealmo <realm> Pe3epBHbI Realm.
sipbkrealml <realm>
sipbkregis0 <server> PesepBHbIn cepBep peructpauum SIP.
sipbkregisl <server>
sipbkregisport0 {1024..65535} Homep nopta pesepBHOro cepeepa
sipbkregisportl (1024..65535} pervcTpauuy SIP.
3HayeHne no ymonyaHuio: 5060.
sipdomain® <domain> HomeH SIP.
sipdomainl <domain>
sipluport0 {1024..65535} JlokanbHbI nopT SIP.
sipluportl {1624..65535} 3HavyeHne no ymonyaHmio: 5060 n 5061
COOTBETCTBEHHO.
sipproxy0 <server> Mpokcu-cepsep SIP.
sipproxyl <server>
sipproxyport0 {1024..65535} Howmep nopta npokcu-cepsepa SIP.
sipproxyportl {1024..65535} 3HayeHne no ymon4yaHumio: 5060.
siprealm0 <realm> Realm.
siprealml <realm>
sipregis0 <server> Cepsep pernctpauum SIP.
sipregisl <server>
sipregisporto {1024..65535} Homep nopta gnga cepsepa perncrpaumm
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MapameTp 3HauyeHue OnucaHue
sipregisportl {1024..65535} 3HavyeHne no ymonyaHmio: 5060.
siptos {0..63} DSCP gnsa SIP.
3HayeHne no ymon4daxuio: 0.
startDigitTimer {3..20} Tarimep oxmaaHusa Hadvana Habopa.
3HayeHue no ymon4yaxuio: 10.
stunaddr <server> Appec cepsepa STUN.
stunm 0 Pexum STUN.
1 * 0 — BbIKNKOYNTb
e 1 — BKMOYUTb
3HayeHne no ymon4yaHuio: 0.
stunport {1024..65535} Howmep nopta cepsepa STUN.
3HayeHne no ymonyaHuio: 3478.
subsm 0 Pexxum nognuckun MWI.
1 ¢ 0 — BbIKMIOYUTb
¢ 1 — BKMOYUTb
3HayeHue no ymon4yaHuio: 0.
subtime {60..7200} JnutenbHocTb nognucku MWI.
3HayeHne no ymonyaxuio: 90.
t38mo 0 Pexum chakca T.38.
1 * 0 — BbIKMIOYUTb
t38ml 0
e 1 — BKMOYUTb
1 .
3HayeHne no ymon4danuio: 1.
tdtmfr 255 RFC2833 Payload type.
{96..128} 3HaveHne no ymonyaxumio: 101.
uname00 <name> SIP ID/msa nonb3oBatens.
unamel0 <name>
useob 0 Pexxnm ncnonb3oBaHmsa ncxogsiliero
NpoKcu-cepeepa.
1
* 0 — BbIKIIOYNTb
* 1 — BKNHOUYNTDL
3HayeHne no ymonyaxuio: 0.
warmmo 0 Pexum Warm-line.
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MapameTp 3HauyeHue OnucaHue
1 * 0 — BbIKNIOYNTb
warmml 0
e 1 — BKMOYUTBL
1
3HayeHne no ymon4yaxuio: 0.
warmto {0..9} Taimep aBTOHabopa.
warmtl {0..9} 3HayeHne No ymonyaHuio: 2.
warmuri® <uri> URI ans aBToHabopa.
warmuril <uri>
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