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Beepnenue

BBeneHve

[aHHbIN cnpaBOYHWK COAEPXUT KOMaHAb! AN ynpasneHus yctponctsom Keenetic Extra
nocpencTBOM MHTepderica KOMaHAHOW CTPOKW. 34eCh NPUBEAEH NOSHbINA CMIMCOK BCEX AOCTYMHbIX
KoMmaHg. Takke ykasaHbl NpMMepbl TOro, Kak UCMOmNb30BaTh Hanboree pacnpocTpaHeHHbIE U3
3TMX KOMaHA, obLwasa nHdopmaums o B3aMMOCBSA3M MexXay KOMaHgamu v npuHUMnuanbHble
OCHOBbI TOI0, KaK UX UCMOSb30BaThb.

1 Insa Kkoro npegHasHa4vYeH JOKYMEHT

[aHHOe pykoBOACTBO NpefHa3Ha4YeHo Ans CETEBLIX aMUHUCTPATOPOB MIN CNeLManucToB no
BbIYMCIUTENBLHOM TEXHUKE, OTBEYAIOLLMX 3a HAaCTPOWKy 1 noaaepxky Keenetic Extra Ha mecrTe.
OHo Takke npegHasHavyeHo Ans onepaTtopos, kKoTopble ynpaenstoT Keenetic Extra. [JokymeHT
0OXBaTbIBaET TEXHUYECKME NPOLEAYPbI NOAOEPKKM BbICOKOTO YPOBHS A1 root-aAMMHUCTPATOPOB
N COTPYOHWNKOB TeXHUYeckon noaaepxkm Keenetic Extra.

2 CTpyKTypa AOKYMeHTa

Cl'lpaBO‘-IHI/IK onucblBaeT crenywLwine pasaenbl:

3HaKOMCTBO C KOMaHOHOW B pasgene onvcaHo kak ncnonb3oBatb UHTEPenc
CTpOKOM KomaHaHon cTpoku Keenetic Extra, ee nepapxudeckyto
CTPYKTYPY, YPOBHM aBTOPM3aLUN U BO3MOXHOCTM CNPaBKMK.

OnucaHune komaHg, AndaBUTHLIN CMMCOK KOMaHA, KOTOPble MOXXHO BBOAUTL B
KoMaHOHOW cTpoke ans HacTponku Keenetic Extra.

3 YcnoBHblIe 0003HaYeHusA

B onncaHum KoMaHa UCnonb3yTca crieaylolmne 0603Ha4YeHNs:

XUPHbIN LWPUdT KomaHabl 1 krtoveBble CrioBa BblAENSTCS
XUPHbIM WpNTOM. OHU JOMKHBI BbITh
BBEAEHbI B TOYHOCTU KaK yKa3aHO B OMUCAHUN.
B npumepax XupHbI WPUAET UCMonb3yeTcs
ONS BblAENEHNS OaHHbIX, BBEAEHHbIX
nornb3oBaTenem.

Kypcus AprymeHTbl, AN KOTOPbIX HEOBXOAMMO 3a4aThb
3HaYeHus, BblOeNeHbl KypPCUBOM.

OnemeHTbI B KBagpaTHbIX ckobkax sBnsarTCS

I [ Heobsi3aTeIbHLIA 371EMEHT |
HeobA3aTenbHbLIMMN.

OneMeHThI B yrnoBblX CkOOKax siIBNSATCS

I <0bsi3aTesIbHbIN 3/TIEMEHT)
obsi3aTenbHbIMMU.
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Beegenwue

(x]yl2z) Obs3aTenbHble ansTepHaTVBHbIE KNOYEBbIE
CrnoBa rpynnupyroTcst B KPYMbIX ckobkax u
pas3fensTca BepTUKanbHOW YepTON.

x|ylzl Heobs3aTenbHble anstepHaTUBHbLIE KNIOYEBbIE

crnoBa rpynnupytoTcst B KBagpaTHbIX CKoBKax u
pa3gensTca BepTUKarbHOM YepTo.

OnucaHue Kaxaol KoMaHabl pasaeneHo Ha criegytolive nogpasaensi:

OnucaHne OnwucaHue TOro, 4TO KOMaHaa genaert.
CuHoncuc OO6wmn dopmat koMaHAabI.
Mpedukc no B0O3MOXHOCTb MCMONb30BaHNA B KOMaH4E

npedwmkca no.

MeHgeT HacTpoiku

CnocoBHOCTb KOMaHAbl MEHSATb HACTPOWKN.

MHorokpaTtHbIli BBOg,

BoamoxxHOCTb MHOIoKpaTHOro eBoga KomaHAbl.

BxoxgeHuwe B rpynny

HaseaHue rpynnbl, 4OCTYN B KOTOPYtO AaeT
komaHga. Ecnv rpynnbl HeT, 3TOT pasgen He
oTobpaxaeTcs.

Tun nHTepcperica

Tun nHTepdeica, Ha KOTOpbIN BNUSET
komaHga. Pasgen He oTobpaxaeTcs, ecnu
OaHHbIA KOHTEKCT He MMeEeT CMbIcna Ans
KOMaHgpbl.

UHTepdeiicel, ncnornb3yemsble B CUCTEME, U
OTHOLLUEHUS MEXAY HUMUN NOKa3aHbl Ha
anarpamme Huxe.

ApryMmeHThbl

AprMeHTbI, eClnn eCTb, U NOACHEHUA K HUM.

Mpumep

Unnioctpauus Toro, kKak KomaHga BblrmnaguT
npw Bbi3oBe. [OCKONbKY NHTEPdENC NPOCT,
HEKOTOpbIe NPUMEPbLI O4EBUAHLI, HO OHU
BKIMOYEHbI 451 AICHOCTM.

MpumeyaHus, NpeaynpexaeHnst 1 NpefocTepeXeHns NCNOoNb3yHT crieayoLmne 0603HavYeHus.

MNpumevaHwue: O3sHavaet "untatens, Npummn K ceegeHunio”. MNprmedannsa cogepkaT nonesHole
COBETbI UMK CChINIKM Ha MaTtepwuansbl, He cogepXXalnecs B JaHHOM

crnpaBO4HUKE.

MpeoynpexaeHue: O3HavaeT "yntartenb, BHUMaHue!". Bawn gencTtens MOryT NpuMBECTH K
noBpeXaeHnio 0060pyaoBaHNSa N NoTepe AaHHbIX.
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1.1 AnnapaTtHoe ob6ecne4yeHue

Mpoueccop

OnepaTVIBHaﬂ namMaTb

dnew-namATb

Ethernet

usB

Wi-Fi

O630p nNnpoaykra

Mediatek MT7620A MIPS® 24KEc 580 MHz

Winbond W971GG6JB-25 256Mb DDR2

Macronix WX25L12845EWI-10G 16Mb SPI

MopTbl Mwukpocxema MpumeyaHus
5 Realtek RTL8367RB

MeTka CkopocTb MpumeyaHus
0 1000 M6uT/c Mopt WAN

1 1000 M6uT/c

2 1000 M6wuT/c

3 1000 M6uT/c

4 1000 M6uT/c

Metka CkopocTb MpumeyaHus
1 USB 2.0

YacTtoTHbIN | Mukpocxema MpumeyaHusn
AnanasoH

24T1Ty Ralink RT5392L 802.11bgn 2x2
5MMy Ralink RT5592N 802.11n 3x3
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3HAKOMCTBO C KOMaHAHOM
CTPOKOWU

B aTon rmaee onncaHo, kak nonb3oBaTbes MHTepdericom komanaHom cTpokm (CLI) Keenetic
Extra, ero nepapxumyeckasi CTpykTypa, YpOBHU aBTOpM3aLIMN U BO3MOXKHOCTU KOHTEKCTHOM
MoacKasKku.

OcHoBHOe cpeacTBo ynpaeneHnsa mapLupytudatopom Keenetic Extra — ato uHrepdenc
koMmaHgHow ctpoku (CL/). HacTponkm cuctembl NOMHOCTLIO OMNUCHIBAOTCH B BUAE
nocrnegoBaTenbHOCTU KOMaHg, KOTOpble HYXHO BbINOMHUTL, YTOBbI NPMBECTM YCTPOWCTBO B
3agaHHOe COCTOsIHUE.

Keenetic Extra nmeet Tpu Bnga HacTpoek:

TekyLne HacTPOMKM running config 3To Habop koMaHa, KoTopbi TpebyeTcs
BbINOMHUTE, YTOObI NPMBECTU CUCTEMY B TEKYLLIEE COCTOSIHUE.
TekyLme HaCTPOMKN XpaHATCS B onepaTtuBHon namsitu (RAM)
N OTpaxaloT BCe U3MeHeHus1 HacTpoek cuctemsl. OgHako,
CcoOepXXMMOoe onepaTMBHON NaMATU TEPSIETCH MPY BbIKITFOYEHUN
ycTponcTsa. s Toro 4tobbl HACTPOWKN BOCCTAHOBUINUCH
nocrne nepesarpysku yCTponcTea, TpebyeTcs COXpaHuTb MX B
9HEProHe3aBNCUMOW NamMATK.

CTtapToBble HAaCTPOWNKM startup config 3To nocnegoBaTenbHOCTbL KOMaHA, KoTopast
XpaHUTCA B cneunarnbHOM CeKTope 3HepFOHe3aBI/ICI/IMOI7I naM4aTn
M ncnonb3yetca anga nHnunanu3aumm cCUctembl
HenocpeaCcTBEHHO NOCIE 3arpy3ku.

HacTpoWiku no ymonyaHuio default config 3T0 3aBOACKME HACTPONKK, KOTOPbIE
3anuceiBaloTca Npu npounssoacTee Ha Keenetic Extra. RESET
Ha Koprnyce no3BonseT cbpocuTb CTapToBble HACTPOMKM Ha
3aBofcKue.

®annel startup-config n running-config moryT 6bITb OTPEOAKTMPOBAHbLI BPYYHYt0, 6e3
yyacTusi KomaHgHowm cTpoku. [py aTom criegyeT NOMHUTb, YTO CTPOKU HavMHatowumecs ¢ !
UrHOPUPYOTCA pas3bopLLMKOM KOMaH[, a aprymMeHTbl, coaepxaluue cumBon npoben, A0MXKHbI
ObITb 3aKNOYEHbl B ABOVIHbIE KaBblvkK (Hanpumep, ssid "Free Wi-Fi"). Camu kaBbl4ku
pa3bopLLMKOM UTHOPUPYHOTCS.

OTBETCTBEHHOCTL 3a KOPPEKTHOCTb BHECEHHbIX N3MEHEHUI NEXUT Ha UX aBTope.
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2.1 BBoa KoMmaHO B KOMaHOHOM CTPOKe

KomaHgHbIn nHtepnpetatop Keenetic Extra paspabotaH Takum o6pasom, 4ToObl UM MoOr
MONb30BaTbCS KaK HAYMHAIOLLMIA, TaK U ONbITHBIA Nonb3oBaTenb. Bce komaHabl U NapameTpbl
MMEIOT SICHbIE M NIErKO 3anoMMHaoLWMNECs Ha3BaHUS.

Komangpbl pa36vm=| Ha rpynnbl N BbICTPOEHbI B nepapxuio. Taknm 06p830M, AnA BbIMOJIHEHUA
Kakon-nnbo HaCTDOIZKM nonb30BaTesto HyXXHO nocnegoBartesibHO BBECTU Ha3dBaHUA BITOXEHHbIX
rpynn komaHg (y3J'IOBbIX KOMaHﬂ,) M 3atemMm BBeCTU KOHEYHYI0 KOMaHAy C napamMeTpamMu.

Hanpwuwmep, IP-agpec ceteBoro nHtepderica GigabitEthernet1 3agaetca komangow address,
KoTopasi Haxogutcs B rpynne interface—ip:

(config)>interface GigabitEthernetl ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa B rpynny

HekoTopble y3noBble KOMaHAbl, CoAepalie Habop A4oYEPHMX KOMaHA, NMO3BONSAOT
Nosib30BaTENIO BbIMOMHUTL «BXO4» B rPyMy, YToObl BBOAUTL AOYEPHME KOMaHAbI
HeMoCPeACTBEHHO, He TpaTsi BPEMS Ha BBOA MMEHW Y3r10BOW KOMaHbl. B aTom criyyae meHsieTcs
TEKCT NpUrnaweHnsi KOMaHAHOW CTPOKW, YTOObI Mosfib3oBaTeslb BUAES, B Kakou rpymnre oH
HaxoauTcsl.

HobaeneHa komaHaa exit nnu no Haxatuo kombuHaunm knasuw [Ctri]+[D] BeinonHaeTCs BbIXO4,
13 rpynnbl.

Hanpumep, npu Bxoae B rpynny interface npurnaweHne KOMaHAHOM CTPOKN MEHSIETCS Ha
(config-if):

(config)>interface GigabitEthernetl
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Acnonb3oBaHue CripaBKy U aBTOOO0MNONTHEHUSA

22

[lnsa Toro 4To6bI CAenaTh NPOLECC HACTPOMKM MaKCUMarbHO yA06HbIM, MHTEPdENC KOMaHLHOM
CTPOKMN MMEET PYHKLINIO aBTOAOMOITHEHNSA KOMaHA U NapamMeTpPOoB, NOACKa3biBasi onepaTopy,
KakuMe KoOMaHAbl JOCTYIMHbI HA TEKYLLEM YPOBHE BITOXXEHHOCTU. ABTOAOMNONMHEHME paboTaeTt no
HaxkaTuio knasuwu [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Gi[Tab]

Usage template:
interface {name}
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Variants:
GigabitEthernet0
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernetO[Tab]

Usage template:
interface {name}

Variants:
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernet@[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky no TekyLen KoMmaHae Bcerga MoXHO oTobpasunTb, Haxas knasuvuwy [?]. Hanpumep:

(config)> interface GigabitEthernetl [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface
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(config)> interface GigabitEthernetl

2.3 lNMpedukc no

I'IpechKc No NCNonb3yeTcd OANnA OTMEHbI OEeNncTBMs KoMaHabl, nepen KOTOpOIZ OH CTaBUTCA.

Hanpumep, komaHaa interface oTBevaeT 3a co3gaHme CeTeBOro nHTepdenca ¢ 3agaHHbIM
nmeHem. MNMpedmrkc no, ncnonb3yemblli C 3TOM KOMaHAON, Bbi3blBAeT 0OpaTHOE AencTBne —
yaaneHue nHtepderica:

(config)> no interface PPPoEO

Ecnu komaHaa coctaBHasi, no MOXET CTaBUTbCA Nepes NiobbiM ee uneHoMm. Hanpumep, komaHaa
service dhcp Bkntovaet cnyxby DHCP n cocTouT 13 AByX YacTei: service — MMeHU rpynnbi
B nepapxmm komaHg, n dhep — koHeuHon koMmaHab!. [MpedrKc No MOXHO CTaBUTL Kak B Havane,
Tak 1 B cepeaunHe. [lencteme B 06omx cnyvasx OyaeT oAMHaKoBbIM: OCTAHOBKA CryXObl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIn BBOA

24

MHorue komaHabl 06nagatoT CBOVMCTBOM UOEMTOMEHMHOCMU, KOTOPOE MPOSIBISETCS B TOM,
YTO MHOTOKPaTHbIN BBOA 3TUX KOMaHZ NPUBOAMUT K TEM Ke U3MEHEHMWSAM, YTO U OQHOKPATHBbIN.
Hanpwuwmep, komaHaa service http nobaensaet cTpoky «service http» B TekyLme HaCTpOKKy,
1 MpU NOBTOPHOM BBOAE HMYETO HE MEHSIET.

OpHako, YacTb KOMaHz no3sonseT 40baBnATb He OOHY, @ HECKOMbKO 3anucen, ecnu BBOOUTb
NX C pasHbIMK aprymeHTamu. Hanpumep, ctatnyeckune sanvcu B Tabnvue mapLupyTtnsauum ip
route nnun ounstpbl access-list fobasnsloTca NnocnegoBaTensHO, U 3aTeM NPUCYTCTBYIOT B
HacTpoWkax B Buae cnucka:

Mpumep 2.1. Ucnonb3oBaHMe KOMaHAbI C MHOFOKpaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

3anucu 13 Taknx Tabnuu MoOXHO yaansTb No OA4HON, Ucnonb3ys npedrKe No, U ykasbiBasi B
apryMeHTe KoMaHAbl, Kakyto MIMEHHO 3anucb TpebyeTcs yaanuTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.

Keenetic Extra CnpaBo4HUK kOMaHA



[maBa 2 3HAaKOMCTBO C KOMaHAHOW CTPOKOW

(config)> show running-config

.1,

1. 55.255.255.0 PPTPO
.1.3.

55.255.255.0 PPTP1

ip route
ip route

(R gy

02
02

2.5 CoxpaHeHuMe HacTpoek

TekyLine n cTapToBble HACTPOMKN XpaHATCs B harinax running-config u startup-config. ns
TOro YTOObI COXPaHUTL TEKYLLME HACTPOMKM B 3HEPTOHE3ABUCUMYHO NaMsITb, HY)XXHO BBECTHU
KOMaHAy KOnMpOoBaHUS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTnoxeHHan nepe3arpys3ka

Ecnun Keenetic Extra HaxoguTca Ha 3Ha4YNTENBHOM yaaneHum ot oneparopa v ynpasndaeTcAd rno
CETN, BOBHMKAET ONMaCHOCTb NOTEPATb CBA3b C HUM MO NpuynHe OLWNBOYHbBIX OENCTBUI
onepartopa. B atom Chny4ae nepes3arpys3ka 1 Bo3BpaT K COXpaHEHHbIM HaCTpOVIKaM 6yD,yT
3aTpyAHEHbI.

KomaHaa system reboot no3BonsieT ycTaHOBUTL TauMep OTIOXEHHOM nepes3arpy3ku, BbINOSHUTb
«OMacHbIe» HaCTPOWKK, 3aTEM BbIKIIOYUTL TalMep U COXpaHUTb n3aMeHeHusi. Ecnm B npouecce
HaCTPOWNKM CBS3b C YCTPOMNCTBOM ByAeT noTepsiHa, onepaTtopy AocTaTovHo OyaeT goxaarbes
aBTOMAaTM4eCKOWN nepesarpy3ku 1 NOAKMYMTBCS K YCTPONCTBY CHOBA.
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maea 2 3HAaKOMCTBO C KOMaHAHOW CTPOKOMN
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OnucaHune KomaHAa

3.1 ba3oBble KOMaHAbI

BbasoBble kOMaHAbI MCNonb3yrKTCA AnA ynpaBneHus d)aMnaMM Ha BalleMm yCTpOIZCTBe.

3.1.1 copy

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3.1.2 erase

OnucaHue

Mpedukc no

KonupoBsaTtb cogepxvmmoe ogHoro darina B gpyron. Micnonb3yetca ans
0BHOBMNEHNS NPOLLUMBKX, COXPaHEHUS TEKYLLIMX HAcTpoek, cbpoca HAcCTpoek Ha
3aBofckue u ap.

Het
Het

Het

I (config)>  copy (sources «destination)

AprymeHT 3HayeHue OnucaHue

source Wms @anna  |MyTb k dparny, KOTOPbIN HEOBXOAUMO
ckonupoBsaTb.

destination Wms ¢anna |MyTb k KaTanory, kyga byger ckonnposaH
dann.

Hanpumep, coxpaHeHue HacTpoek AenaeTcs Tak:
(config)> copy running-config startup-config

MmeHa cpannos B 3TOM NpumMepe ABNSATCA NceBgoHMMamu. MonHele nmeHa
chainos koHurypaumm ato system: running-configum flash:startup-config,
COOTBETCTBEHHO.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa copy.

Yaanutb dhann ns namatn Keenetic Extra.

Het
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

3131s

OnucaHue
Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Oa

[a

I(conﬁg)> erase (filename»

AprymeHTr 3HauyeHue OnucaHue

filename Wms ganna  |[yTb K dpanny, KOTOPbIN HEOBXOANMO
yoanuThb.

(config)> erase FLASH:swap
Erased FLASH:swap.

Bepcus

OnucaHue

2.00

[lo6aBneHa komaHaa erase

BbiBecTn Ha 9KpaH Cnncok cbaﬂnoa B YKa3aHHOM Kartarore.

Het

Het

Het

I(conﬁg)> ls[directory]

AprymeHT 3HaveHue OnucaHue

directory Crtpoka MyTb K kaTanory. [JormkeH cogepxatb UM

¢annoBon cUCTEMbI U HENOCPEACTBEHHO
nyTb K KaTtanory B oopmate < pannosas
cuctema >: < nytb >. Npumepbl hannoBbIx
cuctem — flash, temp, proc, usbn . a.

(config)> 1ls temp:

R:

name: resolv.conf

rel: temp:
entry, type =
size: 107
entry, type =
name: db
entry, type =

D:

D:

name: dhcpb6c

entry, type =

R:
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maBa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

3.1.4 more

OnucaHue
Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

name: TZ
size: 6
entry, type = R:
name: passwd
size: 128
entry, type = D:
name: dnscache
entry, type = D:
name: mnt
entry, type = D:
name: tmp
entry, type = D:
name: ppp
entry, type = D:
name: lib
entry, type = D:
name: run

Bepcusa OnucaHue

2.00 JobasneHa komaHpa ls.

BbIBECTM Ha 3KpaH cogepXXnMmMoe TeKCTOBOro dhansa noCTpoYHO.
Het
Het

Het

I(conﬁg)> more «filename;

AprymeHT 3HaveHue OnucaHue

filename Wms ganna  |MonHoe umsa cdanna nunm NCEBAOHUM.

(config)> more temp:resolv.conf
nameserver 82.138.7.15

nameserver 82.138.7.251

nameserver 82.138.7.130

options timeout:1 attempts:3 rotate

Bepcus OnucaHue

2.00 [obaBneHa komaHga more
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Masa 3 OnucaHne KomaHp,

3.2 access

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

HacTponTb nonb3oBaTenbCkuin 4OCTyn K katanory Ha USB-ycTponicTae.
KomaHga ¢ npedukcom no 3anpeLLaer AOCTyn K nanke.

Oa

[a

Oa

I (config)> access «directory» cuser» «mode> [ recursive ]

I (config)> no access «directory» <user> [ recursive ]

AprymeHT 3HavyeHue OnucaHue
directory CTpoka HasBaHue kaTtanora Ha USB-ycTpowicTae.
user Ctpoka Nmsa nonb3oBarens.
mode forbidden |[JocTyn 3anpeLyeH.
read [ocTyn ToNbKO Ans YTEeHUS.
write JocTyn Tonbko Ans 3anuncu.

read/write |[ocTyn gns yteHus u 3anmcu.

inherited lMpaBa gocTtyna HacregyTes oT
poaNTENbCKOro KaTanora.

recursive Knoyesoe MpaBa JoCTyna NPMMEHSIIOTCS KO BCEM
C/10B0 BIOXKEHHbIM KaTanoram.

(config)> access FLASH:Downloads test read/write
(config)> show access FLASH:Downloads

user:
name: test
assigned: read/write
effective: read/write
exists: yes

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa access.

3.3 access-list

OnucaHue

HocTyn K rpynne KoMaHg Ans HaCTPOWMKKU BbIBpaHHOTO cnmncka npasun unsTpauum
nakeToB. Ecnv cnucok He HanaeH, koMaHaa NblTaeTcs ero cosaaTb. Takon CMCoK
MOXeT BbITb NPUCBOEH CETEBOMY UHTEPMENCY C MOMOLLLIO KOMaHAbl interface
ip access-group.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

UcTtopusa nameHeHun

KomaHga ¢ npedukcom no ygansieT Cnmcok npasun.
[a
Oa
Ja

(config-acl)

I (config)>  access-list <name»

I (config)> no access-1list <name»

AprymeHT 3HavyeHue OnucaHue

name CTtpoka HasBaHue cnvcka npasun cunsrpauum
(Access Control List, ACL).

Bepcus OnucaHue

2.00 [obaeneHa komaHga access-list.

3.3.1 access-list deny

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

[o6aBuTb 3anpeLllatoLLiee NpaBmno ounsTpauum NakeToB B ykasaHHbin ACL.
KomaHga ¢ npedmkcom no ygansiet npasuno.

Oa

Oa

Oa

(config-acl)>  deny (tcp | udp) <source» <source-mask»
port [src-port-operator] (source-port»
«destination> <destination-mask>
port [dst-port-operator] «destination-port»

«destinations «destination-mask>

(config-acl)> no deny (tcp | udp) <source <source-mask»
port [src-port-operator] <source-port»
<destination» <destination-mask>
port [dst-port-operator] «destination-port»

«destinations «<destination-mask>

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask»
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Masa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HayeHue OnucaHue

tcp Knw4esoe cnoso|TCP npoTokon.

udp Knwyesoe cnoso|UDP npoTokon.

icmp Kniouesoe cnoso |ICMP npoTokorn.

esp Kmwyesoe cnoso|ESP npoTokon.

gre Knioyesoe cnoso|GRE npotokon.

ipip Knw4esoe cnoso|IP in IP npoTokon.

ip KniouyeBoe cnoBo |IP-npoTokon (BkntoyaeT B cebs TCP,
UDP, ICMP v npouue).

source IP-agpec Anpec UCTOYHMKa B 3aronoBke
IP-nakeTa.

source-mask IP-macka Macka, npuMeHeHsiemas k agpecy

NCTOYHMKa B 3aronoBke IP-nakeTa,
nepen CpaBHEHWEM C Source.
CywecTByeT gBa cnocoba Beoga
MacKu: B KaHOHNYeCKon hopme
(Hanpumep, 255.255.255.0)u B
Bnge 6mMtoBon AnuHbl npedukca
(Hanpumep, /24).

source-port

Lenoe uucno

MopT uctovnuka B TCP nnn UDP
3arosioBKe.

src-port-operator |1t Onepatop «MeHbLUe» Ansi
CpaBHeHus rnopTta ¢ ykasaHHbIM
source-port.
eq Onepatop «paBHO» AMsi CpaBHEHNS
nopra C ykasaHHbIM source-port.
gt Onepartop «bonbluey» Ans cpaBHEHUS
nopra C ykasaHHbIM source-port.
destination IP-agpec Afpec Ha3Ha4yeHus B 3arofioBke
IP-nakerta.
destination-mask IP-macka Macka, npumeHeHsiemas Kk agpecy

Ha3HadeHus B 3aronoske IP-nakeTa,
nepeg cpaBHeHveM c destination.
CyuwiecTByeT ABa crnocoba Beoaa
MacKu: B KaHOHN4YeCKon chopme
(Hanpumep, 255.255.255.0)u B
BMae 6UToBOW ANUHbLI Npedumkca
(Hanpwumep, /24).

destination-port

Lenoe uucno

MopT Ha3HaueHus B TCP nnn UDP
3aronoBke.

dst-port-operator

1t OnepaTtop «MeHbLUe» Ans
CpaBHEHUS NopTa C yKa3aHHbIM
destination-port.

eq OnepaTop «paBHO» Ansi CpaBHEHUS

nopTa C ykasaHHbIM
destination-port.
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

gt Onepartop «bonbLuey» ans cpaBHEHWS
nopTa C ykasaHHbIM
destination-port.

(config-acl)> deny icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0
ACL rule added.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa access-list deny.

2.06 HoBoe 3HaueHune ip 6bino gobaeneHo B aprymeHT protocol
2.08 HoBble npoTokonkl esp, gre n ipip 6binv gobaBneHbl.

3.3.2 access-list permit

OnucaHue

Mpedoumkc no
MeHsieT HacTpOMnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

HobaBnTb paspeluatoLlee npaBuno ounsTpauumn NakeToB B ykasaHHbIi ACL.
KomaHnpa ¢ npecukcom no ygandeT npaBusio.

Oa

Ja

[a

(config-acl)>  permit (tcp | udp) <source> <source-mask»
port [src-port-operator] (source-port»
«destination> «<destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)>  permit (icmp |esp|gre|ipip | ip) <sources <source-mask>
<destination» <destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask»
port [src-port-operator] (source-port»
«destination> «<destination-mask>
port [dst-port-operator] «destination-port,

(config-acl)> no permit (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destination> «<destination-mask>

AprymeHT 3HauyeHue OnucaHue

tcp Kniouesoe cnoso| TCP npoTokor.
udp Knwyesoe cnoso|UDP npotokon.
icmp KmiwyeBoe cnoso|ICMP npoTokor.
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Masa 3 OnucaHne KomaHp,

AprymeHT 3HayeHue OnucaHue

esp Knw4esoe cnoso|ESP npoTtokon.

gre Knioyesoe cnoBo|GRE npoTtokon.

ipip Knw4esoe cnoso|IP in IP npoTokon.

ip Knwyesoe cnoso|lP-npotokon (Bkntovaet B cebst TCP,
UDP, ICMP v npouue).

source IP-agpec AZpEeC UCTOYHMKA B 3arofioBKe
IP-nakeTa.

source-mask IP-macka Macka, npuMeHeHsiemas Kk agpecy

MCTOYHUKa B 3aronoske IP-naketa,
nepen CpaBHEHMEM C Source.
CywecTByeT aBa cnocoba Beoga
MacKW: B KAHOHUYeCcKon hopme
(Hanpumep, 255.255.255.0)u B
Buae 6utoBow AnNuHbI npedumkca
(Hanpumep, /24).

source-port

Llenoe uucno

MopT nctoyHunka B TCP nnn UDP
3aroroBke.

src-port-operator |lt OnepaTtop «MeHblle» Ans
CpaBHeHua nopTa ¢ ykasaHHbIM
source-port.
eq OnepaTop «paBHO» ANS CpaBHEHUS
nopTa C yka3aHHbIM source-port.
gt OnepaTtop «bonbLuey Ans cpaBHEHUS!
nopTa C ykasaHHbIM source-port.
destination IP-apgpec AJpec HasHa4yeHus B 3aroroBke
IP-naketa.
destination-mask IP-macka Macka, npumeHeHsiemas K agpecy

HasHaveHus B 3aronoske IP-nakeTa,
nepeg cpaBHeHueM c destination.
CywecTByeT aBa crnocoba Beoga
MacKu: B KaHOHMYECKoM hopme
(Hanpumep, 255.255.255.0)u B
BMae 6UToBOM ANUHbLI Npedumkca
(Hanpwumep, /24).

destination-port

Lenoe u4ucno

MopT HasHayeHus B TCP nnn UDP
3aroroBkKe.

dst-port-operator

1t

OnepaTtop «MeHbLUe» st
CpaBHEHUS NopTa C yKa3aHHbIM
destination-port.

€q

Onepatop «paBHO» ANs CpaBHEHWS
nopTa ¢ ykasaHHbIM
destination-port.

gt

Onepartop «6onbLuey» Ans cpaBHEHWS
nopTa c ykasaHHbIM
destination-port.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.4 afp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

(config-acl)> permit icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

Bepcus OnucaHue

2.00 HobasneHa komaHaa access-list permit.

2.06 HoBoe 3HayveHue ip 6bino fobaBneHo B apryMeHT protocol
2.08 HoBble npoTokonkl esp, gre n ipip Obim gobaeneHsbl.

[ocTyn Kk rpynne KkomaHg, Ansi ynpaenexusi cnyxxoom AFP.

Het
Het
Het

(config-afp)

I (config)> afp

Version

Description

2.06

[o6GaeneHa komaHga afp.

3.4.1 afp automount

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

BkniounTb aBTOMaTMyeckoe nogkntodeHne USB-ycTponcts ans goctyna K HAM

yepes AFP.

KomaHga c I'Ipe('.bVIKCOM NO OTKIHo4aeT q))/HKU,VII'O aABTOMaTn4eCKoro nogKrno4YeHna.

Oa
Ha

Het

I (config-afp)>  automount

I (config-afp)> no automount

(config-afp)> automount
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Masa 3 OnucaHne KomaHp,

WUcTopus usmeHeHun  |Version Description

2.06 [obGaBneHa komaHaa afp automount.

3.4.2 afp permissive

OnucaHue BknounTb paspellarowmii pexum, Korga Bce nonb3osBareny MoryT nonyynTb
pocTtyn K pannam Ha USB-yctpoicTee. 1o yMONYaHUIO pexXmMM OTKITHOYEH.

KomaHfa ¢ nperKcoM no OTKMOYaET paspeLuaroLLnin pexxnm, 1 4ocTyn K parnam
MMEIOT TONbKO Monb3oBaTtenu ¢ MeTkon "afp”.

Mpedukc no Oa
MeHsieT HacTpoMnKu Ja

MHorokpaTtHbii BBog Het

CuHoncue I (config-afp)>  permissive
I (config-afp)> no permissive
Mpumep (config-afp)> permissive
WUcTopus usmeHeHun  |Version Description
2.06 HobasneHa komaHaa afp permissive.
3.4.3 afp share
OnucaHue OTKkpbITb 06LWMIA AOCTYN K kKaTanory Ha USB-ycTpoiicTie.

KomaHga ¢ npedurkcom no 3akpbiBaeT 06LLMIA AOCTYN K KaTanory. Ecrnv BbINONHWUTL
koMaHay 6e3 aprymeHTa, TO KO BceM katanoram Ha USB-ycTponcTee OygeT 3akpbiT
obwmn goctyn.

Mpedukc no Oa
MeHsieT HacTpouKu Ha

MHorokpaTtHbii BBog [a

Cunoncuc I (config-afp)>  share <label> tmount, [timemachine] [ description ]
I (config-afp)> no share [ label ]
AprymeHThI AprymeHT 3HaveHue OnucaHue
label Crpoka HasBaHue obuero pecypca ans
nonb3oBaTenem.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHunmn

3.5 cifs

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

UcTopusa nameHeHum

AprymeHT 3HavyeHue OnucaHue
mount Ctpoka Nmsa kaTanora, K KOTOPOMY OTKpPbLIBAETCS
obwwmin goctyn.
timemachine Knwyesoe Hoctyn ana npunoxexus Time Machine.
c/10BO
description Crpoka lMponsBonbHOE onucaHue Katanora.

(config-afp)> share AFP C253-062D:/FOR_AFP timemachine
Afp::Server: Added share "AFP".

Version Description

2.06 [o6GaeneHa komaHga afp share.

HocTtyn k rpynne komang ans ynpaenenus cnyxbon CIFS.
Hert
Het
Het

(config-cifs)

I (config)>  cifs

Bepcus OnucaHue

2.00 [obasneHa komaHga cifs.

3.5.1 cifs automount

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

BkniounTtb aBTOMaTunyeckoe nogkniodeHne USB-ycTponcTB Ansd Aoctyna K HUm

yepes CIFS.

KomaHpa c I'Ipe(bI/IKCOM NO OTKITHO4aeT d)yHKLI,I/H'O aBTOMaTn4eCcKoro nogkno4YeHua.

Oa
Oa
Het
I(config-cifs)> automount

I (config-cifs)> no automount
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-cifs)> automount
Core::Configurator: done.

Bepcus OnucaHue

2.00 [obaeneHa komaHga cifs automount.

3.5.2 cifs permissive

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BknounTb paspeluarowmii pexnm, Korga Bce nonb3oBareny MoryT nomnyynTb
aoctyn K hainam Ha USB-ycTponcTie. 1o yMONYaHuio pexxmm OTKITHOYEH.

KomaHaa ¢ npednkcoM no OTKINI0YAET pa3peLLaroLLmMn pexum, n 4oCTyn K hannam
NUMEIOT TONbKO MNornb3oBaTenu ¢ MeTkon "cifs".

Oa

Ja

Het

I (config-cifs)>  permissive

I (config-cifs)> no permissive

(config-cifs)> permissive
Core::Configurator: done.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa cifs permissive.

3.5.3 cifs share

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

OTKpbITb 06LWWMI AocTyn k KaTanory Ha USB-ycTpolicTBe.

KomaHaa ¢ npedmkcom no 3akpblBaeT o6LUmMiA 4OCTYN K KaTanory. Ecnv BbinonHUTbL
koMaHay 6e3 aprymeHTa, To Ko BceM kaTanoram Ha USB-ycTpoiicTee ByaeT 3akpbiT
obwmn goctyn.

Oa
Ja
Ja

I (config-cifs)>  share (label> <mount, [ description ]

I (config-cifs)> no share [ label ]
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue

label Crpoka Wwmsa katanora, koTopoe 6yaeT BUOHO
nonb3oBaTensim.

mount CTpoka Nmsa kaTanora, K KOTOPOMY OTKpbIBAETCS
obwwun goctyn.

description Ctpoka [Mpoun3BonbHOE onucaHue KaTanora.

(config-cifs)> share TEST_FAT B4EF-16EA:transmission/torrents
Core::Configurator: done.

Bepcus

OnucaHue

2.00

[obasneHa komaHaa cifs share.

3.6 cloud control client connect

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

3aperncrtpmpoBaTb HOBOIO KnMeHTa. MakcmanbHOe KOnMYeCcTBO KIMEHTOoB 5.

Komanpa c I'Ipe(*)VIKCOM no yaandert KnneHTa.

[a
Oa
[a

(config)>
exponent) ]

cloud control client (id»

connect <name) [ (modulus)

I (config)> no cloud control client[<«id>] connect

AprymeHT 3HavyeHue OnucaHue

id Crtpoka 256-6UTHBLIN noeHTUdMKaTOP KNMeHTa
3anMcaHHbIf B LUECTHAALATEPUYHOM
dopmaTte hMKCUPOBaHHOW OSIVHbI.

name CTpoka lMpon3BonbHOE UMS, ANvHAa KOTOPOro He
npesbiwaeT 64 cumsonoB UTF-8.

modulus UYenoe umcro |KomnoHeHT oTkpbIToro RSA-knioya knveHTa.
Ero pasmep gomxeH 6biTb B AnanasoHe
[1024, 1536] 6uT. Ecnu He yka3saH,
LWndbpoBaHME He BbINOMHAETCS.

exponent Uenoe uucno |KoMNOHEHT OTKpbITOro RSA-kntova KnueHTa.

Ecnu He ykasaH, lwngposaHune He
BbIMOSTHSAETCS.

(config)> cloud control client a78d...30ab connect test_client
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Masa 3 OnucaHne KomaHp,

connect:
PHI1c3VsdD48Y21kPmRhMDQ1IMGNiNzhjOTNhZmMwZWZjNGNmMGIyY2MyNDE2YjF
JNDAZNTZmODRU1YWNkZDE3Mzc10WI20WUWNTEXZGY8L2NpZD48ZGV2aWN1X25hbW
U+S2V1bmVOaWMgVml2YTwvZGV2aWN1X25hbWU+PC9yZXN1bHQ+

CloudControl: :Agent: Client connection initiated.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.05 [obaeneHa komaHga cloud control client connect.

3.7 cloud control client name

OnucaHue MepenmeHoBaTb 3aperMcCTPMPOBaHHOIO KIMEHTA.
Mpedumkec no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncuc I (config)>  cloud control client (id)> name name»
AprymeHTbI AprymeHT 3HaueHne |Onucanue
id CTpoka 256-6UTHBIN naeHTUUKATOP KIMEHTa
3anMcaHHbIN B LWECTHaALATEPUYHOM
dopmaTe HPUKCMPOBAHHON OJIMHBbI.
name CTpoka Mpon3BonbHOE UMS, ANvHA KOTOPOro He
npesbiwaeT 64 cumsonos UTF-8.
Mpumep (config)> cloud control client a78d...30ab name "New Client"
CloudControl::Agent: A client name changed.
UcTopusa usmeHeHnt  (Bepcus OnuncaHne

2.05 JobaeneHa komaHaa cloud control client name.

3.8 cloud control client session timeout

OnucaHue YCTaHOBUTb TarM-ayT KIIMEHTCKOM CECCUKN B CEKyHAaX.

KomaHga ¢ npedrKcom no ycTaHaBNMBAET 3HAa4YeHMe TalM-ayTa no YMONYaHMIo
(300 cekyHp).

Mpedukc no Oa

MeHsieT HacTpouKuM Ha
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maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ja

I(config)> cloud control client (id>

I (config)> no cloud control client[<id>] session timeout

session timeout (seconds)

AprymeHT 3HayeHue OnucaHue

id Ctpoka 256-6UTHBIN naeHTUUKATOP KNEHTa
3anncaHHbIf B LIECTHAALATEPUYHOM
dopmarte hUKCUPOBaHHOW OSHbI.

seconds Uenoe uucno |lNepunog BpeMEHU, B TEHEHNE KOTOPOTO

ceccus MoxeT besgelicTBoBaTh, 6e3

Kakoro-nnbo B3anmMogencTBns ¢ KOHEYHbIM

nonb3oBartenem. Moxet NnpUHNMaTb

3HayeHusa B AnanasoHe ot 30 go 600 cekyHa

BKIMHOYUTENbHO.

(config)> cloud control client a78d...30ab session timeout 35

CloudControl: :Agent: "test client" session timeout set to 35 »

seconds.
Bepcus OnucaHue
2.05 [ob6aeneHa komaHaa cloud control client session timeout.

3.9 components

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
BxoxaeHue B rpynny

CuHoncuc

Uctopusa nameHeHumn

3.9.1 components commit

OnucaHue

D,OCTyI'I K rpynne KoMaHg ansa ynpaesneHna KOMNoOHeHTaMn MUKponporpamMmmbl.

Het
Het
Het

(config-comp)

I (config)>  components

Bepcus

OnucaHue

2.00

JNo6aBneHa komaHaa components.

MNpUMeHNTb N3MEHEHNS, BHECEHHbIE KOMaHA4amu components install n
components remove.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

UcTopusa nameHeHum

Het

[a

Het

I (config-comp)>  commit

Bepcus OnucaHue

2.00 [obGaBneHa komaHga components commit.

3.9.2 components install

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHun

OTMETUTb KOMMOHEHT ana I'IOCJ'IGp,yIOLIJ,GVI YCTaHOBKMW. OkoH4aTernbHas yCTaHOBKa
BbIMOMHSETCS KOMaHOon components commiit.

Het
Ja
Oa

I (config-comp)>  install <component)

AprymeHT 3HayeHue

OnucaHue

component Crpoka

HasBaHne komnoHeHTa. Cnncok 4OCTYNHbIX
ONS YCTaHOBKMN KOMMOHEHTOB MOXET ObITb
BbIBEEH Ha 3KpaH KomaHAon components
list.

(config-comp)> install ntfs

Component is queued for installation: ntfs

Bepcus OnucaHue

2.00 [obGasneHa komaHga components install.

3.9.3 components list

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

BbIBECTU Ha 3KpaH CMMCOK BCEX KOMMOHEHTOB — YCTAHOBIIEHHbIX U JOCTYMHbIX
Ans ycTaHoBku. Ecnv oTcyTcTBYeT noaknodeHue k HTepHeT, To GyaeT BbiBefeH
TONBbKO CMMCOK YK€ YCTaHOBIEHHbIX KOMMOHEHTOB.

Het
Het

Het
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Cunoncuce I(conﬁg-conu»> list [ sandbox ]
AprymeHThI AprymeHT 3HayeHue OnucaHue
sandbox Crtpoka YnaneHHasi necoyHumua, Hanpumep stable
unu beta.
Mpumep (config-comp)> list
webadmin:
queued: yes
name: Silver-Blue
description: Silver-Blue
size: 244112
installed:
webadmin:
queued: no
name: ZyXEL-Intl
description: ZyXEL-Intl
size: 390648
component:
queued: yes
name: accesspoint
description: 802.11 Access Point
details: Allows this appliance to be a Wi-Fi access »
point.
group: Wireless networking
priority: important
depend: base,corewireless
version: 2.6.3
script: interface WifiMaster0
country-code RU
compatibility
BGN
up
UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.00 [oGaBneHa komaHga components list.
2.06.A.6 [o6GasneH napameTtp sandbox. KomaHga components list

sync.

A0JKHAa ncnosib3oBaTbCA BMECTO yCTapeBLuelh components

3.9.4 components preset

OnucaHue

BbiGpaTb rotoBbIi HAOOP KOMMNOHEHTOB. YCcTaHOBKa Habopa BbIMOMHAETCS

KomaHgon components commit.

Keenetic Extra CnpaBo4YHUK kOMaHA

43




Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHun

Mpexae Yem ycTaHOBUTb HAOOP KOMMOHEHTOB, MPOBEPLTE NOCNEAHNE BEPCUM
KOMMOHEHTOB Ha cepBepe 0b6HOBNeHMN koMaHaon components list. TpeGyeTca
nogkntoyeHne Kk IHTepHeTy.

Het
Oa

Het
I (config-comp)>  preset (preset,

KonunuyecTBO 1 Ha3BaHWs rOTOBbIX HAGOPOB KOMMNOHEHTOB MOTYT ObITb U3MEHEHBI,
NOSTOMY PEKOMEHAYETCSA NPOBEPUTL CMMCOK AOCTYMHbIX HAGOPOB KOMaHOoM
preset ?.

AprymeHT 3HaveHue OnucaHue

preset minimal MuHV1ManbHO BO3MOXHbIN s paboThbl
yCcTponcTBa Habop KOMMNOHEHTOB OyaeT
OTMEYEH.

recommended | PekomeHayembii HAGOP KOMNOHEHTOB ByaeT
OTMEYEH 1S yCTaHOBKM.

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Core::System: :UConfig: done.

Bepcus OnucaHue

2.00 [lob6aeneHa komaHga components preset.

3.9.5 components preview

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

lMokasaTb pa3mep NPOLUNBKMK, COCTABIEHHOM U3 KOMMOHEHTOB, BbIOpPaHHbLIX C
nomoLbo KoMaHasl components install.

Het

[a

Het
I (config-comp)>  preview

(config-comp)> preview

preview:
size: 7733308
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UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHga components preview.

3.9.6 components remove

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

OTMeTUTb KOMMOHEHT ANg nocnegytowero yaaneHna. OKoH4YaTenbHoe yganeHue
BbIMOMHSETCS KOMaHOon components commiit.

Het
Ja
Oa

I (config-comp)>  remove <component)

AprymeHT 3HayeHue OnucaHue

component CTpoka HasBaHue koMmnoHeHTa. CnNMCOK AOCTYMNHbIX
ONs yoaneHnst KOMMNOHEHTOB MOXET ObITb
BbIBEEH Ha 3KpaH KOMaHZon components
list.

(config-comp)> remove ntfs
Component is queued for removal: ntfs

Bepcus OnucaHue

2.00 [obGaBneHa komaHga components remove.

3.9.7 components validity-period

OnucaHue

Mpedukc no
MeHsieT HacTpoukm
MHorokpaTHbI BBO,

CuHoncuc

YCTaHOBUTbL CPOK aKTyaribHOCTM NOKaNbHOMO Crvcka KOMMNOHEHTOB. o nctedeHun
3TOro BpeMeHun GyaeT aBTOMaTMYECKM BbiNoNHeHa koMaHaa components list
ANs NONyYeHUs TEKYLLEro Crnmncka KOMMNOHEHTOB C cepBepa OGHOBIIEHWIA.

KomaHaa ¢ npedrKcom no ycTaHaBNMBAET 3HAYEHME MO YMON4YaHuo, KoTopoe
pasHo 1800.

[a
[a

Het

I (config-comp)>  validity-period (seconds»

I (config-comp)> no validity-period
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AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT

3Ha4yeHue

OnucaHue

seconds

Lenoe 4ucno

CpOK aKTyallbHOCTU JTOKalibHOro
Crnncka KOMIMOHEHTOB B CEKyHOaxX.

(config-comp)> validity-period 500

Core::Configurator: done.

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa components validity-period.

3.10 crypto ike key

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHThl

Mpumep

Hob6asuTb kntod IKE ¢ naeHTUdrKaTopom yaaneHHOW CTOPOHbI.

KomaHza ¢ npedMkcom no yaansieT ykasaHHbIN KIou.

Ja
Oa
Oa

I (config)>

crypto ike key names <psk> (<types <id> | any)

I (config)> no crypto ike key cname>

AprymeHT 3HavyeHue OnucaHue
name CTpoka HasaHue kntova. [lonyckaerca ncrnonb3oBaHune
CYMBOIOB NaTUHCKOro andasuta, undp, To4ku,
noayepknBaHus n geduca.
psk Crpoka Maponb ansa ayteHTudUKaumnn.
type address WpoeHTudukatopom aensetca IP-agpec.
fqdn MaeHTudukaTopom SIBNAETCSA NOSIHOE AOMEHHOE
ZIVER
dn MaeHTudukaTopom aBnseTca JOMEHHOE NMS.
email MaoeHTUdnkaTopom SBNSAETCH 3NEKTPOHHbLIN
agpec e-mail.
id CTpoka 3HaueHne naeHTMdukaTopa yganeHHom
CTOPOHBbI.
any Knouesoe PaspeluaeT ncnonb3oBaHue knoya gns nodon
C/10B0O yAaneHHoW CTOPOHBI.

(config)> crypto ike key test 12345678 email ipsec@example.org
IpSec::Manager: Crypto ike key "test" successfully added.
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.06 HobaeneHa komaHaa crypto ike key.

3.11 crypto ike nat-keepalive

OnucaHue

Mpedumkc no
MeHsieT HacTpOMKu
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

3.12 crypto

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

BxoxpaeHue B rpynny

YctaHoBUTE TaMayT Mexay naketamu keepalive B criyqyae o6HapyxeHusa NAT
Mexay KrnmeHToM 1 cepeepom IPsec. o ymonyaHuio ycTaHoBNeHo 3HaveHune 90.

KomaHga ¢ npecnkcom no Bo3BpaLlaeT 3Ha4YeHMe MO YMOMYaHUIo.

Oa
Ja

Het

| (config)>

crypto ike nat-keepalive (nat-keepalive;

I (config)> no crypto ike nat-keepalive

AprymeHT

3Ha4yeHue

OnucaHue

nat-keepalive

Lenoe u4ucno

TanmayT mexay naketamu keepalive
B cekyHaax. MoxeT npvHumaTb

3Ha4eHns ot 5 oo 3600
BKITHOUMTENBHO.

(config)> crypto ike nat-keepalive 20

IpSec::Manager: Set crypto ike nat-keepalive timeout to 20 s.

Bepcus

OnucaHue

2.06 [obGaeneHa komaHga crypto ike nat-keepalive.

ike policy

JocTyn K rpynne KOMaHz Ans HacTPONKu BbIOpaHHOM nonutukn IKE. Ecnv nonutmka
IKE He HalipeHa, KoMaHOa NbiTaeTcs €€ co3naThb.

KomaHgaa c npedumkcom no yganset nonuTtuky IKE. lNMpu 3ToM gaHHasa nonuTtuka
IKE aBTOMaTU4eCcKkmn yaansertcs u3 scex npocunen IPsec.

Ja
Oa
Ja
(config-ike-policy)
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I(config)> crypto ike policy name)

I (config)> no crypto ike policy name»

AprymeHT 3HayeHue OnucaHue

name Ctpoka HassaHue nonutukun IKE.
[onyckaeTtca ncnonb3oBaHue
CYMBOJI0B NaTMHCKOro andasuTa,
LUndp, TOYKU, NOAYEPKMBAHNS U
aeduca.

(config)> crypto ike policy test
IpSec::Manager: Crypto ike policy "test" successfully created.

Bepcus OnucaHue

2.06 [obGaBneHa komaHga crypto ike policy.

3.12.1 crypto ike policy lifetime

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

YcTaHoBUTbL BpeMs xu3HU accoumanmm IPsec IKE. o ymonyaHuio Ncnonb3yeTcs
3HaveHne 86400.

KomaHaa ¢ npedukcom no Bo3BpaLlaeT 3Ha4YeHne Nno yMonyaHuio.
Oa
Ha

Het

I (config-ike-policy)>  lifetime (1ifetime»

I (config-ike-policy)> no lifetime

AprymeHT 3Ha4yeHue OnucaHue

lifetime Lllenoe uucno Bpems xun3Hu accoumnaunm IPsec IKE
B CekyHAax. MoxeT npuHnmaTtb
3HaveHus ot 60 go 2147483647.

(config-ike-policy)> lifetime 3600
IpSec::Manager: Crypto ike policy "test" lifetime set to 3600 s.

Bepcus OnucaHue

2.06 HobaBneHa komaHaa crypto ike policy lifetime.
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3.12.2 crypto ike policy mode

OnucaHue

Mpedukc no

MeHsieT HacTpounku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

3apatb Bepcuto npoTtokona /KE. Mo ymonyaHuio ncnonb3yeTcs 3HadeHne ikevl.

KomaHnpa c I'Ipe(bVIKCOM Nno BO3BpallaeT 3Ha4eHne no yMmoi4aHuio.

Ja
Oa

Het

I (config-ike-policy)>

mode (node»

I (config-ike-policy)> no mode

AprymeHT 3HayeHue OnucaHue
mode ikevl Bepcusa npotokona IKEv1.
ikev2 Bepcwus npotokona IKEv2.

(config-ike-policy)> mode ikevl

IpSec::Manager: Crypto ike policy "test" mode set to "ikevl".

Bepcus

OnucaHue

2.06

HobasneHa komaHaa crypto ike policy mode.

3.12.3 crypto ike policy negotiation-mode

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

YctaHoBuTb pexxum obmeHa gns IKEv1 (cMm. komaHgy crypto ike policy mode).
Mo ymonyaHuMio ncnonb3yeTca 3HaYeHne main.

Komanpa c ﬂpe(bMKCOM Nno BO3BpaLlaeT 3Ha4eHne no yMmon4aHuio.

Da
Oa

Het

I (config-ike-policy)>

negotiation-mode (negotiation-mode;

I (config-ike-policy)> no negotiation-mode

AprymeHT

3HaueHue ‘Onwcal-wle

negotiation-mode

main OcHOoBHON pexuMm, 3aluuiaeT
naoeHTudurkaumio nupa.
aggressive |ArpeccuBHbIN PEXNUM, HE 3almLaeT

naeHTUdUKaLMIo nupa.
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Mpumep (config-ike-policy)> negotiation-mode aggressive
IpSec: :Manager: Crypto ike policy "test" negotiation-mode set »
to "aggressive".

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ike policy negotiation-mode.

3.12.4 crypto ike policy proposal

OnucaHue [o6aBuTb B nonutnky IKE ccbiniky Ha BbldopaHHbIn IKE proposal. OuepegHocTb
nobaBneHnst UMeeT 3HaveHue anst obMeHa gaHHbIMK No npoTtokony IKE.

KomaHga ¢ npedukcom no ygansieT cebiky Ha IKE proposal.
Mpedukc no Oa
MeHsieT HacTpoOWuKu Oa

MHorokpaTtHbii BBog [a

Cunoncuc I (config-ike-policy)>  proposal <proposals
I (config-ike-policy)> no proposal «proposal»
AprymeHThI AprymeHT 3HaueHue OnucaHue
proposal Ctpoka HassaHue IKE proposal.
HonyckaroTcsi CMMBOIbI NATUHCKOIO
andasunTa, Lngpbl, TOYKNU,
nogyepKknBaHnsa N aeducsl.
Mpumep (config-ike-policy)> proposal test
IpSec::Manager: Crypto ike policy "test" proposal "test" »
successfully added.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.06 HobaeneHa komaHaa crypto ike policy proposal.

3.13 crypto ike proposal

OnucaHue HocTtyn k rpynne komaHng Ans HacTpovikun BblbpaHHoro IKE proposal. Ecnv IKE
proposal He HanaeH, KoMmaHaa NbITaeTcs ero co3aarhb.

KomaHga c npedmkcom no yaansiet IKE proposal. [pu aTom 13 Bcex NonuTuk
IKE aBTOMaTU4ECKM YOansTCSA CCbINKN Ha AaHHbIN [KE proposal.

Mpedukc no Oa

50 Keenetic Extra CnpaBo4HUK kOMaHA




maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

AprymeHTbl

Mpumep

UcTtopusa nameHeHun

Ja
[a

(config-ike-proposal)

I(config)> crypto ike proposal (name»

I (config)> no crypto ike proposal (name>

AprymeHT 3HayeHue OnucaHue

name Ctpoka HassaHue IKE proposal.
[onyckaloTca CMMBOMbI TaTUHCKOrO
andasuTa, undpbl, TOHKNU,

nogyvyepknBaHnAa 1 ,El,eq)MCbI.

(config)> crypto ike proposal test
IpSec: :Manager: Crypto ike proposal "test" successfully created.

Bepcus OnucaHue

2.06

HobasneHa komaHaa crypto ike proposal.

3.13.1 crypto ike proposal dh-group

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

[o6aBuTb BbibpaHHyto DH rpynny B IKE proposal ansa pabotbl B pexxume PFS.
OuepeaHocTb obaBneHns MeeT 3HauYeHne Anst 0OMeHa AaHHbIMU MO NPOTOKONY
IKE.

KomaHga ¢ npedukcom no yganseT BoibpaHHyto rpynny.

Oa

Oa

Oa
I (config-ike-proposal)>  dh-group «dh-group>

I (config-ike-proposal)> no dh-group «dh-group,

AprymeHT 3HayeHne |OnucaHue

dh-group 1
2
5
14
15
16

DH rpynna gns pabotbl B pexuve PFS.
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Mpumep

UcTopusa nameHeHun

AprymeHT

3HayeHue |OnucaHue

17
18

(config-ike-proposal)> dh-group 14
IpSec::Manager: Crypto ike proposal "test" DH group "14" »
successfully added.

Bepcus

OnucaHue

2.06

[obasneHa komaHaa crypto ike proposal dh-group.

3.13.2 crypto ike proposal encryption

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[o6aBnTb BbIGpaHHbIA TUN WwWndpoBaHus B IKE proposal. OuepegHocTb
nobaBrneHns nMeeT 3HavyeHne ans obmeHa gaHHbIMM No npoTokony /KE.

KomaHga ¢ npedukcom no yaanseT BoibpaHHbIA TUN WndpoBaHus.

Ja
[a
Oa

I (config-ike-proposal)>  encryption cencryptions

I (config-ike-proposal)> no encryption cencryption»

AprymeHT

3HayeHue |OnucaHue

encryption

des Tun wudposaHus IKE.
3des

aes-128-cbc
aes-192-cbc
aes-256-cbc

(config-ike-proposal)> encryption des
IpSec: :Manager: Crypto ike proposal "test" encryption algorithm »

"des" added.
Bepcus OnucaHue
2.06 HobaeneHa koMaHaa crypto ike proposal encryption.

52

Keenetic Extra CnpaBo4HUK kOMaHA
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3.13.3 crypto ike proposal integrity

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[o6aBnTb BbIOpaHHOE 3HaveHue anroputma nognucu HMAC B IKE proposal.

OuepeaHocTb fobaBneHns MeeT 3HaveHne Anst 0OMeHa AaHHbIMU MO NPOTOKONY

IKE.

KomaHga ¢ npedukcom no yaansieT BbibpaHHbIA anropuTm.

Ja
Ja
Oa

I (config-ike-proposal)>

integrity <integrity

I (config-ike-proposal)> no integrity <integrity

AprymeHT 3HavyeHue |OnucaHue
integrity md5 Anroputm nognucn HMAC IKE
shal coobLeHuni.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: Crypto ike proposal "test" integrity algorithm »
"sha256" successfully added.

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ike proposal integrity.

3.14 crypto ipsec mtu

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

YctaHoBuTh 3HaveHne MTU, koTtopoe ByaeT nepegaHo /Psec. No ymonyaHuio

ncnonb3yeTcd 3HadeHue auto.

Het
Het

Het

I (config)>

crypto ipsec mtu (auto | «value))
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue
auto KmwyeBoe MTU Ha3Ha4yaeTcs aBTOMaTUYECKN.
c/10B0
value Yenoe uyucno |3HadeHne MTU. MoxeT npuHUMaTh 3HaYEeHUS
oT 128 pno 1500 BKNOUYUTENBLHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcus OnucaHue

2.08 HobaeneHa komaHaa crypto ipsec mtu.

3.15 crypto ipsec profile

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

HocTtyn k rpynne komang Ans HacTpoykun BblbpaHHoro npoduns IPsec. Ecnn
npocunb He HaaeH, KoOMaH4a NbITaeTca ero co3nathb.

KomaHga c npedmkcom no yganset npodunb. [1pn 3TOM CCbINKU Ha AaHHbIN
npodunb aBTOMaTUYECKN yOanaTCs N30 BCEX KpUnTokapT /Psec.

Ja
Oa
[a

(config-ipsec-profile)

I(config)> crypto ipsec profile name»

I (config)> no crypto ipsec profile (name>

AprymeHT 3Ha4yeHue OnucaHue

name CTtpoka HassaHue npocuns IPsec.
JonyckatoTcsi CMMBOIbI NAaTUHCKOIO
andasuTta, Lngpbl, TOYKNK,
nogyepKnBaHnsa N aeducsl.

(config)> crypto ipsec profile test
IpSec: :Manager: Crypto ipsec profile "test" successfully created.

Bepcus OnucaHue

2.06 HobaBneHa komaHaa crypto ipsec profile.
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maBa 3 OnucaHne KomaHp,

3.15.1 crypto ipsec profile authentication-local

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHun

3apatb Tvn ayTeHTudmKaumnm nokanbeHoro xocta. 1o ymonyaHuio ncnonb3yercs
3HayeHue pre-share.

KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
[a
Oa

Het

I (config-ipsec-profile)>  authentication-local <auth)

I (config-ipsec-profile)> no authentication-local

AprymeHT 3HavyeHue OnucaHue

auth

pre- share Ha gaHHbI MOMEHT eQUHCTBEHHOE OOCTynHoe

3Ha4eHune.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: Crypto ipsec profile "test" authentication-local »
type "pre-share" is set.

Bepcus OnucaHue

2.06

[obGasneHa komaHaa crypto ipsec profile
authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CunHoncuc

AprymeHTbI

3apatb TMN ayTeHTUdmKaLmm yganeHHoro xocta. 1o ymonyaHuo ncnonb3yeTcs
3HayeHue pre-share.

KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOMYaHuio.
[a
Oa

Het

I (config-ipsec-profile)>  authentication-remote <auth»

I (config-ipsec-profile)> no authentication-remote

AprymeHT 3HavyeHue OnucaHue

auth

pre- share Ha gaHHbI MOMEHT eQUHCTBEHHOE OOCTynHoe

3Ha4eHune.
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Masa 3 OnucaHne KomaHp,

Mpumep (config-ipsec-profile)> authentication-remote pre-share
IpSec: :Manager: Crypto ipsec profile "test" authentication-remote »
type "pre-share" is set.

UcTopus nsmeHeHun Bepcus OnucaHue
2.06 [o6GasneHa komaHaa crypto ipsec profile
authentication-remote.

3.15.3 crypto ipsec profile dpd-interval

OnucaHue 3apgaTtb napamMeTpbl MeToga Ansi obHapyxeHus HepaboTarowmx /KE nupos. Mo
yMonyaHuto 3HaveHne interval paBHo 30, retry-count pasHo 3.

KomaHaa ¢ npedmkcom no Bo3BpaLLaeT 3Ha4YeHMsl NO YMOSTHaHUIo.
Mpedukc no Ha
MeHsieT HacTpouku Ja

MHorokpaTHbii BBogZ Het

CuHoncuce I (config-ipsec-profile)>  dpd-interval <intervals [retry-count]
I (config-ipsec-profile)> no dpd-interval
AprymeHTbI AprymeHT 3HaueHue Onucanue
interval Uenoe uucno WHTepBan otnpaekn DPD nakeToB B
cekyHaax. MoxeT npuHumaTtb
3HayeHus ot 2 oo 3600.
retry-count Lienoe 4ucno KonunyecTtBo nonbITok oTnpasku DPD
naketoB. MoxeT npuHUMaThb
3Ha4YeHns ot 3 Oo 60.
Mpumep (config-ipsec-profile)> dpd-interval 5 30
IpSec: :Manager: crypto ipsec profile "test" dpd-interval is set »
to 5 s.
IpSec::Manager: crypto ipsec profile "test" dpd retry count is »
set to 30
MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.06 [obGaeneHa komaHnga crypto ipsec profile dpd-interval.

3.15.4 crypto ipsec profile identity-local

OnucaHue 3apgatb nokanbHbIN naeHTUdKKaTop And npoduns IPsec.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

KomaHga ¢ npedukcom no yaanseT nokanbHbin naeHTudukatop.

[a
Oa

Het

I (config-ipsec-profile)>

identity-local (types <id)

I (config-ipsec-profile)> no identity-local

AprymeHT 3HayeHue |OnucaHue
type address Tun noeHTudpumkatopa — IP-agpec.
fadn Tun ngexHTndpmkaTtopa — NonHoe
OOMEHHOEe NMS.
dn Tvn ngeHTudukaTopa — JOMEHHOE UMSI.
email Tun ngeHTudukaTopa — agpec e-mail.
id Ctpoka 3HadeHune nokanbHoro naeHTndmkatopa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: Crypto ipsec profile "test" identity-local is »
set to "10.10.10.5" with type "address".

Bepcus

OnucaHue

2.06

HobaBneHa komaHaa crypto ipsec profile identity-local.

3.15.5 crypto ipsec profile match-identity-remote

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

3agatb ngeHTurKaTop yaaneHHoro xocTta ans BelbpaHHoro npoduns IPsec.

Komanpga c I'Ipe(*)VIKCOM no yaander I/Iﬂ,eHTVICbVIKaTOp yOaneHHoro xocra.

Ja
Oa

Het

I (config-ipsec-profile)>

match-identity-remote ( (types <ids | any)

I (config-ipsec-profile)> no match-identity-remote

AprymeHT 3HayeHue OnucaHue

type address Tun noeHTudgumkatopa — IP-agpec.
fqdn Tun ngeHTndKnKaTopa — NONHOE JOMEHHOE UMS.
dn Tun ngeHTugukaTopa — JOMEHHOE NMSL.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue
email Twun ngeHTndukaTopa — agpec e-mail.
id CTpoka 3HayeHue ngeHTudmkaTopa yaaneHHoro xocra.
any Kniouesoe Pa3peLunTb ncnonb3oBaHue noboro yaaneHHoro
c/10B0 XocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: Crypto ipsec profile "test" match-identity-remote »
is set to any.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ipsec profile
match-identity-remote.

3.15.6 crypto ipsec profile mode

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YcTaHoBUTL pexum paboTbl IPsec. Mo ymonyaHuto Ncnonb3yeTcs 3HavyeHne
tunnel.

KomaHaa ¢ npedukcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
Ja
Oa

Het

I (config-ipsec-profile)>  mode «mode»

I (config-ipsec-profile)> no mode

AprymeHT 3HayeHne |OnucaHue

mode tunnel TyHHErnNbHbIA PeXuM, NPY KOTOPOM BECb
IP nakeT wndppyetcsa u/unu nposepsietcst
Ha NOAMNNHHOCTb.

transport |TpaHCMNOPTHLIV pexuM, Korga WwudpyeTca

TONbKO coaepxumoe IP-nakeTa.

(config-ipsec-profile)> mode tunnel
IpSec: :Manager: Crypto ipsec profile "test" mode set to "tunnel".

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ipsec profile mode.
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maBa 3 OnucaHne KomaHp,

3.15.7 crypto ipsec profile policy

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

3apgaTtb CCbiNKy Ha CyLLecTByoLL Y0 NonuTuky IKE (cm. komaHay crypto ike policy).

KomaHza ¢ npedmKkcoM no yaanser CChisIKy.

Ja
Da

Het

I (config-ipsec-profile)>  policy «policy»

I (config-ipsec-profile)> no policy

AprymeHT 3HayeHue

OnucaHue

policy Crpoka

HassaHue nonutukm IKE. Cnncok
OOCTYMHbIX NOMIUTUK MOXHO YBUOETb
C nomolLLbio komaHabl policy ?.

(config-ipsec-profile)> policy test
IpSec: :Manager: Crypto ipsec profile "test" policy set to "test".

Bepcus OnucaHue

2.06 [obaBneHa komaHaa ¢

rypto ipsec profile policy.

3.15.8 crypto ipsec profile preshared-key

OnucaHue

Mpedoumkec no

MeHsieT HacTpourku

MHorokpaTHbI BBOA,

CuHoncuc

AprymeHTbl

Mpumep

3apatb CBSA3aHHYHO KroveByto dpasy aAnsg gaHHoro npoduns IPsec.

KomaHnpa ¢ npecmkcom no ygandeT Kroyesyro opaay.

Oa

Oa

Het

I (config-ipsec-profile)>  preshared-key

I (config-ipsec-profile)> no preshared-key

(preshare-key>

AprymeHT 3HavyeHue

OnucaHue

preshare-key CTtpoka

3HadeHue krto4eBon pasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: Crypto ipsec profile "test" preshared key was set.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komanaa crypto ipsec profile preshared-key.

3.15.9 crypto ipsec profile xauth

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

BknounTb gononHuTenbHyo ayTeHTudmkauuio XAuth ana pexuma IKEv1. Mo
YMOMYaHUIo PYHKLMS OTKINOYEHa.

KomaHga ¢ npechmkcom no oTknioYaeT JONONHUTENBHYIO NPOBEPKY NOANTMHHOCTH.
Da
Oa

Het

I (config-ipsec-profile)>  xauth (type»

I (config-ipsec-profile)> no xauth

AprymeHT 3HayeHne |OnucaHue
type client KnneHTckuin pexum.
server CepBepHbIfi pexuM.

(config-ipsec-profile)> xauth client
IpSec: :Manager: Crypto ipsec profile "test" xauth set to "client".

Bepcus OnucaHue

2.06 [o6GaeneHa komaHaa crypto ipsec profile xauth.

3.15.10 crypto ipsec profile xauth-identity

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

YkasaTb NorvH Ans AononHuTenbHon ayteHTudunkaumm XAuth B KNTMEHTCKOM
pexunme.

KomaHga ¢ npedmkcom no yganseT forvH.
Oa
Oa

Het

I (config-ipsec-profile)>  xauth-identity <identity»

I (config-ipsec-profile)> no xauth-identity
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HayeHue OnucaHue
identity Ctpoka JIorvH ons KNMeHTCKOro pexuma
XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: Crypto ipsec profile "test" xauth-identity is »
set to "ident".

Bepcus OnucaHue

2.06 [o6asneHa komaHaa crypto ipsec profile xauth-identity.

3.15.11 crypto ipsec profile xauth-password

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

YKkasaTtb naposnb Ana AoNonHUTeNsHOM ayTeHTudunkaumm XAuth B KMMEHTCKOM

pexume.

KomaHpa ¢ I'Iped)I/IKCOM no CTupaetT 3Ha4YeHune napond.

Ja
Da

Het

I (config-ipsec-profile)>  xauth-password (password»

I (config-ipsec-profile)> no xauth-password

AprymeHT 3HayeHue OnucaHue
password CTpoka Maponb 4ns KAMEeHTCKOro pexuma
XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: Crypto ipsec profile "test" xauth-password is set.

Bepcus OnucaHue

2.06 [obaeneHa komaHaa crypto ipsec profile xauth-password.

3.16 crypto ipsec transform-set

OnucaHue

[locTyn K rpynne KoMaHz Ansi HacTpolikv BbiGpaHHoro npeobpasoBaHus IPsec

ESP Bo 2 dhase. Ecnu npeobpasoBaHne He HangeHo, koMaHaa NbiTaeTcs ero
co3aartb.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpoukm
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

KomaHaa ¢ npedukcom no yaansiet npeobpasosaxue. Mpu aTom 13 Bcex
KpunTokapT /Psec aBToMaTUYEeCKW yaansoTcs CCbINKU Ha AaHHoe
npeobpasoBaHue.

Ja
Oa
Ja

(config-ipsec-transform)

I(config)> crypto ipsec transform-set <name;

I (config)> no crypto ipsec transform-set (name,

AprymeHT 3HayeHue OnucaHue

name CTtpoka HaseaHune npeobpa3soBaHus IPsec.
JonyckatoTcst CMMBOMbI NAaTUHCKOIO
andasuTa, Lngpbl, TOYKNU,

noaYepKnBaHus u aeduchl.

(config)> crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" successfully »
created.

Bepcus OnucaHue

2.06

HobasneHa komaHaa crypto ipsec transform-set.

3.16.1 crypto ipsec transform-set cypher

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

[o6aBunTb BbIGpaHHbIN TUN WndpoBaHus B npeobpasoBaHme IPsec. O4epegHOCTb
nobaBneHns MMeeT 3HadeHne ans obmeHa gaHHbIMK No npoTtokony IKE.

KomaHga ¢ npedukcom no ygansieT BoiOpaHHbIA TUN WndpoBaHus.
Da
Oa
Ja

I (config-ipsec-transform)>  cypher «cypher;

I (config-ipsec-transform)> no cypher «cypher>

AprymeHT 3HayeHue |OnucaHue
cypher esp-des Tun wudpoBaHusa npeobpasoBaHus
esp-3des IPsec ESP.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHunmn

AprymeHT

3HavyeHue

OnucaHue

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: Crypto ipsec transform-set "test" cypher »
"esp-3des" successfully added.

Bepcus

OnucaHue

2.06

[o6GaBneHa komaHga crypto ipsec transform-set cypher.

3.16.2 crypto ipsec transform-set dh-group

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Hob6aButeb BbIbpaHHyto DH rpynny B npeobpa3oBaHue IPsec ons paboTbl B pexxume
PFS. O4yepenHocTb AobaBneHnst UMeeT 3Ha4YeHue Anst obmeHa gaHHbLIMU No

npotokony IKE.

KomaHaa ¢ npedukcom no yaansietT BelbpaHHyto rpynny.

Oa
Ha
[a

I (config-ipsec-transform)>

dh-group <dh-group»

I (config-ipsec-transform)> no dh-group «dh-group,

AprymeHT

3HayeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

DH rpynna ansa pabotbl B pexume PFS.

(config-ipsec-transform)> dh-group 14
IpSec: :Manager: Crypto ipsec transform-set "test" dh-group "14" »
successfully added.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 [obaeneHa komaHgaa crypto ipsec transform-set dh-group.

3.16.3 crypto ipsec transform-set hmac

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ho6asuTb BbIGpaHHbIN anroputm nognucen HMAC B npeobpasoBaHue IPsec.
OuepegHocTb f06aBMNeHNA MMeeT 3HaveHne anst obMeHa AaHHbIMY MO NPOTOKOY
IKE.

KomaHga c npecukcom no ygansieT BolOpaHHbIA anropuTm.
Oa
Oa
Oa

I (config-ipsec-transform)>  hmac <hmac»

I (config-ipsec-transform)> no hmac <hmac»

AprymeHT |3HayeHue OnucaHue
hmac esp-md5-hmac AnropuTtm nognucn HMAC npeobpasoBaHus
IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: Crypto ipsec transform-set "test" hmac »
"esp-shal-hmac" successfully added.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ipsec transform-set hmac.

3.16.4 crypto ipsec transform-set lifetime

OnucaHue

Mpedumkec no
MeHsieT HacTPOMKHM

MHorokpaTHbIli BBOA,

YcTaHOBUTL BpeMs Xn3HU BbibpaHHOro npeobpasosanus [Psec. o ymonyaHuio
ncnone3yercsa 3HadeHve 3600.

KomaHga ¢ npenkcom no Bo3BpaLlaeT 3Ha4YeHMe N0 YMOMYaHUIo.
Oa
Ja

Het
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

I (config-ipsec-transform)>  lifetime (lifetime»

I (config-ipsec-transform)> no lifetime

AprymeHT 3HayeHue OnucaHue

lifetime Lenoe uucno Bpewmsi xu3Hu npeobpasoBaHns
IPsec B cekyHaax. MoxeT npuHumaTb
3Ha4eHuns oT 60 go 2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: Crypto ipsec transform-set "test" lifetime set »
to 8640 s.

Bepcus OnucaHue

2.06 [obGaBneHa komaHaa crypto ipsec transform-set lifetime.

3.17 crypto map

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

AprymeHTbI

Mpumep

Uctopus nameHeHumn

JocTyn k rpynne koMaHng Ans HacTPOWKM BblOpaHHOM KpunTokapTbl IPsec. Ecnv
KpunToKapTa He HaeHa, KoMaHa NbiTaeTcs eé co3narb.

KomaHga ¢ nperkcomM no yganseT KpunTokapTy.
Oa
[a
Ja

(config-crypto-map)

I (config)>  crypto map <name»

I (config)> no crypto map (name»

AprymeHT 3HayeHue OnucaHue

name Ctpoka HasBaHune kpuntokapTbl IPsec.
[onyckalTca CMMBOMbI TAaTUHCKOrO
andasuTta, Umdpbl, TOUKK,

nog4vyepkmBaHuA n ,Cl,ed.)VICbI.

(config)> crypto map test
IpSec::Manager: Crypto map "test" successfully created.

Bepcus OnucaHue

2.06 [o6GaeneHa komaHga crypto map.
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Masa 3 OnucaHne KomaHp,

3.17.1 crypto map connect

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

Uctopusa nameHeHumn

BkntounTb aBTOMaTnyeckoe 6e3ycnoBHoe coeguHeHune IPsec ¢ yaaneHHomn
CTOpOHOW. HacTpolka He MMeeT CMbICNna, eCni OCHOBHOMY yAaneHHOMY XOCTY
MPMCBOEHO 3Ha4veHne any (CM. komaHay crypto map set-peer). [1o ymonyaxuio
HaCTpoVika OTKMNoYeHa 1 coeguHeHne OyaeT yCTaHOBMEHO Npy NONbITKE NepeaaTb
Tpaduk Yyepes npeobpasoBaHue IPsec ESP.

KomaHaa ¢ npedmKcom no oTKMo4aeT aBToMaTtnyeckoe 6e3ycrioBHoe COEaUHEHNE.
Da
Oa

Het

I(config-crypto-map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec: :Manager: Crypto map "test" autoconnect enabled.

Bepcus OnucaHue

2.06 [o6GaBneHa komaHga crypto map connect.

3.17.2 crypto map enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb BbIOpaHHyto kpunTokapTy /Psec. o ymonyaHuio napameTp BKITHOYEH.
KomaHaa ¢ npeduKCoM no OTKMYaeT KpUMNTOKapTY.

Oa

Ja

Het

I(config-crypto-map)> enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec::Manager: Crypto map "test" enabled.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto map enable.
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maBa 3 OnucaHne KomaHp,

3.17.3 crypto map fallback-check-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

BknounTb neproguyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOIO XOCTa 1 BO3Bpara
Ha Hero B TOM Criyyae, Korga Ha3HayeHbl 1 OCHOBHOW 1 pe3epBHbI yAarneHHble
X0ocCThbl. [1o ymonyaHuio HacTpowrka OTKSItoYeHa.

KomaHaa ¢ npedmnkcomM no OTKIoYaeT NPOBEPKY.
[a
[a

Het

I (config-crypto-map)>  fallback-check-interval <interval-value)

I (config-crypto-map)> no fallback-check-interval

AprymeHT 3HayeHue OnucaHue

interval-value Lenoe uucno Mepwvog npoBepkn B CEKYHAAX.
Moxet npuHuMaTh 3HadeHus ot 60
0o 86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: Crypto map "test" fallback check interval is set »
to 120.

Bepcus OnucaHue

2.06 [obGaeneHa komaHga crypto map fallback-check-interval.

3.17.4 crypto map match-address

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

YCTaHOBMWTb CChISIKY Ha CYLLECTBYIOLLUIA CIMCOK NpaBun ounsTpaumum NakeTos
(cm. komaHay access-list). [epBoe npaBuno B cnucke OyageT UCNONb30BaTbCS
ans gasbl 2 IPsec.

KomaHga ¢ npenkcom no ygansaeT CCbISiKy.
Oa
[a

Het

I (config-crypto-map)>  match-address access-list»

I (config-crypto-map)> no match-address
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

access-list Ctpoka HasBaHue cnucka npasun
dunsTpauun. Habop JOCTYMHbIX AN
BbIOOpa CNUCKOB MOXHO YBUOETb
BBeasd komaHay match-address ?.

(config-crypto-map)> match-address acll
IpSec::Manager: Crypto map "test" match-address set to "acll".

Bepcus OnucaHue

2.06 HobaeneHa komaHga crypto map match-address.

3.17.5 crypto map nail-up

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

Mpumep

UcTopus nameHeHunmn

BkniounTb aBTOMaTMYECKOE NepecornacoBaHmne npeobpasoBanum IPsec ESP npu
nx yctapesaHuu. 1o ymonuaHuio napameTp OTKIOYEH.

KomaHnga ¢ nperkcomMm no oTKNIo4aeT aBToMaTU4eCcKoe nepecornacoBaHue.
Ja
Oa

Het

I(config-crypto-map)> nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: Crypto map "test" SA renegotiation enabled.

Bepcus OnucaHue

2.06 [obGaeneHa komaHnga crypto map nail-up.

3.17.6 crypto map set-peer

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKHM

MHorokpaTHbIli BBOA,

HasHaunMTb OCHOBHOW yaarneHHbIN XOCT AN yCTaHOBMNEeHUs coeanHeHnsa IPsec.
KomaHga ¢ npeunkcom no ygandeTt HaCTPONKY.

Oa

Ja

Het
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

Uctopus nameHeHunmn

I (config-crypto-map)>  set-peer (remote-ip»

I (config-crypto-map)> no set-peer

AprymeHT 3HavyeHue OnucaHue
remote-ip String IP-agpec unv gOMeHHoe MS yaaneHHoro XocTa.
any MpuHumaTh niobble BXoAsALME COEANHEHUS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: Crypto map "test" primary remote peer is set to »
"ipsec.test.com".

Bepcus OnucaHue

2.06 [o6GaBneHa komaHga crypto map set-peer.

3.17.7 crypto map set-peer-fallback

OnucaHue

Mpedumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

HasHauuTb pe3epBHbIN yaaneHHbI XOCT NS yCTaHOBNEHUs coeanHeHus IPsec.
OTa HacTporika MOXET ObITb BbINOSIHEHA NOCE HAa3HAYeHMS OCHOBHOIO y3ria (CM.
KomaHgy crypto map set-peer).

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa
Oa

Het

I (config-crypto-map)>  set-peer-fallback (remote-ip>

I (config-crypto-map)> no set-peer-fallback

AprymeHT 3HavyeHue OnucaHue

remote-ip Ctpoka IP-agpec nnu gOMeHHoe ums

yAaneHHoro xXocrta.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: Crypto map "test" fallback remote peer is set »
to "test.com".

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto map set-peer-fallback.
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3.17.8 crypto map set-profile

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

3apatb CChINIKY Ha cyLecTByroLWmn npoduns IPsec (cM. komaHay crypto ipsec
profile).

KomaHga ¢ npedmkCom no yoansieT CCbINKy.
Ja
Da

Het

I (config-crypto-map)>  set-profile «profile»

I (config-crypto-map)> no set-profile

AprymeHT 3HayeHue OnucaHue

profile Ctpoka Ums npodomng IPsec. Cnncok
OOCTYMHbIX Ans Bbldopa npodunen
MOXHO YBUOETb BBEAA KOMaHAy
set-profile ?.

(config-crypto-map)> set-profile test
IpSec: :Manager: Crypto map "test" ipsec profile is set to "test".

Bepcus OnucaHue

2.06 [o6GaeneHa komaHga crypto map set-profile.

3.17.9 crypto map set-tcpmss

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

YCTaHOBUTb OrpaHM4YeHNe MakCMMarnbHOro pa3Mepa CErMeHTa MCXOOSALLMX CECCUIA
TCP B pamkax gaHHoro TyHHens IPsec. Ecnu 3HaveHne MSS, koTopoe nepenaetcs
B norne 3aronoBka SYN-nakeToB, NpeBbIIAET 3a4aHHOE, KOMaH4a MEHSET ero.
Pexxum Path MTU Discovery no3sonsieT aBToMmaTuyecky onpeaensTb orpaHu4eHne
MSS.

KomaHga ¢ npedurkcom no CHMMaeT Bce orpaHmnyeHms ¢ MSS.
Oa

Oa

Het

I (config-crypto-map)>  set-tcpmss anss-value)

I (config-crypto-map)> no set-tcpmss
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AprymeHThI AprymeHT 3HavyeHue OnucaHue
mss-value Integer 3HauyeHune BepxHen rpaHnubl MSS. Moxet
npUHUMaThL 3HavyeHust oT 576 go 1500.
pmtu BkntounTb pexum Path MTU Discovery.
Mpumep (config-crypto-map)> set-tcpmss 1280

IpSec::Manager: Crypto map "test" tcpmss set to 1280.

MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.06 [obGaeneHa komaHga crypto map set-tcpmss.

3.17.10 crypto map set-transform

OnucaHue 3apaTtb ccbIIKy Ha cylecTBytollee npeobpasoBaHue IPsec ESP (cMm. komanay
crypto ipsec transform-set).

KomaHga ¢ npenkcomMm no ygansaeT CCbISiKy.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncuc I (config-crypto-map)>  set-transform (transform-set,
I (config-crypto-map)> no set-transform
AprymeHThI AprymeHT 3HauyeHue OnucaHue
transform-set Ctpoka HaseaHune npeobpa3soBaHus IPsec.
Cnncok JoCTynHbIX Npeobpa3oBaHuii
MOXHO YBUAETb C MOMOLLIbIO
koMmaHabl transform-set ?.
Mpumep (config-crypto-map)> set-transform test
IpSec: :Manager: Crypto map "test" ipsec transform-set is set to »
“test".
MCTOpVIﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe
2.06 HobaeneHa komaHaa crypto map set-transform.

3.17.11 crypto map virtual-ip dns-server

OnucaHue Ykasatb DNS-cepBep Ans Bblgavm knneHTam B cepsepHoMm pexume Virtual IP.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

KomaHga ¢ npedukcom no yoansieT agpec cepepa.
[a
Oa

Het

I (config-crypto-map)>  virtual-ip dns-server <address»

I (config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HayeHue OnucaHue

address IP-appec IP-agpec cepeepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: crypto map "test" Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec::Manager: crypto map "test" Virtual IP DNS server deleted.

Bepcus OnucaHue

2.08 [oGaBneHa komaHga crypto map virtual-ip dns-server.

3.17.12 crypto map virtual-ip enable

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BkntounTb cepBepHbin pexxum Virtual IP, npy KOTOpOM KnMeHTam Npon3BoanTcs
pasgaya agpecoB M3 3agaHHoOro guanasoHa. pu 3ToM B KadecTBe yaaneHHON
nopcetn B cootBeTcTBytoeM ACL MOXHO yka3aTb MPOU3BOfIbHOE 3HAYEHNE, OHO
OyaeT NpoMrHOpUpoBaHo. 10 YMONMYaHUI0 PEXNM OTKITHOYEH.

KomaHga ¢ npenKcomMm no OTKNIYaeT HACTPOWNKY.
Oa
Oa

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec::Manager: crypto map "test" Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: Crypto map "test" Virtual IP mode disabled.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.08 HobaeneHa komaHaa crypto map virtual-ip enable.

3.17.13 crypto map virtual-ip nat

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

BknounTb TpaHCNAUMIO agpecoB ANs KMeHToB B cepsepHoM pexume Virtual IP.
KomaHga ¢ npedmkcom no yganser npasuio.

Ja

Oa

Het

I (config-crypto-map)>  virtual-ip nat

I (config-crypto-map)> no virtual-ip nat

(config-crypto-map)> virtual-ip nat
IpSec: :Manager: crypto map "test" Virtual IP NAT rule enabled.

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: Crypto map "test" Virtual IP NAT rule disabled.

Bepcus OnucaHue

2.08

HobaeneHa komaHga crypto map virtual-ip nat.

3.17.14 crypto map virtual-ip range

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

HacTponTb AnManasoH agpecos A1 BblAa4u KNMMEHTam B CEPBEPHOM pexume
Virtual IP.

KomaHga ¢ npecurkcom no yganseT guanasoH.
Ja
Oa

Het
I (config-crypto-map)>  virtual-ip range <begin («end> | «size»)

I (config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue OnucaHue
begin IP-agpec Havano gnanasoHa agpecos.
end IP-appec KoHel ananasoHa agpecos.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHumn

3.18 dina

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
BxoxaeHue B rpynny

CuHoncuc

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

size Llenoe 4ucno |Pasmep ananasoHa aapecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: Crypto map "test" Virtual IP pool range set from »
"10.5.0.0" to "10.5.0.20".

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: Crypto map "test" Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 [o6GaeneHa komaHga crypto map virtual-ip range.

HocTtyn k rpynne koMang ang ynpasnenusi crnyxbon DLNA.
Het
Het
Het

(config-dlna)

I (config)> dlna

Bepcus OnucaHue

2.00 [obasneHa komaHaa dina.

3.18.1 dina db-directory

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Ykasatb nyTb K Katanory ¢ 6a3on gaHHbIX MyNbTUMEANNHBIX (dannos.
KomaHga ¢ npedukcom no yaansiet HacTPOKKY.

Oa

Oa

Het

I (config-dina)>  db-directory «directory;

I (config-dina)> no db-directory
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue (OnucaHue

directory Ctpoka |lyTb k nanke ¢ 6230l faHHbIX.

(config-dlna)> db-directory TEST_FAT:database
Core::Configurator: done.

Bepcus OnucaHue

2.06 Hob6asneHa komaHaa dina db-directory.

3.18.2 dina directory

OnucaHue

Mpedomkec no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YkaszaTb NyTb K Katanory ¢ Meana-KOHTEHTOM.
KomaHnga ¢ npeunkcom no ygangeTt HaCTPONKY.
Oa

Oa

Ja

I (config-dina)>  directory «directory>[media-type ]

I (config-dina)> no directory «directory

AprymeHT 3HayeHue (OnucaHue
directory Ctpoka |llyTb Kk KaTanory c
Meana-KOHTEHTOM.

media-type audio Copepxnmoe katanora —
ayano-cannsbl.

video Copepxnmoe katanora —
B1aeo-annbl.

images Copepxnmoe kaTtanora —
n3obpaxeHus.

(config-dlna)> directory TEST_FAT:transmission
Core::Configurator: done.

Bepcusa OnucaHue
2.00 [o6asneHa komaHaa dina directory.
2.06 [obGaeneH napameTtp media-type.
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3.18.3 dina interface

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YkasaTb MHTepdenc mapLupyTmsaropa, Yepes KoTopbii OyaeT nepegaBartbCs
Meguna-koHTeHT. MoxxHO BBecTu He 6onee 16 nHTepdelicos.

KomaHga ¢ npedmkcom no yaansiet ykaszaHHbIn nHtepdenc ns cnncka. Ecnu
BbINOMHWUTbL KOMaHAy 6e3 aprymeHTa, To BECb CMUCOK UHTEPENCOB Ans nepeaayn
MeOua-KOHTeHTa ByaeT ounLLEH.

[a
[a
Oa
IP

I (config-dina)>  interface <interface’

I (config-dina)> no interface [ interface]

AprymeHT 3HayeHue OnucaHue

interface Ums MonHoe umsa uHTepdenca unm NCeBaoHNM.
nHTeppesica |CnMCOK OOCTYMHbIX MHTEP(ENCOB MOXHO

yBMAETL ¢ noMoLbto komaHabl dina interface
2

(config-dlna)> interface GigabitEthernet0/Vlanl
Core::Configurator: done.

Bepcus OnucaHue

2.00 [obaeneHa komaHga dina interface.

3.18.4 dIna port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Ykasatb nopt DLNA-cepsepa ans HTTP-tpadmka (onncanuin, SOAP, nepegaun
KOHTEHTA).

KomaHaa ¢ npednKcom no ycTaHaBNMBAET 3HAYEHME MO YMON4YaHuo, KoTopoe
pasHo 8200.

Ja
Da

Het

I (config-dina)>  port port)

76

Keenetic Extra CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

I (config-dina)> no port

AprymeHT

3HavyeHue OnucaHue

port

Lenoe umucno |Homep nopra.

(config-dlna)> port 443
Core::Configurator: done.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHga dina port.

3.18.5 dlna rescan

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Uctopus nameHeHumn

O6HOBUTL MHOPMaLMo 0 harinax B kaTariore ¢ Meana-KOHTEHTOM.

MpumedaHwue:

Het
Het

Het

I (config-dina)>

Ecnu ykasatb kntoueBoe croBo full , 6a3a gaHHbIX KOHTEHTa
Oynet yaaneHa n cozgaHa 3aHOBO. OTO MOXET 3aHATb Kakoe-To
BpEMSl, MO3TOMY TaKylo KOMaHAy PEKOMEHAYETCS BbIMOMHATb
TONbKO ecnn CTpYKTypa 6a3bl AaHHbIX KOHTEHTA NOBPEXAEHa.

rescan [ full]

AprymeHT 3HauyeHue OnucaHue
full KnwyeBoe lMpn3Hak HeoOXOOUMOCTM Nepeco3aaHns
C/10BO 0a3bl JaHHbIX KOHTEHTA.

(config-dlna)> rescan
Core::Configurator: done.

Bepcus

OnucaHue

2.00

JobasneHa komaHaa dina rescan.

3.19 dns-proxy

OnucaHue

Mpedoumkec no

Het

[ocTyn Kk rpynne koMaHg Ans ynpaenenust cnyxoéom DNS-npokcu.
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

Het
Het

(config-dnspx)

I (config)>  dns-proxy

Bepcus OnucaHue

2.04 [obGaBneHa komaHga dns-proxy.

3.19.1 dns-proxy bantime

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

YcTaHoBUTb Bpemsl, B TedeHne kotoporo DNS-cepsep He ByaeT ncnonb3oBaTbes.
Mo ymonuaHuio ncnonbsyercs 3HadeHue 30000.

KomaHga ¢ npednkcomM no yCTaHaBNMBAET 3HAYEHME MO YMOMYAHUIO.
Ja
Ja

Het

I (config-dnspx)>  bantime <bantime>

I (config-dnspx)> no bantime

AprymeHT 3HayeHue OnucaHue

bantime Llenoe 4ucno 3HayeHne BpeMeHHOro NpoMexyTka
B MunnmcekyHgax. Moxet
npuHMMaTh 3HaveHus ot 1 go 30000.

(config-dnspx)>bantime 25

Dns::Proxy: Dns-proxy set 25 msec. bantime.
(config-dnspx)>no bantime

Dns::Proxy: Dns-proxy bantime reset.

Bepcus OnucaHue

2.04 [obGaeneHa komaHga dns-proxy bantime.

3.19.2 dns-proxy max-ttl

OnucaHue

3apaTtb MakcumanbHbi TTL ansa KawmnpoBaHHbIX 3anucert DNS-npokcu.

KomaHnpa ¢ npecumkcom no ygandet 3aHadeHne TTL.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

Ja
[a

Het

I (config-dnspx)>  max-ttl (max-ttD

I (config-dnspx)> no max-ttl

AprymeHT 3HayeHue OnucaHue

max-ttl

MakcumanbsHoe 3HaveHune TTL.
MoxeT npuHumMaTh 3HaveHus ot 1 go
604800000 munnucekyHa, (1
Hegens).

Lenoe uucno

(config-dnspx)>max-ttl 10000

Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)>no max-ttl

Dns::Proxy: Dns-proxy max-ttl cleared.

Bepcus OnucaHue

2.05

[oGasneHa komaHga dns-proxy max-ttl.

3.19.3 dns-proxy proceed

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHThl

3agaTb uHTEpBan Mexay napannenbHbIMU 3anpocamu, KOTopble OTMPaBseT
DNS-npokcu Heckonbkum DNS-cepsepam. 1o ymonyaHuto Ucnornb3yeTcsi 3HaveHne
500.

KomaHga ¢ npedmkcomM no Bo3BpaLLaeT 3HaYeHe No yMOn4aHuio.
Ja
[a

Het

I (config-dnspx)>  proceed «proceed»

I (config-dnspx)> no proceed

AprymeHT 3HayeHue OnucaHue

proceed Henoe uucno Bpewmsi pabotbl DNS-npokcu B
MUnNnncekyHgax. MoxeTt NpUHNMaTb

3HaveHus ot 1 go 50000.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-dnspx)>proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)>no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

Bepcus OnucaHue

2.04 [obGasneHa komaHaa dns-proxy proceed.

3.19.4 dns-proxy threshold

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3apaTb KONMYeCTBO NocrnefoBaTerbHbIX HeyAayHbIX 3anpocoB AMs 3anpeTa
DNS-cepBepa. 1o ymonuaHuio ucnonb3yeTcs 3HadeHue 3.

Bce DNS-cepBepbl He MOryT ObiTb 3anpeLLeHbl O4HOBPEMEHHO.

KomaHga c npedmrkcomM no ycTaHaBnnBaeT NOPOroBOe 3HAYEHME MO YMOMYaHMIO.
Oa

[a

Het

I (config-dnspx)>  threshold <threshold»

I (config-dnspx)> no threshold

AprymeHT 3Ha4yeHue OnucaHue

threshold Llenoe 4ncno 3HadeHune nopora DNS-npokcu.
MoxeT npuHumMmaTh 3HadeHuns ot 1 oo
10.

(config-dnspx)>threshold 5

Dns::Proxy: Dns-proxy set 5 threshold.
(config-dnspx)>no threshold

Dns::Proxy: Dns-proxy threshold cleared.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa dns-proxy threshold.

3.20 dpi shaping

OnucaHue

BknounTb WennuHr Tpadurka Ans XoCToB C TOPPEeHTaMu. OTO 3HAYMT, Y4TO Npwu
MOrTHOW 3arpy3ke kaHana byaeT orpaHmdeHa CKoOpoCTb ANS KIMEHTOB, KavatoLmx
ToppeHThl. WennuHr paboTtaeT Tonbko Npu BkntoveHHon cryxbe DP/ (komaHaa
service dpi). o ymonyaHuio HacTporka BKoYeHa.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

KomaHaa ¢ npednKcomM no OTKMYaeT HAaCTPONKY.
[a
Oa

Het

I (config)>  dpi shaping

I (config)> no dpi shaping

(config)> dpi shaping
Dpi::Manager: Shaping enabled.

Bepcus OnucaHue

2.06

HobaeneHa komaHga dpi shaping.

3.21 dyndns profile

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

UcTopusa nameHeHunmn

[ocTtyn K rpynne KomaHa nst HAaCTPONKM ykasaHHoro npodunsa DynDns. Ecnn
npodunb He HaaeH, KomaHaa nbiTaetcs ero co3ngatb. MoxHoO co3gaTth He 6onee
32 npodounen.

KomaHga ¢ npedukcom no yganset npoduns DynDns.
Oa

Oa

Oa

(config-dyndns)

I (config)>  dyndns profile <name>

I (config)> no dyndns profile <name»

AprymeHT 3HayeHue OnucaHue

name Crpoka HaseaHune npoduns. MakcumaneHas grnvHa
UMeHn — 64 cumBona.

Bepcus OnucaHue

2.00 HobasneHa komaHaa dyndns profile.
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Masa 3 OnucaHne KomaHp,

3.21.1 dyndns profile domain

OnucaHue HasHauunTb MK noctosHHOEe gomeHHoe um4. [Nepes BbINOSTHEHMEM KOM1aH,D.bI
HeobX0AMMO 3aperncTpupoBaTb AOMEHHOE UMs Ha canTe dyndns.com ' nnm
no-ip.com”.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Cunoncuc I (config-dyndns)>  domain name»
I (config-dyndns)> no domain
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
domain CTpoka [lomeHHoe ums. MakcumanbHas anvHa
OOMEHHOro MeHn — 254 cnmeona.
Mpumep (config-dyndns)> domain systems
DynDns: :Profile: "test": domain saved.
UcTopusa usmeHeHnt  (Bepcus OnucaHune

2.00 [o6aeneHa komaHga dyndns profile domain.

3.21.2 dyndns profile password

OnucaHue YcTtaHoBWTB Naponb Anst goctyna Yyepes DynDns.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ha

MHorokpaTHbii BBog  Hert

CuHoncuc I (config-dyndns)>  password password»
I (config-dyndns)> no password
AprymeHTbI AprymeHT 3HayeHue OnucaHue

password Crpoka Maponb ansa asropmsauun. MakcnmanbHas
AnvHa napona — 64 cumBeona.

! http:\\www.dyndns.com
2 http:\\www.no-ip.com
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-dyndns)> password 1234
DynDns::Profile: "test": password saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa dyndns profile password.

3.21.3 dyndns profile send-address

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntountb HeobxogmMMocTb ykasaHus IP-agpeca MHTEpHET-COeaNHEHUS B 3anpoce
DynDns.

KomaHga ¢ npedukcom no yaansieT HaCTPONKY.
Oa
Oa

Het

I(config-dyndns)> send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: a send address enabled.

Bepcus OnucaHue

2.03 HobasneHa komaHaa dyndns profile send-address.

3.21.4 dyndns profile type

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

3 http:\\www.dyndns.com

MpuceonTtb DynDns-npodmnto Tun, B 3aBUCUMOCTHM OT caiTa, Ha KOTOPOM OblIfo
3aperncTpupoBaHoO JOMEHHOE UMS.

Oa

Oa

Het

I (config-dyndns)>  type (type,

I (config-dyndns)> no type

AprymeHT 3HauyeHue OnucaHue

type dyndns YKasbIlBaeTCcs, ecnv AOMEHHOE NMsI 5
3aperncTpupoBaHo Ha cante dyndns.com®.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHunmn

AprymeHT 3HavyeHue OnucaHue

noip YkasblBaeTcsi, eCi JOMEHHOE UMS .
3aperucTpupoBaHo Ha caiite no-ip.com .

rucenter YkasblBaeTcsi, eCr OMEHHOE UMS .
3aperMcTpupoBaHo Ha caiiTe rucenter”.

custom Yka3blBaeTcs, ecrnv JOMEHHOe UMS
3aperncTpnpoBaHo Ha Apyrom canTe (canT
onpepensertcs komaHgow dyndns profile url).

(config-dyndns)> type dyndns
DynDns::Profile: "test": type saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHga dyndns profile type.

3.21.5 dyndns profile update-interval

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIN BBOA

CuHoncuc

AprymeHThl

Mpumep

4 http:\\www.no-ip.com
5 http:\\www.dns-master.ru

YcTraHoBWTbL MHTEpBan obHoBneHus agpeca ans DynDns.
KomaHga ¢ npednkCcomM no OTMEHAET BO3MOXXHOCTb OOHOBIEHUS.
Oa

Oa

Het

(config-dyndns)>  update-interval «days> days [ <hours> hours ]
[ <minutes> minutes ] [ <seconds> seconds ]

I (config-dyndns)> no update-interval

AprymeHT 3HaveHue OnucaHue

days Uenoe uucro |BpemeHHOW MHTEpBan B OHSIX.
hours Lenoe uucno |BpemMeHHOW MHTepBan B Yacax.
minutes lenoe uucno |BpeMeHHON UHTEpPBan B MUHyTax.
seconds Lenoe uucno |BpemeHHOW MHTepBan B CekyHaax.

(config-dyndns)> update-interval 7 days
DynDns::Profile: a timeout set to 604800.
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maBa 3 OnucaHne KomaHp,

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.03 HobaeneHa komaHaa dyndns profile update-interval.

3.21.6 dyndns profile url

OnucaHue Ykasatb URL ucnonbsyemoro cavita cnyx6bl DynDns.
Mpedukc no Oa
MeHsieT HacTpouKu Ha

MHorokpaTtHbii BBOAg [a

Cunoncuc I (config-dyndns)>  url wrb
I (config-dyndns)> no url

AprymeHTbI AprymeHT 3HaueHne |Onucanue
url Ctpoka Monb3osatensckun URL-agpec cnyxobl

DynDns.

Mpumep (config-dyndns)> url http://members.dyndns.org/nic/update
DynDns::Profile: "test": url saved.

MCTOpVISl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.05 [o6GaeneHa komaHga dyndns profile url.

3.21.7 dyndns profile username

OnucaHue YkaszaTb NorvH y4eTHown 3anucu ans goctyna yepes DynDns.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ha

MHorokpaTHbii BBog [a

CuHoncuc I (config-dyndns)>  username (username)
I (config-dyndns)> no username
AprymeHTbI AprymeHT 3HaueHne |OnucaHue

username Crtpoka Mms nonb3oBaTens onsi asTopusauum.
MakcumanbHas gnvHa umenu — 64 cumBona.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-dyndns)> username test_user
DynDns::Profile: "test": username saved.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa dyndns profile username.

3.22 igmp-proxy

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,
BxoxnaeHue B rpynny

CunHoncuc

Mpumep

UcTopusa nameHeHun

[ocTyn k rpynne koMmaHg ans Hactpouku IGMP.
Het
Het

Het

(igmp-proxy)
I (config)>  igmp-proxy

(config)> igmp-proxy
(igmp-proxy)>

Version Description

2.06 HobasneHa komaHOa igmp-proxy.

3.22.1 igmp-proxy force

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbl

MpyHYaMTENBHO BKNIOYMTL CTapyto Bepcnto IGMP. Mo ymonyaHuio aTa HacTpownka
OTKJIIOYEHA N BEPCKSI NPOTOKONA BbIOMpaeTCsi B aBTOMATUYECKOM PEXMME.

KomaHga ¢ npedmnkcom no Bo3BpaLLaeT 3Ha4eHne No yMOn4aHuio.
Ja
Da

Het

I (igmp-proxy)>  force «protocols

I (igmp-proxy)> no force

AprymeHT 3HaveHue OnucaHue
protocol igmp-vl MpuMeHNTb unNsTpaumio K BXoALWMM
naketam.
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maBa 3 OnucaHne KomaHp,

AprymeHT

3HavyeHue

OnucaHue

igmp-v2

MpUMeHUTb PUNLTPaLINIO K UCXOAALLUM
naketam.

Mpumep

(igmp-proxy)> force igmp-vl

Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.

UcTtopua nsmeHeHnn  |Version

Description

2.08

Jo6aeneHa komaHaa igmp-proxy force.

3.23 interface

OnucaHue

KomaHpa ¢ npecumkcom no ygandaet nHtepdgeinc.

PucyHok 3.1. Uepapxusa uHtepdencon

HocTyn k rpynne komang aAns HacTPOKKM BblIOpaHHOIo nHTepderica. Ecnm
MHTepdenc He HangeH, KoMaHaa NbiTaeTcsl ero co3aarhb.

Pluggable

Secure

T

Usb

PPP

[ — |

MAC

e

Ethernet

I T~

UsbModem

PPTP
PPPOE
LoTP

PvC

VLAN

‘ Bridge ’

‘ TunnelGre ’

Tunnel SSID Radio
TunnelSixInFour WiFi WiFiMaster

[

AccessPoint

WiFiStation
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

UcTopus nameHeHunmn

3.23.1 interface authentication chap

OnucaHue

Mpedumkec no

MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,
Tun nntepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

Ja
[a
Oa
(config-if)

I (config)>  interface name»

I (config)> no interface name»

AprymeHT 3Ha4yeHue OnucaHue
name Nms MonHoe nms nHTepdenca nnm NCEBAOHNM.
nHTEepgesica |CnNCoK AOCTYMHbIX MHTEPdENCOB MOXHO
yBMOETb C MOMOLLbIO KOMaHAb! interface ?.
Bepcus OnucaHue
2.00 [obaeneHa komaHaa interface.

BkniounTb nogaepxky ayteHtudukaumm CHAP.

KomaHga ¢ npedmkcom no otkntodaetr CHAP.

Oa
[a
Het

Secure

I (config-if)>  authentication chap

I (config-if)> no authentication chap

(config-if)> authentication chap

CHAP authentication enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface authentication chap.

3.23.2 interface authentication eap-md5

OnucaHue

BkniounTb nogaepxky ayteHTudpumkaumm EAP-MDS.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

Komanga ¢ npecukcom no otkntovaetr EAP-MD5.
[a

Oa

Het

Secure

I (config-if)>  authentication eap-md5

I (config-if)> no authentication eap-md5

(config-if)> authentication eap-md5
EAP-MD5 authentication enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface authentication eap-md5.

3.23.3 interface authentication eap-ttls

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA
Tun nHTepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkniounTtb nogaepxky ayteHtudpmkauum EAP-TTLS.
Komanga ¢ npedukcom no otkntovaetr EAP-TTLS.
Ja

Oa

Het

Secure

I (config-if)>  authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface authentication eap-ttls.

3.23.4 interface authentication identity

OnucaHue

YkasaTtb MMsa nonb3oBaTens Ang ayTeHTudurkauum ycTponcTea Ha yaaneHHom
cucteme. Ncnonbayetca ans nogkntodeHnn PPTP, PPPoE u L2TP.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

KomaHaa ¢ npedmnkcoM no CTMpaeT paHee 3aJaHHOe MMs Nonb3oBaTens.
[a

Oa

Het

Secure

I (config-if)>  authentication identity cidentity,

I (config-if)> no authentication identity

AprymeHT 3HauyeHue OnucaHue

identity Crpoka Mmsa nonb3oBaTensa ons ayteHTugunkauuu.

(config-if)> authentication identity test
Identity saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface authentication identity.

3.23.5 interface authentication mschap

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BkntounTtb nogaepxkky ayteHtudpmkaumm MS-CHAP.
KomaHga ¢ npedmkcom no otkntodaet MS-CHAP.
Oa

Ja

Het

Secure

I (config-if)> authentication mschap

I (config-if)> no authentication mschap

(config-if)> authentication mschap
MSCHAP authentication enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface authentication mschap.
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maBa 3 OnucaHne KomaHp,

3.23.6 interface authentication mschap-v2

OnucaHue BkntounTb nopgaepxky ayteHTudpmkaumm MS-CHAPV2.
Komanpa ¢ npedumkcom no otkniovaet MS-CHAPv2.

Mpedukc no Oa

MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Tun nHtepdenca Secure

Cuuoncue I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2

Mpumep (config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga interface authentication mschap-v2.

3.23.7 interface authentication pap

OnucaHue BknounTb nogaepxky ayteHTudmnkaumm PAP.
KomaHga ¢ npedmkcom no otknoyaet PAP.

Mpedukc no Oa

MeHsieT HacTpouku Oa

MHorokpaTHbIi BBog  Hert

Tun nntepcpenca Secure

CuHoncuc I (config-if)>  authentication pap

I (config-if)> no authentication pap

Mpumep (config-if)> authentication pap
PAP authentication enabled.

MCTOpVISI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 Io6GaeneHa komaHaa interface authentication pap.

Keenetic Extra CnpaBo4YHUK kOMaHA 91




Masa 3 OnucaHne KomaHp,

3.23.8 interface authentication password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YKasaTtb napornb gna ayTeHTudunkaumm yCTponucTea Ha yaaneHHon cucteme.
WcnonbayeTtcs ana nogknioveHun PPTP, PPPoE n L2TP.

KomaHnga ¢ npenkcom no cTMpaeT 3HadeHne napons.
Oa

[a

Het

Secure

I (config-if)> authentication password «password»

I (config-if)> no authentication password

AprymeHT 3HayeHue OnucaHue

password Crpoka Maponb ansa ayteHTudUkaumn.

(config-if)> authentication password 1234
Password saved.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface authentication password.

3.23.9 interface authentication shared

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA
Tun nHtepdenca

CuHoncuc

Mpumep

BknounTb pexum ayTeHTUduKaummn ¢ pasoernnseMbiM KIToHoM. OTOT PEXUM
MCNONnb3yeTcs TONbKO B codeTaHum ¢ wnudposaHnem WEP. PasdernsieMbie Kio4du
3apatotca komaHgon interface encryption key.

KomaHaa ¢ npedrKkcom no nNepeBoauT ayTeHTUGUKALIMIO B OTKPLITbIA PEXUM.
Oa

Oa

Het

WiFi

I (config-if)>  authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Shared authentication enabled.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.00

[obasneHa komaHaa interface authentication shared.

3.23.10 interface authentication wpa-psk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YcTaHOBUTE NpeaBapuUTErbHO COMMacoBaHHbIN KoY A4S ayTeHTudukaumm no
npotokony WPA-PSK. BoaMoxHO 3agaHue kntoya B Buae 256-6utHoro
LecTHaguaTepuyHoro Yncna, nnbo B suge crpokn ASCII-cumonos. Bo BTopom
cryyae CTpoKa MCMonb3yeTcs Kak Kogosas ppasa Ans reHepupoBaHuS Krroya

(napons).

KomaHaa ¢ npedmKCoM no OTMEHSET HACTPOWKY.

Ja
Oa
Het

WiFi

| (config-if)>

authentication wpa-psk «psk»

I (config-if)> no authentication wpa-psk

AprymeHT

3HauyeHue

OnucaHue

psk

Ctpoka

MpenBapnTENbHO COrMacoBaHHbIN KoY B
Bnae 256-6MTHOro WecTHaauaTepuyHoro
yucna, CoCTosILLIEero U3

64 wecTHaguaTtepuiHbIX undp, nModo B Buae
ctpoku ASCII gnnHon ot 8 oo 63 cMmBOIOB.

(config-if)> authentication wpa-psk 12345678
Pre-shared key saved.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa interface authentication wpa-psk.

3.23.11 interface bandwidth-limit

OnucaHue

Mpedukc no

YcTaHOBUTL TapudHY CKOPOCTbL UHTEPHET-COEANHEHUS ANs UHTepdenca.
McnonbayeTca ons onpegenexHys 3arpy3ky kaHana npy aHanvae tpaduka
(komaHaa service dpi).

KomaHaa ¢ npedmKCoM no OTMEHSET HACTPOWKY.

Da
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Ja

Het

I (config-if)>  bandwidth-limit «limit,

I (config-if)> no bandwidth-1limit

AprymeHT

3HauyeHue OnucaHue

limit

Lenoe uucno |3HadyeHne TapugpHO CKOPOCTU
WHTEpPHEeT-coeanHeHus B Kbut/c.

(config-if)> ban
Dpi::BandwidthLi

dwidth-1imit 50000
mits: Set bandwidth limit 50000 Kbps to ISP.

Bepcus

OnucaHue

2.06

[obaeneHa komaHaa interface bandwidth-limit.

3.23.12 interface ccp

BkntounTb nogaepXkKy NpoTokona CCP Ha aTane yCTaHOBINEeHUA CoeqNHEeHUA.

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

Komanga ¢ npecumkcom no otkntovaet CCP.

Ja
Oa
Het

PPP

|(conﬁg4n> ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa interface ccp.

3.23.13 interface channel

YcTaHoBUTL pagunokaHan (4acToTy BelwaHna) ans 6ecnpoBoaHbiX MHTEPEENCoB.
UnTtepdencol Wi-Fi npyuHumatoT B kadecTBe HoOMepa kaHana uenble yucna oT 1

OnucaHue
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA,
Tun nHtepcpenca

CunHoncuc

AprymeHThI

Mpumep

Uctopusa nameHeHunmn

0o 14 (amanasoH yactoT oT 2.412 Ty, go 2.484 'Tuy) n ot 36 go 165 (gmana3oH

yactoT oT 5.180 Ty go 5.825 'My). Mo ymonyaHuto ncnonb3yeTcsa 3HavYeHne

auto.

KomaHpa ¢ I'Iped)I/IKCOM Nno yCTtaHaBnMBaeT 3Ha4eHne no ymondaHuio.

[a
[a
Het

Radio

| (config-if)>

channel «channel»

I (config-if)> no channel

AprymeHT 3HayeHue OnucaHue
channel number Howmep paauo kaHana.
auto Homep paano kaHana onpegensieTcs
aBTOMAaTMYECKN.

(config-if)> channel 8
Channel saved.

Bepcus

OnucaHue

2.00

[obaeneHa komaHaa interface channel.

3.23.14 interface channel auto-rescan

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

3apatb pacnncaHune anda aBtoMmatn4eckoro CKaHmpoBaHua pagmno KaHaloB. Mo

YMOJIHaHUKO NapaMeTp OTKITHOHEH.

KomaHfga ¢ npenKkcomMm no OTKNIYaeT HAaCTPOWKY.

Oa
Ja
Het

Radio

I (config-if)>

channel auto-rescan <hh):«mm»> interval <interval,

I (config-if)> no channel auto-rescan
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

interval 6 MHTepBan NOBTOPHOIO CKaHMPOBaHUS B
12 yacax.
24

(config-if)> channel auto-rescan 03:00 interval 12
Network: :Interface: :Rtx::WifiMaster: Scheduled auto rescan, »
interval 12 hours.

Bepcus OnucaHue

2.07 [obaeneHa komaHga interface channel auto-rescan.

3.23.15 interface channel width

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdenca

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

YCTaHOBUTbL LUMPWHY NOMOCHI NPOMYCKaHUS Ans yka3aHHoro kaHana. Mo
yMOMNUaHuWio ucnonb3ayeTcs 3HadeHve 40-below.

KomaHga ¢ npedmnkCcomM no yCTaHaBNMBAET 3HAYEHME N0 YMONYaHUIO.
Oa

Oa

Het

Radio

I (config-if)>  channel width width)

I (config-if)> no channel width

AprymeHT 3HaveHue OnucaHue
width 20 YcTaHoBUTL NOMNocy nponyckaHus pasHyto 20
My,
40-above PacwwupuTb nonocy nponyckanusa o 40 My

ncnonb3ys CJ'Ie,EI,y}OLLI,VIIZ KaHarl.

40-below PacwmpuTb nonocy nponyckanusa go 40 My

ncnonb3ysi NpeablayLLni kaHarn.

(config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: a channel bandwidth setting »
applied.

Bepcus OnucaHue

2.04 [obaeneHa komaHaa interface channel width.
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maBa 3 OnucaHne KomaHp,

3.23.16 interface compatibility

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YcTaHoBUTb CTaHAapThl 6ecnpoBOAHON CBSA3U, C KOTOPLIMU AOSKEH ObITb
COBMECTMM AaHHbI GecnpoBogHon agantep (MHTepdenc). [Ana nHrtepdencos
Wi-Fi coBMeCcTMMOCTb 3aaeTcs CTPOKOM 13 naTnHckmx b6yks A, B, G, N,
obo3Havatrowmx gononHexus k ctaHgapty |IEEE 802.11. K npumepy, Hanv4dne B
cTpoke coBMecTuUMocTu Bykbl N ByaeT o3HauaThb, YTO AaHHbIN aganTep CMOXET
B3anmogencteoBaTb ¢ 802.11n-COBMECTUMbBIMW YCTPONCTBAMM Yepes paguokaHarn.
Habop gonycTumbix CTPOK COBMECTUMOCTU ONpeaensieTcst annaparHbiMu
BO3MOXHOCTSIMM KOHKPETHOIO aganTepa 1 TpeboBaHUsIMM COOTBETCTBYHOLLMX
gononHeHun k ctaHgapty |IEEE 802.11.

Mo ymonyaHuio ang vYactotsbl 2,4 [T ucnonesyetcsa ctpoka «BGN», «AN» — ang
51Tu.

Het

[a
Het

Radio

I (config-if)>  compatibility cannex)

AprymeHT 3HaveHue OnucaHue
annex B, G, N Ona 2,4 Mu.
A, N Ona 5wy,

(config-if)> compatibility GN
Compatibility set.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface compatibility.

3.23.17 interface connect

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Tun nHtepdenca

3anycTntb NpoLecc NOAKMYEHNs K yaaneHHOMY y3ny.
KomaHga ¢ npedrkcom no npepbiBaeT coeguHeHne.
[a

Oa

Het

PPP, IP
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Masa 3 OnucaHne KomaHp,

Cunoncuce I (config-if)>  connect [ via <interface;]
I (config-if)> no connect
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
via Wms NHTepderic, yepes KOTopbIv
MHTepgesica |OCYyLLEeCTBNAETCA NOAKMOYEHME K
yaaneHHomy y3ny. [ing PPPoE atot
napametp ABnsieTca oba3aTenbHbIM.
Mpumep (config-if)> connect via UsbModem3
PPP connection enabled.
MCTOpVIﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [obaeneHa komaHaa interface connect.

3.23.18 interface country-code

OnucaHue HasHaunTb nHTepderncy GykBeHHbIM KOO CTpaHbl, KOTOPLIN BAUSIET HA HAbop
paano-kaHanos. 1o ymonyaHuio ycTaHoBNEHO 3HadeHne RU.

Mpedoumkec no Het
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca Radio

CuHoncuc I (config-ify>  country-code (code;

AprymeHTbI AprymeHT 3HaveHue OnucaHue
code Ctpoka Kog cTpaHbl.
Mpumep (config-if)> country-code RU

Country code set.

MCTOpMﬂ N3MEeHeHun Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa interface country-code.
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maBa 3 OnucaHne KomaHp,

3.23.19 interface debug

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

UcTtopusa nameHeHun

BKMounTb 0TNaAoYHbIN pexnm nogkrtodeHna PPP. B oTnagovHoOM pexume B

CUCTEMHBIN XypHan BbiBOAUTCA NoApobHas MHOpMaLUs O Xoae NOoAKMYEHS.

Mo ymonyaHuio oyHKUNA OTKAOYEHA.

KomaHga ¢ npedmnkcoM no OTKMYaeT OTNaf0uHbIA PEXMM.
Oa

Oa

Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Debug enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface debug.

3.23.20 interface description

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

HasHaunTb Npon3BorbHOE ONMCaHne CETEBOMY MHTEPMENCY.
KomaHga ¢ npedmkcomM no CTMpaeT onucaHue.

Oa

Oa

Het

I (config-if)>  description «description»

I (config-if)> no description

AprymeHT 3HaveHue OnucaHue

description CTpoka

lMponsBonbHOE onucaHne nHTepdenca.

(config-if)> description 111 2222 33333
Interface description saved.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface description.

3.23.21 interface down

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Uctopus nameHeHumn

OTKMOUNTL CeTEBON MHTEPMENC U 3anMcaTb B HACTPOMKN COCTOSHNE «downy.

KomaHga c npedrKCOM no BKIOYaeT ceTeBon MHTepdelc 1 yaanset «down» 13
HaCTpOeK.

Ja

Oa

Het

| (config-if)>  down

I (config-if)> no down

(config-if)> down
Interface disabled.

Bepcus OnucaHue

2.00 JobasneHa komaHga interface down.

3.23.22 interface duplex

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

YctaHoBuUTb gynnekcHbin pexxum Ethernet-nopTta. Mo ymonyaHuto 3agaHo 3HadeHne
auto.

KomaHga ¢ npedmkcom no Bo3BpaLLaeT 3Ha4eHe No yMon4aHuio.
Ja

Oa

Het

Ethernet

I (config-if)>  duplex mode»

I (config-if)> no duplex

AprymeHT 3HavyeHue OnucaHue
mode full Pexxum nonHoro aynnekca.
half MonygynnekcHbIN pexnme.
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHunmn

AprymeHT

3HavyeHue ‘Onucal-me

auto ‘ABTOMaTW—IeCKMVI OYNNEeKCHbIN pexunm.

(config-if)> duplex full
Network: :Interface::Ethernet: Duplex set to "full".

Bepcus

OnucaHue

2.06.B.1

[obGaeneHa komaHga interface duplex.

3.23.23 interface dyndns profile

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

MpuBasath k ceTeBOMY UHTEpdency npoduns DynDns. MNepea BbinonHeHeM
KoMaHAbl Npocunb JormkeH BbiTb co3aaH U HACTPOeH rpynnor komaHg dyndns

profile.

KomaHga ¢ npedmrkcom no pa3pbiBaeT CBSA3b MexXay npodunem n nHrepgencom.

Oa
Oa

Het

| (config-if)>

dyndns profile «profile)

I (config-if)> no dyndns profile

AprymeHT

3HavyeHue OnucaHue

profile

Crtpoka HasBaHue npodung DynDns.

(config-if)> dyndns profile test
Core::Configurator: done.

Bepcus

OnucaHue

2.02

HobaBneHa komaHaa interface dyndns profile.

3.23.24 interface dyndns update

O6HoBWTb Bpy4Hyto IP-agpec anst DynDns. Mo ymonyaHuio komaHga paboTtaeTt
B COOTBETCTBUM C MONUTUKOWM NocTaBLuka ycnyr DynDns, KOTOpbIN He NO3BonsieT
obHoenATh IP cnvwkom vacTto. KntouweBoe crnoBo force nossonseTr obHoBUTL IP
B 00x0f NONUTUKM NOCTaBLUMKa YCIYT.

OnucaHue

Mpedoumkc no

Het
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog Het

Cunoncuc I (config-if)>  dyndns update [ force]
AprymeHTbI AprymeHT 3HaueHne  |OnucaHue
force KnwyeBoe He yunTbIBaTh pEKOMEHOOBAHHYIO YacToTy
C/10BO obHoBNEHNS.
Mpumep (config-if)> dyndns update
DynDns: :Profile: "test" update started.
MCTopMﬂ M3MeHeHV“)’| Bepcuﬂ OHMcaHMe

2.00 HobaeneHa komaHaa interface dyndns update.

3.23.25 interface encryption disable

OnucaHue OTkntounTb WndpoBaHMe Ha BecnpoBogHOM UHTepdelice.
Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert
Tun nHtepdenca WiFi

CuHoncue I (config-if)>  encryption disable

MNpumep (config-if)> encryption disable
wireless encryption disabled

VlCTOpVISI N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa interface encryption disable.

3.23.26 interface encryption enable

OnucaHue BkniounTb WwWindpoBaHue Ha 6ecnpoBoaHOM nHTepdence. Mo ymonyaHuio
ucnonb3syertcs wugposaHme WEP.

KomaHga ¢ npedukcom no oTknovaeT wndpoBaHne Ha 6ecnpoBogHOM
NUHTepdence.

Mpedukc no Oa
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Ja
Het

WiFi

I (config-if)>

encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable

Wireless encryption enabled.

Bepcus

OnucaHue

2.00

[ob6aeneHa komaHaa interface encryption enable.

3.23.27 interface encryption key

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

HasHaunTb kntoun wndposaHmsa WEP. B 3aBUCMMOCTM OT paspsgHOCTH, KNod
MOXeT ObITb 3agaH 10 wecTHaguaTepuyHbiMu uudpamm (5 cumsonamm ASCII)
— 40-6uTHbIN Knto4, WEP — 40-0MTHbIN KMo, Unn 26 wectHaguaTepuyHbIMn
undpamum (13 cumonamm ASCII) WEP Bcero moxeT 6biTb 3agaHo ot 1 oo 4
Kntoyen WwndpoBaH1sl, U OANH U3 HUX AOMKEH OblTb HA3HAYEH KIOYOM Mo

YMOJ14aHUIO.

Komanpa c I'Ipe(bVIKCOM No yaandert KIkoY.

Ja
Oa
[a
WiFi

| (config-if)>

encryption key «id> («value) [default] | default)

I (config-if)> no encryption key «id>

AprymeHT 3HauyeHue OnucaHue

id Lenoe uucno |Homep kntoya. Bcero MoXHO 3agaTtb 4o
YeTbIpex KIoyen.

value CTtpoka 3HayeHue krova B Buae
LeCTHaaLaTepu4HOro Ymcna, CocTosLLero
13 10 unn n3 26 umadp.

default KnoyeBoe YkasbIBaeT, YTO AaHHbIN Koy OyaeT

C/10BO NCNONb30BaH Mo YMOMYaHuio.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> encryption key 1 1231231234
Encryption key saved.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface encryption key.

3.23.28 interface encryption mppe

OnucaHue

Mpedouke no

MeHsieT HacTPOMKM
MHorokpaTHbIi BBOA
Tun nntepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BknounTb nogaepxky wudpposanHms MPPE.

KomaHga ¢ npedukcom no oTkntodaet wndposaHue MPPE.
Oa

Oa

Het

PPTP

I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface encryption mppe.

3.23.29 interface encryption wpa

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

BkntounTtb anroputmMbl obecneyeHms 6esonacHoctn WPA Ha 6ecnpoBogHOM
nHTepdence. becnpoBogHoON UHTEPdENC MOXET NOAAEPKNBATL COBMECTHOE
ncnone3sosaHne WPA n WPA2, ogHako nogaepxka WEP aBToMmaTU4ecku
OTKNIoYaeTcs npu BKNtodeHun nodoro 3 WPA.

Komanpa ¢ npecumkcom no otkntodaet WPA.
Oa

[a

Hert

WiFi

I (config-if)>  encryption wpa
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maBa 3 OnucaHne KomaHp,

I (config-if)> no encryption wpa

Mpumep (config-if)> encryption wpa
WPA algorithms enabled.

UcTopusa nameHeHun Bepcus

OnucaHue

2.00

HobaeneHa komaHaa interface encryption wpa.

3.23.30 interface encryption wpa2

OnucaHue BkntounTb anroputmbl obecneyeHnst 6esonacHoctn WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBogHOM UHTepdence. becnpoBogHON MHTEPdENC MOXET paspeLlaTb
coBmecTHoe ncnonb3oBaHne WPA n WPA2, ogHako nogaepxka WEP
aBTOMAaTM4eCKUN OTKINoYaeTCs npu BKNoYeHumn noboro ns WPA.

Komanga ¢ npecumkcom no otkntodaetr WPA2.

Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog Het
Tun nntepcpenca WiFi

CuHoncuc

I (config-if)>

encryption wpa2

I (config-if)> no encryption wpa2

Mpumep (config-if)> encryption wpa2
WPA2 algorithms enabled.

UcTopusi nameHeHnn Bepcus

OnucaHue

2.00

[obGaeneHa komaHga interface encryption wpa2.

3.23.31 interface flowcontrol

OnucaHue HacTtpoiika ynpasneHusi notokom Ethernet Tx/Rx. Mo ymonyaHuio pyHKUMS

BKITlOHEHa.

KomaHnga ¢ nperkcomM no oTkntovaeT yHKLMIO.

Mpedoumkec no Oa
MeHsieT HacTpouku Oa

MHorokpaTHbii BBog  Hert
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Masa 3 OnucaHne KomaHp,

Tun nHtepdpenca Ethernet

CuHoncuc I (config-if)>  flowcontrol on

I (config-if)> no flowcontrol [send]

AprymeHTbI AprymeHT 3HayeHue OnucaHue
send Kmiwuesoe YnpaBneHve NoTokom paboTaeT aCUHXPOHHO.
CJ1080
Mpumep (config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.08 [obaeneHa komaHaa interface flowcontrol.

3.23.32 interface hide-ssid

OnucaHue BkntounTb pexxum ckpbitua SSID. Mpu ncnonb3oBaHUM 3TOM OYHKLMK, TOYKA
40CTyna He oTobpaxkaeTcs B Cnucke AOCTYMHbIX 6ecnpoBogHbix ceTen. Ho ecnu
Nnonb30BaTemNo M3BECTHO O CYLLECTBOBAHWUM 3TOM CETU N OH 3HaeT ee SSID, To
CMOXET NOAKIMYMTBLCS K 3TON ceTu. 1o yMONYaHuo peXMM OTKITHYEH.

KomaHga ¢ npedmkCoM no OTKMOYAET 3TOT PEXMM.
Mpedukc no Oa
MeHsieT HacTpouKu Oa
MHorokpaTHbii BBog  Hert
Tun nHtepdpenca Access Point

CuHoncuc I (config-ify>  hide-ssid

I (config-if)> no hide-ssid

Mpumep (config-if)> hide-ssid
SSID broadcasting disabled.

UcTopus usmeHeHnt  (Bepcus OnucaHune

2.00 JobasneHa komaHga interface hide-ssid.
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3.23.33 interface igmp downstream

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb pexxum pabotbl IGMP Ha nHTepderice No HanpaBIeHUIO K

noTpeduTensim rpynnoBo pacchisiki. Ha ycTponctee AgomkHa ObiTb 3anyLeHa
cnyx0a service igmp-proxy. [lonyckaeTcsi Hanuune HeCKONbKUX MHTEPMENCOB

downstream.

KomaHaa ¢ npednkCoM no OTMEHSIET AeNCTBNE KOMaHAbI.
Ja

Oa

Het

P

I (config-if)>  igmp downstream

I (config-if)> no igmp downstream

(config-if)> igmp downstream
added downstream interface ISP.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface igmp downstream.

3.23.34 interface igmp fork

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

BkntounTb aybnuposaHue ucxogawmx naketos IGMP upstream B 3agaHHbIN
nHTepdgenc. [lonyckaeTtca Hannume Tonbko oaHOro uHTepdgenca fork.

KomaHga ¢ nperkcoM no oTMEHSET 4eNCTBME KOMaHAbI.
Oa

Oa

Het

P

I (config-ify>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork
fork role assigned to ISP.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface igmp fork.

3.23.35 interface igmp upstream

OnucaHue

Mpedumkc no

MeHsieT HacTpoOWnKu
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BknounTb pexum pabotel IGMP Ha nHTepence no HanpaBneHno K UCTOYHUKY
rpynnoBow paccblnku. Ha yctponctee gomkHa 6bITb 3anyLueHa cnyxba service
igmp-proxy. [lonyckaeTca Hanmyne TonbKO OAHOro nHTepdenca upstream.

KomaHga ¢ nperkcoM no OTMEHSET 4eNCTBME KOMaHAbI.
Oa

Ja

Het

P

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream
upstream role assigned to ISP.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface igmp upstream.

3.23.36 interface include

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

Ykasatb Ethernet-uHtepdelic, kotopbit byaeT nobaeneH B NporpamMmmHbIA MOCT
B KayecTBe nopra.

KomaHga ¢ npedmkcom no yganseTt nHtepdenc ns mocTta.
Ja

Oa

Ja

Bridge

I (config-if)>  include <interface,

I (config-if)> no include <interfaces
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

AprymeHT 3HayeHue OnucaHue

interface Nms Mmsa nnu ncesgoHmm Ethernet nHtepdeliica,
MHTEepgesica |KOTOPbIN JOMKEH ObITb BKIOYEH B MOCT.

(config-if)> include WifiStation®
Interface acquired.

Bepcus OnucaHue

2.00 JobasneHa komaHga interface include.

3.23.37 interface inherit

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

YkasaTb Ethernet-untepdenc, kotopbin 6yaet gobdaeneH B NporpaMMHbIA MOCT

B KayecTtBe nopTta. B otnuune ot komaHabl include, komaHga inherit nepegaer

MOCTY HEKOTOpble HacTponku gobaensemoro HTepdelica, Takme kak IP-agpec,
Macky 1 IP-nceegoHumebl. [pn yoaneHun nnbo camoro mocta, nnbo nHTepdelica
N3 MOCTa, 3TV HACTPOWNKM, JaXe €Cnv OHU ObINn M3MEHEHbI, ByayT CKONUMPOBaHbI
obpaTHO Ha ocBOGOAUBLUMICS UHTEPdENC.

KomaHaa nossonset 0obasutbe B MOCT UHTEPENC, Yepes KOTOPbIN
OCYLLECTBSAETCS ynpaBneHne yCTpONCTBOM, U He NOTEPSITb YrpaBreHune.

KomaHga ¢ npedukcom no yaansiet uHTepdeiic 3 mocTta, Bo3spallaert
UHTepdelcy HaCTPOWKK, yHacneaoBaHHble paHee MOCTOM, U cGpackiBaeT 3Tu
HacTPOWiKM ¥ MoCTa.

[a
Oa
Oa
Bridge

I (config-if)>  inherit <interfaces

I (config-if)> no inherit <interfaces

AprymeHT 3HayeHue OnucaHue

interface Ums Wwma unu ncesaoHum Ethernet untepdenca,
MHTepgesica |KOTOPbIN JOMKEH ObITb BKIOYEH B MOCT.

(config-if)> inherit WifiStation®
Interface acquired.

Bepcus OnucaHue

2.00 [lobaeneHa komaHga interface inherit.
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Masa 3 OnucaHne KomaHp,

3.23.38 interface ip access-group

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdenca

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

MpuBsA3aTb MMEHOBaHHBIV cnMCOK npasun dunsTpauun (ACL, cMm. access-list) k
nHTepdency. MapameTp in unm out ykasbiBaeT HanpasneHue Tpaduvka ans
koTtoporo 6yaeT npumensaTbes ACL. K ogHoMy nHTepdency MoxeT BbITb NPMBS3aHO
Heckonbko ACL.

KomaHga ¢ npedmkcom no otknoyaetr ACL ans ykasaHHOro uHrepgenca u
HanpasneHnsa Tpaduka.

[a
Oa
Ha
P

I (config-if)> ip access-group acl> «direction»

I (config-if)> no ip access-group <acl> «<direction»

AprymeHT 3HavyeHue OnucaHue

acl CTtpoka Cnucok npaeun comnstpauuu,
npenBapuUTENbHO CO34aHHbINA C MOMOLLbIO
KkomaHabl access-list.

direction in MpMeHUTb PUNLETPaLMIO K BXOASALWLMM
naketam.
out MpMeHNTb hrneTpauuIo K NCXoaaLmm
nakeTtam.

(config-if)> ip access-group 111 in
Access group applied.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface ip access-group.

3.23.39 interface ip address

OnucaHue

Mpedukc no

MeHsieT HacTpouku

U3meHnTb IP-agpec n macky ceteBoro nHtepderica. Ecnu Ha nHtepdeiice
3anyuieHa cny>x6a aBTomaTn4eckon HacTporkM agpeca, Hanpumep, DHCP-knneHT
(cm. interface ip address dhcp), To Bpy4Hyt0 YCTaHOBIMEHHbIV aApEC MOXET ObITb
nepesanuncaH.

KomaHga ¢ npedmkcom no cOpackiBaeT agpec Ha 0.0.0.0.
Oa
[a
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maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

Het

P

I (config-if)>  ip address address» tmask»

I (config-if)> no ip address

AprymeHT 3HauveHue OnucaHue
address IP-appec Afpec ceTeBOro nHTepgenca.
mask IP-macka Macka ceteBoro nHTepdeiica. Ectb aBa

cnocoba BBOAa Macku: B KAHOHNYECKOM BMAE
(Hanpumep, 255.255.255.0) u B Buae

BuToBOM ANWHBI Npedukca (Hanpumep, /24).

OpHo u To e 3HadeHue agpeca ceTu, coctosiero n3 IP-agpeca n macku, MOXHO
BBECTM [ByMS cnocobamu: ykasaTb Macky B KAHOHMYECKOM Buae unu 3agatb
BuTOoBYIO0 ANUHY NpecduKca.

(config)> interface
GigabitEthernet0/V1an43
Created interface GigabitEthernet0/V1an43.
(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.
(config-if)> ip address 172.17.24.9/24
Network address saved.
(config-if)> [Ctrl]+[D]
(config)> show interface GigabitEthernet0/Vl1an43

mac: 00:23:f8:5b:d3:f4

index: 43
type: Vlan
description:
state: up
link: down

address: 172.17.24.9
mask: 255.255.255.0

mtu: 1500
global: no
(config)>
Bepcus OnucaHue
2.00 [o6GasneHa komaHaa interface ip address.

3.23.40 interface ip address dhcp

OnucaHue

3anyctutb DHCP-KNueHT ans aBTomaTtuyecKon HaCTPONK/ CETEBLIX MapaMeTpPOB:

IP-agpeca 1 macku nHTepderica, cepeepoB DNS u Wino3a No yMonyaHuio.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Komanga ¢ npedukcom no octaHaBnmeaeT cryk0y DHCP-knueHTa, yoansiet
AVHaMWYeCKN HacTPOEeHHbIe NapameTpbl U BO3BPALLAET NpeablayLune HacTPOoNKu
IP-agpeca n macku.

[a
Oa
Het

Ethernet

I (config-if)>  ip address dhcp [ hostname chostname> ]

I (config-if)> no ip address dhcp

AprymeHT 3HauyeHue OnucaHue

hostname Ctpoka Nmsa xocTa, KoTopoe nepenaeTcs B none
12-om onummn DHCP. 310 nmsa He
00s13aTENbHO AOMKHO ObITb TAKNM e, Kak
NMS XOCTa, BBEAEHHOE B MpoLecce

rnobanbHOM HAaCTPONKN.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on GigabitEthernetl.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface ip address dhcp.

3.23.41 interface ip adjust-ttl

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHTepdenca

CuHoncuc

M3ameHnTb napameTp TTL nepBoro naketa ans BCex BXOAALWMX COeaMHEHNN
nHTepdgenca.

KomaHaa ¢ npednKCoM no OTMEHSET HACTPOWKY.
Ja

Oa

Het

IP
I (config-if)>  ip adjust-ttl (inc | dec) «value»

I (config-if)> no ip adjust-ttl
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue
inc Knwyesoe KntoyeBoe cnoso, obo3HavatoLee
CJ10BO yBenuyexue TTL.
dec Knwyesoe KntoyeBoe cnoso, obo3HavatoLlee
CJ10BO ymeHbLueHve TTL.
value UYenoe uucno |BenuunHa nameHeHusa TTL. MoxeT
NpPUHUMaThL 3Ha4yeHus ot 1 o 255
BKIMIOUYUTENBHO.

(config-if)> ip adjust-ttl inc 10
TTL adjustment enabled.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface ip adjust-ttl.

3.23.42 interface ip alias

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

YcTaHOBUTL JONONHUTENBHLIV IP-agpec n macky ceTeBoro uHTepdenca
(nceBAoOHUM).

KomaHga ¢ npedukcom no copachiBaeT yKka3aHHbIA NCEBAOHUM HA 0.0.0.0, Tem
cambiM yaanss ero. Ecnv BbinonHuTb KoMaHay 6e3 aprymeHTa, TO BECb CMMCOK
NceBAOHMMOB OyaEeT OUULLIEH.

Oa
Ja
Ja
IP, Ethernet

I (config-if)>  ip alias (address> mask>

I (config-if)> no ip alias [ (address» mask> ]

AprymeHT 3HaveHue OnucaHue

address IP-appec JononHuTenbHbIN agpec ceTeBoro
nHTepdenca.

mask IP-Mmacka [lononHuTenbHas Macka ceTeBoro

uHTepdenca. Ectb aBa cnocoba BBOAA
MacKu: B KQHOHMYECKOM Buae (Hanpumep,
255.255.255.0u B BMae butoBon AnNuHbI

npedwkca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
IP alias saved.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface ip alias.

3.23.43 interface ip dhcp client class-id

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YkasaTb Npou3BoauMTens yCTponcTea, Ha koTopom pabotaet DHCP-knueHT (onuusi
dhcp 60).

KomaHga ¢ npedukcom no yaansiet HacTpOKKy.

Ha

Oa

Het

I (config-if)>  ip dhcp client class-id «class»

I (config-if)> no ip dhcp client class-id

AprymeHT 3HayeHue OnucaHue
class-id Ctpoka HasBaHuve npoussogutens
YCTPOWCTBA.

(config-if)> ip dhcp client class-id ZyXEL
Dhcp::Client: ISP DHCP client vendor class is set to "ZyXEL".

Bepcus OnucaHue

2.02 [o6GaeneHa komaHga interface ip dhcp client class-id.

3.23.44 interface ip dhcp client debug

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CuHoncuc

BKMounTb 0TNaAoYHbIN PEXMM. B OTNagoyHOM peXxnme B CUCTEMHbIN XXypHan
BbIBOAUTCA nNogpobHasa nHgopmaums o pabote DHCP-knneHTa.

KomaHga ¢ npedmnkcomM no OTKIoYaeT OTNaf0uHbIA PEXMM.
Oa

Oa

Het

Ethernet

I (config-if)>  ip dhcp client debug
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.

Bepcus OnucaHue

2.01 [o6GaeneHa komaHga interface ip dhcp client debug.

3.23.45 interface ip dhcp client displace

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

BbITeCHUTL cTaTuyecknin agpec nHtepdgenca interface B criydyae ecnv oH
KOH(prMKTYyeT ¢ agpecom, nonyyeHHsiM DHCP-knneHToM 0CHOBHOIO nHTepdenca.

[laHHasa komaHga BbINONHAETCA aBToMaTudeckun npu nogknoveHnn USB Ethernet
apanTepa. [Nocne aToro NpoMcxoguT CoXpaHeHNe KoHUrypaumm 1 nepesarpyska
YCTPOWCTBA.

KomaHga ¢ npemkCcoM no OTMEHSIET BbITECHEHUE AJS15 YKa3aHHOro nHTtepdenca.
Oa

[a

Ja

Ethernet

I (config-if)>  ip dhcp client displace <interface)

I (config-if)> no ip dhcp client displace <interface)

AprymeHT 3HaveHue OnucaHue

interface Nms Mmsa unu nceBsaoHnm nHtepdeinca, ven
MHTepgesica |CTaTMYecKkMn agpec OyaeT BbITECHEH.

(config-if)> ip dhcp client displace Home
Dhcp::Client: added CdcEthernet® Home displacement.

Bepcus OnucaHue

2.03 [o6GaeneHa komaHaa interface ip dhcp client displace.

3.23.46 interface ip dhcp client dns-routes

OnucaHue

BkntounTtb aBTOMaTMyeckoe gobaeneHue xoct-mapLipytos o DNS-cepsepos,
nony4yeHHbIx oT DHCP-cepepa. [1o ymonyaHuio BKNIOYEHO.
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Masa 3 OnucaHne KomaHp,

KomaHaa ¢ npednKcomM no OTKMYaeT HAaCTPONKY.
Mpedukc no Oa
MeHsieT HacTpoMnKku Ja
MHorokpaTHbii BBog  Hert
Tun nHtepcpenca Ethernet

Cunoncue I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

Mpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: Home DHCP client DNS host routes enabled.

MCTOpMﬂ U3MEeHeHun Bepcuﬂ OnucaHue

2.00 [obGaeneHa komaHaa interface ip dhcp client dns-routes.

3.23.47 interface ip dhcp client fallback

OnucaHue YCTaHOBUTb 3aJaHHbIV NONb30oBaTeNeM CTaTUYECKUn agpec B cryyae
BO3HWKHOBEHMS ownbok npu pabote DHCP.

Komanpa c ﬂpe(bMKCOM NO OTMEHAET HaCTpOVIKy, M yCtaHaBnmBaet agpec

0.0.0.0..
Mpedoumkc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun uHTepdeinca Ethernet

Cunoncuc I (config-if)>  ip dhcp client fallback (type»

I (config-if)> no ip dhcp client fallback

AprymeHThbI AprymeHT 3HaueHne |Onucanue
type CTpoka Twun IP-agpeca. B HacTosiLee Bpems
peann3oBaH TONbKO oanH TN — static.

Mpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: a DHCP address fallback is static.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.05 HobaeneHa komaHaa interface ip dhcp client fallback.

3.23.48 interface ip dhcp client hostname

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Twun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

HasHaunTb nmsa xocta, koTopoe otnpasnsietcs B8 DHCP-3anpoce.
KomaHga ¢ npedurkcom no Bo3BpallaeT XoCTy UMSA MO YMOMYaHMIO.
Oa

Oa

Het

Ethernet

I (config-if)>  ip dhcp client hostname <hostname»

I (config-if)> no ip dhcp client hostname

AprymeHT 3HauyeHue OnucaHue

hostname CTpoka Mmsa xocTa ana HasHaveHus.

(config-if)> ip dhcp client hostname HostName
Dhcp::Client: Home DHCP client hostname is set to HostName.

Bepcus OnucaHue

2.00 [o6aeneHa komaHga interface ip dhcp client hostname.

3.23.49 interface ip dhcp client name-servers

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

Wcnonb3oBaTb agpeca cepsepoB DNS nonyyveHHble no DHCP. Mo ymonyaHuio
aTa (pyHKUMS BKITHOYEHA.

KomaHga ¢ npedmkcom no 3anpeLaeT ncnonb3oBaTtb agpeca DNS-cepeepoB
nony4veHHble no DHCP.

Oa
Oa
Het

Ethernet

I (config-if)>  ip dhcp client name-servers
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Masa 3 OnucaHne KomaHp,

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.

UcTopus nameHeHun Bepcusa OonucaHue
2.00 [o6GaeneHa komaHga interface ip dhcp client
name-servers.

3.23.50 interface ip dhcp client release

OnucaHue DHCP-knneHT ocBoOOXXaaeT apeHay IP-agpeca n yxoguT B cnsiwun pexxum. Ewwe
O[HO BbINOMIHEHME 3TOM KoMaHAbl nepeBoanT DHCP-KNUEHT B pexum
aBTOMaTU4ecKoro nonyyeHus IP-agpeca.

Mpedoumkec no Het
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Twun nHtepcpenca Ethernet

CuHoncue I (config-if)>  ip dhcp client release

I (config-if)> no ip dhcp client release

Mpumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.03 [obaeneHa komaHga interface ip dhcp client release.

3.23.51 interface ip dhcp client renew

OnucaHue DHCP-knneHT ocBoOOXaaeT apeHay IP-agpeca n nepexoauT B peXXMm Nony4veHms
HOBOTO.

Mpedukc no Het

MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Ethernet

CuHoncuc I (config-if)>  ip dhcp client renew
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

I (config-if)> no ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa interface ip dhcp client renew.

3.23.52 interface ip dhcp client routes

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.23.53 interface ip global

OnucaHue

BkntounTb nonyyeHne mapLupyToB oT npoBangepa (onumm dhep 33, 121, 242).
Mo ymonuyaHuio BKMOYEHO. B HacTporkax oTobpaxaeTcs TonbKo ¢ NpeduKCcoMm

no.

KomaHga ¢ npedurKComM no OTKMOYaeT HaCTPOWKY.

[a
Ja

Het

I (config-if)>

ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

Bepcus

OnucaHue

2.05

[o6GaeneHa komaHaa interface ip dhcp client routes.

YcTraHoBUTb Ans uHTepdenca ceoncteo «globaly ¢ napameTpom. 3TO CBOMCTBO
HeobXoouMOo ANnst YCTaHOBKU MapLUpyTa no yMonyaHuio, pabotbl DynDNS-knveHTa
n NAT. MoxHo npepctasnaTe global-mHtepderickl, kak BegyLime B rnobanbHyo

CeTb (B UHTEPHET).

MapameTp cBoKcTBa «global» BnuMseT Ha npuopuTeT nHTepenca B npase
YCTaHOBUTb MapLUpyT Mo ymondaHuto. Yem npuoputeT bonblue, TeM xenatenbHee
ONS nonb3oBartens Bbixod B rnobanbHyo ceTb Yepes yka3aHHbIn MHTepderic. C
MOMOLLBIO NpuopuTETa peanuayeTcs pyHKUNS pe3epBMPOBaHNS NMOLKITHOYEHNS B
nutepHet (WAN backup) «global».

Mo ymonyaHuio HacTpolka oTKoYeHa.

KomaHaa ¢ npedukcom no yagansiet CBOMCTBO.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

Ja
[a
Het

P

I (config-if)>  ip global «priority»

I (config-if)> no ip global

AprymeHT 3HayeHue OnucaHue

priority Uenoe 4ucno |MpuoputeT nHTepdenca npu yctaHoBke
MapLupyTa no ymonyaxuio. Moxet
NPUHUMaTL 3Ha4yeHus oT 1 0o 65534.

(config-if)> ip global 10
Interface is set as global.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface ip global.

3.23.54 interface ip mru

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA
Tun nHTepdpenca

CuHoncuc

AprymeHTbl

Mpumep

YctaHoBuTh 3HavyeHne MRU kotopoe 6yaeT nepenaHo yaarneHHoMy yany npu
ycTaHoBneHun coeagnHenuns PPP (IPCP). o ymonyaHuio ncnonb3yeTcs 3HadeHne
1460.

KomaHaa ¢ npednkCoM Nno OTMEHSIET AeNCTBNE KOMaHAbI.
Ja

Oa

Het

PPP

I (config-if)y>  ip mru wmru

I (config-if)> no ip mru

AprymeHT 3HayeHue OnucaHue

mru Llenoe uuncno |MRU 3Ha4veHme.

(config-if)> ip mru 1400
MRU saved.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface ip mru.

3.23.55 interface ip mtu

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YctaHoBUTb 3HavyeHne MTU Ha ceTeBom nHTepdeice. Npn yctaHoBneHnn
coeguHenusd no npotokony PPP (IPCP), ynaneHHoMy y3ny ByayT oTnpaBnaTbCcs
nakeTbl ykasaHHoro pasmepa MTU paxe ecnuv ToT 3anpocurnt MTU meHbLuero
3Ha4eHus.

KomaHga ¢ npecumkcom no cbpacbkiBaeT 3HavyeHne MTU Ha To, kKoTopoe 6bIno Ao
NnepBOro NPUMeHeHUs KOMaHAbI.

[a
Ja
Het

P

I (config-ify>  ip mtu wmtw

I (config-if)> no ip mtu

AprymeHT 3HaveHue OnucaHue

mtu Uenoe u4ucno |3HaveHne MTU. MoxeT npyHMMaTh 3Ha4YeHus
OT 64 0o 65535 BKNOUYUTENBHO.

(config-if)> ip mtu 5000

MTU saved.
Bepcus OnucaHue
2.00 [obaeneHa komaHga interface ip mtu.

3.23.56 interface ip remote

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

YCTaHOBUTb CTaTUYECKN agpec yaaneHHoro ysna.
Oa

Ja

Het

PPP
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHun

I (config-if)>  ip remote address)

I (config-if)> no ip remote

AprymeHT 3HaveHue OnucaHue

address IP-appec Agpec yganeHHoro ysna.

(config-if)> ip remote 192.168.2.19
Remote address saved.

Bepcus OnucaHue

2.00 [lobaeneHa komaHga interface ip remote.

3.23.57 interface ip tcp adjust-mss

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

YcTaHOBUTb OrpaHMYeHme MakcMarbHOro pasmepa CErMeHTa UCXOASALLNX CECCUN
TCP. Ecnu 3HaueHne MSS, koTopoe nepenaetcsi B norse 3aronoska SYN-nakeTos,
npeBbIlIaeT 3aJaHHoe, KoMaHaa MeHsieT ero. KomaHaa npumeHsieTcst K
NMHTepdency n aencTByeT Ha Bce ucxogsime TCP SYN-nakeTbl.

KomaHga ¢ npedymkCoM no OTMEHSIET AeNCTBUE KOMaHAbI.
Oa

Oa

Het

P

I (config-if)>  ip tcp adjust-mss (pmtu | inss> )

I (config-if)> no ip tcp adjust-mss

AprymeHT 3HayeHue OnucaHue
pmtu Knwyesoe YCTaHOBUTb BEPXHIO rpaHuuy MSS, paBHyto
C/10BO MUHUMansHoMy MTU Ha nyTu K yganeHHoMy
y3ny.
mss Uenoe uucno |MSS BepxHsa rpaHumua.

(config-if)> ip tcp adjust-mss pmtu
TCP-MSS adjustment enabled.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface ip tcp adjust-mss.
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maBa 3 OnucaHne KomaHp,

3.23.58 interface ipcp default-route

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

VMcnonb3oBaTb afgpec yaaneHHOoro yana Kak L3 No YMOYaHuio.
KomaHaa ¢ npedmrkcom no 3anpeLlaet UaMeHeHue LWm3a No yMOn4aHuio.
Oa

[a

Het

PPP

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHga interface ipcp default-route.

3.23.59 interface ipcp dns-routes

OnucaHue

Mpedukc no

MeHsieT HacTpoOMKuM
MHorokpaTHbI BBOA
Tun nHTepcpenca

CunHoncuc

Mpumep

Uctopusa nameHeHunmn

Vcnonb3oBaTb MapLpyTbl nonyyeHHble no /PCP. o ymonyaHuio HacTponka
BKITHOYEHA.

KomaHaa ¢ npedukcom no yoansieT HaCTPORKY.
Oa

Oa

Het

PPP

I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

(config-if)> ipcp dns-routes
DNS routes enabled

Bepcus OnucaHue

2.02 [o6GaeneHa komaHga interface ipcp dns-routes.
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Masa 3 OnucaHne KomaHp,

3.23.60 interface ipcp name-servers

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHTepcpenca

CunHoncuc

Mpumep

Uctopusa nameHeHunmn

3.23.61 interface ipcp vj

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

VMcnonb3oBaTb agpeca cepepoB DNS, nony4yeHHble no /PCP.

KomaHga ¢ npedmkcom no 3anpeLlaeTt ucnonb3oBaTtb agpeca cepsepos DNS
nonyyeHHsle no /PCP.

Ja
[a
Het

PPP

I (config-if)>

ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers

Using remote name servers.

Bepcus

OnucaHue

2.00

[o6GaeneHa komaHga interface ipcp name-servers.

BkntounTb cxaTtue 3aronoskoB TCP/IP metogom Ban AkobcoHa.

KomaHaa ¢ npednKcom no OTKIYaeT cxarme.

Oa
Ja
Het

PPP

I (config-if)>

ipcp vj [cid]

I (config-if)> no ipcp vj

AprymeHT 3HauyeHue OnucaHue
cid KnwyeBoe Bkntountb cxxatne Connection ID B
C/10B0O 3arofioBKax.

(config-if)> ipcp vj cid
V] compression enabled.
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maBa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

Network: :Interface: :PPP: done.

Bepcus OnucaHue

2.03 HobaeneHa komaHga interface ipcp vj.

3.23.62 interface ipv6 address

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

HacTtpoutb IPv6-agpec Ha nHtepderice. Ecnu ykasaH aprymeHT auto, agpec
HacTpanBaeTCcA aBTOMaTU4eCKN. BBO,EI, afpeca Bpy4Hyto Aenaet ero CtTatu4eCkmnm.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Ja
Oa
[a

I (config-ify>  ipv6 address ( (address> | auto)

I (config-if)> no ipv6 address [ <address» | auto]

AprymeHT 3HayeHue OnucaHue

address IPv6-agpec |Anpec DNS-cepsepa.

auto Kniouesoe BkntounTb AnHamMmM4eckoe HasHadYeHue
c/10B0O agpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface ipv6 address.

3.23.63 interface ipv6 force-default

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM

MHorokpaTHbIN BBOJ,

Mcnonb3oBaTtb nHTEpMENC B kKayecTse W3a no ymonyaHuo ans IPv6. Mo
YMOMYaHUIo NapameTp OTKITHOYEH.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
Oa

Het
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Masa 3 OnucaHne KomaHp,

Cunoncuce I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default
Mpumep (config-if)> ipv6 force-default

interface is forced to be the default IPv6 gateway
MCTopMﬂ N3MeHeHUn Bepcuﬂ OHMcaHMe

2.00 [ob6aeneHa komaHaa interface ipv6 force-default.

3.23.64 interface ipv6 name-servers

OnucaHue HactpouTtb nony4veHue uHgpopmaumm ot DNS. Ecnu ykasaH aprymeHT auto ,
Bkrtovatotcss DNS-3anpocsl DHCPV6.

KomaHga ¢ npedukcom no yganseT HaCTPONKY.
Mpedukc no Oa
MeHsieT HacTpouKu Ha

MHorokpaTHbI BBog  Hert

Cunoncue I (config-if)>  ipv6 name-servers (auto)
I (config-if)> no ipv6 name-servers [auto]
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
auto Knwyesoe BkntounTtb aBTOKOHGMrypauuio DNS.
c/10BO
Mpumep (config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.
MCTOpMﬂ M3MeHeHV|ﬁ Bepcuﬂ OnucaHMe

2.00 [obGaBneHa komaHaa interface ipv6 name-servers.

3.23.65 interface ipv6 prefix

OnucaHue HacTtpoutb generaumio npedumkca. Ecnu ykasaH aprymeHT auto , npedukc
3anpalumBaetcs Yepe3 DHCPv6G-PD.

KomaHga ¢ npenkcom no ygangeTt HaCTPONKY.

Mpedukc no Oa
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Ja

Het

I (config-if)>  ipv6 prefix («(prefix; | auto)

I (config-if)> no ipv6 prefix [ (prefix> | auto]

AprymeHT 3HauveHue OnucaHue

auto Kniouesoe BkntounTtb generaumio npedumkca.
c/i0BO

prefix Mpegukc YkasaTb npeduKc BPyYHYIO.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface ipv6 prefix.

3.23.66 interface ipv6cp

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkniounTb nogaepxky IPv6CP Ha aTane yCTaHOBNEHUA COeANHEHMS.
KomaHga ¢ npedukcom no otknoyaet IPv6CP.

Oa

Oa

Het

PPP

I (config-if)>  ipv6cp

I (config-if)> no ipvécp

(config-if)> ipvécp
IPv6CP enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface ipvécp.
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Masa 3 OnucaHne KomaHp,

3.23.67 interface Icp acfc

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

BknounTb cornacoBaHne napameTpoB CXXaTtus riosiell KaHarbHO20 ypoeHs Address
u Control.

KomaHga ¢ nperkcom no oTKMoYaeT AaHHYO OMNLMIO U BCe 3anpochl yaaneHHom
CTOPOHbI Ha cornacoBaHne ACFC OTKNOHATCS.

Ja
[a
Het

PPP

| (config-if)>  Lcp acfc [cid]

I (config-if)> no 1cp acfc

AprymeHT 3HayeHue OnucaHue
cid KnoyeBoe BkntounTb cxxatne Connection ID B
C/10B0O 3aronoBKax.

(config-if)> lcp acfc cid
ACFC compression enabled.

Network: :Interface: :PPP: done.

Bepcus OnucaHue

2.03 [obGaeneHa komaHga interface Icp acfc.

3.23.68 interface Icp echo

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

3apaTb NpaBuna TectMpoBaHusa coeanHenuns PPP cpegctBamn LCP echo.
KomaHga ¢ npedmkcom no otkntodaet LCP echo.

Oa

Oa

Het

PPP

I (config-if)>  lcp echo <intervals «count) [adaptive]

| (config-if)> no Lcp echo
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.23.69 interface Icp pfc

OnucaHue

Mpedoumke no

MeHsieT HacTpoWKu
MHorokpaTHbIi BBOA
Tun nntepcpenca

CunHoncuc

AprymeHTbI

AprymeHT

3HavyeHue

OnucaHue

interval

Lenoe uucno

WHTepsan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B Te4eHne ykasaHHOro
WHTepBana BpeMeHW OT yaaneHHON CTOPOHbI
He Gbin nony4eH LCP 3anpoc, e bygeTt
OTMpaBIrieH Takon 3anpoc ¢ oXnaaHmem
oreeTa LCP reply.

count

Lenoe uucno

KonnyecTBoO oTNpaBneHHbIX Noapsag
3anpocoB LCP echo Ha KoTopble He Oblin
nony4eH oteeT LCP reply. Ecnu count
3anpocoB LCP echo octanuch 6e3 oTBeTa,
coeguHeHue Byaet pasopBaHo.

adaptive

KnwyeBoe
CJ/10BO

Pppd 6yaet otnpaenaTts 3anpoc LCP echo
TONbKO B TOM Crny4yae, ecnv OT yaarneHHoro
yana HeT Tpadmka.

(config-if)> lcp echo 5 3

LCP echo parameters updated.

Bepcus OnucaHue
2.00 [obaeneHa komaHaa interface Icp echo.
2.06 [obGaeneH napameTp adaptive.

BknounTb cornacoBaHue napaMeTpoB cxatus rnosis Protocol e 3azonoskax PPP.

KomaHaa ¢ npedrkcoM no OTKMYaeT aHHY0 ONUMIo 1 BCe 3anpockl yaaneHHon
CTOPOHbI Ha cornacoBaHue PFC OTKNOHAOTCA.

Ha
Ja
Het

PPP

I (config-if)>

lcp pfc [cid]

I (config-if)> no 1cp pfc

AprymeHT 3HayeHue OnucaHue
cid KnwyeBoe Bkntountb cxatne Connection ID B
C/10B0 3arofioBKax.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> lcp pfc cid
PFC compression enabled.

Network: :Interface: :PPP: done.

Bepcus

OnucaHue

2.03

[o6GasneHa komaHaa interface Icp pfc.

3.23.70 interface mac access-list address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

[o6asntb MAC-agpec B cnncok npaeun unsrpaumm nHtepderica. Tun cnucka
JocTyna yctaHaenmBaeTcsa komaHgou interface mac access-list type.

KomaHga ¢ npedukcom no ygansiet ykasaHHbin MAC-agpec ns ACL.

[a
Da
Oa

Access Point

I (config-if)>

mac access-list address (address>

I (config-if)> no mac access-1list address (address»

AprymeHT

3HauyeHue

OnucaHue

address

MAC-agpec

MAC-agpec, koTopbin Heobxoaumo [ob6aBUTb
B ACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added

Bepcus

OnucaHue

2.00

[lobaeneHa komaHaa interface mac access-list address.

3.23.71 interface mac access-list type

OnucaHue

Mpedukc no
MeHsieT HacTpoWKu

MHorokpaTHbIN BBOA

YcTaHoBUTb TN CnncKa npasun dounstpauumn nHtepdenca. Mo ymonyaHuio tmn
He onpegeneH (MPUCBOEHO 3HaYeHnenone).

Het

[a

Het
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maBa 3 OnucaHne KomaHp,

Tun nHtepdpenca Access Point

CuHoncnc I (config-if)> mac access-list type (type»

AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
type none Tun cnucka npasun ouneTpauumn He
onpegeneH.
permit B cnmcok 6yayT nobaBnaTbCcsa TONbKO

paspelueHHble MAC-agpeca.

deny B cnucok 6yayT obaBnATbCst TONbKO
3anpeLleHHble MAC-agpeca.

Mpumep (config-if)> mac access-list type permit
set access-policy: permit

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface mac access-list type.

3.23.72 interface mac address

OnucaHue HasHauntb MAC-agpec Ha ykasaHHbIN ceTeBon nHtepdenc. Agpec 3agaercs B
LWecTHaauaTepmyHoM popmate 00:00:00:00:00:00. KomaHga no3songaet
yCTaHOBUTL MoboM agpec, HO NpeaynpexaaeT nonb3oBartens, eCnu B HOBOM
appece yctaHoeneH 6ut «multicast» unm cbpowen 6ut «OUI enforced».

KomaHga ¢ npedukcom no Bo3BpaliaeT nHtepdency ucxogHein MAC-agpec.

MpenynpexaeHve: MNameHeHne MAC-agpeca Ha nHtepderice Wi-Fi 3anpelueHo.

Mpedukc no Oa
MeHsieT HacTpouku [a
MHorokpaTHbii BBog  Hert
Tun nHtepdcpenca MAC

CuHoncuc I (config-if)> mac address (address)

I (config-if)> no mac address

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
mac MAC-agpec |Hosbin MAC-agpec nHtepdelica.
Mpumep (config-if)> mac address 3C:1F:6E:2A:1C:BA

MAC address saved.
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Masa 3 OnucaHne KomaHp,

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obasneHa komaHaa interface mac address.

3.23.73 interface mac address factory

OnucaHue HasHaunTb 3aBoackon MAC-agpec Ha ykasaHHbIN CETEBON UHTEpPdENC.
Mpedukc no Het
MeHsieT HacTpouKu Ha

MHorokpaTtHbii BBog  Hert
Tun nHtepcpenca MAC

Cunoncuc I (config-if)> mac address factory (name»

AprymeHThI AprymeHT 3Ha4yeHue ‘OnwcaHMe
name lan NHTepdericy byaet npmcBoeH "LAN"
MAC-agpec.
wan WuTepdericy byaoet npucsoeH "WAN"
MAC-agpec.
wlan5 WuTepdericy 6byanet npucsoeH "WLANS"
MAC-agpec.
Mpumep (config-if)> mac address factory lan

Core::System::UConfig: done.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface mac address factory.

3.23.74 interface mac clone

OnucaHue MpuceounTb nHTEpdericy MAC-agpec Bawwero K.
Mpecduke no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun uHTepdeinca MAC, IP

CuHoncuc I (config-if)>  mac clone
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> mac clone
MAC address saved.

Bepcus OnucaHue

2.00 [lobaeneHa komaHga interface mac clone.

3.23.75 interface modem connect

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHThI

Mpumep

UcTtopusa nameHeHun

Mogkntounte USB-moaem. MNepen BbINONHEHMEM KOMaHAbI HEOBX0ANMO
WHULManNn3nposaTb MogeM KoMaHaon modem init.

KomaHga ¢ npedmkCom no npepbiBaeT coeguHEHNE.
Oa

Oa

Het

UsbModem

I (config-if)>  modem connect ( dial (phone> | «string»)

I (config-if)> no modem connect

AprymeHT 3HayeHue OnucaHue
phone CTpoka TenedoHHbI HoOMep Ans Habopa.
string CTpoka lMponssonbHasa komaHaa.

(config-if)> modem connect dial *99#
Connect sequence saved.

Bepcus OnucaHue

2.00 JobaeneHa komaHga interface modem connect.

3.23.76 interface modem init

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA

Tun nHtepcpenca

[06aBNTL CTPOKY MHMLMANn3aLmMm Mogema Ha yKkasaHHy No3uLmio cnmcka index.
Ja

Da

Het

UsbModem

Keenetic Extra CnpaBo4YHUK kOMaHA

133




Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-if)>  modem init [ <index> ] (string»

| (config-if)> no modem init [ index> ]

AprymeHT 3HaveHue OnucaHue

index UYenoe uucno |Io3mumsi, HOMEpP CTPOKN Ha KOTOPYHO
BCTaBNAETCA yKa3aHHas CTpOKa.

string CTpoka CTpoka uHuumanvsauum mogema.

(config-if)> modem init 1 AT+CGDCONT=1,"IP","internet"
Initialization string inserted.

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface modem init.

3.23.77 interface modem timeout

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3apatb TaiMayT nogknioyeHus mogema. Hactponka ncnonb3yetcsa ans
MeONEeHHbIX MOAEMOB/COEANHEHNIA.

KomaHga ¢ npedukcom no yaansiet HaCTpOoKKY.
Ja

Oa

Het

UsbModem

I (config-if)>  modem timeout (timeout)

I (config-if)> no modem timeout

AprymeHT 3HavyeHue OnucaHue

timeout Llenoe uucno 3HayeHve TarimayTa B CEKyHOaXx.
MoxeT npuHMMaTh 3Ha4YeHns ot 1 o
600 BKJTHOUUTENBHO.

(config-if)> modem timeout 300
Network: :Interface: :UsbModem: "UsbModemO": connect timeout is »
300 seconds.

Bepcus OnucaHue

2.05 [obasneHa komaHaa interface modem timeout.
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maBa 3 OnucaHne KomaHp,

3.23.78 interface peer

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

HasHaunTb ngeHTumkaTop yaaneHHoro yana Kk KotTopomy 6yaeT ocyLecTBnsTbCA
nogknodeHne PPP. bonee TOYHbIM CMbICI HACTPOMKX 3aBUCUT OT TUna
nHTepgenca. Hanpumep, ana PPPoE komaHaa interface peer 3agaet nmsi
KOHLieHTpaTopa AgocTyna, a ana PPTP — nmsa yganeHHoro xocta unu ero IP-agpec.

KomaHga ¢ npeuKComM No OTMEHSIET HACTPOMKY.
Oa

Oa

Het

PPP

I (config-ify>  peer «peer;

I (config-if)> no peer

AprymeHT 3HayeHue OnucaHue

peer Crpoka WaoeHTudukatop yaaneHHon TOUKu

NOAKIKYEHUA.

(config-if)> peer 111
Core::Configurator: done.

Bepcus OnucaHue

2.00

[obGasneHa komaHaa interface peer.

3.23.79 interface ping-check profile

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

HasHaunTb nHtepdency npodpuns Ping Check.
KomaHaa ¢ npeuKcom no OTMEHSIET HACTPOMKY.
Oa

Oa

Het
I (config-if)>  ping-check profile «(profile»

I (config-if)> no ping-check profile

AprymeHT 3HaveHue OnucaHue

profile Ctpoka HasBaHune Ha3Hayaemoro npoduns.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> ping-check profile TEST
PingCheck::Client: added "ISP" to "TEST" profile.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa interface ping-check profile.

3.23.80 interface power

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YCTaHOBUTb MOLLHOCTb NepegaTtymnka gns pagno-nHrepdencos. MakcmmanbHas
MOLLIHOCTb Nepearymnka orpaHudeHa ero annaparHbiMy BO3MOXHOCTSIMU U
rocygapCTBEHHbIMM 3aKOHaMK 0 paanoces3un. [laHHas koMaHaa No3BoNsAET NULb
YMEHBLUNTb MOLLHOCTb MepeaaroLLero yCTpOMCTBa OTHOCUTENBHO €ro
MaKCMMaribHOM MOLLHOCTH, C LiENbi BO3MOXHOIO CHUXKEHNSA MOMEX Ans Apyrnx
YCTPOWCTB B 3TOM [ManasoHe.

Het
Ja
Het

Radio

I (config-if)>  power <power»

AprymeHT 3HayeHue OnucaHue

power lenoe 4ucno |MoWHOCTL NepeaaTymka B NpoLeHTax ot
MakcuMmMansHon moLluHocTu (oT 1 go 100).

(config-if)> power 90
Power level applied.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa interface power.

3.23.81 interface pppoe service

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

Ykasatb cnyx6y PPPoE. Ecnu cnyx6a He onpeaeneHa, To PPPoE-knnueHT Byner
MOAKMIOYEH K NPOM3BONbLHON cryxbe.

Oa
[a
Het

PPPoE
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHun

I (config-if)>

pppoe service (service»

I (config-if)> no pppoe service

AprymeHT

3HauyeHue OnucaHue

service

Ctpoka HassaHwne cnyx6bl PPPoE.

(config-if)> pppoe service test
Core::Configurator: done.

Bepcus

OnucaHue

2.05

[obaeneHa komaHaa interface pppoe service.

3.23.82 interface preamble-short

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Wcnonb3oBaTtb KOPOTKYtO rpeambyriy.

Oa
Ja
Het

Radio

I (config-if)>

preamble-short

I (config-if)> no preamble-short

(config-if)> preamble-short
Short preamble enabled.

Bepcus

OnucaHue

2.00

[obaeneHa komaHga interface preamble-short.

3.23.83 interface rekey-interval

OnucaHue

Mpedumkc no
MeHsieT HacTpoOMnKu

MHorokpaTHbI BBOA,

YkasaTtb nepunoa BpemMeHn mexay aBToMmaTtu4eCKMMn NSMeHEeHNAMN CEKPETHDLIX
Krnoden ons 00CTyna K CeTeBbIM yCTpOIZCTBaM.

KomaHga ¢ npemkcomM no OTKoYaEeT U3MEHEHNE KIHOYEN.

Oa
Ja

Het
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Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

WiFi
I (config-if)>  rekey-interval cinterval>

I (config-if)> no rekey-interval

AprymeHT 3HavyeHue OnucaHue

interval Uenoe uucno |3HaveHue B CeKyHOax nHTepBalria CMeHbl Krko4ya.

(config-if)> rekey-interval 3600

Network::Interface::Rtx::WifiMaster: Rekey interval is 3600 sec.

Bepcus OnucaHue

2.06 HobaBneHa komaHaa interface rekey-interval.

3.23.84 interface rename

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

HasHaunTb Npom3BonbHOE NMA ceTeBoMy MHTepdency. K nHrepgency MoxHo

obpaliaTbes No HoBOMY MMeHM Kak o ID.
KomaHga ¢ npedukcom no yaansiet HacTpOoKKy.
[a

Oa

Het

I (config-if)> rename (name>

I (config-if)> no rename

AprymeHT 3HavyeHue OnucaHue

name Crpoka HoBoe nmsa nHtepdeiica.

(config-if)> rename New_interface_name
Network::Interface::Base: "Bridge0": renamed to »
"New_interface name".

Bepcus OnucaHue

2.08 [obasneHa komaHaa interface rename.
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maBa 3 OnucaHne KomaHp,

3.23.85 interface rf e2p set

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBO,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

M3MeHUTb 3HaYeHne SYenkn naMmaT KanmbpoBOYHbIX AaHHbIX, HAXOOALWENCH No
cmeleHuto offset Ha 3HadyeHue value Onga ykasaHHOro nHTepdgenca.

Het

Het

Het

Radio

I (config-if) rf e2p set (offsets «values

AprymeHT 3HaveHue OnucaHue
offset lUecTran preprHoe| CMeLeHne suenkn namatn. MoxeT
yncsio npuHUMaTb 3HadveHnda ot 1EQ go 1FE.
value lbcHan preprH0e| HoBOE 3HaYeHue Ans 3anvcu B S4erky
4yucso namstu. MoXeT npMHMMaTh 3Ha4YeHus ot 0
no FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

Bepcus OnucaHue

2.04 [o6GasneHa komaHaa interface rf e2p set.

3.23.86 interface security-level

OnucaHue

YCcTaHOBUTb YpOBEHb GE30MacHOCTM A4Sl AaHHOTO MHTepdenca. YpoBHU
6e30nacHOCTM onpeaensioT NTOrMKy paboTbl MEXCETEBOIO 3KpaHa:

3

PaspelleHo ycTaHaBnmBaTh COeAUHEHWS B HanpaeneHun private — public.

3anpeLlleHo ycTaHaBnmMBaTb COeaUHEHUs], Npuxoasiwmne Ha nHtepdenc public,
T. €. B HanpaeneHuu public — private n public — public.

Camo yCTpOWCTBO NpUHNMAET CETEBbIE NMOAKITHOYEHNS (pa3peLLaeT yrpaBrieHne)
TOMbKO C MHTepencos private.

Mepenada gaHHbIX Mexay UHTepdercamm private moxeT 6biTb paspelueHa
UK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rmobanbHOro napametpa
isolate-private.

protected nHTepdencel He MMEKT JOCTYNa K YCTPONCTBY U APYrUM
private/protected nogceram, HO OHM UMeOT AocTyn K public nHtepdericam
N MHTEPHETY. YCTPONCTBO 0becnevmBaeT 3allmLLEHHbIM CErMEHTaM TOJSbKO
poctyn k cnyk6am DHCP n DNS.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

MpumevaHwue: Mo ymonyaHuio BCeEM BHOBb CO3[jaHHbIM MHTEpdencam
npucBanBaeTcs ypoBeHb be3onacHocTh public.

Cnmckn poctyna access-list umetot Gonee BbICOKUIA NPUOPUTET,
YeM YpOBHM 6e30MacHOCTH, MO3TOMY C MOMOLLIbIO HUX MOXHO
BBOOMWTb AOMOSNHUTENbHbIE NpaBuna punsTpaLmm NakeTos.

Het

Oa
Het

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha TO, YTO He CyLLEeCTBYET (PYHKLMUM NOMHOMO OTKIIOYEHNSI MEXCETEBOIO
3KpaHa,MOXHO OTKMOYaTh €ro Ha OTAENbHbLIX HanpasneHusx. JonycTum, Tpebyertcs
MOMHOCTbLIO paspeLLnTb Nepeaady AaHHbIX MEXAY «AoMallHen» ceTblo Home u
rnobansHon ceTbio PPPOEQ. [1na aToro oboum nHTepdencam Hy>kHO Ha3HauYnTb
YpOBeEHb Be3onacHocTh private n oTknounTb PyHKUMIO isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOEO security-level private
(config)> no isolate-private

MpumedaHwue: MexceTeBon aKpaH 1 TpaHCNAUMS agapecoB — OYHKUMN,
npegHasHavyeHHble Ang peleHns NPUHLMNManbHO pasHbIX
3agad. BkntodeHne NAT mexay uHtepdpericamm Home n PPPoOEQ
B KOHUrypauum, NokasaHHOW BbILLE, HE 3aKpbIBaeT AOCTYN B
ceTb Home co cTopoHb! rnobansHon cetn. [axe npu
BKIMFOMEHHON TpaHcnsuumM agpecoB koMaHaol ip nat Home
nakeTbl n3 PPPoEO GyaoyT cBOGOAHO NpoxoauTb B ceTb Home.

Bepcus OnucaHue
2.00 HobaBneHa komaHaa interface security-level.
2.06 [o6GasneH napameTp protected.

3.23.87 interface speed

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

HacTtpoutb ckopocTb Ethernet nHrepdeiica. No ymonyaHuio 3agaHo 3HavyeHne
auto.

KomaHga ¢ npedukcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
Ja
Oa

Het
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maBa 3 OnucaHne KomaHp,

Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.23.88 interface speed nonegotiate

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIX BBOA
Tun nHtepdpenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

Ethernet

|(conﬁg4ﬂ>

speed (speed»

I (config-if)> no speed

AprymeHT 3HayeHue OnucaHue
speed 10 10 M6uT/c.
100 100 M6uT/c.
1000 1 I'éut/c.
auto ABTOMaTM4ecKasi HacCTponKa CKOPOCTM!.

(config-if)> speed 1000
Network::Interface::Ethernet: Speed set to 1000.

Bepcus

OnucaHue

2.06.B.1

[obGaBneHa komaHaa interface speed.

OTKMOYNTL aBTOMATUYECKY HAaCTPOMKY CKOPOCTMU.

Komanpga c ﬂpe(bMKCOM No BKINKO4YaeT aBTOMaTUYECKYHO HaCTpOVIKy.

[a
Oa
Het

Ethernet

|(conﬁg4n>

speed nonegotiate

I (config-if)> no speed nonegotiate

(config-if)> speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernet0/0": »
autonegotiation will be disabled for fixed speed.

Bepcus

OnucaHue

2.08

[o6GaeneHa komaHaa interface speed nonegotiate.
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Masa 3 OnucaHne KomaHp,

3.23.89 interface ssid

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

YkasaTb nmsi 6ecnposogHor cetu (SSID) ansa nHtepdencos «b6ecnpoBogHasi
CTaHUMA» N «ToYKa gocTyna». B 3aBMCMMOCTM OT TUNa uHTepdenca 3sHayeHne
SSID obpabatbiBaeTcs No-pasHoOMy.

» [nsa Toukn poctyna SSID — Heobxoanmasa HacTporika, 6e3 KOTopor OHa He
OyoeT NnpvHUMaTh NOOKMIOYEHMS.

» [nga ctaHumm SSID onpepgensier, K kakow To4Ke JocTyna oHa byaet
noakntodaTbes. bes sagaHHoro SSID cTaHUMA MOXeT NogKnio4nTLCS K o0omn
[OCTynHon 6ecnpoBOAHON CETU MO CBOEMY YCMOTPEHMUIO.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.

Oa
[a
Het

SSID

I (config-if)>

ssid (auto | <ssid)

| (config-if)> no ssid

AprymeHT 3HaveHue OnucaHue

ssid CTpoka Nmsa 6ecnposogHou cetn (SSID).

auto Knoyesoe SSID 6ygeTt HasHa4yeH aBTOMaTUYECKU.
CJ10BO

(config-if)> ssid WIRELESS

SSID saved.
Bepcus OnucaHue
2.00 [obaeneHa komaHaa interface ssid.

3.23.90 interface switchport access

OnucaHue

Mpedukc no

MeHsieT HacTpouku

YctaHoButb naeHtudmkatop VLAN Ha nopTy ans paboTbl B pexxumMme goctyna.
Paspeluaet nepegady kagpoB ykasaHHoro VLAN B NOpT v BKAOYaeT yaaneHune
mapkepa VLAN n3 nepegaBaembix Kagpos.

KomaHga ¢ npedukcom no yoansieT HaCTPONKY.

Oa
[a
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maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Het

Port

| (config-if)>  switchport access vlan «vids

I (config-if)> no switchport access vlan

AprymeHT 3HauveHue OnucaHue

vid Lenoe uucno |Npentudpukatop VLAN docmyna. Moxet
npUHUMaThL 3HavyeHust ot 1 go 4094
BKITHOYMTENBLHO.

(config-if)> switchport access vlan 1
Network: :Interface::Switch: "GigabitEthernet0/0": set access »
VLAN ID: 1.

Bepcus OnucaHue

2.06 [obGaeneHa komaHaa interface switchport access.

3.23.91 interface switchport friend

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

HacTtpouTb ogHoHanpaeneHHbin VLAN ans rpynnoBoro Tpadduka B SONONHEHNE
kK VLAN docmyna. MopT moxeT 6biTb 4acTbio ogHoro VLAN docmyna. Komanga
BKIMOMAET nepeagpecauunio ncxogsuwiero Tpaduka c gpyroro VLAN docmyna
(HasbiBaemoro "friend"). MakeTbl "friend" nepenatotca 6e3 Tera.

KomaHga ¢ npedmkcom no yaansiet HaCTpOoKKy.
Oa

Oa

Het

Port

I (config-if)>  switchport friend vlan «vid)

I (config-if)> no switchport friend vlan

AprymeHT 3HayeHue OnucaHue

vid Uenoe uucno |peHntudukatop "friend" VLAN. MoxeT
NpUHUMaThL 3HavyeHust oT 1 o 4094
BKINIOYNTEMNBHO.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> switchport friend vlan 2
Network::Interface::Switch: "GigabitEthernet0/0": set friend »
VLAN ID: 2.

Bepcus OnucaHue

2.06 [o6GaeneHa komaHaa interface switchport friend.

3.23.92 interface switchport mode

OnucaHue

Mpedoumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbI BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTL pexum access unu trunk ans seiopanHHoro VLAN. Mo ymonyaHuto
YCTaHOBIIEH PEXUM access.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME MO YMOSTYAHUIO.
Oa

Ha

Het

Port

I (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

I (config-if)> no switchport mode

AprymeHT 3HaveHue ‘OHMCGHMG

mode access BknitounTb pexkum goctyna VLAN, To ecTb
TaKoW pexuMm, Koraa Yyepes NopT nepegarTcs
TONbKO HEMapKMpOBaHHbIe Kaapbl. Ha
BXxogsuwme kagpbl ctaButca mapkep PVID,
YCTaHOBMNEHHbIN KomaHaon switchport
access. [opT ABNAETCA BbIXOAHLIM TONBKO
ans VLAN c wgeHtudpumkatopom PVID. MNpu
nepegade kagpos B nopt, mapkep VLAN c
HUX CHUMAaETCS.

trunk BKNiOUMTb peXMM MynbTUMNIIEKCUPOBAHNS
VLAN, korga Yepes nopTt nepegarTcs Kagpbl,
npuHagnexawume Heckonbkum VLAN. Mpun
3TOM Kaxabl Kagp NoOMeYeH MapKkepoM.
Cnncok ngentndukatopos ceten VLAN, B
KOTOpble BXOAWUT NOpPT, yCTaHaBNMBaeTcs
koMmaHgon switchport trunk.

g-in-q Knwuyesoe BkniounTb ABOMHOE TernposaHue.
C/10B0

(config-if)> switchport mode access
Network: :Interface::Switch: "GigabitEthernet®0/1": access mode »
enabled.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

[obaeneHa komaHga interface switchport mode.

3.23.93 interface switchport trunk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

[o6asutb nopt Bo VLAN. Paspewmnte npuem n nepegavy kagpoB YkasaHHOro

VLAN B noprt, npnyem mapkep VLAN 13 nepegaBaembix KagpoB He yaanseTcs.
B pexume trunk gonyckaetcs fobasneHne nopta B Heckonbko VLAN.

KomaHgaa ¢ npedumkcom no yganset nopt n3 ykasaHHoro VLAN. Ecnuv

ncnonb3oBaTb koMaHay 6e3 aprymeHToB, nopT 6yaet yaaneH ns scex VLAN.

Ja
Oa
Ja
Port

| (config-if)>

switchport trunk vlan «vid»

I (config-if)> no switchport trunk vlan [ vid]

AprymeHT

3HauyeHue OnucaHue

vid

Uenoe uucno |geHtucukatop VLAN. [lnanasoH
OOonyCTUMbIX 3Ha4YeHun — ot 1 go 4094.

(config-if)> switchport trunk vlan 100
Network::Interface::Switch: "GigabitEthernet0/1": set trunk VLAN »

ID: 100.
Bepcus OnucaHue
2.06 [obGaeneHa komaHga interface switchport trunk.

3.23.94 interface traffic-shape

YcTaHOBUTL Npeden CKopoCTu Nepedayn AaHHbIX AN ykasaHHOro UHTepderica
B 06e cTOpoHbI. Mo yMonYaHMo CKOPOCTb He orpaHuyeHa.

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku

KomaHnga ¢ npeunkcom no yganaeTt HaCTPONKY.

Oa
Oa

MHorokpaTHbii BBog  Hert
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-if)>  traffic-shape rate (rate»

I (config-if)> no traffic-shape

AprymeHT 3HaveHue OnucaHue

rate Uenoe uucno |3HayeHne CKOpOCTM Nepeaayn SaHHbIX B
K6uTt/c. OrpaHnyeHue JomkHo 6biTh B
OunanasoHe ot 64 Kéut/c go 1 'out/c.

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

Bepcus OnucaHue

2.05 [obGaeneHa komaHaa interface traffic-shape.

3.23.95 interface tsp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca
BxoxpeHue B rpynny

CuHoncuc

UcTopus nameHeHunmn

Joctyn k rpynne koMmaHg Ans Hactpounkn TSP.
KomaHga ¢ npedmkcom no otknoyaet TSP.
Oa

Ja

Het

TunnelSixInFour

(config-if-tsp)

I (config-if)>  tsp

I (config-if)> no tsp

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface tsp.

3.23.95.1 interface tsp password

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku

HasHaunTb naponb Anga goctyna vyepes TSP.
KomaHga ¢ npedmkcom no yaanseT naporsb.
Oa
Oa
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maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Uctopusa nameHeHun

3.23.95.2 interface tsp prefix-length

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

UcTopusa nameHeHum

Het

TunnelSixInFour

I (config-if-tsp)>

password (password»

I (config-if-tsp)> no password

AprymeHT 3HauveHue OnucaHue

password Crpoka Maponb TSP.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface tsp password.

YkasaTb Heobxoaumyo anuHy npedukca.

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.

[a
[a
Het

TunnelSixInFour

I (config-if-tsp)>

prefix-length (length>

I (config-if-tsp)> no prefix-length

AprymeHT 3HayeHue OnucaHue

length Uenoe uucno |dnuHa npedukca. MoxeT NpuUHUMAaTh TONBKO
3Ha4veHus 48, 56 nnun 64.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface tsp prefix-length.

3.23.95.3 interface tsp server

OnucaHue

Mpedukc no

MeHsieT HacTpouku

IPv4-appec cepBepa, NonyyeHHbINn OT TYHHENBHOro cepsuca.

KomaHga c npedumkcom no yaansert IP cepsepa.

Ja
Oa

Keenetic Extra CnpaBo4YHUK kOMaHA

147




Masa 3 OnucaHne KomaHp,

MHorokpaTHbii BBog  Hert
Tun nHtepdpenca TunnelSixInFour

CuHoncuc I (config-if-tsp)>  server (server;

I (config-if-tsp)> no server

AprymeHThI AprymeHT 3Ha4yeHue OnucaHue

server IPv4-appec |IPv4-agpec cepsepa.
UcTopus nameHeHun Bepcus OonucaHue

2.00 [obaeneHa komaHga interface tsp server.

3.23.95.4 interface tsp user

OnucaHue YkasaTb MMs nonb3oBaTtens ans gocryna vyepes TSP.
KomaHaa ¢ npedukcom no ygansiet nvs.

Mpedukc no Oa

MeHsieT HacTpouku Oa

MHorokpaTHbi BBog  Hert

Tun nHtepdcpenca TunnelSixInFour

CuHoncuc I (config-if-tsp)>  user wser»

I (config-if-tsp)> no user

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
user CTpoka JlornH TSP.
MCTOpVISl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.00 [obGaeneHa komaHga interface tsp user.

3.23.96 interface tunnel destination

OnucaHue 3apatb yﬂ,aﬂeHHbIVl KOHeLl TYHHenA. Ecnn oH NCnosb3yeTcd COBMEeCTHO C
aBTOMaTU4eckum IPsec-coeguHeHneM, CBA3aHHbIM C TYHHEneMm, MHTep(beﬁC
CTaHOBUTCA MHNLMNATOPOM IPsec-coeanHeHus.

KomaHga ¢ nperKkcoM Nno OTMEHSET HACTPOMKY.

Mpedoumkc no Oa
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Ja
Het

Tunnel

I (config-if)>  tunnel destination «destination»

I (config-if)> no tunnel destination

AprymeHT 3HaveHue OnucaHue
destination CTpoka IP-agpec nnu gomeHHoe nMa yaaneHHoro
XxocTa.

(config-if)> tunnel destination ya.ru
Network: :Interface::Tunnel: "Gre@": destination set to ya.ru.

(config-if)> no tunnel destination
Network::Interface::Tunnel: "Gre0@": destination was reset.

Bepcus OnucaHue

2.08 [obaeneHa komaHga interface tunnel destination.

3.23.97 interface tunnel eoip id

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

3apatb ngeHtndmkatop EolP-TyHHens.
KomaHga ¢ npedmnkCoM no OTMEHSET HACTPOWKY.
Oa

Oa

Het

Eoip

| (config-if)>  tunnel eoip id (id>

I (config-if)> no tunnel eoip id

AprymeHT 3HayeHue OnucaHue

id Uenoe uucno |NpeHTudukaTop TyHHenNS.

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.
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Uctopusa nameHeHun

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHue

2.08 [o6GasneHa komaHaa interface tunnel eoip id.

3.23.98 interface tunnel source

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3apaTtb nokanbeHbIN KOHew, TyHHens. Ecnv oH ncnonb3yeTcs COBMECTHO C
aBTOMaTM4eckum /Psec-coeguHeHneM, CBA3aHHbIM C TYHHENEM, TO BKITHOYaETCA
pexum npuema coeguHeHun IPsec IKE Ha ycTaHoBNeHWe 3alunLeHHOro TyHHens.

KomaHaa ¢ npeduKcom no OTMEHSIET HACTPOMKY.
Oa

Ha

Het

Tunnel

I (config-if)>  tunnel source (auto | <interface) | <address>)

I (config-if)> no tunnel source

AprymeHT 3HayeHue OnucaHue

auto Knwyesoe YcTtaHoBUTE TekyLwnin paboTaroLwmn
CJ10BO WAN-unHTepdeiic.

interface Nms MonHoe umsa nHTepdenca nnm NCEBLOHNM.
MHTepperica

address IP-agpec JlokanbHbIN IP-agpec TyHHens.

(config-if)> tunnel source auto
Network: :Interface::Tunnel: "Gre0": source interface set to auto.

(config-if)> no tunnel source
Network: :Interface::Tunnel: "Gre0": source was reset.

Bepcus OnucaHue
2.08 [obaeneHa komaHaa interface tunnel source.
2.09 [obGaBrneH aprymeHT auto.
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maBa 3 OnucaHne KomaHp,

3.23.99 interface tx-burst

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb arperaumto naketoB Ha ypoHe Wi-Fi gpaneepa (Tx Burst). [No
YMONYaHUIo NapameTp OTKITHOYEH.

KomaHga ¢ npedrKCoM no OTKOYaET HAaCTPOWKY.
Oa

[a

Het

I (config-if)>  tx-burst

| (config-if)> no tx-burst

(config-if)> tx-burst
Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.

Bepcus OnucaHue

2.07 [obasneHa komaHaa interface tx-burst.

3.23.100 interface tx-queue

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

YcTaHoBUTbL pasmep odepeam MCXoOsLmMX NakeToB Ha nHTepdence. Mo ymonyaHuio
ycTaHoBneHo 3HadyeHve 1000.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME MO YMOSTYAHUIO.
Oa
Ja

Het

I (config-if)>  tx-queue (length,

I (config-if)> no tx-queue

AprymeHT 3HayeHue OnucaHue

length Lenoe uucno |OnvnHa ovepenm B npegenax ot 0 oo 65536.

(config-if)> tx-queue 255
Tx queue length saved.

Bepcus OnucaHue

2.02 [ob6aeneHa komaHga interface tx-queue.
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3.23.101 interface up

OnucaHue BknounTb ceTeBoOM MHTEPENC U 3anucaTtb B HACTPOMKM COCTOSIHUE «Up».

KomaHga ¢ npednkcom no oTKIoYaeT ceTeBol MHTepdheic 1 yaanseT «up» 13
HacTpoek. Takke MoXeT GbITb UCNonb3oBaHa komaHaa interface down.

Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Cunoncuc I (config-if)> up
| (config-ify> no up
Mpumep (config-if)> up
Interface enabled.
MCTopMﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [obGaeneHa komaHga interface up.

3.23.102 interface usb apn

OnucaHue HasHauuTb umsa Toukun goctyna (APN) ons USB-mogema B NDIS pexume. Mogem
nepesarpy>aeTcs nocrne NpMMeHeHNs KOMaHabl.

KomaHnga ¢ npeunkcom no yganaeTt HaCTPONKY.
Mpedoumkec no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Usb

CuHoncuc I (config-if)>  usb apn <apn>

| (config-if)> no ush apn

AprymeHThI AprymeHT 3HaueHue OnucaHue
apn CTpoka HassaHue To4kn goctyna.
Mpumep (config-if)> usb apn internet

Core::Configurator: APN saved
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.04 [obGaeneHa komaHaa interface usb apn.

3.23.103 interface usb device-id

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Hob6asuTb MHpopmaumio o mogenu un npoussoautene USB-mogema B nHTepderic.
OTO HeobXxoAMMO AN NPUBA3KM MOogema K UHTepdency.

Ecnu ectb unTepdenc UsbModem[N] ¢ coBnagatowmm DevicelD, 1o npu
NOOKIMOYEHNN MogeMa NPon3onaeT aBToMaTn4eckasi NPUBSA3Ka ero K MHTepdency.
Ecnu takoro nHtepdenca HeT, oH byaet co3gaH aBTtomatunyecku ¢ DevicelD
NoAaKItoYeHHoro moaema.

KomaHnga ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa

Ja

Het

Usb

I (config-if)>  usb device-id «vendor» cmodel»

| (config-if)> no ush device-id

AprymeHT 3HavyeHue OnucaHue
vendor CTtpoka NHdopmaumsa o npomssoaunTene.
model Crtpoka MHopmaums o mogenu mogema.

(config-if)> usb device-id 12d1 1001
Device ID saved.

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface usb device-id.

3.23.104 interface usb power-cycle

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIl BBOA

OTKNIOYMTL NUTaHWE Ha usb-MoaemMe Ha 3aaHHbIN NPOMEXYTOK BpEMEHN. OTa
(byHKLI,I/Iﬂ ncnonb3yeTca Ond annaparHoro 06poca usb-mogema B cny4vae
3aBUCaHuA.

Het
Het

Het
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Masa 3 OnucaHne KomaHp,

Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Usb

I (config-if)>  usb

power-cycle (pause»

AprymeHT

3HauyeHue OnucaHue

pause

Lenoe uucno |MpoOMEXYTOK BpEMEHUN OTKITOYEHUS]
usb-mMogema B MUINTIMCEKYHOAX.

(config-if)> usb power-cycle 3000
Core::Configurator: done.

Bepcus

OnucaHue

2.03

HobaBneHa komaHaa interface usb power-cycle.

3.23.105 interface wmm

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdpenca

CunHoncuc

Mpumep

UcTtopusa nameHeHun

Bkntounte WMM Ha
Ja

[a

Het

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm

uHTepdence.

WMM extensions enabled.

Bepcus

OnucaHue

2.00

JobaBneHa komaHga interface wmm.

3.23.106 interface wps

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

Tun nHtepcpenca

BkntounTb dyHKuMoHanbHocTe WPS.

Oa
Ha
Het

WiFi

154

Keenetic Extra CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

Cunoncuce I (config-if)>  wps
I (config-if)> no wps
Mpumep (config-if)> wps

WPS functionality enabled.

UcTopusi nameHeHnn Bepcus

OnucaHue

2.00

[obGaBneHa komaHga interface wps.

3.23.107 interface wps auto-self-pin

OnucaHue Bkntounts pexxum WPS auto-self-pin. o ymonyaHuio pexxum auto-self-pin BkriroyeH.

KomaHnga ¢ nperkcoM no OTKMNOYAET 3TOT PEXMM.

Mpedoumkc no Oa
MeHsieT HacTpoOMnKu Oa
MHorokpaTHbii BBog  Hert
Tun uHtepdeinca WiFi

CuHoncuc

I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network: :Interface: :Rtx::Wps: an auto self PIN mode enabled.

UcTopusi uameHeHnint  |Bepcusi

OnucaHue

2.04

[obGaeneHa komaHga interface wps auto-self-pin.

3.23.108 interface wps button

OnucaHue Hauatb npouecc WPS ¢ ncnonb3oBaHnem kHonku. Npouecc AnnTca 2 MUHYTHI,
UNN MeHbLLE, ecrnu CoeHEHNE YCTaHOBMEHO.

Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbi BBog  Hert

Tun nHtepdpenca WiFi
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThI

Mpumep

UcTtopusa nameHeHun

I (config-if)>  wps button «direction,

AprymeHT 3HayeHue OnucaHue
direction send OtnpaButb HacTporku Wi-Fi.
receive Monyuntb HacTponkmn Wi-Fi ot Keenetic Extra.

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcus

OnucaHue

2.00

[o6GasneHa komaHaa interface wps button.

3.23.109 interface wps peer

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

Hauatb npouecc WPS ucnonb3ysi PIN yganeHHoro ysna. Npouecc gnutes 2
MWHYTbI, UMM MEHbLLE, eCN COeQUHEHNE YCTaHOBIEHO.

Het
Het
Het

WiFi

I (config-if)>

wps peer «direction» <pin»

AprymeHT 3HayeHue ‘Onwcal-wle
direction send OtnpaButb HacTporku Wi-Fi.

receive Monyuntb HacTponkmn Wi-Fi ot Keenetic Extra.
pin Crtpoka ‘P|N-KOD, yaaneHHoro yana.

(config-if)> wps peer receive 99586683
Receiving WiFi configuration process started (peer PIN mode).

Bepcus

OnucaHue

2.04

[loGaBneHa komaHga interface wps peer.

3.23.110 interface wps self-pin

OnucaHue

Hauatb npouecc WPS ucnonssys PIN yctponcTsa. [Npouecc Anntca 2 MUHYTHI,
UNN MeHbLLE, eCrn COEQUHEHNE YCTaHOBIEHO.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3.24 ip arp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Het
Het
Het
WiFi

| (config-if)>

wps self-pin «directions

AprymeHT 3HauveHue OnucaHue
direction send OtnpaBuTb HacTporikn Wi-Fi.
receive Monyunts HacTpowku Wi-Fi ot Keenetic Extra.

(config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface wps self-pin.

3apatb cTatuyeckoe conoctaeneHue mexay I[P u MAC agpecamu ans XocTos,

He nogaepXxmBatomx guHammyeckuin ARP.

Komanga ¢ npedukcom no yganset 3anuck 13 tabnuubl ARP. Ecnn BbInonHWTL
KomaHpy 6e3 aprymeHToB, BeCb CnM1cok 3anvcenn ARP GyaeT ounLLeH.

Ja
Oa
Ja

I (config)>  ip arp «ip> mac»

I (config)> no ip arp[«ip»]

3HauyeHue

OnucaHue

AprymeHT
ip IP-agpec

IP-agpec B Buae 4eTbipéx
OEeCATUYHbIX Yncen, pasgenéHHbIX
TOYKaMu, COOTBETCTBYIOLLNI
nokanbHOMY afpecy.

mac MAC-apgpec

MAC-agpec B Buae LecTu rpynn
LeCTHaauaTepUYHbIX Lndp,
pa3aeneHHbIX ABOETOUUAMMN.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.25 ip dhcp class

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
BxoxageHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

3.25.1 ip dhcp class option

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku

MHorokpaTHbIi BBOA

(config)> ip arp 192.168.93.52 00:A0:CC:23:AF:4A
Network: :ArpTable: Static ARP entry saved.

Bepcus

OnucaHue

2.00

HobaeneHa komaHga ip arp.

[ocTyn Kk rpynne KkomaHg Ansa HacTpoviku BeHgop-kracca DHCP (60 onuust). Ecnn
Krnacc BeHJOPOB He HalaeH, KOMaHaa NblTaeTcs ero co3aathb.

KomaHga ¢ npedurkcom no yaanseT BolbpaHHbIN Knacc.

Ja

Het

Oa

(config-dhcp-class)

| (config)>

ip dhcp class «class»

I (config)> no ip dhcp class «class»

AprymeHT

3Ha4yeHue

OnucaHue

class

Crpoka

HasaHue BeHOOop-Knacca.

(config)> ip dhcp class STB-ZyXEL

Dhcp::Server: Vendor class "STB-ZyXEL" has been created.

Bepcus

OnucaHue

2.00

[obaeneHa komaHaa ip dhcp class.

YkasaTb 3Ha4deHue onumm 60 ans NPUCBOEHNA BEHOOP-KNnacca.

KomaHaa ¢ npedunkcom no yaansieT ykasaHHbIi Kriacc.

Oa
[a
Oa
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-dhcp-class)>

option (number; hex «data»

I (config-dhcp-class)> no option (number;

AprymeHT 3HavyeHue OnucaHue

number Uenoe uucno |Homep onumu. Cervac Ucnonb3yercsi TONbKO
3Ha4yeHue 60.

data CTpoka 3HayeHue onuuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus

OnucaHue

2.00

[obaeneHa komaHga ip dhcp class option.

3.26 ip dhcp host

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

HactpouTb cTtatuyeckyto npusasky IP-agpeca k MAC-agpecy xocta. Ecnu xoct
C YKa3aHHbIM MMEHEM He HaldeH, KOMaHAa nelTaeTcs ero co3patb. Ecnn
yKasaHHbI IP-agpec He BXOAMT B AMaAna3oH HX OQHOTO Myra, KoMaH4a COXPaHUTCS
B HacTpoWikax, Ho Ha paboty cepeepa DHCP He noBnusier.

KomaHga nossonsiet nomeHsTe MAC-agpec, 0cTaBuB NMpexHee 3Ha4YeHne
IP-agpeca, 1 HaobopoT — NomeHsITb IP-agpec, ocTaBuB NpexHee 3HadeHne

MAC-agpeca.

KomaHga ¢ npedmkcom no yaansieT XocT.

Ha
Ja
Oa

I (config)>

ip dhcp host chost> [mac ][ ip]

I (config)> no ip dhcp host <host)

AprymeHT

3HauyeHue

OnucaHue

host

Ctpoka

[Mpoun3BonbHOE NMSA XOCTa, UCMONb3yeTcst
ana ngentndmkaumm napsl MAC-IP B
HacTponKax.

mac

MAC-agpec

MAC-agpec xocta anga cratmdeckom
npuesasku IP-agpeca. Ecnu He ykasaH,
3HayeHue GepeTca M3 npegblayLlen
HaCTPONKM.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

AprymeHT 3HavyeHue OnucaHue

ip IP-agpec IP-agpec xocTa. Ecnu He ykasaH, 3HayeHune

GepeTcs 13 nNpeapblayLen HaCcTPOKN.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa ip dhcp host.

3.27 ip dhcp pool

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

Hoctyn k rpynne komang ans Hactporikn DHCP-nyna. Ecnn nyn He HangeH,
KOMaHAa NblTaeTcs ero cos3aatb. [Ana nyna 3agaetcsa cnucok DNS-cepsepos
(komaHga dns-server), W03 No ymonyaHuto (komaHaa default-router) n Bpems
apengbl (komaHza lease), a Takke agnanasoH guHamudecknx IP-agpecos (komaHaa
range).

Mocne HacTpolku NynoB Heobxoanmo BkNOYNTL cnyx0y DHCP ¢ nomoLbto
komaHabl service dhcp.

MoxHo co3gaTe He bonblie 32 nynos. MakcumaneHasa AnvHa MeHu nyna — 64
cumBona.

MpumeyaHne: B TekyLlen Bepcun cnuctembl peanu3oBaHa nogaepxka He
©onee ogHoro nyna Ha uHtepdgenc. [ins KoppekTHon paboThbl
cepsepa DHCP TtpebyeTcsi, 4ToObl grManasoH IP-agpecos,
YCTaHOBMNEHHbLIN KOMaHAoW range, NpuHaanexan cetu,
HacTpoeHHoW Ha ogHoM u3 Ethernet-nHtepdencos ycTponcTsa.

KomaHaa ¢ npedmkcom no yganser nyrn.
Oa

[a

Oa

(config-dhcp-pool)

I (config)>  ip dhcp pool name>

I (config)> no ip dhcp pool name»

AprymeHT 3HauyeHue OnucaHue

name Ctpoka Nmsa nyna DHCP.
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Mpumep

Uctopusa nameHeHun

(config)> ip dhcp pool test pool
pool "test pool" has been created.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ip dhep pool.

3.27.1 ip dhcp pool bind

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

Mpuessatb Nyn K ykazaHHOMY MHTepdency.
Oa

Ja

Hert

Ethernet

I (config-dhcp-pool)>  bind <interface»

I (config-dhcp-pool)> no bind <interfaces

AprymeHT 3HaveHue OnucaHue
interface Umsa MornHoe uma nHTepdenca unm NCesoHNM.
uHTEpPenica

(config-dhcp-pool)> bind GigabitEthernetl
pool "test pool" bound to interface GigabitEthernetl.

Bepcus OnucaHue

2.00 HobaeneHa komaHga ip dhcp pool bind.

3.27.2 ip dhcp pool class

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku

[ocTyn K rpynne komang 4nst HACTPOWKM BeHaop-knacca DHCP BbiGpaHHoro nyna
agpecoB. Ecnu knacc BeHOOPOB He HalAeH, KoMaH4a MbITaeTcs ero co3aaTtb.

[ns koppeKkTHON paboTbl UMS Kracca SOSMPKHO ObITb TakUM Xe, Kak U B KOMaHae
ip dhcp class.

KomaHga ¢ npedmkcom no ygansieT BbIOpaHHbIN Knacc.
Oa
Ha

MHorokpaTtHbii BBog [a
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Masa 3 OnucaHne KomaHp,

BxoxaeHue B rpynny  (config-dhcp-pool-class)

CuHoncue I (config-dhcp-pool)>  class «class»

I (config-dhcp-pool)> no class «class»
AprymeHThI AprymeHT 3HavyeHue OnucaHue

class CTpoka HasBaHne BeHOop-knacca.
Mpumep (config-dhcp-pool)> class STB-ZyXEL

Dhcp::Server: Vendor class "STB-ZyXEL" has been created.
VlCTOpVISl N3MeHeHUNn Bepcuﬂ OHMcaHMe

2.00 [o6GaeneHa komaHga ip dhcp pool class.

3.27.2.1 ip dhcp pool class option

OnucaHue YcTaHoBUTbL AONONHUTENbHbIE onunn ansa DHCP knueHTa B Cny4ae coBnageHund
BeHOOpP-Knacca.

KomaHga ¢ npenkcom no ygandeT ykasaHHyH Onumio.
Mpedoumkec no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

Cunoncuc I (config-dhcp-pool-class)>  option <number; <types «data»
I (config-dhcp-pool-class)> no option cnumber;
AprymeHThI AprymeHT 3HavyeHue OnucaHue
number 6 Onuus 6, DNS-cepsep.
42 Onumsa 42, NTP-cepsep.
43 Onumsa 43, nogpobHasa nHdopmaumsi o
npoussoauTere.
type ip Tun aprymeHTa data — IP-agpec. O1oT TMn He
ucnonb3yetcsa Ansa onuun 43.
hex Tun aprymeHTa data — wecTHaguaTepuyHoe
yucno.
data CTpoka 3Ha4yeHune onunn.
Mpumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1

Dhcp::Server: Option 6 is set to 192.168.1.1.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa ip dhcp pool class option.

3.27.3 ip dhcp pool debug

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

UcTopusa nameHeHum

[o6aBnTb 0TNagoYHbIE COOBLLEHNSI B CUCTEMHbIN XypHan. Mo ymonyaHuto
HaCTpoWKa OTKNYeHa.

KomaHga ¢ nperKCoM no OTKMOYaEeT OTNaakKy.
Ja
Oa

Het

I(config—dhcp—pool)> debug

I (config-dhcp-pool)> no debug

Bepcus OnucaHue

2.01

HobaeneHa komaHaa ip dhcp pool debug.

3.27.4 ip dhcp pool default-router

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHTbI

Mpumep

Hactpoutb IP-agpec wnto3a no ymonyanuio. Ecnu He ykasaH, To byger
NCnonbL30BaTbCs agpec, HacTpoeHHbIN Ha Ethernet-untepderice, onpegeneHHom
aBTOMaTM4eCkn ANng 3agaHHOro gvanasoHa range.

KomaHaa ¢ npedmnkCoM no OTMEHSIET HACTPOWKY.
Ja
Oa

Het

I (config-dhcp-pool)>  default-router address>

I (config-dhcp-pool)> no default-router

AprymeHT 3HauyeHue OnucaHue

address IP-agpec Afpec wno3a no yMmonyaHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa ip dhcp pool default-router.

3.27.5 ip dhcp pool dns-server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHThI

Mpumep

UcTtopusa nameHeHun

HactpouTtb IP-agpeca cepsepos DNS. Ecnu He yka3aH, To ByaeT Mcnonb30BaTbCa
agpec, HacTpoeHHbIn Ha Ethernet-uHtepdence, onpeaeneHHoM aBToMaTU4eCKU
ANS 3agaHHOro AvanasoHa range.

KomaHaa ¢ npedmKCoM no OTMEHSET HACTPOWKY.
Oa
Oa

Het

I (config-dhcp-pool)>  dns-server addressl> [ address2 ]

I (config-dhcp-pool)> no dns-server

AprymeHT 3HayeHue OnucaHue
addressl IP-agpec Appec nepsuyHoro DNS-cepsepa.
address?2 IP-appec Agppec BTopuyHoro DNS-cepsepa.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHga ip dhep pool dns-server.

3.27.6 ip dhcp pool domain

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

YkasaTb JOMEHHOE UMSsI, KOTOPOE KIMMEHT AOMKEH UCMOMNb30BaTh NPUY paspeLLeHm
nmeH vyepes DNS (option 15).

KomaHaa ¢ npeuKcomM no OTMEHSIET HACTPOMKY.
Oa
Ha

Het

I (config-dhcp-pool)>  domain «domain»

I (config-dhcp-pool)> no domain
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maBa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HayeHue OnucaHue
domain Ctpoka JlokanbHOEe JOMEHHOE UMS.
Mpumep (config-dhcp-pool)> domain zyxel.ru

Dhcp::Pool: Domain option has been saved.

UcTopusi nameHeHnn Bepcus

OnucaHue

2.05

[o6aeneHa komaHga ip dhcp pool domain.

3.27.7 ip dhcp pool enable

OnucaHue HauaTb ncnonwb3osatb nyn B cucteme.

Komanpa c I'Ipe(*)VIKCOM NO OTKJTIKO4YaeT UCnoJyib3oBaHMe nyna.

Mpedomkec no Oa
MeHsieT HacTpoOMnKu Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
Mpumep (config-dhcp-pool)> enable

Dhcp::Server: pool "111" is enabled.

UcTopusa nameHeHun Bepcus

OnucaHue

2.03

[o6GasneHa komaHaa ip dhep pool enable.

3.27.8 ip dhcp pool lease

OnucaHue Hactpoutb Bpemsi apeHabl IP-agpecos nyna DHCP.

Komanpa c I'Iped)I/IKCOM Nno yCTaHaBnMBaeT 3Ha4eHne no ymondaHuio, paBHoe

86400 cekyHA.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ha
MHorokpaTHbii BBog  Hert

CunHoncuc

I (config-dhcp-pool)>

I (config-dhcp-pool)> no lease

lease (leases
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Masa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HavyeHue OnucaHue
lease lenoe uucno |Bpems apeHabl B ceKyHOax.
Mpumep (config-dhcp-pool)> lease 100500

pool "test pool" lease has been changed.

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.00 [obGaeneHa komaHga ip dhcp pool lease.

3.27.9 ip dhcp pool range

OnucaHue HacTtpouTb AuanasoH guHamMuyecknx agpecos, BbiaasaeMblx DHCP-knueHTam
HekoTopow noaceTu. [lnanasoH 3agaeTcst Ha4anbHbIM N KOHEeYHbIM IP-agpecom,
nnbo HavanbHbIM agpecom u pasmepom. CeTeBo UHTepenc, K KoTopomMy byayT
NPVYMEHEHLI HAaCTPOKKM, BbIDMpaeTcst aBTomaTuiecku. Agpec BblopaHHOro
NHTepdenca Ucnonb3yeTcs B Ka4ecTBe LWo3a no ymonyaHuo u DNS-cepsepa,
ecnun He 3afaHbl apyrue agpeca komaHgamu ip dhep pool default-router u ip
dhcp pool dns-server.

KomaHga ¢ npedmkcom no yganseTt ananasoH.
Mpedomkec no Oa
MeHsieT HacTpoOMnKu Ja

MHorokpaTHbii BBog  Hert

Cuuoncue I (config-dhcp-pool)>  range <begins ( <end> | <size»)
I (config-dhcp-pool)> no range

AprymeHThI AprymeHT 3HayeHue OnucaHue
begin IP-agpec HavanbHbI agpec nyna.
end IP-agpec KoHeuHbIi agpec nyna.
size Lenoe uucno |Pasmep nyna.

Mpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [o6GasneHa komaHnga ip dhcp pool range.
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maBa 3 OnucaHne KomaHp,

3.27.10 ip dhcp pool update-dns

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

[o6GaenaTtb cratudeckme 3anncu B DNS-npokcu npm Beigaye DHCP-agpecos. B
KayecTBe MMeHM ncnornbayeTtcst uMsi xocta u3 DHCP-3anpoca. o ymonuaHuio

YHKUMS OTKIOYEHa.

KomaHga ¢ npedmnkcomM no oTKMoyaeT hyHKLNIO.

[a
[a

Het

I (config-dhcp-pool)>  update-dns

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

Bepcus OnucaHue

2.06 [o6GaeneHa komaHga ip dhcp pool update-dns.

3.27.11 ip dhcp pool wpad

OnucaHue

Mpedukc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Hactpoute DHCP onuunio 252 — npotokon WPAD. o ymon4yaHuio onuus

OTKJ1HOYEHAa.

KomaHga ¢ npernKcoM no OTKNYaeT HAaCTPOWKY.

Oa
Ha

Het

I (config-dhcp-pool)>  wpad wpad>

I (config-dhcp-pool)> no wpad

AprymeHT 3HayeHue

OnucaHue

wpad Crtpoka

URL-agpec npokcu-cepaepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.05 HobaeneHa komaHaa ip dhcp pool wpad.

3.28 ip dhcp relay lan

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA

CunHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHum

YkasaTb, Ha KakoMm ceTeBoM uHTepdence petpaHcnartop DHCP 6yget
obpabaTbiBaTh 3anNpoChl KNMEHTOB. MOXHO yka3aTb HECKOMbKO MHTEPdENCoB
«lany», Ans aTOro Hy>HO BBECTW KOMaHAY HECKOMbKO pa3, yka3as BCce Heobxognmble
NHTepEenCcsl N0 O4HOMY.

Komanga ¢ npedukcom no oTkntovaet petpaHcnatop DHCP Ha yka3aHHOM
nHtepdpence. Ecnm ncnons3oBatb koMaHay 6e3 aprymMeHTOB, pETPAHCNATOP
DHCP ©ygeT oTknto4eH Ha BCex MHTepdencax.

Ja
Oa
[a

I (config)>  ip dhcp relay lan cinterface»

I (config)> no ip dhcp relay lan [ interface]

AprymeHT 3HayeHue OnucaHue

interface Nms MonHoe ums N nceegoHUM nHTepdenca
nHTeppesica |Ethernet, Ha koTopom petpaHcnsaTop DHCP
OygeT NpMHUMaTh 3anpockl KIMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa ip dhcp relay lan.

3.29 ip dhcp relay server

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM

MHorokpaTHbIl BBOA

Ykasatb |IP-agpec cepsepa DHCP, Ha koTopbln peTpaHcnsaTop dyaet
nepeHanpaBnAaTb 3anpocChbl KIMEHTOB U3 nokKanbHoWn ceTu.

KomaHga ¢ npedukcom no yaansiet HacTpOKKY.
Da
Oa

Het
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maBa 3 OnucaHne KomaHp,

Cunoncuce I (config)>  ip dhcp relay server address)

I (config)> no ip dhcp relay server [ address ]
AprymeHTbI AprymeHT 3HaueHne |OnucaHue

address IP-agpec IP-agpec cepsepa DHCP.
Mpumep (config)> ip dhcp relay server 192.168.1.11

using DHCP server 192.168.1.11.
UcTopus usmeHeHnit  (Bepcus OnucaHue

2.00 [obGasneHa komaHnga ip dhcp relay server.

3.30 ip dhcp relay wan

OnucaHue YKkasblBaeT, yepes kakoh ceteBon nHtepdenc petpaHcnstop DHCP 6yget
obpawaTtbces K BoiwecTosiwemy cepeepy DHCP. B cucteme MoxXeT 6bITb TONBKO
OfVH UHTepdenc Takoro Tuna. Ecnu TouHbIM agpec cepBepa He ykasaH (CM. ip
dhcp relay server), 3anpockl 6yayT nepeaaBaTbCs LUMPOKOBELLATENBHO.
PekomeHayeTcs ykasbiBaTb agpec cepsepa.

KomaHga ¢ npedukcom no yaansieT HaCTPONKY.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbii BBog  Hert

Cunoncuc I (config)>  ip dhcp relay wan <interface,
I (config)> no ip dhcp relay wan [ interface]
AprymeHTbI AprymeHT 3HaueHne |Onucanue
interface Ums MMonHoe umsa unu NceeaoHMM nHTepdenca
nHteppesica |Ethernet, Ha koTOpbIN ByOoyT HanNpaBnNATLCS
3anpocbkl ot DHCP-knueHTOB.
MNpumep (config)> ip dhcp relay wan GigabitEthernetl
using WAN interface GigabitEthernetl.
UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 HobaeneHa komaHga ip dhep relay wan.
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Masa 3 OnucaHne KomaHp,

3.31ip ftp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

Mpumep

UcTopusa nameHeHum

pynna komaHa Ans HacTpoKku goctyna K ftp.
Het
Het
Het

(config-ftp)
I (config)>  ip ftp

(config)> ip ftp
(config-ftp)>

Bepcus OnucaHue

2.08 HobaeneHa komaHga ip ftp.

3.31.1 ip ftp permissive

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CunHoncuc

UcTopusa nameHeHun

Paspewntb goctyn k cepepy FTP ansa Bcex nonb3oBartenen 6e3 aBTopmsaLmm.
KomaHga ¢ npedukcomM no 3anpeLLaer Takon JOCTyn.

Oa

Oa

Het

I (config-ftp)>  permissive

I (config-ftp)> no permissive

Bepcus OnucaHue

2.08 [o6asneHa komaHaa ip ftp permissive.

3.31.2 ip ftp security-level

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

YcTaHoBUTL ypoBeHb 6e3onacHocTu FTP. Mo ymonyaHuio ycTaHOBMNEHO 3Ha4YeHne
private.

Het

Oa
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maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Het

P

I (config-ftp)>  security-level (public | private | protected)

AprymeHT 3HauyeHue OnucaHue

public Knioyesoe cnoso|Joctyn k FTP-cepBepy paspeLueH
ans public, private u protected

NHTEepPENCoB.

private Kniouesoe cnoso|Joctyn k FTP-cepBepy paspeLueH

ons private nHTepdencos.

protected Knwyesoe cnoso|[ocTtyn k FTP-cepBepy pa3peLleH
ans private u protected

MHTepdeNcos.

(config-ftp)> security-level protected
Ftp::Manager: Security level changed to protected.

Bepcus OnucaHue

2.08

HobaBneHa komaHaa ip ftp security-level.

3.31.3 ip ftp user

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

[o6aeuTb HOBOro nonws3oearens Ha FTP-cepeep.
KomaHga ¢ npedukcom no ygansieT nonb3oBaTernsi.
Ja

Oa

Ja

I (config-ftp)>  user <name»

I (config-ftp)> no user (name»

AprymeHT 3HayeHue OnucaHue

name Ctpoka Nmsa nonb3osaTtens.

(config-ftp)> user test_user
Core::Authenticator: User "test user" has been added.

Bepcus OnucaHue

2.08 [obGaeneHa komaHaa ip ftp user.
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Masa 3 OnucaHne KomaHp,

3.31.4 ip ftp user root

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

3.32 ip host

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

YKkasaTb AOMaLUHUI KaTanor nosnb3oBaTtens Ha cepeepe FTP.

KomaHga ¢ npedmkcom no cbpacbkiBaeT JOMALUHWUIA KaTanor yka3aHHOro

nonb3oBaTtens.

[a
[a

Het

I (config-ftp)>

I (config-ftp)> no user (name> root

user (name» root «directory>

AprymeHT 3HaveHue OnucaHue

name CTpoka Mms nonb3oBaTens, Yen AoMallHUIA KaTanor
HeobXxoaMMO HacTpOUT.

directory Ctpoka MyTb K AOMaLLUHEMY KaTanory.

(config-ftp)> user admin root E:\
Ftp::Server: a "admin" user root directory set to "E:\".

Bepcus

OnucaHue

2.08

[obGaBneHa komaHaa ip ftp user root.

[ob6aBnTb AomMeHHOe M 1 agpec B Tabnmuy DNS.

[a
Ja
Oa

I (config)>

ip host «domain» <address)

I (config)> no ip host [ <domain caddress> ]

AprymeHT 3HavyeHue OnucaHue
domain CTpoka [lomeHHoe nmsa xocrta.
address IP-agpec IP-agpec xocTa.
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

(config)> ip host zydata.local 192.168.1.22
Dns: :Manager: Added static record for "zydata.local", address »
192.168.1.22.

(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa ip host.

3.33 ip hotspot

OnucaHue

Mpedukc no

MeHsieT HacTpoOuKu
MHorokpaTHbI BBOA
BxoxaeHue B rpynny

CuHoncuc

Uctopus nameHeHumn

[ocTyn Kk rpynne komaHg, Ans HacTponkn Ynpaenenusa JomawHen CeTbio.
Het
Het
Het

(config-hotspot)

I(config)> ip hotspot

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa ip hotspot.

3.33.1 ip hotspot auto-scan interface

OnucaHue

Mpedouke no

MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

BknounTb poHOBOE CKaHMpPOBaHWE Ha 3agaHHOM UHTepdbeince. o ymonyaHuio
BKITHOYEHO.

KomaHga ¢ npedmkCoM no OTKMOYAET HACTPOWKY.
[a
[a
Oa
IP

I (config-hotspot)>  auto-scan interface cinterface,

I (config-hotspot)> no auto-scan interface <interface,
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue
interface Wmsi nHtepgesica|lNonHoe nmsa nHtepderica nnm
NCEBOOHMM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is enabled.

(config-hotspot)> auto-scan no interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHue

2.08 [obGaBneHa komaHaa ip hotspot auto-scan interface.

3.33.2 ip hotspot auto-scan interval

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

Tun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

3apaTtb nHTEpPBan NPOBEPKM XOCTOB, HAXOOALLMXCHA OHNalH.
KomaHga ¢ npedmkcom no Bo3BpaLlaeT 3Ha4eHe No yMOn4aHuio.
Oa

Oa

Het

P

I (config-hotspot)>  auto-scan interval <interval)

I (config-hotspot)> no auto-scan interval

AprymeHT 3HayeHue OnucaHue

interval Llenoe 4ncno WHTepBan ckaHMpOBaHUSA B
cekyHaax. o no ymonyaHuio
ncrionb3dyeTcsa 3HaveHue 30.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> auto-scan no interval

Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »
default.

Bepcus OnucaHue

2.08 [obGaeneHa komaHga ip hotspot auto-scan interval.
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3.33.3 ip hotspot auto-scan passive

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

Tun nHtepdenca

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHum

3afaTb CKOPOCTb MAaCCUMBHOTO CKaHMPOBaHWS B XOCTaX B CEKYHAY.

KomaHga ¢ npedunkcom no Bo3BpallaeT 3HaYeHne No yMOn4aHuio.

Ja
[a
Het

P

I (config-hotspot)>

auto-scan passive (rate; hps

I (config-hotspot)> no auto-scan passive

AprymeHT

3HayeHue

OnucaHue

rate

Lenoe uucno CKOpOCTb naccuBHOIo

CKaHnpoBaHUA. Mo YMOJI4aHUKo
ncnonb3yeTtcqa 3Ha4eHune 3.

(config-hotspot)> auto-scan

Hotspot::Discovery: :Manager:

(config-hotspot)> auto-scan

Hotspot::Discovery: :Manager:

passive 5 hps

Auto-scan rate is set to 5 hps.
no passive

Auto-scan rate reset to default.

Bepcus

OnucaHue

2.08

[obGaeneHa komaHga ip hotspot auto-scan passive.

3.33.4 ip hotspot auto-scan timeout

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepdpenca

CuHoncuc

YcTaHoBUTbL 0hhnaiHOBbIV TanMayT Ans XOcToB. [ocne ykaszaHHOro BpeMeHu
OTCYTCTBYIOLLUMIA XOCT yOanseTcs U3 cnmcka oGHapyXeHHbIX XOCTOB XOT-CNoTa.

KomaHpa c I'Ipe(*)VIKCOM Nno BO3BpallaeT 3Ha4YeHne no yMmo4aHuio.

Da
Oa
Het

IP

I (config-hotspot)>

auto-scan timeout (timeout)

I (config-hotspot)> no auto-scan timeout
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AprymeHTbl AprymeHT 3HayeHue OnucaHue

timeout Llenoe uucno OddbnanHoBbIV TaiMayT B CEKYHAAX.
Mo ymonuaHuio ncnonb3yercq
3HadeHune 35.

Mpumep (config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> auto-scan no timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »

to default.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe
2.08 [obGaBneHa komaHaa ip hotspot auto-scan timeout.

3.33.5 ip hotspot host

OnucaHue HacTtpouTtb npaBuna gocTtyna unv 6rnokMpoBKn Anst onpeaeneHHbIX KITMEHTOB
YnpaeneHus JomaluHeln CeTbto. [laHHble NpaBuia MMetoT 6ornee BbICOKMIA
NpUopUTET, YeM HacTpowka nonuTtuku Pasaen 3.33.6 Ha cTpaHuue 177.

Mpedukc no Het
MeHsieT HacTpouku Ja
MHorokpatHbii BBog [a
Tun nHtepdenca IP

Cunoncuc I (config)>  ip hotspot host (mac> (<access» | schedule (schedule)

AprymeHT AprymeHT 3Ha4yeHue OnucaHue

mac MAC-apgpec MAC-agpec xocta. XOoCT AOMmKeH
ObITb 3aperncTpnpoBaH 3apaHee ¢
NOMOLLIbIO KOMaHAbl known host.

access permit PaspelwunTb goctyn k cet IHTepHeT.
deny 3anpeTtntb JOCTYN K CETU VIHTEpHET.
schedule Ctpoka HasBaHue pacnucaHusi, CO34aHHOro
npv NOMOLLM Fpynbl KOMaHA,
schedule.
Mpumep (config)> known host Daddys-Tablet 54:e4:3a:8a:f3:a7

Core: :KnownHosts: New host "Daddys-Tablet" has been created.
(config)> ip hotspot
(config-hotspot)> host 54:e4:3a:8a:f3:a7 [Tab]

Usage template:
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Uctopusa nameHeHun

host {mac} (deny | permit | (schedule {schedule}))

Choose:
54:e4:3a:8a:f3:a7 deny
54:e4:3a:8a:f3:a7 permit
54:e4:3a:8a:f3:a7 schedule

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule applied to host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHue

2.06 [obGasneHa komaHaa ip hotspot host.

3.33.6 ip hotspot policy

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

Onpegenntb nonntuky Ynpaenenus [omaluHen CeTbio ans BbiIbpaHHOro
nHTepdenca. MNMonutrka NPUMEHSETCA KO BCEM XOCTaM, HE NMEKLLUM
cobcTBeHHOro npaeuna goctyna Pasgen 3.33.5 Ha cTpaHuue 176.

Monutrka no ymonyanuto: permit.
Oa
Oa
Oa
IP

I (config-hotspot)>  ip hotspot policy cinterfaces (access»

I (config-hotspot)> no ip hotspot policy cinterface»

AprymeHT 3HayeHue OnucaHue
interface Wms nHtepgesica|lNonHoe nvsa Ethernet nHtepdeiica
UNN NCEBOOHUM.
access permit PaspelumnTb gocTyn K ceTu HTepHeT.
deny 3anpeTtntb JOCTYN K ceTu VIHTEpHET.

(config)> ip hotspot
(config-hotspot)> policy Home [Tab]

Usage template:
policy {interface} {access}

Choose:
Home permit
Home deny
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(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06 [obGasneHa komaHaa ip hotspot policy.

3.33.7 ip hotspot wake

OnucaHue Otnpaeutb Wake-on-LAN nakeT Ha private n protected nHrepgenco xocta.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog Het
Tun nutepcpenca IP

Cunoncuc I (config)>  ip hotspot wake mac)

AprymeHTbI AprymeHT 3HaueHue Onucanue

mac MAC-apgpec MAC-agpec xocTa.
NcTopunsa nameHeHun Bepcus OnucaHue

2.08 [o6GaBneHa komaHaa ip hotspot wake.

3.34 ip http lockout-policy

OnucaHue 3agatb napameTpbl OTCNEXMBaHKSA MOMbITOK BTOPXEHUS NyTéM nepebopa naponei
HTTP gnsa nybnuyHbix nHtepdencos. Mo no ymonyaHuio yHKUMS BKITIOYEHA.

KomaHga ¢ npedmkcom no oTknoyaeT obHapyxeHue nogbopa.
Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog Het

Tun nntepcpenca P

(config)>  ip http lockout-policy <threshold> [«duration)

CuHoncuc
[cobservation-window]]

I (config)> no ip http lockout-policy
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AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

threshold Llenoe uucno KonuyecTtBo HeyaayHbIX NOMbITOK
Bxoga B cuctemy. o no ymonyaHuto
YCTaHOBIEHO 3HayeHue 5.

duration Lenoe uyucno MpooomkMTeNbHOCTL 3anpeTa

aBTopmsauun Ans ykasaHHoOro
IP-agpeca B muHyTax. Mo
YMOIMYaHU0 YCTaHOBIEHO 3Ha4YeHne
15.

observation-window

Lenoe u4ucno

MpoaonmkUTENLHOCTL HabnaeHNs
3a NoJ03pUTENbHOM aKTUBHOCTLIO B
MuHyTax. Mo ymonyaHuio
YCTaHOBIMEHO 3Ha4yeHue 3.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is reconfigured.

Bepcus OnucaHue

2.08 [o6GaeneHa komaHaa ip http lockout-policy.

3.35 ip http port

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

HasHauntb HTTP nopt gnsa Beb-nHTepderica Keenetic Extra. Mo ymonyanuio

ncrionb3yetcsa nopt 80.

KomaHpa ¢ I'Ipe(*)I/IKCOM Nno yCTtaHaBnMBaeT NopPT MO yMON4YaHUIO.

[a
Da
Het

P

I (config)>  ip http port «port,

I (config)> no ip http port

AprymeHT

3Ha4yeHue

OnucaHue

port

Lenoe uucno

Hosbin nopt HTTP.

(config)> ip http port 8080
Http::Manager: Port changed to 8080.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.08 HobaeneHa komaHga ip http port.

3.36 ip http proxy

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTtopusa nameHeHun

Hoctyn k rpynne komaHa ansa Hactponkv HTTP npoken. Ecnmn npoken He HangeH,
KOMaHga nblTaeTcs ero co3garb.

KomaHaa ¢ npedukcom no yaansiet Npokcu.
Ja

Oa

[a

(config-http-proxy)

I (config)>  ip http proxy name>

I (config)> no ip http proxy (name,

AprymeHT 3HaveHue OnucaHue

name CTpoka WUma HTTP npokcu.

(config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.

Bepcus OnucaHue

2.08 HobasneHa komaHga ip http proxy.

3.36.1 ip http proxy allow

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

YctaHoBuTb goctyn ans HTTP-npokecwn. Mo ymonyanuto, goctyn k HTTP-npokcu
3anpeLyeH.

KomaHga ¢ npedukcom no 3anpeLuaeT AoCTyn K MPOKCH.
Oa
Ha

Het

I (config-http-proxy)>  allow public

I (config-http-proxy)> no allow
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AprymeHThI AprymeHT 3HavyeHue OnucaHue
public Knwyesoe Ooctyn public gna HTTP-npokcwu.
c/oBo
Mpumep (config-http-proxy)> allow public

Http::Manager: Proxy security level is set to "public".

UcTopusa usmeHeHnt  (Bepcus OnucaHune

2.08 [o6GaeneHa komaHga ip http proxy allow.

3.36.2 ip http proxy domain

OnucaHue YcTaHoBUTb JOMEHHOE ums, onpegenstowee FQDN BupTyanbHOro xocta.
KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.

Mpedukc no Oa

MeHsieT HacTpouKu Oa

MHorokpaTHbIi BBog Het

Cunoncue I (config-http-proxy)>  domain static «domain»
I (config-http-proxy)> no domain
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
domain Crpoka [lomeHHOoe umsi.
Mpumep (config-http-proxy)> domain static zyxel.ru
Http::Manager: Configured base domain for proxy: TEST.
MCTOleﬂ NU3MeHeHUn Bepcuﬂ OnucaHue

2.08 [o6GaeneHa komaHga ip http proxy domain.

3.36.3 ip http proxy domain ndns

OnucaHue VMcnonb3oBatb JOMEHHOE MMs, nonyyYeHHoe oT cepBuca NDNS. Ecniv gaHHas
onumsa BKMYEHa, HacTpowka ip http proxy domain ctupaetcs.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
Mpedukc no Oa

MeHsieT HacTpouku Oa
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MHorokpaTtHbii BBog Het

CunHoncuc

Mpumep

UcTopusa nameHeHun

I(config—http—proxy)> domain ndns

I (config-http-proxy)> no domain ndns

(config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: TEST.

Bepcus OnucaHue

2.08 HobasneHa komaHga ip http proxy domain ndns.

3.36.4 ip http proxy upstream

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

YcraHoBuTb agpec HTTP-cepBepa, Ha KOTopbIi OyayT nepeHanpaBnATbCs
3anpockl.

KomaHaa ¢ npedukcom no yaansiet HaCTPONKY.
Oa
Oa

Het

I (config-http-proxy)>  upstream http caddress-type [«port)]

I (config-http-proxy)> no upstream

AprymeHT 3HaveHue OnucaHue
address-type mac Apnpec HTTP-cepBepa siBnaetcsa
MAC-agpecom.
ip Anpec HTTP-cepsepa — IP-agpec.
fqdn Appec HTTP-cepBepa — nonHoe JOMEHHoe
nUMS.
port Lenoe 4ucno |Homep nopra.

(config-http-proxy)> upstream http 192.168.1.1 8080
Http::Manager: Proxy "TEST" upstream was set.

Bepcus OnucaHue

2.08 [obGasneHa komaHaa ip http proxy upstream.
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maBa 3 OnucaHne KomaHp,

3.37 ip http security-level

OnucaHue YcTtaHoBUTb YpoBeHb 6e3onacHocT HTTP. o ymonyaHuio yCTaHOBNEHO 3HAaYEHMEe
private.

Mpedukc no Het

MeHsieT HacTpouku Ja

MHorokpaTtHbii BBog Het
Tun nHtepcpenca IP

Cunoncuc I (config)>  ip http security-level (public | private | protected)

AprymeHThI AprymeHT 3HayeHue OnucaHue
public Knwyesoe cnoso|foctyn Kk HTTP cepBepy paspeLueH
ans public, private n protected
MHTepdeNcos.
private Kniouesoe cnoso|Joctyn k HTTP cepBepy paspeLueH
Ans private nHTepgencos.
protected Knwyesoe cnoso|doctyn k HTTP cepsepy paspeLleH
ans private n protected
NMHTepdencos.
MNpumep (config)> ip http security-level protected

Http::Manager: Security level changed to protected.

UcTopus usmeHeHut  (Bepcus OnucaHue

2.08 [obGasneHa komaHaa ip http security-level.

3.38 ip http ssl enable

OnucaHue BkntounTtb SSL Ha HTTP cepsepe. o ymonuaHuio, SSL OTKMoYEH.
Komanga ¢ npecukcom no otkntovaet SSL.

Mpedukc no Oa

MeHsieT HacTpouku Ja

MHorokpaTtHbii BBog Het

Tun nHtepdpenca IP

CuHoncuc I (config)>  ip http ssl enable

I (config)> no ip http ss1 enable

Keenetic Extra CnpaBo4YHUK kOMaHA 1 83




Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config)> ip http ssl enable
Http::SslServer: SSL server was enabled.

Bepcus OnucaHue

2.07 [obGasneHa komaHaa ip http ssl enable.

3.39 ip name-server

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Hactpoutb IP-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBalOTCA CTATUYECKMMMI, B MPOTUBOMONOXHOCTb AMHAMUYECKUM —
3aperncTpupoBaHHbIM cryxbamu PPP wnn DHCP.

AKTUBHBLIMW, TO €CTb UCMOMNb3YyeMbIMW B AaHHbLIN MOMEHT agpecamMu, ABnATCA
Te, KoTopble BbiNK 3aperncTpupoBaHbl No3xe octanbHbIX. OBbIYHO cucTema
ncnonb3yeT agpeca, NonyyYeHHble HECKONbKUMU NOCHEaHNUMN YCNELIHO
nogknounswnmmcs cnyxxéamu PPP nnn DHCP. Ecnu Hn ogHa 13 cnyxo He
peructpupyet agpeca DNS akTnBHbIMK ByayT cTatnydeckme HacTponku. OgHako,
ecrnu nocne perncrpauumn auHaMum4eckux agpecos nonb3oBatenem 6oinm
N3MeHEeHbl CTaTU4YeCckne HaCTPOVKN, OHN CTAHOBATCH akTUBHbIMKW, NOKa He ByayT
3apervcTpupoBaHbl HOBblE AUHAMUYECKME agpeca.

ip name-server MOXXHO BBOAUTb MHOIOKpaTHO, ecinn TpeGyeTCﬂ HaCcTpoOUTb
HEeCKOINbKO agpecoB DNS-CepBepOB. Kpome TOro, KaXxgomy BBejeHHOMY agpecy
MO>XHO COMNOCTaBUTb OOHO UM HECKOJIbKO AJOMEHHbIX MMEH Ona pa60T|=| co
CI'IeLI,VI(bW-IeCKMMM 30HaMW, HanpuMep, nNokanbHbIMN NMEHaMUN B KOpI'IOpaTMBHOIZ
ceTun.

KomaHga ¢ npedukcom no yoansieT ykaszaHHbin agpec cepepa DNS n3
CTaTMYEeCKOro M akTMBHOMO CMMCKa, eCnv KOMaHaa AaeTcs ¢ apryMmeHTamm, nmbo
o4YMLIaeT CNMCOK CTaTUYEeCKUX aapecoB, eCnNn KoMaHaa Aaetcs 6e3 aprymeHToB.

Oa
Oa
Ja

I (config)>  ip name-server <address» [ «domains [on <interface>]]

I (config)> no ip name-server [ <address» ] [ «domains [ on <interface>]]

AprymeHT 3HaveHue OnucaHue
address IP-agpec Appec cepBepa NMEH.
domain CTpoka [omeH, ansa kotoporo 6yaeT ncnonb30BaTbCs

cepsep. DNS-npokcu npu paspelueHun
MUMeHU B NepByto ovepenpb BelibnpaeT agpec
cepBepa ¢ Hanbonee GrmM3knm K 3anpocy
OomMeHoM. Ecnn gomeH He ykasbiBaTb,
cepBep GyaeT Mcnonb3oBaThCs Anst BCeX
3anpocos.
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Mpumep

Uctopusa nameHeHumn

3.40 ip nat

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HavyeHue OnucaHue
interface Nms Nms nHTepdenca ans HaCTpomKu.
MHTEepdelica

(config)> ip name-server 192.168.1.33
added name server 192.168.1.33, domain (default).

Bepcus OnucaHue

2.00 [oGaBneHa komaHga ip name-server.

BknounTb TpaHCNSLUMIO «NOKanbHbIX» afpecoB ceTu network unu cetu 3a
nHTepdgencom interface. Hanpumep, komaHga ip nat Home o3Hauvaert, yto
015 BCcex NakeToB U3 ceTn Home, npoxoasiumx Yepes mapLupyTmusatop, byger
BbINOSTHEHA NOAMEHA aApECOB NCTOYHMKA.

Ja
Oa
Ja
IP

I (config)>  ip nat («interface) | <address» mask>)

I (config)> no ip nat («interface) | caddress» mask>)

AprymeHT 3HauyeHue OnucaHue
interface Nms Nmsa nHTepdenca ncrovHuka (nonHoe mms
MHTepgesica |NHTepdenca unu NCeBAoHUM).
address IP-agpec BmecTte ¢ mackon mask 3apgaeTt gnanasoH
IP-agpecoB nctovHuKa, nognexawmx
TpaHCAsIUMM.
mask IP-macka Macka guanasoHa TpaHcnauun. Ectb aBa

cnocoba BBOAa Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B BUAe
BuToBOM ANWHBI Npedukca (Hanpumep, /24).

(config)> ip nat PPTPO
NAT rule added.

Bepcus OnucaHue

2.00 [obGaBneHa komaHga ip nat.
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3.41 ip route

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

[o6aBnTb B Tabnuuy MapLipyTnsaumm CTaTU4eckuin MapLupyT, KOTOpbI 3agaeT
npasuno nepegayn IP-naketoB Yepes onpeaeneHHbIn L3 UK CETEBON

UHTepdenc.

B kauecTBe CETM Has3Ha4YEeHNA MOXHO YKa3aTtb Krnr4yeBoe CIioBO default. B atom
cny4ae 6y,u,eT COo3aH MapLwpyT no ymMmoJ14aHuio.

KomaHga ¢ npedukcom no yaansiet MapLupyT ¢ yka3aHHbIMU NapaMeTpamu.

Oa
[a
[a
IP

(config)>

ip route ( <network> tmask> | chost> | default) ( (gateway> [
interface]|«interface))[auto] [metric]

(config)> no ip route ( <network> tmask> | chost> | default) [ <(gateway> |
<interfaces>][metric]

AprymeHT

3HavyeHue

OnucaHue

network

IP-agpec

IP-agpec ceTn HasHa4eHus.

mask

IP-macka

Macka ceTn HasHaueHus. EcTb aBa cnocoba
BBOJA MacKuW: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) n B Buage
BuToBOI ANWHbLI Npedukca (Hanpumep, /24).

host

IP-agpec

IP-agpec y3na HasHaveHus.

default

KnwyeBoe
CJ10BO

|/|CI'IOJ'Ib3y€TCFI Ona 3agaHma MapLupyToB Mo
YMOJTHaHUIO.

interface

Ums
MHTEepdelica

MonHoe ums nHTepderca nnm NCEBAOHNM.
YkasblBaeTCcH B Ka4eCTBe HanpasBrneHus
nepegaqn NakeToB, ECNN K MHTEPENCY
MOAKITFOYEH KaHan TovKa-To4ka, He
TpebytoLwuin JONONHUTENLHOM agpecaumm
BHYTpU KaHana.

Ecnu Ha nHTepdence ycTaHoBMNEH NpuopuTeT
interface ip global, mapwpyTt go6aensercs
B CUCTEMHYI0 Tabnuuy TONMbKO B TOM Criyyae,
€CIn He CyLLIeCTBYET ApYyroro MapLupyTa ¢
TEM e aJPECOM Ha3HauYeHns 1 6oMbLIUM
NpUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLupyTumsatopa B
HEernocpeaCTBEHHO MOAKMIOYEHHON CETHU.
MoxeT ObITb 3aaH BMECTE C UMEHEM
uHTepdenca, ecnu Tpebyerca ykasaTb
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Mpumep

Uctopusa nameHeHunmn

AprymeHT 3HavyeHue OnucaHue

npuoputeT interface ip global. Ecnu
MHTepenc He yka3aH, OH onpeaernsieTcs
CUCTEMOW aBTOMATUYECKM U3 TEKYLLIMX

HacTpoexk IP.
auto Kniwyesoe Mo3Bonser NpMMEeHWUTb MapLIpyT TOTAaA,
c/10BO Korga cTaHeT JOCTYNEeH yKa3aHHbIA B HEM
LLISTHO3.
metric Yenoe uucno |Metpuka mapLupyTa. B TekyLen peanvsaumm
UrHOpUpyeTcs.

(config)> ip route default Home
static route added.

Bepcus OnucaHue

2.00 [loGaBneHa komaHga ip route.

3.42 ip search-domain

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

UcTopusa nameHeHun

YKkasaTb JOMEH NovcKka 4118 pa3peLleHnst HENOMHbIX MMEH XOCTOB.
KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.

Oa

Ja

Het

I (config)>  ip search-domain «domain)

I (config)> no ip search-domain

AprymeHT 3Ha4yeHue OnucaHue
domain Ctpoka [lomeHHoe nms.
Bepcus OnucaHue

2.00 [obaeneHa komaHga ip search-domain.

3.43 ip static

OnucaHue

Cospgatb npaBuno TpaHcnAumMm nokaneHbiX IP-agpecos B rmobanbHbie nnm
HaobopoT. Ecnn interface unn network cooTBETCTBYET NHTEPENCY C YPOBHEM
6esonacHocTn public, To ByAeT BbINONHATLCA TPAHCAALUMA agpeca HasHavyeHns
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepdcpenca

CuHoncuc

AprymeHTbI

(DNAT). Ecnu to-address cooTBETCTBYET UHTEPJIENCY C YPOBHEM BE3onacHOCTU
public, To 6yaeT BbINONHATLCS TpaHCNAUNA agpeca uctodHmka (SNAT). Homep
nopta TCP/UDP Bcerga paccmaTtpuBaeTcs Kak nopT HasHaYeHus.

Ecnu network cooTBeTCTBYET OHOMY afpecy, U 9TOT afpec paBeH to-address,
TO Takoe npasuno ByaeT 3anpeLlaTb TPaHCNALMIO yKasaHHOro aapeca, Kotopas
morna 6bl 6bITh BbiNOMHEHa UCXOAs U3 3aAaHHbIX npasun ip nat.

ip static npasuna nmetot 6onee BLICOKUIA MPUOPUTET NO CPABHEHMIO C MPaBMIamm
ip nat.

Oa
Oa
Oa
IP

(config)>  ip static [tcp | udp] («interface|(address;s masks)) ((
«port> through cend-port, (to-address»)|(«port> to-address) [«to-port>])
| cto-address»)

(config)> no ip static [[tcp | udp] (<interface; | («address> tmask»)) ((
«port> through cend-port, (to-address»)|(«port>to-address)[«to-port>])
| cto-address» )]

AprymeHTr 3HayeHue ‘Onwcal-wle
protocol tcp TCP.
udp UDP.
interface Nms Nmsa BxogHoro nHtepdpenca (nonHoe nvis
MHTEepgelica |MHTepdeica Unu nNCeBgoHNM).
address IP-agpec BmecTte ¢ mackon mask 3agaet ananasoH
IP-agpecoB HasHayeHus, nogsnexaimx
TpaHCASUMMN.
mask IP-Macka Macka gmanasoHa TpaHcnauuu. Ecte aBa

crnocoba BBOAa Macku: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) u B BMAe
BuTOoBOM ANWHbLI Npedukca (Hanpumep, /24).

port Uenoe uucno |Homep nopta TCP/UDP, Ha koTOpbI
NPUXOaUT 3anpoc, NOASIEXALLUA TPAHCIALMN.
Ecnu He ykasaH, TpaHcnsaums byget
BbINOMHATHCS ANl BCEX BXOASALLMX 3arpoCcoB.

end-port Yenoe uucno |OkoH4YaHWE guana3oHa NopToB.

to-address IP-appec AOpec Ha3Ha4YyeHus nocne TpaHCNAUuu.

to-port UYenoe uucno |Homep nopta TCP/UDP nocne TpaHcnsauuu.
Ecnu He yka3aH, NOpT Ha3Ha4YeHusi OCTaeTcs
NPEXHUM.
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Mpumep

Uctopusa nameHeHumn

MycTb MMeeTCca MapLUpyTU3aTop MEXAy «IioKanbHom» ceTbio 172.16.1.0/24
(ypoBeHb 6e3onacHocTu private) u «rnobanbHony cetbio 10.0.0.0/16 (ypoBeHb
6esonacHocTn public). Tpebyetca, 4TobbI BCe 3anpockl, Npuxogsiume Ha
«rnobarnbHbIA» MHTEPENC STOro MapLIpyT13aTopa Ha nopT 80, TpaHCIMPOBaNMCh
Ha «JloKanbHbINY cepBep c agpecom 172.16. 1. 33. [NocnegosatenbHOCTbL KOMaHA,
peanuayroLLmMX TaKylo CXeMY, MOXET BbIrMsAeTb Tak:

interface Home
ip address 172.16.1.1/24
!
interface Internet
ip address 10.0.0.1/16
ip global 1
!
ip nat Home
ip static tcp Internet 80 172.16.1.33 80

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa ip static.

3.44 ip telnet

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
BxoxaeHue B rpynny

CuHoncuc

UcTopusa nameHeHum

[ocTtyn Kk rpynne komaHa ons ynpaesneHuna Telnet-cepsepom.
Het
Het
Het

(config-telnet)

I (config)>  ip telnet

Bepcus OnucaHue

2.08 [obGaeneHa komaHga ip telnet.

3.44.1 ip telnet lockout-policy

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

3apaTb napamMeTpbl OTCAEXUBaAHNS NOMbITOK BTOPXEHUS nyTéM nepebopa napornen
Telnet ansa ny6nuyuHbIX MHTEpdencos. Mo No ymonyaHmio yHKUUSA BKIIOYEHA.

KomaHaa ¢ npedukcom no oTkroyaeT obHapyeHue noabopa.

Ja
Oa

Het
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Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHumn

P

[cobservation-window]]

| (config)>  ip telnet lockout-

policy <threshold; [«duration»

I (config)> no ip telnet lockout-policy
AprymeHT 3HavyeHue OnucaHue
threshold llenoe uucno KonuyecTtBo HeyaayHbIX NOMbITOK

BXO4a B CUCTEMY. Mo no YMOJI4aHUK
YCTaHOBMNEHO 3Ha4YeHne 5 .

duration Llenoe uucno MpoaomkMTenbLHOCTL 3anpeTta

aBTOpM3aLUmMKn ANs YKa3aHHOro
IP-agpeca B muHyTax. o
YMOMYaHUI0 YCTAHOBIEHO 3HaYeHne
15.

observation-window |ljesioe uyucno MpopomkMTensHOCTL HabnoaeHus

3a NoJo03pUTENBHON aKTUBHOCTLIO B
MuHyTax. 1o ymonyaHumto
YyCTaHOBMNEHO 3Ha4YeHune 3 .

(config)> ip telnet lockout-

Telnet: :Manager: Bruteforce

policy 10 30 2
detection is reconfigured.

Bepcus OnucaHue

2.08 [o6GaeneHa komaHaa ip telnet lockout-policy.

3.44.2 ip telnet port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbl

HasHauutb nopt ans telnet-coeamHerust. Mo ymonyaHuio Ucrnosnb3yeTcs HoMep

nopra 23.

Komanpa c ﬂpe(bMKCOM no yCtaHaBnMBaeT HOMeP NopTa B 3Ha4YeHune no

YMOYaHuo.
Ja
Oa

Het

I (config-telnet)>  port <number;

I (config-telnet)> no port

AprymeHT 3HauyeHue

OnucaHue

number Lenoe wucno

Homep nopta. MoxeT npMHMMaTh 3Ha4YeHus
B npegenax ot 1 go 65535 BkNtoUMTENBHO.
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.08 HobaeneHa komaHaa ip telnet port.

3.44.3 ip telnet security-level

OnucaHue YctaHoBUTh ypoBeHb Ge3onacHocTu Telnet. o ymonyaHuio yctaHOBNEHO
3HayeHue private.

Mpedukc no Het
MeHsieT HacTpoMnKu Ja
MHorokpaTtHbii BBog Het
Tun nHtepdpenca IP

Cunoncuc I (config-telnet)>  security-level (public | private | protected)

AprymeHThI AprymeHT 3HaueHue OnucaHue
public Kniouesoe cnoso|Joctyn k Telnet-cepeepy paspeLueH
ans public, private n protected
NHTEepENnCcoB.
private Knwyesoe cnoso|docTyn k Telnet-cepepy paspelueH
ans private nHtepdgencos.
protected Kniouesoe cnoso|Qoctyn k Telnet-cepsepy paspeLueH
ans private n protected
MHTepdeNcos.
Mpumep (config-telnet)> security-level protected

Telnet: :Manager: Security level changed to protected.

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.08 HobaeneHa komaHaa ip telnet security-level.

3.44.4 ip telnet session max-count

OnucaHue YCTaHOBUTb MakCMmMarnbHOE YNCII0 OOHOBPEMEHHbIX CECCUN ANis
telnet-coeguHeHus. o ymonyaHuio NCNOMb3yTCA MakCUMyM 4.

KomaHga ¢ npemkcomMm no yctaHaBnmMBaeT KONMYECTBO CECCUN NO YMOMYaHUIO.
Mpedukc no Oa
MeHsieT HacTpounku Oa

MHorokpaTtHbii BBog Het
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-telnet)>  session max-count ccount»

I (config-telnet)> no session max-count

AprymeHT 3HaveHue OnucaHue

count UYenoe umcro |MakcmmansHOE YMCro OQHOBPEMEHHbIX
ceccuii. MoxXeT npuHMMaTh 3Ha4YeHns B
npegenax ot 1 4o 4 BKIHOYNTENBHO.

(config-telnet)> session max-count 2
Telnet::Server: the maximum session count set to 2.

Bepcus OnucaHue

2.08 [obGaeneHa komaHga ip telnet session max-count.

3.44.5 ip telnet session timeout

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

YcTaHoBUTL BpewmA CcyuleCTtBoBaHUA HeakTUBHOW ceccun ans telnet-coegmHeHus.
Mo YMOJ4aHUIo TaVIMaYT paBeH 0, YTO 3HAYUT YTO beHKLI,MFI OoTCnexunBaHnA
aKTUBHOCTU BHYTPU CECCUN OTKITHOYEHa.

KomaHga ¢ npednkcomM no ycTaHaBnMBaeT TanmMayT No yMOMYaHuIo.
Ja
[a

Het

I (config-telnet)>  session timeout (timeout)

I (config-telnet)> no session timeout

AprymeHT 3HavyeHue OnucaHue

timeout lenoe uucno |Bpems CyLecTBOBaHUSA HEAKTUBHOW CECCUM.
MoxeT npuHMMaTh 3Ha4YeHUsa B gManasoHe
oT 5 go 2321 CEKYH[, BKITIOYUTENBHO.

(config-telnet)> session timeout 6
Telnet::Server: a session timeout value set to 6 seconds.

Bepcus OnucaHue

2.08 [obaeneHa komaHaa ip telnet session timeout.
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3.45 ip traffic-shape host

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YcTaHOBWTL Npeaen CKopoCcTy Nepefayr AaHHbIX ANS YKasaHHOMo YCTPOMCTBa
JAoMalLHel ceTn B 06e CTOpOHbI. [0 yMONYaHuio CKOPOCTb He orpaHnyeHa.

KomaHpa c I'Ipeq)I/IKCOM no yganaert HaCTDOI;IKy OnAa ykasaHHoro yCTpOIZCTBa. Ecrn
BbIMNOJTHATbL KOMaHAOY bes aprymeHToB, BCe OorpaHn4yeHuna onsa scex yCTpOI7ICTB

OyaoyT OTMEHEHbI.

Ja
[a
Oa

| (config)>
]

ip traffic-shape host (nac> rate <rates [ schedule <schedule;

I (config)> no ip traffic-shape host [ mac, ]

AprymeHT 3HavyeHue OnucaHue

mac MAC-apgpec |MAC-agpec ycTponcTea gOMaLLHEN CETU.

rate lenoe 4ucso |3HayeHne CKOpOCTU Nepeaayn LaHHbIX B
KouTt/c. OrpaHnyeHune gomkHo 6biTh B
auanasoHe ot 64 Kéut/c no 1 ourt/c.

schedule CTpoka HasBaHune pacnncaHus, cornacHo KOTOpomMy
3agaeTcs orpaHuyeHne CKOpocTu.

(config)> ip traffic-shape host f0:de:f1:c8:99:ff rate 800
TrafficControl::Manager: "f0:de:f1:c8:99:ff" host rate limited »

to 800 Kbps.

Bepcus OnucaHue

2.05 [o6GaeneHa komarga ip traffic-shape host.
2.08 [o6GasneH aprymeHT schedule.

3.46 ipv6 firewall

OnucaHue

Mpedukc no
MeHsieT HacTpouKu

MHorokpaTHbIN BBOA

BkntounTtb 6paHamayap IPv6. o ymonyaHuio napameTp OTKIHOYEH.

KomaHga ¢ npedukcom no yoansieT HaCTPONKY.

Oa
Ja

Het
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CuHoncuc I (config)>  ipvé firewall
I (config)> no ipv6 firewall
UcTopusa nameHeHun Bepcus OnucaHue

2.06 [obGaeneHa komaHaa ipv6 firewall.

3.47 ipv6 local-prefix

OnucaHue HactpouTb nokanbHbin npedukc (ULA). ApryMeHT MOXeET ObiTb OYKBEHHbLIM
npedurkcom nnm knodeBbiM cnosomM default, KoTopoe aBTOMaTMYECKM reHepupyeT
MOCTOSAHHbIV YHUKANbHbIA NPedUKC.

Mpedukc no Oa
MeHsieT HacTpouKu Oa

MHorokpaTHbI BBog  Hert

Cunoncue I (config)>  ipv6 local-prefix (default | qprefix;)
I (config)> no ipv6 local-prefix [default | (prefix; ]
AprymeHThI AprymeHT 3HaveHue OnucaHue
default Knwyesoe eHepupoBaTb NOCTOSAHHbINA YHUKAMNbHbIN
CJ/10B0O npecwukc.
prefix Mpepukc JlokanbHbii npedumke (ULA). [LomkHO ObiTb
KOppEeKTHoe 3HayeHne npedukca B brioke
d00: : /8 c gnuHou npecmkca He Bornee 48.
Mpumep (config)> ipvé local-prefix fdol:db8:43::/48
ULA prefix saved.
UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GaeneHa komaHga ipv6 local-prefix.

3.48 ipv6 name-server

OnucaHue Hactpoutb IP-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBalOTCA CTAaTUYECKNUMMU, B MPOTUBOMONOXHOCTb AVMHAMUYECKUM —
3apervcTpupoBaHHbIM cnyx6amu PPP wnn DHCP.

ipv6é name-server MOXXHO BBOAMTb MHOTOKPaTHO, ecrim TpebyeTcs HacTpouTb
Heckonbko agpecoB DNS-cepsepos.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

KomaHga ¢ npedukcom no yoansieT ykasaHHbin agpec cepepa DNS n3
CTaTMYECKOro M aKTMBHOMO CMMCKa, ecrnv KoMmaHaa LAaeTcs ¢ apryMeHTamum, nmbo
o4YMmLIaeT CNMCOK CTaTUYEeCKUX aapecoB, eCN KoMaHaa Aaetcsl 6e3 aprymMeHToB.

[a
Oa
Ja

I (config)>  ipv6 name-server address)

I (config)> no ipv6 name-server [ <address> |

AprymeHT 3HayeHue OnucaHue

address IPv6-agpec |Appec cepBepa UMEH.

(config)> ipv6 name-server 2001:db8::2
added name server 2001:db8::2, domain (default).

Bepcus OnucaHue

2.00 [obGaBneHa komaHga ipvé name-server.

3.49 ipv6 route

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Hob6asuTb B Tabnuuy mapLupyTusauum ctaTudeckMin MapLupyT, KOTOPbIN 3adaet
npaswuno nepepayn IPv6-nakeToB Yepes onpedeneHHbIn W3 UM ceTeBomn
nHTEepdenc.

B kauecTBe ceTn HasHa4YeHNs MOXHO yKka3aThb Krtodesoe cnoso default. B atom
cny4vae OygeT co3gaH MapLUpyT No yMONYaHuHo.

KomaHga ¢ npeduKkcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Oa
Oa
Oa

I (config)>  ipv6 route («prefix» | default) <interface,

I (config)> no ipv6 route («prefix» | default) cinterface,

AprymeHT 3HavyeHue OnucaHue

prefix Mpegukc Mpedukc IPV6.

default Knwyesoe Mcnonb3yeTcs npeduke no yMonyaHuio.
CJ1080
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Mpumep

Uctopusa nameHeHumn

AprymeHT 3HavyeHue OnucaHue
interface Nms MonHoe nms nHTepderca nnm NCEBAOHNM.
MHTEepdelica

(config)> ipv6 route
added name server 2001:db8::2, domain (default).

Bepcus OnucaHue

2.00 [o6GaBneHa komaHaa ipv6 route.

3.50 ipv6 subnet

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxnaeHue B rpynny

CuHoncuc

AprymeHThl

UcTopusa nameHeHum

[ocTtyn K rpynne KomaHa nst HACTPOWKN CerMeHTa nokanbHoun cetu IPv6. Ecnu
CEerMeHT He HalAeH, KoMaHa MbITAeTCs ero co3aaTtb.

Oa
Oa
Ja

(config-subnet)

I (config)>  ipv6 subnet (name»

I (config)> no ipv6 subnet [ <name> ]

AprymeHT 3HaveHue OnucaHue

name Ctpoka Nmsa nnn nceBgoHUM noaceTy.
Bepcus OnucaHue

2.00 [obGaeneHa komaHaa ipv6 subnet.

3.50.1 ipv6 subnet bind

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

MpuBA3aTb NoAceTb K UHTEpPdENCY.

KomaHaa ¢ npeuKCoM No OTMEHSIET NPUBA3KY.
Da

Oa

Het
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-subnet)>  bind <interface»

I (config-subnet)> no bind [ <interface; ]

AprymeHT 3HaveHue OnucaHue
interface Wmsa MonHoe umsa nHTepdenca Unm NCEBLOHNM.
MHTEppelica

(config-subnet)> bind WifiMaster0/AccessPointl
Interface bound.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa ipv6 subnet bind.

3.50.2 ipv6 subnet mode

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

BbibpaTb pexxmm HacCTpONKM agpecoB Ans XOCTOB B nogceTu. [locTynHbl ABa
BapuaHTa — dhcp u slaac. lNepsbivi BkNtovaeT nokaneHsin DHCPV6-cepeep ¢
Lenbio NpUcBoeHnst agpecos, BTopon BktovaeT SLAAC (aBTOKOHGUIypaLmio
agpecos).

Ja
Oa

Het

I (config-subnet)>  mode (mode>

I (config-subnet)> no mode mode»

AprymeHT 3HayeHue ‘Onwcal-wle
mode slaac BkntounTtb SLAAC (aBTOKOHGUMrypaLmio
appecos).
dhcp Bkntountbe DHCPV6-cepBep.

(config-subnet)> mode slaac
Mode changed.

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa ipv6 subnet mode.
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3.50.3 ipv6 subnet number

OnucaHue MpncBonTb NoaceTn naeHTndMKaTop, KOTOpLIN ByaeT onpeaensite Nyo6nMYHbIN
npedgukc cermeHTa. VigeHTudpmkatop 4omkeH 6biTb YHUKaNbHBIM Cpeay NoAceTEN.

Mpedouke no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-subnet)>  number )
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
n UYenoe uyucsio |YHUKanbHbIN MAEHTUUKATOP NOACETU.
Mpumep (config-subnet)> number 3
Number changed.
UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga ipv6 subnet number.

3.50.4 ipv6 subnet stateless-dhcp

OnucaHue BkntounTb nokansHbIn DHCPvV6G-cepBep ¢ Lenbio nepegayv nHdopmaumm no
cetu.

Mpedukc no Oa

MeHsieT HacTpouku Oa

MHorokpaTHbI BBog  Hert

Cunoncuc I (config-subnet)>  stateless-dhcp
I (config-subnet)> no stateless-dhcp
UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGaBneHa komaHaa ipv6 subnet stateless-dhcp.

3.51 isolate-private

OnucaHue 3anpeTuTb Nepedady AaHHbIX Mexay NobbiMyU HTepdeicamm C YpOBHEM
GesonacHocTu private.
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Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

3.52 known

OnucaHue

Mpedukc no

MeHsieT HacTpoMKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

KomaHpa c I'Ipe(*)VIKCOM No OTMEHSIET AeNCTBNE KOMaHAbI, paspellad nepenaBsartb

JaHHble Mexay nHTepdencamm private.
Oa

Oa

Het

I(config)> isolate-private

I (config)> no isolate-private

(config)> isolate-private

Applied.
Bepcus OnucaHue
2.00 [obGaBneHa komaHaa isolate-private.

host

[o6aBnTb yCTPONCTBO AOMALLHEN CETW.
Oa
Oa
Oa

I (config)>  known host (name» mac>

I (config)> no known host [ mac ]

AprymeHT 3HaveHue OnucaHue
name CTpoka lMponsBonbHOE NMs XocTa.
mac MAC-agpec |MAC-agpec xocTa.

(config)> known host 123 4C:0F:6E:4B:3C:BA
Core::KnownHosts: new host "123" has been created.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa known host.
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3.53 ndns

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

[ocTyn k rpynne koMaHg, ans ynpaenexHusi cnyxoom KeenDNS.
Het
Het
Het

(ndns)

I (config)>  ndns

Bepcus OnucaHue

2.07 [obaBneHa komaHaa ndns.

3.53.1 ndns book-name

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

3apesepBupoBaTb MM xocta B DNS.

[na nepegayvn 3apesepBMpoBaHHONO UMEHM XOCTa Ha Apyroe yCcTponcTBo Keenetic
ucnoneayetcsa napameTtp transfer-code.

[ns nepegayn umeHu xocta HeobXo4MMO:
1. BbInonHuTe KOMaHAZy ¢ napameTpoM transfer-code Ha nepeaatoLLen CTOPOHeE.

2. BbINOMNHUTB Ty e caMyto KOMaHay C TeMU e cambIMy NapamMeTpamn Ha
NPUHUMAIOLLIEN CTOPOHE.

CTtpok gencteus transfer-code ogHa Hegens.

Het

[a

Het

I (ndns)>  book-name <name» <domain» [ <access» | <transfer-code» ]

AprymeHT 3HayeHue OnucaHue
name Ctpoka Nmsa xocTa anst pesepBuMpoBaHus.
domain Crpoka [lomeH BTOPOro ypoBHS.
access auto ABTOMaTMYECKUI TUM AOCTYNa.
cloud Mma xocTa 3apernctpupoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpadumk
TyHHenupyetcs Ha Keenetic Extra.
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AprymeHT 3HavyeHue

OnucaHue

direct

Mmsa xocTa 3apermctpMpoBaHo Ha
WAN-agpec Keenetic Extra.

transfer-code |lecHegpreomoe

Kopg ons nepegayn nMeHn gpyromy

4yucro ycTponcTy Keenetic. invHa koga 32
cMmBoOna.
Mpumep (ndns)> book-name testname mykeenetic.kz

done, title = NDSS::ndns/bookName (Public DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:

client, geo =

clean, date = 2016-09-

14T10:10:35.999Z, standalone = false:
reason: The name booking was successful.

detail, layout = list:

columns:

column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »

period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"testname",

"domain":"mykeenetic.kz","license":"243992935221479"}],
item, hl = false, o = lock-local, d

name is locked (for current
transaction), t = 0:

item, hl = false, o

~+

cluster, d = »

quorumRemaining: 2, quorumPossible: 4,

quorumTotal: 4, t = 0:

item, hl = false, o

Success: prepare, [NDSS

RU, ip = 81.200.27.56, format

lock-reply, d =

= >

the »

>

(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),

dst="/148.251.63.154:17047")

item, hl = false, o = lock-reply, d

Success: prepare, [NDSS

1, [MsgCack], quorumLeft=2, t

= 4.

>

(key=Binary('fS9sK03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayJ'),

dst="/46.105.148.81:17047") ]

, [MsgCack], quorumLeft=1l, t =

20:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 20:

item, hl = false, o = finalize, d = local »

changes commited., t = 423:

item, hl = false, o = refreshed, d = address »
updated: 81.200.27.56, t = 444:

item, hl = false, o = finalize, d = »

post-process triggers executed., t = 444:
item, hl = false, o = commit-reply, d = »

Success: finalize, [NDSS

(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),
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UcTopusa nameHeHun

dst="/148.251.63.154:17047")1, [MsgCack], t = 444:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0"'),
dst="/91.218.112.165:16047")1, [MsgCack], quorumLeft=0, t = 444:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5lWMdYcfDtANqg'),
dst="/91.218.112.118:17047")1, [MsgCack], quorumLeft=0, t = 444:

item, hl = false, o = lock-reply, d = Done, »

all replies collected., t = 444:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('fS9sK03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayl'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 451:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0"'),
dst="/91.218.112.165:16047")]1, [MsgCack], t = 494:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5lWMdYcfDtANqg'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 531:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 532:

item, hl = false, o = complete, d = All »
done., t = 532:

Ndns::Client: Booked "testname.mykeenetic.kz".

Bepcus OnucaHue

2.07 [obaeneHa komaHga ndns book-name.

3.53.2 ndns check-name

OnucaHue
Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

MpoBepuTb 4OCTYNHOCTL UMEHU XOCTa AJ15 pe3epBaLun.
Het
Het

Het

Cunoncue I(ndnsﬁ’ check-name <name>
AprymeHThI AprymeHT 3HaueHne |Onucanue
name CTpoka Mmsa xocTa ans pesepBupoBaHus.
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Mpumep (ndns)> check-name testname
list:
item:
name: testname
domain: mykeenetic.by
available: no
item:
name: testname
domain: mykeenetic.kz
available: yes
item:
name: testname
domain: mykeenetic.ru
available: yes
item:
name: testname
domain: mykeenetic.com
available: yes
item:
name: testname
domain: mykeenetic.net
available: yes

Ndns::Client: Check completed.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.07 [obaeneHa komaHga ndns check-name.

3.53.3 ndns drop-name

OnucaHue OTMeHUTb perucTpaumo umeHmn xocta B DNS.
Mpedoumkec no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncuc I(ndnsﬁ> drop-name <name» <domain>

AprymeHThI AprymeHT 3HaueHne |Onucanue
name CTtpoka Nma xocta ansa yaanenns n3 DNS.
domain Crtpoka [omeH BTOpOro ypoBHS.
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Mpumep

(ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1l, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o = finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

commit-reply, d = »
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Uctopusa nameHeHun

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

Bepcus OnucaHue

2.07 [o6asneHa komaHga ndns drop-name.

3.53.4 ndns get-booked

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Mony4nTb akTyanbHy MHOPMAaLIMIO C CEpBEpPA O TEKYLLIEM 3ape3epBUPOBAHHOM
nmeHun xocta B DNS.

Het
Het

Hert
I(ndns)> get-booked

(ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name

name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = address, title = IP Address:

field, name = updated, title = Updated, type »

Keenetic Extra CnpaBo4YHUK kOMaHA

205




Masa 3 OnucaHne KomaHp,

= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.08 [o6asneHa komaHaa ndns get-booked.

3.53.5 ndns get-update

OnucaHue O6HoBUTL pernctpauuio nmenn xocta B DNS Ha cepBepe.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuc I (ndns)>  get-update[access ]
AprymeHTbI AprymeHT 3HaueHue ‘Onwcal-wle
access auto ABTOMaTUYECKUI TUM AOCTYNa.
cloud Mmsa xocTa 3apernctpmpoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpaduk
TyHHenupyetcs Ha Keenetic Extra.
direct Mmsa xocTa 3apernctpMpoBaHo Ha
WAN-agpec Keenetic Extra.
Mpumep (ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »
xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:
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UcTopusa nameHeHun

3.54 ntp

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Uctopusa nameHeHunmn

menu, Src = »

/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:

= date, variant

field, name = name, title =
field, name = domain, title

field, name = address, title

Public Name:
Domain Name:

IP Address:

field, name = updated, title = Updated, type »

= date:

field, name = access, title =

default = unknown:

a
u

field, name = transfer, title

name: testname
domain: mykeenetic.net
ddress: 81.200.27.56
pdated: 2016-09-22T12:07:32.7447
access: direct

transfer: false

Ndns::Client: Get-update completed.

Access Mode, »

= Transfer:

Bepcus

OnucaHue

2.07

[o6GasneHa komaHaa ndns get-update.

HocTtyn k HacTporike NTP-knueHTa.

KomaHga ¢ npedmkcom no copacbkiBaeT HacTponkn NTP-KnneHTa B HAaCTPONKM

Mo YMOSYaHUIO.
Ja
Het

Het

I(conﬁg)> ntp

I(conﬁg)> no ntp

Bepcus

OnucaHue

2.00

[obGaBneHa komaHga ntp.
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3.55 ntp server

OnucaHue

Mpedouke no
MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

[o6aBunTb B cnvcok HoBbi NTP-cepBep. MoxHo fobaBuTtb He Gonee 8
NTP-cepBepos.

KomaHga ¢ npedmkcom no ygansiet NTP-cepsep 13 cnvucka. Ecnu BeinonHUTh
komaHgy 6e3 aprymeHTa, T0 BeCb cnncok NTP-cepBepoB OyaeT O4YULLIEH.

Oa
Ja
Oa

I (config)>  ntp server <host)

I (config)> no ntp server [ host ]

AprymeHT 3Ha4yeHue OnucaHue

host Crtpoka Appec NTP-cepBepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.

Bepcus OnucaHue

2.00

HobasneHa komaHga ntp server.

3.56 ntp sync-period

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

208

YcTaHoBUTb nepunoa CMHXpOHU3aunn BpeMeHMN. Mo YMOIM4YaHUK NCnorb3yeTca
3HayeHue 1 Hepgens.

KomaHga c npedmKcom no ycTaHaBNMBaeT BPEMSI CUHXPOHM3aALIMM MO YMOIYaHWIO.
Oa
Ja

Het

I (config)>  ntp sync-period (time»

I (config)> no ntp sync-period

AprymeHT 3Ha4yeHue OnucaHue

time Uenoe uucno |Bpema cuHxpoHunsauuun, B MuHyTax. Moxet
NPUHUMaThL 3HavyeHne oT 60 MUHYT go 1

mecsua.
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Mpumep

Uctopusa nameHeHun

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

Bepcus OnucaHue

2.00 [obGasneHa komaHga ntp sync-period.

3.57 opkg chroot

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb chroot ons opkg. Ecnun BkNoYEHO, KOPHEBOK KaTarnor U3MeHseTCcsa Ha
/opt nepeq BbinonHeHNeM Mboro cueHapus opkg.

KomaHnga ¢ nperkcomMm no OTKNIOYaEeT AaHHbIA PEXUM.
Oa
Oa

Het

I(config)> opkg chroot

I (config)> no opkg chroot

(config)> opkg chroot

Opkg: :Manager: Chroot enabled.
(config)> no opkg chroot

Opkg: :Manager: Chroot disabled.

Bepcus OnucaHue

2.05.C.3 [o6GaeneHa komaHga opkg chroot.

3.58 opkg disk

OnucaHue

Mpedukc no

HacTtpoutb pa3gen gns opkg. OTOT napameTp HeOOX0AMM AMs YCTaHOBKM U
3anycka opkg.

Mocne HacTpowikuK, pasaen OyaeT MOHTUpPOBaTLCS B /opt C MCnonb3oBaHMEM
mount --bind v nocneaytoLwum 3anyckom ckpunTa initre cm. Takke
Pasgen 3.60 Ha cTpaHuue 211.

Ecnu katanor /opt/install He nycT, BCce cogepxalyuecs B HeM apxmBbl * . ipk
n *.tgz pacnakosbiBaloTCs B /opt nepen BbinonHeHnem initrc. MNMocne
YCTaHOBKN apXMBbl yaansoTCs.

KomaHga ¢ npedukcom no oTknoyaeT opkg.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

Ja

Het

| (config)>  opkg disk (disks

I (config)> no opkg disk

AprymeHT 3HauyeHue OnucaHue

disk Ctpoka Metka pasgena unm UUID.

(config)> opkg disk 681ED0631ED02C36
Opkg::Manager: Disk is set to: 681EDO0631ED02(C36.
(config)> no opkg disk

Opkg: :Manager: Disk is unset.

Bepcus OnucaHue

2.05.C.3 [o6GaeneHa komaHga opkg disk.

3.59 opkg dns-override

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

OTtkntounte DNS-npoken npu noakntoveHHoM aucke opkg.

OtkntoueHne DNS noseonseT 3ameHnTb BCTpoeHHbI DNS-npokcn cobCcTBEHHOM
cnyxo6on, Hanpumep BIND unu Dnsmasq.

KomaHga ¢ npedurkcom no OTKMYaEeT AaHHYI0 PyHKUNMIO.
Ja
Ha

Het

I(config)> opkg dns-override

I (config)> no opkg dns-override

(config)> opkg dns-override

Opkg: :Manager: DNS override enabled.
(config)> no opkg dns-override

Opkg: :Manager: DNS override disabled.

Bepcus OnucaHue

2.05.C.3 HobasneHa komaHaa opkg dns-override.
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3.60 opkg initrc
OnucaHue 3apatb cTapToBbI CKpUNT. 3HAYEHMe No yMonyaHuo — /opt/etc/initrc.

Korga opkg disk CMOHTMpOBaH 1 NakeTbl yCTAHOBMEHbI, CUCTEMA BbIMOMHUT
cTapToBbI ckpunT. Ecnu path aT1o katanor, cucrema 6yaeT BbINONHATL BCe
coaepXalmecs B HEM CKpUMTbI B andyaBUTHOM MopsiaKe.

KomaHga ¢ npedukcom no cbpacbiBaeT initrc B 3HayeHne No ymonyaHuto.
Mpedukc no Oa
MeHsieT HacTpoOMnKu Ha

MHorokpaTHbii BBog  Hert

CuHoncuc I (config)>  opkg initrc «path,
I (config)> no opkg initrc

AprymeHTbI AprymeHT 3HaueHue Onucanue
path Wms ¢anna dann unu Kkatanor co CTapToBbIM

CKPUMNTOM.

MNpumep (config)> opkg initrc /opt/etc/init.d/rc.unslung
Opkg::Manager: Configured init script: »
"/opt/etc/init.d/rc.unslung".

(config)> no opkg initrc
Opkg::Manager: Init script reset to default: /opt/etc/initrc.
UcTopus usmeHeHnt  (Bepcus OnuncaHune

2.05.C.3 HobasneHa komaHga opkg initrc.

3.61 opkg timezone

OnucaHue HacTponTb nepemeHHyo okpyxeHua TZ n pann /opt/var/TZ ons opkg. No
YMOYaHUI0 YacoBOW MNOSIC HE ONpeaeneH.

3HaueHwne TZ 3aBucut ot C 6mMbnunoTekmn opkg, OT TOrO, Kak TaM MHTEPNPETUPOBAH
Yacosol nosic. OHo MoxeT 6bITb U B POSIX cdopmarte
stdoffset[dst[offset][,start[/time],end[/time]]] vnn B BUOE NMEHU
dhanna 6a3sbl JaHHbIX MHPOPMaLMK 0 30Hax (Mcnonb3yeTcs B glibc n novtn Bo
Bcex GNU-cuctemax).

KomaHga ¢ npednkComM no yCTaHaBNMBAET 3HAYEHME MO YMOMYAHUIO.
Mpedoukec no Oa

MeHsieT HacTpouKu Oa
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MHorokpaTHbii BBog  Hert

Cuuoncue I (config)> opkg timezone (auto | (timezone»)
I (config)> no opkg timezone
AprymeHThI AprymeHT 3HaueHMe Onucanue
timezone Crpoka YacoBow nosic Ang 3anucu B
nepemMeHHyo OKpyXeHusa TZ n B
/opt/var/TZ.
auto Keyword ABTOMaTN4YECKOE Ha3Ha4YeHne
yacoBoro nosca. Cneuundukaums
reHepupyeTcsi U3 HACTPOEK CUCTEMBI,
cm. Pasgen 3.90.3 Ha cTpaHuue 280.
Mpumep (config)> opkg timezone auto
Opkg::Manager: Enabled automatic timezone.
(config)> opkg timezone UTC
Opkg: :Manager: Enabled timezone "UTC".
(config)> no opkg timezone
Opkg::Manager: Timezone reset to undefined.
UcTopus usmeHeHnt  (Bepcus OnucaHue

2.05.C.3 HobasneHa komaHOa opkg timezone.

3.62 ping-check profile

OnucaHue [ocTyn K rpynne komaHg Anst HAacTponku BbibpaHHoro npodmnsa Ping Check. Ecnn
npodusib He HanaeH, KOMaH4a NblTaeTcsa ero co3naTb.

KomaHga ¢ npecukcom no yganset npocunbs Ping Check.
Mpedukc no Oa
MeHsieT HacTpoOMKuM [a
MHorokpaTtHbii BBog [a

BxoxaeHue B rpynny  (config-pchk)

Cunoncuc I (config)>  ping-check profile name>
I (config)> no ping-check profile name»
AprymeHTbl AprymeHT 3HayeHue OnucaHue

name Crtpoka Nma npodunsa. Cnucok 4OCTYNHbIX AN
BbIGOpa npodunen MOXHO yBUAETL BBEAS
komaHay ping-check profile ?.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.04 HobaeneHa komaHaa ping-check profile.

3.62.1 ping-check profile host

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YkasaTtb agpec nnn nMmqa yganeHHoro Xxocta ana tTeCtupoBaHUA.

Het

Ja

Het

I (config-pchk)>  host chostname)

AprymeHT 3HayeHue OnucaHue

hostname WMa xocta Umsa unun agpec yganeHHoro xocra.

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: profile "TEST" uses host 8.8.8.8 for testing.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa ping-check profile host.

3.62.2 ping-check profile max-fails

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

YKkasaTb KOnmM4ecTBO nocnegoBaTernbHbIX Heyaa4dHbIX 3anpocoB K yaaneHHOMY
XOCTY, NO AOCTUXEHUNIKD KOTOPOro MHTEPHET Ha MHTepcbeVlce c4ynTaeTcAa
OTCYTCTBYIOLLNM. Mo YMOJT4aHUIO NCNOoNb3yeTcAa 3Ha4YeHne 5.

KomaHga ¢ nperKCom no ycTaHaBNMMBAET 3HAYEHME MO YMOSTYAHWIO.
Da
Oa

Het

I (config-pchk)>  max-fails «count>

I (config-pchk)> no max-fails

AprymeHT 3HayeHue OnucaHue

count UYenoe uucno |KonnyectBo HeyagayHbIX 3anpocoB. MoxeT
NpUHUMaThL 3Ha4YeHUs B npegenax ot 1 oo
10 BKNIOYUTENBHO.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-pchk)> max-fails 7
PingCheck::Profile: profile "TEST" uses 7 fail count for »
disabling interface.

Bepcus

OnucaHue

2.04

HobasneHa komaHaa ping-check profile max-fails.

3.62.3 ping-check profile min-success

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

YkasaTb KONM4eCTBO nocrnegoBaTernbHbIX yaadyHbIX 3anpocoB K yaaneHHOMY XOCTY,
MO AOCTWDKEHMIO KOTOPOIO MHTEPHET Ha MHTepdence CHNTaeTCs HanMYeCTBYHOLLIMM.
Mo ymonyaHuio ncnonb3yeTcs 3HayveHue 1.

KomaHaa ¢ npednkcom no ycTaHaBnMBaeT 3HaYeHre No YMOMYaHmio.

Ja
Ja

Het

I (config-pchk)>

min-success count»

I (config-pchk)> no min-success

AprymeHT

3HauyeHue OnucaHue

count

Lenoe uucno |KonnyecTtBo yaadHbix 3anpocoB. Moxet
NpuHMMaThb 3Ha4YeHns1 B npegenax oT 1 o
10 BKNIOYUTENBHO.

(config-pchk)> min-success 3
PingCheck: :Profile: profile "123" uses 3 success count for »
enabling interface.

Bepcus

OnucaHue

2.04

[o6GaeneHa komaHga ping-check profile min-success.

3.62.4 ping-check profile mode

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

YctaHoButb pexum Ping Check. o ymMonyaHuio yCTaHOBMNEHO 3Ha4YeHme icmp.

KomaHaa ¢ npednkcom no ycTaHaBnMBaeT 3HaYeHne no YMOMYaHmio.

[a
Ja
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maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Het

| (config-pchk)>

mode (node»

I (config-pchk)> no mode

AprymeHT 3HaveHue OnucaHue
mode icmp TecTnpoBaHne JOCTYNHOCTU yAaneHHoro
XocTa byaeT oCyLlecTBMATLCA NOCPEACTBOM
otnpasku emy ICMP-echo request (ping).
connect TecTupoBaHue AOCTYMHOCTM yAaneHHoro

xocTa byaeT ocyLecTBNATLCS NOCPeaCTBOM
ycTaHoBkn TCP-nogkntoYeHns Ha 3agaHHbIN
nopr.

(config-pchk)> mode connect
PingCheck: :Profile: profile "TEST" uses connect mode.

Bepcus

OnucaHue

2.04

HobaeneHa komaHaa ping-check profile mode.

3.62.5 ping-check profile port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

YkazaTb NopT Ansi NOAKMYEHMS K yaaneHHOMY XOCTy. HacTpoika umeert cMbicn
npu pexume connect (cMm. komaHay ping-check mode).

Het

Oa

Het

| (config-pchk)>

port <number>

AprymeHT

3HauyeHue

OnucaHue

number

Lenoe u4ucno

Howmep noprta.

(config-pchk)> port 860
PingCheck: :Profile: profile "TEST" uses port 80 for testing.

Bepcus

OnucaHue

2.04

[obGaeneHa komanaa ping-check profile port.
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Masa 3 OnucaHne KomaHp,

3.62.6 ping-check profile power-cycle

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkniounTb ynpaeneHne nutaHnem ceteBoro nHrepdenca USB. Mo ymonyaHuio
BKITHOYEHO.

KomaHga ¢ npednkCoM no OTKMOYaeT HAaCTPOWNKY.
[a
[a

Het

I(config-pchk)> power-cycle

I (config-pchk)> no power-cycle

(config-pchk)> power-cycle
PingCheck: :Profile: profile "123" enable usb power cycle.

Bepcus OnucaHue

2.04 [obGaeneHa komaHnga ping-check profile power-cycle.

3.62.7 ping-check profile restart-interface

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkniounTb Nnepesanyck nHtepdgenca npu otcytcTeum MIHtepHeta. Mo ymonyaHuio
HacTpoWnKa OTKIYeHa.

KomaHnga ¢ npenKcoM no OTKNIYaeT HAaCTPOWKY.
Oa
Oa

Het

I (config-pchk)>  restart-interface

I (config-pchk)> no restart-interface

(config-pchk)> restart-interface
PingCheck::Profile: Profile "test" enabled restarting interface.

Bepcus OnucaHue

2.05 [o6asneHa komaHaa ping-check profile restart-interface.
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maBa 3 OnucaHne KomaHp,

3.62.8 ping-check profile timeout

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YcTaHOBWTbL MakcUMarnbHOe BPeEMS OKAaHUs OTBETA yAaneHHOro XocTa Ha Of4MH
3anpoc B cekyHgax. 1o ymonyaHuto ncnonb3yercs 3HaveHue 1.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME N0 YMONYaHUIO.
[a
[a

Het

I (config-pchk)>  timeout (time)

I (config-pchk)> no timeout

AprymeHT 3HaveHue OnucaHue

time UYernoe uucrno |Bpems oxvagaHusa B cekyHaax. Moxet
nNpyvHUMaTb 3HaveHns ot 1 go 10
BKIHOYUTENMBHO.

(config-pchk)> timeout 4
PingCheck: :Profile: profile "TEST" timeout is changed to 4 »
seconds.

Bepcus OnucaHue

2.04 [o6GaeneHa komaHga ping-check profile timeout.

3.62.9 ping-check profile update-interval

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

YcTaHOBUTbL NEPUOANYHOCTL BbINOMHEHUsS NpoBepok Ping Check B cekyHaax.

Het

Oa

Het

I (config-pchk)>  update-interval (time)

AprymeHT 3HavyeHue OnucaHue

time Lenoe uucno |lNepnoa oOHOBNEHNs B cekyHaax. MoxeT
npUHUMaThb 3HavyeHus ot 3 go 3600
BKINKOYNTENBHO.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.63 ppe

OnucaHue

Mpedukc no
MeHsieT HacTpoOuKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

(config-pchk)> update-interval 60
PingCheck: :Profile: profile "TEST" interval is changed to 60 »

seconds.
Bepcus OnucaHue
2.04 [o6GasneHa komaHaa ping-check profile update-interval.

BkniounTb MexaHn3m nakeTHom 0b6paboTku. Mo ymonuaHuio HacTponKa BKIOYEHA
n ans HWNAT, v ansg SWNAT.

KomaHga ¢ npedukcom no OTKM4aeT BblbpaHHbIN YCKOPUTENbD.

[a
Ja

Het

I (config)>

ppe <engine»

I (config)> no ppe [engine]

AprymeHT | 3Ha4eHue |Onuca|-w|e

engine |software MporpaMMHbIN yCKOPUTEND.
hardware AnnapaTtHbIN yckopuUTenb.
hardware-ipv6 AnnapaTtHbin yckopuTens ans IPv6. Mo

YMOJTYaHUIO OTKITHOYEH.

hardware-force-udp|AnnapaTHbii yckoputens UDP ana MT7620
rev.0204. No ymonyaHuio OTKIIOYEH.

(config)> ppe software

Network: :

Interface: :Rtx::Ppe: Software PPE enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga ppe.

2.05 HobaBneH aprymeHT engine.

2.07 [o6GasneH napameTtp hardware-ipv6.
[o6GaeneH napametp hardware-force-udp.
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maBa 3 OnucaHne KomaHp,

3.64 pppoe pass

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHunmn

3.65 printer

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CuHoncuc

BknoumTb OyHKLMIO CKBO3HOTO nponyckaHus. MoxHo BeBecTh 40 10 nokanbHbIX
CeTeBbIX Y3MOB.

KomaHga ¢ npedmkCom no oTKMoyaeT hyHKLNIO.

Ja
[a
Het

Ethernet

| (config)>

pppoe pass through «from (to»

I (config)> no pppoe pass through

AprymeHT 3HayeHue OnucaHue

from Ums HavanbHbIn MHTEpdenc.
MHTeppelica

to Ums KoHeuHbI nHTepdelc.
MHTepderica

(config)> pppoe pass through Home ISP

PPPoE pass-through enabled.

Bepcus

OnucaHue

2.00

[loGaBreHa koMaHZa pppoe pass.

[locTyn K rpynne KoMaHz Ans HacTpolikv BbiGpaHHoro npuHTepa. Ecnu npuHTep
He HaiigeH, komaH4a NbiTaeTcs ero cosaatb.

KomaHga ¢ npemkcom no yganaeT NnpuHTep U3 CUCTEMBI.

Oa
[a
Ja

(config-printer)

I (config)>

printer <id>
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Masa 3 OnucaHne KomaHp,

AprymeHThI

Uctopusa nameHeHunmn

3.65.1 printer bidirectional

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

I (config)> no printer <id»

AprymeHT 3HaveHue OnucaHue

id Ctpoka WaoeHTudukatop npuHTepa.
Bepcus OnucaHue

2.00 [oGaeneHa komaHga printer.

BkntounTb ANs NpUHTEpA ABYHAMNpaBrieHHbIV peXum obMeHa.

KomaHaa ¢ npednKcom no OTKMYaeT AByHaNpPaBneHHbIN PEXUM.

Oa
Ja

Het

I (config-printer)>

bidirectional

I (config-printer)> no bidirectional

(config-printer)> bidirectional

Bidirectional mode enabled.

Bepcus

OnucaHue

2.04

[obGaeneHa komaHaa printer bidirectional.

3.65.2 printer debug

Bknountb pexxvm otnagaku Ana npuHtepa. Ecnv aprymeHT He ykasaH, ypoBeHb
OTnajKu ycTaHaBnMBaeTcs paBHbIM 1.

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

Komanpa c I'Ipe(bVIKCOM NO OTKIIOYaET OTNag04HbIN pPeXnm.

Ja
Oa

Het

I (config-printer)>

debug [ Level (levels]

I (config-printer)> no debug
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

level Lenoe uucno |YpoBeHb oTnagku. MoxeT npuHumMmaTb
3Ha4yeHnd oT 1 00 3 BKIOYUTENBHO.

(config-printer)> debug level 3
Printer::Manager: a debug level set to 3.

Bepcus OnucaHue

2.04 HobaeneHa komaHga printer debug.

3.65.3 printer firmware

OnucaHue

Mpedoukec no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHumn

YcTaHOBUTE hann NpoLIMBKN NPUHTEPA.

[a

Ha

Het

I (config-printer)>  firmware «firmware,

I (config-printer)> no firmware

AprymeHT 3Ha4yeHue OnucaHue

firmware CTtpoka MyTb K cbanny NpoLUNBKN.

(config-printer)> firmware storage:sihpl018.d1l
Printer::Manager: A printer firmware set.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHga printer firmware.

3.65.4 printer name

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

MprcBOUTBL MPUHTEPY NPOM3BOSTLHOE NMS.
Oa
Ha

Het

I (config-printer)>  name <name»
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Masa 3 OnucaHne KomaHp,

AprymeHThI

Mpumep

UcTopusa nameHeHum

I (config-printer)> no name <name>

AprymeHT 3HaveHue OnucaHue

name CTpoka Mpoun3BonbLHOE UMSs MpUHTEpa.

(config-printer)> name Canon
Name changed.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga printer name.

3.65.5 printer port

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CunHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

YcTaHOBUTL NOPT NPUHTEpPA, ecnv TN npuHTepa direct.

Het

Oa

Het

config-printer)>  port «port,
g-p

AprymeHT 3HauyeHue OnucaHue

port Lenoe uucno |MopT npuHTEpAa.

(config-printer)> port 2012
Port changed.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHnga printer port.

3.65.6 printer type

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

YcTaHoBUTbL THUN npuHTEpa.

Het

Oa

Het

I (config-printer)>  type (type»
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AprymeHTbI

Mpumep

Uctopus nameHeHunmn

AprymeHT 3HayeHue OnucaHue
type cifs MpuHTep noagkntoveH yepes CIFS.
direct MpuHTEp NoAKMYEH HENOCPEACTBEHHO K
YCTPONCTBY.

(config-printer)> type direct
Type changed.

Bepcus OnucaHue

2.00 [o6GaBneHa komaHnaa printer type.

3.66 schedule

OnucaHue

Mpedukc no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA
BxoxnaeHue B rpynny

CuHoncuc

AprymeHTbI

Uctopus nameHeHunmn

,D,OCTyI'I K rpynne KOMaHg onsa HaCTpOIZKVI Bbl6paHHOI'0 pacnncaHus. Ecnn
pacnncaHune He HangeHo, KoMaHAa NblTaeTcs ero co3natb.

KomaHga ¢ npedmkcom no ygansiet pacnmcaHue.
Oa
Oa
Oa

(config-sched)

I (config)>  schedule (name»

I (config)> no schedu'lle <name»

AprymeHT 3HavyeHue OnucaHue

name CTpoka HasBaHwne pacnucaHus.
Bepcus OnucaHue

2.06 [obaeneHa komaHga schedule.

3.66.1 schedule action

OnucaHue

Mpedukc no

MeHsieT HacTpouku

3apaTb 0encTBUS, BbIMOMHSAEMbIE COIMMAacHO BbIOpPaHHOMY pacnucaHuio.
KomaHpga ¢ npenkcom no oTMeHSeT OeNCTBME.

Oa

Ja
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Masa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

Ja

I (config-sched)>

action caction» anin» chour> «dow»

I (config-sched)> no action [ <actions «min> chour» «dow) ]

AprymeHT 3HayeHue ‘Onwcal-wle
action start [enctene Havana.
stop [enctBue KoHua.

min Yenoe uucno |MuHyThI.

hour Lenoe uucno |Yachi.

dow Lenoe uucno |[HW Hegenw, pasgeneHHble 3ansaTbiMu. 0 un
7 03Ha4aloT BOCKpeceHbe. * o3HavaeT
€XeOHEBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHue

2.06

[obaeneHa komaHga schedule action.

3.66.2 schedule description

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

3agartb onvcaHue ans BbIGPaHHOMO pacnucaHus.

KomaHaa ¢ npedurkcom no cTupaet onucaHue.

Oa
Het

Het

I (config-sched)>

description

I (config-sched)> no description

«description»

AprymeHT

3HauyeHue

OnucaHue

description

CTpoka

TekcT onucaHus.

(config-sched)> description "Schedule for on/off Access Point"
Core::Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus

OnucaHue

2.06

[o6asneHa komaHaa schedule description.
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maBa 3 OnucaHne KomaHp,

3.67 service afp

OnucaHue 3anyctutb cnyxoy AFP.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog Het

Cunoncuc I (config)>  service afp
I (config)> no service afp
MNpumep (config)> service afp
Afp::Server: Enabled.
WUcTopus usmeHeHun  |Version Description

2.06 [obGaBneHa komaHaa service afp.

3.68 service cifs

OnucaHue Bkntounts CIFS-cepsep.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbIi BBog  Hert

Cunoncuc I (config)>  service cifs
I (config)> no service cifs
Mpumep (config)> service cifs
CIFS server enabled.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OHMcaHMe

2.00 [lobaBneHa komaHaa service cifs.

3.69 service cloud-control

OnucaHue Bkntountb cnyxby Cloud Control. [1ns koppekTHoro 3anycka Tpebyetcs

MHTEepHEeT-CoeaNHEHNE.

Komanpa c I'Ipe(*)VIKCOM NO OCTaHaBlnBaeT CJ'Iy)K6y.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Ja
[a
Het
I (config)>  service cloud-control

I (config)> no service cloud-control

(config)> service cloud-control
CloudControl::Agent: The cloud control service enabled.

Bepcus OnucaHue

2.05 [obaeneHa komaHaa service cloud-control.

3.70 service dhcp

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

Bkntounts DHCP-cepsep. Ecnun anst 3anycka cny06bl HEAOCTAaTOMHO HAaCTPOEK
(cm. ip dhcp pool), cnyxba He ByaeT oTBedaTb No ceTu. Kak Tonbko HacTpoek
CTaHeT 40oCTaTo4HO, cryba BKMYMTCA aBTOMaTUYECKM.

KomaHga ¢ npedkcomM no oCTaHaBIMBAET CyXOy.
Oa
Ha

Het

I (config)>  service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga service dhcp.

3.71 service dhcp-relay

OnucaHue

BkntounTb petpaHcnaTop-DHCP. Ecniv gnst 3anycka cnyx0bl HEAOCTaTOYHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxba He Byger oTBeyaTb MO ceTu. Kak ToNbKO HAaCTPOEK CTaHET 4OCTATO4HO,
cnyx06a BKIMIOUYNTCA aBTOMATUYECKM.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

KomaHaa ¢ npedukcom no octaHaBnmBaeT Cryxoy.
[a
Oa

Het

I (config)>  service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

Bepcus OnucaHue

2.00

HobaeneHa komaHga service dhcp-relay.

3.72 service dlna

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

Bkntountb cnyx6y DLNA. Ecnn ans 3anycka cny6bl HegoCcTaToOMHO HacTpoekK
(cm. dIna), cnyx6a He BygeT oTBevaTb Mo ceTn. Kak TonNbko HAaCcTpoek cTaHeT
O0CTaTo4HO, cryba BKMYMTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
Oa
Ha

Het

I (config)> service dlna

I (config)> no service dlna

(config)> service dlna
DLNA server enabled.

Bepcus OnucaHue

2.00

[obasneHa komaHaa service dlna.

3.73 service dns-proxy

OnucaHue

Bkntounts DNS-npokcun. [1ns HacTponkn napameTpoB CryxObl, UCNoNb3ynTe
rpynny komaHg Pasgen 3.19 Ha cTpaHuue 77.
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Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Cunoncuce I(config)> service dns-proxy

Mpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

UcTopus nameHeHun Bepcusa OnucaHue

2.00 HobasneHa komaHga service dns-proxy.

3.74 service dpi

OnucaHue Bkntountb cnyx6y DPI. 1o ymonyaHunio CEPBUC OTKITHOYEH.
KomaHaa ¢ npedukcom no octaHaenveaeT cnyxoy.

Mpedukc no Oa

MeHsieT HacTpouKu [a

MHorokpaTHbI BBog  Hert

Cunoncue I (config)>  service dpi
I (config)> no service dpi
Mpumep (config)> service dpi
Dpi::Manager: Enabled.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OHMcaHMe

2.06 [obGaBneHa komaHga service dpi.

3.75 service ftp

OnucaHue Bkntountb FTP-cepBep anst obecneveHnsi nonb3oBaTenen oOCTyrnoMm K
noaknoyeHHslM USB-HocuTensam, HacTpoeyHbIM hanam u arinam c
OOHOBNEHNSIMU MUKPOMPOrpamMmmbl.

KomaHaa ¢ npedukcom no octaHaBnmBaeT Cryxoy.
Mpedukc no Oa

MeHsieT HacTpomnKku Ha

228 Keenetic Extra CnpaBo4HUK kOMaHA




maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHun

Het

I (config)>  service ftp

I (config)> no service ftp

(config)> service ftp
FTP server enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa service ftp.

3.76 service http

OnucaHue

Mpedukc no
MeHsieT HacTpoOMKuM
MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntounts HT TP-cepBep, KOTOpbI NpeaocTaBnaeT nosb3oBaTesto
Web-unHTepdenc ons HacTponkn Keenetic Extra.

KomaHaa ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
Ha

Het

I (config)>  service http

I (config)> no service http

(config)> service http
HTTP server enabled.

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa service http.

3.77 service igmp-proxy

OnucaHue

Mpedukc no

MeHsieT HacTpouku

BkntounTtb IGMP-npokcn. [ns paboTel cny6bl HEOOX0ANUMO Hanu4mMe OgHOro
nHTepdenca upstream n xotst 6bl ogHoro nHTepdenca downstream. Ecnv gns
3anycka cny>0bl He4OCTaTOMHO HACTPOEK, OHa He byaeT pabotaTk. Kak Tonbko
HaCTPOEK CTaHET JOCTaTOYHO, Cryba BKMOYMTCA aBTOMaTUYECKN.

KomaHga ¢ npedukcom no octaHaenmeaeT crnyxoy.
Oa
Oa
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHun

Het

I (config)>  service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy
IGMP proxy enabled.

Bepcus OnucaHue

2.00 HobaBneHa komaHga service igmp-proxy.

3.78 service ipsec

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

3anyctutb cnyx6y IPsec. Mo ymonyaHuto cnyxba oTknoveHa.
KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.

Oa

Oa

Het

I(config)> service ipsec

I (config)> no service ipsec

(config)>service ipsec
IpSec::Manager: Service enabled.

Bepcus OnucaHue

2.06 [obGaBneHa komaHga service ipsec.

3.79 service ntp-client

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc
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Bkntountb NTP-KNUeHT.

KomaHga ¢ npedukcom no octaHaBnmBaeT Cryxoy.
Da

Oa

Het

I (config)> service ntp-client
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Mpumep

UcTopusa nameHeHun

I (config)> no service ntp-client

(config)> service ntp-client
NTP client enabled.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa service ntp-client.

3.80 service snmp

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

3anyctutb cnyx6y SNMP . Mo ymonyaHuto cryxba oTkIoveHa.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
Oa
Ha

Het

I (config)>  service snmp

I (config)> no service snmp

(config)> service snmp

Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp

Snmp: :Manager: SNMP service was disabled.

Bepcus OnucaHue

2.08 [obGaBneHa komaHga service snmp.

3.81 service telnet

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

BkniounTb cepBep telnet, koTopblli NpenocTaBnsAeT nonb3oBaTento MHTepdoeinc

KOMaHOHOW CTPOKM NSl HACTPOWKN YCTPOWUCTBA.
KomaHaa ¢ npedukcom no octaHaBnmMBaeT Cryxoy.
Da

Oa

Het

I (config)>  service telnet
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Mpumep

UcTopusa nameHeHun

I (config)> no service telnet

(config)> service tel
Telnet server enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga service telnet.

3.82 service torrent

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

UcTopus nameHeHunmn

BkntounTb BitTorrent-knueHT ans obecneveHms nonb3oBartenen obLmm 4OCTYNOM
K 6onbwnm carinam (punbmam, TB-Loy) nocpeacTBOM NMPUHIOBOIO CETEBOTO
npoTokona.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
Ha

Het

I (config)>  service torrent

I (config)> no service torrent

(config)> service torrent
server enabled.

Bepcus OnucaHue

2.00 [lobaBneHa komaHaa service torrent.

3.83 service udpxy

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Bkrtountb cnyx06y udpxy.

KomaHga ¢ npedurKcom no ocTaHaBnMBaET Cyxoy.
Da

Oa

Het

I (config)>  service udpxy

I (config)> no service udpxy
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Mpumep

Uctopusa nameHeHun

(config)> service udpxy
Udpxy: :Manager: a service enabled.

Bepcus OnucaHue

2.03

HobaeneHa komaHga service udpxy.

3.84 service upnp

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Uctopus nameHeHumn

3.85 show

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxnaeHue B rpynny

CuHoncuc

UcTopusa nameHeHum

Bkntountb cnyxby UPnP.

KomaHaa ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa

Ha

Het

I (config)>  service upnp

I (config)> no service upnp

Bepcus OnucaHue

2.00

[oGaBneHa komaHga service upnp.

,D,OCTyI'I K rpynne KoOMaHg and npocMoTpa OnarHocTn4eckom l/IHq)OpMaLI,VIVI o
cucteme. Bece komaHabl aTON rpynnbl HE NBMEHAKT CUCTEMHbIE HaCTpOVIKM.

Het
Het
Het

(show)

I (config)>  show

Bepcus OnucaHue

2.00

[obasneHa komaHaa show.

3.85.1 show access

OnucaHue

MokasaTb nonb3oBaTenbLCKUM JOCTYN K Katanory Ha USB-yctpoicTse.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Het

Het

Het

I(shom0> access «directory»

AprymeHT 3HayeHue OnucaHue

directory Ctpoka MyTb k kKaTanory Ha USB-ycTponicTBe.

(show)> access PENDRIVE:doc

user:
name: admin
assigned: write
effective: write
exists: yes
user:
name: test
assigned: read
effective: read
exists: yes

Bepcus

OnucaHue

2.00

[obasneHa komaHaa show access.

3.85.2 show afp

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

Mpumep

MokasaTb cTatyc cnyx6bl AFP.

Het
Het

Het

I (show)>

afp

(show)> afp

enabled: yes

automount: yes
permissive: yes

share:

mount: C253-062D:

label: FLASH
timemachine: yes
description:
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Uctopusa nameHeHun

active: yes
share:

mount: C253-062D:/FOR_AFP

label: AFP

timemachine: yes

description:

active: yes

Version Description
2.06 [o6GasneHa komaHga show afp.

3.85.3 show associations

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

MokasaTb cnmucok 6ecnpoBOAHbIX CTAHLMIA, CBSA3AHHbIX C TOUKoM gocTyna. Ecnn
BbINOMHUTL KOMaHAy 6e3 aprymeHTa, To Ha aKpaH Oy4eT BbiBEAEH BECb CMMCOK

6ecnpoBOAHbIX CTAHLUNA.
Het
Het
Het

Access Point

I (show)> associations [ <name> ]
AprymeHT 3HayeHue OnucaHue
name CTpoka HassaHue Touku goctyna. CiMcok AOCTYMHbIX

Ons Bblbopa ToYek JoCcTyna MOXHO YBUAETb
BBeOs KomaHay associations ?.

(show)> associations GuestWiFi

station:
mac: 10:0b:a9:2f:d7:d0
ap: 1
authenticated: 1
txrate: 54
station:
mac: a0:88:b4:40:9c:98
ap: 1
authenticated: 1
txrate: 54
Bepcus OnucaHue
2.00 [lobaeneHa komaHga show associations.
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3.85.4 show cifs

OnucaHue
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

CuHoncuc I(shomo>

Mpumep

(show)> cifs

MokasaTtb ctatyc CIFS-cepBepa.

enabled: yes

master: no

automount: yes

permissive: yes

share:

mount: 9430B54530B52EDC:
label: 9430B54530B52EDC

description:
active: no
VlCTopVIﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.00 [obaeneHa komaHaa show cifs.

3.85.5 show clock date

OnucaHue
Mpedukc no Het
MeHsieT HacTponku Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(shom0>

Mpumep

MNokasaTtb TeKyliee CUCTEMHOE BpeEMHA.

clock date

(show)> clock date

date:
weekday: 4
day: 24
month: 5
year: 2012
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hour: 23
min: 50
sec: 6
msec: 275
dst: inactive
tz:
locality: Moscow
stdoffset: 14400
dstoffset: -1
UcTopus nsmeHeHun Bepcus OnucaHue
2.00 [obaeneHa komaHga show clock date.

3.85.6 show clock timezone-list

OnucaHue lMokasaTb CNMCOK OCTYMHbIX YACOBbIX MOSICOB.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncue I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obasneHa komaHaa show clock timezone-list.

3.85.7 show crypto ike key

OnucaHue MokasaTb uHopmaumio o BeibpaHHoM krtode IKE. Ecnn BbINONHWUTL KOMaHdy
6e3 aprymeHTa, TO BeCb cnucok /KE kntoven byaer BbiBeAEeH Ha 3KpaH.

Mpedouke no Het
MeHsieT HacTpouKu Het

MHorokpaTHbI BBog  Hert

Cunoncuc I (show)> crypto ike key [name]
AprymeHTbI AprymeHT 3HaueHue Onucanue
name Ctpoka HasBaHue BbI6paHHOro /KE kntoya.
Mpumep (show)> crypto ike key
IpSec:
ike key, name = test:
type: address
id: 10.10.10.10
ike key, name = test2:
type: any
id: »
MCTOpMﬂ M3MeHeHV“\;| Bepcun OnucaHMe
2.06 HobaeneHa komaHaa show crypto ike key.
3.85.8 show crypto map
OnucaHue MokasaTb UHopmaumio o BeibpaHHoW kpunTokapTe /Psec. Ecnu BbINONHNUTL
komaHgy 6e3 aprymeHTa, TO BECb CMMCOK KpMnToKapT /Psec ByaeT BbiBeAeH Ha
3KpaH.
Mpedoukec no Het
MeHsieT HacTpouKu Het

MHorokpaTHbIi BBog  Hert

Cunoncuc I (show)> crypto map [map-name]
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AprymeHThI AprymeHT 3HavyeHue OnucaHue
map-name Ctpoka HasBaHne BbIGpaHHONM KpUNTOKapPTHI.
Mpumep (show)> crypto map test
IpSec:
crypto _map, name = test:
config:
remote peer: ipsec.example.com
crypto_ipsec profile name: profl
mode: tunnel
local network:
net: 172.16.200.0
mask: 24
protocol: IPv4
remote network:
net: 172.16.201.0
mask: 24
protocol: IPv4
status:
primary peer: true
phasel:
name: test
unique id: 572
ike state: ESTABLISHED
establish time: 1451301596
rekey time: 0
reauth time: 1451304277
local addr: 10.10.10.15
remote addr: 10.10.10.20
ike version: 2
local spi: 00abebfc9d90flc2
remote spi: 3cd201ef496df75c
local init: yes
ike cypher: aes-cbc-256
ike hmac: shal
ike dh _group: 2

phase2 sa list:

phase2 sa, index

unique id:
request id:
sa_state:
mode:
protocol:
encapsulation:
local spi:
remote spi:

0:
304

185
INSTALLED
TUNNEL
ESP

yes
ca59bfcf
cde23d83
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ipsec_cypher:
ipsec_hmac:
ipsec_dh group:
in bytes:

in packets:
in time:

out bytes:
out packets:
out time:
rekey time:
local ts:
remote ts:

esp-aes-256
esp-shal-hmac
7152

115
1451302507
6008

98

1451302507
1451305159

172.16.200.0/24
172.16.201.0/24

Uctopusa nameHeHun

state: PHASE2 ESTABLISHED

Bepcus OnucaHue

2.06 [o6GasneHa komaHga show crypto map.

3.85.9 show dIlna

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Mokasatb ctatyc DLNA-cepsepa.
Het
Het

Hert
I (show)>  dlna

(show)> dlna

running: yes

Bepcus OnucaHue

2.00 [obaeneHa komaHaa show dina.

3.85.10 show dot1x

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

Tun nHTepcpenca

MokasaTtb cocTtosiHue knuneHta 802.1x Ha nHTepdence. [1nsa BOIMOXHOCTU
ynpaBneHusi coctosiHmem knneHTa 802.1x Ha uHTepdpence JomkHa ObiTb
HacTpoeHa aBTopu3saums npu nomoLLm rpynnel komaHz interface authentication.

Het
Het

Ethernet
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Het

I (show)> dotlx[interface]

AprymeHT 3Ha4yeHue OnucaHue

interface Nms HasBaHue nHTepdelica Ethernet. Cnncok
MHTepgesica |QOCTYNHbIX ANsi Beibopa MHTEpPdENcoB
MOXHO YBUAETb BBeas komaHgy dot1x 2.

(config)> show dotlx ISP
dotlx:
id: GigabitEthernetl
state: CONNECTING

Core::Configurator: done.

Bepcus OnucaHue

2.02 [obasneHa komaHaa show dot1x.

3.85.11 show dpi hosts

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHun

Moka3aTb CNMCOK XOCTOB, onpeaeneHHbIX cnyx6omn DPI, nx onepauyoHHyo
CUCTEMY N CMINCOK NPUMOXEHNIA HA HUX.

Het
Het

Het
I (show)>  dpi hosts

(show)> dpi hosts

host:
mac: 20:aa:4b:5c:09:0e
class _name: unknown
device name: unknown

flow types:
flow type: skype

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa show dpi hosts.

Keenetic Extra CnpaBo4YHUK kOMaHA 241




Masa 3 OnucaHne KomaHp,

3.85.12 show drivers

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.85.13 show interface

OnucaHue

lNokasaTb CMCOK 3arpyXeHHbIX gpanBepoB agpa.

Het
Het

Het

I (show)>

drivers

(show)> drivers

module:
name: rt2860v2 sta
size: 546736
used: 0
subs: -

module:
name: rt2860v2 ap
size: 554192
used: 2
subs: -

module:
name: rndis host
size: 5024
used: 0
subs: -

module:
name: dwc_otg
size: 68416
used: 0
subs: -

module:
name: 1m
size: 1344
used: 1
subs: dwc otg, [permanent]

Bepcus OnucaHue
2.00 [obasneHa komaHaa show drivers.

MNokasaTb gaHHble YKa3aHHOro MHTep(beVICS. Ecnu BbINONHUTL KOMaHay 6es
apryMmeHTa, To Ha 3KpaH 6yp,eT BblB€l€H BE€Cb CIMNCOK CETEBbIX MHTep(beVICOB.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

Het
Het
Het

P

I(shom0> interface (name;

AprymeHT 3Ha4yeHue OnucaHue
name Nms lMonHoe nms unn NncesgoHUM NHTepeinca,
MHTEepgerica |MHopmauuo o KoTopom Tpebyercs
oTobpasunThb.

Mpumep 3.1. NMpocMOTp COCTOSIHUA NOPTOB KOMMYyTaTopa

KomaHga show interface BbiBOAUT pa3nuyHyo MHPOPMAaLMIO B 3aBUCUMOCTM OT
TMna uHtepdgenca. B yactHocTn, Ana kommyTtaTtopa GigabitEthernet0 oHa
NMOMUMO OOLLIMX CBEAEHMWI MOKA3bIBAET TEKYLLEE COCTOsTHME (DM3NYECKMX NOPTOB,
CKOPOCTb W Ayniekc.

config)> show interface GigabitEthernet0

index: 0
type: Switch
description:

state: up

link: up

port, index = 1:
link: up
speed: 106M

duplex: full
port, index = 2:

link: down
speed:
duplex:
port, index = 3:
link: down
speed:
duplex:
port, index = 4:
link: down
speed:
duplex:
port, index = 5:
link: up
speed: 106M

duplex: full
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obaeneHa komaHaa show interface.

3.85.14 show interface bridge

OnucaHue MokasaTb coCcTOsiHME MHTEpPdEenca mocTa.
Mpedukc no Het
MeHsieT HacTpouKu Het

MHorokpaTtHbii BBog  Hert

Tun nHtepcpenca Bridge
CuHoncue I (show)>  interface name> bridge
AprymeHThI AprymeHT 3HauyeHue OnucaHue
name Wmsa nHTepderica|llonHoe NMs Unu NCeBgoHUM
nHTepdenca, nHpopmaumio o
KoTopom TpebyeTcs oToOpasuTsb.
BeiBoa AnemeHT 3HayeHue
members KopHeBon yzern.
interface Nmsa nHtepdenca.
link CocTosHMe coeumHeHus nHtepdenca.
inherited Mpu3Hak HacnegoBaHus.
Mpumep (show)> interface Bridgel bridge
members:
interface, link = no, inherited = yes:
WifiMaster0/AccessPoint?2
interface, link = yes: UsbLte0
MCTOpVISI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.03 [o6GaeneHa komaHga show interface bridge.

3.85.15 show interface channels

OnucaHue MokasaTb JaHHbIE O KaHanax ykasaHHoro 6ecnpoBO4HOrO UHTepdenca.
Mpedukc no Het
MeHsieT HacTpoMnKu Het
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHThbl

BbiBog

Mpumep

Het

Radio

I(shom0> interface (name»> channels

AprymeHTr 3HauyeHue OnucaHue

name Ums lMonHoe umsa unu NnceeaoHMM NHTEpdeinca,
MHTEepgesica |MHopmauuo o KoTopom Tpebyetca

oTobpasunThb.

AnemeHT 3HayeHue

channels KopHeBon y3en.

channel, index Homep 3anucu B cnucke.

number Homep kaHana.

ext-40-above Bo3MOXHOCTb paclumpeHuns kaHana Beepx.

ext-40-below B03MOXHOCTb pacLUMpeHust KaHana BHU3.

vhc-80 Bo3moxHOCTb paclumpeHus kaHana go 80 Miru.

(show)> interface WifiMaster® channels

channels:
channel, index = 0:
number: 1
ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index = 1:
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 2:
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 3:
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 4:
number: 5
ext-40-above: yes
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UcTopusa nameHeHun

ext-40-below: yes
vht-80: yes

channel, index = 5:
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 6:
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 7:
number: 8
ext-40-above: yes
ext-40-below: yes

vht-80: yes
Bepcus OnucaHue
2.03 [obaeneHa komaHga show interface channels.

3.85.16 show interface country-codes

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThbl

BbiBoa

246

[NokasaTb CIMCOK JOCTYMNHbIX KaHanoB Ha paguo-uHTepgence.
Het
Het
Het

Radio

I(shom0> interface (name»> country-codes

AprymeHT 3HayeHue OnucaHue

name Wmsa nHTepgerica|lNonHoe NMst UNu NCeBOOHUM
nHTepdenca, uHpopmaLumo o
KOTOpoM TpebyeTcst oTobpasunTh.

AnemeHT 3Ha4yeHue

country-codes KopHeBon y3en.
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Mpumep

UcTopusa nameHeHun

OnemMeHT 3Ha4yeHue
code Kopg cTtpaHbl.
country HasBaHwue cTpaHbl.

(show)> interface WifiMaster0 country-codes

country-codes:

country-code:

code: AL
country: Albania
country-code:
code: DZ
country: Algeria
country-code:
code: AR
country: Argentina
country-code:
code: AM
country: Armenia
country-code:
code: AU
country: Australia
Bepcusa OnucaHue
2.03 [ob6asneHa komaHaa show interface country-codes.

3.85.17 show interface mac

OnucaHue
Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA

Tun nHTepcpenca

CuHoncuc

Mokasatb Tabnmuy MAC-agpecoB kKommyTaTopa.

Het
Het
Het

Switch

I (show)>

interface name> mac
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AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue
name Ums MonHoe nms nnn NncesgoHUM NHTepdeinca,
MHTEepgesica |MHopMauuo o KoTopoM Tpebyetcs
oTobpasnThb.

(show)> interface GigabitEthernet0® mac

Port MAC Aging

1 20:6a:8a:1a:58:€9 1

3 cc:5d:4e:4f:aa:b2 1

3 cc:5d:4e:4f:aa:b2 3

1 01:00:5e:00:00: fc 7

Bepcus OnucaHue

2.00 [o6aeneHa komaHaa show interface mac.

3.85.18 show interface rf e2p

OnucaHue lMokasaTb TeKyLlee COAepPKMMOe BCEX SUeeK KannMbpoBOYHbIX AaHHbIX.

Mpedoukec no Het

MeHsieT HacTpoOWKu Het

MHorokpaTHbIi BBog  Hert

Tun nntepcpenca Radio

Cunoncuce I (show)>  interface name> rf e2p

AprymeHThI AprymeHT 3HayeHue OnucaHue
name Umsa MonHoe nms nnn NnceBgoHUM NHTepdeinca,

MHTEepgesica |MHopmMauuo o KoTopom Tpebyetcs
oTobpasunTb.

MNpumep (show)> interface WifiMaster0 rf e2p
[0x0000]:5392 [0x0002]:0103 [0x0004]:43EC [0x0006]:04F6
[0x0008]:042B [0x000A]:5392 [0x000C]:1814 [Ox000E]:8001
[0x0010]:0000 [0x0012]:5392 [0x0014]:1814 [0x0016]:0000
[0x0018]:0001 [0x001A]:FF6A [0x001C]:0213 [OxO01E]:FFFF
[0x0020]:FFFF [0x0022]:FFC1 [0x0024]:9201 [0x0026]:FFFF
[0x0028]:43EC [0x002A]:04F6 [0x002C]:052B [Ox002E]:FFFF
[0x0030]:758E [0x0032]:4301 [0x0034]:FF22 [0x0036]:0025
[0x0038]:FFFF [0x003A]:012D [0x003C]:FFFF [Ox003E]:FAD9
[0x0040]:88CC [0x0042]:FFFF [0x0044]:FFOA [0x0046]:0000
[0x0048]:0000 [0x004A]:0000 [0x004C]:0000 [OxO04E]:FFFF
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[0x0050]
[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]
[0x0080]
[0x0088]

[0x0098]
[0x00A0]

[0x00B0O]
[0x00B8]

[0x00C8]
[0x06D0O]

[Ox00EQ]
[OxO0E8]

[OXO0F8]
[0x0100]

[0x0110]
[0x0118]
[0x0120]
[0x0128]
[0x0130]

[0x0140]
[0x0148]

[0x0158]
[0x0160]

[0x0170]
[0x0178]

[0x0188]
[0x0190]

[0x01A0]
[0x01A8]

[0x01B8]
[0x01CO]

[0x01D0]
[0x01D8]
[O0x01EQ]
[OxO1E8]
[0x01F0]

:FFFF
11011
11111
:1313
:00F1
10000
:FFFF
:FFFF
[0x0090] :
:FFFF
:FFFF
[Ox00A8] :
:FFFF
:FFFF
[0x00CO] :
:FFFF
:FFFF
[0x00D8] :
: AAAA
: AAAA
[OxO0FO] :
:FFFF
:FFFF
[0x0108]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x0138]:
:FFFF
:FFFF
[0x0150] :
:FFFF
:FFFF
[0x0168]:
:FFFF
:FFFF
[0x0180]:
:FFFF
:FFFF
[0x0198]:
:FFFF
:FFFF
[0x01BO] :
:FFFF
:FFFF
[6x01C8]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0xO1F8]:

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0052]
[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]
[0x0082]
[0x008A]

[0x009A]
[0x00A2]

[0x00B2]
[0x00BA]

[0x00CA]
[0x06D2]

[Ox00E2]
[OXO0EA]

[OXO0FA]
[0x0102]

[0x0112]
[Ox011A]
[0x0122]
[0x012A]
[0x0132]

[0x0142]
[0x014A]

[Ox015A]
[0x0162]

[0x0172]
[0x017A]

[Ox018A]
[0x0192]

[0x01A2]
[0x01AA]

[Ox01BA]
[0x01C2]

[0x01D2]
[0x01DA]
[Ox01E2]
[OxO1EA]
[0x01F2]

11111
:1010
11211
11413
:1133
10000
:FFFF
:FFFF
[0x0092]:
:FFFF
:FFFF
[OxO0AA] :
:FFFF
:FFFF
[0x00C2]:
:FFFF
:FFFF
[0xO0DA] :
16688
16688
[0xO0F2] :
:FFFF
:FFFF
[0x010A]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x013A]:
:FFFF
:FFFF
[0x0152]:
:FFFF
:FFFF
[0x016A]:
:FFFF
:FFFF
[0x0182]:
:FFFF
:FFFF
[0x019A]:
:FFFF
:FFFF
[0x01B2]:
:FFFF
:FFFF
[0x01CA]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[OxO1FA]:

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0054]
[0x005C]
[0x0064]
[0x006C]
[0x0074]
[0x007C]
[0x0084]
[0x008C]

[0x009C]
[Ox00A4]

[0x00B4]
[0x00BC]

[0x00CC]
[0x00D4]

[0x00E4]
[0x00EC]

[0x00FC]
[0x0104]

[0x0114]
[0x011C]
[0x0124]
[0x012C]
[0x0134]
[0x013C]
[0x0144]
[0x014C]

[0x015C]
[0x0164]

[0x0174]
[0x017C]

[0x018C]
[0x0194]

[0x01A4]
[0x01AC]

[0x01BC]
[0x01C4]

[0x01D4]
[0x01DC]
[0x01E4]
[0x01EC]
[0x01F4]

11111
:1010
11212
11414
:0000
:0000
:FFFF
:FFFF
[0x0094] :
:FFFF
:FFFF
[0XO0AC] :
:FFFF
:FFFF
[0x00C4] :
:FFFF
:FFFF
[6x00DC] :
:AAAA
:AAAA
[0XO0F4] :
:FFFF
:FFFF
[6x010C] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
:0000
:FFFF
:FFFF
[0x0154] :
:FFFF
:FFFF
[0x016C] :
:FFFF
:FFFF
[0x0184]:
:FFFF
:FFFF
[0x019C] :
:FFFF
:FFFF
[0x01B4]:
:FFFF
:FFFF
[6x01CC]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0xO1FC]:

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0056]
[OxO05E]
[0x0066]
[Ox006E]
[0x0076]
[OxO07E]
[0x0086]
[OxO08E]

[0x009E]
[0x00A06]

[0x00B6]
[0x00BE]

[0x00CE]
[0x00D6]
[0xO0DE]
[0x00E6]
[OxO0EE]

[OXO0FE]
[0x0106]

[0x0116]
[OxO011E]
[0x0126]
[0x012E]
[0x0136]

[0x0146]
[0x014E]

[Ox015E]
[0x0166]

[0x0176]
[0x017E]

[Ox018E]
[0x0196]

[0x01A6]
[0x01AE]

[0x01BE]
[0x01C6]

[0x01D6]
[0x01DE]
[0x01E6]
[OxO1EE]
[0x01F6]

11111
:1010
11312
12264
:FC62
10000
: FFFF
: FFFF
[0x0096] :
: FFFF
: FFFF
[OXOOAE] :
: FFFF
: FFFF
[0x00C6] :
: FFFF
: FFFF
16666
16688
16688
[0x00F6] :
: FFFF
: FFFF
[0x010E] :
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0x013E]:
: FFFF
: FFFF
[0x0156] :
: FFFF
: FFFF
[0x016E] :
: FFFF
: FFFF
[0x0186] :
: FFFF
: FFFF
[0x019E] :
: FFFF
: FFFF
[0x01B6] :
: FFFF
: FFFF
[0x01CE] :
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0XO1FE] :

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF
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UcTopusa nameHeHum

3.85.19 show interface stat

OnucaHue
Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

Bepcus

OnucaHue

2.04

[obaeneHa komaHaa show interface rf e2p.

lMokasaTb CTaTUCTUKY NO UHTEPENCy.

Het

Het

Het

I (show)>  interface name, stat

AprymeHT 3HayeHue OnucaHue

name Ums [MonHoe umsa uHTepdenca unm NCeBaoHNM.
MHTEepderica

(show)> interface Home stat

rxpackets: 564475

rxbytes:

rxerrors: 0

rxdropped: 0

txpackets: 796849

txbytes:

txerrors: 0

txdropped: 0

68729310

870960214

Bepcus

OnucaHue

2.00

[obaeneHa komaHaa show interface stat.

3.85.20 show interface wps pin

OnucaHue
Mpedukc no

MeHsieT HacTpouku

Mokazate WPS PIN To4ku goctyna.

Het

Het
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

BbiBog

Mpumep

UcTopusa nameHeHun

Het

WiFi

I (show)>  interface <name> wps pin

AprymeHT 3HaveHue OnucaHue

name Nms MonHoe umsa nHTepdenca nnm NCEBLOHNM.
MHTEpgelica

AnemeHT 3HayeHue

pin Homep PIN.

(show)> interface WifiMaster0/AccessPoint0 wps pin

pin: 60180360

Bepcus

OnucaHue

2.00

HobasneHa komaHga show interface wps pin.

3.85.21 show interface wps status

OnucaHue

Mpedumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

BbiBog

MokasaTtb ctatyc WPS Toukun goctyna.

Het
Het
Het

WiFi

I (show)>  interface <name> wps status

AprymeHT 3HayeHue OnucaHue

name Ums [MonHoe umsa nHTepdenca unm NCeBaoHNM.
MHTEepperica

AnemeHT 3HayeHue

wps KopHeBom y3en.

configured HactpoeH nu WPS ansa gaHHOM To4ku gocTyna.

auto-self-pin

CocTtosHue pexuma auto-self-pin.

status

disabled
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Mpumep

UcTopusa nameHeHun

AnemeHT

3Ha4yeHue

enabled

active

direction

send

receive

mode

pbc
self-pin

peer

left

Bpems [0 3aKpbiTUs ceccum B CEKyHAax.

(show)> interface WifiMaster0/AccessPoint0 wps status

wps:
configured: yes

auto-self-pin: yes

status:
direction: send

mod

active

e: self-pin

left: infinite
Bepcus OnucaHue
2.00 [o6GaeneHa komaHga show interface wps status.

3.85.22 show ip arp

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

Mpumep

252

Oto6paxaeT cogepxnmoe kewa ARP.

Het
Hert

Het

| (show)>

(show)> ip arp

ip arp

IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc  Home
10.10.30.34 20:88:b4:40:9c:98 GuestWiFi
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Uctopusa nameHeHun

192.168.75.203 7c:61:93:e€e:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:¢9:¢c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP
Bepcus OnucaHue

2.00 HobasneHa komaHaa show ip arp.

3.85.23 show ip dhcp bindings

MokasaTtb ctatyc DHCP-server. Ecnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO Ha
3KpaH OyaeT BbIBE4EH BECb CMMCOK BbiAeneHHbIX IP ans Bcex nynos.

OnucaHue

Mpedumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

Het

Het

Hert

I(shom0> ip dhcp bindings [ (pooDs ]
AprymeHT 3HaveHue OnucaHue
pool CTpoka Nmsa nyna.

(show)> ip dhcp bindings _WEBADMIN

lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:e0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo
Bepcus OnucaHue
2.00 HobasneHa komaHga show ip dhep bindings.
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3.85.24 show ip dhcp pool

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

MokasaTtb nHopmaumo 06 onpegeneHHom nyne. Ecnu BbINONHUTL KOMaHay 6e3
aprymeHTa, TO Ha 9KpaH byaeT BbiBegeHa MHpopmauumst 060 BCex nynax cMcTeMbl.

Het
Het

Het

I (show)>  ip dhcp pool [ «pool>]

AprymeHTr 3HauyeHue OnucaHue

pool CTpoka Nmsa nyna.

(show)> ip dhcp pool 123

pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0
router, default = yes: 0.0.0.0

lease, default = yes: 25200
state: down
debug: no

Bepcus OnucaHue

2.03 [obaeneHa komaHga show ip dhcp pool.

3.85.25 show ip ftp

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHoOrokpaTHbIli BBOA

CuHoncuc

Mpumep

MokasaTb JOMaLLHWE KaTanoru nonb3oBaTtenen, umerowmx Ter ftp.
Het

Het

Het

I (show)> ip ftp

(show)> ip ftp

enabled: yes
permissive: yes

user:
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name: admin
root: E:/
path: /tmp/mnt/E//

user:
name: torrent
root:
path:

Core::Configurator: done.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.08 HobasneHa komaHaa show ip ftp.

3.85.26 show ip nhame-server

OnucaHue MokasaTtb cnucok Tekywmx agpecoB DNS-cepBepoB B nopsigke yobiBaHUSA
npuopwuTera.

Mpedoumkec no Het

MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuce I(shom0> ip name-server
Mpumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130
domain: zydata.ru
global: yes
MCTOpMﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.00 [obGaeneHa komanga show ip name-server.
3.85.27 show ip nat
OnucaHue MokaszaTb Tabnuuy TpaHCnALUM CETEBLIX aApPeCcOoB.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Uctopus nameHeHumn

Het

Het

Het

I (show)>  ip nat[tcp]

AprymeHT 3HayeHue OnucaHue

tcp Knwyesoe Tonbko 3anucu ¢ Tunom TCP 6yayT

c/0Bo BblBEAEHbl Ha 3KpaH.
(show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 4606005 1
111.221.77.159 40005 82.138.7.164 6482 1

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1

tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16

tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0

udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

Bepcus OnucaHue

2.00 [o6GaeneHa komanaa show ip nat.

3.85.28 show ip route

OnucaHue
Mpedoumkc no
MeHsieT HacTpouku

MHorokpaTHbIi BBOA

MNokasaTtb TEeKyLlYyLo Ta6m4u,y MapwpyTtusaumn.

Het
Hert

Het
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Cunoncuce I (show)>  ip route[sort«criteria>«direction]
AprymeHTbI AprymeHT 3HaveHue OnucaHue
direction ascending [3anucu Tabnuubl MappyTm3auum oygyT
YNOPSIAOYEHbI NO BO3paCTaHMI0.
descending |3anucu Tabnuubl MapwpyTusauum oyayTt
ynopsiaodeHsl Mo yobIBaHNMIO.
criteria interface |CopTupoBka 3anucen GyaeT ocyliecTBneHa
no MMeHn nHTepdenca.
gateway CopTupoBka 3anuvcen byaeT ocyllecTerneHa
no agpecy Luno3a.
destination|CopTupoBka 3anvcer OyaeT ocyllecTBrneHa
no agpecy HazHa4yeHusl.
Mpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
MCTOpMﬂ M3MeHeHV|ﬁ Bepcuﬂ OnucaHMe
2.00 [obGaBneHa komaHaa show ip route.

3.85.29 show ipsec

OnucaHue
Mpedukc no Het
MeHsieT HacTpoOMKuM Het

MHorokpaTHbI BBog  Hert

CuHoncuc I (show)> ipsec

Mpumep (show)> ipsec

ipsec statusall:

MokasaTb uHopmaumio o coctossHun IPsec/IKE cnyxbbl strongSwan.
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Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES CBC=256/HMAC_SHA1l 96/PRF HMAC SHA1/MODP 1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »

minutes
test{304}: 172.16.200.0/24 === 172.16.201.0/24
UcTopus nameHeHun Bepcus OonucaHue
2.06 [o6GasneHa komaHaa show ipsec.

3.85.30 show ipv6 addresses

OnucaHue lMokasaTtb cnncok Tekywux IPv6-agpecos.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert

CuHoncuc

Mpumep

I (show)>

ipv6 addresses

(show)> ipv6 addresses
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Uctopusa nameHeHun

address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fed4f:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:ce5d:4eff:fed4f:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
Bepcus OnucaHue

[o6GasneHa komaHaa show ipv6 addresses.

3.85.31 show ipv6 prefixes

OnucaHue
Mpedukc no

MeHsieT HacTpourku

MHorokpaTtHbii BBog  Hert

CuHoncuc

Mpumep

I (show)>

ipv6 prefixes

(show)> ipv6 prefixes

prefix:

prefix:

interface:
valid-lifetime:
preferred-lifetime:

prefix:

prefix:

lNokasaTb cnncok Tekywux IPv6-npedukcos.

2001:db8::/64
ISP

infinite
infinite

fd3c:4268:1559::/48

interface:

valid-lifetime:
preferred-lifetime:

prefix:

prefix:

infinite
infinite

fd01:db8:43::/48

interface:

valid-lifetime:
preferred-lifetime:

infinite
infinite

Keenetic Extra CnpaBo4YHUK kOMaHA

259




Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa show ipv6 prefixes.

3.85.32 show ipv6 routes

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTtopusa nameHeHun

MokasaTb cnucok Tekywmux IPv6-mapLupyTos.

Het
Het

Het

I (show)>

ipv6 routes

(show)> ipv6 routes

route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01l:db8:43::/64
gateway: ::
interface: Home
Bepcus OnucaHue
2.00 [obGaeneHa komaHga show ipv6 routes.

3.85.33 show last-change

OnucaHue

Mpedoumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,

CuHoncuc

Mpumep

NokasaTb KTO U Korga nocrneaHnin pas BHOCUIT U3MEHEHUS B HACTPOWKMN.

Het
Het

Het

I (show)>

last-change

(show)> last-change

date: Thu,

12 Jul 2012 10:01:47 GMT
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Uctopusa nameHeHun

agent: cli
Bepcus OnucaHue
2.00 [o6GasneHa komaHaa show last-change.

3.85.34 show log

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

MokasaTb coaepXXnMoe CUCTEMHOTO XXypHana (3anuncu, KoTopble COXpaHUNUCh B
umknmyeckom Bydpepe), a Takke HOBbIE 3anNnUcK NO Mepe MX NocTynneHns. Komanaa
paboTaeT B pOHOBOM pexume, TO eCTb 40 NPUHYAUTENBHOW OCTaHOBKM
nonb3oBaTenem no Haxatuio [Ctri]+[C].

Het
Het

Het

I (show)>  log [ tmax-1lines>][once]

AprymeHT 3HavyeHue OnucaHue

max-lines lenoe uucno |KonmyecTeo BO3BpaLLaeMbIX CTPOK F10roB.

once KnwyeBoe MokasaTb TekyLwmii nor u BbiitK B CLI.
C/10BO

(show)> log

Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0Q: »
STA(d8:b3:77:36:05:c1) had

deauthenticated.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00

HobaeneHa komaHaa show log.

3.85.35 show ndns

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTtopusa nameHeHun

Mokasatb napameTpbl KeenDNS, nony4eHHble U3 nocrnegHero 3anpoca Ha cepsep
(cm. komaHgbl ndns get-booked 1 ndns get-update).

Het
Het

Het
I (show)>  ndns

(show)> ndns

name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct
ttp:

direct: yes
interface: GigabitEthernetl

address: 41.189.34.56
Bepcus OnucaHue
2.07 JobaeneHa komaHaa show ndns.

3.85.36 show netffilter

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,

CuHoncuc

262

MokasaTb MHopmaLuio o paboTe ceTeBoro skpaHa. Heobxogmumo ans
obecneveHus yganeHHon TeXnoaaepKu.

Het
Het

Het

I (show)>  netfilter
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.00

[obasneHa komaHaa show netffilter.

3.85.37 show ntp status

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

Uctopusa nameHeHumn

3.85.38 show ping-check

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb cucTemHble HacTponkn NTP.

Het
Het

Het

I(show)> ntp status

(show)> ntp status

status:
elapsed: 168141
server: 2.pool.ntp.org
synchronized: yes
Bepcus OnucaHue
2.00 [o6GaeneHa komaHga show ntp status.

MokasaTtb uHopmaumto o npocdune Ping Check. Mpn ncnonb3oBaHUN KOMaHAbI
6e3 aprymeHTa BbIBOAATCA AaHHble 060 Bcex Npodunsx.

Het
Het

Het

I (show)>  ping-check [ «profile name)]

AprymeHT

3HauyeHue

OnucaHue

profile name

Ctpoka

HassaHue npodung.

(show)> ping-check

pingcheck:

profile: TEST
host: 8.8.8.8
port: 80
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Uctopusa nameHeHun

max-fails: 7
timeout: 1
mode: connect

interface: ISP
fail count: 0
status: pass

pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
Bepcus OnucaHue

2.04

HobaeneHa komaHga show ping-check.

3.85.39 show printers

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Moka3saTb CMMCOK MPUHTEPOB B CUCTEME.

Het
Het

Het

I (show)>

printers

(show)> printers

printers:
printer: Canon MF8300C Series

Bepcus

OnucaHue

2.00

[ob6aeneHa komaHga show printers.

3.85.40 show running-config

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku

lMokasaTb TekyLMe HaCTPOMKN, KOTOPbIE COAEPXUT dhann
system:running-config TOYHO TakK e, Kak 3TO JenaeT kKoMaHaa more

Het

Het
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MHorokpaTHbii BBog  Hert

CuHoncuc I(ShOW0> running-config

Mpumep (show)> running-config
I $$$ Model: ZyXEL Keenetic
I $$$ Version: 2.0
I $$$ Agent:
I $$$ Last change: Fri, 13 Jul 2012 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096

set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200
set net.ipv4.netfilter.ip conntrack udp_ timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
clock timezone Moscow
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|

access-list WEBADMIN ISP

permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »

port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
!
isolate-private
dyndns profile ABCD
|

dyndns profile WEBADMIN
type dyndns

!

interface GigabitEthernet0

up
!
interface GigabitEthernet0/0
switchport mode access
switchport access vlan 1
|
interface GigabitEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0®
name Home
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266

description "Home network"
inherit GigabitEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up
!
ip route 82.138.7.141 ISP auto
ip route 82.138.7.132 ISP auto
ip route 82.138.7.27 PPTPO auto
ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home
|
ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi
|
ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:
ip nat Home
ip nat GuestWiFi
ipv6 subnet Default
bind Home
number 0
mode slaac

05 1.1.1.1
06 1.1.1.2

!

ipv6 local-prefix default
no ppe

upnp lan Home
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UcTopusa nameHeHun

torrent

rpc-port 8090
peer-port 51413

user admin

password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp

user test

password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly

service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp

cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive

!

!

!

Bepcus OnucaHue

2.00 HobasneHa komaHga show running-config.

3.85.41 show self-test

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHU
MHorokpaTHbIli BBOA,

CuHoncuc

UcTtopusa nameHeHun

Het
Het

Het

lMokasaTb COBOKYMHYH MHpOPMaLMIO O CUCTEMHOW akTUBHOCTU. Heobxoanumo
anga obecneveHns yganeHHoN TeXNoaaepKKu.

I(shomo> self-test

Bepcus OnucaHue

2.00

JobaeneHa komaHaa show self-test.
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3.85.42 show site-survey

OnucaHue MokasaTb fOCTyNHbIE 6GECNPOBOAHbBIE CETHU.
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Tun nntepcpenca Radio
Cunoncuc I (show)>  site-survey (name>
AprymeHTbI AprymeHT 3HayeHue OnucaHue
name Ums [MonHoe umsa uHTepdenca unm NCesaoHNM.
MHTepgeiica |Cnncok AOCTYNHbIX Ansi Bbibopa
NHTEPENCOB MOXHO YBUAETL BBEAS
KomaHay site-survey ?.
MNpumep (show)> site-survey WifiStation0
ESSID MAC Ch Rate Q
ZyXEL Keenetic 00:23:f8:5b:d3:f5 11 300Mbit/s 100
NDM Systems, Inc. 00:23:f8:5b:d3:f4 11 300Mbit/s 100
NATS 40:4a:03:b4:5d:18 4 54Mbit/s 34
UcTopuns nameHeHun Bepcus OonucaHue
2.00 [obGasneHa komaHaa show site-survey.

3.85.43 show skydns profiles

OnucaHue BobiBecTun cnvcok npodunen SkyDNS.
Mpedoukec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

CuHoncue I(shomo> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main

token: 821766297
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profile:
name: Kids
token: 840106815

SkyDns::Client: Profile list is loaded.

UcTopusa nameHeHun Bepcus

OnucaHue

2.01

HobasneHa komaHaa show skydns profiles.

3.85.44 show skydns userinfo

OnucaHue MokasaTb uHpopmaumto o nonb3oearene SkyDNS.
Mpecduke no Het
MeHsieT HacTpounku Het

MHorokpaTHbii BBog  Hert

CuHoncuc I (show)>

skydns userinfo

Mpumep (config)> skydns userinfo

plan:
name: Premium
code: PREMIUM

SkyDns::Client: SkyDNS info is loaded.

UcTopusi nameHeHnn Bepcus

OnucaHue

2.01

HobaBneHa komaHaa show skydns userinfo.

3.85.45 show system

OnucaHue MNokasaTb obLLlee COCTOAHNE CUCTEMDI.

OCHOBHbIe cBeAeHUA O COCTOSAHUN CUCTEMbI

® 3arpyska ueHTpanbHOro npoueccopa, B NpoLeHTax.

® UHdopmaunsa 0 3aHATON M UMEIOLLENCS B HAaNMYnmM NamaTu, B kKunobamnTax.
© VHdopmauusa 06 ucnonb3oBaHum anna nogkadku, B knnobantax.

©® Bpewms paboTbl cMCTEMbI C MOMEHTA 3anycka, B CEKyHAax.

Mpedukc no Het
MeHsieT HacTpoMnKu Het

MHorokpaTHbii BBog  Hert
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CuHoncuc

Mpumep

UcTopusa nameHeHun

I(shom0> system

(config)> show system

hostname: Undefined
domainname: WORKGROUP
cpuload: 0 O
memory: 13984/28976 @
swap: 0/0 ©
uptime: 153787 O
Bepcus OnucaHue
2.00 [o6GasneHa komaHga show system.

3.85.46 show tags

OnucaHue
Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

[NokasaTb 4OCTYMHbIE NOSb30BaTENbLCKUE TErN.

Het
Het

Het

I(shom0> tags

(show)> tags

tag: cli
tag: readonly
tag: printers
tag: cifs
tag: http
tag: ftp
tag: torrent
Bepcus OnucaHue
2.00 HobaBneHa komaHaa show tags.

3.85.47 show upnp redirect

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MokasaTb NnpaBuna TpaHcnsaummn nopto UPnP. Ecnn BbINONHWUTL komaHay 6e3
aprymeHTa, TO BECb CMMCOK NpaBui TpaHCNSALUMmM OyaeT BbIBEAEH HA 3KPaH.

Het

Het
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Het
IP
I(shomo> upnp redirect [( (protocols cinterfaces <port») | <index> ]
AprymeHTr 3HauyeHue ‘OnwcaHMe
protocol tcp Ha akpaH GygyT BbiBegeHbl npaBuna TCP.
udp Ha akpaH 6yayT BbiBegeHbl npasuna UDP.
interface Nms Ha akpaH GyayT BbiBEAEHbI NpaBuna ¢
MHTep@esica |ykasaHHbIM UHTepdENCOoM.
port lenoe uucno |Ha skpaH 6yayT BbiBeAEHbI NpaBuna ¢
yKasaHHbIM NOPTOM.
index lenoe uucno |Ha skpaH OyoeT BbiBe4EHO NpaBumo ¢
yKa3aHHbIM NMOPSAKOBLIM HOMEPOM.

(show)> upnp redirect

udp ISP 11175

entry:
index: 1
interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
packets: 0
bytes: 0
Bepcus OnucaHue
2.00 [obGaeneHa komaHaa show upnp redirect.

3.85.48 show usb

MokasaTb cnucok USB-ycTponcTs.

OnucaHue
Mpedoukec no

MeHsieT HacTpouku

Het

Het

MHorokpaTHbI BBog  Hert

CuHoncuc

Mpumep

I (show)>  usb

(show)> usb

device:
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Uctopusa nameHeHun

name: 12F6-312F:
label: PENDRIVE
subsystem: storage
device:
name: 69f2894d-56al-4632-9521-dbdc8ab5c53d:
label: EXT3
subsystem: storage
device:
name: 4FCC-A585:
label: FAT32
subsystem: storage
device:
name: 226F114CO88FC43D:
label: NTFS
subsystem: storage
Bepcus OnucaHue
2.00 [obaeneHa komaHga show usb.

3.85.49 show version

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

MNMokasaTb BEPCU0 MMUKPOMPOrpamMbi.

Het
Het

Hert
I(shomo> version

(show)> version

release: v2.00(BFW.3)B7
date: 20 Jun 2012
arch: mips
manufacturer: ZyXEL Communications Corp.
vendor: ZyXEL
series: Keenetic series
model: Keenetic
hw_revision: A
device: Keenetic
class: Internet Center
Bepcus OnucaHue
2.00 [obaBneHa komaHaa show version.
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3.86 skydns

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CuHoncuc

UcTopusa nameHeHunmn

[ocTyn Kk rpynne KomaHg, Ansi HacTponkn napametpoB SkyDNS.

Het
Het
Het

(skydns)

| (config)>

skydns

Bepcus

OnucaHue

2.01

HobaBneHa komaHaa skydns.

3.86.1 skydns assign

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIY BBOA

CuHoncuc

AprymeHTbI

Uctopus nameHeHumn

HasHauuTb TokeH ansa xocta (MAC-agpeca).

Oa
Oa
Ha

I (skydns)>

assign (mac» <tokens | ctokens)

I (skydns)> no assign [ (nac» ]

AprymeHT 3HauyeHue OnucaHue

mac MAC-appec |MAC-agpec, KOTOPOMY Ha3Ha4YaeTCs TOKEH.

token Uenoe uucno |aeHTUUKALMOHHBIA HOMEP Npouss
douneTpaumun.

Bepcus OnucaHue

2.01 [o6GaeneHa komaHga skydns assign.

3.86.2 skydns check-availability

OnucaHue
Mpedukc no

MeHsieT HacTpouku

MpoBepuTb JOCTYNHOCTb CNyx6bl SKyDNS.

Het

Het
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHum

Het

I(skydns)> check-availability

(skydns)> check-availability

available
Bepcus OnucaHue
2.06 HobaeneHa komaHaa skydns check-availability.

3.86.3 skydns enable

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbI BBOA

CuHoncuc

Mpumep

Uctopus nameHeHunmn

Bkntountb cnyx6y SkyDNS.

KomaHga ¢ npedmKcom no ocTaHaBnMBaET CyxKoy.
[a

Oa

Het

I (skydns)>  enable

I (skydns)> no enable

(skydns)> enable
SkyDns::Client: SkyDNS is enabled.

Bepcus OnucaHue

2.01 [o6GaeneHa komaHga skydns enable.

3.86.4 skydns login

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

YkaszaTb nornH anga yvyetHom 3anucu SkyDNS.

KomaHga ¢ npedmkcom no cOpacbkiBaeT BCE HACTPOMKN YYETHON 3anmcu.
Oa

[a

Het

I (skydns)>  login «logins [ <password> ]

I (skydns)> no login
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AprymeHThI AprymeHT 3HavyeHue OnucaHue
login Ctpoka JlorunH yyetHom 3anuncu SkyDNS.
password CTpoka Maponb y4eTtHom 3anucn SkyDNS.
MNpumep (skydns)> login test_user 1234
UcTopus usmeHeHnt  (Bepcus OnucaHue
2.01 HobaeneHa komaHga skydns login.

3.86.5 skydns password

OnucaHue YkasaTb naponb ans yvyetHoun 3anucu SkyDNS.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

CuHoncuc I (skydns)>  password «password>

I (skydns)> no password

AprymeHThI AprymeHT 3Ha4yeHue OnucaHue

password Crtpoka Maponb y4eTtHom 3anucu SkyDNS.
Mpumep (skydns)> password 7654
MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.01 [ob6asneHa komaHaa skydns password.

3.87 snmp community

OnucaHue 3apatb HoBoe nMsa ansa SNMP coobuecTtBa. o ymonyaHuio, Ncnonb3yeTcs
cTaHgapTHoe ums public.

KomaHaa ¢ npedukcom no Bo3BpaLlaeT 3Ha4YeHNe Nno yMonyaHuio.
Mpedukc no Oa
MeHsieT HacTpouKu Ha

MHorokpaTtHbii BBog  Hert
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CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHun

I (config)>  snmp community «community>

I (config)> no snmp community

AprymeHT 3HaveHue OnucaHue

community CTtpoka HoBoe Ha3BaHue coobliecTea.

(config)> snmp community Co_test

Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community

Snmp: :Manager: SNMP community reset to "public".

Bepcus OnucaHue

2.08 [obGasneHa komaHga snmp community.

3.88 snmp contact

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

MpucBounTb KOHTakTHOE MMA SNMP areHTy. Mo ymMonyaHunio UMsi He onpegeneHo.
KomaHga ¢ npedukcom no yaansieT HaCTPONKY.

Oa

Oa

Het

I (config)>  snmp contact <contact»

I (config)> no snmp contact

AprymeHT 3HaveHue OnucaHue

contact CTpoka KoHTakTHas nHdpopmauns SNMP.

(config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact

Snmp: :Manager: SNMP community info reset.

Bepcusa OnucaHue

2.08 [o6GasneHa komaHga snmp contact.
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3.89 snmp location

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

3.90 system

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

YkasaTb pacnonoxeHne SNMP areHTa. 1o yMOn4aHuio pacnonoXxeHne He
onpegeneHo.

KomaHga ¢ npedukcom no yaansiet HaCTPONKY.
Oa
Oa

Het

I (config)>  snmp location «location»

I (config)> no snmp location

AprymeHT 3HavyeHue OnucaHue

location CTpoka PacnonoxeHne SNMP yctponcTsa.

(config)> snmp location Odintsovo

Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location

Snmp: :Manager: SNMP device location reset.

Bepcus OnucaHue

2.08 [o6GasneHa komaHga snmp location.

[ocTyn K rpynne KkoMaHg, Anst HACTPOMKM rMobanbHbIX NapaMeTpoB.
Het
Het
Het

(system)

I (config)>  system

Bepcus OnucaHue

2.00 HobaBneHa komaHaa system.
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3.90.1 system button

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

HacTpouTb KHOMKM Ha Koprnyce YCTPOMCTBa Ha BbINOMHEHUE ONpeaeneHHbIX
aencteuni. Habop 06paboTunkoB 3aBMCUT OT annapaTHOW KOHUrypaumm m
YCTaHOBMEHHbIX MOAYyNEN.

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.
Oa
[a

Het

I (system)>  button <button> on caction» do <handler

I (system)> no button button>

AprymeHT 3HavyeHue OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
FN KHonka FN.
action click OOMHOYHBIN KITUK.
double-click [1BONHON KNKK.
hold HaxaTtb n yaepxusaTtb B

TeueHue 3 cekyHa. KHonky
RESET yaepxuBaeTtcs B
TeyeHue 10 cekyHA.

handler FactoryReset C6poc cnctembl B 3aBOACKME

3HAYeHMS MO YMOSYaHWIO.

Reboot lMepesarpyska cucTemsbl.

WifiToggle Bkntouerune/BbikntodveHme Wi-Fi.

WifiGuestApToggle BkntoyeHune/BbiknoyYeHne
roctesoro Wi-Fi.

WpsStartMainAp 3anyctute WPS (Tonbko Ans
2,4 TTu).

WpsStartMainAp5 3anyctute WPS (Tonbko ans 5
Mu).

WpsStartAllMainAp 3anyctute WPS (BCe nonochl
4YacToThl).

UnmountAll BesonacHoe n3BneveHne Bcex
OMNCKOB.

DlnaDirectoryRescan Monck HoBbIX Meananneepos.

DlnaDirectoryFullRescan |[lonHoe ckaHuMpoBaHue.

TorrentAltSpeedToggle Pexnm yepenaxu B
BitTorrent-knneHTe (Heobxoomum
YCT@HOBIEHHbIN KOMMOHEHT
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AprymeHT

3HavyeHue

OnucaHue

BitTorrent-knuenT
Transmission).

TorrentClientStateToggle

BkntoueHune/BbIkNOYeEHNE
BitTorrent-knneHTa (Heobxogmm
YCTaHOBIEHHbIA KOMMOHEHT
BitTorrent-knnenT
Transmission).

OpkgRunScript

3anyctutb CKpUNT Ha
opkg-pasgene, B katanore
/etc/ndm/button.d/
(HeobxooMM yCTaHOBMEHHbI

KoMrnoHeHT OPKG).

Mpumep (system)> button WLAN on double-click do WifiGuestApToggle

Peripheral: :Manager:

"WLAN/double-click" handler set.

UcTopusa nameHeHun Bepcus

OnucaHue

2.03

[obGasneHa komaHaa system button.

2.06

HobaeneH obpabdoTtunk OpkgRunScript.

3.90.2 system clock date

OnucaHue YCTaHOBUTbL CUCTEMHbIE AaTy U BpeEMS.
Mpedukc no Het
MeHsieT HacTpoMnku Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I (system)> clock date (date-and-time»
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
date-and-time |[Crpoka Tekywas gata u spemsi B doopmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33

System date and time has been changed.

UcTopusa nameHeHun Bepcus

OnucaHue

2.00

[obGasneHa komaHaa system clock date.

Keenetic Extra CnpaBo4YHUK kOMaHA

279




Masa 3 OnucaHne KomaHp,

3.90.3 system clock timezone

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YcTaHOBUTL 4acoBOW MOSIC CUCTEMBbI.

KomaHga c npedurkcom no yctaHaenMeBaeT 4acoBoW Nosic No ymonyanuio (GMT).
Oa

[a

Het

I (system)>  clock timezone <locality,

I (system)> no clock timezone <locality,

AprymeHT 3HaveHue OnucaHue
locality CTtpoka HasaHue ropoga, 0603HavaoLwero Yacosom
nosic.

(system)> clock timezone Dublin
the system timezone is set to "Dublin".

Bepcus OnucaHue

2.00 [o6GaeneHa komaHga system clock timezone.

3.90.4 system configuration factory-reset

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHum

BoccTtaHoBNUTL 3aBOACKME HACTPOWKM AN1s1 BCEX PEXUMOB.
Het
Oa

Het
I(system)> configuration factory-reset

(system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa system configuration factory-reset.
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3.90.5 system configuration save

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.90.6 system debug

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbI BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

CoxpaHnTb CUCTEMHbIE HACTPOWIKN.

Het

Ja

Het

I (system)>

configuration save

(system)> configuration save
Saving configuration.

Bepcus

OnucaHue

2.05.B.1

[obGasneHa komaHga system configuration save.

BkntounTb OTNnagKy CUCTeMbl. Mo YMOJTHaHUIO NapamMeTp OTKITHYEeH.

KomaHga ¢ npenKcoM no OTKNIYaeT HACTPOWKY.

Oa
Ja

Het

I (system)>

debug

I (system)> no debug

(system)> debug

Core: :Debug: System debug enabled.

Bepcus

OnucaHue

2.03

[o6asneHa komaHaa system debug.

3.90.7 system domainname

OnucaHue

Mpedukc no

anICBOI/ITb cucreMme JOMeHHoe NMA.

KomaHga ¢ npedunkcom no yaanser JOMeHHOe UMS.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

Ja

Het

I (system)>  domainname <domain»

I (system)> no domainname

AprymeHT 3HauyeHue OnucaHue

domain Crpoka [lomeHHOe nmsi.

(system)> domainname zydata
Domainname saved.

Bepcus OnucaHue

2.00 [loGaBneHa komaHga system domainname.

3.90.8 system hostname

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

YCTaHOBUTL CUCTEMHOE UMS XOCTa. VIMsl XocTa ucnonb3ayeTes Ans naeHtudmkaumm
yana B ceTu. 3To HeobxoanMo Ans obecneveHnst paboTbl HEKOTOPbIX BCTPOEHHbIX
cnyx6, Takmnx kak CIFS.

KomaHaa ¢ npedrKcoM no yCTaHaBMMBAET 3Ha4YEHUE Mo YMOMYaHMIo, 3aBuCsiLLee
OT Ha3BaHWUs MoAeNy YCTPOWCTEA.

Oa
Oa
Het
I (system)>  hostname chostname»

I (system)> no hostname

AprymeHT 3Ha4yeHue OnucaHue

hostname Crtpoka Mmsa xocTa cuctemsbl.

(system)> hostname zyxel
Hostname saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHga system hostname.
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3.90.9 system led shutdown

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

BbIkntounTb CBETOAMOALI HA YCTPOUCTBE.

KomaHga ¢ npedrkcomM no BKOYaAET CBETOANOAbI.
Oa

[a

Het

I (system)>  led shutdown (mode;

I (system)> no led shutdown

AprymeHT 3HayeHue |0nuca|-w|e

mode all ‘BblKJ‘IIOLIVITb BCE CBeToamoabl.

(system)> led shutdown all
Peripheral::Manager: LED shutdown mode set to "all".

(system)> led no shutdown
Peripheral::Manager: LED shutdown mode reset.

Bepcus OnucaHue

2.08 HobaBneHa komaHaa system led shutdown.

3.90.10 system log clear

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHun

OuUCTUTL CUCTEMHBIV XXYpHar.
Het
Het

Het
I (system)>  log clear

(system)> log clear
Syslog: the system log has been cleared.

Bepcus OnucaHue

2.00 HobaeneHa komaHga system log clear.
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3.90.11 system log reduction

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkniounTb COKpalleHne NOBTOPHbIX COOOLLEHN B CUCTEMHOM XypHane. Mo

YMOJTYaHUIO NapaMeTp BKITHOYEH.
KomaHga ¢ npednkCoM no OTKMOYaeT HAaCTPOWNKY.
Oa
[a

Het

I (system)>  log reduction

I (system)> no log reduction

(system)> log reduction
Core::Configurator: done.

Bepcus OnucaHue

2.04 [obGaeneHa komaHga system log reduction.

3.90.12 system log server

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

[o6aBnTb yaaneHHbIn cepBep ANst XpaHEHUSI CUCTEMHOTO XXypHana.
Ja
Oa
Ja

I (system)>  log server address; [: <port)]

I (system)> no log server [ <address, [: «port)] ]

AprymeHT 3HayeHue OnucaHue

address

IP-agpec

Afpec yaaneHHoro cepsepa ans
XpaHeHWs1 CUCTEMHOTO >KypHarna.

port

Lenoe 4ucno

Homep nopta yganeHHoro cepsepa.

(system)> log server 192.168.1.1:8080
Syslog: server 192.168.1.1:8080 added.

Bepcus

OnucaHue

2.00

Job6aeneHa komaHaa system log server.
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3.90.13 system log suppress

OnucaHue
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

[o6aBnTb NpaBunNo NogaBneHnsa coobLLEHNN.

Cunoncue I (system)>  log suppress <ident»
I (system)> no log suppress [ <ident> ]
AprymeHThI AprymeHT 3HauyeHue OnucaHue
ident Ctpoka WoeHTudukaTop npouecca,
COoO0OLLEHMS KOTOPOTO HYXXHO
NnogaBuUTb.
Mpumep (system)> log suppress kernel

Syslog: added suppression "kernel".

WcTopus nameHeunn  |Bepcus

OnucaHue

2.04

Jo6aeneHa komaHa system log suppress.

3.90.14 system mode

OnucaHue
Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Bbibpatb pexum pabotbl Keenetic Extra.

Cunoncuc I (system)>  mode (mode»
AprymeHTbI AprymeHT 3HaueHue Onucanue
mode router OCHOBHOW pexum.
client Pexxnm ceTeBoro agantepa gnsi
nogkntoyeHns yctponcts Ethernet k
cetn Wi-Fi.
repeater Pexum ycunuTensa ons paclumpeHms

cetn Wi-Fi c nomolisto
©ecnpoBoOAHOrO CoeaUHEHNS.
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Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

ap Pexum To4ku goctyna ans
paclumpeHus cetn Wi-Fi ¢ nomoulbto
npoBoaHoro Ethernet coeanHeHuns.

(system)> mode repeater
Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

Bepcus OnucaHue

2.05 HobaeneHa komaHga system mode.

3.90.15 system mount

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHTbI

Mpumep

Uctopus nameHeHumn

Mogkntountb USB-ycTponcTteo. [nsa otobpakeHns NOAKNIOYEHHbIX YCTPOWCTB
ncnonb3ynTte KomaHgy show usb.

KomaHga ¢ npedmnkcomM no OTKMYaeT YCTPOUCTBO.
Oa
Het

Het

I (system)>  mount (filesystem

I (system)> no mount «filesystem

AprymeHTr 3HauyeHue OnucaHue

filesystem Crpoka HasBaHue gannoson cuctemsl ans
NOAKMIOYEHNSA/OTKNIOYEHUS.

(system)> mount 9430B54530B52EDC:
Filesystem mounted

Bepcus OnucaHue

2.00 [obGasneHa komaHga system mount.

3.90.16 system reboot

OnucaHue

BbinonHUTL Nepesarpysky cuctembl. Ecnv ykazaH napameTp, nepesarpyska
BbINOMHWTCS 3anfaHMPOBaHO Yepes 3adaHHbl MHTepBarn B CEKyHOaXx.
Wcnonb3oBaHne KoMaHabl MPU Y)Ke YCTaHOBMEHHOM TaliMepe 3aMeHsIeT cTapoe
3HayeHue TaliMepa HOBbIM.
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Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

Wcnonb3oBaHue 3annaHWpoBaHHON Nepesarpy3ku yaoo6Ho B TOM cryyae, Koraa
OCYLLECTBSIETCS yaaneHHoe yrnpaBreHne YCTPOCTBOM, U NMomnb30BaTerto
HeunsBecTeH 3 EKT OT NPUMEHEHMS Kaknx-nmbo komaHa. /13 onaceHns notepste
KOHTPOIb HaJ YCTPOMCTBOM MOSb30BaTeNlb MOXKET BKIOYMTb 3arnfiaHUpOBaHHYHo
nepesarpysky, kotTopasi cpaboTaeT Yepes 3ajaHHbIi MHTepBan BpemeHu. Cuctema
BEPHETCS B NepBOHaYyanibHOE COCTOsIHME, B KOTOPOM OHa CHoBa BydeT AocTynHa

no cetn.

KomaHga ¢ npedrkcom No OTMEHSIET 3anaHnpoBaHHyIo nepesarpysky.

Oa
Het

Het

I (system)>  reboot [ interval]

I (system)> no reboot

AprymeHT 3HaueHue

OnucaHue

interval llenoe u4ucno

WHTepBan, Yepes KOTopbI BbINOSTHUTCS

3annaHupoBaHHas nepesarpyska. Ecrnv He

yKasaH, nepesarpy3ska BbIMOSTHUTCS
HeMe[1eHHO.

(system)> reboot 20
Rebooting in 20 seconds.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa system reboot.

3.90.17 system set

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

YCTaHOBUTb 3Ha4YeHUe YKa3aHHOro CMCTeMHOro napamMeTpa n COXpaHUTb

M3MEHEHNA B TEKYLLUUX HaCTDOIZKaX.

KomaHga ¢ npedunkcom no Bo3BpallaeT napaMeTpy 3HaYeHue, KOTopoe Obio
YCTaHOB/EHO MO YMOMYaHuio, 4O NepBOoro M3MeHeHusl.

Oa
Oa
[a

I (system)>  set cname> <value,

I (system)> no set (name>
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HayeHue OnucaHue
name Ctpoka NoeHTndukaTop cucteMHoro napametpa.
value CTpoka HoBoe 3Ha4yeHne cMcTeMHOro napameTpa.

(config)> system
(system)> set net.ipv4.ip_forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive_time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 660
(system)> set net.ipv4.netfilter.ip_conntrack _max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipvé4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

Bepcus OnucaHue
2.00 [obGasneHa komaHaa system set.

3.90.18 system swap

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Ykasatb chann nogkadku. Ecnv pbann He HanaeH, KoMaHga NblTaeTcs ero co3aathb.
KomaHga ¢ npedumkcom no ygansiet doann nogkadku.

Oa

Oa

Het

I (system)>  swap areas <size»

I (system)> no swap

AprymeHT 3HauyeHue OnucaHue
area Ctpoka Nmsa dparna nogkayku.
size Lenoe uucno |Pa3vep carina nogkadku, B kKunobamrtax.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.91 tools

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

(system)> swap 9430B54530B52EDC:swaparea 200
swap is being initialized in background.
enabled swap area 9430B54530B52EDC:swaparea.

Bepcus

OnucaHue

2.00

HobaBneHa komaHOa system swap.

JlocTyn K rpynne KoMaHg Af1si TECTMPOBaHWS CUCTEMHOW cpeapbl.

Het
Het
Het

(tools)

I (config)>  tools

Bepcus

OnucaHue

2.00

[obaeneHa komaHaa tools.

3.91.1 tools arping

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbl

[JencTtBrne koMmaHabl aHaNorM4yHo komaHae tools ping, HO B oTnMyMe OT Heé
paboTaeT Ha BTopoM ypoBHe mogenu OSI n ncnonesyet npotokon ARP.

Het
Het

Het

(tools)> arping<address) source-interface (source-interface;[count
«count>][wait-time wait-times ]

AprymeHT 3Ha4yeHue OnucaHue

address IP-agpec OnpawwnBaembin IP-agpec.

source-interface|lmsa Wma nHtepderica-mcTouHmKa 3anpocos.
MHTEepperica

count

Lenoe u4ucno

KonuuecTBo 3anpocoB. Ecnu He yka3zaHo,

komaHaa 6yaeT pabotaTb 40 NpepbiBaHuA

nornb3oBaTeneM.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

wait-time Uenoe uucno |MakcmmarnbsHoe BpeMA oXngaHuda oTeeTa,
YKa3blBae€TCA B MUIITTUCEKYHOAX.

(tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000

Starting the ARP ping to "192.168.15.51"...

ARPING 192.168.15.51 from 192.168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.

Process terminated.

Bepcus OnucaHue

2.00 HobaeneHa komaHga tools arping.

3.91.2 tools ping

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

OTtnpaeuTtb 3anpockl Echo-Request npotokona ICMP yka3aHHOMY y3ny cetu 1
3adhmkcmpoBaTtb noctynatowme otBeTel Echo-Reply. Bpems mexagy otnpaskov
3anpoca u nony4eHmem oreeta Round Trip Time (RTT) no3sonset onpeaensito
OBYCTOPOHHME 3a4€ep>XKKN MO MapLUPYTY U 4acToTy NOTEPU NakeToB, TO €CTb
KOCBEHHO onpeaensaTb 3arpyXeHHOCTb Ha KaHanax nepegayn gaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcytcTBre ICMP-0TBETOB MOXET TakKe 03HavaThb, YTO yAan&HHbIN y3en
(Mnu kakon-NMB0o 13 NPOMEXYTOUHbIX MapLUpyTu3aTopos) 6rnokupyeT ICMP
Echo-Reply unu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping chost» [ count <count» ][ size «(packetsize> ]

AprymeHT 3HayeHue OnucaHue
host Crtpoka [omeHHoe ums nnu IP-agpec xocta.
count Yenoe uucno |Konnyectso 3anpocos ICMP Echo. Ecnu He

yKkasaHo, komaHaa byaet pabotatb 4o
npepbiBaHUA Nofnb3oBaTenem.

packetsize Uenoe uucno |Pasmep nons gaHHeix ICMP Echo-Request
B Gavitax. Mo ymonyaHuio — 56, 4To BMecTe
C 8-6anTOBbLIM 3aroyiOBKOM 3aJaeT pa3mep
ICMP-naketa — 64 GanTta.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.
100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,
0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

Bepcus

OnucaHue

2.00

HobasneHa komaHaa tools ping.

3.91.3 tools ping6

OtnpaeuTb 3anpockl Echo-Request npotokona ICMPV6 ykazaHHOMY y3ny ceTu
n 3adhukcmpoBaTb nocTynatowme oteeTol Echo-Reply. Bpema mexay otnpaskomn
3anpoca u nony4veHmem oreeta Round Trip Time (RTT) no3BonseT onpeaensito
OBYCTOPOHHME 3a4€ep>KKN MO MapLUPYTY U YacTOTy NOTEPU NaKeToB, TO eCTb
KOCBEHHO onpeAensaTb 3arpyXeHHOCTb Ha KaHanax nepegayn gaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

MonHoe otcyTtcTBMNEe ICMPV6B-0TBETOB MOXET TaKXKe 03Ha4aTb, YTO yAaNEHHbIN
y3en (Unu Kakon-nmbo 13 NPOMEXYTOYHbIX MapLupyTusatopos) 6nokupyet ICMP
Echo-Reply nnu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping6 chost> [ count «count» ][ size (packetsize) ]

AprymeHT

3HaueHue OnucaHue

host

CTpoka [omeHHoe ums nnu IPv6-agpec xocTa.

count

Yenoe uucno |Konnyecteo 3anpocos ICMPv6 Echo. Ecnin

He yka3aHo, kKomaHga b6yaet paboTartb o
npepbiBaHKs Nonb3oBaTenem.

packetsize

Uenoe uucno |Pasmep nons gaHHbIx ICMPv6 Echo-Request
B 6anTax. o ymonyaHuio — 56, YTO BMeCTe
C 8-0anToBbLIM 3arofIOBKOM 3aJaeT pa3mep

ICMPv6-naketa — 64 6ainTa.

(tools)> ping6 fd4b:f1l2b:5d59:0:1108:4407:b772:20cd count 3 size »

100

Sending ICMPv6 ECHO request to »
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Masa 3 OnucaHne KomaHp,

fd4b:f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=1l, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 HobaeneHa komaHga tools ping6.

3.91.4 tools pppoe-discovery

OnucaHue CkaHnpoBatb JocTynHble cepBepbl PPPOE.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuc (tools)> pppoe-discovery interface (source-interface:[retry-count
«count>][wait-time (seconds; ]
AprymeHTbI AprymeHT 3HaueHue Onucaxue
source-interface Wms untepgesica|lNonHoe nmsa nHtepdperica nnm
NCEBOOHMM.
count Lenoe 4ucno KonnyecTtBo NOnbITOK.
seconds Lenoe uucno Mepuog npoBepkun B ceKyHaax.
MoxeT npuHumMaThb 3HaveHus ot 1 go
10.
Mpumep (tools)> pppoe-discovery interface ISP retry-count 5 wait-time 9
Discovering PPPoE access concentrators on eth2.2...
AC name : accel-ppp
HW address: aa:09:a0:11:64:44
Service:
AC name : accel-ppp
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maBa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

HW address: de:06:21:02:b3:e2
Service:
process terminated

Bepcus OnucaHue

2.00 [obGasneHa komaHaa tools pppoe-discovery.

3.91.5 tools traceroute

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

lMokasaTb MapLIpyT K CETEBOMY XOCT.
Het
Het

Het

(tools)>  traceroute <host> [count count)] [interval <intervaly]
[wait-time wait-times] [packet-size (packet-sizes]
[max-ttl wax-tt ] [port (porty] [source-address (source-address)]
[source-interface (source-interfaces] [type (types] [tos (t0s)]

AprymeHT 3HavyeHue OnucaHue
host Ctpoka Mmsa ueneBoro xocra.
count Llenoe uncno KonnyecTtBo NpoBepoYHbIX NaKETOB

3a oauH npoxopa. o ymonyaHuio
3HavyeHne — 3. 3HayeHne AOoMKHO
6bITb B granasoHe [1;10].

interval llenoe uucno Bpewmsi B cekyHaax Mexzay oTnpaBkon
nakeToB. 3Ha4YeHNe No YMOMYaHUio
— 0. 3Ha4yeHune gornxHo ObITb B
AunanasoHe [0;15].

wait-time Lenoe uucno Bpemsa oxungaHusa peakumm Ha
NPOBEPOYHbIN NAKET (B CeKyHaax).
3HadeHune no ymon4yaxHmio — 1.
3HaveHune AomkHo ObITb B
ananasoHe [1, 15].

packet-size lenoe uucro Pa3smep nakeTa corracHo npoTokorny
type.

[ns Tvna tcp pasmep naketa no
yMOn4aHutio cocTaenser 52.
[vana3soH 3HaveHun [52].

[ns Tvnoe udp v icmp pa3smep
nakeTa no YMOSYaHWIO COCTaBMSET
60. dnanasoH 3HadeHunn [28;65535].
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Masa 3 OnucaHne KomaHp,

Mpumep

AprymeHT 3HayeHue OnucaHue

max-ttl Llenoe 4ucno MakcrmanbHoe KonmyecTBo
NpoxoaoB (3Ha4YeHne
MaKCMMaribHOro CPOKa >KU3HW)
TpaccupoBKnu. 3Ha4YeHne no
ymon4yaHuto — 30. 3HaveHne
OOMKHO ObITb B AnanasoHe [1;255].

port Lenoe uucro MopT HasHayeHwus.

Onsa Tmna tcp no ymonyaxuio
ucnons3ayetca nopt 80.

[ns Tvna udp no ymonyaHuwo
ncnonbayercs nopt 33434.

[nsa Tmna icmp No ymonyaHuio
ncnonb3yercd nopt 1.

source-address Crpoka Appec ucxogsuiero nHtepdenca.

source-interface Ctpoka WHTepdenc ansa ncnonb3oBaHna B
KadyecTBe MHTepdenca-ucTodHmKa B
NCXOAALMNX NaKeTax.

type tcp TCP npotokorn.
udp UDP npotokon. Ncnonb3ayeTcsa no
YMOMYaHUIo.
icmp ICMP npoTokorn.
tos Llenoe uucno Tun O6cnyxumBaHusa. 3HavyeHne no

ymonyaHuto — 0. 3HavyeHue AOomKHO

ObITb B AnanasoHe [0;255]

(tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte
packets.

1 192.168.111.1 (192.168.111.1) 0.958 ms 0.885 ms 2.946 ms
11.275 ms 10.934 ms

2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831
ms 8.463 ms 7.232 ms

5 diki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

v

\J

\J

\J

\J
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maBa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

3.92 torrent

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopus nameHeHunmn

3.92.1 torrent directory

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *
process terminated

Bepcus

OnucaHue

2.00

[obaeneHa komaHga tools traceroute.

[ocTtyn Kk rpynne komaHa gnst HAacTponkn napameTpos BitTorrent.

Het
Het

Het

(config-torrent)

I (config)>  torrent
Bepcus OnucaHue
2.00 [obaeneHa komaHaa torrent.

YkaszaTb nanky ons sarpy>xxaembix pannos. Ecnu nanka He HangeHa, koMaHaa
nbiTaeTcs ee co3naTb.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.

Oa
[a

Het

I (config-torrent)>

I (config-torrent)> no directory

directory «directory;

AprymeHT

3HavyeHue

OnucaHue

directory

CTpoka

MyTb K Nanke ¢ ykasaHnem ¢arinoson
cucTembl. Pannosble cuctemMbl — temp:,
system:, flash:, sys:, proc:, usb:.

(config-torrent)> directory TEST_FAT:transmission
Core::Configurator: done.
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Masa 3 OnucaHne KomaHp,

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa torrent directory.

3.92.2 torrent peer-port

OnucaHue Ykasatb nopT Ans yganeHHoro y3na. o ymonyaHuio ncnonessyetcs nopt 51413.
Mpedukc no Het
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I (config-torrent)>  peer-port «port>
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
port Yenoe uucno |Bxogawmin TCP nopT NnpocnyLnBaHus.
MoxxeT npuHumaThb 3HaveHus ot 1024 go
65535.
Mpumep (config-torrent)> peer-port 1122
Core::Configurator: done.
MCTOpMﬂ M3MeHeHV“\;| Bepcun OnucaHMe

2.00 HobaeneHa komaHaa torrent peer-port.

3.92.3 torrent rpc-port

OnucaHue HasHaunTb nopT RPC. o ymonyaHuio ucnonb3yetcs 3HadeHne 8090.
Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbii BBog  Het

Cunoncuc I (config-torrent)>  rpc-port (port> [public]
AprymeHThI AprymeHT 3HayeHue OnucaHue
port enoe uucno |Homep RPC nopta. MoxeTt npMHumaThb
3HaveHus ot 1024 go 65535.
public Knwyesoe HocTtyn k ynpasneHuto BitTorrent-knneHTom
C/10B0O nocpeacTBOM NyONMYHBIX MHTEPENCOB.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.93 udpxy

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopus nameHeHunmn

3.93.1 udpxy buffer-size

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

(config-torrent)> rpc-port 1133
Core::Configurator: done.

Bepcus

OnucaHue

2.00

[o6GasneHa komaHaa torrent rpc-port.

[ocTtyn K rpynne KomaHg onst HACTPOWKM NnapamMeTpoB udpxy.

Het
Het
Het

(udpxy)

I (config)>

udpxy

Bepcus

OnucaHue

2.03

HobaBneHa komaHaa udpxy.

YctaHoBUTh pasmep bydepa udpxy. No ymonyaHuio UCNOMnb3yeTcs 3HaYeHne

2048.

KomaHga ¢ npedmkcom no copacbkiBaeT pa3vep bydepa B 3HadeHme no

YMOITYaHMIO.

Oa
Ja

Het

| (udpxy)>

buffer-size (size;

I (udpxy)> no buffer-size

AprymeHT

3HauyeHue

OnucaHue

size

Lenoe u4ucno

Pasmep Oydgepa B banTtax. Moxet

npuUHUMaThL 3HavyeHus oT 1 go 1048576.

(udpxy)> buffer-size 500
Udpxy::Manager: a buffer size set to 500 bytes.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.04

HobaeneHa komaHaa udpxy buffer-size.

3.93.2 udpxy buffer-timeout

OnucaHue

Mpedumkc no
MeHsieT HacTpOMnKu
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

YcTaHOBUTL TavMayT AN XpaHeHns gaHHbIX B Bydepe udpxy. No ymonyaHuio
nucnonb3yeTtcd 3HadeHue 1.

KomaHga ¢ nperkcom no yctaHaBnmMBaeT TanMayT N0 YMOMYaHUIo.
Oa
Ja

Het

I (udpxy)>  buffer-timeout (timeout,

I (udpxy)> no buffer-timeout

AprymeHT 3HayeHue OnucaHue

timeout Uenoe uucsno |3HayeHue TanimayTa B cekyHaax. MoxeT
NPUHUMaTL 3Ha4vyeHus oT -1 0o 60. -1 —

HeorpaHMYeHHbIN TanmMayT.

(udpxy)> buffer-timeout 10
Udpxy::Manager: a hold data timeout set to 10 sec.

Bepcus OnucaHue

2.04 [o6GaeneHa komaHga udpxy buffer-timeout.

3.93.3 udpxy interface

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

298

CesasaTtb udpxy ¢ ykazaHHbIM UHTepdencom. o ymonyaHmio npussika He
HaCTPOEeHa 1 UCMONb3yeTcs TeKyllee NOAKMIOYEHNE K MHTEPHETY.

KomaHga ¢ npedmkcom no Bo3BpaLLaeT 3Ha4eHMEe No yMOI4aHMH.
Oa
Ha

Het

I (udpxy)>  interface cinterface»

I (udpxy)> no interface
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue
interface Nms MonHoe nms nHTepderca nnm NCEBAOHNM.
nHTepgesica |CnMcok JOCTYNHbLIX ANns Bbibopa

NHTEPENCOB MOXHO YBUAETL BBEAS
komangy interface ?.

(udpxy)> interface ISP

Udpxy: :Manager: bound to GigabitEthernetl.

Bepcus OnucaHue

2.02 [obaeneHa komaHaa udpxy interface.

3.93.4 udpxy port

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YctaHoButb nopt ana HTTP-3anpocos. Mo ymonyaHuio ncnonb3yercs 3HadeHme

4022.

Komanpa c I'Ipe(*)VIKCOM NO BO3BpawlaeT 3Ha4eHne no ymosi4aHuto.

Oa
Oa
Het
I (udpxy)>  port «port,

I (udpxy)> no port

AprymeHT 3HayeHue

OnucaHue

port Lenoe uucno

Homep nopta. MoxeT npMHMMaThb 3Ha4eHus
ot 0 go 65535.

(udpxy)> port 2323

Udpxy: :Manager: a port set to 2323.

Bepcus OnucaHue

2.03 HobaeneHa komaHaa udpxy port.

3.93.5 udpxy renew-interval

OnucaHue

YCTaHOBUTL Nepunoa BO30OHOBNEHNA MOANMUCKN HA MyrbTUKacT-kaHan. Mo
YMOSYaHUIO UCMNOMb3yeTcs 3HavyeHne 0, TO eCTb nognuncka He BO30OHOBNAETCS.

Komanpa c I'Ipe(*)VIKCOM NO BO3BpawWlaeT 3Ha4eHne no ymosiHaHuto.

Keenetic Extra CnpaBo4YHUK kOMaHA

299




Masa 3 OnucaHne KomaHp,

Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Cunoncuc I (udpxy)>  renew-interval <renew-interval,
I (udpxy)> no renew-interval
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
renew-interval |Uenoe uucno |[leprnog BO30OHOBNEHNS NOANUCKM B
cekyHaoax. MoxeT npyHuMaTh 3HaYeHus oT
0 oo 3600.
Mpumep (udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.
MCTOpVIﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.03 [obGaBneHa komaHga udpxy renew-interval.
3.93.6 udpxy timeout
OnucaHue YCcTaHoBUTb TavMayT coeguHeHus. 1o ymonyaHuio Ncnonb3yeTcs 3Ha4YeHue 5.

KomaHaa ¢ npedmkcomM no Bo3BpaLLaeT 3HaYeHne No yMOn4aHuio.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

CuHoncuce I (udpxy)>  timeout (timeout)
I (udpxy)> no timeout
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
timeout UYenoe uucno |3HadyeHve TanmayTa B cekyHaax. Moxer
nNpyvHUMaTb 3HaveHus ot 5 o 60.
Mpumep (udpxy)> timeout 10
Udpxy::Manager: a stream timeout set to 10 sec.
UcTopusa nameHeHun Bepcus OonucaHue

2.03 [o6GaBneHa komaHga udpxy timeout.
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maBa 3 OnucaHne KomaHp,

3.94 upnp forward

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdcenca

CunHoncuc

AprymeHTbI

UcTopusa nameHeHun

[o6aBnTb NnepeHanpasnstoLlee npasuno UPnP.

KomaHza ¢ npedvrkcom no ygansiet npaeumo U3 cnmcka.

Ja
Ja
Oa
IP

I (config)>

upnp forward (protocol> [ interface]address» (port,

I (config)> no upnp forward [ <index) | («protocol <address» (ports)]

AprymeHT 3HayeHue ‘Onwcal-wle
protocol tcp [obaButb/yaanutb NpaBuno Ans npomokorsna
TCP.
udp Ho6aBuTb/yaanuTe NpaBuIo AN Npomokosna
UDP.
interface ms Byner nobaeneHo npaBumno Ans ykasaHHOro
MHTEpgeiica |MHTepderica.
address IP-appec Bynert nobasneHo/yganeHo npaBumo ans
ykasaHHoro IP-agpeca.
port UYenoe uucno |byoer pobasneHo/yganeHo npaBuro ans
yKa3aHHOro nopra.
index UYernoe uucrno |byaer ynaneHo npaBuno ¢ ykazaHHbIM
NopsiAKOBbLIM HOMEPOM.
Bepcus OnucaHue
2.00 [obasneHa komaHaa upnp forward.

3.95 upnp lan

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

Tun nHtepdpenca

Ykasatb LAN-uHTEpdenc Ha koTopom 3anyLeHa cnyxba UPnP.

KomaHga ¢ npedmkCoM No OTMEHSET HACTPOWKY.

Ja
Da
Het

P
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config)>  upnp lan <interface»

I (config)> no upnp lan

AprymeHT 3HaveHue OnucaHue

interface Wms MonHoe umsa nHTepdenca nnm NCEBLOHNM.
nHTepperica |Cnmcok OCTYNHbIX Ang Bblibopa
NHTEP(EeNCcoB MOXHO yBUAETb BBEAS
KomaHay upnp lan ?.

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga upnp lan.

3.96 upnp redirect

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

[o6aBuTb npasuno TpaHcnsauum UPnP noprta.

KomaHga ¢ npedurkcomM no yaanseT npasuiio n3 cnncka. Ecnv BeINONHUTL KoMaHay
6e3 aprymeHTa, TO BECb CMMCOK NpaBun Oy4eT OUULLIEH.

Oa
[a
Da
P

(config)>  upnp redirect (protocols cinterfaces <port, «to-address; [
to-port]

(config)> no upnp redirect [and forward |[<index; | (<«protocol port>)

1l

AprymeHT 3HayeHue ‘Onwcal-wle
protocol tcp HobaBnTb/yganuTb NpaBuio Ans npoTokona
TCP.
udp HobaBnTb/yganuTe NpaBuio AN NpoTokona
UDP.
interface Ums Bynet nobaeneHo npaBunio Ang ykasaHHOro
MHTepPerica |NHTepdenca.
port Lenoe uucno |bynet pobaeneHo/yganeHo npasuno ans
yKa3aHHOro nopra.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHun

3.97 user

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
BxoxageHue B rpynny

CuHoncuc

AprymeHTbI

UcTtopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue
to-address IP-aapec Byoet nobaeneHo/yganeHo npasuno Ans
yKa3aHHOro agpeca Ha3HayeHus.
to-port lenoe 4ucno |bynetr nobaeneHo/yganeHo npaswno ons
YyKa3aHHOro nopta Ha3HayeHus.
and forward Knwyesoe Cnucku npaBumn NepechInki 1
CJ1080 nepeHanpasneHns 6yayT yaaneHsol.
index UYenoe uucno |byger yoaneHo npaBuno ¢ ykazaHHbIM

NOpPsIAKOBBIM HOMEPOM.

Bepcus OnucaHue

2.00 [obGasneHa komaHga upnp redirect.

[ocTtyn Kk rpynne komaHa onst HACTPOWKM napamMeTpoB YY4ETHOW 3anncu
nonb3oBarens. Ecnv yyeTHas 3anvcb He HavaeHa, komaHaa NbiTaeTcs ee co3gaTtb.

MpumeyvaHue: YueTHas 3annch ¢ 3ape3epBUPOBaHHLIM MMEHeM admin He
MOXeT ObITb yaaneHa. Kpome Toro, y nonb3oBatens admin
Henb3sa yaanvTb NpaBo AOCTYNa K KOMaHAHOW CTPOKE.

KomaHga ¢ npedurkcom no ygansieT y4eTHyto 3annch nonb3oBaTernsi.
Oa
Oa
Oa

(config-user)

I (config)>  user (name»

I (config)> no user name>

AprymeHT 3HayeHue OnucaHue

name Ctpoka Nmsa nonb3oBaTtens.
Bepcus OnucaHue

2.00 JobaBneHa komaHga user.
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Masa 3 OnucaHne KomaHp,

3.97.1 user password

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHU
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YkasaTtb naposnb nons3oBatens. MNMaponb xpaHutcs B Buge MD5-xewwa,
BbIYMCIIEHHOIO U3 CTPOKK «user: realm:password». realm 310 Ha3BaHWe Modenu
ycTponcTea U3 panna startup-config. txt.

KomaHga npyHMMaeT aprymMmeHT B BUAE OTKPbLITON CTPOKU UMK 3HAYEHUS
xew-pyHkummn. CoxpaHeHHbIN Naporb NCNoMb3yeTcsa Ang ayTeHTudmnkaumm
nonb3oBaTens.

KomaHga ¢ npedukcom no cbpacbiBaeT 3Ha4eHne napons Takum obpasom, 4To
nonb3oBaTenb TepsieT AOCTYN K ycTponcTay. [Ana nonb3oBartens admin npedukc
no cOpackiBaeT 3Ha4YEeHNe Napons Ha 3aBOACKNE HAacTPOrKn — 1234.

Oa
[a

Het

I (config-user)>  password ( md5 chash» | (passworad> )

I (config-user)> no password

AprymeHT 3HauveHue OnucaHue
hash Crpoka 3HaueHne MD5-xewwa.
password Ctpoka 3Ha4yeHue naporns B OTKPLITOM BUAE, U3

KOTOPOro aBToMaTtn4eCckn BbIMNCNAETCA
3Ha4YeHune xella.

(config-user)> password 1111

event, class = Event::User, raise time = »
690.903618:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6
tag: cli
tag: http

(config-user)>
password set has been changed for user "test".

Bepcus OnucaHue

2.00 [obGaBneHa komaHga user password.
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maBa 3 OnucaHne KomaHp,

3.97.2 user tag

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

[MpncBONTb YHETHOM 3aNncK cneumnanbHy METKY, Hanndmne KOTOpon NpoBepsieTca
B MOMEHT aBTOpU3aLMmn NONb30BaTenNs 1 BbINOMHEHNN UM FHOObIX OEACTBU B
cucteme. Habop JonyCcTMMbIX 3HAYEHUI METKM 3aBUCUT OT (PYHKLIMOHAmbHbIX
BO3MOXXHOCTEN cMCTEMBI. [1OMNHbIN CNMCOK NpUBEAEH B Tabnuue Huxe.

OpaHom yquHoﬁ 3anmcm MOXXHO Ha3Ha4nTb HECKOJIbKO pa3HblX METOK, BBOOA
KOMaHOy MHOIOKpaTHO. Ka»qqyro METKY MOXHO pacCMaTpuBaThb Kak
npenocrtasrieHne Unn orpaHn4eHne onpeaerneHHbIX npas.

KomaHga ¢ npedukcom no yoansieT 3agaHHyro MeTKY.

MpumevaHwue: YyeTHOM 3anncu admin Henb3s NpUcBoUTL MeTKY readonly u
yaanutb MeTky cli.

Oa

Oa

Ja

I (config-user)>  tag (tag»

I (config-user)> no tag (tag»

AprymeHT 3HayeHue OnucaHue

tag cli JocTyn K uHTepdency komaHaHOW CTPOKN.
http Hoctyn k Web-untepdency.
ftp MoakntodeHme K BcTpoeHHoMy FTP-cepsepy.
cifs MopkntoyeHmne kK cnyxbe dannos u

npuHTepoB Windows.

torrent Bxog B MHTEpdEnC ynpaBneHus KIiMeHTom
dannoobmeHHbIx ceTen BitTorrent.

readonly 3anpeT BbINOMHEHWSI KOMAHA, MEHSIOLLINX
HaCTPONKM.

vpn MogkntoveHue k BctpoeHHoMy VPN-cepsepy.

(config-user)> tag http
user "test" tagged with "http".
(config-user)>

event, class = Event::User, raise time = »
567.225033:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
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Masa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

password, type = nt: »
€84d037613721532e6b6d84d215854b6

tag: cli
tag: http
Bepcus OnucaHue
2.00 [obGasneHa komaHaa user tag.

3.98 yandexdns

OnucaHue

Mpedoumkc no

MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopus nameHeHunmn

[ocTyn B rpynny koMaHA ans HacTpoviku npodunen Yandex.DNS.
Het
Het
Hert

(yandexdns)

I (config)>  yandexdns

Bepcus OnucaHue

2.01 HobaBneHa komaHaa yandexdns.

3.98.1 yandexdns assign

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

306

HasHaunTb Tunbl Ansa XocToB. 1o ymonyaHuio Ans Bcex XOCTOB NCMONb3yeTcs
1N safe. default moxeT OblTb Ha3HaYEH TONBKO OOHOMY XOCTY.

KomaHga ¢ npedmkcom no BO3BpaLLaeT 3Ha4eHne No yMOM4aHuHo.
Oa
Oa
Oa

I (yandexdns)>  assign [ chost» ] «type)

I (yandexdns)> no assign [ <host» ]

AprymeHT 3Ha4yeHue OnucaHue

host MAC-agpec |XOCT, K KOTOPOMY NPUMEHSIETCS TUN
duneTpaunn. Ecnn He ykasaH, Tvn
NPUMEHSAETCA KO BCEM XOCTaM.

type default dunbTpaumns He UCMOoNb3yeTCs.
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maBa 3 OnucaHne KomaHp,

AprymeHT 3HavyeHue OnucaHue
safe 3awmTa oT Bpe4OHOCHbIX Y MOLLEHHUYECKMX
CanToB.
family 3aKpbIT JOCTYMN K BPE4OHOCHbIM U
MOLLIEHHNYECKMM CanTaMm, a TaKkke K
pecypcam ans B3pocCrbiX.

UcTopusa usmeHeHnt  (Bepcus OnucaHune

2.01 [obGaBneHa komaHga yandexdns assign.

3.98.2 yandexdns check-availability

OnucaHue MpoBepuTb JOCTYNHOCTb CNyx0bl Yandex.DNS.
Mpedomkc no Het
MeHsieT HacTpoMnKu Het

MHorokpaTHbii BBog  Hert

Cuuoncue I (yandexdns)>  check-availability
Mpumep (yandexdns)> check-availability
available
MCTOpVIﬂ N3MeHeHUNn Bepcuﬂ OnucaHue
2.06 HobaeneHa komaHaa yandexdns check-availability.

3.98.3 yandexdns enable

OnucaHue 3anyctutb cnyxby Yandex.DNS.

KomaHaa ¢ npedukcom no octaHaBnmnBaeT cryxoy.
Mpedukc no Oa
MeHsieT HacTpounku Ja

MHorokpaTHbii BBog Hert

Cunoncuc I (yandexdns)>  enable
I (yandexdns)> no enable
Mpumep (yandexdns)> enable

YandexDns: :Client: Yandex DNS is enabled.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.01

HobaeneHa komaHaa yandexdns enable.
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[JononHutenbHasa nHcpopmauus

4.1 HTTP Core Interface

Keenetic Extra npegoctasnser HTTP XML API. APl goctyneH yepes nHtepdeiic /ci , KoTopbl
npuHumaeT POST-3anpockl B dpopmate XML un Bosspaiaetr XML KIMEHTCKOMY NPUAOXKEHNIO,
npoLueLemMy Npoueaypy asTopmsaumn.

Mocne cbpoca Keenetic Extra Ha 3aBoackme HacTpokn aBTopu3auuns He TpebyeTtcs.

Mpumep 4.1. BbizoB XML API

BoeinonHutb koMaHay «show interface» ona WAN-nHTepdeinca c umeHem ISP. 3TOT uHTEpdenc
NPUCYTCTBYET B 3aBOACKMX HacTporkax Keenetic Extra.

POST /ci HTTP/1.1

Host: 192.168.1.1

Connection: keep-alive

Content-Length: 177

Origin: http://192.168.1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
Content-Type: application/xml

Referer: http://192.168.1.1/

<packet ref="/">
<request id="1" ref="former.ifaces[load]">
<command name="show interface">
<name>ISP</name>
</command>
</request>
</packet>

YCTpoMCTBO BO3BpALL@ET TekyLlee COCTOsIHNE uHTepdenca ISP:

HTTP/1.0 200 OK

Server: Ag [47]

Set-Cookie: authorized=*; path=/
Content-type: text/xml
Content-Length: 760

<packet>
<response id="1">
<interface name="ISP">
<mac>ec:43:f6:d3:22:d9</mac>
<id>GigabitEthernetl</id>
<index>2</index>
<type>VLAN</type>
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Maa 4 [JononHutensHas nHgpopmaums

<description>Broadband connection</description>
<link>down</1link>
<connected>no</connected>
<state>up</state>
<mtu>1500</mtu>
<tx-queue>1000</tx-queue>
<global>yes</global>
<defaultgw>no</defaultgw>
<priority>700</priority>
<security-level>public</security-level>
<auth-type>none</auth-type>
</interface>
<message code="268370345" ident="Network::Interface: :Base"
source="">done</message>
</response>
</packet>

OneMeHT <request> JomKeH BCerga npucyTCTBOBATb B 3aMpoce OT KIMEHTCKOro NPUNoXeHUs
K YCTPOWCTBY. YCTPOWCTBO BCerfga oreevaeT coobLlueHnem <response>. ATpubyT id moxet
NCnonb30BaThbCs AN YCTAaHOBNEHNS COOTBETCTBUS MEXAY HUMMW.

PucyHok 4.1. dopmat 3anpoca
<request id="identifier">

<!-- request content -->
</request>

PucyHok 4.2. ®opmaTt oTBeTa
<response id="identifier">

<!-- response content -->
</response>

CyuiecTByeT oBa OCHOBHbIX Tvna 3anpocoB XML:

BbinonHeHue komaHabl  BbINONHUTL onpeaeneHHyo KomaHay Ha ycTporcTee. [locTynHble
KOMaHAbl onncaHbl B pasgene Maea 3 Ha cTpaHuue 27

3anpoc HaCTpoOeK |-|OJ'Iy‘-II/ITb napamMmeTpbl, HACTPOEHHbIE MO onpep,eneHHon KOMaHge.

4.1.1 BbinonHeHne KOMaHAbI

310

Sanpoc command No3BOMSAET BbIMNOMHUTL onpeneneHHyrn KoMaHagy Ha yCTpOVICTBe.

PucyHok 4.3. BbinonHeHne KOMaHAbI

<request id="identifier">
<command name="command">
<no/>
<argument>value</argument>

</command>
</request>
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Maea 4 [JononHutenbHas nHdopmaums

command MonHoe nmsa koMaHabl, pasgeneHHoe npobenamu. [locTynHble KOMaHabI
nepevncrieHsl B pasgene maea 3 Ha cTpaHuue 27.

argument Wwms aprymeHTa. ApryMeHTbl Kaaon KOMaHabl nepedncrneHbl B pasgene
maBa 3 Ha cTpaHuue 27. HekoTopble koMaHabl He TPebyoT kaknx-nnbo

apryMeHTOB.
value 3HadeHne aprymeHTa.
no Heobsa3aTenbHbIN ar1ieMEHT, KOTOPbI MCMNONb3yeTest ANs OTpULaHns 4eNCTBUS

komaHgpbl. OH JeNCTBYET Tak Xe, kak npedmke no, cMm. Pasagen 2.3 Ha cTpaHuue 24.

4.1.2 3anpoc HacTpoeK

3anpoc config ncnonb3yeTcsa Ans NnonyYyeHns HaCTPOEHHbIX NapameTpoB. Beb-nHtepderic
ncnonb3yeT Takoun 3anpoc Ans 3anonHeHns HTML-dopm.

PucyHok 4.4. 3anpoc HacTpoek

<request id="identifier">
<config name="command" />
</request>

4.1.3 lNaKkeTHbIN 3anpoc
Heckonbko 3anpocoB MOXHO 06‘be,EI,I/|HF|Tb B NMakeTbl ANnda onTuMmn3aumnm npon3BoanNTeribHOCTU.

PucyHok 4.5. NakeTHbIX 3anpoc

<packet>
<request id="1">
<!-- request content -->
</request>
<request id="2">
<!-- request content -->
</request>
</packet>

OTBeTHble aNeMeHTbI NPUXOAAT B BuAe NakeToB. MoeHTudmkaTopbl oTBETa UCMONb3YOTCA A
YCTaHOBMEHMs1 COOTBETCTBUSI MEXY OTBETaMu 1 3anpocamiu. Ecnu HeT oTBeTa, BO3BpalLlaeTcs
MyCTOWN 3NEeMEHT <response/>.

PucyHok 4.6. lNakeTHbIN oTBeT

<packet>
<response id="1">
<!-- response content -->
</response>
<response id="2"/>
<!l-- no response for id=2 -->
</packet>
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Moccapwit

moccapum

Address and Control Field LCP HacTpoWika, obecne4mBatoLlas cxatue nonen Address n Control
Compression KaHarnbHOro YpoBHSI.

Address Resolution Protocol NPOTOKON onpeaeneHnsa agpeca, NPOTOKOS KaHanbHOro YpoBHS,
npeaHasHa4veHHbli ans onpegenexds MAC-agpeca no n3BecTHoOMy
IP-agpecy. Hambonbluee pacnpocTpaHeHne STOT MPOTOKOI NOMyYnn
Gnarogaps noBceMecTHOCTU ceTen IP, nocTpoeHHbIx noBepx Ethernet,
nockonbky npaktnyecku B 100% cnyyaeB npy TakoM COMETaHUU
ncnonb3ayetcst ARP. NpeobpasoBaHne agpecoB BbIMOMHSAETCA NyTEM Moucka
B Tabnuue, Tak HasbiBaemon ARP-Tabnuue. OHa cogepXXuT CTpoku ans
Kaxxgoro y3na cetu. B aByx ctonbuax cogepxarcs IP- n Ethernet-agpeca.
Ecnu TpebyeTcs npeobpasoBath IP-agpec B Ethernet-agpec, To nwertcs
3anuchk ¢ cooTeeTcTByoWwmuM IP-agpecom.

Apple Filing Protocol CETEeBOW NPOTOKOMN NPeacTaBUTENLCKOro U NPUKNaAHOro YPOBHEN CETEBON
mogenun OSI, npegocraenstowmi goctyn kK cavinam B Mac OS X.

Asynchronous Transfer Mode aCUHXPOHHbLIN cnocob nepedayn OaHHbIX, ceTeBasi
BbICOKOMPOWN3BOAMTENbHASA TEXHOMNOMMSA KOMMYTaLMun v
MYNbTUNIIEKCUPOBaHUS, OCHOBaHHas Ha nepefave AaHHbIX B BUe a4eek
(cell) dukcmnpoBaHHoro pasmepa (53 6awnra), 13 KoTopbix 5 6anTos
NCMNonb3yeTcsl NOA 3arofoBok. B oTnmyme ot cMHXpoHHOro cnocoba
nepegayn gaHHbIx, ATM nyyiie npyucnocobrneH Anst npegocTaBneHnst yenyr
nepeaayn AaHHbIX C CUNbHO pas3NUYaloLWMCS UM U3MEHSIIOLLIMMCS
OuTpenTom.

ATM adaptation layer N30nMpyeT NPOTOKOMbl Bonee BbICOKMX YPOBHEN OT AeTanen ATM
npoueccoB nyTem npeobpasoBaHns BbICOKOYPOBHEBOW MHOPpMaLnA B
ATM sa4erikn, n Hao6opOT.

AAL penntca Ha oBa NO4YPOBHSA:

* [NoagypoBeHb koHBepreHuun (CS) — GepeT kagp obLer YacTn NogypoBHS
koHBepreHummn (CPCS), nenut ero Ha 53-6anToBble S4elikv 1 OTNpaBnsieT
MX K MECTY Ha3Ha4YeHus Ans nepecbopku

* [NogypoBeHb cermeHTaumMm n nepecbopkn — AenuT Kagpbl JaHHbIX Ha
ATM sverikn y oTnpaBuTens u nepecobupaeT nx B CxogHoMm dopmarte
y nony4artens

Challenge-Handshake LLIMPOKO pacnpoCTpaHEHHbIN anropuTM NPoOBEPKN NOASTIMHHOCTH,

Authentication Protocol npegycMaTpuBaloLLnin nepefavy He camoro napons nornb3osartens, a
KOCBEHHbIX cBegeHn o HéM. CHAP siBnsietca 6onee 6e3onacHbIM
meTtogom, YeM Password Authentication Protocol.
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Moccapui

Command Line Interface

Common Internet File System

Compression Control
Protocol

Dead Peer Detection

Deep Packet Inspection

DHCP

DHCP-server

UHTepdenc KOMaHOHOM CTPOKN, pa3HOBMOHOCTbL TEKCTOBOrO MHTEpdenca
Mexay 4enoBeKOM M KOMMbIOTEPOM, B KOTOPOM UHCTPYKLUKN KOMMBIOTEPY
OaloTcs B OCHOBHOM NyTEM BBOAA C KIaBMaTypbl TEKCTOBbIX CTPOK (KOMaHL).
Takke M3BECTEH NOA HAa3BaHWEM KOHCOIb.

3TO NPOTOKOS, KOTOPbIN NO3BONSET NPOrpaMMam BbIMOMHATb 3anpockl K
dannam u cnyxéam Ha yaaneHHbIx koMmnbtoTepax B cetu VIHTepHeT. CIFS
ncnonb3yeT MoAenb NporpaMMupoBaHns KnmeHT/cepBep. KnmeHTtckas
nporpamma nocbIfaeT 3anpoc Kk NporpaMMHOMY cepBepy (kak NpaBuno, Ha
OPYroMm KOMnbloTepe) Ans Aoctyna k dany unm oTnpaensieT coodLleHne
B Nporpammy, koTopasi pabotaeT Ha cepBepe. CepBep BbINOMHSET
3anpaluvBaemMoe AEeNCTBUE U OTMNPABISIET OTBET.

ncnonb3yeTca Onda yCtaHOBKU U HaCTpOVIKI/I arropuTMoB CXaTuAa JaHHbIX
Ha PPP.

9TO MEeTOo, VICFIOJ'Ib3yeMbIIZ CeTeBbIM yCTpOI7ICTBaMl/I And NnpoBeEpPKU
CyLleCTBOBaHUA N OOCTYNMHOCTU OPYrnxX CETEBbIX yCTpOVICTB.

TEXHOMOISI HAKOMIEHMS CTAaTUCTUYECKUX AaHHbIX, MPOBEPKN 1 (OUAbTpaLmm
CeTeBbIX MaKeTOB MO UX cogepxumomy. B otnnune ot 6paHgmayapos,
Deep Packet Inspection aHanuampyeT He TONMbKO 3arofioBKM NakeToB, HO
1 NOrHOEe coaepxmmoe Tpaduka Ha ypoBHSAX mogenn OSI co BToporo u
Bbiwe. Deep Packet Inspection cnoco6Ho ob6HapyxuBaTb 1 OriokupoBaTb
BMPYChbl, unNsTpoBaTh MHGHOPMALMIO, HE YOOBMETBOPSIIOLLYIO 3a4aHHbIM
KpuTepusm.

Deep Packet Inspection yacto ncnonssyetcs nposavigepamu Ans KOHTpons
Tpaduka, a MHorga un ans 6GroKMPOBKM HEKOTOPbIX MPUITOXKEHUI, TaKUX KakK
BitTorrent. C nomoLubto Deep Packet Inspection MoxxHO onpegenuTb, kakoe
NPUNOXEHWEe CreHepupoBarno Unu nornyyaeT AaHHbIe, U Ha OCHOBaHUU
3TOro NpeanpuHSATL Kakoe-nmbo gencreme. Nomnmo brnoknposaHus, Deep
Packet Inspection moxeT cobupaTtb NOAPOBHYI0 CTaTUCTUKY COeaUHEHUS
Kaxxgoro nonb3oBaTtens no otTaenbHOCTU. Takke, npu nomoLm quality of
service Deep Packet Inspection MOXeT ynpasnsaTb CKOPOCTbIO Nepegayn
OTAENbHbIX NakeToB, NOAHAB €€ UnW, HaNpPOTMB, YMEHbLLUB.

MPOTOKON AMHAMMYECKOW KOHpMrypauum yana, 3To CeTeBOW NPOTOKOIT,
MO3BONSAOLLMI KOMMbIOTEPAM aBTOMaT4ecky nony4ats IP-agpec v apyrve
napameTpbl, Heobxoanmble ans padoTbl B ceT TCP/IP. [laHHbIN NpoTOKON
paboTaeT No Mogenu «KNueHT-cepeep». [Ina aBTomaTtnyeckon
KOHpUrypaumm KOMNbOTEP-KIMMEHT Ha 3Tane KoHgMUrypauum ceteBoro
yCTponcTBa obpallaercs K Tak HasbiBaemomy cepsepy DHCP, n nonyyaet
OT Hero HyXHble napameTpbl. CeTeBoi agMUHUCTPATOP MOXET 3aaaTb
AvanasoH aApecoB, pacnpegenseMbiXx CepBepoM Cpean KOMMbIOTEPOB.
OT0 no3BonseT n3bexaTtb PyYHON HAaCTPONKM KOMMbIOTEPOB CETU U
YMeHbLUAET Konm4ecTBo owmnbok. Npotokon DHCP ucnonbayetcs B
6onbmHcTBe ceTent TCP/IP.

DHCP-cepBep ynpaensieT nynom IP-agpecoB 1 nHgopmaumen o
KOHUrypauum KINMEHTCKNX NapaMeTpoB, TakMX Kak LUI03 MO YMOIMYaHMIo,
OOMEHHOE MMS1, CepBep MMEH, APYTMX CEPBEPOB, TAKNX KaK CEpPBEP BPEMEHM
1 Tak ganee. [Nony4rB KOPPEKTHBIN 3aMpoc, CepBep BblAAET KOMMbIOTEPY
IP-agpec, apeHay (NpOMeXyToK BpeMeHU, B Te4eHme Kotoporo IP-agpec
OENCTBUTENEH) U ApYrMe HacTpoeyHble napamMeTpsbl IP, Takme kak macka
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Moccapwit

Diffie-Hellman

DLNA

Domain Name System

Encapsulating Security
Payload

MOACETW M LWIMO3 N0 YMOn4aHuto. B 3aBMCMMOCTU OT peanusauun,
DHCP-cepBep MOXeT MMeTb Tpy MeToda HasHaveHus |P-agpecos:

* QuHamuyeckoe pacripedeneHue: CeTeBON agMMHUCTPATOP HasHa4vaeT
onpeaerneHHbi ananasoH IP-agpeco ansg DHCP, u kaxabivi KNMEHTCKUIA
KOMMbIOTEP B NNOKaNbHOM CETUM HAaCTPOeH 3anpawmsatb IP-agpeca ot
DHCP-cepBepa npu nHmumanmaauum cetu. MNpouecc 3anpoca u
npegocTaBneHns NCNonb3yeT NPUMHLUMM apeHabl Ha OnpeaeneHHbIN CPoK,
nossonsas DHCP-cepBepy Bo3Bpawath (1 3aTem nepepacnpenenstb)
IP-agpeca, koTopble He OOHOBNSAIOTCS.

* asmomamuyeckoe pacripedeneHue: DHCP-cepBep Ha NOCTOSHHOE
UCMNonb30BaHMe BbiAENSET NPOM3BONbHLIV cBO6OAHLIN IP-aapec n3
onpenenéHHoro agMmMHUCTPaToOpOM AManasoHa. AToT cnocob aHanornyeH
AvHamu4eckomy pacnpegenexuto, Ho DHCP-cepeep xpaHut Tabnuuy
npoLnbIX HasHadveHu IP-agpeca, Tak YTO OH CKOpee BCEro HasHauuT
KnNuneHTy TOT e IP-agpec, 4To 1 paHbLLUe.

* cmamuyeckoe pacnipedeneHue: Cepep DHCP Bbigenset IP-agpeca
Ha ocHoBe Tabnuubl ¢ napamm MAC/IP-agpecoB, KOTOpble 3aMNoNHATCS
BPYYHYI0 (BO3MOXHO, CETEBLIM agMUHUCTPaTopom). IP-agpeca byayT
BblAENATLCA TONMbKO ANd KNMeHToB, Yb MAC-agpeca ykasaHbl B 3TOM
Tabnmue. 3T1a PyHKUMS (KOoTopasi NOAAEPKUBAETCS HE BCEMU CEPBEPAMMU
DHCP) takxe HasbiBaeTcs Ctatnyeckum HasHaveHnem DHCP
(DD-WRT), domkcmpoBaHHbIM agpecom (no gokymeHTtaumm dhepd),
pesepBupoBaHuem agpeca (Netgear), Pesepsuposanne DHCP nnun
Cratnyeckmn DHCP (Cisco/Linksys) u Pesepsuposanue IP unu MAC/IP
npuBsska (NPoM3BOAUTENSAMN Pa3NUYHbIX APYrMX MapLUPyTU3aTOPOB).

370 YacTb /KE npoTokona, no3eonawwas aosym n 6onee ctopoHam
Nony4nTb OBLLMIA CEKPETHLIN KN4, UCNONb3Ys HE3aLLMLLEHHbIN OT
npocnyLmnBaHnga KaHan ceasn. MNonyyeHHbIn /Psec Koy ncnonb3yeTcs
ANns wndpoBaHna gansHenwero obmMmeHa ¢ NOMOLLBIO anropuTMoB
CUMMETPUYHOTO WNPpOBaHMS.

CTaH4apT, NO3BOMSAOLNA COBMECTUMBbIM YCTPONCTBAM nepeaaBath U
NPUHUMATL NO AOMaLLHEeN CETU Pa3NNYHbIN MeaMa-kKoOHTEHT (M30bpaxeHus,
MYy3bIKY, BAAEO), @ TaKkke oTobpaxaTb ero B pexxmme peanbHOro BpeMeHW.
OTO TEXHONOIMMA AN COEAMHEHMS OMALLHNX KOMMBIOTEPOB, MOBUIBHBIX
TenedoHOB, HOYTOYKOB 1 ObITOBOW 3MEKTPOHUKM B €OUHYIO LIMAIPOBYIO
ceTb. YCTPOWCTBA, KOTopble nogaepxusatoT crneumdukaumo DLNA, no
XKernaHuo norb3oBaTtensi MoryT HacTpamBaTbCsl U 00beanHATLCSA B
JOMALLHIO CETb B aBTOMaTUYECKOM peXnMeE.

cucTemMa JOMEHHbIX UMEH, KOMMbIOTEPHas pacnpeaenéHHas cuctema ans
nony4eHus MHcopMaLMm o JoMeHax. Yalle Bcero ncnonb3yercs ans
nonyyeHus IP-agpeca no MMeHu xocTa (KoMMboTepa UM ycTpoicTea),
Mony4yeHnst MHOPMaLIMM O MapLIPYTU3aLMK NOYTbI, 06CMYKUBAOLLUX
y3nax Ansi IPOTOKOIOB B JOMEHE.

3TO YacTb Habopa npoTtokonoB /Psec . B IPSec oH obecneunBaet
NOAJSIMHHOCTb NPOUCXOXAEHUS, LIENOCTHOCTb W 3aLUnTy
KOHbMaEHLMaNbHOCTA NaKeToB.
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Moccapui

Fully Qualified Domain Name

Generic Routing
Encapsulation

Hash Message
Authentication Code

MpoeMnoTeHTHOCTb

Internet Control Message
Protocol

Internet Group Management
Protocol

Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

Internet Protocol Security

NMsi JOMEHa, He UMetoLLiee HEOAHO3HAYHOCTeN B onpeaeneHnn. Bknovaet
B cebs nMeHa Bcex poauTenbCKux 4OMeHOB uepapxun Domain Name
System.

MPOTOKON TYHHENMPOBAHUS CETEBbIX MAKETOB, pa3paboTaHHbIN KOMNaHWen
Cisco Systems. Ero ocHoBHOe Ha3Ha4eHne — MHKancynsauus nakeToB
ceTeBoro ypoBHsi ceteBol mogenu OSI B IP nakeThl.

OOMH U3 MEXaHN3MOB NPOBEPKUN LIENTOCTHOCTU MHAOpMaLK, NO3BONSOLLNIA
rapaHTMpoBaTh TO, YTO AaHHble, NepegaBaeMble MU XpaHsLLMECs B
HeHaaéxHon cpeae, He ObINn n3MeHeHbl NOCTOPOHHUMUN NNLLAMMN.

CBOWCTBO MaTteMaTu4eckoro oobekTa, KOTOpPOE NpoABNAETCA B TOM, YTO
NOBTOPHOE AencTBmne Hag 0ObEKTOM He U3MEHSIET ero.

MPOTOKOS MEXCETEBbIX YNPAaBISOLLNX COOOLLEHNIA, CETEBOW NPOTOKOJT,
Bxoasawmn B ctek npotokonos TCP/IP. B ocHoBHom ICMP ncnonb3yetcs
Ans nepefayvm coobLueHun o6 owmdkax u ApYrmx UCKIMIOUYNTENbHbBIX
CUTyaumsiX, BOSHWKLLMX MpW Nepeaade AaHHbIX, Hanpumep, 3anpalivBaemMas
ycriyra HegocCTynHa, Unn XocCT, NN MapLLPYTM3aTop He oTBeYaloT. Takke
Ha ICMP BosnaratoTcs HEKOTOpbIE CEPBUCHBIE (DYHKLINN.

3TO MHTEPHET-NPOTOKON, KOTOPbIN 06ecnevnBaeT BO3IMOXHOCTb KOMMbIOTEPY
COOBLWNTL O CBOEN NPUHAANEXHOCTU K rpynne pacchifiku Ha cocegHue
MapLupyTu3aTopbl. [pynnoBas paccolfka no3BonseT 0O4HOMY KOMMbLIOTEPY
MO MHTEPHETY pacchbiNnaTb KOHTEHT APYrMM KOMMbIOTEPaM,
3auHTEepeCcoBaHHbIM B NOMyYeHUM paccbinky. [pynnosas paccbinka MoXeT
ObITb NCMONBb30BaHa B TaKUX Criyyasix, Kak 0bHOBNeHWe agpecHbIX KHUM
nonb3oBaTenen MobunbHbIX KOMMBLIOTEPOB, Pacchlfka MHGHOPMALIMOHHBLIX
GronneTeHemn No KOMNaHUK, 1 "acnpHoe BeLLaHne" LMPOKONOMOCHbIX
nporpamMm NOTOKOBOrO MyrnsTUMeana Ans ayamTopum, Kotopas
"HacTpounace" Ha nony4yeHne rpynnoBON PacChInKu.

3TO CTaHAapTHbIV NpoTokon IPsec, ncnonb3yembix ons obecneyeHus
6e30nacHOCTM B3aUMOZENCTBUS B BUPTYaribHbIX YacTHbIX ceTsix. Lienks IKE
- CO3[aHune 3alMLLEHHOrO ayTEHTUMMLIMPOBAHHOIO KaHana CBA3u C
nomolLLbio anroputma obmeHa kntodamu Diffie—Hellman ans cosnaHus
06LLero CEKpeTHOro Kintoya ¢ AanbHenwnm wnudposaHnem /Psec cBsA3w.

OCHOBHOWN KOMMYHWKALMOHHbBIN NPOTOKON B ceTn VIHTEpHET. B coBpeMeHHoM
cetn NHTepHeT ucnonbayetcs |P YeTBEPTOM BEPCUN, TaKKe N3BECTHbLIN
Kak IPv4. Ero npeemMHuK — LiecTasa Bepcusa npotokona, IPv6.

NPOTOKON yrNpaBneHnsa CETEBbIM YPOBHEM Afs1 YCTAHOBKN, HACTPOMKA U
pa3spbiBa IP nogkntoveHus noesepx Point-to-Point Protocol (PPP)
coeauHeHnus. IPCP ncnonb3yeT ToT XXe MexaHu3M obMeHa naketamu, 4Yto
n LCP. ObmeH naketamm IPCP He npoucxoauT go tex nop, noka PPP He
Ha4YyHET hady cornacoBaHusi NPOTOKOMA CETEBOrO ypoBHS. Jllobble nakeTbl
IPCP, nony4eHHble 0 TOro, Kak HAa4YHETCA aTa hbasa, JOIMKHbI OblTb
OTOPOLLEHBI.

Habop NPOTOKONOB Anst obecneveHns 3aluTbl AaHHbIX, NepeaaBaeMbIX

no mexceteBomMy npoTtokony Internet Protocol . [o3BongaeT ocyLlecTBnATbL
NnoATBePXXAEHUE NOANMHHOCTY (ayTEHTUMMKALMIO), NPOBEPKY LIENOCTHOCTH
n/vnu wndposaHue IP-naketoB. IPsec Takke BkNo4aeT B cebss NpoTOKOsbI
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Moccapwit

IPinIP

IPv6CP

Link Control Protocol

Logical Link Control

Microsoft Point-to-Point
Encryption

Maximum Receive Unit

Maximum segment size

ANg 3alyWEéHHoro obmeHa kniodamu B cetu HTepHeT. B ocHoBHOM,
npuMeHsieTcs AN opraHM3aLumn VpN-CoeanHEHWIA.

37O NpoToKon |IP-TyHHENMPOBaHWS, KOTOPbLIN MHKaNCynMpyeT oavH IP-naket
B apyrou IP-naker.

OTBEYaET 3a HACTPOWKY, BKITIOYEHNE 1 OTKINIOYEHWE Moadynern NpoTokona
IPv6 Ha oboux koHuax Point-to-Point (PPP) coegnHenuns. IPv6CP
MCNonb3yeT TOT Xe MexaHu3M obMeHa naketamu 4To 1 npoTtokon Link
Control Protocol. ObmeH naketamu IPVv6CP He npoucxoauT go Tex nop,
noka PPP He HauyHET (hasy cornmacoBaHus MpOTOKOMNa CETEBOrO YPOBHSI.
JTiobble nakeTbl IPV6CP, nonyyeHHble 40 TOro, kak Ha4yHéTCs aTta dasa,
OOMKHbI OblTb OTOPOLLEHbI.

NpoToKoN ynpaeneHus coeguHeHnem, LCP sBnsieTcs 4acTbio npoTokona
Point-to-Point Protocol . MNpw yctaHoBneHun coeguHerns PPP nepepatoLlee
N MpYHUMaLOLLIEE YCTPOMUCTBO 0OMeHMBatoTcs naketamum LCP anst yTouHeHust
cneunduryeckon nHdopmMaLmmn, kotopas notpebyeTcs npu nepenave
OaHHbIX.

Maketbl LCP pendatca Ha Tpu knacca:

* [NakeTbl 4na opraHM3auum kaHana ceasun. Micnonbaytotes Ans
opraHusaumm n Beibopa KoHurypauum kaHana

* [lakeTbl ans 3aBepLlieHna OencTBus kaHana. V|CI'IOJ'Ib3yI'0TC$| ana
3aBepLieHna OEeNCTBMs KaHana cBA3n

* [lakeTbl Ans nognepXxaHud paGOTOCI'IOCOGHOCTVI KaHana. MCHOHbSy}OTCﬂ
ana nognoepXaHua n otnagkmn KaHana

3TUM METOAO0M B OQHOM CO€MHEHUN MOTYT UCNOMNb30BaTbLCA HECKOMbLKO
TMMNOB NPOTOKOMOB, NPUYEM TWUMN UHKaNCcynMpyeMbliX NakeToB onpeaenseTcs
cTtaHgapTHeIM 3aronoBkom LLC/SNAP. LLC nHkancynauus obecnevmBaet
noaaepXKy MapLLpyTU3MPYEMbIX U MOCTOBbLIX NPOTOKOMOB. B Takom
dopmaTe MHKancynsumMm Yepes ogHO U1 TO XXe BUpTyanbHOe coeuHeHne
MOryT nepefaBaTbCsl parMeHTbl AaHHbIX pasnUYHbIX NPOTOKOMNOB. Tun
npoTtokona ykasbiBaetcs B SNAP-3aronoBke naketa.

NPOTOKON WNPOBAHUSA AaHHLIX, UCMONb3yEeMbIi MOBEPX COEANHEHWIA
Point-to-Point Protocol . cnonbayeT anroputm RSA RC4. MPPE
nogaepxmeaet 40-, 56- 1 128-OUTHbIE KUK, KOTOPbIE MEHSHOTCS B
TeYeHne ceccum (4acToTa CMeHbI KI4en ycTaHaBNMBaEeTCs B nNpouecce
X3HALerika coeguHenns PPP, ecTb BO3MOXHOCTb reHEpUpOoBaTh Mo HOBOMY
Kntody Ha Kaxgbii naket). MPPE obecneunBaeT 6e30nacHOCTb nepeaym
JaHHbIX Ang nogknodeHns PPTP mexay VPN-knueHtom n VPN-cepsepomM.

onpegensieT MakcuMarnbHbI pa3mep (B bantax) 6rnoka, KoTopbIi MOXET
ObITb NPUHAT Ha KaHaNbHOM YPOBHE KOMMYHMKALMOHHOIO NPOTOKONa.

sABNAeTCa napameTpom npotokona TCP u onpefensieT MakcManbHbIN
pa3mep b6noka gaHHbIx B 6anTtax ona cermeHTta TCP. Takum o6pasom aToT
napameTp He yunTbiBaeT AnuHy 3aronoskos TCP u IP.
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Moccapui

Maximum transmission unit

Network Access Control List

Network Time Protocol

Open Package

Password Authentication
Protocol

Perfect Forward Secrecy

Permanent Virtual Circuit

Ping Check

Point-to-Point Protocol

! https://www.openwrt.org/

MaKcuMarbHbI pa3mep 6rnoka (B 6anTax), KOTopbI MOXET ObITb NepeaaH
Ha KaHanbHOM ypoBHe ceTeBor mogenu OSI. 3HayeHne MTU moxeT ObITb
onpegeneHo ctaHgapTom (Hanpumep ans Ethernet), nnéo moxer
BbIOMpPaTLCSt B MOMEHT YCTaHOBKU coeanHeHUs (0ObIYHO B criyyae npsmbix
NOAKIIOYEHMI TOYKa-TOYKa). Yem Bhiwe 3HadeHne MTU, Tem meHbLue
3arorioBKOB NepefaéTcs No CETU — a 3HAYMT, BblLLE MPOMyCKHas
CMOCOOHOCTb.

npasuna, 3agaHHbole ans IP-nHtepgencos, KOTopble JOCTYMNHbI Ha
MapLupyTu3aTope, Kakgoe CO CMMCKOM XOCTOB UNW CETEN, pa3peLuaroLlee
nnu 3anpeLyaroLlee Mcnonb3oBaHne cepsrca. Cnnckn KOHTponsa 4ocTyna
MOTYT YNpaBnaTb Kak BXOAALLMM, TakK U UCXOASALNM TpaduKom.

CeTeBOMN NPOTOKOM AN CUHXPOHU3ALMN BHYTPEHHNX YaCcoB KOMMNboTEPaA
C UCnonb30BaHWEM ceTel ¢ nepeMeHHon nateHTHOCTbio. NTP ucnonssyet
ans ceoer pabotbl npotokon UDP. Hanbonee wumnpokoe npumeHeHne
npotokon NTP Haxoant anga peanusaumm cepBepoB TOYHOIO BPEMEHU.

YMpOLLEHHas cuctema ynpasneHusi naketamu. lNpegHasHayeHa ons
BCTpaMBaeMbIX CUCTEM Ha OCHOBE Linux u ncnonb3yercsi B AaHHOM
KayecTBe B OpenWrt1 u Entware? npoektax. Maketbl Opkg ncnonbaytot
paclumpeHus .ipk.

3TO NPOTOKOI MPOBEPKU NOANIMHHOCTU, KOTOPbLIV Ucnonb3yeT napons. PAP
ncnonb3yercs coeguHeHnem Point-to-Point Protocol ans nposepku
nonb3oBaTenen nepeq npegoctasneHMemM nv 4ocTyna K yaaneHHom ceTu.
PAP nepepaet He 3awmndpoBaHHble naponu B popmate ASCII no cetu u,
crnepgoBaTenbHO, cumMTaeTcsd HebesonacHbIM.

CoBepLueHHasi NpsiMasi CEKPETHOCTb, CBOMCTBO HEKOTOPbIX MPOTOKOMOB
cornacoBaHus kntoda (Key-agreement), KOTOpoe rapaHTUpYeT, YTo
CECCUOHHbIE KIMHOYM, NOMyYEHHbIE NMPU NOMOLLM HaGopa Krovel
[ONrOBPEMEHHOIO MOMb30BaHUsi, He ByaQyT CKOMMNPOMETUPOBaHbI Npu
KOMNPOMETaLUM OLHOIO U3 JONTOBPEMEHHbIX KMIOYEN.

3TO ceTeBas TEXHOMOrus, KoTopasi NO3BONSET COBMECTHO UCMONb30BaTh
BbIOEMNEHHYIO Lienb C 3apaHee onpeaereHHbIM NyTeM HECKONMbKUMM
BMPTYanbHbIMM KaHanamm nyTeM yCTaHOBIEHMS AONTOCPOYHBIX JTOTMYECKNX
coeauHeHUn 1 pacnpegeneHns NPonyCcKHOM CMOCOBHOCTN NOCPEACTBOM
peTpaHcnsaumm kagpos unv cetn ATM , kKoTopasi OCyLLECTBSIET ynpasneHme
ceTeBbLIM TpamKOM.

onpepenset paboTocnocobHOCTL NOAKMIOYEHUS K UHTEPHETY Mo
OOCTYMNHOCTU 3afaHHOro y3na. PesynsraTt npoBepkn MOXET BbITb
MCMOMNb30BaH Ansi NePEKIIOYEHUST MEXAY OCHOBHbLIM U Pe3epBHbIM
NOOKMIOYEHUAMU K UHTEPHETY.

3TO NPOTOKOJ1 MCI'IOJ'Ib3yeMbII7| ana ycraHoBIlneHuA I'IpS'-IMOIZ CBA3N Mexay
OBYyMA y3namu. OH MoXeT obecneunTb ayTeHTVI(bI/lKaLI,VIlO coeanHeHunAd,
LIJl/I(prBaHMe nepegadun gaHHbIX U CXaTtune. PPP MCNoJib3yeTcd BO MHOIMX
Bnaax (bM3I/I‘-|eCKVIX ceTen, BKNto4as kabenb, Teﬂe(bOHHyIO JTIMHNIKO, COTOBYHO
CBA3b, cneunann3npoBaHHbie paano NIMHUN N ONTOBOJTOKHO. Mocne

2 https://github.com/Entware-ng/Entware-ng
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Moccapwit

Power Spectral Density

Preamble

Protocol-Field-Compression

Remote Procedure Call

YCTaHOBMNEHWUS COEAMHEHNS HAYMHAETCS HaCTPOWKa OONOMHUTENBHOW CETH
(ypoBeHb 3). Yawe Bcero ncnoneayetcs Internet Protocol Control Protocol

3TO Mepa MHTEHCMBHOCTU MOLLIHOCTM CUrHana B YactoTHom obnactun. PSD
NpeaoCTaBnsET Nosie3HbIn Cnocob oxapakTepu3oBaTb aMMUTyAbl MO
CpaBHEHMIO C YaCTOTOW COAEPXKUMOIO CIy4anHOro curHana.

3TO NepBas YacTb Bnoka gaHHbIX npoTokona (PDU) dnsnyeckoro ypoBHs
koHBepreHuuun (PLCP). 3aronoBkom siBNSIETCS OCTaBLUASCS YaCTb NaKeTOB
OaHHbIX, KOTOpas CoaepXuT BonbLue MHopMaLumn 0 Cxeme Mogynsaumm,
CKOPOCTUW nepegayn, 1 o NPoOMeXyTKe BpemMeHu, TpebytoLlemcs ans
nepegayn Bcex AaHHbIX Kaapa.

Tun npeambynel B IEEE 802.11 Ha ocHoBe 6ecrnpoBOgHON CBSA3M
onpegenset anuHy 6noka CRC (Cyclic Redundancy Check) gns
COeaNHEHUs MeXay TOYKOM JOCTyna U rocteBbiMU 6ECNPOBOAHBIMMA
agantepamu.

[nuHHas npeambyna:

* PLCP c gnuHHon npeambynon nepegaetcs Ha ckopoctu 1 Méut/c
He3aBMCKMMO OT CKOPOCTM Nepefayn AaHHbIX kagpa

+ ObLee Bpems nepegayn ANIMHHON Npeambynbl ABNAETCA KOHCTaHTOM -
192 MukpocekyHAbl

» ComecTtuMmo ¢ yctapeBwnmm cuctemamm IEEE 802.11 paboTatowmmm
Ha 1 1 2 MbuTt/c

KopoTkas npeambyna:

» [peambyna nepenaetca Ha ckopoctn 1 M6uT/c, a 3aronoBok — Ha 2
M6wuT/c

+ OO6Lee BpeMs nepedayn KOPOTKOM Npeambyrbl ABNSETCS KOHCTAHTON
— 96 MUKPOCEKYHAbI

* He coBmectnmo ¢ yctapesLlummu cuctemamu IEEE* 802.11
paboTatowumn Ha 1 n 2 Méut/c

MeTo[ cornacoBaHua cxxatus nonsi Protocol B 3aronoskax PPP . 1o
ymonyanuto, Bce peanusauum JOJDKHbI nepepaBate nakeTbl ¢ AByMS
okteTamu nons Protocol.

BbI30B yAanéHHbIX npoueayp, Knacc TEXHOMOMN, NO3BONSOLLNX
KOMMbIOTEPHBIM NPOrpaMMam Bbi3biBaTb PYHKLMM UK NPOLEAYpbI B APYroM
afpecHOM MpOCTpaHCTBe (Kak NpaBuno, Ha yaAanéHHbIX KOMMbITepax).
O6bI4HO, peanunzaumsa RPC TexHonorum BrkntovaeT B cebs fBa KOMMOHEHTA:
CeTeBOM NPOTOKON AN 0BMeHa B pexmMme KNneHT-cepBep U A3blK
cepuanusauum oBbekToB (MNK CTPYKTYP, AN HeobbekTHbIX RPC). Ha
TpaHcnopTHoM ypoBHe RPC ncnonb3ytoT B 0cHOBHOM npoTokonbl TCP un
UDP, ogHako, HekoTopble NocTpoeHbl Ha ocHoBe HTTP (4To HapywaeT
apxutekTypy ISO/OSI, Tak kak HTTP nsHayanbHO He TpaHCNOPTHbIN
nNpoTOKON).

Keenetic Extra CnpaBo4YHUK kOMaHA 31 9




Moccapui

Service Set ldentifier

Shared key

SkyDNS

Simple Network Management
Protocol

Transmission Control
Protocol

Tunnel Setup Protocol

User Datagram Protocol

udpxy

Universal Plug and Play

3TO NocnefoBaTenbHOCTL CUMBOMOB, KOTOPas YHUKanbHbIM 06pa3om
nmeHyeT 6ecnpoBogHyto nokaneHyto cetb (WLAN). 3To MMsa no3sonseT
6ecnpoBOAHbLIM CTAHUMAM NOAKMIOYATHECS K HY>KHOW CETU, ECMU B JAHHOM
MecCTe JOCTYMHO HECKOMbKO HE3aBUCUMBIX CETEW.

3TO PEXUM, B KOTOPOM KOMMBKOTEP MOXET NONy4YnTh OOCTYN K
becnpoBogHom ceTn, ncnoneaytowen npotokon Wired Equivalent Privacy.
Mpn nomowwm OBLLEro Krva KOMMbIOTEP, OCHALLLEHHbIN 6eCNPOBOAHBIM
MOLEMOM, MOXET Nony4nTb JocTyn Kk nitobon cetn WEP n obmeHnBaTtbes
3awmncpoBaHHbIMU MK He3aWnPOBAHHBIMW AAHHBIMMU.

cnyxba, koTopas npegocTaBNAeT BO3MOXHOCTb (hunbTpaLiMm 1 BNoKMPOBKA
onacHbIX Unu HexenaTtenbHbIx canToB. SKYyDNS paclumpsieT BO3MOXHOCTU
Domain Name System , nobaBnss Takne yHKLMM, Kak 3aLmTa OT puLumHra
1 pyneTpaLmsa KOHTEHTa.

3TO CTaHAAPTHbLIN MHTEPHET-NPOTOKON ANS YrNpaBreHusl yCTPoUCTBamMu B
IP-ceTax Ha ocHoBe apxutektyp TCP/UDP. K nogaepxmatowmum SNMP
YCTPOWCTBAM OTHOCATCS MapLUPYTU3aToOpPbl, KOMMYTaTopbl, CEPBEPH,
paboune cTaHumMK, NPUHTEPBI, MOAEMHbIE CTONKM U Apyrue.

SIBNSAETCA OCHOBHbLIM MPOTOKOIOM M3 Habopa Internet Protocol . TCP —
3TO TPaHCMOPTHBIN MeXaHM3m, obecneynBatoLLMin NOTOK AAHHbIX, C
npeaBapuTErNbHOM YCTAaHOBKOW COEQUHEHWS], 3@ CHET 3TOrO JaloLni
YBEPEHHOCTb B AOCTOBEPHOCTM MOMyYaeMbiX AaHHbIX, OCYLLECTBNAET
MOBTOPHBIN 3anNpoc AaHHbIX B CryYae NoTepu 1 ycTpaHseT aybnmpoBaHue
npuv NOMyYeHUM OBYX KON OQHOIO MakeTa.

NPOTOKON HaCTPOWKN TyHHENS, 3TOT CETEBOW NPOTOKON yrnpaBneHus
ncnonb3yeTcs Ans cornacoBaHus napameTpoB HacTpoviku IP TyHHens
Mexay KNMEHTCKMM XOCTOM TYHHENen 1 cepBepom Crnyx0bbl TyHHENen.

ABMNSETCA OCHOBHLIM NPOTOKONOM U3 Habopa Internet Protocol . 9To
TPaHCMOPTHbIV NPOTOKON ANA nepefadn AaHHbIx B ceTsax IP 6e3
ycTaHoBneHusa coeanHeHus. OH ABMASETCA O4HUM U3 CaMbIX NPOCTbIX
NPOTOKOMNOB TpaHcnopTHoro yposHsa mogenu OSI. B otnuune ot TCP, UDP
He NoATBEPXXAAET AOCTaBKY AaHHbIX, HE 3a00TUTCS O KOPPEKTHOM MOPSIAKE
JOCTaBKU U He AenaeT NoBTOpOB. 3aTO OTCYTCTBME COEAMHEHUS,
OOMONHUTENBHOIO Tpaduka U BO3MOXHOCTbL LLUMPOKOBELLATENBHbIX
paccbifok AenatoT ero yaobHbIM Anst NPUMEHEHWIA, T4e Marnbl NoTepu, B
MacCOBbIX paccblfikax flokanbHON NOACETH, B MeAMAnpOTOKonax v T. M.

cepBepHoe npunoxeHune (daemon) Angd nepegaym gaHHbIX U3 CETEBOMO
notoka MynsTuKacT kaHana (Bewwaemoro no UDP) B HTTP coeguHeHne
3anpaluvBaloLEro KrnMeHTa.

3TO apXMUTEKTYpa MHOFOPAHIOBLIX COEAMHEHWUI MeXaY NepCoHarnbHbIMU
KOMMbOTEPAMU U MHTENNEKTYanNbHbIMU YCTPOUCTBAMU, YCTAHOBIEHHBIMN,
Hanpumep, goma. UPnP cTpounTca Ha OCHOBE CTaHOAaPTOB U TEXHOMOrMm
nHTepHeta, Taknx kak TCP/IP, HTTP n XML, n obecneumsaet
aBToMaTMyeckoe nogkntoyeHne nogobHbIX YCTPOUCTB OPYT K APYTY U UX
COBMECTHYO paboTy B CETEBOW Cpefe, B pesynbsraTte Yero cetb (Hanpumep,
OOMaLLHSS) CTAaHOBUTCS NENKOM A58 HaCTPOWMKN BonbLueMy Yncny
nonb3oBaTenen.
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Moccapwit

VCI&VPI

Very-high-bit-rate Digital
Subscriber Line

Virtual LAN

Web Proxy Auto-Discovery
Protocol

Wi-Fi Multimedia

Wi-Fi Protected Access

Wi-Fi Protected Setup

UaeHtudpmkatop BuptyansHoro nytv (VPI) n ngeHtudmkaTop BMpTYyansHoro
kaHana (VCI). VPI onpegensieT oparMeHT BUpPTyanbHOro nyTu Ha
nHtepcpence ATM. VPI n VCI BmecTe ngeHTMdnUMpyoT doparMeHT
BMpTYyarnbHOro kaHana Ha uHtepderice ATM. O6beguHeHne Taknx
dhparmMeHTOB NOCPeCTBOM KOMMYTaTOPOB 0Opa3yeT BUPTyaribHOE CETEBOE
coeauHeHue. VPI n VCI He siBnstoTcs agpecamu, Takumm kak MAC-agpeca
ncnonb3yemMble B KOMMYTUPYEMbIX NokanbHbIx ceTax. VPI u VCI saBHO
Ha3Ha4alTCsa KaXOOMY CErMEHTY COeANHEHUS U, TakKuM 0Opa3oM, umetoT
NVLWb foKanbHOe 3Ha4YeHne B Npeaernax oTaenbHO B3SITOrO COEANHEHMUS.
OHu nepeHasHavaTCa NpY HEOOXOOUMOCTM Ha KaXKOO0M y3re KoMMyTaumu.
Ucnonbaysa ngeHtndukartopsl VCI/VPI, ATM ypoBeHb MOXET
MYNBTUNNIEKCUPOBATL (YepenoBaTh), A4EMYNBTUMNIIEKCMPOBATL U
nepeknoyaTh A4ENKN U3 HECKOMNBbKNX COEANHEHUA.

CBEPXBbLICOKOCKOPOCTHAsi LndpoBas aboHeHTCKasi IMHUS, TEXHOMOrUs,
no3BonstoLasi 3Ha4YUTENbLHO NOBLICUTL NPOMYCKHYH CNOCOBHOCTH
abOHEHTCKOW NHMM TenedoHHONM ceTn 0bLLEro Norb30BaHNA MYTEM
NCMonb30BaHNs 3PPEKTUBHBIX NIMHEWNHBIX KOAOB U afanTUBHbIX METOAOB
KOPPEKLMUN NCKAXKEHWUIA NTMHAN HA OCHOBE COBPEMEHHbIX JAOCTUXEHUI
MMWKPOJNEKTPOHMKN N MeTOA0B LndpoBon ob6paboTku curHana.

noruyeckas ("BuMpTyanbHas") nokanbHas KOMMbIOTEPHas CeTb,
npeacraenset cobow rpynny XoCcToB ¢ 06LWum Habopom TpeboBaHUi,
KOTOpble B3anMOOENCTBYIOT TaK, Kak ecriv Obl OHY Obinv NOAKNIOYEHBI K
LUMpOKOBeLLaTeNbHOMY OMEHY, HE3aBUCUMO OT UX (PU3NYECKOrOo
mectoHaxoxaeHus. VLAN nmeeT Te e CBOMCTBA, YTO U husmyeckas
nokanbHas ceTb, HO NO3BONSAET KOHEYHbIM CTaHLMAM rpynnupoBaThbCs
BMECTe, AaxXe eCnun OHWM He HaxoaaTcsa B OQHON hmnsmnyeckon cetu. Takas
peopraHusaunsa MoxXeT ObITb cAenaHa Ha OCHOBE NPOrpPaMMHOrO
obecneveHns BMeCTO (pM3N4ECKOro nepemeLLeHns yCTPoOnCTB.

3TO MeTof, ncnonb3yemMbln knneHtamu anga novcka URL-agpeca cainna
kKoHdurypauum npu nomowum DHCP n/vnm DNS metonos obHapyxeHusl.
lMocne okoH4YaHusA oGHapyXeHus 1 3arpy3ku danna KoHurypaumm, oH
MOXET ObITb BbINOMHEH AN onpeaeneHns Nnpokcu ykazanHoro URL-agpeca.

sengaetca ceptudmkaumen Wi-Fi Alliance, 6asmpytowienca Ha ctaHgapTe
IEEE 802.11e. OH obecneynBaeT 0CHOBHblE BO3MOXHOCTN Q0S (quality
of service) ans ceten IEEE 802.11 nocpencTesom npuopeTnsaumm nakeToB
OaHHbIX Mo YeTblpem kateropusm: ronoc (AC_VO), sugeo (AC_VI),
HerapaHTupoBaHHaa goctaeka (AC_BE), n Huskun npmnoputet (AC_BK).

npegcTaensieT cobon 06HOBMNEHHYO MPOrpaMMy cepTUUKaLIMN YCTPOCTB
6ecnpoBogHon cBAsn. TexHonornst WPA npuwina Ha 3aMeHy TEXHONOoMm
3awmTbl 6ecnpoBogHbix cetern WEP. INntocammn WPA sBRsitoTCS yeuneHHas
6e30NacHOCTb AaHHbIX U YXXKECTOYEHHbIN KOHTPOMb AOCTYMNa K
6ecnpoBoAHbIM CETAM. HeManoBaxKHOW XxapakTepUCTUKOWN SIBNSIETCS
COBMECTMMOCTb MEXAy MHOXECTBOM GECNPOBOAHbIX YCTPONCTB KakK Ha
annapaTHOM YpPOBHe, TaK U Ha nporpammMHoM. Ha aaHHbIn momeHT WPA n
WPA2 paspabartbiBatoTcst U npoasuratotcst opraHmsaumen Wi-Fi Alliance.

CTaHAapT (M OQHOMMEHHBIA NPOTOKOS) NOSTyaBTOMAaTUYECKOro CO3aaHns
6ecnpoogHon cetn Wi-Fi, cosgaHHbin Wi-Fi Alliance. Llenbto npoTokona
WPS saBnsieTcsa ynpolueH1e npoLecca HacTponKkyu 6ecrnpoBOAHONM CeTH,

Keenetic Extra CnpaBo4YHUK kOMaHA 321




Moccapui

Wired Equivalent Privacy

Extended Authentication

Yandex.DNS

noaTomy m3HadanbHo oH Ha3biBancsa Wi-Fi Simple Config. MpoTokon
npu3BaH okasaTb MOMOLLb NONb30BaTENAM, KOTOpble He obrnagaroT
LUIMPOKMMM 3HaHMAMYK 0 Be3onacHoCTM B 6ECMPOBOAHbBIX CETAX, U Kak
CrneacTBue, UMELOT CIIOXHOCTY NpuU ocyLecTBneHun Hactpoek. WPS
aBTOMaTnyeckn obo3HavaeT MMS CeTu 1 3adaeT LWndpoBaHWe, ANs 3aLmnTbl
OT HeCaHKLMOHNPOBAHHOIO JOCTYMa B CETb, NMPW 3TOM HET HEOOXOAMMOCTM
BPYYHYIO 3agaBaTb BCe napameTpbl.

anroputm ans obecneyennst 6esonacHoctn ceten Wi-Fi. Mcnonb3ayetca
Ans obecneyeHns KOHPMOEHUMANBHOCTUN 1 3aLLUThI epeaBaembiX 4aHHbIX
aBTOPM30BaHHbIX NOMNb3oBaTenen 6ecnpoBOAHON CETU OT NPOCHYLLNBAHNUS.
CywectByeT gBe pasHoBugHoctn WEP: WEP-40 n WEP-104,
pasnuyaroLmecs ToNbKO ANMHON Kntoya. B HacToswee BpemMsa gaHHas
TEXHONOMNS ABMSETCH yCTapeBLUEen, Tak Kak ee B3NOM MOXeT bbiTb
OCYLLECTBIIEH BCETO 3a HECKOMNBbKO MUHYT. TeM He MeHee, OHa NPOAOIKaeT
LUMPOKO ncnosnb3oBatbes. WPA2.

nnn XAUTH, obecneunsaeT JONONHUTENBHbLIA YPOBEHL NPOBEPKU
NOANWHHOCTY, NO3BONAA W3y /Psec 3anpalunBaTb paclUMPEHHYIO
aBToOpM3aLMIo yaaneHHbIX nornb3oBarenen, Takum obpasom 3actaBnsas
yAaneHHbIX Nonb3oBaTenen NpegocTaBnATb UX y4eTHbIe AaHHbIe, Npexae
Yem nony4untb goctyn K VPN.

cepBUC KOMNaHUK SHOEeKC Ans 3aWwuThl AoMallHel ceTn. ObecnedynsaeTt
TpY pexxrma unsTpaLum:

» 6e3 unbTpaunn: pecypcbl He BrnokKnpyoTCs

* 6e3onacHbIn pexuMm: BriokMpyrTCA BPe4OHOCHbIE U MOLLEHHUYECKne
canTbl

* CeMeliHbIN PEXNM: 6J'IOKVIpy}OTCF| BpeOOHOCHbIE N MOLLUEHHUNYECKNE CauThbl,
a TaKxe pecypcCbl AnaA B3POCIbIX
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NMNopaepxka Keenetic Plus DSL

Keenetic Plus DSL HagenseT nobyto mogens nHTepHeT-LeHTpa Keenetic ¢ noptom USB
dyHkunammn mogema ADSL2+/VDSL2. OH nogkrntodaetcs no USB HenocpeacTBEHHO K
WHTEPHET-LEHTPY, YNPaBnsieTCs ero onepaumoHHON CUCTEMON (Yepes JOMONHUTENBHO
yCTaHaBNMBaEMbIi KOMMOHEHT) N He TpebyeT oTAenbHOoro 6rioka NuTaHus.

A.1 interface operating-mode

OnucaHue HacTtpoutb pexxum pabotel ADSL. o ymon4aHuio Ncnonb3yroTcst 3Ha4eHns
ads12+un a.

Mpedouke no Het

MeHsieT HacTpouku Oa

MHorokpaTHbI BBog  Hert
Tun nntepcpenca Switch

Cunoncuce I (config-if)>  operating-mode (mode> [ annex ]

AprymeHTbI AprymeHT 3HavyeHue OnucaHue

mode ads12 HacTtpawnBaeTt paboty pexmuma ADSL2 — ITU
G.992.3 Annex A n Annex M. Ecnu HK oguH
pexunm sIBHO He BblopaH, To Annex A n Annex
M o6a 6yayT BkntodeHbl. OKOHYaTENbHbIA PEXUM
OyneT onpenenaTbCst MynbTUMNIIEKCOPOM
poctyna DSL (DSLAM).

ads12+ Hacrtpaueaet paboty pexuma ADSL2+ — ITU
G.992.5 Annex A n Annex M. Ecnin pexxumAnnex
A He BbIGpaH, To 6yayT BKOYEHbI M Annex A,
n Annex M. OkoH4aTenbHbIA pexum oyget
onpeaensaTbCca MynsTUnnekcopom goctyna DSL
(DSLAM).

vdsl2-cpe HacTtpavBaeT paboTy KNMEHTCKOro pexnma
VDSL2.

vds12-co HacTtpanBaeT paboTy cepBepHOro pexuma
VDSL2. MOXHO yCTaHOBUTb TONBKO BPYYHYIO.

auto Pexuvm BbIGMpaeTcs aBTomaTtuyeckm (3a
nckntoyeHvem vds12 - co).

annex a Pexnm paboTbl nocpeacTBoOM aHanoroBom
TenegoHuu.
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MpunoxeHune A MNogaepxka Keenetic Plus DSL

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HavyeHue OnucaHue
m VMcxopsuwas/Bxoasiias YacToTbl CABUratTCs C
138 kl'y oo 276 kl'y, obecneynBas yBenmyeHme
MaKcMmMarbHOW NPOMYCKHOW CNOCOBHOCTH
ucxopsilero kaHana c 1,4 Mout/c go 3,3 Mout/c.
auto Bbi6op ocyLlecTBnsieTcs B aBTOMaTU4eCKOM

pexume.

(config)> interface UsbDs10 operating-mode vdsl2-cpe
Network: :Interface::Mt2311::UsbDsl: Opmode is set to VDSL2-CPE.

Bepcus

OnucaHue

2.06

HobaBneHa komaHaa interface operating-mode.

A.2 interface pvc

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdpenca
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

HacTtpouTtb nocmosiHHbIU supmyarbHbIU KaHas Ha uHTepgence ATM.

Het
Ja
Oa
PVC

(config-if-atm-vc)

I (config-if)>

pvc «vpis «vcis

AprymeHT 3HayeHue OnucaHue

vpi Uenoe uucno |MldeHmugbukamop supmyarbHo20 rnymu
atoro PVC. MoxeT npyHMMaThb 3Ha4yeHus1 oT
0 po 255.

vci UYenoe uucno |MdeHmughukamop supmyarnibHO20 KaHasna

atoro PVC. MoxeT NnpuHMMaTb 3Ha4YeHus1 OT
32 po 65535.

(config-if)> pvc 1 50
Network: :Interface::Mt2311::Pvc: Assigned UsbDs10/Pvc@ 1/50.

Bepcus

OnucaHue

2.00

[obaeneHa komaHga interface pvc.
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Mpunoxexune A MNogaepxka Keenetic Plus DSL

A.3 interface pvc encapsulation

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Hactpoutb ypoBeHb agantaumm ATM (AAL) n Tun nHkancynauum ATM PVC. o
YyMOMn4aHUo ucrnonb3yeTtcs 3HavyeHne aal5snap.

Het
Ja
Het

PvC

I (config-if-atm-vc)  encapsulation (aal5mux | aal5snap)

AprymeHT 3HauyeHue ‘OnwcaHMe

encapsulation [aal5mux BblgenuTb ykasaHHbin PVC gns ogHoro
npoTokona (Tak HasbiBaemoe
MYNbTUNIIEKCMPOBaHME BUPTYaribHOMO
kaHana, VC-mynsTunnekcnpoBaHue).

aal5snap MyneTunnekcmpoBaHue AByx n 6onee
NPOTOKONOB Ha 0ogHOM PV C (Tak HasbiBaemMoe
MyNbTUMEKCUpOBaHWe ynpaeneHus
norunyeckon ceasbto, LLC multiplexing).

(config-if-atm-vc)> encapsulation aal5snap
Network::Interface: :Mt2311::Pvc: Using Ethernet encapsulation, »
LLC mux.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface pvc encapsulation.

A.4 interface vdsl carrier

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbl

BbibpaTtb agnanazoH Yactot VDSL. No ymonyaHuio ucnonb3yetcs napameTp auto.
Het

Oa

Het

I (config-if)>  vdsl carrier <carrier;

AprymeHT 3Ha4yeHue OnucaHue
carrier auto YacToTa BbIOMpaeTcsi B aBTOMaTU4ECKOM
pexume.
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MpunoxeHune A MNogaepxka Keenetic Plus DSL

Mpumep

Uctopusa nameHeHunmn

AprymeHT 3HavyeHue OnucaHue
a43 BbibpaTtb AnanasoH YyactoT A43.
b43 BbibpaTtb AgnanasoH vyactoT B43.
v43 BbibpaTtb AgnanasoH vactoT V43.

(config-if)> vdsl carrier a43
Network: :Interface: :Mt2311::UsbDsl: Set G.hs carrier: A43.

Bepcus

OnucaHue

2.06

[obaeneHa komaHaa interface vdsl carrier.

A.5 interface vdsl profile

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

Bbibpatb npodmnb VDSL. Mo ymonyaHuto ucnonb3yetca 3HadeHre all.

KomaHga c npedukcom no yaanseT ykasaHHbIi npodunb. Ecnuv BBecTn komaHay
6e3 aprymeHToB, 6yAeT YyCTaHOBNEHO 3HAYEHME MO YMONMYaHUIO.

[a
Ja
Oa

I (config-if)>

vdsl profile («profiles|all)

I (config-if)> no vds1 profile [ profile]

AprymeHT

3HauyeHue

OnucaHue

all

KrnoyeBoe
CJ10BO

Bbibpatb Bce npochunu VDSL.

profile

8a

8b

8c

8d

12a

12b

17a

30a

HasBaHue npodmna VDSL.

(config-if)> vdsl profile 12a
Network::Interface::Mt2311::UsbDsl: Enabled profile(s): 12a.
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WcTopus nameHeunn  |Bepcus

OnucaHue

2.06

[obGaeneHa komaHaa interface vdsl profile.

A.6 interface vdsl psdmask

A R POTS D-32 EU-32.

OnucaHue
Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTtHbii BBog [a

CuHoncuc I (config-if)>

vdsl psdmask (mask>

YctaHoButb Macky PSD. o ymonyaHuio UCNomnb3yeTcst 3HaYeHne

AprymeHTbI AprymeHT

3HavyeHue

OnucaHue

mask

A_R_POTS D-32 EU-32

A R POTS D-64 EU-64

B7-1 997-Mlc-A-7

B7-3_997-M1x-M

B7-7 HPE17-M1-NUSO

B7-8 HPE30-M1-NUSO

B7-9 997E17-M2x-A

B7-10 997E30-M2x-NUSO

B7-11 HPE1230-M1-NUSO

B7-12 HPE1730-M1-NUSO

B8-1 998-M1x-A

B8-2 998-M1x-B

B8-3 998-M1x-NUSO

B8-4 998-M2x-A

B8-5 998-M2x-M

B8-6 998-M2x-B

B8-7_998-M2x-NUSO

B8-8 998E17-M2x-NUSO

B8-9 998E17-M2x-NUSO-M

B8-10 998ADE17-M2x-NUSO-M

B8-11 998ADE17-M2x-A

B8-12 998ADE17-M2x-B

B8-13 998E30-M2x-NUSO

B8-14 998E30-M2x-NUSO-M

HassaHue
macku PSD.
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Mpumep

UcTopus nameHeHunmn

A.7 show interface dsl

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

AprymeHT 3HavyeHue

OnucaHue

B8-15 998ADE30-M2x-NUSO-M

B8-16 998ADE30-M2x-NUSO-A

B8-17 998ADE30-M2x-NUSO-A

C_POTS 25-138 b

C_POTS 25-276 b

C TCM-ISDN

(config-if)> vdsl psdmask B7-7_HPE17-M1-NUSO
Network: :Interface: :Mt2311::UsbDsl: Set PSD mask: »
B7-7 HPE17-M1-NUSO.

Bepcus

OnucaHue

2.06

[ob6aeneHa komaHga interface vdsl psdmask.

Mokasatb napameTpbl DSL nHTepderica.

Het
Het

Het

I(show0> interface name; dsl

AprymeHT

3Ha4yeHue

OnucaHue

name

WmMs uHTeppesica

MonHoe ums nHTepdenca unm
NCEBOOHMM.

(show)> interface

UsbDs10 ds'l

id: UsbDs10
index: 0
type: UsbDsl
description: Keenetic Plus DSL
connected: yes
state: up
mtu: 1500
tx-queue: 1000
global: no
security-level: public
mac: 90:ef:68:d2:61:f0
auth-type: none
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UcTopusa nameHeHun

plugged:

vendor:

model:

manufacturer:

product:

serial:
opmode:
link:
standard:
us_delay:
ds delay:

profile:

us fast rate:
ds fast rate:
us_noise:
ds _noise:
us atten:
ds atten:

us_attain:
ds _attain:

us_power:
ds_power:

us_ capacity:
ds capacity:

far itu id:

near itu id:

yes

0586
3427

ZyXEL

Keenetic Plus DSL

S$155608000034

VDSL2-CPE
showtime
VDSL?2
0 ms
0 ms
30a
122784 Kkbps
200187 kbps
6.5 dB
6.2 dB
0.0 dB
0.0 dB
122784 kbps
209445 kbps
9.0 dBm
10.3 dBm
100 %
95 %

b5004d455441003300
b5004d455441000000

Bepcus

OnucaHue

2.06 [obaeneHa komaHga show interface dsl.

A.8 show interface dsl snr

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

lMokasaTb COOTHOLLEHWE CUTHaN/WyMm Ans Kaxaoro kaHana xDSL.

Het
Het

Het

I(showy>interface(name)dsl snr

AprymeHT 3HayeHue OnucaHue

name Wmsa nHTepgerica|llonHoe nvsa nHTepderca unu
NCEeBOOHMM.

(show)> interface UsbDs10 dsl snr

DS, mult = 8, from = 25, to = 425, index = 0, timestamp = »
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15348.699707:

45.5,45.5,47.0,49.5,50.0,50.5,50.0,50.0,50.0,50.0,50.0,50.0,

50.0,50.5,50.0,50.0,51.5,51.5,52.5,52.0,51.5,52.5,51.

’

’

’

52.0
52.0
50.0

’

’

’

0
.5
0

52.0,51.5,51.5,51.0,51.5,50.0,50.0,50.0,50.0,50.0,50.

50.5,50.0,50.0
US, mult = 8, from = 433, to = 593, index

15348.707689:

52.0,53.0,53.0,53.0,52.5,52.5,52.0,53.0,52.0,52.0,52

= »

1, timestamp

49.5,49.5,53.5,53.0,53.5,53.5,53.5,53.5,53.5,53.5,53.5,53.5,

53.0,53.0,53.0,53.5,53.0,53.0,53.0,53.0,53.0

DS, mult

= »

2, timestamp

609, to = 977, index =

from

= 8,

15348.723292:

49.5,49.5,50.0,50.0,50.0,50.0,49.5,50.0,50.0,50.0,49.0,50.0,

’

49.0

48.5,48.0,47.5,47.5,48.5,49.0,49.5,49.0,48.5,49.5,50.0,

’

49.5

’

49.0,49.0,48.0,48.0,49.0,48.0,48.5,48.5,49.0,50.0,49.0

.0

3, timestamp

49.0,49.0,49.5,48.0,49.0,49.0,47.5,48.5,47.5,47.5,48

US, mult

= »

index

from = 985, to = 1017,

= 8,

15348.725914:

47.0,47.0,53.5,53.0,53.5

4, timestamp = »

2657, index

DS, mult = 8, from = 1401, to

15348.781327:

47.5,47.5,48.0,48.5,48.0,49.0,49.5,49.0,49.0,49.5,49.5,49.5,

49.0,49.5,50.0,49.0,48.5,49.0,49.0,50.0,49.0,49.5,49.

O OO ININOOINLNOO OO

(CRNe) o) BN N co e ol ST o S NS o B |
NI T ITITITTT T T T

9
9
9
8
8
7.
7
6
5
3
3
1

47.5,47.0,47.5,47.5,47.0,47.0,47.0,47.0,47.0,46.5,47.
43.5,44.0,43.5,44.0,43.0,42.0,43.0,41.0,41.0,41.0,41.

41.0,41.0
US, mult = 8, from = 2665, to

44.0,44.0,44.0,44.0,44.0,44.0,44.0,44.0,43.5,42.0,43.
15348.799646:

49.0,49.5,49.0,48.5,48.0,48.0,48.0,48.0,48.5,48.5,49.
48.5,49.5,49.5,49.0,49.0,48.5,48.5,49.0,48.0,48.0,49.
49.0,49.0,49.0,50.0,49.0,49.5,50.0,48.5,49.0,49.0,48.
47.5,47.5,47.0,47.5,48.5,49.5,48.5,49.5,49.0,48.5,48.
48.0,47.0,47.0,47.0,47.0,47.0,47.0,47.0,47.5,48.5,4

47.0,47.0,46.5,47.0,47.0,47.0,46.5,46.5,47.0,47.0,46.
45.0,45.0,44.5,44.5,46.0,47.0,46.5,46.5,45.5,45.0,45.
44.0,44.0,44.0,44.0,44.0,44.0,44.0,44.0,44.0,44.0,43.

5, timestamp = »

3473, index

40.5,0.0,0.0,38.0,38.0,38.0,38.0,38.0,38.0,37.5,37.0,36.5,

36.5,36.5,35.0,35.0,35.0,35.0,35.5,37.0,36.0,36.5,35.

’

’

’

35.0
35.0
32.0

’

’

’

0
.0
0

35.0,35.0,35.0,35.0,35.0,35.0,35.0,34.5,33.5,32.0,33.

32.0,32.0,32.0,34.5,33.0,33.0

35.0,35.0,35.0,35.0,35.0,35.0,35.0,35.0,35.0,35.0,35

OnucaHue

JobaeneHa komaHaa show interface dsl snr.

Bepcus
2.06

UcTopusa nameHeHun

A.9 show interface dsl bits

MokasaTtb pacnpegeneHve 61T onst Kaxkgoro kaHana xDSL.

OnucaHue
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Het
Het

Het

I (show)> interface name> dsl bits

AprymeHT 3HayeHue OnucaHue
name Wmsa nHTepgerica|lNonHoe nvsa nHTepderica unu
NCeBOOHMM.

(show)> interface UsbDs10 dsl bits

DS1, mult = 1, from = 20, to = 430, index = 0, timestamp = »
15402.799703:

o,11,11,11,11,12,12,12,12,12,9,9,9,9,13,13,13,13,13,13,13,13,
13,13,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14, 14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,15,13,12,14,14,14,14,14,14,14,14,14,14,14, 14,
14,14,14,14,14,14,14,14,15,15,15,15, 14,14,15,14,14,14,15,15,
14,15,14,14,15, 15, 15, 14,15, 15,15, 14,15, 14, 14,15, 14,14,14,15,
14,14,14,15,15, 15,15, 14,15, 14,15, 14, 14,14,15,15,14,14,14,15,
15,14,14,15,15,15, 14, 14, 14,15, 14,14, 15,15, 15,15, 15,15, 14,15,
15,15,15,15,15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 14, 15, 15,
15,15,15,14,15,15,15,15,15, 15, 15,15, 14,15, 14,13,15, 14,15, 15,
15,15, 14,15, 15, 15, 15, 15, 15, 15, 15, 14, 14, 14,15, 15, 15, 14, 15, 15,
15,14,15,14,14,15, 14,15, 14,15, 15, 14, 15,15, 15,14, 14,15, 14,15,
15,15,14,14,15, 14,14, 14,15,15, 15,15, 14,15, 14,15, 14,14,14,15,
14,14,14,14,15,14,14,14,14,14,14,14,14,14,15,14,15,14,14,15,
15,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,13,12,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14, 14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,

14,14,14,14,14,14,14,14,14

US1, mult = 1, from = 439, to = 598, index = 1, timestamp = »

15403.129745:

o,11,11,11,11,15,15,15, 15,15, 15, 15,15, 15, 15, 15, 15, 15,15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15,15, 15, 14,11, 15,15, 15, 15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15,

15,15, 15,15,15,15,15,15,15, 15, 15, 15, 15, 15, 15, 15,15, 15, 15,

15
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

[obasneHa komaHaa show interface dsl bits.
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basbl ynpaensowen nHgpopmaumm (MIB) gocTynHbl TONbKO ANt UTEHMS.

Mopaepxwmsatotcsa cnegytowme MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoppepxvBaloTcs crneayolme 3aneMeHTbl AaHHbIX:
* SNMPv2-MIB::sysDescr

* SNMPv2-MIB::sysUpTime

+ SNMPv2-MIB::sysContact

* SNMPv2-MIB::sysName

+ SNMPv2-MIB::sysLocation

+ SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31
MopaepxunBatoTcs crneayroLwmne anemMeHTbl AaHHbIX:
Ba3oBbI BapuaHT OID: 1.3.6.1.2.1.2

+ IF-MIB::ifNumber

* |IF-MIB::ifiIndex

* |IF-MIB::ifDescr

* IF-MIB::ifType

+ |IF-MIB::ifMtu

* IF-MIB::ifSpeed

+ IF-MIB::ifPhysAddress

« |F-MIB::ifAdminStatus
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PacwunpeHHbIn
BapuaHT

334

IF-MIB:

IF-MIB::

IF-MIB:

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB:

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB:

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

;ifOperStatus

ifLastChange

:ifiInOctets

iflnUcastPkts
iflnDiscards
iflnErrors
ifOutOctets
ifOutUcastPkts
ifOutDiscards

ifOutErrors

OID 1.3.6.1.2.1.31

ifName

iflnMulticastPkts

:iflnBroadcastPkts

ifOutMulticastPkts
ifOutBroadcastPkts
ifHCInOctets
ifHCInUcastPkts
ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets

ifHCOutUcastPkts

:ifHCOutMulticastPkts

ifHCOutBroadcastPkts
ifLinkUpDownTrapEnable
ifHighSpeed
ifPromiscuousMode
ifConnectorPresent

ifAlias

Keenetic Extra CnpaBo4HUK kOMaHA



MpunoxexHne B SNMP MIB

 IF-MIB::ifCounterDiscontinuity Time

MNMpoueccop [(CBUTY YctponcTtBO OnucaHue
MT7621/RT63368| MT7530 Keenetic Giga lll|MopgaepxuBatotcs 64-0UTHbIE
RTL8370M _ cyeTynkn 6anT No nopTam
Keenetic Ultra Il |ceutya, 32-6uTHble cueTumkm
. nakeToB Mo NopTamM CBUTYa.
Keenetic LTE | cry, knaccudpmkanms no tuny
MT7620 RTL8367B Keenetic Viva |naketoB: broadcast, multicast
1 unicast.
Keeentic Extra
WHTerpuposaHhbin| Keenetic 4G 11l (Mogaepxmsatotcs 32-6UTHble
o cYeTYMKM 6anT No nopram
Keenetic Lite Il |ceuTua n 16-6utHble
o CYETYMKM NAKeTOB MO nopTam
Keenetic Lite lll | .g1ya B cnyyae
Keenetic Omni | TEPENOMHEHMSA CHeTHMKOB
BbICTaBISAETCSA BPEMS
Keenetic Omni |1|MOCNeAHero nepenomnHexus
B
IF-MIB:ifCounterDiscontinuity Time.
MT7628 WHTerpuposaHHbii | Keenetic Start Il |MogaepxmuBatoTcs TONbKO
o 16-OUTHbIE CHETUUKMN NaKETOB
Keenetic Lite Il |no nopram cautya. B cnyuae
rev.B NnepenorTHEHNS CHETYMKOB
. BbICTaBIISIETCS BPEMS
Keenetic 4G Il |6cnennero nepenontenms
rev.B B
Keenetic Air IF-MIB::ifCounterDiscontinuity Time.
Keenetic Extra Il

B.3 IP-MIB

OID: 1.3.6.1.2.1.49

MopoepxuBatoTcs cneayowme anemMeHTbl 4aHHbIX:

» TCP-MIB::tcpRtoAlgorithm
* TCP-MIB::tcpRtoMin

+ TCP-MIB::tcpRtoMax

* TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens

* TCP-MIB::tcpPassiveOpens

* TCP-MIB::tcpAttemptFails
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TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB

::tcpEstabResets
::tcpCurrEstab
::tcplnSegs
::tcpOutSegs
.;tcpRetransSegs
::teplnErrs

::tcpOutRsts

B.4 UDP-MIB

OID: 1.3.6.1.2.1.50

MoonepkunsaloTcs creayoLlme areMeHTbl aHHbIX:

UDP-MIB

UDP-MIB::
UDP-MIB::
UDP-MIB::
UDP-MIB::

UDP-MIB:

::udplnDatagrams
udpNoPorts
udplnErrors
udpOutDatagrams
udpHCInDatagrams

:udpHCOutDatagrams

B.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

MoonepkunBaloTcs crieayolime areMeHTbl AaHHbIX:

+ HOST-RESOURCES-MIB::hrSystemUptime

B.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

nOﬂ,D,ep)KI/IBaPOTCFl cneagywwme aneMeHTbl JaHHbIX:

UHdopmaumsa o6 O3Y
ycTponcTBa

336

« UCD-SNMP-MIB::memTotalReal
* UCD-SNMP-MIB::memAvailReal
« UCD-SNMP-MIB::memShared

« UCD-SNMP-MIB::memBuffer
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UHdopmaums o

USB-Hakonutensax

UHdopmaumsa o

Harpyske Ha cuctemy

UCD-SNMP-MIB:

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

:memCached

:dskindex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

‘lalndex

laNames

‘laLoad

:laConfig
‘laLoadInt
:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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