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Beepnenue

BBeneHve

[aHHbI cnpaBOYHMK COOEPXKUT KOMaHabl ANng ynpasrneHust yctponcteom Keenetic Omni
nocpencTBOM MHTepderica KOMaHAHOW CTPOKW. 34eCh NPUBEAEH NOSHbINA CMIMCOK BCEX AOCTYMHbIX
KoMmaHg. Takke ykasaHbl NpMMepbl TOro, Kak UCMOmNb30BaTh Hanboree pacnpocTpaHeHHbIE U3
3TMX KOMaHA, obLwasa nHdopmaums o B3aMMOCBSA3M MexXay KOMaHgamu v npuHUMnuanbHble
OCHOBbI TOI0, KaK UX UCMOSb30BaThb.

1 Insa Kkoro npegHasHa4vYeH JOKYMEHT

[aHHOe pykoBOACTBO NpefHa3Ha4YeHo Ans CETEBLIX aMUHUCTPATOPOB MIN CNeLManucToB no
BbIYNCIIMTENBHON TEXHUKE, OTBEYAIOLLMX 3a HacTpourky 1 nogaepxky Keenetic Omni Ha mecTe.
OHo Takke npegHasHadYeHo ANg onepaTtopos, koTopble yrnpasnaoT Keenetic Omni. JJokymeHT
0OXBaTbIBaET TEXHUYECKME NPOLEAYPbI NOAOEPKKM BbICOKOTO YPOBHS A1 root-aAMMHUCTPATOPOB
N COTPYOHUKOB TexHuYeckon nogaepxkm Keenetic Omni.

2 CTpyKTypa AOKYMeHTa

Cl'lpaBO‘-IHI/IK onucblBaeT crenywLwine pasaenbl:

3HaKOMCTBO C KOMaHOHOW B pasgene onvcaHo kak ncnonb3oBatb UHTEPenc
CTpOKOM KomaHgHown cTpokn Keenetic Omni, ee nepapxunyeckyto
CTPYKTYPY, YPOBHM aBTOPM3aLUN U BO3MOXHOCTM CNPaBKMK.

OnucaHune komaHg, AndaBUTHLIN CMMCOK KOMaHA, KOTOPble MOXXHO BBOAUTL B
KOMaHOHOW cTpoke anga Hactporiku Keenetic Omni.

3 YcnoBHblIe 0003HaYeHusA

B onncaHum KoMaHa UCnonb3yTca crieaylolmne 0603Ha4YeHNs:

XUPHbIN LWPUdT KomaHabl 1 krtoveBble CrioBa BblAENSTCS
XUPHbIM. WpUPTOM. OHU OOMKHbI ObITh
BBEAEHbI B TOYHOCTU KaK yKa3aHO B OMUCAHUN.
B npumepax XupHbI WPUAET UCMonb3yeTcs
ONS BblAENEHNS OaHHbIX, BBEAEHHbIX
nornb3oBaTenem.

Kypcus AprymeHTbl, AN KOTOPbIX HEOBXOAMMO 3a4aThb
3HaYeHus, BblOeNeHbl KypPCUBOM.

OnemeHTbI B KBagpaTHbIX ckobkax sBnsarTCS

I [ Heobsi3aTeIbHLIA 371EMEHT |
HeobA3aTenbHbLIMMN.

OneMeHThI B yrnoBblX CkOOKax siIBNSATCS

I <0bsi3aTesIbHbIN 3/TIEMEHT)
obsi3aTenbHbIMMU.
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Beegenwue

(x]yl2z) Obs3aTenbHble ansTepHaTVBHbIE KNOYEBbIE
CrnoBa rpynnupyroTcst B KPYMbIX ckobkax u
pas3fensTca BepTUKanbHOW YepTON.

x|ylzl Heobs3aTenbHble anstepHaTUBHbLIE KNIOYEBbIE

crnoBa rpynnupytoTcst B KBagpaTHbIX CKoBKax u
pa3gensTca BepTUKarbHOM YepTo.

OnucaHue Kaxaol KoMaHabl pasaeneHo Ha criegytolive nogpasaensi:

OnucaHne OnwucaHue TOro, 4TO KOMaHaa genaert.
CuHoncuc OO6wmn dopmat koMaHAabI.
Mpedukc no B0O3MOXHOCTb MCMONb30BaHNA B KOMaH4E

npedwmkca no.

MeHgeT HacTpoiku

CnocoBHOCTb KOMaHAbl MEHSATb HACTPOWKN.

MHorokpaTtHbIli BBOg,

BoamoxxHOCTb MHOIoKpaTHOro eBoga KomaHAbl.

BxoxgeHuwe B rpynny

HaseaHue rpynnbl, 4OCTYN B KOTOPYtO AaeT
komaHga. Ecnv rpynnbl HeT, 3TOT pasgen He
oTobpaxaeTcs.

Tun nHTepcperica

Tun nHTepdeica, Ha KOTOpbIN BNUSET
komaHga. Pasgen He oTobpaxaeTcs, ecnu
OaHHbIA KOHTEKCT He MMeEeT CMbIcna Ans
KOMaHgpbl.

UHTepdeiicel, ncnornb3yemsble B CUCTEME, U
OTHOLLUEHUS MEXAY HUMUN NOKa3aHbl Ha
anarpamme Huxe.

ApryMmeHThbl

AprMeHTbI, eClnn eCTb, U NOACHEHUA K HUM.

Mpumep

Unnioctpauus Toro, kKak KomaHga BblrmnaguT
npw Bbi3oBe. [OCKONbKY NHTEPdENC NPOCT,
HEKOTOpbIe NPUMEPbLI O4EBUAHLI, HO OHU
BKIMOYEHbI 451 AICHOCTM.

MpumeyaHus, NpeaynpexaeHnst 1 NpefocTepeXeHns NCNOoNb3yHT crieayoLmne 0603HavYeHus.

MNpumevaHwue: O3sHavaet "untatens, Npummn K ceegeHunio”. MNprmedannsa cogepkaT nonesHole
COBETbI UMK CChINIKM Ha MaTtepwuansbl, He cogepXXalnecs B JaHHOM

crnpaBO4HUKE.

MpeoynpexaeHue: O3HavaeT "yntartenb, BHUMaHue!". Bawn gencTtens MOryT NpuMBECTH K
noBpeXaeHnio 0060pyaoBaHNSa N NoTepe AaHHbIX.
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O630p nNnpoaykra

1.1 AnnapaTtHoe ob6ecne4yeHue

Mpoueccop MediaTek MT7620N MIPS® 24KEc 580 MHz

OnepatuBHasa namatb Zentel A4S12D40FTP-G5 64Mb DDR SDRAM

Pnew-namaTb cFeon Q64-104HIP 8Mb SPI

Ethernet MopThbl Mukpocxema MpumeyaHus
5 WHTerpnpoBaHHasi
MeTka CkopocTb MpumeyaHus
0 100 M6wut/c Mopt WAN
1 100 M6wut/c
2 100 M6uTt/c
3 100 M6wuT/c
4 100 M6wut/c

usB MeTka CKOpOCTb MpumeyaHus
1 USB 2.0

Wi-Fi YacToTHbii | Mukpocxema Mpumeyanus
AnanasoH
24101Ty 802.11bgn 2x2
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3HAKOMCTBO C KOMaHAHOM
CTPOKOU

B aTon rmaee onncaHo, kak nonb3oBaTbes MHTepdericom komanaHom cTpokm (CLI) Keenetic
Omni, ero nepapxuyeckas CTpykTypa, ypoBHU aBTOpU3aLum U1 BO3MOXHOCTUN KOHTEKCTHOMN
MoacKasKku.

OcHoBHOE cpeacTBo ynpasneHns MapLupytunsatopom Keenetic Omni — 310 uHTepdenc
koMmaHgHow ctpoku (CL/). HacTponkm cuctembl NOMHOCTLIO OMNUCHIBAOTCH B BUAE
nocrnegoBaTenbHOCTU KOMaHg, KOTOpble HYXHO BbINOMHUTL, YTOBbI NPMBECTM YCTPOWCTBO B
3a/JaHHOe COCTOsIHME.

Keenetic Omni umeeT Tpu BMAa HaACTPOEK:

TekyLne HacTPOMKM running config 3To Habop koMaHa, KoTopbi TpebyeTcs
BbINOMHUTE, YTOObI NPMBECTU CUCTEMY B TEKYLLIEE COCTOSIHUE.
TekyLme HaCTPOMKN XpaHATCS B onepaTtuBHon namsitu (RAM)
N OTpaxaloT BCe U3MeHeHus1 HacTpoek cuctemsl. OgHako,
CcoOepXXMMOoe onepaTMBHON NaMATU TEPSIETCH MPY BbIKITFOYEHUN
ycTponcTsa. s Toro 4tobbl HACTPOWKN BOCCTAHOBUINUCH
nocrne nepesarpysku yCTponcTea, TpebyeTcs COXpaHuTb MX B
9HEProHe3aBNCUMOW NamMATK.

CTtapToBble HAaCTPOWNKM startup config 3To nocnegoBaTenbHOCTbL KOMaHA, KoTopast
XpaHUTCA B cneunarnbHOM CeKTope 3HepFOHe3aBI/ICI/IMOI7I naM4aTn
M ncnonb3yetca anga nHnunanu3aumm cCUctembl
HenocpeaCcTBEHHO NOCIE 3arpy3ku.

HacTpoWiku no ymonyaHuio default config , 3aBoackne HaCTPOMKN, KOTOPbIE 3anNnCbIBAOTCH
npw npomnssoacTee Ha Keenetic Omni. RESET Ha kopnyce
no3BonseT cOpoCuTb CTapTOBbIE HACTPONKN Ha 3aBOACKME.

®annel startup-config n running-config moryT 6bITb OTPEOAKTMPOBAHbLI BPYYHYIO, 6e3
yyacTusi KomaHgHowm cTpoku. [py aTom criegyeT NOMHUTb, YTO CTPOKU HavMHatowumecs ¢ !
UrHOPUPYOTCA pa3bopLLMKOM KOMaH, a apryMeHTbl, coaepXalime cMMBon npoben , AomkHbI
ObITb 3aKNOYEHbl B ABOVIHbIE KaBblvkK (Hanpumep, ssid "Free Wi-Fi"). Camu kaBbl4ku
pa3bopLLMKOM UTHOPUPYHOTCS.

OTBETCTBEHHOCTL 3a KOPPEKTHOCTb BHECEHHbIX N3MEHEHUI NEXUT Ha UX aBTope.

2.1 BBoa KoMmaHO B KOMaHOHOM CTPOKe

KomaHgHbIn nHtepnpetatop Keenetic Omni pa3paboTaH Takum ob6pa3om, YTobbl M Mor
MoNb30BaTbCs Kak HAYMHAKLLMI, TaK M ONbITHBIN Nonb3oBaTenb. Bce komaHabl 1 napameTpbl
WUMEIOT ACHbIE N MErKo 3arnoMM1HaKLLMECS Ha3BaHUS.
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Komangpbl paB6VITbI Ha rpynnbl N BbICTPOEHbI B Nepapxuio. Taknm o6pa30M, A4 BbIMOJIHEHNA
Kakon-nmbo HaCTPOVIKM nonb30BaTesto HyXXHO nocnenoBartesibHO BBECTU Ha3dBaHUA BJTOXEHHbIX
rpynn komaHg (y3J'IOBbIX KOMaHﬂ,) M 3atemMm BBECTN KOHEYHYIO KOMaHAy C napamMeTpamMu.

Hanpumep, IP-agpec ceteBoro untepdgeinca FastEthernet0/Vian2 sagaetcst komangon address
, koTOopasi HaxoguTca B rpynne interface—ip :

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa B rpynny

HekoTopble y3noBble kKoMaHAbl, coAepkaline Habop foYepHMX KOMaHZ, NO3BOMSIOT
MONb30BATENIO BbINOMHUTL «BXOA» B rpynny, YToObl BBOAUTL AOYEPHME KOMaHOb
HenocpeaCcTBEHHO, He TpaTsi BpeMsi Ha BBOZ MMEHW y3M0BON KOMaHbl. B aToM crnyyae meHsieTcs
TEKCT NpuUrnalleHns KoOMaHAHOW CTPOKK, YTOObI MONb3oBaTeNb BULEN, B KAKOW rpynne oH
HaxoauTCs.

[obaeneHa komaHga exit nnv no Haxxatmo komouHauum knasuw [Ctrl]+[D] BbinonHsAeTcs BbIXoq,
13 rpynnbi.

Hanpwumep, npu Bxoge B rpynny interface npurnaweHne koMmaHgHOW CTPOKU MEHSIETCS Ha
(config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Acnonb3oBaHue crpaBKU U aBTOAOMNOJNTHEHUA

22

[ns Toro utTo6bI CAenaTh NPOLECC HACTPOMKM MakCUMarnbHO yA0OHbBIM, NHTEpdENC KoMaHLHON
CTPOKUN MMeET PYHKLNIO aBTOAOMOMHEHNA KOMaHA U NapamMeTpoB, NOACKa3biBasi oneparTopy,

Kakve KoMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BIOXEHHOCTU. ABToAoMNoONHeHne paboTaert no
HaxaTtuto knasuwim [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Fa[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0/Vlanl
FastEthernet0/Vlan2

(config)> interface FastEthernet@[Tab]
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Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky no TekyLen KoMmaHae Bcerga MoXHO oTobpasunTb, Haxas knasuuwy [?]. Hanpumep:

(config)> interface FastEthernet0/Vlan2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2

2.3 lNMpedukc no

Mpedukc no ucnonb3yeTcsa Ans OTMEHbI 4ENCTBUSA KOMaHAbI, Nepes KOTOPOW OH CTaBUTCA.
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Hanpwumep, komaHaa interface oTBevaeT 3a co3gaHve CeTeBOro MHTepderica ¢ 3agaHHbIM
nmeHeM. MNpedmnkc no , NCNonb3yembIvi C 3TON KOMaHOOW, Bbi3biBaeT obpaTHoe AencTBue —
yaaneHue uHTepderica:

(config)> no interface PPPoEO

Ecnv komaHaa coctaBHas, No MOXET CTaBUTLCA Nepea nobdbiM ee YneHoM. Hanpumep, komaHaa
service dhcp Bkntovaet cnyx6by DHCP n cocTouT 13 AByX YacTen: service— MMeHun rpynnbl
B epapxuu komang, n dhecp— koHe4Hon komaHAbl. MNpedurKe no MOXHO CTaBUTbL Kak B Havane,
Tak u B cepeanHe. [lencteme B obonx cnyvasx 6yaeT oaMHaKoBbIM: OCTAHOBKA CryXObl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIn BBOA

24

MHorne komaHgbl 0bnagatoT CBOVMCTBOM UOEMTOMEHMHOCMU, KOTOPOE MPOSIBIISIETCS B TOM,
YTO MHOTFOKPaTHbIN BBOA 3TUX KOMaHA NPUBOOUT K TEM XE U3MEHEHUSAM, YTO U OOQHOKPATHbIN.
Hanpwumep, komaHaa service http nobaenser ctpoky «service http» B Tekywme HacTporku,
1 MpU NOBTOPHOM BBOAE HUYETO HE MEHSIET.

OpHako, YacTb KOMaHZ no3sonsieT 400aBnATb HE OOHY, @ HECKONbKO 3anucen, ecnu BBOOUTb
NX C pasHbIMK aprymeHTamu. Hanpumep, ctatudeckune 3anvicu B Tabnvue mapupytnsauum ip
route nnn punetpbl access-list fobaensloTCa NocnegoBaTensHO, U 3aTeM NPUCYTCTBYHIOT B
HacTpoMKax B BUe cnvcka:

Mpumep 2.1. Ucnonb3oBaHMe KOMaHAbI C MHOFOKpaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

3anucy u3 Takmx Tabnuy MOXHO yaansiTe MO OAHOW, UCNONb3ysa NPeduKC No , 1 yKasbiBasi B
aprymeHTe KOMaHZbl, Kakylo UMEeHHO 3anuncb TpebyeTcs yaanuThb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO
55.255.255.0 PPTP1

ip route 1.1.1.0 2
ip route 1.1.3.0 2
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2.5 CoxpaHeHuMe HacTpoek

Tekywme n cTapToBble HACTPOMKM XpaHsATCcs B harinax running-config u startup-config. [ins
TOrO YTOObI COXPaHNTb TEKYLLME HACTPONKM B SHEPIOHE3AaBUCUMYIO NaMSITb, HYXXHO BBECTU
KOMaHAy KOMMpOBaHWUS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTnoxeHHas nepe3arpys3ka

Ecnun Keenetic Omni HaxognTca Ha 3Ha4YMTENBHOM YAaneHum OT onepaTtopa 1 yrnpaensercs
Mo CeTW, BO3HMKAET ONACHOCTb NOTEPSTb CBSI3b C HUM MO MPUYNHE OLLMBOYHBIX ENCTBUIA
onepartopa. B atom cny4ae nepesarpyska u BO3BpaT K COXpaHeHHbIM HacTporkam oyayT
3aTpyaHEHbI.

KomaHga system reboot no3sonser YCTaHOBUTb Ta|7lmep OTNOXEHHOM nepesarpysku, BbINnofHUTb
«onacHblie» HaCTpOIZKM, 3aTeM BbIKITIOYNTb Ta|7lmep N COXPaHUTb NUSMEHEHUA. Ecnns npouecce
HaCTpOVIKM CBA3b C yCTpOIhCTBOM 6y,u,eT noTepsdHa, oneparopy OoCTato4HO 6yp,eT noxgartbcAa
aBTOMaTU4ECKON nepes3arpys3km n nogKNMYNTLCA K yCTpOIhCTBy CHOBa.
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OnucaHune KomaHAa

3.1 ba3oBble KOMaHAbI

BbasoBble kOMaHAbI MCNonb3yrKTCA AnA ynpaBneHus d)aMnaMM Ha BalleMm yCTpOIZCTBe.

3.1.1 copy

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3.1.2 erase

OnucaHue

Mpedukc no

KonupoBsaTtb cogepxvmmoe ogHoro darina B gpyron. Micnonb3yetca ans
0BHOBMNEHNS NPOLLUMBKX, COXPaHEHUS TEKYLLIMX HAcTpoek, cbpoca HAcCTpoek Ha
3aBofckue u ap.

Het
Het

Het

I (config)>  copy (sources «destination)

AprymeHT 3HayeHue OnucaHue

source Wms @anna  |MyTb k dparny, KOTOPbIN HEOBXOAUMO
ckonupoBsaTb.

destination Wms ¢anna |MyTb k KaTanory, kyga byger ckonnposaH
dann.

Hanpumep, coxpaHeHue HacTpoek AenaeTcs Tak:
(config)> copy running-config startup-config

MmeHa cpannos B 3TOM NpumMepe ABNSATCA NceBgoHMMamu. MonHele nmeHa
chainos koHurypaumm ato system: running-configum flash:startup-config,
COOTBETCTBEHHO.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa copy.

Yaanute dpanin ns namsatu Keenetic Omni.

Het
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

3131s

OnucaHue
Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Oa

[a

I(conﬁg)> erase (filename»

AprymeHTr 3HauyeHue OnucaHue

filename Wms ganna  |[yTb K dpanny, KOTOPbIN HEOBXOANMO
yoanuThb.

(config)> erase FLASH:swap
Erased FLASH:swap.

Bepcus

OnucaHue

2.00

[lo6aBneHa komaHaa erase

BbiBecTn Ha 9KpaH Cnncok cbaﬂnoa B YKa3aHHOM Kartarore.

Het

Het

Het

I(conﬁg)> ls[directory]

AprymeHT 3HaveHue OnucaHue

directory Crtpoka MyTb K kaTanory. [JormkeH cogepxatb UM

¢annoBon cUCTEMbI U HENOCPEACTBEHHO
nyTb K KaTtanory B oopmate < pannosas
cuctema >: < nytb >. Npumepbl hannoBbIx
cuctem — flash, temp, proc, usbn . a.

(config)> 1ls temp:

R:

name: resolv.conf

rel: temp:
entry, type =
size: 107
entry, type =
name: db
entry, type =

D:

D:

name: dhcpb6c

entry, type =

R:
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maBa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

3.1.4 more

OnucaHue
Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

name: TZ
size: 6
entry, type = R:
name: passwd
size: 128
entry, type = D:
name: dnscache
entry, type = D:
name: mnt
entry, type = D:
name: tmp
entry, type = D:
name: ppp
entry, type = D:
name: lib
entry, type = D:
name: run

Bepcusa OnucaHue

2.00 JobasneHa komaHpa ls.

BbIBECTM Ha 3KpaH cogepXXnMmMoe TeKCTOBOro dhansa noCTpoYHO.
Het
Het

Het

I(conﬁg)> more «filename;

AprymeHT 3HaveHue OnucaHue

filename Wms ganna  |MonHoe umsa cdanna nunm NCEBAOHUM.

(config)> more temp:resolv.conf
nameserver 82.138.7.15

nameserver 82.138.7.251

nameserver 82.138.7.130

options timeout:1 attempts:3 rotate

Bepcus OnucaHue

2.00 [obaBneHa komaHga more
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3.2 access

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

HacTponTb nonb3oBaTenbCkuin 4OCTyn K katanory Ha USB-ycTponicTae.
KomaHga ¢ npedukcom no 3anpeLLaer AOCTyn K nanke.

Oa

[a

Oa

I (config)> access «directory» cuser» «mode> [ recursive ]

I (config)> no access «directory» <user> [ recursive ]

AprymeHT 3HavyeHue OnucaHue
directory CTpoka HasBaHue kaTtanora Ha USB-ycTpowicTae.
user Ctpoka Nmsa nonb3oBarens.
mode forbidden |[JocTyn 3anpeLyeH.
read [ocTyn ToNbKO Ans YTEeHUS.
write JocTyn Tonbko Ans 3anuncu.

read/write |[ocTyn gns yteHus u 3anmcu.

inherited lMpaBa gocTtyna HacregyTes oT
poaNTENbCKOro KaTanora.

recursive Knoyesoe MpaBa JoCTyna NPMMEHSIIOTCS KO BCEM
C/10B0 BIOXKEHHbIM KaTanoram.

(config)> access FLASH:Downloads test read/write
(config)> show access FLASH:Downloads

user:
name: test
assigned: read/write
effective: read/write
exists: yes

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa access.

3.3 access-list

OnucaHue

HocTyn K rpynne KoMaHg Ans HaCTPOWMKKU BbIBpaHHOTO cnmncka npasun unsTpauum
nakeToB. Ecnv cnucok He HanaeH, koMaHaa NblTaeTcs ero cosaaTb. Takon CMCoK
MOXeT BbITb NPUCBOEH CETEBOMY UHTEPMENCY C MOMOLLLIO KOMaHAbl interface
ip access-group.

30
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

UcTtopusa nameHeHun

KomaHga ¢ npedukcom no ygansieT Cnmcok npasun.
[a
Oa
Ja

(config-acl)

I (config)>  access-list <name»

I (config)> no access-1list <name»

AprymeHT 3HavyeHue OnucaHue

name CTtpoka HasBaHue cnvcka npasun cunsrpauum
(Access Control List, ACL).

Bepcus OnucaHue

2.00 [obaeneHa komaHga access-list.

3.3.1 access-list deny

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

[o6aBuTb 3anpeLllatoLLiee NpaBmno ounsTpauum NakeToB B ykasaHHbin ACL.
KomaHga ¢ npedmkcom no ygansiet npasuno.

Oa

Oa

Oa

(config-acl)>  deny (tcp | udp) <source» <source-mask»
port [src-port-operator] (source-port»
«destination> <destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)>  deny icmp (<sources <source-mask»
«destinations «<destination-mask>

(config-acl)>  deny ip (<source <source-mask»
«destination> <destination-mask>

(config-acl)> no deny (tcp | udp) <source» <source-mask»
port [src-port-operator] (source-port»
<destination» <destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)> no deny icmp (sources <source-mask»

«destinations «destination-mask>
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AprymeHTbl

(config-acl)> no deny ip «sources <source-mask>
«destination> <destination-mask>

AprymeHT 3HayeHue OnucaHune
protocol tcp TCP npotokon.
udp UDP npotokon.
icmp ICMP npoTokor.
ip IP-npoTokon (Bknto4yaeT B cebst TCP,
UDP, ICMP v npouue).
source IP-agpec AJpec NCTOYHMKA B 3arofioBKe
IP-nakeTa.
source-mask IP-macka Macka, HaknagbiBaemas Ha agpec

NCTOYHMKa B 3aronoBke |P-naketa
rnepen CpaBHEHNEM C source.
CywiecTByeT aBa cnocoba BBoga
MacKu: B KaHOHN4YecKon hopme
(Hanpumep, 255.255.255.0)u B
Bnae 6utoBow AnNuHbI npedukca
(Hanpuwmep, /24).

source-port

Lenoe uucno

MopT nctoununka 8 TCP unn UDP
3aroroske.

src-port-operator |lt Onepartop «MeHbLUe» Ans
CpaBHeHud nopTa € ykasaHHbIM
source-port.
eq OnepaTop «paBHO» AN CpaBHEHUSA
nopTa C yka3aHHbIM source-port.
gt Onepatop «bonbLue» ans cpaBHEHUS
nopTa C ykasaHHbIM source-port.
destination IP-agpec Afpec HasHayeHus1 B 3arofioBke
IP-nakeTa.
destination-mask IP-macka Macka, HaknagblBaemas Ha agpec

Ha3Ha4yeHus |IP-nakeTa nepea
cpaBHeHunem c destination.
CywecTByeT gBa crnocoba Beoga
MacKu: B KaHOHMYeCKon hopme
(Hanpumep, 255.255.255.0)u B
BMAae 6UTOBOW ANUHbLI Npedumkca
(Hanpumep, /24).

destination-port

Lenoe uucno

MopT HasHaveHus B TCP unn UDP
3aroroBke.

dst-port-operator

1t Onepatop «MeHbLue» Ans
CpaBHEHUs nopTa C yKasaHHbIM
destination-port.

eq Onepatop «paBHO» Ansi CpaBHEHUS

nopTa € yKasaHHbIM
destination-port.
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Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

gt Onepartop «bonbLuey» ans cpaBHEHWS
nopTa C ykasaHHbIM
destination-port.

(config-acl)> deny icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0
ACL rule added.

Bepcus OnucaHue
2.00 HobaBneHa komaHaa access-list deny.
2.06 HoBoe 3HaueHne ip 6bino gobaBrneHo B aprymeHT protocol.

3.3.2 access-list permit

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHTbI

[o6aBuTb paspeluaroLee NpaBuIio GubTpaunm NakeTos B ykasaHHbii ACL.

KomaHaa ¢ npedukcom no ygansieT npasuio.
Oa
Oa
Oa

(config-acl)>  permit (tcp | udp) <sources <source-mask»
port [src-port-operator] <source-port»
<destination» <destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)>  permit icmp (sources <source-mask>
«destination> «<destination-mask>

(config-acl)>  permit ip (sources <source-mask»
«destination> <destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask»
port [src-port-operator] <source-port»
<destination» <destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)> no permit icmp (sources <source-mask>
«destination> «destination-mask>

(config-acl)> no permit ip (sources <source-mask»
<destination» <destination-mask>

AprymeHT 3Ha4yeHue |0nuca|-|v|e

protocol tcp ‘TCP NPOTOKOJ1.
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AprymeHT 3HayeHue OnucaHue
udp UDP npotokon.
icmp ICMP npotokon.
ip IP-npoTokon (BkntoyaeT B cebst TCP,
UDP, ICMP v npoune).
source IP-agpec ALpec UCTOYHMKA B 3arorioBke
IP-nakeTta.
source-mask IP-macka Macka, HaknagbiBaemas Ha agpec

NCTOYHUKa B 3aronoske IP-naketa
nepen CpaBHEHWEM C source.
CyuwiecTByeT ABa crnocoba Beoga
MacKu: B KaHOHNYeCKon hopme
(Hanpumep, 255.255.255.0)u B
BMae GUTOBOW OANUHbLI Npedumkca
(Hanpwumep, /24).

source-port

Lenoe uucno

MopT uctouHuka B TCP nnn UDP
3arornoBske.

src-port-operator |1t OnepaTtop «MeHbLUe» Ans
CpaBHEHWS nopTa C yKa3aHHbIM
source-port.
eq OnepaTop «paBHO» ANd CpaBHEHUSA
nopTa C yKasaHHbIM source-port.
gt Onepatop «6onbLuey ansi CpaBHEHUS
nopta c ykasaHHbIM source-port.
destination IP-agpec Afpec Ha3HayeHus1 B 3arofioBke
IP-nakeTa.
destination-mask IP-macka Macka, HaknagblBaemas Ha agpec

Ha3Ha4yeHus |IP-nakeTa nepea
cpaBHeHuneM c destination.
CywecTByeT gBa cnocoba BBoga
MacKW: B KAHOHUYeCKon hopme
(Hanpumep, 255.255.255.0)u B
Buae 6utoBow AnNuHbI npedukca
(Hanpumep, /24).

destination-port

Llenoe uucno

MopT HasHaveHus B TCP unn UDP
3arosioBKe.

dst-port-operator

1t

Onepatop «MeHbLUe» Ans
CpaBHeHUs NopTa C yka3aHHbIM
destination-port.

eq

OnepaTop «paBHO» ANS CpaBHEHUS
nopTa C yka3aHHbIM
destination-port.

gt

Onepatop «6orbLue» Ans cpaBHEHUS!
rnopTa ¢ ykasaHHbIM
destination-port.
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Mpumep

Uctopusa nameHeHun

3.4 afp

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIN BBOJ,
BxoxaeHue B rpynny

CuHoncuc

UcTtopusa nameHeHun

(config-acl)> permit icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0
ACL rule added.

Bepcus OnucaHue
2.00 HobasneHa komaHaa access-list permit.
2.06 HoBoe 3HayeHue ip 6bino gobasneHo B aprymeHT protocol.

JocTyn Kk rpynne kKoMaHa Ans ynpasneHust cnyxoon AFP.
Hert
Het
HeTt

(config-afp)

I (config)> afp

Version Description

2.06 [o6GasneHa komaHaa afp.

3.4.1 afp automount

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BkntounTb aBTOMaTMyeckoe nogknodeHme USB-ycTponcTe ans gocTtyna K HAM
yepes AFP.

KomaHga ¢ npedrKcom no oTkovaeT PyHKLMI0 aBTOMATUYECKOTO NOAKMIOYEHMS.
Oa

Ha

Het

I(config-afp)> automount

I (config-afp)> no automount

(config-afp)> automount

Version Description

2.06 [obGaeneHa komaHga afp automount.
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3.4.2 afp permissive

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

3.4.3 afp share

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

BknounTb paspeliaowmii pexnm, Korga Bce nornb3oBareny MOoryT nomnyynTb
goctyn K hainam Ha USB-ycTponcTee. 1o yMOnYaHuio pexxmm OTKITHOYEH.

KomaHga ¢ nperkcoM no OTKMNOYaET paspeLlaroLLnin pexnm, 1 4oCcTyn K harinam
MMEIOT TOMbKO Monb3oBaTtenu ¢ meTkon "afp".

Oa

[a

Het

I (config-afp)>  permissive

I (config-afp)> no permissive

(config-afp)> permissive

Version Description

2.06 [obGaBneHa komaHga afp permissive.

OTKpbITb 06LWWMI AocTyn k KaTanory Ha USB-ycTpolicTBe.

KomaHga ¢ npedurKcom no 3akpbiBaeT 06LLMIA AOCTYN K KaTanory. Ecrniv BbINONHWUTL
KomaHay 6e3 aprymeHTa, To KO BceM kaTtanoram Ha USB-ycTponcTee ByaeT 3akpbIT
obwmn goctyn.

Oa
Ja
Ja

I (config-afp)>  share <label> amount, [timemachine] [ description ]

I (config-afp)> no share [ label ]

AprymeHT 3HayeHue OnucaHue

label Crpoka HasBaHwne obLiero pecypca ans
nonb3oBaTenem.

mount CTpoka Wmsa kaTanora, K KOTOPOMY OTKpPbIBaETCS
obwwun goctyn.

timemachine Knwyesoe Hoctyn ans npunoxeHus Time Machine.

c/oBo
description CTpoka lMpounsBonbHOE onucaHue KaTanora.
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Mpumep

Uctopusa nameHeHun

3.5 cifs

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopus nameHeHunmn

(config-afp)> share AFP C253-062D:/FOR_AFP timemachine
Afp::Server: Added share "AFP".

Version
2.06

Description

HobasneHa komaHga afp share.

[ocTyn Kk rpynne KkoMaHg ans ynpaenexusi cnyxoon CIFS.
Het
Het
Hert

(config-cifs)

I (config)> cifs
Bepcus OnucaHue
2.00 [obasneHa komaHaa cifs.

3.5.1 cifs automount

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkniounTb aBTOMaTMyeckoe nogkntodeHne USB-ycTponcts ansa gocrtyna K HAM
yepes CIFS.

KomaHga ¢ npedurKcom no oTKo4aeT yHKLMI0 aBTOMaTUYECKOrO NOAKITHOYEHNS.
Da
Oa

Het

I(config—cifs)> automount

I (config-cifs)> no automount

(config-cifs)> automount
Core::Configurator: done.

Bepcus OnucaHue

2.00

JobasneHa komaHga cifs automount.
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3.5.2 cifs permissive

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BknounTb paspeliaowmii pexnm, Korga Bce nornb3oBareny MOoryT nomnyynTb
goctyn K hainam Ha USB-ycTponcTee. 1o yMOnYaHuio pexxmm OTKITHOYEH.

KomaHga ¢ nperkcoM no OTKMNOYaET paspeLlaroLLnin pexnm, 1 4oCcTyn K harinam
MMEIOT TOMNbKO Nnonb3oBaTenu ¢ metkon "cifs".

[a
[a

Het

I (config-cifs)>  permissive

I (config-cifs)> no permissive

(config-cifs)> permissive
Core::Configurator: done.

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa cifs permissive.

3.5.3 cifs share

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

OTKpbITb 06LWWMI AocTyn k KaTanory Ha USB-ycTpolicTBe.

KomaHga ¢ npedurKcom no 3akpbiBaeT 06LLMIA AOCTYN K KaTanory. Ecrniv BbINONHWUTL
KomaHay 6e3 aprymeHTa, To KO BceM kaTtanoram Ha USB-ycTponcTee ByaeT 3akpbIT
obwmn goctyn.

Oa
Ja
Ja

I (config-cifs)>  share (label> cmount, [ description ]

I (config-cifs)> no share [ label ]

AprymeHT 3HayeHue OnucaHue

label Crpoka Wwmsa katanora, kotopoe 6yaeT BUOHO
nosnb3oBaTensim.

mount CTpoka Nmsa kaTanora, K KOTOPOMY OTKpbIBAETCS
obwwun goctyn.

description Ctpoka lMpounsBonbHOE onucaHue KaTanora.
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Mpumep

Uctopusa nameHeHun

(config-cifs)> share TEST_FAT B4EF-16EA:transmission/torrents
Core::Configurator: done.

Bepcus OnucaHue

2.00 JobaBneHa komaHga cifs share.

3.6 cloud control client connect

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbIli BBOA

CunHoncuc

AprymeHTbI

Mpumep

3apernctpmpoBaTb HOBOrO knveHTa. MakcmanbHoe KONMYeCTBO KIMEHTOB 5.
KomaHga ¢ npedukcom no yoansieT KnveHTa.

Ja

Oa

Ja

(config)> cloud control client <id> connect <name; [ tmodulus»
exponent) ]

I (config)> no cloud control client[<«id>] connect

AprymeHT 3HayeHue OnucaHue

id Crtpoka 256-6UTHBIN naeHTUdMKaTOP KNMeHTa
3anMcaHHbIf B LUECTHAALATEPUYHOM
dopmarte hMKCUpPOBaHHOWN OSHbI.

name CTpoka lMpon3BonbHOE UMS, ANMHAa KOTOPOro He
npesblwaeT 64 cumsonos UTF-8.

modulus Yenoe uucro |KomnoHeHT oTkpbIToro RSA-kntoya knveHTa.
Ero pasmep gomxeH 6biTb B AnanasoHe
[1024, 1536] 6uT. Ecnu He yka3saH,
LWnbpoBaHMe He BbINOMHAETCS.

exponent Uenoe uucno |KoMNOHEHT oTKpbITOro RSA-kntova KnueHTa.
Ecnu He ykasaH, lungposaHune He
BbINOJTHAETCH.

(config)> cloud control client a78d...30ab connect test_client

connect:
PHI1c3VsdD48Y21kPmRhMDQ1MGNiNzhjOTNhZmMwZWZjNGNmMGIyY2MyNDE2YjF
JNDAZNTZmODRUTYWNkKZDE3Mzc10WI20WUWNTEXZGY8L2NpZD48ZGV2aWN1X25hbW
U+S2V1bmVOaWMgVml2YTwvZGV2aWN1X25hbWU+PC9yZXN1bHQ+

CloudControl::Agent: Client connection initiated.
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.05 [obasneHa komaHaa cloud control client connect.

3.7 cloud control client name

OnucaHue MepenMmeHoOBaTL 3aperMCTpMpPOBaHHOIO KNMEHTA.
Mpedukc no Het
MeHsieT HacTpoOuKu Oa

MHorokpaTHbii BBog  Hert

Cunoncuc I (config)> cloud control client <id> name <name»
AprymeHTbI AprymeHT 3HaueHne  |OnucaHue
id Ctpoka 256-6UTHBIN naeHTUUKATOP KNMEHTa
3anucaHHbIN B LLeCTHaaUaTepuyHoMm
dopmarte hUKCUpPOBaHHOW OSHbI.
name Ctpoka lMpon3BonbHOE UMS, ANMHA KOTOPOro He
npesblwaeT 64 cumsonos UTF-8.
Mpumep (config)> cloud control client a78d...30ab name "New Client"
CloudControl::Agent: A client name changed.
MCTOpVIﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.05 [obasneHa komaHaa cloud control client name.

3.8 cloud control client session timeout

OnucaHue YcTaHOBUTL TanM-ayT KITMEHTCKOW CeCCun B CEKYHAAX.

KomaHaa ¢ npedukcom no ycTaHaBMMBAET 3HAYEeHNe TaiM-ayTa no YyMOMNYaHuIo
(300 cekyHa).

Mpedukc no Oa
MeHsieT HacTpoMnku Ja
MHorokpaTHbii BBog [a

Cunoncuc I(config)> cloud control client (id> session timeout (seconds)

I (config)> no cloud control client[<id>] session timeout
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AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HavyeHue OnucaHue

id Crpoka 256-6UTHBIN naeHTUdMKaTOP KNMeHTa
3anncaHHbIv B LUECTHAALATEPUYHOM
dopmarte hUKCUPOBaAHHOW OSHbI.

seconds Lenoe uucno |lepvoa BpeMeHU, B TEYEHME KOTOPOTrO
ceccus MmoxeT besgelicTBoBaTh, 6e3
Kakoro-nnbo B3anmMoaencTBnSA ¢ KOHEYHbIM
nonb3oBaTtenem. MoXeT NnpMHMMaThb
3HadeHuna B ananasoHe oT 30 go 600 cekyHa
BKINHOYNTENBHO.

(config)> cloud control client a78d...30ab session timeout 35
CloudControl: :Agent: "test client" session timeout set to 35 »
seconds.

Bepcus OnucaHue

2.05 [ob6aeneHa komaHaa cloud control client session timeout.

3.9 components

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
BxoxaeHue B rpynny

CuHoncuc

UcTopusa nameHeHun

JocTyn Kk rpynne KkoMaHg, Ans ynpasneHns KOMNOHEHTaMU MUKPONPOrpaMmel.
Het
Het
Het

(config-comp)

I (config)>  components

Bepcus OnucaHue

2.00 [obGasneHa komaHga components.

3.9.1 components commit

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA

MNpuMeHNTb N3MeHeHNH, BHECEHHbIE KOMaHa4amu components install n
components remove.

Het
[a

Het
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CuHoncuc

UcTopusa nameHeHum

I (config-comp)>  commit
Bepcus OnucaHue
2.00 [obGaBneHa komaHga components commit.

3.9.2 components install

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

OTMETUTb KOMMOHEHT ana I'IOCJ'IGp,yIOLIJ,GVI YCTaHOBKMW. OkoH4aTernbHas yCTaHOBKa
BbIMOMHSETCS KOMaHaon components commiit.

Het
Ja
Oa

I (config-comp)>

install ccomponent>

AprymeHT

3HaueHue

OnucaHue

component

CTpoka

HasBaHne komnoHeHTa. Cnmncok fOCTYNHbIX
ONS YCTaHOBKM KOMMOHEHTOB MOXET ObITb
BbIBEEH Ha 3KpaH KomMaHAon components
list.

(config-comp)> install ntfs

Component is queued for installation: ntfs

Bepcus

OnucaHue

2.00

HobasneHa komaHga components install.

3.9.3 components list

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

BbIBECTU Ha 3KpaH CMMCOK BCEX KOMMOHEHTOB — YCTAHOBIIEHHbIX U [OCTYMHbIX
Ans ycTaHoBku. Ecnv oTcyTcTBYeT noakntodeHne k MHTepHeT, To GyaeT BbiBefeH
TONBbKO CMMCOK YK€ YCTaHOBIEHHbIX KOMMOHEHTOB.

Het
Het

Het

I (config-comp)>

list [ sandbox ]
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AprymeHTbI

Mpumep

Uctopusa nameHeHumn

AprymeHT

3HavyeHue

OnucaHue

sandbox Crpoka

mnu beta.

YnaneHHasi necoyHumua, Hanpumep stable

(config-comp)> list

webadmin:
queued: yes
name: Silver-Blue
description: Silver-Blue
size: 244112
installed:
webadmin:
queued: no
name: ZyXEL-Intl
description: ZyXEL-Intl
size: 390648
component:
queued: yes
name: accesspoint
description: 802.11 Access Point
details: Allows this appliance to be a Wi-Fi access »
point.
group: Wireless networking
priority: important
depend: base,corewireless
version: 2.6.3
script: interface WifiMaster0
country-code RU
compatibility
BGN
up
Bepcus OnucaHue
2.00 [oGaBneHa komaHga components list.
2.06.A.6 [o6asneH napameTtp sandbox. KomaHga components list
OOIMKHa NCMoNb30BaTbCsl BMECTO YCTapeBLUe components
sync.

3.9.4 components preset

OnucaHue

BbiGpaTb rotoBbIi HAGOP KOMMOHEHTOB. YCcTaHOBKa Habopa BbIMOMHSAETCS
KomaHgon components commit.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHun

Mpexae Yem ycTaHOBUTb HAOOP KOMMOHEHTOB, MPOBEPLTE NOCNEAHNE BEPCUM
KOMMOHEHTOB Ha cepBepe 0b6HOBNeHMN koMaHaon components list. TpeGyeTca
nogkntoyeHne Kk IHTepHeTy.

Het
Oa

Het
I (config-comp)>  preset (preset,

KonunuyecTBO 1 Ha3BaHWs rOTOBbIX HAGOPOB KOMMNOHEHTOB MOTYT ObITb U3MEHEHBI,
NOSTOMY PEKOMEHAYETCSA NPOBEPUTL CMMCOK AOCTYMHbIX HAGOPOB KOMaHOoM
preset ?.

AprymeHT 3HaveHue OnucaHue

preset minimal MuHV1ManbHO BO3MOXHbIN s paboThbl
yCcTponcTBa Habop KOMMNOHEHTOB OyaeT
OTMEYEH.

recommended | PekomeHayembii HAGOP KOMNOHEHTOB ByaeT
OTMEYEH 1S yCTaHOBKM.

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Core::System: :UConfig: done.

Bepcus OnucaHue

2.00 [lob6aeneHa komaHga components preset.

3.9.5 components preview

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

lMokasaTb pa3mep NPOLUNBKMK, COCTABIEHHOM U3 KOMMOHEHTOB, BbIOpPaHHbLIX C
nomoLbo KoMaHasl components install.

Het

[a

Het
I (config-comp)>  preview

(config-comp)> preview

preview:
size: 7733308
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UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHga components preview.

3.9.6 components remove

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

OTMeTUTb KOMMOHEHT ANg nocnegytowero yaaneHna. OKoH4YaTenbHoe yganeHue
BbIMOMHSETCS KOMaHOon components commiit.

Het
Ja
Oa

I (config-comp)>  remove <component)

AprymeHT 3HayeHue OnucaHue

component CTpoka HasBaHue koMmnoHeHTa. CnNMCOK AOCTYMNHbIX
ONs yoaneHnst KOMMNOHEHTOB MOXET ObITb
BbIBEEH Ha 3KpaH KOMaHZon components
list.

(config-comp)> remove ntfs
Component is queued for removal: ntfs

Bepcus OnucaHue

2.00 [obGaBneHa komaHga components remove.

3.9.7 components validity-period

OnucaHue

Mpedukc no
MeHsieT HacTpoukm
MHorokpaTHbI BBO,

CuHoncuc

YCTaHOBUTbL CPOK aKTyaribHOCTM NOKaNbHOMO Crvcka KOMMNOHEHTOB. o nctedeHun
3TOro BpeMeHun GyaeT aBTOMaTMYECKM BbiNoNHeHa koMaHaa components list
ANs NONyYeHUs TEKYLLEro Crnmncka KOMMNOHEHTOB C cepBepa OGHOBIIEHWIA.

KomaHaa ¢ npedrKcom no ycTaHaBNMBAET 3HAYEHME MO YMON4YaHuo, KoTopoe
pasHo 1800.

[a
[a

Het

I (config-comp)>  validity-period (seconds»

I (config-comp)> no validity-period
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AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT

3Ha4yeHue

OnucaHue

seconds

Lenoe 4ucno

CpOK aKTyallbHOCTU JTOKalibHOro
Crnncka KOMIMOHEHTOB B CEKyHOaxX.

(config-comp)> validity-period 500

Core::Configurator: done.

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa components validity-period.

3.10 crypto ike key

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHThl

Mpumep

Hob6asuTb kntod IKE ¢ naeHTUdrKaTopom yaaneHHOW CTOPOHbI.

KomaHza ¢ npedMkcom no yaansieT ykasaHHbIN KIou.

Ja
Oa
Oa

I (config)>

crypto ike key names <psk> (<types <id> | any)

I (config)> no crypto ike key cname>

AprymeHT 3HavyeHue OnucaHue
name CTpoka HasaHue kntova. [lonyckaerca ncrnonb3oBaHune
CYMBOIOB NaTUHCKOro andasuta, undp, To4ku,
noayepknBaHus n geduca.
psk Crpoka Maponb ansa ayteHTudUKaumnn.
type address WpoeHTudukatopom aensetca IP-agpec.
fqdn MaeHTudukaTopom SIBNAETCSA NOSIHOE AOMEHHOE
ZIVER
dn MaeHTudukaTopom aBnseTca JOMEHHOE NMS.
email MaoeHTUdnkaTopom SBNSAETCH 3NEKTPOHHbLIN
agpec e-mail.
id CTpoka 3HaueHne naeHTMdukaTopa yganeHHom
CTOPOHBbI.
any Knouesoe PaspeluaeT ncnonb3oBaHue knoya gns nodon
C/10B0O yAaneHHoW CTOPOHBI.

(config)> crypto ike key test 12345678 email ipsec@example.org
IpSec::Manager: Crypto ike key "test" successfully added.
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.06 HobaeneHa komaHaa crypto ike key.

3.11 crypto ike nat-keepalive

OnucaHue YctaHoBUTE TaMayT Mexay naketamu keepalive B criyqyae o6HapyxeHusa NAT
MeXay KrnmeHTom n cepepoM IPsec. o ymonyaHuio yCTaHOBMEHO 3HaveHne 90.

KomaHga ¢ npecnkcom no Bo3BpaLlaeT 3Ha4YeHMe MO YMOMYaHUIo.

Mpedumkc no Oa
MeHsieT HacTpOMKu Oa

MHorokpaTHbii BBog  Hert

Cunoncuc I (config)> crypto ike nat-keepalive (nat-keepalive,
I (config)> no crypto ike nat-keepalive
AprymeHThI AprymeHT 3HayeHue OnucaHue
nat-keepalive llenoe uucno TanmayT mexay naketamu keepalive
B cekyHaax. MoxeT npyuHumMaTth
3Ha4eHns ot 5 oo 3600
BKITHOUMTENBHO.
Mpumep (config)> crypto ike nat-keepalive 20
IpSec::Manager: Set crypto ike nat-keepalive timeout to 20 s.
MCTOpVIFl N3MeHeHUNn Bepcuﬂ OHMcaHMe

2.06 [obGaeneHa komaHga crypto ike nat-keepalive.

3.12 crypto ike policy

OnucaHue JocTyn K rpynne KOMaHz Ans HacTPONKu BbIOpaHHOM nonutukn IKE. Ecnv nonutmka
IKE He HanpeHa, KoMaHaa NbiTaeTcs eé co3aatb.

KomaHgaa c npedumkcom no yganset nonuTtuky IKE. lNMpu 3ToM gaHHasa nonuTtuka
IKE aBTOMaTU4eCcKkmn yaansertcs u3 scex npocunen IPsec.

Mpedukc no Oa
MeHsieT HacTpoMnKu Ha
MHorokpaTHbii BBog [a

BxoxpeHue B rpynny  (config-ike-policy)
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I(config)> crypto ike policy name)

I (config)> no crypto ike policy name»

AprymeHT 3HayeHue OnucaHue

name Ctpoka HassaHue nonutukun IKE.
[onyckaeTtca ncnonb3oBaHue
CYMBOJI0B NaTMHCKOro andasuTa,
LUndp, TOYKU, NOAYEPKMBAHNS U
aeduca.

(config)> crypto ike policy test
IpSec::Manager: Crypto ike policy "test" successfully created.

Bepcus OnucaHue

2.06 [obGaBneHa komaHga crypto ike policy.

3.12.1 crypto ike policy lifetime

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

YcTaHoBUTbL BpeMs xu3HU accoumanmm IPsec IKE. o ymonyaHuio Ncnonb3yeTcs
3HaveHne 86400.

KomaHaa ¢ npedukcom no Bo3BpaLlaeT 3Ha4YeHne Nno yMonyaHuio.
Oa
Ha

Het

I (config-ike-policy)>  lifetime (1ifetime»

I (config-ike-policy)> no lifetime

AprymeHT 3Ha4yeHue OnucaHue

lifetime Lllenoe uucno Bpems xun3Hu accoumnaunm IPsec IKE
B CekyHAax. MoxeT npuHnmaTtb
3HaveHus ot 60 go 2147483647.

(config-ike-policy)> lifetime 3600
IpSec::Manager: Crypto ike policy "test" lifetime set to 3600 s.

Bepcus OnucaHue

2.06 HobaBneHa komaHaa crypto ike policy lifetime.
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3.12.2 crypto ike policy mode

OnucaHue

Mpedukc no

MeHsieT HacTpounku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

3apatb Bepcuto npoTtokona /KE. Mo ymonyaHuio ncnonb3yeTcs 3HadeHne ikevl.

KomaHnpa c I'Ipe(bVIKCOM Nno BO3BpallaeT 3Ha4eHne no yMmoi4aHuio.

Ja
Oa

Het

I (config-ike-policy)>

mode (node»

I (config-ike-policy)> no mode

AprymeHT 3HayeHue OnucaHue
mode ikevl Bepcusa npotokona IKEv1.
ikev2 Bepcwus npotokona IKEv2.

(config-ike-policy)> mode ikevl

IpSec::Manager: Crypto ike policy "test" mode set to "ikevl".

Bepcus

OnucaHue

2.06

HobasneHa komaHaa crypto ike policy mode.

3.12.3 crypto ike policy negotiation-mode

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

YctaHoBuTb pexxum obmeHa gns IKEv1 (cMm. komaHgy crypto ike policy mode).
Mo ymonyaHuMio ncnonb3yeTca 3HaYeHne main.

Komanpa c ﬂpe(bMKCOM Nno BO3BpaLlaeT 3Ha4eHne no yMmon4aHuio.

Da
Oa

Het

I (config-ike-policy)>

negotiation-mode (negotiation-mode;

I (config-ike-policy)> no negotiation-mode

AprymeHT

3HaueHue ‘Onwcal-wle

negotiation-mode

main OcHOoBHON pexuMm, 3aluuiaeT
naoeHTudurkaumio nupa.
aggressive |ArpeccuBHbIN PEXNUM, HE 3almLaeT

naeHTUdUKaLMIo nupa.
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Mpumep (config-ike-policy)> negotiation-mode aggressive
IpSec: :Manager: Crypto ike policy "test" negotiation-mode set »
to "aggressive".

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ike policy negotiation-mode.

3.12.4 crypto ike policy proposal

OnucaHue [o6aBuTb B nonutnky IKE ccbiniky Ha BbldopaHHbIn IKE proposal. OuepegHocTb
nobaBneHnst UMeeT 3HaveHue anst obMeHa gaHHbIMK No npoTtokony IKE.

KomaHga ¢ npedukcom no ygansieT cebiky Ha IKE proposal.
Mpedukc no Oa
MeHsieT HacTpoOWuKu Oa

MHorokpaTtHbii BBog [a

Cunoncuc I (config-ike-policy)>  proposal <proposals
I (config-ike-policy)> no proposal «proposal»
AprymeHThI AprymeHT 3HaueHue OnucaHue
proposal Ctpoka HassaHue IKE proposal.
HonyckaroTcsi CMMBOIbI NATUHCKOIO
andasunTa, Lngpbl, TOYKNU,
nogyepKknBaHnsa N aeducsl.
Mpumep (config-ike-policy)> proposal test
IpSec::Manager: Crypto ike policy "test" proposal "test" »
successfully added.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.06 HobaeneHa komaHaa crypto ike policy proposal.

3.13 crypto ike proposal

OnucaHue HocTtyn k rpynne komaHng Ans HacTpovikun BblbpaHHoro IKE proposal. Ecnv IKE
proposal He HanaeH, KoMmaHaa NbITaeTcs ero co3aarhb.

KomaHga c npedmkcom no yaansiet IKE proposal. [pu aTom 13 Bcex NonuTuk
IKE aBTOMaTU4ECKM YOansTCSA CCbINKN Ha AaHHbIN [KE proposal.

Mpedukc no Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

AprymeHTbl

Mpumep

UcTtopusa nameHeHun

Ja
[a

(config-ike-proposal)

I(config)> crypto ike proposal (name»

I (config)> no crypto ike proposal (name>

AprymeHT 3HayeHue OnucaHue

name Ctpoka HassaHue IKE proposal.
[onyckaloTca CMMBOMbI TaTUHCKOrO
andasuTa, undpbl, TOHKNU,

nogyvyepknBaHnAa 1 ,El,eq)MCbI.

(config)> crypto ike proposal test
IpSec: :Manager: Crypto ike proposal "test" successfully created.

Bepcus OnucaHue

2.06

HobasneHa komaHaa crypto ike proposal.

3.13.1 crypto ike proposal dh-group

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

[o6aBuTb BbibpaHHyto DH rpynny B IKE proposal ansa pabotbl B pexxume PFS.
OuepeaHocTb obaBneHns MeeT 3HauYeHne Anst 0OMeHa AaHHbIMU MO NPOTOKONY
IKE.

KomaHga ¢ npedukcom no yganseT BoibpaHHyto rpynny.

Oa

Oa

Oa
I (config-ike-proposal)>  dh-group «dh-group>

I (config-ike-proposal)> no dh-group «dh-group,

AprymeHT 3HayeHne |OnucaHue

dh-group 1
2
5
14
15
16

DH rpynna gns pabotbl B pexuve PFS.
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Mpumep

UcTopusa nameHeHun

AprymeHT

3HayeHue |OnucaHue

17
18

(config-ike-proposal)> dh-group 14
IpSec::Manager: Crypto ike proposal "test" DH group "14" »
successfully added.

Bepcus

OnucaHue

2.06

[obasneHa komaHaa crypto ike proposal dh-group.

3.13.2 crypto ike proposal encryption

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[o6aBnTb BbIGpaHHbIA TUN WwWndpoBaHus B IKE proposal. OuepegHocTb
nobaBrneHns nMeeT 3HavyeHne ans obmeHa gaHHbIMM No npoTokony /KE.

KomaHga ¢ npedukcom no yaanseT BoibpaHHbIA TUN WndpoBaHus.

Ja
[a
Oa

I (config-ike-proposal)>  encryption cencryptions

I (config-ike-proposal)> no encryption cencryption»

AprymeHT

3HayeHue |OnucaHue

encryption

des Tun wudposaHus IKE.
3des

aes-128-cbc
aes-192-cbc
aes-256-cbc

(config-ike-proposal)> encryption des
IpSec: :Manager: Crypto ike proposal "test" encryption algorithm »

"des" added.
Bepcus OnucaHue
2.06 HobaeneHa koMaHaa crypto ike proposal encryption.
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3.13.3 crypto ike proposal integrity

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[o6aBnTb BbIOpaHHOE 3HaveHue anroputma nognucu HMAC B IKE proposal.

OuepeaHocTb fobaBneHns MeeT 3HaveHne Anst 0OMeHa AaHHbIMU MO NPOTOKONY

IKE.

KomaHga ¢ npedukcom no yaansieT BbibpaHHbIA anropuTm.

Ja
Ja
Oa

I (config-ike-proposal)>  integrity <integrity»

I (config-ike-proposal)> no integrity <integrity

AprymeHT 3HavyeHue |OnucaHue
integrity md5 Anroputm nognucn HMAC IKE
shal coobLeHuni.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: Crypto ike proposal "test" integrity algorithm »
"sha256" successfully added.

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ike proposal integrity.

3.14 crypto ipsec transform-set

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

HocTtyn k rpynne komaHng AN HacTpoyikun BblbpaHHoro npeobpasosaHus IPsec
ESP Bo 2 chase. Ecnn npeobpasoBaHne He HangeHo, KomaHaa NbiTaeTcs ero

cosnarhb.

Komanpga c ﬂpe(bMKCOM no yaander npe06pasoBaHMe. an 9TOM U3 BCEX
KpUNnToKapT IPsec aBTomMaTU4eCKN yAananTCA CCbIJNIKM Ha AaHHOe

npeobpasoBaHue.
Ja
Oa
Oa
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BxoxaeHue B rpynny  (config-ipsec-transform)

CuHoncue I (config)>  crypto ipsec transform-set <name,
I (config)> no crypto ipsec transform-set name;
AprymeHThI AprymeHT 3HavyeHue OnucaHue
name Ctpoka HaseaHune npeobpa3soBaHus IPsec.
JonyckatoTcsi CMMBOIbI TATUHCKOIO
andasuTa, Lnpbl, TOYKNU,
nogyepKknBaHnsa N aeducsl.
Mpumep (config)> crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" successfully »
created.
MCTOpMﬂ M3MeHeHV“\;| Bepcun OnucaHMe
2.06 HobaeneHa komaHaa crypto ipsec transform-set.

3.14.1 crypto ipsec transform-set cypher

OnucaHue [o6aBuTb BbIOpaHHbIN TMN WKdPOoBaHUS B npecbpasoBaHue IPsec. O4epegHoOCTb
nobaBneHnsa nmeet 3HavyeHne ans obmeHa gaHHbIMM No npoTtokony /KE.

KomaHaa ¢ npecukcom no yoansieT BoiOpaHHbIA TUN WndpoBaHus.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTtHbii BBOAg [a

Cunoncuce I (config-ipsec-transform)>  cypher «cypher;
I (config-ipsec-transform)> no cypher «cypher;
AprymeHTbI AprymeHT 3HaueHue |Onucanue
cypher esp-des Tun wudpoBaHusa npeobpasoBaHus
esp-3des IPsec ESP.
esp-aes-128
esp-aes-192
esp-aes-256
Mpumep (config-ipsec-transform)> cypher esp-3des

IpSec::Manager: Crypto ipsec transform-set "test" cypher »
"esp-3des" successfully added.
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ipsec transform-set cypher.

3.14.2 crypto ipsec transform-set dh-group

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[obaeutb BeIGpaHHyto DH rpynny B npeobpasoBaHue IPsec anga paboTbl B pexvme
PFS. O4vepenHocTb fobaBneHns MMeeT 3HavyeHne ans obmeHa gaHHbIMK No

npotokony IKE.

KomaHza ¢ npedvkcom no yaanset BbIGpaHHyo rpynny.

Ja
Oa
Oa

I (config-ipsec-transform)>

dh-group «dh-group,

I (config-ipsec-transform)> no dh-group «dh-group

AprymeHT

3HauyeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

DH rpynna anga pabotbl B pexume PFS.

(config-ipsec-transform)> dh-group 14
IpSec: :Manager: Crypto ipsec transform-set "test" dh-group "14" »
successfully added.

Bepcus

OnucaHue

2.06

HobaeneHa komaHgaa crypto ipsec transform-set dh-group.

3.14.3 crypto ipsec transform-set hmac

OnucaHue

Ho6asuTb BbIGpaHHbIN anroputm nognucn HMAC B npeobpasoBaHue IPsec.
OuepegHocTb f06aBMNeHMA MeET 3HaveHne Anst obMeHa AaHHbIMY MO NPOTOKOIY

IKE.

KomaHga ¢ npedunkcom no yaansiet BblopaHHbIi anroputm.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

Ja
[a
Oa

I (config-ipsec-transform)>  hmac <hmac»

I (config-ipsec-transform)> no hmac <hmac»

AprymeHT |3Ha4veHume OnucaHue

hmac esp-md5-hmac AnropuTtm nognmucn HMAC npeobpasoBaHus
IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: Crypto ipsec transform-set "test" hmac »
"esp-shal-hmac" successfully added.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ipsec transform-set hmac.

3.14.4 crypto ipsec transform-set lifetime

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

YcTaHOBUTb BpeMs Xn3HU BbibpaHHoOro npeobpasoBanus IPsec. Mo ymonyaHuio
ncnone3yercsa 3HadyeHve 3600.

KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Nno ymoryaHmio.
Oa
Oa

Het

I (config-ipsec-transform)>  lifetime (lifetime,

I (config-ipsec-transform)> no lifetime

AprymeHT 3HayeHue OnucaHue

lifetime Llenoe uncno Bpemsi xun3Hn npeobpasoBaHns
IPsec B cekyHaoax. Moxet npuHumaTtb
3Ha4veHuns ot 60 oo 2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: Crypto ipsec transform-set "test" lifetime set »
to 8640 s.
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maBa 3 OnucaHne KomaHp,

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.06 HobaeneHa komaHga crypto ipsec transform-set lifetime.

3.15 crypto ipsec profile

OnucaHue HocTtyn k rpynne komana Ans HacTpoukun BblbpaHHoro npoduns IPsec. Ecnn
npocunb He HaraeH, KoMaH4a NbITAaeTcsa ero co3aathb.

KomaHga ¢ npedumkcom no yganset npodunb. [1pn 3TOM CCbINKU Ha AaHHBIN
npodunb aBToMaTUYECKN YOansaTca N30 Bcex KpuntokapT /Psec.

Mpedukc no Ha
MeHsieT HacTpouku Ja
MHorokpaTtHbii BBog [a

BxoxpeHue B rpynny  (config-ipsec-profile)

Cunoncuc I (config)>  crypto ipsec profile name»
I (config)> no crypto ipsec profile (name>
AprymeHThI AprymeHT 3HauyeHue OnucaHue
name Ctpoka HassaHue npocuns IPsec.
[onyckaroTcsi CMMBOIbI NNATUHCKOIO
andasuTta, Lnpbl, TOYKNU,
nogyepknBaHnsa 1 aeducsl.
Mpumep (config)> crypto ipsec profile test
IpSec: :Manager: Crypto ipsec profile "test" successfully created.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.06 HobaBneHa komaHaa crypto ipsec profile.

3.15.1 crypto ipsec profile authentication-local

OnucaHue 3apatb TMN ayTeHTuurkaLmm nokanbHoro xocta. 1o ymonuaHuio ucnonb3yetcs
3HayeHune pre-share.

KomaHga ¢ npemkcom no Bo3BpaLlaeT 3Ha4YeHMe MO YMOMYaHuo.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-ipsec-profile)>  authentication-local auth,

I (config-ipsec-profile)> no authentication-local

AprymeHT 3HavyeHue OnucaHue
auth pre-share Ha gaHHbI MOMEHT eaNHCTBEHHOE JOCTYMHOEe
3HayeHue.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: Crypto ipsec profile "test" authentication-local »
type "pre-share" is set.

Bepcus OnucaHue

2.06 [obGaBneHa komaHga crypto ipsec profile
authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

3agatb TMN aYTeHTI/I(*)VIKaU,I/IVI yAaneHHoro xocra. Mo YMOJTHaHUK UCMNONb3yeTcA
3Ha4yeHune pre- share.

KomaHaa ¢ npedmkcomM no Bo3BpaLLaeT 3HaYeHne No yMOn4aHuio.
Ja
[a

Het

I (config-ipsec-profile)> authentication-remote auth,

I (config-ipsec-profile)> no authentication-remote

AprymeHT 3HavyeHue OnucaHue
auth pre-share Ha gaHHbIN MOMEHT eAMHCTBEHHOE AOCTYNHOE
3HayeHue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec: :Manager: Crypto ipsec profile "test" authentication-remote »
type "pre-share" is set.

Bepcus OnucaHue

2.06 [obGaeneHa komaHga crypto ipsec profile

authentication-remote.
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maBa 3 OnucaHne KomaHp,

3.15.3 crypto ipsec profile dpd-interval

OnucaHue 3apgaTtb napameTpbl MeToaa Anis obHapyxeHus HepaboTatowmx /KE nupos. Mo
yMonyaHuto 3HaveHne interval pasHo 30, retry-count pasHo 3.

KomaHaa ¢ npedmkcom no Bo3BpaLLaeT 3Ha4YeHMs! N0 YMOSTHaHUIo.
Mpedukc no Oa
MeHsieT HacTpoOMnKu Ja

MHorokpaTHbii BBog  Hert

Cuuoncue I (config-ipsec-profile)>  dpd-interval <intervals [retry-count]
I (config-ipsec-profile)> no dpd-interval
AprymeHTbI AprymeHT 3HaueHune OnucaHue
interval Llenoe uucno WHTepBan otnpaekn DPD nakeTos B
cekyHaax. MoxeTt npuHumMaTh
3HayeHus ot 2 oo 3600.
retry-count Lenoe uucno KonunyecTso nonbiTok otnpaskv DPD
nakeToB. MoxeT npuHumMaThb
3Ha4yeHunsa ot 3 Jo 60.
Mpumep (config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: crypto ipsec profile "test" dpd-interval is set »
to 5 s.
IpSec: :Manager: crypto ipsec profile "test" dpd retry count is »
set to 30
UcTopusa usmeHeHnt  (Bepcus OnucaHune
2.06 [o6GaeneHa komaHga crypto ipsec profile dpd-interval.

3.15.4 crypto ipsec profile identity-local

OnucaHue 3apgatb nokanbHbIN naeHTUdMKaTop Angd npoduns IPsec.
Komanga ¢ nperkcom no ygansaeT nokanbHbIi naeHTudukaTop.

Mpedukc no Oa

MeHsieT HacTpouku Oa

MHorokpaTHbIi BBog  Hert

CuHoncue I (config-ipsec-profile)>  identity-local (type» <id»

I (config-ipsec-profile)> no identity-local
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue |OnucaHue
type address Tun ngeHtTudukatopa — IP-agpec.
fadn Tun ngeHTndmkaTtopa — NonHoe
OOMEHHOEe NMS.
dn Tvn ngeHTudUkaTopa — JOMEHHOE UMSI.
email Tun ngentndmkartopa — agpec e-mail.
id CTtpoka 3HadeHune nokanbHoro naeHTndmkaropa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: Crypto ipsec profile "test" identity-local is »
set to "10.10.10.5" with type "address".

Bepcus OnucaHue

2.06 [obGaeneHa komaHga crypto ipsec profile identity-local.

3.15.5 crypto ipsec profile match-identity-remote

OnucaHue

Mpedoumkc no

MeHsieT HacTpoOMnKu

MHorokpaTHbIl BBOA,

CuHoncuc

AprymeHTbI

Mpumep

3apaTb ngeHTUgrKaTop yaaneHHoro xocTta ans BelbpaHHoro npoguns IPsec.
KomaHga ¢ npecukcom no ygandeTt naeHTugukaTop yganeHHoro xocra.

Oa

Oa

Het

I (config-ipsec-profile)> match-identity-remote ( (type> <id> | any)

I (config-ipsec-profile)> no match-identity-remote

AprymeHT 3HayeHue OnucaHue

type address Twun ngeHtTudgukaTopa — IP-agpec.
fqdn Tun ngeHTndKnKkaTopa — NONHOE JOMEHHOE UMS.
dn Tun ngeHTugukaTopa — JOMEHHOE NMS.
email Tvn ngeHTudmkatopa — agpec e-mail.

id CTpoka 3HayeHue ngeHTudmkaTopa yaaneHHoro xocra.

any Knioyesoe Pa3zpeLunTb ncnomnb3oBaHue noboro yaaneHHoro
c/10B0 XocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: Crypto ipsec profile "test" match-identity-remote »
is set to any.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ipsec profile
match-identity-remote.

3.15.6 crypto ipsec profile mode

OnucaHue

Mpedumkc no
MeHsieT HacTpoOWnKu
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

YcTaHoBUTE pexuM paboTsl IPsec. [1o ymonyaHuio NCnonb3yeTcst 3Ha4eHue

tunnel.

KomaHnga ¢ npecnkcom no Bo3BpaLlaeT 3Ha4YeHMe MO YMOMYaHUIo.

Oa
Ja

Het

I (config-ipsec-profile)>

mode (node»

I (config-ipsec-profile)> no mode

AprymeHT 3HayeHue (OnucaHue
mode tunnel TyHHErnNbHbINA peXxuM, NPy KOTOPOM BECb
IP nakeT wndpyeTcsa n/mnv npoBepsieTcs
Ha NoANMHHOCTb.
transport |TpaHCNOPTHbLIV peXnM, Korga wudpyetcs
TONbKO coaepxumoe IP-nakeTta.

(config-ipsec-profile)> mode tunnel
IpSec: :Manager: Crypto ipsec profile "test" mode set to "tunnel".

Bepcus

OnucaHue

2.06

HobaBneHa komaHaa crypto ipsec profile mode.

3.15.7 crypto ipsec profile policy

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

3apartb CCbINKY Ha cyLLecTBYyoLLYH0 NonuTuky IKE (cMm. komaHay crypto ike policy).

KomaHga ¢ npedurkcom no yaansieT CCbisiky.

Oa
Oa

Het

I (config-ipsec-profile)>

policy «policy»
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

Uctopusa nameHeHun

I (config-ipsec-profile)> no policy

AprymeHT

3Ha4yeHue

OnucaHue

policy

Crpoka

HasBaHue nonutukn IKE. Cnncok
OOCTYMHbIX NOMUTUK MOXHO YBUAETb
C NOMOLLbI0 KOMaHab! policy ?.

(config-ipsec-profile)> policy test
IpSec: :Manager: Crypto ipsec profile "test" policy set to "test".

Bepcusa

OnucaHue

2.06

[obGasneHa komaHaa crypto ipsec profile policy.

3.15.8 crypto ipsec profile preshared-key

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBO

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

3apgatb CBsI3aHHYHO KItoveByto dhpasy ans gaHHoro npoduns IPsec.

KomaHga ¢ npedmkcom no yaanseT KrodeByo dpasy.

Ja
[a

Het

I (config-ipsec-profile)>

I (config-ipsec-profile)> no preshared-key

preshared-key (preshare-key>

AprymeHT

3HauyeHue

OnucaHue

preshare-key

Crpoka

3HaueHwne knioyeson pasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: Crypto ipsec profile "test" preshared key was set.

Bepcus

OnucaHue

2.06

[obGasneHa komaHaa crypto ipsec profile preshared-key.

3.15.9 crypto ipsec profile xauth

OnucaHue

BkniounTb gononHuTenbHyto ayteHTudmkaumo XAuth gns pexuma IKEv1. MNo
YMOMYaHUIO PYHKLMS OTKIHOYEHA.

KomaHga ¢ npedrkcom no OTKI0YaET AOMNONMHUTENBHYO NPOBEPKY MNOANMHHOCTY.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopus nameHeHunmn

Ja
[a

Het

I (config-ipsec-profile)>  xauth (types

I (config-ipsec-profile)> no xauth

AprymeHT 3HayeHue |OnucaHue
type client KnneHTckun pexum.
server CepBepHbIf pexuMm.

(config-ipsec-profile)> xauth client
IpSec::Manager: Crypto ipsec profile "test" xauth set to "client".

Bepcus OnucaHue

2.06

[o6GaeneHa komaHga crypto ipsec profile xauth.

3.15.10 crypto ipsec profile xauth-identity

OnucaHue

Mpedumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

YkasaTb NorvH Ans AononHuTenbHom ayteHTudunkaumm XAuth B KNMMEHTCKOM
pexunme.

Komanga ¢ npecmkcomMm no ygansieT formH.
Oa
Oa

Het
I (config-ipsec-profile)>  xauth-identity identity»

I (config-ipsec-profile)> no xauth-identity

AprymeHT 3HavyeHue OnucaHue

identity Ctpoka JIorvH ons KNMEeHTCKOro pexuma

XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: Crypto ipsec profile "test" xauth-identity is »
set to "ident".
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ipsec profile xauth-identity.

3.15.11 crypto ipsec profile xauth-password

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

Ykasatb napornb Ang 4OnonHUTensHon ayteHTudukaummn XAuth B KNMEHTCKOM
pexume.

KomaHaa ¢ npedmnkcomM no CTMpaeT 3HavyeHne naponsi.
Da
Oa

Het

I (config-ipsec-profile)>  xauth-password (password»

I (config-ipsec-profile)> no xauth-password

AprymeHT 3HayeHue OnucaHue
password Ctpoka Mapornb Ansa KNMEHTCKOro pexnma
XAuth.

(config-ipsec-profile)> xauth-password password
IpSec: :Manager: Crypto ipsec profile "test" xauth-password is set.

Bepcus OnucaHue

2.06 [obaeneHa komaHga crypto ipsec profile xauth-password.

3.16 crypto map

OnucaHue

Mpedukc no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA
BxoxnaeHue B rpynny

CuHoncuc

[ocTyn K rpynne KoMaHg, 4nsi HACTPONKM BbibpaHHOM KpunTokapThl /IPsec. Ecnu
KpunToKkapTa He HaeHa, KoMaHa MbITaeTcs eé co3narb.

KomaHga ¢ npedurKkcom no yaansieT KpunTokapTy.
Oa
Ja
Oa

(config-crypto-map)

I (config)>  crypto map (name»
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maBa 3 OnucaHne KomaHp,

AprymeHThI

Mpumep

UcTopusa nameHeHun

I (config)> no crypto map (name»

AprymeHT 3HayeHue OnucaHue

name Ctpoka HaseaHue kpuntokapTbl IPsec.
[onyckaloTca CMMBOMbI TaTUHCKOrO
andasuTta, UMdpbl, TOHKH,
nogyepkneBaHns u aeduchl.

(config)> crypto map test
IpSec::Manager: Crypto map "test" successfully created.

Bepcus OnucaHue

2.06 [obGasneHa komaHga crypto map.

3.16.1 crypto map connect

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

Uctopus nameHeHunmn

BkntounTb aBTOMaTmnyeckoe 6e3ycnoBHoe coeguHeHune IPsec ¢ yaaneHHomn
CTOpOHOW. HacTpolka He UMeeT CMbICNa, eCii OCHOBHOMY yAaneHHOMY XOCTY
MPMCBOEHO 3Ha4eHne any (CM. komaHay crypto map set-peer). [1o ymonyaHuio
HaCTpoVika OTKMNoYeHa 1 coeguHeHne OyaeT yCTaHOBMEHO Npy NONbITKE NepeaaTb
Tpaduk Yyepes npeobpasoBaHue IPsec ESP.

KomaHaa ¢ npedmKcom no oTKIo4aeT aBToMaTnyeckoe 6e3ycrioBHOe COeaUHEHNE.
Da
Oa

Het

I(config-crypto-map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec: :Manager: Crypto map "test" autoconnect enabled.

Bepcus OnucaHue

2.06 [o6GaBneHa komaHga crypto map connect.

3.16.2 crypto map enable

OnucaHue

BkntounTb BbiGpaHHyto KpunTokapTy /Psec. Mo ymonuyaHuio napameTp BKITOYEH.

Komanga ¢ npemkcomMm no OTKMoYaeT KpUNToKapTy.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Oa
[a
Het
I(config-crypto-map)> enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec::Manager: Crypto map "test" enabled.

Bepcus OnucaHue

2.06 [obGaBneHa komaHga crypto map enable.

3.16.3 crypto map fallback-check-interval

OnucaHue

Mpedomkec no
MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

BkntounTb nepnoanyecKkyro npoBepKy AOCTYNHOCTU OCHOBHOIO XOCTa U BO3Bparta
Ha Hero B TOM Cliy4dae, Korga HasHa4eHbl U OCHOBHOW 1 pe3epBHbIVI yAaneHHble
xocThl. o YMOJT4aHUKO HaCTDOIZKa OTKJTHOYEHAa.

KomaHga ¢ npenKcomM no OTKNoYaEeT NPOBEPKY.
Oa
[a

Het

I (config-crypto-map)>  fallback-check-interval <interval-value)

I (config-crypto-map)> no fallback-check-interval

AprymeHT 3HayeHue OnucaHue

interval-value llenoe uucno Mepuopn npoBepkn B ceKyHAax.
MoxeT npuHMMaThb 3Ha4yeHust oT 60
Jo 86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: Crypto map "test" fallback check interval is set »
to 120.

Bepcus OnucaHue

2.06 HobaeneHa komaHga crypto map fallback-check-interval.
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maBa 3 OnucaHne KomaHp,

3.16.4 crypto map match-address

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

Uctopus nameHeHumn

YCTaHOBUTb CChISIKY Ha CYLLECTBYIOLWI CAIUCOK NpaBun unstTpaumm naketos
(cm. komaHgy access-list). [lepBoe npaBuno B crnMcke BygeT NCNonb3oBaThLCS
ans dasbl 2 IPsec.

KomaHga ¢ npedmnkcom no yaansieT CCbINKy.
Ja
Da

Het

I (config-crypto-map)>  match-address (access-list)

I (config-crypto-map)> no match-address

AprymeHT 3HayeHue OnucaHue

access-list Ctpoka HasBaHwue cnucka npasun
dunsTpauun. Habop JocTynHbIX Ans
BbIbOpa CNUCKOB MOXHO YBUAOETb
BBeas komaHay match-address ?.

(config-crypto-map)> match-address acll
IpSec::Manager: Crypto map "test" match-address set to "acll".

Bepcus OnucaHue

2.06 [oGaBneHa komaHga crypto map match-address.

3.16.5 crypto map nail-up

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BkniounTb aBTOMaTMYECKOE NepecoriiacoBaHmne npeobpasoBaHuii IPsec ESP npu
nx yctapesaHun. 1o ymonyaHuio napameTp OTKITHOYEH.

KomaHga ¢ npedmkcomM no OTKYaeT aBTOMaTU4eCcKoe nepecornacoBaHue.
Oa
[a

Het

I(config-crypto-map)> nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: Crypto map "test" SA renegotiation enabled.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto map nail-up.

3.16.6 crypto map set-peer

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

Ha3sHaunTb OCHOBHOWN yAaneHHbIW XOCT AN1A yCTaHoBNeHns coeguHenus IPsec.
KomaHga ¢ npedukcom no yaansiet HacTpOKKy.

Ha

Oa

Het

I (config-crypto-map)>  set-peer <remote-ip;

I (config-crypto-map)> no set-peer

AprymeHT 3HayeHue OnucaHue
remote-ip String IP-agpec unv goOMeHHoe MM yaaneHHoro xocTa.
any MpuHumaTh nobble BXoAsALME COEANHEHUS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: Crypto map "test" primary remote peer is set to »
"ipsec.test.com".

Bepcus OnucaHue

2.06 [o6GaeneHa komaHga crypto map set-peer.

3.16.7 crypto map set-peer-fallback

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

HasHauuTb pesepBHbIN yaaneHHbI XOCT AN YCTaHOBEHUsA coeanHeHus IPsec.
OTa HacTporika MOXET ObITb BbINOSIHEHA NOCME Ha3HaYeHMs OCHOBHOIO y3ria (CM.
KomaHgy crypto map set-peer).

KomaHga ¢ npedmkcom no ygansiet HaCTPOMKY.
Oa
Oa

Het

I (config-crypto-map)>  set-peer-fallback (remote-ip,

I (config-crypto-map)> no set-peer-fallback
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maBa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HayeHue OnucaHue
remote-ip Ctpoka IP-agpec nnn gOMeHHoe ums
yOaneHHoro xocra.

Mpumep (config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: Crypto map "test" fallback remote peer is set »
to "test.com".

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.06 HobaeneHa komaHaa crypto map set-peer-fallback.

3.16.8 crypto map set-profile

OnucaHue 3apatb CChINKY Ha cyLlecTByroLWnn npoduns IPsec (cM. komaHay crypto ipsec
profile).

KomaHga ¢ npedmnkcom no yaansieT CCbINKy.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Cunoncuce I (config-crypto-map)>  set-profile (profile;
I (config-crypto-map)> no set-profile
AprymeHTbI AprymeHT 3HaueHue Onucanue
profile Ctpoka Wma npocouns IPsec. Cnncok
OOCTYMHbIX ANns Bblbopa npodunen
MOXHO yBUAETb BBEAA KOMaHAy
set-profile ?.
Mpumep (config-crypto-map)> set-profile test
IpSec: :Manager: Crypto map "test" ipsec profile is set to "test".
UcTopunsa nameHeHun Bepcus onucaHue

2.06 [o6GaeneHa komaHga crypto map set-profile.

3.16.9 crypto map set-tcpmss

OnucaHuve YCTaHOBUTb OrpaHM4YeHne MakCMmarnbHOro pa3Mepa CErMeHTa MCXOOSALLUMX CECCUIA
TCP B pamkax gaHHoro TyHHens IPsec. Ecnu 3HavyeHne MSS, koTopoe nepenaetcs
B norne 3aronoBka SYN-nakeToB, NpeBbIIAET 3a4aHHOE, KOMaH4a MEHSET ero.
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Masa 3 OnucaHne KomaHp,

Mpedoumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHumn

Pexxum Path MTU Discovery no3sonsieT aBToMmaTuyecky onpeaensTb orpaHudeHne
MSS.

KomaHga ¢ npedmnkcomM no CHMMaeT BCe orpaHudeHms ¢ MSS.
Oa

Oa

Het

I (config-crypto-map)>  set-tcpmss anss-value)

I (config-crypto-map)> no set-tcpmss

AprymeHT 3HavyeHue OnucaHue

mss-value Integer 3HaueHne BepxHewn rpaHmubl MSS. MoxeT
npUHUMaThL 3HavyeHus ot 576 go 1500.

pmtu BkntounTb pexum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: Crypto map "test" tcpmss set to 1280.

Bepcus OnucaHue

2.06 [obGasneHa komaHaa crypto map set-tcpmss.

3.16.10 crypto map set-transform

OnucaHue

Mpedukc no
MeHsieT HacTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

3apatb CCbINKY Ha cyllecTBytollee npeobpasoBaHue IPsec ESP (cM. KoManay
crypto ipsec transform-set).

KomaHaa ¢ npeduKcom no yoansieT CCbIKY.
Oa
Oa

Het

I (config-crypto-map)>  set-transform (transform-set,

I (config-crypto-map)> no set-transform

AprymeHT 3Ha4yeHue OnucaHue

transform-set Ctpoka HaseaHwne npeobpa3soBaHus IPsec.
Cnmcok OoCTyMHbIX Npeobpa3oBaHWn
MOXHO YBUAETb C MOMOLLbIO
komaHabl transform-set ?.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.17 dlna

OnucaHue

Mpedoumkc no

MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHum

(config-crypto-map)> set-transform test
IpSec::Manager: Crypto map "test" ipsec transform-set is set to »

"test".
Bepcus OnucaHue
2.06 [obGasneHa komaHaa crypto map set-transform.

[ocTyn Kk rpynne KkoMaHg, Ans ynpaenexusi cnyxoom DLNA.

Het
Het

Het

(config-dlna)

I (config)> dlna
Bepcus OnucaHue
2.00 [obasneHa komaHaa dina.

3.17.1 dina db-directory

OnucaHue

Mpedomkc no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

YkasaTb MyTb K Katanory ¢ 6a3oin AaHHbIX MyNbTUMEANNHBIX (annoB.

KomaHga ¢ npedukcom no yaansier HacTPOKKY.

Oa
Oa

Het

I (config-dina)>  db-directory «directory»

I (config-dina)> no db-directory

AprymeHT

3HayeHue |OnucaHune

directory

Ctpoka |lyTb k nanke ¢ 6230l faHHbIX.

(config-dlna)> db-directory TEST_FAT:database
Core::Configurator: done.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa dina db-directory.

3.17.2 dina directory

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

YkasaTtb nyTb K Katanory ¢ Mmegna-KOHTEHTOM.

KomaHga ¢ npedukcom no yaansiet HaCTPOKKY.

Ja
Oa
Ja

I (config-dina)>

directory «directory>[media-type]

I (config-dina)> no directory «directory:

AprymeHT 3Ha4yeHue |OnucaHue

directory Crpoka |lyTb Kk KaTanory c
Me[Ma-KOHTEHTOM.

media-type audio Copepxnmoe katanora —

ayaouo-cannsl.

video Copepxnmoe katanora —
Buaeo-ansol.

images Copepxumoe kaTtanora —
n3obpaxeHus.

(config-dlna)> directory TEST_FAT:transmission
Core::Configurator: done.

Bepcus OnucaHue
2.00 [o6GaeneHa komaHga dina directory.
2.06 [obGasneH napameTtp media-type.

3.17.3 dIna interface

OnucaHue

Mpedukc no

YkasaTb MHTeppenc mapLupyTmsaTopa, Yepes KoTopbii OyaeT nepegaBartbCs
Meana-koHTeHT. MoxHo BBecTu He Bonee 16 MHTepdencos.

KomaHga ¢ npedumkcoM no yaansieT ykasaHHbIn nHTepdeinc ns cnucka. Ecnu
BbINOSHWUTBL KOMaHAy 6e3 aprymeHTa, TO BECb CNIMCOK MHTEPAENCOB A1 Nepefayn
Meama-KoHTeHTa OyaeT O4vuLLEH.

[a
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

Ja
[a
IP

I (config-dina)>  interface <interface,

I (config-dina)> no interface [ interface]

AprymeHT 3HaveHue OnucaHue

interface Wms MonHoe umsa nHTepdenca nnm NCEBLOHNM.
nHTeppersica |CnMcoK 4OCTYMHBIX MHTEP(ENCOB MOXHO

yBUAETb C NoMoLLbo komaHdbl dina interface
?.

(config-dlna)> interface FastEthernet6/Vlanl
Core::Configurator: done.

Bepcus OnucaHue

2.00 [obaeneHa komaHga dina interface.

3.17.4 dIna port

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

Ykasatb nopt DLNA-cepBepa gns HTTP-Tpaduka (onucanun, SOAP, nepeaayn
KOHTEHTA).

KomaHaa ¢ npedmKcoM nNo ycTaHaBnNMBaEeT 3HaYEHME MO YMONMYaHWI0, KOTOpoe
pasHo 8200.

Oa
Ja

Het

I (config-dlna)>  port «port,

I (config-dina)> no port

AprymeHT 3Ha4yeHue OnucaHue

port Lenoe uucno |Homep nopra.

(config-dlna)> port 443
Core::Configurator: done.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa dina port.

3.17.5 dlna rescan

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

O6HoBUTL MHOpMaLUIo O harnax B KaTanore ¢ Meana-KOHTEHTOM.

MNpumevaHwue:

Het
Het

Het

I (config-dina)>

Ecnu ykasatb kntoyeBoe cnoeo full, 6a3a AaHHbIX KOHTEHTa
Oynet yaaneHa 1 cozgaHa 3aHOBO. OTO MOXET 3aHATb Kakoe-To
BpEMSl, MOSTOMY TaKyl0 KOMaHAy PEKOMEHAYETCS BbIMOSNHATb
TONbKO ecnn CTpyKTypa 6a3bl AaHHbIX KOHTEHTA NOBPEXAEHA.

rescan [ full]

AprymeHT 3HayeHue OnucaHue
full Knwyesoe Mpu3Hak HeoOBXOAMMOCTU NepPeCcO3[aHNs
c/oBo 6a3bl JaHHbIX KOHTEHTA.

(config-dlna)> rescan
Core::Configurator: done.

Bepcus

OnucaHue

2.00

[obaeneHa komaHga dina rescan.

3.18 dns-proxy

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

HocTtyn k rpynne komang ans ynpaeneHus cry6or DNS-npokcu.

Het
Het
Het

(config-dnspx)

I (config)>  dns-proxy
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.04 HobaeneHa komaHaa dns-proxy.

3.18.1 dns-proxy bantime

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbI BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YcTaHOBUTL BpeMms, B TedeHue kotoporo DNS-cepsep He byaeT ucnonb3oBaTbCs.
Mo ymonuyaHuio ncnonbsyercs 3HadeHme 30000.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME MO YMOSTYAHUIO.
Oa
Ja

Het

I (config-dnspx)>  bantime <bantime>

I (config-dnspx)> no bantime

AprymeHT 3HavyeHue OnucaHue

bantime Llenoe 4ucno 3HayeHne BpeMEeHHOro NpoMexyTKa
B MunnmcekyHgax. Moxet
npuHMMaTh 3Ha4YeHns ot 1 go 30000.

(config-dnspx)>bantime 25

Dns::Proxy: Dns-proxy set 25 msec. bantime.
(config-dnspx)>no bantime

Dns::Proxy: Dns-proxy bantime reset.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa dns-proxy bantime.

3.18.2 dns-proxy max-ttl

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

3apatb MmakcumaneHbii TTL ans kawmposaHHbIX 3anmcen DNS-npokew.
KomaHga ¢ npedumkcom no yaanser 3HaveHme TTL.

Oa

Oa

Het

I (config-dnspx)>  max-ttl (max-ttl»
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

I (config-dnspx)> no max-ttl

AprymeHT 3HayeHue OnucaHue

max-ttl llenoe uucno MakcumanbHoe 3HayeHune TTL.
MoxeT npuHMMaTh 3Ha4YeHns ot 1 o
604800000 munnucekyHg, (1
Hegens).

(config-dnspx)>max-ttl 10000

Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)>no max-ttl

Dns::Proxy: Dns-proxy max-ttl cleared.

Bepcus OnucaHue

2.05 [obasneHa komaHaa dns-proxy max-ttl.

3.18.3 dns-proxy proceed

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3apaTb uHTEpBan mexagy napannenbHbIMY 3anpocamu, KOTopble OTpaBnseT
DNS-npokcu Heckonbkum DNS-cepsepam. 1o ymonyaHuio ncnonb3yeTcsi 3HaveHne
500.

KomaHga ¢ npedukcom no Bo3BpallaeT 3Ha4YeHNe Mo yMonyaHmio.
Oa

Oa

Het

I (config-dnspx)>  proceed «proceed»

I (config-dnspx)> no proceed

AprymeHT 3HayeHue OnucaHue

proceed Llenoe uncno Bpemsi pabotbl DNS-npokcu B
MunnucekyHgax. MoxeTt npuHnmaTb
3HaveHus ot 1 go 50000.

(config-dnspx)>proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)>no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

Bepcus OnucaHue

2.04 [o6asneHa komaHaa dns-proxy proceed.
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maBa 3 OnucaHne KomaHp,

3.18.4 dns-proxy threshold

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3apaTb KONMYECTBO NocrnefoBaTerbHbIX HeyAayYHbIX 3anpocoB A4S 3anpeTa
DNS-cepBepa. 1o ymonuaHuio ucnonb3yeTcs 3HadeHme 3.

Bce DNS-cepBepbl He MOryT ObITb 3anpelleHbl OAHOBPEMEHHO.

KomaHga ¢ npedMKCoM No yCTaHaBMNMBAET NMOPOroBOE 3HAYEHME MO YMOSYaHUIO.

Oa
[a

Het

I (config-dnspx)>

I (config-dnspx)> no threshold

threshold (thresholad>

AprymeHT

3HauyeHue

OnucaHue

threshold

Lenoe uucno

3HadeHune nopora DNS-npokcu.
MoxeT npuHMMaTh 3Ha4YeHns ot 1 o

10.

(config-dnspx)>threshold 5
Dns::Proxy: Dns-proxy set 5 threshold.
(config-dnspx)>no threshold
Dns::Proxy: Dns-proxy threshold cleared.

Bepcus

OnucaHue

2.04

HobaeneHa komaHaa dns-proxy threshold.

3.19 dpi shaping

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

BknounTb WeNnUHr Tpadmka ANt XOCTOB C TOPPEeHTaMmn. OTO 3HAYUUT, YTO Mpu

MOJTHOW 3arpyske kaHana byaeT orpaHMyeHa CKopocTb ANS KIMEHTOB, KavatoLmx
ToppeHThl. WennuHr paboTtaeT Tonbko Npu BkNtoYeHHoN cryxbe DP/ (komaHaa
service dpi). [NNo ymonyaHuo HacTponka BKIOYeHa.

KomaHaa ¢ npedmkcomM no OTKMYaeT HAaCTPONKY.

Da
Oa

Het

| (config)>

dpi shaping
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

I (config)> no dpi shaping

(config)> dpi shaping
Dpi::Manager: Shaping enabled.

Bepcus OnucaHue

2.06 HobaeneHa komaHga dpi shaping.

3.20 dyndns profile

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

UcTopus nameHeHunmn

[ocTtyn Kk rpynne KomaHa nst HAaCTPONKM ykasaHHoro npodunsa DynDns. Ecnn
npodunb He HaaeH, KomaHaa nbiTaeTcs ero co3ngatb. MoxxHO co3aaTth He 6onee
32 npodounen.

KomaHga ¢ npedukcom no yganset npoduns DynDns.

Oa

Oa

Oa

(config-dyndns)

I (config)>  dyndns profile name;

I (config)> no dyndns profile <name»

AprymeHT 3HayeHue OnucaHue

name Crpoka HaseaHune npoduns. MakcumaneHas gnvHa
umMeHn — 64 cnmeona.

Bepcus OnucaHue

2.00 [obaeneHa komaHga dyndns profile.

3.20.1 dyndns profile domain

OnucaHue

Mpedumkc no

! http:\\www.dyndns.com
2 http:\\www.no-ip.com

HasHaunTb NK noctosiHHoe AoMeHHOoe uMs. Nepen BbINONHEHNEM KOM1aH,CI,bI
HeobX0AMMO 3aperncTpmpoBaTh JOMEHHOE UMSA Ha canTe dyndns.com” mnu
no-ip.com-”.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.

Oa

78

Keenetic Omni CnpaBo4HMK KOMaH



http:\\www.dyndns.com
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-dyndns)>  domain (name»
I (config-dyndns)> no domain
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
name CTpoka HomeHHoe nvsi. MakcMmanbHasa onuHa
JOMEHHOro nmenn — 254 cumsona.
Mpumep (config-dyndns)> domain systems
DynDns: :Profile: "test": domain saved.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.00 HobaeneHa komaHaa dyndns profile domain.

3.20.2 dyndns profile password

OnucaHue YctaHoBUTL Naponb Ans goctyna yepes DynDns.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbi BBog  Hert

Cunoncuce I (config-dyndns)>  password (password»
I (config-dyndns)> no password
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
password CTpoka Maponb ansa asTopmsaumm. MakcmmaneHas
AnuvHa napons — 64 cuveona.
Mpumep (config-dyndns)> password 1234
DynDns::Profile: "test": password saved.
UcTopusa usmeHeHnt  (Bepcus OnucaHune

2.00 [o6GaeneHa komaHga dyndns profile password.
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Masa 3 OnucaHne KomaHp,

3.20.3 dyndns profile send-address

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

Bkntountb HeobxogMMocTb ykasaHus IP-agpeca MHTepHET-coeanHeHUs B 3anpoce
DynDns.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
[a

Het

I(config-dyndns)> send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: a send address enabled.

Bepcus OnucaHue

2.03 [o6GaeneHa komanga dyndns profile send-address.

3.20.4 dyndns profile type

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

3 http:\\www.dyndns.com
4 http:\\www.no-ip.com
5 http:\\www.dns-master.ru

MpuceouTtb DynDns-npodmnto Tun, B 3aBUCUMOCTHM OT caiTa, Ha KOTOpOM ObIfo
3aperMcTpUpoBaHO JOMEHHOE UMSI.

Ja
Oa

Het

I (config-dyndns)>  type (type)

I (config-dyndns)> no type

AprymeHT 3HayeHue OnucaHue

type dyndns YKka3sbIlBaeTcs, ecnv AOMEHHOE NMsI s
3aperncTpupoBaHo Ha cante dyndns.com®.

noip YkasblBaeTcsi, eCin JOMEHHOE UMS .
3aperucTpupoBaHo Ha caiite no-ip.com .

rucenter Yka3sbiBaeTcs, ecnvi JOMEHHOe UM .
3aperMcTpupoBaHo Ha canTe rucenter”.
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

AprymeHT

3HavyeHue

OnucaHue

custom

YKkasblBaeTcsl, €Cnv AOMEHHOE UM4

3aperucTpupoBaHoO Ha ApYrom cawvTte (canT
onpepensietcs komangow dyndns profile url).

(config-dyndns)> type dyndns
"test": type saved.

DynDns: :Profile:

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa dyndns profile type.

3.20.5 dyndns profile update-interval

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YctaHoBUTb MHTEpBan obHoBneHusa agpeca ang DynDns.

Komanpa c ﬂpe(bMKCOM NO OTMEHSIET BO3MOXXHOCTb OOHOBMNEHNS.

[a
Oa

Het

update-interval «days» days [ <hours» hours ]

[ <minutes)> minutes ] [ <seconds> seconds ]

| (config-dyndns)>

I (config-dyndns)> no update-interval

AprymeHT 3HayeHue OnucaHue

days Uenoe uucno |BpeMeHHON UHTEpBan B OHSIX.
hours UYenoe uucro |BpemeHHOW MHTEpBan B Yyacax.
minutes Yenoe uucno |BpeMeHHON UHTEpPBanN B MUHyTax.
seconds UYenoe uyucno |BpeMeHHOW MHTEpBarn B CeKyHAaXx.

(config-dyndns)> update-interval 7 days
DynDns::Profile: a timeout set to 604800.

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa dyndns profile update-interval.

3.20.6 dyndns profile url

OnucaHue

Ykasatb URL ucnonbayemoro cavita cnyx6bl DynDns.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

Ja
[a
Oa

I (config-dyndns)>  url wrb

I (config-dyndns)> no url

AprymeHT 3HaveHue

OnucaHue

url CTpoka

Monb3osatensckun URL-agpec cnyxobl
DynDns.

(config-dyndns)> url http

://members.dyndns.org/nic/update

DynDns::Profile: "test": url saved.
Bepcus OnucaHue
2.05 [o6GaeneHa komanga dyndns profile url.

3.20.7 dyndns profile username

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

YkaszaTtb NornH y4eTHom 3anucu
Ja
Oa
Ja

ansa poctyna yepes DynDns.

I (config-dyndns)>  username <username;

I (config-dyndns)> no username

AprymeHT 3HaveHue

OnucaHue

username Crpoka

Mms nonb3oBatens Ans asTopmusaumm.
MakcumanbHas gnvHa umenn — 64 cumsona.

(config-dyndns)> username
DynDns::Profile: "test":

test_user
username saved.

Bepcusa OnucaHue

2.00 [o6asneHa komaHaa dyndns profile username.
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maBa 3 OnucaHne KomaHp,

3.21 exit

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHnmn

3.22 ftp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA
BxoxpaeHue B rpynny

CuHoncuc

Mpumep

Uctopusa nameHeHumn

BbINTK 13 rpynnbl KOMaHA,.
Het
Het
Het

I (config)>  exit

(config-dyndns)> exit

(config)>
Bepcus OnucaHue
2.00 [obaBneHa komaHga exit.

pynna komaHa Ansg HacTpoyku goctyna K ftp.
Het
Het
Het

(config-ftp)
I (config)>  ftp

(config)> ftp
(config-ftp)>

Bepcus OnucaHue

2.02 [o6GaeneHa komanaa ftp.

3.22.1 ftp permissive

OnucaHue

Mpedukc no

MeHsieT HacTpouku

Paspewntb goctyn k cepeepy FTP ans Bcex nonb3oBarternen 6e3 aBTopmsalmu.

KomaHga ¢ npedurkcom no 3anpeLlaeT Takon gocTyn.

Oa
Ja
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Masa 3 OnucaHne KomaHp,

MHorokpaTHbii BBog  Hert

CunHoncuc

Mpumep

UcTopusa nameHeHun

| (config-ftp)>

permissive

I (config-ftp)> no permissive

(config-ftp)> permissive
Core::Configurator: done.

Bepcus

OnucaHue

2.02

HobaeneHa komaHga ftp permissive.

3.22.2 ftp user root

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YKasaTb AOMaLUHUI KaTanor nosnb3oBaTtens Ha cepeepe FTP.

KomaHga ¢ npedukcom no cbpackiBaeT JOMALLHUIA KaTarnor ykasaHHOro

nonb3oBaTtens.

[a
Ja

Het

I (config-ftp)>

user name» root «directory>

I (config-ftp)> no user (name> root

AprymeHT 3HaveHue OnucaHue

name Crpoka Vimsa nonb3oBarens, Yen goMallHnn Katanor
HeobX0AMMO HaCTPOUTb.

directory Crpoka MyTb K gOMALLUHEMY KaTanory.

(config-ftp)> user admin root E:\
Ftp::Server: a "admin" user root directory set to "E:\".

Bepcus

OnucaHue

2.03

HobaeneHa komaHga ftp user root.

3.23 interface

OnucaHue

HocTtyn k rpynne komaHg Ans HacTPOKKW BblIOpaHHOro nHTepderca. Ecnu

NMHTepdENC He HandeH, kKoMaHaa NbiTaeTcs ero co3naThb.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
BxoxpaeHue B rpynny

CunHoncuc

AprymeHThl

UcTopusa nameHeHun

KomaHga ¢ npedumkcoM no yaanset nHrepgeinc.

PucyHok 3.1. Uepapxusa uHtepdencon

[a
Oa
[a

(config-if)

I (config)>

interface name,

I (config)> no interface (name>

Pluggable Secure ‘ 1P ’ MAC
Usb PPP Ethernet
PPTP
UsbModem PPPoE PvC VLAN Bridge
L2TP
Tunnel SSID Radio
TunnelSixInFour ‘ TunnelGre ’ WiFi WiFiMaster
AccessPoint WiFiStation

AprymeHT 3HaveHue OnucaHue
name Wmsa MonHoe umsa nHTepdenca Unm NCEBLOHNM.
nHTepperica |CnMCoK OCTYMHBIX MHTEPENCOB MOXHO
YBUAETH C NMOMOLLIbIO KOMaHAb! interface 2.
Bepcusa OnucaHue
2.00 [obaeneHa komaHga interface.
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Masa 3 OnucaHne KomaHp,

3.23.1 interface authentication chap

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

Uctopus nameHeHumn

BkniounTb nogaepxky ayteHTudmkaumm CHAP.
KomaHga ¢ npedmkcom no otknoyaetr CHAP.
Oa

Oa

Het

Secure

I (config-if)>  authentication chap

I (config-if)> no authentication chap

(config-if)> authentication chap
CHAP authentication enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komanga interface authentication chap.

3.23.2 interface authentication eap-md5

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHumn

BkntounTb nogaepxky ayteHTudunkaumm EAP-MD5.
KomaHga ¢ npedukcom no otkntodaet EAP-MDS5.
Oa

Ja

Het

Secure

I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5

(config-if)> authentication eap-md5
EAP-MD5 authentication enabled.

Bepcus OnucaHue

2.00

[o6GaeneHa komaHaa interface authentication eap-md5.
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maBa 3 OnucaHne KomaHp,

3.23.3 interface authentication eap-ttls

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb nogaepxky ayteHTudpmkaumm EAP-TTLS.
KomaHga ¢ npedmkcom no otknoyaet EAP-TTLS.
Ja

[a

Het

Secure

I (config-if)>  authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface authentication eap-ttls.

3.23.4 interface authentication identity

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

YKasaTb MM4A nonb3oBatens ans ayreHTudumkaumm ycTpomcTea Ha yaaneHHom
cucteme. Mcnonbayetca ana nogkntodeHnn PPTP, PPPoE u L2TP.

KomaHga ¢ npedmkcomM no CTMpaeT paHee 3aJaHHoe MMs NoNnb3oBaTens.
Oa

Oa

Het

Secure

I (config-if)> authentication identity <identity,

I (config-if)> no authentication identity

AprymeHT 3HayeHue OnucaHue

identit CTtpoka Mms nonb3oBaTtens Ansa ayTeHTUduKauum.
y

(config-if)> authentication identity test
Identity saved.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface authentication identity.

3.23.5 interface authentication mschap

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkniounTtb nogaepxky ayteHtudpmkauum MS-CHAP.
KomaHga ¢ npedmkcom no otkntodaet MS-CHAP.
Ja

Oa

Het

Secure

I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

(config-if)> authentication mschap
MSCHAP authentication enabled.

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa interface authentication mschap.

3.23.6 interface authentication mschap-v2

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

Mpumep

BkniounTtb nogaepxky ayteHtudpmkaumum MS-CHAPV2.
KomaHga ¢ npedukcom no otknoyaet MS-CHAPv2.
Ha

Oa

Het

Secure

I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2

(config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obaeneHa komaHaa interface authentication mschap-v2.

3.23.7 interface authentication pap

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkniounTtb nogaepxky ayteHtTudmkauun PAP.
Komanga c npecukcom no otkntovaet PAP.
Ja

Oa

Het

Secure

I (config-if)>  authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
PAP authentication enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface authentication pap.

3.23.8 interface authentication password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

YkasaTtb napornb Ans ayTeHtTudmkaumm yCcTponcTea Ha yganeHHon cucteme.
WcnoneayeTtca anga nogknioveHun PPTP, PPPoE n L2TP.

KomaHnga ¢ npenkcomMm no CTMpaeT 3HadeHne napons.
Ha

Oa

Het

Secure

I (config-if)> authentication password «password»

I (config-if)> no authentication password

AprymeHT 3HayeHue OnucaHue

password Crpoka Maponb ansa ayteHTudUKaumn.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> authentication password 1234
Password saved.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa interface authentication password.

3.23.9 interface authentication shared

OnucaHue

Mpedouke no

MeHsieT HacTPOMKM
MHorokpaTHbIi BBOA
Tun nntepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BknounTb pexxum ayTeHTUduKaummn ¢ pasoenseMbiM KITHOM. OTOT PEXUM
Ncnonb3yeTcs TONbKO B codeTaHnu ¢ wndpoBaHeM WEP. Pa3denisieMbie KIHo4u
3apatoTcsa komaHngowm interface encryption key.

KomaHga ¢ npedrKcom no nNepeBoauT ayTeHTUdUKALMIO B OTKPbITBINA PEXUM.
Oa

Oa

Het

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Shared authentication enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa interface authentication shared.

3.23.10 interface authentication wpa-psk

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

Tun nHTepcpenca

YCTaHOBUTb NpeABapUTENbHO COMMAacoBaHHbIN KMOY ANst ayTeHTudmkaumm no
npotokony WPA-PSK. BoaMoxHO 3agaHue kntoya B Buae 256-6utHoro
LecTHaauaTepuyHoro ymcna, nnbo B suge ctpokn ASCII-cumeonoB. Bo BTopom
cryyae CTpoKa MCMonb3yeTcs Kak KogoBas hpasa Ansi reHepnpoBaHUA Kroya
(napons).

KomaHaa ¢ npeduKcomM no OTMEHSIET HACTPOWIKY.
Oa

Oa

Het

WiFi
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-if)>  authentication wpa-psk «(psk>

I (config-if)> no authentication wpa-psk

AprymeHT 3HaveHue OnucaHue

psk Ctpoka MpenBapuTENbHO COrMacoBaHHbIN KoY B
Buae 256-6UTHOro LWecTHaauaTepuyHoro
yncna, CoCToALWEro n3

64 wecTHaguaTepuyHbIX Lnudp, nmbo B Buge
ctpoku ASCII gnnHon ot 8 oo 63 cMmBOoOB.

(config-if)> authentication wpa-psk 12345678
Pre-shared key saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface authentication wpa-psk.

3.23.11 interface bandwidth-limit

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YcTaHOBUTb TapUHYI CKOPOCTb MHTEPHET-COEQUHEHUS As HTepdenca.
WcnonbayeTcs ansi onpegeneHns 3arpy3kv KaHana npu aHanuae Tpadguka
(komaHga service dpi).

KomaHaa ¢ npednKcomM no OTMEHSIET HACTPOWIKY.
Oa
Oa

Het

I (config-if)>  bandwidth-limit (limit,

I (config-if)> no bandwidth-1limit

AprymeHT 3Ha4yeHue OnucaHue

limit Lenoe uucno |3HadyeHne TapugpHOM CKOPOCTU

WHTEpHEeT-coeanHeHus B Kbut/c.

(config-if)> bandwidth-1imit 50000
Dpi::BandwidthLimits: Set bandwidth limit 50000 Kbps to ISP.

Bepcus OnucaHue

2.06 [obaeneHa komaHaa interface bandwidth-limit.
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Masa 3 OnucaHne KomaHp,

3.23.12 interface ccp

BkntounTb nopgaepkky npotokona CCP Ha aTane yCTaHOBMEeHWUS COEAUHEHMS.

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

Uctopus nameHeHumn

KomaHga ¢ npedumkcom no otkntodaet CCP.

Ja
Ja
Het

PPP

I (config-if)>  ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface ccp.

3.23.13 interface channel

YcTaHOBUTE paguokaHan (4acToTy BelaHus) anst 6ecnpoBogHbIX MHTEPKENCOB.
WHTepdencel Wi-Fi npuHMmaloT B Ka4yecTBe HOMepa KaHana uernble Yynucna ot 1
0o 14 (amanasoH yactoT oT 2.412 Ty go 2.484 Mu). No ymon4yanuio

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

ncnonb3yeTtcsa 3HadeHue auto.

KomaHpa ¢ I'Iped)I/IKCOM no yCTtaHaBnMBaeT 3Ha4eHne no ymondaHuio.

Ja
Oa
Het

Radio

I (config-if)>  channel <channel»

I (config-if)> no channel

AprymeHT 3HayeHue OnucaHue
channel number Homep pagmo kanana.
auto Homep paano kaHana onpegensieTcs
aBTOMaTUYeCKM.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> channel 8

Channel saved.

Bepcus

OnucaHue

2.00

JobasneHa komaHaa interface channel.

3.23.14 interface channel auto-rescan

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHunmn

3apgatb pacnucaHue Ans aBToMaTUYeckoro ckaHMpoBaHUa paauwo kaHanos. Mo

YMOYaHMWI0 NapaMeTp OTKITOYEH.

KomaHga ¢ npedurKComM no OTKMOYaeT HaCTPOWKY.

Ja
Ja
Het

Radio

| (config-if)>

channel auto-rescan <hh»:xmm» interval <interval»

I (config-if)> no channel auto-rescan

AprymeHT 3HayeHue OnucaHue

interval 6 WHTepBan nOBTOPHOrO CKaHMPOBaHWS B
12 Yyacax.
24

(config-if)> channel auto-rescan 03:00 interval 12

Network: :Interface: :Rtx::WifiMaster: Scheduled auto rescan, »

interval 12 hours.

Bepcus

OnucaHue

2.07

[obaeneHa komaHaa interface channel auto-rescan.

3.23.15 interface channel width

OnucaHue

Mpedukc no

YCTaHOBUTbL LUMPWHY NOMOCHI NPONYCKaHUs Ans yka3aHHoro kaHana. Mo
yMOn4aHuio ucnonbayeTcs 3HadeHve 40-below.

KomaHga ¢ npeurKcom no yCTaHaBnNUBaET 3HAYEHME MO YMOMYaHWIO.

[a
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

Ja
Het

Radio

I (config-if)>  channel width width»

I (config-if)> no channel width

AprymeHT 3HaveHue OnucaHue
width 20 YCcTaHoBUTL NOMOCY NponyckaHus pasHyto 20
My,

40-above PacwmpuTb nonocy nponyckanusa go 40 Miry
Ucnonb3ys crneayowmni KaHarn.

40-below PacwwupuTb nonocy nponyckanusa o 40 My
MCnonb3ysi NpeabiayLwmi KaHar.

(config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: a channel bandwidth setting »
applied.

Bepcus OnucaHue

2.04 [obasneHa komaHaa interface channel width.

3.23.16 interface compatibility

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

YcTaHoBUTL cTaHgapTbl 6ecnpoBOAHOM CBA3N, C KOTOPbIMU AOMKEH BbiTb
COBMECTMM AaHHbI 6ecnpoBogHon agantep (MHTepdenc). Ang nHtepdencos
Wi-Fi coBMecTMOCTb 3aaeTcs CTPOKOM 13 naTuHckmx byks B, G, N,
obosHavatowmx gononHeHuns k ctangapty |IEEE 802.11. K npumepy, Hanuuve B
cTpoke coBmectumMocTu BykBbl N ByaeT o3HayaTh, YTO AaHHbIN aganTep CMOXET
B3aMmMogencTeoBath ¢ 802.11n-CoBMECTUMbBIMU YCTPONCTBaMM Yepes paguokaHan.
Habop gonycTMMbIX CTPOK COBMECTMMOCTU OnpeaensieTcs annapaTHbIMm
BO3MOXHOCTSIMWN KOHKPETHOrO agantepa u TpeboBaHUAMU COOTBETCTBYOLLMX
pononHeHun k ctaHaapty IEEE 802.11.

Mo ymonuanuio gnsa vactotbl 2,4 Ty, ucnonbayetca ctpoka «BGNy.

Het

Oa
Het

Radio

I (config-if)>  compatibility annex»
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue ‘Onwcal-wle

annex B, G, N ‘ﬂ]‘lﬂ 2,4 Tu,.

(config-if)> compatibility GN
Compatibility set.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface compatibility.

3.23.17 interface connect

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Twun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

3anycTutb Npouecc NOAKIMIYEHUS K YOANEeHHOMY y3ry.
KomaHga ¢ npedmkcom no npepbiBaeT coeauHEHNE.
Oa

Oa

Het

PPP, IP

I (config-if)>  connect [ via <interface;]

I (config-if)> no connect

AprymeHT 3HavyeHue OnucaHue

via Nms WHTepdbec, Yepes KOTopbIN
MHTep@erica |OCyLleCTBNSAETCA NOAKMYEHME K
yoaneHHomy yany. [ina PPPoE atot

napameTp siBnsieTcs o6s3aTesbHbIM.

(config-if)> connect via UsbModem3
PPP connection enabled.

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface connect.

3.23.18 interface country-code

OnucaHue

Mpedoumkec no

HasHaunTb nHTepdericy GyKBeHHbI KOA4 CTpaHbl, KOTOPLIA BAUSIET HA HAbop

pagno-KaHanos. Mo yMon4aHuio yctaHoBneHo 3Ha4eHune RU.

Het
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.23.19 interface debug

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

Ja
Het

Radio

I (config-if)>

country-code (code>

AprymeHT

3HavyeHue

OnucaHue

code

CTpoka

Kopg cTpaHbl.

(config-if)> country-code RU
Country code set.

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa interface country-code.

BkniounTb 0TNagoYHbIN pexnm nogkntodeHs PPP. B oTnagoyHOM pexume B
CUCTEMHbIN XXypHan BbIBOAMTCA nogpobHasa MHpopMauus o Xxoae NoAKIoYeHUs.
Mo ymonyaHuio yHKLMSA OTKMoYeHa.

Komanpa c I'Ipe(bVIKCOM NO OTKIIOYaET OTNag04HbIN pPeXnm.

[a
Oa
Het

PPP

|(conﬁg4n>

debug

I (config-if)> no debug

(config-if)> debug
Debug enabled.

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa interface debug.

3.23.20 interface description

OnucaHue

HasHaunTb Npon3BoOnbHOE onMcaHne ceTeBoMy UHTEPENCy.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

KomaHaa ¢ npedmKkcomM no CTMpaeT onucaHue.
[a
Oa

Het

I (config-ify>  description «description»

I (config-if)> no description

AprymeHT 3HayeHue OnucaHue

description Crpoka [MpounsBonbHOE onucaHue uHTepdenca.

(config-if)> description 111 2222 33333
Interface description saved.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface description.

3.23.21 interface down

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

OTKNIOYNTL CETEBON UHTEPdENC M 3anncaTb B HACTPOMKN COCTosiHME «downy.

KomaHga ¢ npedrKCcoM no BKIOYaAET ceTeBon MHTepdelc 1 yaanset «down» 13
HaCTpOEK.

[a
Oa

Het

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Interface disabled.

Bepcus OnucaHue

2.00 JobasneHa komaHga interface down.
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Masa 3 OnucaHne KomaHp,

3.23.22 interface duplex

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YctaHoBuTb gynnekcHbln pexxum Ethernet-nopTta. o ymonyaHuto 3agaHo 3HadeHne
auto.

KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
[a

Oa

Het

Ethernet

I (config-if)>  duplex node»

I (config-if)> no duplex

AprymeHT 3HaveHue OnucaHue
mode full Pexum nonHoro gynnekca.
half MonyaynnekcHbIN pexuve.
auto ABTOMAaTUYECKNIA OYMMEKCHBIN PEXMM.

(config-if)> duplex full
Network::Interface::Ethernet: Duplex set to "full".

Bepcus OnucaHue

2.06.B.1 [o6GaeneHa komaHaa interface duplex.

3.23.23 interface dyndns profile

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

Mpuessatb kK ceteBoMy nHTEpdency npodune DynDns. MNepen BbINONHEHNEM
KOomMaHAbl Npodunb AomKeH ObiTb CO34aH M HAaCTPOEH rpynnor komang dyndns
profile.

KomaHaa ¢ npedrkcoM no paspbiBaeT CBA3b MeXAy NpodunemM n nHtepdencom.
Oa
Ha

Het

I (config-if)>  dyndns profile (profile»

I (config-if)> no dyndns profile
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

profile Crpoka HasBaHue npodung DynDns.

(config-if)> dyndns profile test
Core::Configurator: done.

Bepcus OnucaHue

2.02 HobasneHa komaHaa interface dyndns profile.

3.23.24 interface dyndns update

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

O6HoBMTL Bpy4Hyto IP-agpec ans DynDns. Mo ymonyanuto komaHaa paboTtaet
B COOTBETCTBUM C MONMUTUKOW NocTaBLyuka ycnyr DynDns, KOTOpbIN He NO3BonsieT
0bHoBenATh IP cnnwkom vacTto. KntouweBoe crnoBo force nossonseTr obHoBUTL IP
B 00x0f NONUTUKM NOCTaBLUMKaA YCIYT.

Het

Oa

Het

I(config-if)> dyndns update [ force]

AprymeHT 3HaveHue OnucaHue
force Knwouyesoe He yunTbiBaTb peKOMEHAOBaHHYIO YacToTy
c/10BO obHoBREHMS.

(config-if)> dyndns update
DynDns::Profile: "test" update started.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface dyndns update.

3.23.25 interface encryption disable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA

Tun nHTepcpenca

OTtkntounTb WndpposaHne Ha 6ecnpoBOgHOM MHTepdeNce.
Het

Oa

Het

WiFi

Keenetic Omni CnpaBo4HMK KOMaH, 99




Masa 3 OnucaHne KomaHp,

Cunoncuce I (config-if)>  encryption disable

Mpumep (config-if)> encryption disable
wireless encryption disabled

UcTopus nameHeHun Bepcusa OnucaHue

2.00 [o6GaeneHa komaHaa interface encryption disable.

3.23.26 interface encryption enable

OnucaHue BkntounTb WwWindpoBaHue Ha 6ecnpoBogHoM nHtepdence. Mo ymonyanuto
ncnoneayetcs wudposaHne WEP.

KomaHga ¢ npedmkcom no oTknoyaeT wndpoBaHue Ha 6ecnpoBogHOM

nHTepdence.
Mpedukc no Oa
MeHsieT HacTpouKu [a

MHorokpaTHbI BBog Het
Tun nHTepcpenca WiFi

CuHoncuc I (config-ify>  encryption enable

I (config-if)> no encryption enable

Mpumep (config-if)> encryption enable
Wireless encryption enabled.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface encryption enable.

3.23.27 interface encryption key

OnucaHue HasHaunTb kntoun wndposaHmsa WEP. B 3aBUCMMOCTM OT pa3psagHOCTH, KIod
MOXeT 6bITb 3agaH 10 wecTHaguaTepuyHbiMu uudpamm (5 cumsonamm ASCII)
— 40-6uTHbIN Knto4, WEP — 40-0MTHbIN Kntod, Unn 26 wectHaguaTepuyHbIMn
undpamum (13 cumonamm ASCII) WEP Bcero moxeT 6biTb 3agaHo ot 1 oo 4
Kntoyen WwmndpoBaHUs, U OANH U3 HUX AOMMKEH OblTb HA3HAYEH KIOHYOM Mo
YMOYaHuio.

Komanga ¢ nperkcomM no ygansieT Ko,
Mpedoumkec no Oa

MeHsieT HacTpounku Oa
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maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

Ja
WiFi
I (config-if)>  encryption key «id) ( «value> [default] | default)

I (config-if)> no encryption key «id>

AprymeHT 3HauvyeHue OnucaHue

id Lenoe uucno |Homep kntoya. Bcero MoXHO 3agaTth 4o
YeTbIpex Kroyen.

value CTpoka 3HayeHue Kno4a B Buae
LeCTHaaLaTepuUYHOro Yymcna, CocTosLLEero
13 10 unn 13 26 umadp.

default KnwuyeBoe YKkasblBaeT, YTo AaHHbIN KoY Byaet

C/10B0O NCNONb30BaH Mo YMOMYaHuio.

(config-if)> encryption key 1 1231231234
Encryption key saved.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface encryption key.

3.23.28 interface encryption mppe

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkniounTb nogaepxky wndpposaHus MPPE.

Komanga ¢ npecumkcom no oTkntovaeT wndgposanne MPPE.
Oa

Oa

Het

PPTP

I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface encryption mppe.
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Masa 3 OnucaHne KomaHp,

3.23.29 interface encryption wpa

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKM
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb anroputmbl obecneyeHnst 6esonacHoctn WPA Ha 6ecnpoBogHOM
nHTepdence. becnpoBogHON UHTEPdENC MOXET NOAAEPKNBATbL COBMECTHOE
ncnone3osaHne WPA n WPA2, ogHako nogaepxka WEP aBToMmaTuyecku
OTKIIOYaeTCH Npu BKNtoveHun noboro n3 WPA.

KomaHga ¢ npedmkcom no otkntovaet WPA.
Oa

Ja

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface encryption wpa.

3.23.30 interface encryption wpa2

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

BkntounTtb anroputmMbl obecneyermns 6esonacHoctn WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBogHOM MHTepdelce. becnpoBogHON NHTEPdENC MOXET paspelLlaTb
coBmecTHoe ncnonb3oBaHne WPA n WPA2, ogHako nogaepxxka WEP
aBTOMATMYECKM OTKIKHYAETCS Npu BKNOYeHMM noboro ns WPA.

Komanga ¢ npecumkcom no otkntovaet WPA2.
Oa

Oa

Hert

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface encryption wpa2.

3.23.31 interface hide-ssid

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb pexum ckpbitus SSID. Mpu ncnonb3oBaHum 3Ton PyHKLMK, TOYKa
AoCTyna He oTobpaxkaeTcs B Cnucke AOCTYMHbIX 6ecnpoBogHbix ceTen. Ho ecnu
nonb30BaTemNto M3BECTHO O CYLLECTBOBAHUM 3TOM CETU 1 OH 3HaeT ee SSID, 10O
CMOXET MOAKIIOYNTLCS K 3TON CeTU. 10 YMONMYaHUIO PEXUM OTKITHOYEH.

KomaHnga ¢ npenkcoM no OTKMNIOYAET 3TOT PEXUM.
Oa

Oa

Het

Access Point
I(config-if)> hide-ssid
I (config-if)> no hide-ssid

(config-if)> hide-ssid
SSID broadcasting disabled.

Bepcus OnucaHue

2.00

[obaeneHa komaHga interface hide-ssid.

3.23.32 interface igmp downstream

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

BkntounTb pexxum pabotbl IGMP Ha nHTepderice No HanpaBeHUIo K
noTpeduTensim rpynnoBo pacchifiki. Ha ycTponctee AomkHa ObiTb 3anyLeHa
cnyx0ba service igmp-proxy. [lonyckaeTcsi Hanuune HeCKONbKUX MHTEP(ENCOB
downstream.

KomaHaa ¢ npednkcomM no OTMEHSIET AeNCTBME KOMaHAbI.
Ja

Oa

Het

P

I (config-if)>  igmp downstream
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

I (config-if)> no igmp downstream

(config-if)> igmp downstream
added downstream interface ISP.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface igmp downstream.

3.23.33 interface igmp fork

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb aybnupoBaHue ncxogsawmnx naketos /IGMP upstream B 3agaHHbIN
nHTepgenc. [lonyckaeTca Hannume Tornbko OgHOro uHtepgenca fork.

KomaHga ¢ npednkComM no OTMEHSIET AENCTBNE KOMaHAbI.
Ha

Ja

Het

P

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork
fork role assigned to ISP.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface igmp fork.

3.23.34 interface igmp upstream

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

BkntounTb pexum pabotel IGMP Ha nHTepence no HanpaBieHNo K UCTOYHUKY
rpynnoBo pacchlnkn. Ha yctponctee gomkHa 6bITh 3anyLueHa cnyxba service
igmp-proxy. [lonyckaeTcs Hanmymue TonbKO O4HOro nHTepdenca upstream.

KomaHga ¢ nperkcoM no OTMEHSET eNCTBME KOMaHAbI.
Oa
[a

Het
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maBa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

I (config-ify>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream
upstream role assigned to ISP.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface igmp upstream.

3.23.35 interface include

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ykasatb Ethernet-uHtepderic, kotopbin 6yaeT nobaeneH B NporpamMmmHbIA MOCT
B KayecTBe rnopTa.

KomaHnpa ¢ npecukcom no ygandet nHtepdgenc ns mocra.
Oa

[a

Ja

Bridge

I (config-if)>  include <interface)

I (config-if)> no include <interface,

AprymeHT 3HaveHue OnucaHue

interface Nms Umsa nnu ncesgoHmm Ethernet nHtepdeiica,
MHTEpgesica |KOTOPbIN JOMKEH ObITb BKIOYEH B MOCT.

(config-if)> include WifiStation®
Interface acquired.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface include.

3.23.36 interface inherit

OnucaHue

Ykasatb Ethernet-untepderic, kotopein 6yaet gobaeneH B nporpamMmmHbIA MOCT
B kayecTBe nopTta. B otnuyme ot komaHabl include, komaHaa inherit nepenaer
MOCTY HEKOTOpble HacTponku gobaenaemoro nHTepdelrica, Takme kak IP-agpec,
macky u IP-ncesgonumel. MNpu yganeHum nnbo camoro mocta, nnbo nHtepdenca
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

13 MOCTa, 3TV HACTPOWNKM, JaXe €Cnv OHU ObINn M3MEHEHbI, ByayT CKONUMPOBaHbI
obpaTHO Ha ocBobOAUBLLMICS UHTEPdENC.

KomaHga nossonsieT 4obaBntb B MOCT MHTEPdENC, YEpPE3 KOTOPbIN
OCYLLECTBIISIETCS yNpaBneHne yCTpOMCTBOM, U He NOTEPSITb YrpaBreHue.

KomaHga ¢ npedukcom no yaanser uHtepdeiic 3 mocTta, Bo3spallaert
NHTepdelncy HacCTPOWKK, yHacneaoBaHHbIe paHee MOCTOM, U cGpackiBaeT 3Tu

HacCTPOMKM y MOCTa.
Ja

[a

Oa

Bridge

I (config-ify>  inherit <interfaces

I (config-if)> no inherit <interface)

AprymeHT 3HayeHue OnucaHue
interface Nms Mmsa nnu ncesgoHmm Ethernet nHtepdeliica,
MHTepgesica |KOTOPbIN JOIMKEH ObITb BKIOYEH B MOCT.

(config-if)> inherit WifiStation®
Interface acquired.

Bepcus

OnucaHue

2.00

[lobasneHa komaHaa interface inherit.

3.23.37 interface ip access-group

OnucaHue

Mpedukc no
MeHsieT HacTPOWKHM
MHorokpaTHbIN BBOA

Tun nHTepcpenca

MpuBA3aTh MMeHOBaHHbIM cnMCOK npasun dunsTpauun (ACL, cMm. access-list) k
nHTepdgency. Napametp in unu out ykasbiBaeT HanpaeneHue Tpadvka ans
koToporo 6ynet npumeHaTbes ACL. K ogHoMy MHTepdhericy MOXeT ObiTb NPUBA3aHO

Heckornbko ACL.

KomaHga ¢ npedmkcom no otknoydaetr ACL onsa ykasaHHOro uHrepgenca u
HanpasrneHns Tpaduka.

Oa
Ja
Oa
P
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-if)>  ip access-group <acl> «<direction»

I (config-if)> no ip access-group acl> «direction

AprymeHT 3HaveHue OnucaHue

acl CTpoka Cnucok npasun dounstpauuu,
npegsapuTernbHO CO3AaHHbINA C MOMOLLbIO
KomaHabl access-list.

direction in MpUMeHUTb (rnbTpauuio K BXOOALWNM
nakeTam.
out MpuMeHNTb UNBTPaALMIO K UCXOOSALLUM
naketam.

(config-if)> ip access-group 111 in
Access group applied.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface ip access-group.

3.23.38 interface ip address

OnucaHue

Mpedoumkc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

M3meHnTb IP-agpec n macky ceteBoro nHtepderica. Ecnu Ha nHtepdeiice
3anyLeHa crykba aBToMmaTMyeCcKon HacCTpoKkn agpeca, Hanpumep, DHCP-knuneHT
(cm. interface ip address dhcp), To Bpy4Hyt0 yCTaHOBNEHHLIN agpec MOXET ObITb
nepesanuncaH.

KomaHaa ¢ npedmkcom no copacbkiBaeT agpec Ha 0.0.0.0.

Oa

Oa

Het

P

I (config-if)>  ip address address» tmask»

| (config-if)> no ip address

AprymeHT 3HavyeHue OnucaHue
address IP-agpec Appec ceteBoro uHTepderica.
mask IP-macka Macka ceteBoro nHtepgenca. Ectb gea

cnoco6a BBoa Macku: B KaHOHUYECKOM BUAE
(Hanpumep, 255.255.255.0) n B Buage
ouToBoON AnvHbI Npedukca (Hanpumep, /24).
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

OfHO 1 TO e 3Ha4YeHWe agpeca ceTu, cocTosiero u3s IP-agpeca u macku, MOXHO
BBECTU ABYMSA crnocobamMu: yka3aTb MacKy B KaHOHUYECKOM BMAE UNU 3aaaThb
GuTOBYIO ONMHY Npedukca.

(config)> interface
FastEthernet0/V1an43
Created interface FastEthernet0/V1an43.
(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.
(config-if)> ip address 172.17.24.9/24
Network address saved.
(config-if)> [Ctrl]+[D]
(config)> show interface FastEthernet0/Vlan43

mac: 00:23:f8:5b:d3:f4

index: 43
type: Vlan
description:
state: up
link: down

address: 172.17.24.9
mask: 255.255.255.0

mtu: 1500
global: no
(config)>
Bepcus OnucaHue
2.00 [obGaeneHa komaHaa interface ip address.

3.23.39 interface ip address dhcp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

3anyctntb DHCP-knueHT Ans aBToMaTn4eCcKon HaCTPOWMKN CETEBbLIX NapaMeTPOB:
IP-agpeca n mackun nHTepderica, cepepoB DNS u Lwinto3a no ymonyaHuio.

KomaHga ¢ npedukcom no octaHaenmeaeT cryk0y DHCP-knueHTa, yoansiet
ONHaMMWYECKN HACTPOEHHbIE NapaMeTpbl U BO3BpaLLAET NpeablayLme HacTPONKK
IP-agpeca n macku.

Da
Oa
Het

Ethernet

I (config-if)>  ip address dhcp [ hostname chostname> ]

I (config-if)> no ip address dhcp
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

hostname Ctpoka Mmsa xocTa, KOTOpoe nepegaeTcs B norne
12-om1 onummn DHCP. 310 nmsa He
00653aTenNbHO JOMKHO ObITb TAKMM Xe, Kak
UMS XOCTa, BBEAEHHOE B Mpouecce
rnobanbHOM HAaCTPOMKN.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on FastEthernet0/Vlan2.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface ip address dhcp.

3.23.40 interface ip adjust-ttl

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

M3meHnTb NnapameTp TTL nepBoro naketa gns BCEX BXOASLMNX COEANHEHUN
nHTepdpenca.

KomaHga ¢ npedmnKCoM no OTMEHSIET HACTPOWKY.
Oa

Oa

Het

P

I (config-if)>  ip adjust-ttl (inc | dec) value»

I (config-if)> no ip adjust-ttl

AprymeHT 3HauyeHue OnucaHue
inc Knwyesoe KntoyeBoe cnoeo, obo3HavatoLee
CJ10BO yBenuyexue TTL.
dec Knwyesoe KntoyeBoe cnoso, obo3HavatoLlee
CJ10BO ymeHbLueHve TTL.
value Yenoe uucno |BenuunHa nameHeHusa TTL. MoxeT
NpUHUMaThL 3Ha4eHus ot 1 o 255
BKIMIOUYUTENBHO.

(config-if)> ip adjust-ttl inc 10
TTL adjustment enabled.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface ip adjust-ttl.
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Masa 3 OnucaHne KomaHp,

3.23.41 interface ip alias

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YcTaHoBUTb AononHUTeNbHbIN IP-agpec n macky ceTeBoro uHTepdenca
(nceBOoHMM).

KomaHga ¢ npedurkcom no cbpackiBaeT ykasaHHbIN NceBAoHMM Ha 0.0.0.0, Tem
caMbIM yaanss ero. Ecnm BbinonHuTs komaHay 6e3 aprymeHTa, TO BECb CMIUCOK
nceBOoOHMMOB ByeT OYMLLEH.

[a
Oa
[a
IP, Ethernet

I (config-if)>  ip alias (address> mask>

I (config-if)> no ip alias [ (address» mask> ]

AprymeHT 3HauveHue OnucaHue

address IP-agpec [lononHuTenbHbIN agpec ceTeBoro
WUHTepdenca.

mask IP-macka [ononHuTenbHasa macka ceTeBoro

uHtepdpenca. Ecte gBa cnocoba BBoAda
Macku: B KAHOHMYECKOM Buae (Hanpumep,
255.255.255.0u B Buae 6utoBoi ANUHbI
npecukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
IP alias saved.

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa interface ip alias.

3.23.42 interface ip dhcp client class-id

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIY BBOA

YkasaTb Npou3BoanTens yCcTponcTea, Ha kotopom pabotaet DHCP-knveHT (onuusi
dhcp 60).

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Oa
Oa

Het
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maBa 3 OnucaHne KomaHp,

Cunoncuc I (config-if)>  ip dhcp client class-id «class)
I (config-if)> no ip dhcp client class-id
AprymeHTbI AprymeHT 3HaueHMe Onucanue
class-id CTpoka HassaHwne nponssoguTens
YCTPOWCTBA.
Mpumep (config-if)> ip dhcp client class-id ZyXEL
Dhcp::Client: ISP DHCP client vendor class is set to "ZyXEL".
MCTOpVIﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.02 [o6GaeneHa komaHnga interface ip dhcp client class-id.

3.23.43 interface ip dhcp client debug

OnucaHue BknounTb 0TNagouHbIN pexum. B 0TnagoyHoOM pexnme B CUCTEMHbIN XXypHan
BbIBOAUTCA NogpobHas nHgopmaumsa o pabote DHCP-knneHTa.

KomaHga ¢ npenkcomMm no oTKNoYaeT OTNAL0YHbIN PEXUM.
Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbIi BBog  Hert
Tun nntepcpenca Ethernet

CuHoncuc I (config-ify>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

Mpumep (config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.

VlCTOpVIH N3MEeHeHUn Bepcuﬂ OnucaHue

2.01 [obGaeneHa komaHga interface ip dhcp client debug.

3.23.44 interface ip dhcp client displace

OnucaHue BbITeCHUTb cTaTuyecknin agpec nHtepdenca interface B cnyvyae ecnu oH
KOHQNMUKTYET C agpecoM, nosydeHHbiM DHCP-knneHToOM OCHOBHOIo nHTEpdeiica.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

[laHHasi koMaHaa BhINOSHSETCA aBToMaTU4ecku npu nogkntoveHnn USB Ethernet
apanTepa. [Nocne aToro NnpoMcxoguT CoXpaHeHne KoHUrypaumm 1 nepesarpyska
YCTPOWCTBA.

KomaHga ¢ npemkCcoM no OTMEHSIET BbITECHEHUE AJ15 yKa3aHHOro nHtepdenca.
Oa

Ja

[a

Ethernet

I (config-if)>  ip dhcp client displace <interface)

I (config-if)> no ip dhcp client displace <interface)

AprymeHT 3HavyeHue OnucaHue

interface Ums Nma nnn nceBgoHum nHTepdenica, Yemn
MHTepgesica |cTaTmyecknn agpec 6yaeT BbITECHEH.

(config-if)> ip dhcp client displace Home
Dhcp::Client: added CdcEthernet® Home displacement.

Bepcus OnucaHue

2.03 HobaeneHa komaHaa interface ip dhcp client displace.

3.23.45 interface ip dhcp client dns-routes

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

Mpumep

BkniounTb aBTOMaTMyeckoe gobaeneHue xocT-mapLpytos o DNS-cepsepos,
nony4yeHHbIx oT DHCP-cepepa. 1o ymonyaHuio BKNIOYEHO.

KomaHaa ¢ npedmKcoM no OTKMYaeT HAaCTPONKY.
[a

Oa

Het

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: Home DHCP client DNS host routes enabled.

112

Keenetic Omni CnpaBo4HMK KOMaH



maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komanaa interface ip dhcp client dns-routes.

3.23.46 interface ip dhcp client fallback

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YcTaHOBUTL 3a4aHHbIN NOMb30oBaTeneM cTaTudeckuin agpec B cnyvae
BO3HWKHOBEHMS ownbok npu pabote DHCP.

Komanpa c I'Ipe(bVIKCOM NO OTMEHAET HaCTpOVIKy, M yCTtaHaBnmBaeTt agpec
0.0.0.0..

Oa
Ja
Het

Ethernet

I (config-if)>  ip dhcp client fallback «type»

I (config-if)> no ip dhcp client fallback

AprymeHT 3HaveHue OnucaHue

type Ctpoka Twun IP-agpeca. B HacTosiLee Bpems
peann3oBaH TONbKO oanH TMN — static.

(config-if)> ip dhcp client fallback static
Dhcp::Client: a DHCP address fallback is static.

Bepcus OnucaHue

2.05 [o6GaeneHa komaHga interface ip dhcp client fallback.

3.23.47 interface ip dhcp client hostname

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

Tun nHtepcpenca

HasHaunTb nms xocTa, kotTopoe otnpaensietcss B DHCP-3anpoce.
KomaHga ¢ npedmkCcom no BO3BpaLLaeT XoCTy UMsi NO YMOMYaHMIO0.
Oa

Oa

Het

Ethernet
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHun

I (config-if)>  ip dhcp client hostname <hostname»

I (config-if)> no ip dhcp client hostname

AprymeHT 3HaveHue OnucaHue

hostname CTpoka Mms xocTa anst HasHaveHus.

(config-if)> ip dhcp client hostname HostName
Dhcp::Client: Home DHCP client hostname is set to HostName.

Bepcus OnucaHue

2.00 [lobaeneHa komaHga interface ip dhcp client hostname.

3.23.48 interface ip dhcp client name-servers

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CunHoncuc

Mpumep

UcTopus nameHeHunmn

VMcnonb3oBaTb agpeca cepsepoB DNS nonyyveHHble no DHCP. Mo ymonyaHuio
aTa (pyHKUUA BKNOYEHA.

KomaHga ¢ npedukcom no 3anpeLlaeT ncnons3osatb agpeca DNS-cepsepos
nonyyeHHsle no DHCP.

[a
[a
Het

Ethernet

I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

(config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komanga interface ip dhcp client
name-servers.

3.23.49 interface ip dhcp client release

OnucaHue

DHCP-knneHT ocBoboxaaeT apenay |IP-agpeca n yxoguT B cnsiwuin pexmm. Ewe
O[lHO BbINOMNHEHME 3TOM KoMaHAbl nepeBoantT DHCP-KNNEHT B pexunm
aBTOMaTtuM4eckoro nonyyeHus IP-agpeca.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

Mpumep

UcTopusa nameHeHun

Het
[a
Het

Ethernet

I (config-if)>  ip dhcp client release

I (config-if)> no ip dhcp client release

(config-if)> ip dhcp client release
Dhcp::Client: IP address released.

Bepcus OnucaHue

2.03 [o6aeneHa komaHga interface ip dhcp client release.

3.23.50 interface ip dhcp client renew

OnucaHue

Mpedomkec no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

DHCP-knneHT ocBobOXaaeT apeHay IP-agpeca n nepexoguT B peXnM NonyvyeHus
HOBOIO.

Het
[a
Het

Ethernet

I (config-if)>  ip dhcp client renew

I (config-if)> no ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

Bepcus OnucaHue

2.03 [obGaeneHa komaHaa interface ip dhcp client renew.

3.23.51 interface ip dhcp client routes

OnucaHue

BkniounTb nonyyeHne mapLupyTos oT npoBangepa (onumm dhep 33, 121, 242).
Mo ymonuyaHuto BkModeHo. B HacTporikax oTobGpaxaeTcst TONbKO € NpeduKCoM
no.

KomaHga ¢ nperKcoM no OTKNYaEeT HACTPOWKY.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Oa
[a
Het
I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

Bepcus OnucaHue

2.05 [o6aeneHa komaHaa interface ip dhcp client routes.

3.23.52 interface ip global

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA,
Tun nHTepdenca

CuHoncuc

AprymeHTbl

YctaHoBUTb AN uHTepderca cBoncTBo «global» ¢ napameTpomM. 3To CBOMCTBO
HeobXoQuMOo ANst YCTaHOBKU MapLupyTa no yMonyaHuio, pabotsl DynDNS-knmeHTa
n NAT. MoxHo npepnctasnaTe global-mHTepderichl, kak BegyLime B rnobasnbHyo
ceTb (B UHTEPHET).

MapameTp cBoKncTBa «global» BnuMseT Ha npuopuTeT nHTepenca B npase
YCTaHOBUTb MapLUpyT Mo ymondaHuo. Yem npuoputet bonblue, TeM xenatenbHee
AN Nonb3oBaTensi BbIXOA B rnobanbHyo CeTb Yepes ykasaHHbIn nHtepdenc. C
MOMOLLBIO NpuopuTETa peanuayeTcs PyHKUNS pe3epBMPOBaHNS NMOAKITHOYEHNS B
nHtepHet (WAN backup) «global».

Mo ymonuyaHuio HacTporKa OTKIYeHa.
KomaHga ¢ npedukcom no ygansiet CBOMCTBO.
Oa

Oa

Het

P

I (config-if)>  ip global «priority»

I (config-if)> no ip global

AprymeHT 3HayeHue OnucaHue

priority UYenoe uucno |lNpuopntet nHtepdenca npu yctaHoBKe
MapLupyTa no ymonyaxuio. Moxet
NPUHUMaTL 3Ha4yeHust oT 1 0o 65534.

116

Keenetic Omni CnpaBo4HMK KOMaH



maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> ip global 10
Interface is set as global.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface ip global.

3.23.53 interface ip mru

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

YcraHoBUTL 3HavyeHne MRU kotopoe 6yaeT nepenaHo yaarieHHOMY yary rnpu
ycTaHoBneHun coeanHenus PPP (IPCP). o ymonyaHuio ncrnonb3yeTcs 3HadeHne
1460.

KomaHga ¢ npenkcoM no OTMEHSIET 4ENCTBME KOMaHAbI.
Ha

Ha

Het

PPP

I (config-ify>  ip mru nru»

I (config-if)> no ip mru

AprymeHT 3HaveHue OnucaHue

mru Lenoe uuncno |MRU 3Ha4veHme.

(config-if)> ip mru 1400

MRU saved.
Bepcus OnucaHue
2.00 [obGaeneHa komaHga interface ip mru.

3.23.54 interface ip mtu

OnucaHue

Mpedukc no

YctaHoBuTh 3HadyeHue MTU Ha ceTeBoM nHTepdeince. MNMpu yctaHoBNEHUN
coegunHeHus no npotokony PPP (IPCP), ynaneHHoMy y3ny ByayT oTnpaBnaTbCs
nakeTbl ykasaHHOro pasmepa MTU paxe ecnu ToT 3anpocun MTU meHbLuero
3HaYeHus.

KomaHaa c npecmkcom no cbpacbiBaeT 3HaveHne MTU Ha To, koTopoe 6bino Ao
nepBOro NPUMEHeHUs KOMaHAbI.

Ja
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca P

CuHoncuc I (config-if)>  ip mtu antu»

I (config-if)> no ip mtu

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
mtu Yenoe uucsno |3HaveHne MTU. MoxXeT npuHMMaTh 3HaYeHNs
oT 64 oo 65535 BKNOUNTENBHO.

Mpumep (config-if)> ip mtu 5000
MTU saved.
MCTOpVISI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.00 [obGaBneHa komaHga interface ip mtu.

3.23.55 interface ip remote

OnucaHue YCTaHOBUTb CTAaTUYECKMI aapec YAaneHHoro yana.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ha

MHorokpaTHbii BBog  Hert
Twun nHtepdpenca PPP

CuHoncuc I (config-ify>  ip remote address»

I (config-if)> no ip remote

AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
address IP-appec Afopec yganeHHoro ysna.
Mpumep (config-if)> ip remote 192.168.2.19

Remote address saved.

MCTOpVISI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [obGaeneHa komaHga interface ip remote.
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maBa 3 OnucaHne KomaHp,

3.23.56 interface ip tcp adjust-mss

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

YcTaHOBUTb OrpaHnMYeHme MakcMasbHOro pasmepa CerMeHTa UCXOASALLNX CECCUN
TCP. Ecnu 3HaueHne MSS, koTopoe nepenaetcsi B norse 3aronoBka SYN-nakeTos,
npeBbIIaEeT 3aaHHoe, KoMaHaa MeHsieT ero. KomaHaa npumeHsieTcst K
NMHTepgency n aencTByeT Ha Bce ucxoasime TCP SYN-nakeTbl.

KomaHga ¢ npedymkCoM no OTMEHSIET AeNCTBUE KOMaHAbI.
Oa

Oa

Het

IP
I (config-if)>  ip tcp adjust-mss (pmtu | inss> )

I (config-if)> no ip tcp adjust-mss

AprymeHT 3HayeHue OnucaHue
pmtu Knwyesoe YCTaHOBUTb BEPXHIO rpaHuuly MSS, paBHyto
C/10BO MUHUMansHoMy MTU Ha nyTu K yganeHHoMy
y3ny.
mss Uenoe uucno |MSS BepxHsia rpaHumua.

(config-if)> ip tcp adjust-mss pmtu
TCP-MSS adjustment enabled.

Bepcus OnucaHue

2.00

HobaBneHa komaHaa interface ip tcp adjust-mss.

3.23.57 interface ipcp default-route

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

VMcnonb3oBaTtb agpec yoaneHHoro yana Kak L3 No YMOMYaHuio.
KomaHga ¢ npedrkcom no 3anpeLaet U3MeHeHUe LWf3a No yMOI4YaHuH.
Oa

Oa

Het

PPP

I (config-if)>  ipcp default-route
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

3.23.58 interface ipcp dns-routes

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopus nameHeHunmn

3.23.59 interface ipcp nhame-servers

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,

Tun nntepcpenca

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface ipcp default-route.

Vcnonb3oBaTb MapLpyTbl nonyyeHHble no /PCP. o ymonyaHuio HacTponka

BKI1lHO4EHa.

KomaHaa ¢ npedukcom no yaansieT HaCTPONKY.

Ja
[a
Het

PPP

I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

(config-if)> ipcp dns-routes

DNS routes enabled

Bepcus OnucaHue

2.02 [o6GaeneHa komaHga interface ipcp dns-routes.

Wcnonb3oBaTb agpeca cepsepoB DNS, nonyyeHHsle no /PCP.

KomaHga ¢ npedmkcom no 3anpeLaeTt ncnonb3oBaTth agpeca cepeepos DNS

nony4veHHble no /PCP.
Oa

[a

Hert

PPP
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maBa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.23.60 interface ipcp vj

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,

Tun nntepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-if)>

ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
Using remote name servers.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHga interface ipcp name-servers.

BkntounTb cxaTtue 3aronoskoB TCP/IP metoqom BaH AkobcoHa.

KomaHga ¢ npenKcomMm no OTKNIYaeT cxaTue.

Oa
[a
Het

PPP

I (config-if)>

ipcp vj [cid]

I (config-if)> no ipcp vj

AprymeHT 3HaveHue OnucaHue
cid KnwyeBoe BkntounTb cxxatne Connection ID B
C/10BO 3aronoBkax.

(config-if)> ipcp vj cid
V] compression enabled.

Network: :Interface: :PPP: done.

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa interface ipcp vj.

3.23.61 interface ipv6 address

OnucaHue

HacTtpouTb IPv6-agpec Ha uHtepdpence. Ecnn ykasaH aprymeHT auto, agpec
HacTpauBaeTcs aBTomaTuyeckn. Beog agpeca BpyuHyto AenaeT ero CTaTuYeckum.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.

Keenetic Omni CnpaBo4HMK KOMaH,

121




Masa 3 OnucaHne KomaHp,

Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpatHbii BBOg [a

Cunoncuc I (config-if)>  ipv6 address («address> | auto)
I (config-if)> no ipv6 address [ <address; | auto]
AprymeHThI AprymeHT 3HaueHne |Onucanue
address IPv6-agpec |Anpec DNS-cepsepa.
auto Kniwyesoe BknounTb AMHAMUYECKOE Ha3Ha4YeHme
CJ10B0 agpeca.
Mpumep (config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.
UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GaeneHa komaHnaa interface ipv6 address.

3.23.62 interface ipv6 force-default

OnucaHue Mcnonb3oBaTb MHTEPdENC B Ka4YeCTBe LWnto3a no ymonyaHuio ansa IPve. Mo
YMOIMYaHUIO MapameTp OTKITHOYEH.

KomaHga ¢ npedukcom no yoansieT HaCTPONKY.
Mpedukc no Oa
MeHsieT HacTpouKu Oa

MHorokpaTHbI BBog  Hert

CuHoncue I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default
Mpumep (config-if)> ipv6 force-default

interface is forced to be the default IPv6 gateway
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.00 [obGaeneHa komaHaa interface ipv6 force-default.

122 Keenetic Omni CnpaBo4HMK KOMaH




maBa 3 OnucaHne KomaHp,

3.23.63 interface ipv6 name-servers

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThI

Mpumep

Uctopusa nameHeHunmn

HacTtponTtb nony4veHue nHpopmaumm ot DNS. Ecnu ykasaH aprymeHT auto ,
Bkntovatotcss DNS-3anpocsl DHCPV6.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Ja
Oa

Het

I (config-if)>  ipv6 name-servers (auto)

I (config-if)> no ipv6 name-servers [auto]

AprymeHT 3HayeHue OnucaHue
auto Knwyesoe BkntounTtb aBTokOHDUrypauuio DNS.
c/oBo

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus OnucaHue

2.00

[obGaeneHa komaHga interface ipv6 name-servers.

3.23.64 interface ipv6 prefix

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHTbl

HactpouTtb generauuio npedukca. Ecnu ykasaH aprymeHT auto , npedukc
3anpalumBaetcs Yepe3 DHCPv6-PD.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
Oa

Het
I (config-if)>  ipv6 prefix ( (prefix; | auto)

I (config-if)> no ipv6 prefix [ «prefix; | auto]

AprymeHT 3HavyeHue OnucaHue

auto Knwyesoe BkniounTb generaumio npedukca.
c/10B0O

prefix Mpegukc YkasaTb npedmKc Bpy4HYH0.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface ipv6 prefix.

3.23.65 interface ipv6cp

OnucaHue

Mpedouke no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb nogaepxky IPv6CP Ha aTane yCTaHOBIEHUSA COEANHEHMS.
KomaHga ¢ npedmkcom no otknoyaet IPv6CP.

Oa

Oa

Het

PPP

I (config-ify>  ipvéecp

I (config-if)> no ipvécp

(config-if)> ipvécp
IPv6CP enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface ipvécp.

3.23.66 interface Icp acfc

OnucaHue

Mpedoumkc no

MeHsieT HacTpOMnKu
MHorokpaTHbIli BBOA,
Tun nHtepcpenca

CuHoncuc

BknounTb cornacoBaHve napameTpoB CXXaTus rosiel KaHarnbHo20 ypoeHsi Address
u Control.

KomaHga ¢ npedmrKkcom No OTKNHYAET AaHHYO OMNUUIO 1 BCe 3anpochl yaaneHHom
CTOPOHBI Ha cornacoBaHne ACFC OTKITOHSAIOTCS.

Oa
Ja
Het

PPP

I (config-if)>  lcp acfc [cid]
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maBa 3 OnucaHne KomaHp,

I (config-if)> no 1cp acfc

AprymeHThI AprymeHT 3HayeHue OnucaHue
cid KnwyeBoe Bkrntountb cxxatne Connection ID B
C/10B0O 3arofioBKax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled.

Network: :Interface: :PPP: done.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.03 [obGaeneHa komaHaa interface Icp acfc.

3.23.67 interface Icp echo

OnucaHue 3apatb npaBuna TecTupoBaHus coeanHernst PPP cpeactesamu LCP echo.
KomaHga ¢ npedmkcom no otkntodaet LCP echo.

Mpedukc no Oa

MeHsieT HacTpouku Oa

MHorokpaTHbii BBog  Hert

Tun nntepcpenca PPP

Cunoncuce I (config-if)>  lcp echo <intervals «count) [adaptive]

I (config-if)> no lcp echo

AprymeHTbI AprymeHT 3HaueHne |Onucanue

interval Uenoe uucno |NHTepean mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeyeHne ykaszaHHOro
WHTepBana BpeMeHu OT yaAaneHHON CTOPOHbI
He 6bin nonyyeH LCP 3anpoc, en byaet
OTMNpaBfeH Takon 3anpoc C OXnagaHnem
oTtBeTa LCP reply.

count Yenoe uucso |KonmyecTBo oTnpaBneHHbIX Noapsag
3anpocoB LCP echo Ha koTopble He Obin
nony4veH oteeT LCP reply. Ecnu count
3anpocoB LCP echo octanuce 6e3 oTBeTa,
coevHeHue OyaeT pa3opBaHo.

adaptive KnwyeBoe Pppd 6ynet otnpaenats 3anpoc LCP echo
CJ10BO TOMbKO B TOM Cryyae, ecnv OT yaaneHHoro
y3na HeT Tpacpuka.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.23.68 interface Icp pfc

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

(config-if)> lcp echo 5 3
LCP echo parameters updated.

Bepcus OnucaHue
2.00 [o6GasneHa komaHaa interface Icp echo.
2.06 HobaeneH napameTtp adaptive.

BkniounTb cornacoBaHue napameTpoB cxaTtusa rnoss Protocol e 3aconoskax PPP.

KomaHnpa c I'Iped)VIKCOM NO OTKITKYaeT AaHHYI onuunio 1 BCe 3arnpochbl yﬂ,aﬂeHHOPI
CTOpPOHbI Ha corflacoBaHne PFC oTknoHsioTcs.

Ja
Oa
Het

PPP

|(conﬁg4n>

lcp pfc [cid]

I (config-if)> no lcp pfc

AprymeHT 3Ha4yeHue OnucaHue
cid Knyesoe Bkntountb cxxatne Connection ID B
CJ10B0 3arornoBkax.

(config-if)> lcp pfc cid
PFC compression enabled.

Network: :Interface: :PPP: done.

Bepcus

OnucaHue

2.03

[obaeneHa komaHga interface Icp pfc.

3.23.69 interface mac access-list address

OnucaHue

Mpedukc no

Hob6asute MAC-agpec B cnucok npasun punbsrpaummn nHtepdeinca. Tun cnucka
AoCTyna ycTaHaBnueaeTcs komaHgow interface mac access-list type.

KomaHga ¢ npedmkcom no yaanset ykasaHHbii MAC-agpec ns ACL.

Ja
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

Oa

[a

Access Point

I (config-if)> mac access-list address (address>

I (config-if)> no mac access-1list address (address»

AprymeHT 3HaveHue OnucaHue
address MAC-appec |MAC-agpec, koTopbli HeoOxoaMmo 4o6aBUTb
B ACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface mac access-list address.

3.23.70 interface mac access-list type

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nutepcpenca

CuHoncuc

AprymeHThI

Mpumep

YcTaHOBUTL TMN cNUcka npasun unsTpaunm nHtepdenca. No ymonyaHuo tmn
He onpepeneH (MPUCBOEHO 3HA4YeHnenone).

Het
[a
Het

Access Point

I (config-if)> mac access-list type (type)

AprymeHT 3HayeHue OnucaHue
type none Tun cnvcka npasun unsTpaunm He
onpegeneHx.
permit B cnucok 6yayT no6aBnsATbCst TONbKO

pa3peleHHble MAC-agpeca.

deny B cnucok 6yayT 0o6aBnsiTbCs TONMbKO

3anpeLueHHble MAC-agpeca.

(config-if)> mac access-list type permit
set access-policy: permit
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface mac access-list type.

3.23.71 interface mac address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

HasHauntb MAC-agpec Ha ykasaHHbIN ceTeBon uHTepdenc. Agpec 3agaetcs B
LecTHaguaTepmyHoM chopmate 00:00:00:00:00:00. KomaHaa nossonset
yCcTaHoBWUTb NGOV afpec, HO NpeaynpexaaeT nonb3oBaTens, ecnm B HOBOM
agpece yctaHoBrneH 6ut «multicast» unm cépoweH 6ut «OUI enforced».

KomaHga ¢ npedmkcom no Bo3Bpallaet nHrepdency ncexoaHsin MAC-agpec.

MpenynpexaeHue: MNameHeHne MAC-agpeca Ha nHTepderice Wi-Fi 3anpeLueHo.

Ja
Oa
Het

MAC

I (config-if)> mac address (address)

I (config-if)> no mac address

AprymeHT 3HauyeHue OnucaHue

mac MAC-appec |Hoebii MAC-agpec nHtepdeiica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA
MAC address saved.

Bepcus OnucaHue

2.00 [lobaBneHa komaHaa interface mac address.

3.23.72 interface mac address factory

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

Tun nHtepdenca

HasHauuTb 3aBoackon MAC-agpec Ha yka3aHHbIN CETEBON UHTEpdENC.
Het

Oa

Het

MAC
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHum

I (config-if)> mac address factory <name»

AprymeHT 3HayeHue ‘Onwcal-wle
name lan WuTepdericy bynet npuceoeH "LAN"
MAC-agpec.
wan WHTepdenicy 6yaet npucoeH "WAN"
MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface mac address factory.

3.23.73 interface mac clone

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CunHoncuc

Mpumep

UcTopusa nameHeHum

MpucesouTb nHTepdency MAC-agpec Bawero K.
Het

[a

Het

MAC, IP
| (config-ify>  mac clone

(config-if)> mac clone
MAC address saved.

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface mac clone.

3.23.74 interface modem connect

OnucaHue

Mpedukc no
MeHsieT HacTpounku

MHorokpaTHbIl BBOA

Moakntounte USB-moaem. MNepen BeINONHEHMEM KOMaHAbI HEO6X0ANMO
WHUUManu3npoBatb MogemMm komaHgorn modem init.

KomaHaa ¢ npedrkcom no npepbiBaeT coequHeHNE.
Ja
Oa

Het
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Masa 3 OnucaHne KomaHp,

Tun nHtepdpenca UsbModem

Cuuoncue I (config-if)>  modem connect ( dial «(phone> | «string»)

I (config-if)> no modem connect

AprymeHTbI AprymeHT 3HayeHue OnucaHue
phone Ctpoka TenedoHHbIN HOMep ansa Habopa.
string CTpoka lMpomnsBonbHasa koMaHaa.
Mpumep (config-if)> modem connect dial *99#

Connect sequence saved.

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga interface modem connect.

3.23.75 interface modem init

OnucaHue [o6aBuTb CTPOKY MHMLMANM3aLmMm Mogema Ha yKkasaHHyH No3uumio cnmcka index.
Mpedukc no Oa
MeHsieT HacTpouKu Ha

MHorokpaTHbii BBog  Hert
Tun nHtepcpenca UsbModem

Cuuoncue I (config-if)>  modem init [ <index» ] «string»

I (config-if)> no modem init [ <index> ]

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
index Lenoe uucno |Mo3numsi, HOMep CTPOKU Ha KOTOPYHO
BCTaBMsAETCA yKasaHHasa CTpoka.
string CTpoka CTpoka uHuumanvsauum mogema.
Mpumep (config-if)> modem init 1 AT+CGDCONT=1,"IP","internet"

Initialization string inserted.

MCTOpVIFl N3MEeHeHun Bepcuﬂ OnucaHue

2.00 [obaeneHa komaHaa interface modem init.
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maBa 3 OnucaHne KomaHp,

3.23.76 interface modem timeout

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3apgartb TamayT nogkIoveHmMs mogemMa. HacTtpowka ncnonb3yetcs gnsi
MeANEeHHbIX MOAEMOB/COEANHEHUN.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa

[a

Het

UsbModem

I (config-if)> modem timeout (timeout)

I (config-if)> no modem timeout

AprymeHT 3HayeHue OnucaHue

Llenoe u4ucno 3HadeHuVe TalmayTa B CeKyHAax.
MoxeT npuHMMaTh 3Ha4YeHns ot 1 oo

600 BKJTHOYUTESNBHO.

timeout

(config-if)> modem timeout 300
Network: :Interface: :UsbModem:
300 seconds.

"UsbModem@": connect timeout is »

Bepcus OnucaHue

2.05

[obaeneHa komaHga interface modem timeout.

3.23.77 interface name

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

HasHauuTb Npomn3BorbHOE NMA ceTeBoMy MHTepdency. K nHtepdency MoxHo
obpawatbcsi N0 HOBOMY MMeHM Kak no ID.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
Oa

Het

I (config-if)>  name <new»

I (config-if)> no name
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HavyeHue OnucaHue

new Crpoka HoBoe nmsa nHtepdeiica.

(config-if)> name Access_Point
Interface renamed.

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface name.

3.23.78 interface peer

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

HasHaunTb ngeHTumKaTop yaaneHHoro yana Kk KoTopomy OyAeT ocyLLecTBNATLCSA
nogkntodeHne PPP. bonee TOYHbIA CMbICIT HACTPOMKM 3aBUCUT OT Tvna
nHtepdgenca. Hanpumep, ana PPPoE komaHaa interface peer 3agaet nms
KOHLeHTpaTopa goctyna, a ans PPTP — nvs yaaneHHoro xocta unu ero IP-agpec.

KomaHaa ¢ npedmKCoM no OTMEHSET HACTPOWKY.
Da

Oa

Het

PPP

I (config-if)>  peer «peer;

I (config-if)> no peer

AprymeHT 3Ha4yeHue OnucaHue
peer Crtpoka MaeHTudukaTop yganeHHom TO4KN
MOAKITHOYEHNS.

(config-if)> peer 111
Core::Configurator: done.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface peer.

3.23.79 interface ping-check profile

OnucaHue

HasHaunTb nHTepdeicy npodunes Ping Check.

KomaHaa ¢ npednKcoM no OTMEHSET HACTPOWKY.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Ja
[a

Het
I (config-if)>  ping-check profile «(profile»

I (config-if)> no ping-check profile

AprymeHT 3HaveHue OnucaHue

profile CTpoka

HasBaHve HazHavyaemoro npocuns.

(config-if)> ping-check profile TEST
PingCheck::Client: added "ISP" to "TEST" profile.

Bepcus OnucaHue

2.04

[o6asneHa komaHaa interface ping-check profile.

3.23.80 interface power

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

YCTaHOBUTb MOLLHOCTL nepegaTtymnka gns pagno-nHrepdencos. MakcmmanbHas
MOLLHOCTb Nnepearymnka orpaHudeHa ero annaparHbiMy BO3MOXHOCTSIMU U
rocygapCTBEHHbIMM 3aKOHaMK 0 paanocessun. [laHHas koMaHaa No3BonsaeT NuLlb
YMEHBLUNTb MOLLHOCTb NepeaatoLLero yCTpOMCTBa OTHOCUTENBHO €ro
MaKCMMaribHOM MOLLHOCTH, C LiENbi BO3MOXHOIO CHUXKEHNSA MOMEX Ans ApYyrnx
YCTPOWCTB B 3TOM [ManasoHe.

Het
Ja
Het

Radio

I (config-if)>  power «power»

AprymeHT 3HaveHue OnucaHue

power Uenoe uucno |MowHocTb nepegartymka B npoueHTax oT

MakcumMmansHon moLyHocTu (oT 1 go 100).

(config-if)> power 90
Power level applied.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa interface power.

3.23.81 interface pppoe service

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ykasatb cnyx6y PPPoE. Ecnu cnyx6a He onpeneneHa, To PPPoE-knueHT Bynet
MOAKMIOYEH K NPOU3BONBHOM cryxbe.

Ja
Ja
Het

PPPoE

I (config-if)>  pppoe service (service;

I (config-if)> no pppoe service

AprymeHT 3HayeHue OnucaHue

service Ctpoka HaseaHue cnyx6bl PPPOE.

(config-if)> pppoe service test
Core::Configurator: done.

Bepcus OnucaHue

2.05 [obGaBneHa komaHaa interface pppoe service.

3.23.82 interface preamble-short

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

Mcnonb3oBaTtb KOPOTKYLO rpeambyiy.
Oa

Ha

Het

Radio

I(config-if)> preamble-short

I (config-if)> no preamble-short

(config-if)> preamble-short
Short preamble enabled.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00

[obGaeneHa komaHga interface preamble-short.

3.23.83 interface rekey-interval

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

YkasaTb nepvog BpeMeHn Mexay aBToMaTUuYeCKUMU U3MEHEHNSIMU CEKPETHbIX
Krnoyen Ans JocTyna K CeTeBbIM YCTPOUCTBAM.

KomaHga ¢ npedrKCom no OTKMYaeT M3MEHEHME KITHYEN.
Oa

Oa

Het

WiFi

I (config-if)> rekey-interval <interval»

I (config-if)> no rekey-interval

AprymeHT 3HaveHue OnucaHue

interval Uenoe uucno |3HaveHune B CeKyHOax nHTepsalia CMeHbl KIlto4a.

(config-if)> rekey-interval 3600
Network::Interface::Rtx::WifiMaster: Rekey interval is 3600 sec.

Bepcus OnucaHue

2.06

[o6GasneHa komaHga interface rekey-interval.

3.23.84 interface rf e2p set

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

M3MeHNTb 3Ha4YeHne SYEKN NaMATM KannmbpoBOYHbIX AaHHbIX, HAXoOsaLWencs no
cMelleHuio offset Ha 3HaveHue value Ansa ykasaHHOro uHtepgenca.

Het
Het
Het

Radio

I (config-ify rf e2p set (offsetr values
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Masa 3 OnucaHne KomaHp,

AprymeHTbI AprymeHT 3HayeHue OnucaHue
offset lecTran prepHoe| CMelleHne sdenkn namatn. MoxeT
yucno npuHUMaTb 3HadyeHna ot 1EQ go 1FE.
value Uecrren preprHoe| HoBOE 3HaYeHue Ans 3anvMcn B S4erky
4yucno namsitu. MoXeT npMHMMaTh 3Ha4YeHus ot 0
0o FFFF.
Mpumep (config-if)> rf e2p set 1f6 0

Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.04 [o6GaeneHa komaHaa interface rf e2p set.

3.23.85 interface security-level

OnucaHue YcTaHoBUTL YpoBeHb Ge30nacHOCTY NS AaHHOro MHTepdeica. YpoBHU
Ge3onacHOCTV onpeaensitoT NIOrMKy paboTbl MEXCETEBOIO 3KpaHa:

» PaspelleHo ycTaHaBnNuBaTb COeANHEHNA B HanpasneHun private — public.

+ 3anpeLLeHo ycTaHaBNMBaTb COEAUHEHUS, MpUXoasLLme Ha nHTepderic public,
T. €. B HanpaeneHun public — private n public — public.

» Camo yCTpOoWnCTBO NPMHUMAET CeTeBbIE NMOAKMYEHMS (paspeLlaeT yrnpaBneHue)
TOSbKO C MHTepdencos private.

* [Mepenava gaHHbIX Mexay nHTepdencamm private Moxet ObiTb paspelueHa
WK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rmobanbHOro napametpa
isolate-private.

* protected uHTepdencol He UMEKT JOCTYNa K YCTPOUCTBY U APYruM
private/protected nogceram, HO OHM MMET AoCTyn K public nHtepdericam
N UHTEPHETY. YCTPONCTBO 0becnevmBaeT 3allmLEHHbIM CETMEHTaM TOSbKO
poctyn k cnyx6am DHCP 1 DNS.

MNpumedaHwue: Mo ymon4yaHuio BCeM BHOBb CO3aHHbIM UHTepdencam
npuceanBaeTcsl ypoBeHb 6e3onacHocTh public.

Cnncku goctyna access-list umetoT 6onee BbICOKUIA NPUOPUTET,
YeM YpOBHM 6E30MacHOCTM, MO3TOMY C MOMOLLIbIO HUX MOXHO
BBOOMWTb AOMOSTHUTENbHbIE NpaBuna unsTpaumm NakeTos.
Mpecduke no Het
MeHsieT HacTpOMKu Oa

MHorokpaTHbii BBog  Hert

Tun uHTepdeinca P
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maBa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

Uctopusa nameHeHumn

I (config-if)> security-level (public | private | protected)

HecmMoTps Ha To, YTO He CyLLecTBYET PYHKLIMM NOMHOMO OTKITKOHYEHMS MEXCETEBOIO
3KpaHa,MOXHO OTKI4YaTb €r0 Ha OTAENbHbLIX HanpasneHusx. Jonyctnm, TpebyeTcs
MOSTHOCTBIO pa3peLLnTb Nepegady AaHHbIX MeX4y «AOMallHen» ceTbio Home n
rmobanbHon ceTbto PPPOEO. [1ns aTOro 06omMm nHTepdericam Hy>kHO Ha3HaunTb
ypoBeHb Be3onacHocTn private n oTknounTb PyHKUMIO isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOE@ security-level private
(config)> no isolate-private

MpumevaHne: MexceTeBow aKkpaH 1 TpaHCNauusa agpecoB — pyHKUMK,
npegHasHavyeHHble Ans peleHns NPUHLMNManbsHO PasHbiX
3agad. Brntowernne NAT mexay nHtepdericamm Home n PPPoEO
B KOHMrypauum, nokasaHHOW Bbille, He 3aKpbiBaeT 4OCTYN B
ceTb Home co cTopoHbl rnobanbHow ceTun. [daxe npu
BKIMOYEHHOW TpaHCMSLUMN aapecoB koMaHaon ip nat Home
naketbl n3 PPPoEQ ByayT cBo6oAHO NnpoxoauTb B ceTb Home.

Bepcus OnucaHue
2.00 [o6GaeneHa komaHaa interface security-level.
2.06 [o6GasneH napameTp protected.

3.23.86 interface speed

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CunHoncuc

AprymeHThl

HactpouTb ckopocTb Ethernet nHtepderica. Mo ymonyaHuio 3agaHo 3HaYeHune
auto.

KomaHpa ¢ npemkcom no Bo3BpaLlaeT 3Ha4YeHme MO YMOMYaHUIo.
Oa

[a

Het

Ethernet

I (config-if)>  speed (speed»

I (config-if)> no speed

AprymeHT 3HaveHue OnucaHue
speed 10 10 M6uT/c.
100 100 M6wurT/c.
1000 1 6urt/c.
auto ABTOMaTM4YecKasa HacTporka CKOPOCTMU.
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Mpumep

Uctopusa nameHeHun

(config-if)> speed 1000
Network::Interface::Ethernet: Speed set to 1000.

Bepcus OnucaHue

2.06.B1 [o6GasneHa komaHaa interface speed.

3.23.87 interface ssid

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTtopusa nameHeHun

YkasaTb nmsi 6ecrniposogHor cetu (SSID) ansa nHtepdenco «becnpoBogHasi
CTaHUMA» N «ToYKa AocTyna». B 3aBUCMMOCTM OT TUNa uHTepdenca aHayeHne
SSID obpabatbiBaeTcs No-pasHoOMy.

» [na Touykm poctyna SSID — Heobxoanmasa HacTporika, 6e3 KOTOpor OHa He
6y/:|,eT NPUHUMATb NOAKIMOYEHUA.

» [nsa ctaHumm SSID onpepgensier, K kakow To4Ke JocTyna oHa byaeT
noakntodaTbes. bes sagaHHoro SSID cTaHUMA MOXeT NogKnio4nTLCS K o0omn
[OCTynHon 6ecnpoBOAHON CETU MO CBOEMY YCMOTPEHMIO.

KomaHga ¢ npeukcom no yganaeTt HaCTPONKY.
Oa

[a

Het

SSID

I (config-if)>  ssid (auto | «<ssid>)

| (config-if)> no ssid

AprymeHT 3HaveHue OnucaHue

ssid Ctpoka Nmsa 6ecnposogHon cetn (SSID).

auto KnoyeBoe SSID 6ygeTt HazHa4yeH aBTOMaTUYECKN.
CJ/10BO

(config-if)> ssid WIRELESS

SSID saved.
Bepcus OnucaHue
2.00 JobaeneHa komaHga interface ssid.
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maBa 3 OnucaHne KomaHp,

3.23.88 interface switchport access

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

YcraHoButb naeHtudpmkatop VLAN Ha nopTy ans paboTbl B pexmume gocTyna.
Paspeluaet nepegady kagpoB ykasaHHoro VLAN B NOpT v BKAOYaeT yaaneHue
mapkepa VLAN n3 nepegaBaembiX Kagpos.

KomaHaa ¢ npedukcom no yaansieT HaCTPONKY.
Oa

Oa

Het

Port

I (config-if)>  switchport access vlan «vid)

I (config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnucaHue

vid Yenoe uucno |Naentndukatop VLAN docmyna. Moxet
NpUHUMaTbL 3HadveHus ot 1 go 4094
BKIHOYUTENBHO.

(config-if)> switchport access vlan 1
Network: :Interface: :Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa interface switchport access.

3.23.89 interface switchport friend

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

HactpouTb ogHoHanpasneHHbl VLAN ans rpynnosoro Tpadduka B 4ONOMHEHNe
kK VLAN docmyna. MopT MoxeT 6bITb YacTbio ogHoro VLAN docmyna. KomaHaa
BKIMIOYAET nepeapecauunio ncxogsuero tpaduka c gpyroro VLAN docmyna
(HasbiBaemoro "friend"). MakeTbl "friend" nepepatoTcsa 6e3 Tera.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa

[a

Het

Port
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CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

I (config-if)>  switchport friend vlan «vid,

I (config-if)> no switchport friend vlan

AprymeHT 3HaveHue OnucaHue

vid UYenoe uucno |Waentndukatop "friend" VLAN. MoxeT
npuHMMaTh 3HadeHust ot 1 oo 4094
BKIHOUUTENBHO.

(config-if)> switchport friend vlan 2
Network::Interface::Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

Bepcus OnucaHue

2.06 [obGaeneHa komaHga interface switchport friend.

3.23.90 interface switchport mode

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA
Tun nHTepdenca

CuHoncuc

AprymeHTbl

YcTaHoBUTb pexnm access unu trunk gnsa seibpaHHoro VLAN. Mo ymonyaHuto
YCT@HOBIIEH PEXUM access.

KomaHaa ¢ npecrKComM no yCTaHaBNUBAET 3HAYEHME MO YMOSTYAHWIO.
Oa

Oa

Het

Port

I (config-if)>  switchport mode [ (access [q-in-q] ) | trunk]

I (config-if)> no switchport mode

AprymeHT 3HauyeHue ‘OnwcaHMe

mode access BkntounTb pexxum goctyna VLAN, To ecTb
TaKoW pexum, Korga Yepes nopt nepegaroTcs
TOINMbKO HEMapKUPOBaHHble Kaapbl. Ha
BXxofgsume kagpbl ctaButca mapkep PVID,
ycTaHoBreHHbI komaHgon switchport
access. [MopT ABnsieTcs BbIXOAHLIM TONbKO
ans VLAN c wgeHtndukatopom PVID. MNpu
nepegadve kagpos B nopt, mapkep VLAN c
HUX CHMMaeTCS.

trunk BkMounTb pexnm MynbsTUNIEKCUPOBaHUS
VLAN, korga 4Yepes nopT nepegaroTcs Kagpbl,

npuHagnexatwune Heckonbkum VLAN. Mpn
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Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue

3TOM KaXkabllh Kagp NomMeYyeH MapKepoM.
Cnucok ngentudukatopon cetenn VLAN, B
KOTOpble BXOOUT NMOpT, yCTaHaBNMBaETCA
komaHgon switchport trunk.

g-in-q Knwyesoe BknounTb ABOMHOE TermpoBaHue.
c/10BO

(config-if)> switchport mode access
Network::Interface::Switch: "FastEthernet0/1": access mode »
enabled.

Bepcus OnucaHue

2.06 [obaeneHa komaHga interface switchport mode.

3.23.91 interface switchport trunk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHTepdenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

[o6asuTtb nopt Bo VLAN. Paspeumnts npnem n nepegavy KagpoB YkasaHHOro
VLAN B nopt, npudem mapkep VLAN 13 nepefasaeMbix KagpoB He yaanseTcs.
B pexume trunk gonyckaetcst godaeneHne noprta B Heckorbko VLAN.

KomaHga ¢ npedukcom no yganset nopt n3 ykasaHHoro VLAN. Ecnu
ncnonb3oBaTb KoMmaHay 6e3 aprymeHToB, nopT 6yaeT yaaneH us Bcex VLAN.

Ja
Oa
Ha
Port

I (config-if)>  switchport trunk vlan «vid»

I (config-if)> no switchport trunk vian|[vid]

AprymeHT 3HaveHue OnucaHue

vid Uenoe uucno |oeHtudukatop VLAN. [lnanasoH
JOoNyCTUMbIX 3HaYeHun — oT 1 go 4094.

(config-if)> switchport trunk vlian 100
Network: :Interface: :Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHue

2.06 [obGaeneHa komaHaa interface switchport trunk.
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Masa 3 OnucaHne KomaHp,

3.23.92 interface traffic-shape

YcTaHOBUTb Npeaen CKOpoCTM Nepedayn gaHHbIX Ans yKa3aHHOro nHTepdenca
B 06e CTOpOHbI. 10 yMOnYaHmo CKOPOCTb HE OrpaHuYeHa.

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.

[a
[a

Het

I (config-if)>  traffic-shape rate (rate»

I (config-if)> no traffic-shape

AprymeHT

3HauyeHue

OnucaHue

rate

Lenoe w4ucrno

3HayeHne CKOpOCTM Nepeaayn SaHHbIX B
KbuTt/c. OrpaHnyeHune JomkHo 6biTh B
OunanasoHe ot 64 Kéut/c go 1 'out/c.

(config-if)> traffic-shape rate 800

TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

Bepcus OnucaHue

2.05 [obGaeneHa komaHaa interface traffic-shape.

3.23.93 interface tsp

OnucaHue

Mpedukc no

MeHsieT HacTpPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca
BxoxpeHue B rpynny

CuHoncuc

Ooctyn k rpynne koMmaHg Ans Hactpounkn TSP.

KomaHga ¢ npedmkcom no otknoyaet TSP.

Oa

[a

Hert
TunnelSixInFour

(config-if-tsp)

I (config-if)>  tsp

I (config-if)> no tsp

142

Keenetic Omni CnpaBo4HMK KOMaH



maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa interface tsp.

3.23.93.1 interface tsp password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

UcTopusa nameHeHun

HasHaunTb naponb anga goctyna vepes TSP.
KomaHga ¢ npedmkcom no yaanseT naposb.
Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  password (password»

I (config-if-tsp)> no password

AprymeHT 3HauveHue OnucaHue

password Crpoka Maponb TSP.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface tsp password.

3.23.93.2 interface tsp prefix-length

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

YkasaTb Heobxoaumyo anuHy npedukca.
KomaHga ¢ npeuKCcomM no OTMEHSIET HACTPOMKY.
Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  prefix-length <length»

I (config-if-tsp)> no prefix-length

AprymeHTr 3HayeHue OnucaHue

length Yenoe uucno |QnuHa npedukca. MoxeT npyHMMaTh TOMNbKO

3HavyeHus 48, 56 nnu 64.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface tsp prefix-length.

3.23.93.3 interface tsp server

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

UcTopusa nameHeHun

IPv4-appec cepBepa, NonyyeHHbIN OT TYHHENBHOro cepsuca.
KomaHga ¢ npedumkcom no yaanset IP cepsepa.

Ja

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  server ¢server)

I (config-if-tsp)> no server

AprymeHT 3HauveHue OnucaHue

server IPv4-apgpec |IPv4-agpec cepsepa.
Bepcus OnucaHue

2.00 [obGasneHa komaHaa interface tsp server.

3.23.93.4 interface tsp user

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

144

YkasaTb MMsi nonb3oBaTtens ansa gocryna vyepes TSP.
KomaHga ¢ npedmkcom no yganset ums.

Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  user cuser»

I (config-if-tsp)> no user

AprymeHT 3HayeHue OnucaHue

user CTpoka JlornH TSP.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00

[obGaeneHa komaHga interface tsp user.

3.23.94 interface tx-burst

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Uctopus nameHeHumn

BkniounTb arperauyuto naketos Ha yposHe Wi-Fi gpansepa (Tx Burst). No
YMOMYaHUIO NapameTp OTKITOYEH.

KomaHaa ¢ npeduKcomM no OTKMYaeT HAaCTPONKY.
Oa
Oa

Het

| (config-if)>  tx-burst

I (config-if)> no tx-burst

(config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.

Bepcus OnucaHue

2.07

JobasneHa komaHga interface tx-burst.

3.23.95 interface tx-queue

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

YcTaHOBUTL pa3mep oYepeamn UCXOOALLUX NaKeToB Ha nHTepdpence. Mo ymonyanuio
ycTaHoBneHo 3HaveHne 1000.

KomaHga ¢ npedurKcom no yCTaHaBnUBaET 3HAYEHME MO YMOMYaHWIO.
Ja
Oa

Het

I (config-if)>  tx-queue (length,

I (config-if)> no tx-queue

AprymeHT 3HaveHue OnucaHue

length

Uenoe uucno |OnnHa ovepenm B npegenax ot 0 go 65536.
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Mpumep

Uctopusa nameHeHun

(config-if)> tx-queue 255
Tx queue length saved.

Bepcus OnucaHue

2.02 [obGasneHa komaHaa interface tx-queue.

3.23.96 interface up

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BknounTb ceTeBon MHTEpPENC 1 3anucatb B HACTPOMKM COCTOSIHUE «Up».

KomaHaa ¢ npeduKcom no OTKMYaeT CeTeBOW MHTepdEnC 1 yaansaeT «up» ns3
HacTpoek. Takke MoxeT OblTb MCMONb3oBaHa koMaHaa interface down.

Oa

Ja

Het

I (config-if)>  up

I (config-if)> no up

(config-if)> up
Interface enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface up.

3.23.97 interface usb apn

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

HasHaunTtb nmsa Toukm goctyna (APN) ans USB-mogema B NDIS pexuvme. Mogem
nepesarpy>aetcs nocre NpUMMeHeHUs KoMaHabl.

KomaHga ¢ npeunkcom no ygangeTt HaCTPONKY.
Oa

Ja

Het

Usb

I (config-if)>  usb apn apn»

| (config-if)> no ush apn
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AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

apn CTpoka HassaHue Touku gocTtyna.

(config-if)> usb apn internet
Core::Configurator: APN saved

Bepcus OnucaHue

2.04 [obGaeneHa komaHga interface usb apn.

3.23.98 interface usb device-id

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

Hob6asuTb MHpopMmaumio o Mogenu u npoussoautene USB-moaema B nHTepdeiic.
OT0 HeOOX0AMMO AN NPUBSI3KM MogeMa K UHTepdency.

Ecnu ectb unTepdenc UsbModem[N] ¢ coBnagatowmm DevicelD, 1o npu
NOOKMYEHN Mogema NponsonaeT aBToMaTnyeckasi NpUBS3Ka ero K MHTepdency.
Ecnu Takoro nHTtepderica Het, oH BygeTt co3aaH aBTomatudeckm ¢ DevicelD
NOAKIIOYEHHOIO Mogema.

KomaHga ¢ npedmkcom no ygansiet HaCTPOMKY.
Oa

Ja

Het

Usb

I (config-if)>  usb device-id «vendor, tmodel)

I (config-if)> no usb device-id

AprymeHT 3HauyeHue OnucaHue
vendor Crtpoka NHdopmanmsa o npomssoaunTene.
model Crpoka MHopmaums o mogenu mogema.

(config-if)> usb device-id 12d1 1001
Device ID saved.

Bepcus OnucaHue

2.00 [lobaeneHa komaHaa interface usb device-id.
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Masa 3 OnucaHne KomaHp,

3.23.99 interface usb power-cycle

OnucaHue OTkNOYNTb NMTaHME Ha usb-mogeme Ha 3agaHHbIV NPOMEXYTOK BpeMeHu. JTa
yHKUMSA ncnonb3yeTcsa Ang annapatHoro copoca usb-mogema B criyyvae
3aBUCaHUA.

Mpedoumke no Het

MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert
Tun nntepcpenca Usb

CuHoncuce I (config-if)>  usb power-cycle (pause)

AprymeHTbI AprymeHT 3HayeHue OnucaHue
pause Lenoe 4ucsno |[TpoMexyTok BPEMEHWN OTKIIOHYEHMS
usb-mogema B MUNnMCEKyHOaXx.

Mpumep (config-if)> usb power-cycle 3000
Core::Configurator: done.

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.03 [obGasneHa komaHaa interface usb power-cycle.

3.23.100 interface wmm

OnucaHue Bkntounte WMM Ha nHTepdence.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun nHTepcpenca Access Point

Cunoncuce I (config-if)>  wmm

I (config-if)> no wmm

Mpumep (config-if)> wmm
WMM extensions enabled.

MCTopMﬂ N3MEeHeHun Bepcuﬂ OnucaHue

2.00 [obaBneHa komaHaa interface wmm.
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maBa 3 OnucaHne KomaHp,

3.23.101 interface wps

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BkntounTb dyHKumoHanbHocTe WPS.
Oa

Ja

Het

WiFi

I (config-if)>  wps

I (config-if)> no wps

(config-if)> wps
WPS functionality enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface wps.

3.23.102 interface wps auto-self-pin

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHutepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

Bkntounts pexxum WPS auto-self-pin. o ymonyaHuio pexxum auto-self-pin BkrroyeH.
KomaHaa ¢ npedukcom no OTKIYaET 3TOT PEXUM.

Oa

Oa

Het

WiFi

I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

(config-if)> wps auto-self-pin
Network: :Interface::Rtx::Wps: an auto self PIN mode enabled.

Bepcus OnucaHue

2.04 [obGaeneHa komaHga interface wps auto-self-pin.
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3.23.103 interface wps button

Hauatb npouecc WPS ¢ ncnonb3oBaHnem KHonku. MNpouecc Anntca 2 MUHYTHI,
U MEHbLLE, eCNU COEAMHEHME YCTAaHOBMEHO.

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

Het
Het
Het

WiFi

I (config-if)>  wps button «direction,

AprymeHT 3HayeHue OnucaHue
direction send OtnpaButb HacTporku Wi-Fi.
receive MonyunTts HacTpownkun Wi-Fi ot Keenetic Omni.

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcus

OnucaHue

2.00

[o6GasneHa komaHaa interface wps button.

3.23.104 interface wps peer

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Hauatb npouecc WPS ucnonb3ysi PIN yganeHHoro ysna. Npouecc gnutes 2
MWHYTbI, UMM MEHbLLE, eCN COeQUHEHNE YCTaHOBIEHO.

Het
Het
Het

WiFi

I (config-if)>  wps peer «directions «pin»

AprymeHT 3HayeHue ‘Onwcal-wle
direction send OtnpaButb HacTporku Wi-Fi.

receive MonyunTtb HacTpownku Wi-Fi ot Keenetic Omni.
pin Crtpoka ‘P|N-KOD, yaaneHHoro yana.
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maBa 3 OnucaHne KomaHp,

Mpumep (config-if)> wps peer receive 99586683
Receiving WiFi configuration process started (peer PIN mode).

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.04 [o6GasneHa komaHaa interface wps peer.

3.23.105 interface wps self-pin

OnucaHue Hauatb npouecc WPS ucnonb3ys PIN ycTpoincTsa. [Npouecc Anntca 2 MUHYTHI,
UNN MeHbLLUEe, ecrn CoegUHEHNe YyCTaHOBIEHO.

Mpedoumkec no Het
MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
Tun nHtepcpenca WiFi

Cunoncuc I (config-if)>  wps self-pin «direction»

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
direction send OtnpaButb HacTporku Wi-Fi.
receive MonyunTts HacTpownkun Wi-Fi ot Keenetic Omni.
Mpumep (config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 HobaeneHa komaHga interface wps self-pin.

3.24 ip arp

OnucaHue 3apatb cTatuyeckoe conoctaerneHne mexay I[P 1 MAC agpecamu ansi XocTos,
He nogaepXuBarowmx guHamudeckun ARP.

KomaHga ¢ npedmkcom no ygansiet 3anucbk n3 tabnuusl ARP. Ecnv BbINOMHWTL
KomaHay 6e3 aprymeHToB, BeCb cnucok 3anucenn ARP OygeT ouuLueH.

Mpedukc no Oa
MeHsieT HacTpoOMKuM [a
MHorokpaTtHbii BBog [a

CuHoncuc I (config)> ip arp «ip> mac»
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Masa 3 OnucaHne KomaHp,

I (config)> no ip arp[«ip»]

AprymeHTbl AprymeHT 3HayeHue OnucaHue

ip IP-agpec IP-agpec B Buae 4eTbipéx
OECATUYHbBIX Yncen, pa3aenéHHbIX
TOYKaMu, COOTBETCTBYOLLMI
nokanbHOMY afpecy.

mac MAC-apgpec MAC-agpec B B1Ae WecTu rpynn
LWecTHaauaTepuYHbIX Lmdp,
pasferneHHbIX ABOETOUUAMU.

Mpumep (config)> ip arp 192.168.93.52 00:A0:CC:23:AF:4A
Network: :ArpTable: Static ARP entry saved.

MCTOpMﬂ N3MeHeHUNn Bepcuﬂ OnucaHue
2.00 [obGaBneHa komaHaa ip arp.
3.25 ip dhcp class
OnucaHue JocTyn K rpynne komaHg Ans HacTponkn BeHgop-knacca DHCP (60 onums). Ecnn

Knacc BeHOOpOB He HanaeH, KoMaHaa NbiTaeTcs ero co3nathb.
KomaHga c npedukcom no yganseT BelOpaHHbIV Knacc.
Mpedukc no Oa
MeHsieT HacTpoMnKu Het
MHorokpaTHbii BBog [a

BxoxpeHue B rpynny  (config-dhcp-class)

Cunoncuc I (config)>  ip dhcp class «class)

I (config)> no ip dhcp class «class»
AprymeHTbI AprymeHT 3HaueHue Onucaxue

class CTtpoka HassaHue BeHOoOp-knacca.
Mpumep (config)> ip dhcp class STB-ZyXEL

Dhcp::Server: Vendor class "STB-ZyXEL" has been created.

UcTopus usmeHeHut  (Bepcus OnucaHue

2.00 [o6GasneHa komaHga ip dhep class.

152

Keenetic Omni CnpaBo4HMK KOMaH




maBa 3 OnucaHne KomaHp,

3.25.1 ip dhcp class option

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YkasaTb 3HauyeHue onumm 60 aAns NnpucBoeHnst BEHZOp-Knacca.

KomaHga ¢ npedunkcom no yaanser ykasaHHbI Knacc.

Ja
[a
Oa

I (config-dhcp-class)>

option (number; hex «data»

I (config-dhcp-class)> no option (number;

AprymeHT 3HavyeHue OnucaHue

number Uenoe uucno |Homep onumu. Cervac Ucnonb3yeTcsi TONbKO
3Ha4yeHue 60.

data CTpoka 3HayeHue onuuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus

OnucaHue

2.00

[o6GaeneHa komaHnga ip dhcp class option.

3.26 ip dhcp host

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIli BBOA

CuHoncuc

HacTpouTb cTtatuyeckyto npusasky IP-agpeca k MAC-agpecy xocta. Ecnu xoct
C YKa3aHHbIM MMEHEM He HaleH, KOMaHAa nelTaeTcs ero co3patb. Ecnn
yKasaHHbI IP-agpec He BXOAMT B AMAna3oH HX OQHOTO Myra, KoMaH4a COXPaHUTCS
B HacTpoiKkax, Ho Ha paboty cepeepa DHCP He nNoBnusier.

KomaHga no3sonsiet nomeHsaTe MAC-agpec, OCTaBuB NMpeXxHee 3Ha4YeHne
IP-agpeca, 1 HaobopoT — NomeHsTb IP-agpec, ocTaBuB NpexHee 3HadeHne

MAC-agpeca.

KomaHga ¢ npedmkcom no yaansieT XocT.

Ja
[a
Oa

I (config)>

ip dhcp host chost> [mac ][ ip]

I (config)> no ip dhcp host <host)
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Masa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HavyeHue OnucaHue
host CTpoka Mpon3BONbLHOE UMS XOCTa, UCMONb3YeTCst
ans nogeHtndmkaumm napsl MAC-IP B
HacTpoWnKax.
mac MAC-agpec MAC-agpec xocTa ans cratuy4eckomn

npusasku |IP-agpeca. Ecnun He ykasaH,
3HayeHune bepeTcs u3 npeablgyLlen
HaCTPOWKM.

ip IP-appec IP-agpec xocTa. Ecnu He ykasaH, 3Ha4eHune
BepeTca U3 npegbiayLLen HaCTPONKK.

Mpumep (config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GaeneHa komaHga ip dhcp host.

3.27 ip dhcp pool

OnucaHue HocTtyn k rpynne komang ans Hactporikn DHCP-nyna. Ecnn nyn He HangeH,
KOMaHaa nbiTaeTcs ero cosaatb. [nsa nyna 3agaetcsa cnmcok DNS-cepsepoB
(komaHga dns-server), W03 No ymonyaxuio (komaHga default-router) n Bpems
apeHabl (komaHaa lease), a Takke AnanasoH AMHamuyeckux IP-agpecos (komaHaa
range).

lMocne HacCTPOWKKM NyrioB HEOOXOAMMO BKIHOUMTL cny6y DHCP ¢ nomoLLbto
kKomaHabl service dhcp.

MoxHo cosaatb He Bonblue 32 nynos. MakcumanebHasa AnuHa nMeHn nyna — 64
cumBona.

MpumeyaHwne: B TekyLLen Bepcun cuctemMbl peanu3oBaHa Nnogaepxka He
©onee ogHoro nyna Ha nHTepgenc. [ns KoppekTHon paboThl
cepsepa DHCP TpebyeTcs, 4Tobbl AnanasoH IP-agpecos,
YCTaHOBIIEHHbIV KOMAHAOW range, NpUHagnexan cetu,
HacTpoeHHoM Ha ogHoM u3 Ethernet-uHtepdencos ycTporncTaa.

KomaHga ¢ npedukcom no ygander nyn.
Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog [a
BxoxgeHue B rpynny  (config-dhcp-pool)

Cunoncuc I (config)>  ip dhcp pool name»
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maBa 3 OnucaHne KomaHp,

I (config)> no ip dhcp pool <name>

AprymeHTbI AprymeHT 3HayeHue OnucaHue
name Ctpoka Nmsa nyna DHCP.
Mpumep (config)> ip dhcp pool test_pool

pool "test pool" has been created.

MCTOpMﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obaeneHa komaHaa ip dhcp pool.

3.27.1 ip dhcp pool bind

OnucaHue MpuBasatb Nyn K ykasaHHOMY UHTepdENCy.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Ethernet

Cunoncuc I (config-dhcp-pool)>  bind cinterfaces

I (config-dhcp-pool)> no bind <interfaces

AprymeHTbI AprymeHT 3HaveHue OnucaHue
interface Ums lMonHoe umsa uHTepdenca unm NCeBaoHNM.
MHTEepderica
Mpumep (config-dhcp-pool)> bind FastEthernet0/Vlan2

pool "test pool" bound to interface FastEthernet@/Vlan2.

MCTOpVISl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [o6aeneHa komanga ip dhcp pool bind.

3.27.2 ip dhcp pool class

OnucaHue HocTtyn k rpynne koMaHg 4N HacTporikmn BeHaop-knacca DHCP BbiGpaHHoro nyna
agpecoB. Ecnu knacc BeHOOPOB He HaleH, KoMaH4a MbITAeTCA ero co3aaTtb.

[ns koppekTHOW paboTbl MMA Kracca A0MKHO BbiTb TakMM e, Kak 1 B KOMaHAae
ip dhcp class.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

KomaHpaa ¢ npedukcom no yaansiert BolbpaHHbIi knacc.
[a

Oa

Ja

(config-dhcp-pool-class)

I (config-dhcp-pool)>  class «class)

I (config-dhcp-pool)> no class «class>

AprymeHT 3Ha4yeHue OnucaHue

class Ctpoka HasBaHue BeHgop-knacca.

(config-dhcp-pool)> class STB-ZyXEL
Dhcp::Server: Vendor class "STB-ZyXEL" has been created.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ip dhep pool class.

3.27.2.1 ip dhcp pool class option

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

YCcTaHOBUTb JONOMNHUTENbHbIE onumn ana DHCP knvueHTa B criy4yae cCoBnaaeHu s
BEeHAOp-knacca.

KomaHaa ¢ npedurKkcom no yaansieT ykazaHHyo Onuuio.
[a
Ja
Oa

I (config-dhcp-pool-class)>  option <number; <types «data»

I (config-dhcp-pool-class)> no option <number;

AprymeHT 3HavyeHue OnucaHue
number 6 Onumsa 6, DNS-cepsep.
42 Onuus 42, NTP-cepsep.
43 Onuwus 43, nogpobHasa nHdopmaums o
npoussoauTerne.
type ip Tun aprymeHTa data — IP-agpec. O1oT Tmn He
ncnonb3yeTcs ansa onuum 43.
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue
hex Tun aprymeHTa data — wecTHaguaTepuyHoe
yucno.
data CTpoka 3Ha4yeHne onuun.

(config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.

Bepcus OnucaHue

2.00 [obaeneHa komaHga ip dhcp pool class option.

3.27.3 ip dhcp pool debug

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CunHoncuc

UcTopusa nameHeHun

HobaBnTb 0TNagoYHble COOOLEHMS B CUCTEMHBIN XKypHan. [1o ymonyaHuio
HacTpoOMKa OTKMYEHa.

KomaHga ¢ npedunkcomM no oTKMoYaeT oTnaaky.
Ja
Oa

Het

I(config-dhcp-pool)> debug

I (config-dhcp-pool)> no debug

Bepcus OnucaHue

2.01 [o6GasneHa komaHaa ip dhep pool debug.

3.27.4 ip dhcp pool default-router

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Hactpoutb IP-agpec wnto3a no ymonyanuio. Ecnu He ykasaH, To byger
Ncnonb3oBaTbCs agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHom
aBTOMaTM4ecku Ang 3agaHHoro gvanasoHa range.

KomaHaa ¢ npeuKcom no OTMEHSIET HACTPOMKY.
Oa
Ha

Het

I (config-dhcp-pool)>  default-router <address»
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

I (config-dhcp-pool)> no default-router

AprymeHT

3HavyeHue OnucaHue

address

IP-agpec Appec wnto3a no yMonyaHuto.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

Bepcus

OnucaHue

2.00

[obaeneHa komaHga ip dhcp pool default-router.

3.27.5 ip dhcp pool dns-server

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

HactpouTtb IP-agpeca cepeepoB DNS. Ecnu He ykasaH, To OygeT ncnonb3oBatbes
agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHoM aBTOMaTUYECKN
AN 3a4aHHOro AuanasoHa range.

KomaHga ¢ nperkcoM no OTMEHSIET HACTPOMKY.

Oa
Oa

Het

I (config-dhcp-pool)>  dns-server address1 [ address?2 ]

I (config-dhcp-pool)> no dns-server

AprymeHT 3HayeHue OnucaHue
addressl IP-agpec Anpec nepsuyHoro DNS-cepBepa.
address? IP-agpec Appec sTopuyHoro DNS-cepsepa.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus

OnucaHue

2.00

[ob6aeneHa komaHga ip dhcp pool dns-server.

3.27.6 ip dhcp pool domain

OnucaHue

YkasaTb JOMEHHOE UMs, KOTOpPOE KINMMEHT OO0JKEH NCNonb3oBaTtbh Npu paspeLlleHnin

nmeH vyepes DNS (option 15).
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.27.7 ip dhcp pool enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHun

3.27.8 ip dhcp pool lease

OnucaHue

KomaHga ¢ npedmnKCoM no OTMEHSET HACTPOWKY.

[a
Oa

Het

I (config-dhcp-pool)>

I (config-dhcp-pool)> no domain

domain <domain»

AprymeHT

3HayeHue

OnucaHue

domain

Crpoka

JlokanbHoe JOMEHHOE UMS.

(config-dhcp-pool)> domain zyxel.ru
Dhcp::Pool: Domain option has been saved.

Bepcus

OnucaHue

2.05

[o6aeneHa komaHga ip dhcp pool domain.

HauaTb ncnonwb3osatb nyn B cucteme.

Komanpa c I'Ipe(*)VIKCOM No OTKITHOYaeT UCnosib3oBaHme nyna.

[a
Oa

Het

I(config—dhcp—pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

Bepcus

OnucaHue

2.03

Hobasnena komaHga ip dhcp pool enable.

Hactpoutb Bpemsi apeHab! IP-agpecos nyna DHCP.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

KomaHga ¢ npedunkcomM no ycTaHaBnNMBaeT 3Ha4YeHne No yMonyaHuio, paBHoe
86400 cekyHq,.

Oa
[a

Het

I (config-dhcp-pool)>  lease (lease»

I (config-dhcp-pool)> no lease

AprymeHT 3HauyeHue OnucaHue

lease Llenoe 4ucsno |Bpems apeHabl B cekyHOax.

(config-dhcp-pool)> lease 100500
pool "test pool" lease has been changed.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHnga ip dhcp pool lease.

3.27.9 ip dhcp pool range

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

HacTpouTb AnanasoH AnHaMmyeckux agpecos, BoiaaBaembix DHCP-knneHTam
HekoTopow noaceTu. [lnanasoH 3agaeTcs HayYanbHbIM U KOHEYHbIM IP-agpecom,
nnbo HavanbHbIM agpecom u pasamepom. CeTeBon nHTEpdenc, K KoTopomy byayT
NPVMMEHEHbI HAaCTPOWKKM, BbIbDMpaeTcst aBTomaTudecku. Agpec BblopaHHOro
nHTEepdpenca ncnonb3yeTcst B kKa4ecTsBe LWo3a no ymonyanuio u DNS-cepsepa,
ecnun He 3agaHbl apyrue agpeca komangamu ip dhep pool default-router u ip
dhcp pool dns-server.

KomaHpa ¢ npeukcom no ygandet gnanasoH.
Oa
Ja

Het

I (config-dhcp-pool)>  range <begins ( <end» | <size»)

I (config-dhcp-pool)> no range

AprymeHT 3Ha4yeHue OnucaHue

begin IP-appec HavanbHbIn agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size Uenoe uucno |Pasmep nyna.
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maBa 3 OnucaHne KomaHp,

Mpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

UcTopusa nameHeHun Bepcus

OnucaHue

2.00

HobaesneHa komaHaa ip dhcp pool range.

3.27.10 ip dhcp pool update-dns

OnucaHue [o6GaenaTtb cratudeckme 3anncu B DNS-npokcu npu Beigaye DHCP-agpecos. B
KayecTBe MMeHM ncnornbayeTtcst uMsi xocta u3 DHCP-3anpoca. o ymonuaHuio
YHKUMS OTKIOYEHa.

KomaHaa ¢ npeduKkcom no OTKMAYaeT PYyHKLMIO.

Mpedukc no Oa
MeHsieT HacTpouKuM Ha

MHorokpaTtHbii BBog Het

Cunoncuc I (config-dhcp-pool)>  update-dns
I (config-dhcp-pool)> no update-dns
Mpumep (config-dhcp-pool)> update-dns

Dhcp::Pool: DNS update has been enabled.

UcTopusi nameHeHnn Bepcus

OnucaHue

2.06

[o6aeneHa komaHga ip dhcp pool update-dns.

3.27.11 ip dhcp pool wpad

OnucaHue Hactpouts DHCP onuunio 252 — npotokon WPAD. No ymon4yaHuio onuus

OTKJ1HOYEHAa.

KomaHga ¢ nperKcomM no OTKNIYaeT HACTPOWKY.

Mpedomkc no Oa
MeHsieT HacTpoMnKu Oa
MHorokpaTHbii BBog  Hert

CuHoncuc

I (config-dhcp-pool)>  wpad wpad>

I (config-dhcp-pool)> no wpad
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

wpad Crpoka URL-agpec npokcu-cepaepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHue

2.05 [o6aeneHa komaHga ip dhcp pool wpad.

3.28 ip dhcp relay lan

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

YkasaTtb, Ha kKakoM ceTeBOM MHTepderice peTpaHcnaTop DHCP 6ynet
o6pabaTbiBaTh 3anpockl KNMEHTOB. MOXHO yka3aTb HECKOMbKO MHTEPENCOB
«lany, onsi 3TOro Hy>xHo BBECTM KOMaHAY HECKOSLKO pas3, yka3aB Bce HeobxoanmMele
UHTepdEencobl No OAHOMY.

KomaHga ¢ npedmkcom no oTknodaeT petpaHcnsatop DHCP Ha ykazaHHOM
nHtepdpence. Ecnm ncnone3oBatb koMaHay 6e3 aprymMeHTOB, pETPAHCNSATOP
DHCP 6yget oTKNnioYeH Ha BCex MHTepdeicax.

Oa
Oa
Ja

I (config)>  ip dhcp relay lan <interface»

I (config)> no ip dhcp relay lan [ interface]

AprymeHT 3HayeHue OnucaHue

interface Nms MonHoe ums nnn NncesgoHUM nHTepdenca
nHTepgevica |Ethernet, HakoTopom peTpaHcnaTtop DHCP
OygeT NpMHUMaTh 3anpochl KIMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 HobasneHa komaHaa ip dhcp relay lan.
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maBa 3 OnucaHne KomaHp,

3.29 ip dhcp relay server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Ykasatb |IP-agpec cepsepa DHCP, Ha KoTopbI peTpaHcnaTop Oyaer
nepeHanpasnaTb 3anpochkl KIIMEHTOB U3 NIOKarNbHOW CETU.

KomaHga ¢ npedukcom no yaansiet HaCTPONKY.
Oa
Oa

Het

I (config)>  ip dhcp relay server address)

I (config)> no ip dhcp relay server [ address ]

AprymeHT 3HavyeHue OnucaHue

address IP-agpec IP-agpec cepsepa DHCP.

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ip dhcp relay server.

3.30 ip dhcp relay wan

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CuHoncuc

YKkasblBaeT, yepes kakoh ceteBon nHtepdenc petpaHcnsatop DHCP 6yget
obpawaTtbces K BoiwecTosiwemy cepeepy DHCP. B cucteme MoXeT 6bITb TONBKO
OfVH UHTepdenc Takoro Tuna. Ecnu TouHbIM agpec cepBepa He ykasaH (CM. ip
dhcp relay server), 3anpockl 6yayT nepegaBaTbCsi LUMPOKOBELLATENBHO.
PekomeHayeTcs ykasbiBaTb agpec cepsepa.

KomaHaa ¢ npedukcom no yaansieT HaCTPONKY.
Oa
Ha

Het

I (config)>  ip dhcp relay wan <interface,

I (config)> no ip dhcp relay wan [ interface]
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

3.31 ip host

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HayeHue OnucaHue
interface Nms MonHoe ums unn NncesgoHUM nHTepdenca
nHTepgesica |Ethernet, Ha koTopbIi OyaoyT HaNpaBnATLCA
3anpocbl oT DHCP-knuneHToB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.

Bepcus

OnucaHue

2.00

HobasneHa komaHaa ip dhcp relay wan.

HobaBnTb JOMeHHOe uMsA 1 agpec B Tabnmuy DNS.

Ja
Oa
Oa

I (config)>

ip host «domains <address)

I (config)> no ip host [ <domains caddress ]

AprymeHT 3HauyeHue OnucaHue
domain CTpoka [lomeHHOoe ums xocTa.
address IP-appec IP-agpec xocTa.

(config)> ip

Dns: :Manager:
192.168.1.22.

(config)> no

Dns: :Manager:

host zydata.local 192.168.1.22
Added static record for "zydata.local", address »

ip host zydata.local 192.168.1.22
Record "zydata.local", address 192.168.1.22 deleted.

Bepcus

OnucaHue

2.00

[obaeneHa komaHga ip host.

3.32 ip hotspot

OnucaHue

Mpedukc no

[ocTyn k rpynne KkoMaHg, Anst HacTponkn Ynpaenenusa JomawHen CeTbio.

Het

164
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

3.32.1 ip hotspot host

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA
Tun nHTepdpenca

CuHoncuc

AprymeHT

Mpumep

Het

Het

(config-hotspot)

I (config)> ip hotspot
Bepcus OnucaHue
2.06 [obGasneHa komaHga ip hotspot.

HacTtpouTtb npaBuna gocTtyna unv 6rokMpoBKy Anst onpeAeneHHbIX KITMEHTOB
Ynpaenenus JomaluHen CeTbto. [JaHHble NpaBuia MMetoT 6onee BbICOKUI
NPUOPUTET, YeM HacTporka nonutukn Pasgen 3.32.2 Ha cTpaHuue 166.

Het

Oa

Oa

IP

I (config)>  ip hotspot host mac» (<access> | schedule (schedules)

AprymeHT 3HayeHue OnucaHue

mac MAC-apgpec MAC-agpec xocta. XOoCT AOMmKeH
ObITb 3aperncTpupoBaH 3apaHee ¢
nomMoLbo komaHabl known host.

access permit PaspeLumnTb goctyn k cetn HTepHeT.

deny 3anpeTtntb JOCTYN K CETU VIHTEpHET.

schedule CTtpoka HasBaHue pacnuncaHus, co3gaHHoro
npv NOMOLLM Fpynnbl KOMaHA
schedule.

(config)> known host Daddys-Tablet 54:e4:3a:8a:f3:a7

Core: :KnownHosts: New host "Daddys-Tablet" has been created.
(config)> ip hotspot
(config-hotspot)> host 54:e4:3a:8a:f3:a7 [Tab]

Usage template:

Choose:

host {mac} (deny | permit |

54:e4:3a:8a:f3:a7 deny
54:e4:3a:8a:f3:a7 permit
54:e4:3a:8a:f3:a7 schedule

(schedule {schedule}))
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Masa 3 OnucaHne KomaHp,

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule applied to host "54:e4:3a:8a:f3:a7".

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06 [obGasneHa komaHaa ip hotspot host.

3.32.2 ip hotspot policy

OnucaHue Onpegenntb nonntrky Ynpaenenus [omaluHen CeTbio ans BbiIGpaHHOro
nHTepdenca. MNMonutrka NPUMEHSETCA KO BCEM XOCTaM, HE NMEILLUM
cobcTBeHHOro npaeuna goctyna Pasgen 3.32.1 Ha cTpaHuue 165.

MonuTtrka no ymonyaHuio: permit.
Mpedukc no Oa
MeHsieT HacTponku Ja
MHorokpaTHbii BBog [a
Tun nHtepdpenca IP

Cunoncuc I (config-hotspot)>  ip hotspot policy cinterfaces (access,

I (config-hotspot)> no ip hotspot policy cinterface»

AprymeHThI AprymeHT 3HayeHue OnucaHue
interface Wms nHtepgesica|lNonHoe nvsa Ethernet nHtepdeiica
UNN NCEBOOHUM.
access permit PaspelumnTb gocTyn K ceTu HTepHeT.
deny 3anpeTtntb JOCTYN K ceTU VIHTEpHET.
Mpumep (config)> ip hotspot

(config-hotspot)> policy Home [Tab]

Usage template:
policy {interface} {access}

Choose:
Home permit
Home deny

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa ip hotspot policy.

3.33 ip http ssl enable

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

Bkntountb SSL Ha HTTP cepsepe. o ymonuaHuio, SSL OTKMOYEH.
KomaHaa ¢ npedukcom no oTkodaeT SSL.

Ja

Oa

Hert

P

I (config)>  ip http ssl enable

I (config)> no ip http ssl enable

(config)> ip http ssl enable
Http::SslServer: SSL server was enabled.

Bepcus OnucaHue

2.07 [obGaBneHa komaHaa ip http ssl enable.

3.34 ip name-server

OnucaHue

Hactpoutb IP-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBalOTCS CTATUYECKUMMU, B MPOTUBOMONOXHOCTb AMHAMUYECKUM —
3aperncTpupoBaHHbiM cryxbamu PPP wnn DHCP.

AKTUBHBIMU, TO €CTb UCNOMNb3YyeMbIMU B JAaHHbI MOMEHT apecamu, ABMnsoTCS
Te, KoTopble ObINM 3aperncTpupoBaHbl NO3xe ocTanbHbIX. OBbIYHO cucTema
ncnonb3yeT agpeca, Nony4yeHHble HECKONbKMMN MOCNEAHVMN YCNEeLHO
noaknounsnmmucs cnyxéamv PPP nnn DHCP. Ecnu Hn ogHa 13 cnyx6 He
pernctpupyet agpeca DNS akTuBHbIMM ByayT cTaTndeckme HacTponku. OgHako,
ecnu nocne perucrpaumm AMHaMmMyecknx agpecos nonb3osaTtenem 6binm
N3MeHeHbl CTaTUYEeCKMEe HAaCTPOWMKM, OHU CTAHOBATCH akTUBHbLIMU, NoKa He ByayT
3aperncTpupoBaHbl HOBblE AMHAMUYECKME afpeca.

ip name-server MOXHO BBOAMTb MHOTOKpPaTHO, €Cln TpebyeTcs HacTPOUTb
Heckonbko agpecoB DNS-cepeepoB. Kpome Toro, kaxxgoMy BBeJeHHOMY aapecy
MOXHO COMOCTaBWTb OAHO UM HECKOJbKO AOMEHHbIX UMEH Anst paboTbl Co
crneundUYeckMmMi 30HaMK, HanpuMep, NokanbHbIMU UMEHaMM B KOPTIopaTUBHOM
ceTu.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

3.35 ip nat

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

KomaHga ¢ npedukcom no yoansieT ykasaHHbin agpec cepepa DNS n3
CTaTMYECKOro M aKTMBHOMO CMMCKa, ecrnv KoMmaHaa LAaeTcs ¢ apryMeHTamum, nmbo
o4YMmLIaeT CNMCOK CTaTUYEeCKUX aapecoB, eCN KoMaHaa Aaetcsl 6e3 aprymMeHToB.

[a
Oa
Ja

I (config)>  ip name-server <address» [ «domains [ on <interface]]

I (config)> no ip name-server [ <address» ][ «domains [ on <interface>]]

AprymeHT 3HayeHue OnucaHue
address IP-agpec Anpec cepBepa UMEH.
domain Crtpoka [omeH, ansa kotoporo 6yaeT ncnonb30BaTbCs

cepep. DNS-npokcu npu paspelueHun
MUMeHU B NepByto ovepenb BeibnpaeT agpec
cepBepa ¢ Hanbonee GrM3knm K 3anpocy
JoMeHoM. Ecnu ooMeH He yKasblBaTb,
cepBep GyaeT Mcnonb3oBaThCs Anst BCeX
3anpocos.

interface Ums Nma nHtepdperica ansa HacTporiku.
MHTepderica

(config)> ip name-server 192.168.1.33
added name server 192.168.1.33, domain (default).

Bepcus OnucaHue

2.00 [obGaBneHa komaHga ip name-server.

BkntounTb TpaHCNAUMIO «J1OKanbHbIX» apecoB ceTu network unn cetu 3a
UHTepdencom interface. Hanpumep, komanga ip nat Home o3Hadvaert, y4To
05151 BCEX NakeToB u3 ceTu Home, npoxoaswmx yepes mapLipyTtusarop, byger
BbINONHEHa NOAMEHa aapecoB UCTOYHUKA.

[a
Oa
Oa
IP

I (config)>  ip nat ((interface) | <address» mask>)
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maBa 3 OnucaHne KomaHp,

AprymeHThI

Mpumep

UcTopusa nameHeHum

I (config)> no ip nat ( «<interfaces | <address» (mask»)

AprymeHT 3HaveHue OnucaHue
interface Ums Nma nHtepderica nctoyHmnka (NonHoe nmsi
MHTepPesica |NHTepdenca unu NCeBaOHUM).
address IP-agpec BmecTe ¢ mackor mask 3agaeT gmManasoH
IP-agpecoB UCTOYHMKA, Mognexalnx
TpaHcnsAunm.
mask IP-macka Macka guanasoHa TpaHcnaumn. EcTe gBa

crnocoba BBOAa Macku: B KAHOHUYECKOM BUae
(Hanpumep, 255.255.255.0) u B BMAe
buToBon AnvHbLI Npedukca (Hanpumep, /24).

(config)> ip nat PPTPO
NAT rule added.

Bepcus OnucaHue

2.00 [obGaBneHa komaHAa ip nat.

3.36 ip route

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbl

Hob6aBuTb B Tabnuuy mapLupyTusauum ctaTudeckMin MapLupyT, KOTOpbIn 3agaet
npasuno nepepayun IP-nakeToB Yepes onpedeneHHbIN W3 UM CeTeBon
nHTEepdenc.

B kauecTBe ceTn Ha3Ha4YeHNs MOXHO yKa3saTb KrtodeBoe cnoso default. B atom
cny4dae OygeT co3gaH MapLUpyT Mo yMOYaHuHo.

KomaHga ¢ npedukcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Oa
Ha
Oa
IP

(config)>  ip route ( (network> «mask> | chost» | default) ( «(gateway> [
interface]|«interface> ) [auto] [metric ]

(config)> no ip route ( <network> mask> | chost> | default) [ (gateway> |
<interfaces][metric]

AprymeHT 3HauyeHue OnucaHue

network IP-appec IP-agpec ceTn HasHa4yeHus.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHumn

AprymeHT

3HavyeHue

OnucaHue

mask

IP-macka

Macka ceTn HasHa4yeHusi. EcTb aBa cnocoba
BBO/@ Macku: B KAHOHWYECKOM BUae
(Hanpumep, 255.255.255.0) n B Buage
ouToBoON AnVHbI Npedukca (Hanpumep, /24).

host

IP-agpec

IP-agpec y3na HaszHavyeHus1.

default

KnoyeBoe
CJ10BO

Wcnonb3ayeTcs Ans 3aaaHnus MapLupyToB Mo
YMOJYaHuHo.

interface

Nmsa
uHTEpPenca

MonHoe nms nHTepdenca nnm NCeBAOHNM.
YKkasblBaeTCcs B Ka4ecTBe HarnpasneHns
nepeaadn NakeTos, ecriv K nHTepdency
NOAKITOYEH KaHas TOYKa-TouvKa, He
TpebyrLwunn JONONHUTENBHOW agpecaumm
BHYTpM KaHana.

Ecnu Ha nHTepdelice ycTaHOBMNEH NproputeT
interface ip global, mapwpyTt nobaensaetcs
B CUCTEMHYO TabnumLy TONbKo B TOM Crnyyae,
€CIun He CyLLeCTBYeT ApYyroro MapLupyTa ¢
TEM Xe aApecom HasHauYeHna 1 6onbLINM
NPUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLupyTusatopa B
HenocpeaCTBEHHO MOAKITHOYEHHOW CETU.
MoxeT ObITb 3agaH BMECTE C UMEHEM
uHTepdenca, ecnu TpebyeTcs ykasaTtb
npuoputeT interface ip global. Ecnu
NHTepdenc He ykasaH, OH onpeaensieTcs
CMUCTEMOW aBTOMaTUYECKM U3 TEKYLLINX
HacTpoexk IP.

auto

KnwyeBoe
CJ/10BO

Mo3BonsieT NPUMEHNTL MapLUPYT Toraa,
Korga CTaHeT JOCTYNEH yKa3aHHbIN B HEM
LUIHO3.

metric

Lenoe u4ucrno

MeTpuka mapLupyTa. B Tekywwen peanusaunm
UrHOpUpyeTCs.

(config)> ip route default Home
static route added.

Bepcus

OnucaHue

2.00

[oGasneHa komaHga ip route.

3.37 ip search-domain

OnucaHue

YKasaTb JOMEH noucka ans paspeleHnAa HENOJHbIX NMEH XOCTOB.

KomaHga ¢ npedukcom no yoansieT HaCTPONKY.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

UcTopusa nameHeHum

Ja
[a

Het

I (config)> ip search-domain «domain,

I (config)> no ip search-domain

AprymeHT 3HayeHue OnucaHue
domain Crpoka [lomeHHoe nms.
Bepcus OnucaHue

2.00 [obGaeneHa komaHaa ip search-domain.

3.38 ip static

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA
Tun nHtepcpenca

CuHoncuc

Cosgatb NpaBuro TpaHcnauum nokaneHbix IP-agpecos B rmobanbHbie unu
HaobopoT. Ecnu interface unn network cooTBETCTBYET NHTEPIENCY C YPOBHEM
6e3onacHocTu public, To OyaeT BbINONMHATLCA TPAHCAALUUA agpeca Ha3HavYeHns
(DNAT). Ecnn to-address cOOTBETCTBYET MHTEPIENCY C ypOoBHEM 6E€30MacHOCTU
public, To 6yaeT BoINONHATLCA TpaHcnAuua agpeca uctodHmka (SNAT). Homep
nopta TCP/UDP Bcerga paccmaTpuBaeTcsl Kak NopT HasHa4YeHus.

Ecnu network cooTBeTCTBYET O4HOMY agpecy, 1 9TOT agpec paseH to-address,
TO Takoe npasuno byaeT 3anpeLarb TPaHCNALMIO YKa3aHHOro agpeca, kotopas
Morna 6bl ObITb BbINOMHEHa MCX0AsA U3 3adaHHbIX npasun ip nat.

ip static npaBuna nmetoT 6onee BLICOKUI MPUOPUTET MO CPaBHEHMIO C MPaBUIIamMu
ip nat.

Ja
Oa
[a
IP

(config)>  ip static [tcp | udp] (<«interfaces | (address> anask»)) ((
«port»through <end-port «to-address))| («port>to-address, [«to-port])
| <to-address>)

(config)> no ip static [[tcp | udp] («interface) | («address» mask>) ) ((
«port» through <end-ports «to-address»)| («port>«to-address, [«to-port])
| c¢to-address, )]
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue
protocol tcp TCP.
udp UDP.
interface Nms Nmsa BxogHoro nHtepderica (nomnHoe nmsi
MHTEpgesica |MHTepderca unu nceBgoHM).
address IP-agpec BmecTe ¢ mackon mask 3apgaeTt gnanasoH
IP-agpecoB HasHayeHUs, noanexalimx
TpaHCAsUMM.
mask IP-macka Macka guanasoHa TpaHcnauun. Ectb gBa

cnocoba BBOAa Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B BUae
BuToBOM ANWHBI Npedukca (Hanpumep, /24).

port UYenoe uucno |Homep nopta TCP/UDP, Ha koTOpbI
NPUXOAMT 3anpoc, NognexaLlnin TPaHCNALUN.
Ecnu He ykasaH, TpaHcnauns byget
BbINOMHATHCS 415 BCEX BXOASLLMX 3anpOCOB.

end-port UYenoe uucno |OkoHYaHWE guanasoHa NopToB.

to-address IP-agpec AJpec HazHa4yeHus nocrne TpaHCNAUUn.

to-port Uenoe uucno |Homep nopta TCP/UDP nocne TpaHcnsauuu.
Ecnu He ykasaH, NopT Ha3Ha4YeHusi ocTaeTcs
NPEXHUM.

[MycTb MeeTCca MapLUpyTU3aTop MeXay «roKanbHoOW» ceTbio 172.16.1.0/24
(ypoBeHb 6e3onacHocTu private) n «rnobansHon» ceToto 10.0.0.0/16 (ypoBeHb
6e3onacHocTun public). Tpebyetcs, 4TobbI BCe 3anpochkl, Mpuxoasiimne Ha
«rnobanbHbIV» MHTEPGENC STOro MapLLpyTU3aTopa Ha nopT 80, TpaHCNMpoBanuch
Ha «noKanbHbIA» cepsep c agpecom 172.16. 1. 33. NocnegosatensHOCTb KOMaHA,
peanuayrLLmMX TaKylo CXeMY, MOXET BbIrMAAETb TakK:

interface Home
ip address 172.16.1.1/24
!
interface Internet
ip address 10.0.0.1/16
ip global 1
!
ip nat Home
ip static tcp Internet 80 172.16.1.33 80

Bepcusa OnucaHue

2.00 [obGaBneHa komaHaa ip static.

3.39 ip traffic-shape host

OnucaHue

YcTaHOBUTL Npegen CKoOpoCTW nepefayn AaHHbIX AN YKa3aHHOro YCTponCTBa
AoMallHel ceTu B 06e CTOpOHbI. [10 ymMon4aHuio CKOpoCTb He orpaHuyeHa.

172

Keenetic Omni CnpaBo4HMK KOMaH



maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

KomaHga ¢ npeurkcomM no yaanseT HacTPOKKY Ang yKkazaHHOro yctponcTtea. Ecnu
BbINONTHUTbL KOMaHay 6e3 aprymMeHToB, BCE OrpaHUyeHunsl aAnst BCEX YCTPONCTB

OyoyT OTMEHEHDI.
[a
Oa
Ja

I (config)>  ip traffic-shape host (mac> rate <rate;

I (config)> no ip traffic-shape host [ «mac> rate <rate ]

AprymeHT 3HayeHue OnucaHue
mac MAC-appec |MAC-agpec ycTponcTsa AOoMaLLHEN CETU.
rate Lenoe 4ucno |3HayeHMe CKOpoCTU Nepeaadn AaHHbIX B

KbuTt/c. OrpaHnyeHune gomkHo 6biTh B
anana3soHe ot 64 Kéut/c no 1 éurt/c.

(config)> ip traffic-shape host f0:de:f1:c8:99:ff rate 800
TrafficControl::Manager: "f0:de:f1:c8:99:ff" host rate limited »

to 800 Kbps.
Bepcus OnucaHue
2.05 [o6GaeneHa komarga ip traffic-shape host.

3.40 ipv6 firewall

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

UcTopus nameHeHunmn

BkntounTtb 6pangmayap IPv6. o ymonyaHuio napameTp OTKIOYEH.

KomaHnga ¢ npeunkcom no yganaeTt HaCTPONKY.

Oa
Ja

Het

I(config)> ipv6 firewall

I (config)> no ipve firewall

Bepcus

OnucaHue

2.06

[obGaeneHa komaHaa ipv6 firewall.
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Masa 3 OnucaHne KomaHp,

3.41 ipv6 local-prefix

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTtopusa nameHeHun

HactpouTb nokanbHbin npedukc (ULA). ApryMeHT MOXeET ObiTb OYKBEHHbLIM
npedukcom nnm knodesbiM cnosoM default, KOTopoe aBTOMaTMYECKM reHepupyeT
NMOCTOSIHHbIN YHUKANbHbIN NpeduKc.

[a
[a

Het

I (config)>

ipv6 local-prefix (default | (prefix>)

I (config)> no ipv6 local-prefix [default | prefix; ]

AprymeHT 3HaveHue OnucaHue

default Knwyesoe leHepunpoBaTb NOCTOSHHBIN YHUKAIbHbIN
C/10BO npedukc.

prefix Mpepukc JlokanbHbi npedumke (ULA). [lormkHO ObiTb

KOpPEKTHOE 3Ha4eHne npedukca B 6roke
d00: : /8 c onuHou npecpmkca He 6onee 48.

(config)> ipv6 local-prefix fd0l:db8:43::/48
ULA prefix saved.

Bepcus

OnucaHue

2.00

HobasneHa komaHaa ipv6 local-prefix.

3.42 ipv6 name-server

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM

MHorokpaTHbIN BBOJ,

Hactpoutb IP-agpeca cepBepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBalOTCA CTAaTUYECKNMM, B MPOTUBOMONOXHOCTb ANMHAMUYECKUM —
3aperncTpupoBaHHbIM cryxbamu PPP wnn DHCP.

ipv6é name-server MOXXHO BBOAMTb MHOTOKPaTHO, ecrim TpebyeTcs HacTpouTb
Heckonbko agpecos DNS-cepsepos.

KomaHga ¢ npedumkcom no yaansiet ykasaHHbIn agpec cepsepa DNS un3
CTaTMYECKOro M aKTMBHOTO CMMcKa, ecrnv KoMaHaa LAaeTcs C apryMeHTamu, nbo
o4umLLaeT CMMUCOK CTaTUYECKUX aapecoB, eCNN KOMaHAa AaeTcsl 6e3 aprymMeHTOB.

Ja
Oa
[a
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Cunoncuc I (config)>  ipv6 name-server <address

I (config)> no ipv6 name-server [ <address> |
AprymeHThI AprymeHT 3HaueHne |OnucaHue

address IPv6-agpec |Appec cepBepa UMEH.
MNpumep (config)> ipv6 name-server 2001:db8::2

added name server 2001:db8::2, domain (default).

UcTopus usmeHeHnt  (Bepcus OnucaHue
2.00 [obGaeneHa komaHaa ipv6é name-server.

3.43 ipv6 route

OnucaHue Hob6aBnTb B Tabnuuy mapLupyTusauum ctaTmyeckMin MapLupyT, KOTOpPbIN 3agaet
npasuno nepegayn IPv6-nakeToB Yyepes onpeneneHHbIn W3 Uin ceTeBomn

NUHTepdenc.

B kauecTBe ceTn HasHa4YeHNss MOXHO ykasaTb krtodeBoe cnoso default. B atom
cnyyae 6ygert co3gaH MapLupyT Mo YMOMYaHuio.

KomaHga ¢ npedukcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

Cunoncue I (config)>  ipv6 route («prefix» | default) <interface;
I (config)> no ipv6 route ( «prefix» | default) cinterface,
AprymeHThI AprymeHT 3HayeHue OnucaHue
prefix Mpegukc Mpedukc IPV6.
default Knwyesoe Wcnonb3yeTcsa npedurke no ymonyaHuto.
CJ1080
interface Wms MonHoe umsa nHTepdenca nnm NCEBLOHNM.
MHTEpgelica
Mpumep (config)> ipv6 route

added name server 2001:db8::2, domain (default).
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.00

[obGaBneHa komaHaa ipv6 route.

3.44 ipv6 subnet

OnucaHue

Mpedukc no

MeHsieT HacTpoOuKu
MHorokpaTHbI BBOA
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

UcTtopusa nameHeHun

[ocTyn Kk rpynne koMaHg, Ans HACTPOMKN CermeHTa rnokanesHon cetn IPv6. Ecniun
CEerMeHT He HaneH, KoMaHaa nbiTaeTcs ero co3naThb.

[a
Ja
Oa

(config-subnet)

I (config)>  ipv6 subnet <name;

I (config)> no ipv6 subnet [ <name> ]

AprymeHT 3HayeHue OnucaHue

name Ctpoka Mmsa nnmn nceBoOHUM NOACETW.
Bepcus OnucaHue

2.00 [obGasneHa komaHaa ipv6 subnet.

3.44.1 ipv6 subnet bind

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

176

MNpuBssaTb NoaceTb K MHTEpPdENCy.

KomaHaa ¢ npedrKcoM no OTMEHSIET NPUBSI3KY.

Ja
Ja

Het

I (config-subnet)>

bind <interface,

I (config-subnet)> no bind [ <interfaces ]

AprymeHT 3HaveHue OnucaHue
interface Nms MonHoe nms nHTepdenca nnm NCEBAOHNM.
MHTEepdenica
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Mpumep

Uctopusa nameHeHun

(config-subnet)> bind WifiMaster0/AccessPointl
Interface bound.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ipv6 subnet bind.

3.44.2 ipv6 subnet mode

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

BbibpaTb pexxmm HaCTpOVKK agpecoB 41151 XOCTOB B nogceTu. [locTynHbl ABa
BapuaHTa — dhcp u slaac. NepBbii BkNtovaeT nokanbHbii DHCPv6-cepBep ¢
Lernbio NpuceoeHns agpecos, BTopon BkrtovaeT SLAAC (aBTokoHGUrypaLmio
agpecos).

Oa

Oa

Het

I (config-subnet)>  mode mode»

I (config-subnet)> no mode (mode>

AprymeHT 3HavyeHue ‘Onwcal-wle
mode slaac BkntounTtb SLAAC (aBTOKOHGMrypaumio
agpecos).
dhcp Bkntounts DHCPV6-cepBep.

(config-subnet)> mode slaac
Mode changed.

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa ipv6 subnet mode.

3.44.3 ipv6 subnet number

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

MpuceouTb NnogceTn nageHTudmkaTop, KOTopbIi ByaeT onpegenaTs NyGNNYHbIN
npedukc cermenTa. ViaeHTudmkaTop AormkeH ObiTb YHUKaNbHbIM Cpean NoaceTen.

Het

Ja

Het

I (config-subnet)>  number )
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AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

n Uenoe 4ucno |YHuKanbHbIA MAEHTUMUKATOP NOACETW.

(config-subnet)> number 3
Number changed.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga ipv6 subnet number.

3.44.4 ipv6 subnet stateless-dhcp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

UcTopusa nameHeHun

BkntounTb nokanbHbin DHCPV6-cepBep ¢ Lenbto nepegayn nHgopmMauum no
ceTu.

Ja
Oa
Het
I(config-subnet)> stateless-dhcp

I (config-subnet)> no stateless-dhcp

Bepcus OnucaHue

2.00 [obaeneHa komaHaa ipv6 subnet stateless-dhcp.

3.45 isolate-private

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

3anpetutb Nepegady AaHHbIX Mexay NnobbiMn MHTepdeicaMmn ¢ ypoBHEM
6esonacHocTh private.

KomaHga ¢ npedmkcom no OTMEHSIET AeNCTBME KOMaHAbI, pa3peLuas nepegasarb
OaHHble Mexay nHTepdencamm private.

Oa

Oa

Hert

I (config)>  isolate-private

I (config)> no isolate-private

(config)> isolate-private
Applied.
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UcTopusa nameHeHum

3.46 known

OnucaHue

Mpedukc no

MeHsieT HacTpoOuKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

3.47 ndns

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

UcTopusa nameHeHun

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa isolate-private.

host

[o6aBnTb yCTPONCTBO AOMALLHEN CETW.
Oa
Oa
Oa

I (config)>  known host (name» «mac>

I (config)> no known host [ mac ]

AprymeHT 3HaveHue OnucaHue
name Ctpoka MponssonbHOE nMs XocTa.
mac MAC-agpec |MAC-agpec xocTa.

(config)> known host 123 4C:0F:6E:4B:3C:BA

Core::KnownHosts: new host "123" has been created.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa known host.

HocTtyn k rpynne komang ans ynpaeneHus criyx6or KeenDNS.
Hert
Het
Het

(ndns)

I (config)>  ndns

Bepcus OnucaHue

2.07 [obaeneHa komaHga ndns.
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3.47.1 ndns book-name

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

3apesepBupoBatb nms xocta B DNS.

[nsa nepenaun 3apes3epBrpoOBaHHOIO MMEHM XO0CTa Ha Apyroe ycTponcTBo Keenetic
ucrnone3yetcsa napametp transfer-code.

[nsa nepegayn nmeHn xocta HeobxoaMMO:
1. BbInONHWUTL KOMaHAy ¢ napameTpoM transfer-code Ha nepegaroLLen CTOPOHE.

2. BbINONHWTB Ty e camylo KOMaHay C TeMU Xe CaMbiMX NapameTpamu Ha
NPUHUMAaLOLLIEN CTOPOHE.

Ctpok gencteusa transfer-code ogHa Hegens.
Het
Oa

Het

I (ndns)>  book-name <name» <domain» [ <access» | <transfer-code) ]

AprymeHT 3HauveHue OnucaHue
name CTpoka Mmsa xocTa anst pesepBMpoBaHus.
domain Ctpoka [omeH BTOPOro ypoBHS.
access auto ABTOMaTM4eCKnin TN gocTtyna.
cloud Mmsa xocTa 3apernctpmpoBaHo Ha IP-agpec

obnayHoro cepsepa, HTTP-Tpaduk
TyHHenupyetcst Ha Keenetic Omni.

direct Mms xocTa 3apernctpMpoBaHo Ha
WAN-agpec Keenetic Omni.

transfer-code |lbceapreomoe Kog onsa nepegadv UMeHW apyromy
4ncrio ycTponcTy Keenetic. [invHa koga 32

CcMMBOIa.

(ndns)> book-name testname mykeenetic.kz

done, title = NDSS::ndns/bookName (Public DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
14T10:10:35.9997, standalone = false:
reason: The name booking was successful.

detail, layout = list:

columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
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column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"testname",
"domain":"mykeenetic.kz","license":"243992935221479"}],
item, hl = false, o = lock-local, d
name is locked (for current
transaction), t = 0:
item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 0:
item, hl = false, o
Success: prepare, [NDSS
(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 4:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('fS9sK03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayl'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1, t = 20:
item, hl = false, o = lock-reply, d = Quorum »
reached, finalizing, t = 20:
item, hl = false, o = finalize, d = local »
changes commited., t = 423:
item, hl = false, o = refreshed, d = address »
updated: 81.200.27.56, t = 444:
item, hl = false, o
post-process triggers executed., t = 444:
item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 444:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0'),
dst="/91.218.112.165:16047")1, [MsgCack], quorumLeft=0, t = 444:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5IMdYcfDtANq'),
dst="/91.218.112.118:17047")1, [MsgCack], quorumLeft=0, t = 444:
item, hl = false, o = lock-reply, d = Done, »
all replies collected., t = 444:
item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('fS9sK03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayl'),
dst="/46.105.148.81:17047")], [MsgCack], t = 451:
item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0'),
dst="/91.218.112.165:16047")]1, [MsgCack], t = 494:
item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5IMdYcfDtANq'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 531:

pry
]
o

the »

\J

cluster, d =

lock-reply, d = »

finalize, d = »
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Uctopusa nameHeHun

3.47.2 ndns check-name

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

commit-reply, d = »

item, hl = false, o

Commit stage complete., t = 532:

item, hl = false, o complete, d = ALl »

done., t = 532:

Ndns::Client: Booked "testname.mykeenetic.kz".

Bepcus

OnucaHue

2.07

JobaBneHa komaHaa ndns book-name.

Mpumep

MpoBepnTb AOCTYNHOCTE MMEHM XOCTa Af1s pe3epBaLyu.

Het

Het

Hert

I(ndns)> check-name <name>

AprymeHT 3HavyeHue OnucaHue

name CTpoka Mmsa xocTa ans pesepBupoBaHus.

(ndns)> check-name testname

list:
item:
name: testname
domain: mykeenetic.by
available: no
item:
name: testname
domain: mykeenetic.kz
available: yes
item:
name: testname
domain: mykeenetic.ru
available: yes
item:
name: testname
domain: mykeenetic.com
available: yes
item:
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Uctopusa nameHeHun

name: testname
domain: mykeenetic.net
available: yes

Ndns::Client: Check completed.

Bepcus OnucaHue

2.07 [obaeneHa komaHga ndns check-name.

3.47.3 ndns drop-name

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

OTMeHUTb perucTpaumo umeHmn xocta B DNS.
Het

Ja

Het

I (ndns)>  drop-name (name» <domain»

AprymeHT 3HavyeHue OnucaHue
name Crpoka Nma xocta anga yaanenuns n3 DNS.
domain Crtpoka [omeH BTOpOro ypoBHS.

(ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title Detail:
column, id = t, title = Time, variant = »

period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0O:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o = cluster, d = »
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UcTopusa nameHeHun

quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cleared, t = 85:

item, hl = false, o = finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk"'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »

commit-reply, d = »

done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

Bepcus OnucaHue

2.07 [o6asneHa komaHga ndns drop-name.

3.47.4 ndns get-update

OnucaHue

O6HOBUTL perncTpauuio umeHn xocta B DNS.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

Het
Het
Het
I(ndnsp' get-update [ access |
AprymeHT 3HayeHue ‘OnwcaHMe
access auto ABTOMaTM4eCcKuin TMN gocTyna.
cloud Mma xocTa 3apeructpupoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpaduk
TyHHenupyeTcsa Ha Keenetic Omni.
direct Mma xocTa 3apernctTpMpoBaHo Ha
WAN-agpec Keenetic Omni.

(ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo =
xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:
menu, sSrc = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

RU, ip = 81.200.27.56, format = »

fields:
field, name

name, title = Public Name:
field, name domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title =

Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:
name: testname

domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct

transfer: false

Ndns::Client: Get-update completed.

Bepcus

OnucaHue

2.07

[obGasneHa komaHaa ndns get-update.
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3.48 ntp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CuHoncuc

Uctopusa nameHeHumn

HocTtyn k HacTporike NTP-knueHTa.

KomaHga ¢ npedmkcom no cbpacbkiBaeT HacTponku NTP-knneHTa B HACTPONKM
Mo YMOMN4YaHuio.

Ja
Het

Het

I (config)> ntp

I (config)> no ntp

Bepcus OnucaHue

2.00 [o6GaeneHa komaHga ntp.

3.49 ntp server

OnucaHue

Mpedoumkc no
MeHsieT HacTPOMKM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

[o6aBuTb B cnmcok HoBbih NTP-cepBep. MoxHo nobasuTtb He 6onee 8
NTP-cepBepos.

Komanpa ¢ npedukcom no yganaet NTP-cepsep u3 cnucka. Ecnv BeInonHUTb
KomaHay 6e3 aprymeHTa, To Becb cnucok NTP-cepBepoB byaeT OUMLLEH.

Oa
Ja
Ja

I (config)>  ntp server <host»

I (config)> no ntp server [ host ]

AprymeHT 3HayeHue OnucaHue

host Crtpoka Anpec NTP-cepsepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.

Bepcus OnucaHue

2.00 [oGaBneHa komaHga ntp server.
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3.50 ntp sync-period

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

YcTaHOBUTL NEpUog CUHXPOHU3aLMK BpeMeHu. o ymonyaHuio ncnonb3yetcs
3Ha4yeHune 1 Hegens.

KomaHfa ¢ npeduKcom no yCTaHaBNMBAET BPEMSA CUHXPOHU3ALIMM MO YMOSYaHMIO.
Ja
[a

Het

I (config)>  ntp sync-period (time>

I (config)> no ntp sync-period

AprymeHT 3HaveHue OnucaHue

time UYenoe uucno |Bpems cuHxpoHusaumm, B MuHyTax. Moxet
NpyYHUMaTb 3HavyeHne ot 60 MuHyT go 1

mecdua.

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

Bepcus OnucaHue

2.00

[oGasneHa komaHga ntp sync-period.

3.51 opkg chroot

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

BkntounTb chroot ons opkg. Ecnun BkNoYeHO, KOPHEBOK KaTarnor U3MeHsSIeTCs Ha
/opt nepen BbiNnonHeHNeM Mboro cueHapus opkg.

KomaHga ¢ npedmnKCoM no OTKIOYaET AaHHbIN PEXUM.
Oa
Oa

Het

I(config)> opkg chroot

I (config)> no opkg chroot

(config)> opkg chroot
Opkg: :Manager: Chroot enabled.
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Uctopusa nameHeHun

(config)> no opkg chroot
Opkg: :Manager: Chroot disabled.

Bepcus OnucaHue

2.05.C.3 [o6GaeneHa komaHaa opkg chroot.

3.52 opkg disk

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

HacTtpouTtb pa3gen gns opkg. OTOT napameTp HeOOX0AMM A4S YCTaHOBKM U
3anycka opkg.

Mocne HacTpowiku, pasaen OyaeT MOHTUpOBaTbCS B /opt C nCnonb3oBaHMeM
mount --bind v nocneayoLwum 3anyckom ckpunTa initre cm. Takke
Pasgen 3.54 Ha cTpaHuue 189.

Ecnu katanor /opt/install He nycT, BCce cogepxalwuecs B Hem apxmBbl * . ipk
n * . tgz pacnakosbiBatoTcs B /opt nepeq BbinonHeHnem initrc. MNocne
YCTaHOBKWN apXuBbl yOanNsitoTCcs.

KomaHga ¢ npedumkcom no oTknoyaeT opkg.
Oa
Oa

Het

I (config)>  opkg disk «disk»

I (config)> no opkg disk

AprymeHT 3HayeHue OnucaHue

disk CTtpoka Mertka pasgena unm UUID.

(config)> opkg disk 681ED0631ED02C36
Opkg::Manager: Disk is set to: 681ED0631ED02C36.
(config)> no opkg disk

Opkg::Manager: Disk is unset.

Bepcus OnucaHue

2.05.C.3 HobaeneHa komaHga opkg disk.

3.53 opkg dns-override

OnucaHue

OTtkntounts DNS-npoken npu nogknoyeHHOM aucke opkg.
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Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

OtkntoveHne DNS nossonseT 3ameHnTb BCTpoeHHbI DNS-npokcn cobcTBeHHOM
cnyx6ow, Hanpumep BIND mnm Dnsmasq.

KomaHnga ¢ npemkcomMm no oTknovaeT gaHHYI0 YHKLUMIO.
Oa
Oa

Het

I(config)> opkg dns-override

I (config)> no opkg dns-override

(config)> opkg dns-override

Opkg: :Manager: DNS override enabled.
(config)> no opkg dns-override

Opkg: :Manager: DNS override disabled.

Bepcus OnucaHue

2.05.C3

HobaeneHa komaHaa opkg dns-override.

3.54 opkg initrc

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

3apatb CcTapToBbIV CKPUNT. 3HaYeHne No ymonyaHuiwo — /opt/etc/initrc.

Korga opkg disk CMOHTMpOBaH 1 NakeTbl YCTAHOBMEHbI, CUCTEMA BbIMOMHUT
cTapToBbI cKpunT. Ecnn path ato kartanor, cuctema 6ygeT BbINOMHATL BCe
cogepXalmecs B HEM CKpUNTLI B andgaBnTHOM nopsake.

Komanga ¢ npedukcom no cbpacbiBaeT initrc B 3Ha4eHne No ymonyaHuto.
Oa
Oa

Het

I (config)>  opkg initrc «path)

I (config)> no opkg initrc

AprymeHT 3HayeHue OnucaHue

path

Wms ¢anna dann unn Kkatanor co CTapToBbIM

CKPpUMNTOM.

(config)> opkg initrc /opt/etc/init.d/rc.unslung
Opkg: :Manager: Configured init script: »
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"/opt/etc/init.d/rc.unslung".
(config)> no opkg initrc
Opkg::Manager: Init script reset to default: /opt/etc/initrc.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.05.C.3 HobasneHa komaHga opkg initrc.

3.55 opkg timezone

OnucaHue HacTponTtb nepemeHHyo okpyxeHua TZ n pann /opt/var/TZ ons opkg. No
YMOMYaHUIO YacoBOW MOSIC HE ONpPeAeneH.

3HaueHwne TZ 3aBucut ot C 61MbnunoTekmn opkg, OT TOrO, Kak TaM MHTEPNPETUPOBAH
Yacool nosic. OHo MoxeT 6bITb U B POSIX cdopmarte
stdoffset[dst[offset][,start[/time],end[/time]]] vnn B BUOE NMEHU
dharina 6asbl AaHHbIX MHOPMaL MK 0 30Hax (ncnonb3yertcs B glibc n noytn Bo
Bcex GNU-cuctemax).

KomaHga ¢ npedurKcom no yCTaHaBNUBaET 3HAYEHME MO YMOMYaHWIO.
Mpedukc no Oa
MeHsieT HacTpPOWKH Oa

MHorokpaTHbIi BBog  Hert

Cunoncue I (config)> opkg timezone (auto | «timezone>)
I (config)> no opkg timezone
AprymeHThI AprymeHT 3HauyeHue OnucaHue
timezone Ctpoka YacoBon nosic Ang 3anucu B
nepemMeHHyr OKpyxeHus TZ n B
/opt/var/TZ.
auto Keyword ABTOMaTN4ECKOE HasHa4YyeHne
yacoBoro nosica. Cneundukaums
reHepupyeTcs N3 HAaCTPOEK CUCTEMBI,
cM. Pasgen 3.80.3 Ha cTpaHuue 256.
Mpumep (config)> opkg timezone auto

Opkg: :Manager: Enabled automatic timezone.
(config)> opkg timezone UTC

Opkg: :Manager: Enabled timezone "UTC".
(config)> no opkg timezone

Opkg: :Manager: Timezone reset to undefined.
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.05.C.3

HobaeneHa komaHaa opkg timezone.

3.56 ping-check profile

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

Uctopusa nameHeHumn

HocTtyn k rpynne koMaHg 4ns HacTporiku BeibpaHHoro npocuns Ping Check. Ecnn
npocunb He HaraeH, KoMaH4a NbITAaeTcsa ero co3aathb.

KomaHpga ¢ npecdukcom no yaanset npodune Ping Check.

Ja
Oa
Ha
(config-pchk)

I (config)>  ping-check profile name>

I (config)> no ping-check profile (name;

AprymeHT 3Ha4yeHue OnucaHue

name CTpoka Nmsa npodmns. Cnnmcok AOCTYMHbIX ANS
BblOOpa npodmnen MOXXHO YBUAETb BBEAS
komaHgy ping-check profile ?.

Bepcus OnucaHue

2.04 [obGaeneHa komaHaa ping-check profile.

3.56.1 ping-check profile host

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

YkasaTtb agpec nnn nMm4 yganeHHOro Xxocta anda TeCtTupoBaHUA.

Het

Oa

Het

| (config-pchk)>

host chostname»

AprymeHT

3HauyeHue

OnucaHue

hostname

WMa xocTa

Nms vnu agpec yganeHHoro xocTa.
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Mpumep

Uctopusa nameHeHun

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: profile "TEST" uses host 8.8.8.8 for testing.

Bepcus OnucaHue

2.04 [o6aeneHa komaHaa ping-check profile host.

3.56.2 ping-check profile max-fails

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

YkasaTb KONM4eCcTBO NocrieqoBaTesibHbIX HeyAauHbIX 3anpoCcoB K yAaneHHOMY
XOCTY, MO AOCTWXEHUIO KOTOPOTO MHTEPHET Ha MHTepdelice cunTaeTcs
oTCyTCTBYOWMM. 10 yMOMnYaHWo MCorb3yeTcs 3HadYeHue 5.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME MO YMONMYAHUIO.
Ja
Ja

Het

I (config-pchk)>  max-fails count)

I (config-pchk)> no max-fails

AprymeHT 3HavyeHue OnucaHue

count Uenoe uucno |KonmyectBo HeygayvHbIX 3anpocoB. MoxeT
NpuHMMaThb 3Ha4YeHns1 B npegenax ot 1 o
10 BKNIOYUTENBHO.

(config-pchk)> max-fails 7
PingCheck: :Profile: profile "TEST" uses 7 fail count for »
disabling interface.

Bepcus OnucaHue

2.04 [o6GaeneHa komaHga ping-check profile max-fails.

3.56.3 ping-check profile min-success

OnucaHue

Mpedukc no

MeHsieT HacTpourku

YKkasaTtb KonnM4ecTBO NocneaoBaTenbHbIX yAa4HbIX 3anpoCoB K yaaneHHOMY XOCTY,
No OOCTUXEHUIKO KOTOPOro MHTEPHET Ha MHTepcbeVlce CUHMTaETCA HalNMM4YeCTBY LM,
Mo YMOJI4aHUK UCNOoNb3yeTcAa 3Ha4YeHne 1.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME MO YMOSTYAHUIO.
Oa
Ja
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

Het

| (config-pchk)>

I (config-pchk)> no min-success

min-success count»

AprymeHT 3HaveHue

OnucaHue

count Lenoe 4ucno

KonunyecTBo yaayHbix 3anpocoB. Moxet
NpUHUMaTbL 3Ha4YeHns B npeaenax oT 1 oo
10 BKNIOYUTENBHO.

(config-pchk)> min-success 3

PingCheck: :Profile: profile
enabling interface.

"123" uses 3 success count for »

Bepcus OnucaHue

2.04

[o6GasneHa komaHaa ping-check profile min-success.

3.56.4 ping-check profile mode

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

YctaHoButb pexum Ping Check. o ymonyaHuio yCTaHOBMNEHO 3Ha4YeHme icmp.

Komanpa c I'Ipe(bVIKCOM no yCtaHaBnMBaeT 3Ha4eHne no ymosndaHuio.

Da
Oa

Het

I (config-pchk)>  mode (mode>»

I (config-pchk)> no mode

AprymeHT 3HaveHue OnucaHue
mode icmp TecTupoBaHue OOCTYNHOCTN yaaneHHoro
XocTa ByaeT ocyLlecTBMATLCA NOCPEACTBOM
otnpasku emy ICMP-echo request (ping).
connect TecTupoBaHue AOCTYMHOCTM yAaneHHoro

XxocTa OyaeT oCyLeCcTBASATLCSA NOCPEACTBOM
yctaHoBkn TCP-nogkntodYeHns Ha 3agaHHbIN
rnopr.

(config-pchk)> mode connect
PingCheck: :Profile: profile

"TEST" uses connect mode.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.04 HobaeneHa komaHaa ping-check profile mode.

3.56.5 ping-check profile port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

Ykasatb nopT 4518 NOAKMNYEHNS K yaaneHHoMY XOCTy. HacTpoika MeeT CMbICH
npu pexume connect (cm. komaHay ping-check mode).

Het

Oa

Het

I (config-pchk)>  port <number»

AprymeHT 3Ha4yeHue

OnucaHue

number Llenoe 4ucno

Howmep noprta.

(config-pchk)> port 860
PingCheck: :Profile: profile

"TEST" uses port 80 for testing.

Bepcus OnucaHue

2.04 [o6GaeneHa komaHga ping-check profile port.

3.56.6 ping-check profile power-cycle

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BkntounTb ynpaeneHue nutaHnem ceteBoro nHtepderica USB. Mo ymonyanuio

BKITHO4EHO.

KomaHfga ¢ npenKcoM no OTKNYaeT HAaCTPOWKY.

Oa
Ja
Het
I(config-pchk)> power-cycle

I (config-pchk)> no power-cycle

(config-pchk)> power-cycle
PingCheck: :Profile: profile

"123" enable usb power cycle.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.04

HobaeneHa komaHaa ping-check profile power-cycle.

3.56.7 ping-check profile restart-interface

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Uctopus nameHeHumn

BkniounTb nepesanyck nHtepdenca npu otcyTcTBun MiHtepHera. Mo ymonyaHuio
HaCTpoWKa OTKNYeHa.

KomaHaa ¢ npeduKcomM no OTKMYaeT HAaCTPONKY.
Oa
Oa

Het

I (config-pchk)>  restart-interface

I (config-pchk)> no restart-interface

(config-pchk)> restart-interface
PingCheck: :Profile: Profile "test" enabled restarting interface.

Bepcus OnucaHue

2.05

[o6GaeneHa komaHga ping-check profile restart-interface.

3.56.8 ping-check profile timeout

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

YCTaHOBUTb MakcumarbHoe BpeMA OXnaaHnA OTBETa yaalieHHOro Xxocta Ha oaunH
3anpoc B CekyHaax. Mo YMOJT4aHUI NCNOJb3YETCA 3Ha4YeHne 1.

KomaHga ¢ npedurKcom no yCTaHaBnUBaET 3HAYEHME MO YMOMYaHWIO.
Ja
Oa

Het

I (config-pchk)>  timeout (time)

I (config-pchk)> no timeout

AprymeHT 3HaveHue OnucaHue

time Uenoe uucno |Bpema oxmngaHusa B cekyHgax. Moxet
npuHMMaThb 3HadeHust ot 1 go 10

BKITHOYUTENTBHO.
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Mpumep (config-pchk)> timeout 4
PingCheck::Profile: profile "TEST" timeout is changed to 4 »
seconds.

UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.04 [o6GasneHa komaHaa ping-check profile timeout.

3.56.9 ping-check profile update-interval

OnucaHue YCTaHOBUTb NEPUOANYHOCTb BbINOMHEHUS NPoBepok Ping Check B cekyHaax.
Mpecduke no Het
MeHsieT HacTpouku Oa

MHorokpaTHbii BBog  Hert

Cunoncuc I (config-pchk)>  update-interval <time»
AprymeHThbI AprymeHT 3HaueHne |Onucanue
time Uenoe uucno |lNepnog o6HOBNEHNs B cekyHaax. Moxet
npuHUMaTh 3HadYeHust ot 3 go 3600
BKIIOUMUTENBHO.
Mpumep (config-pchk)> update-interval 60
PingCheck: :Profile: profile "TEST" interval is changed to 60 »
seconds.
VlCTOpVIﬂ N3MeHeHUNn Bepcuﬂ OHMcaHMe
2.04 [o6GaeneHa komaHga ping-check profile update-interval.

3.57 ppe

OnucaHue Bkntountb MexaHu3m nakeTHol o6paboTku. Mo ymonyaHuio HacTporika BKIoYeHa
n ansa HWNAT, u ansa SWNAT.

KomaHga ¢ npedmnkcomM no OTKYaET BblIOpaHHbIN YCKOPUTESb.
Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert

CuHoncuc I (config)>  ppe engine»
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AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

I (config)> no ppe [engine]

AprymeHT |3Ha4yeHue |Onuca|-me
engine |software [MporpaMMHbIN yCKOpUTENb.
hardware AnnapaTHbI ycKopuTerb.

hardware-ipv6

YMOJMYaHUIO OTKJITHOYEH.

AnnapatHbli yckoputens ans IPv6. Mo

hardware-force-udp

AnnapatHbin yckoputens UDP gna MT7620
rev.0204. Mo ymonyaHuio OTKIHOYEH.

(config)> ppe software

Network::Interface::Rtx::Ppe: Software PPE enabled.

Bepcus OnucaHue

2.00 [obGaBneHa komaHga ppe.

2.05 [o6GaBneH aprymeHT engine.

2.07 [obGaeneH napameTtp hardware-ipv6.

[ob6aeneH napametp hardware-force-udp.

3.58 pppoe pass

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

BkniounTb (OyHKLMIO CKBO3HOTO nponyckaHud. MoxHo BeecTy Ao 10 nokanbHbIX
CeTeBbIX Y3rO0B.

KomaHaa ¢ npednKkcomM no oTKMYaeT yHKLNIO.

Ja
Oa
Het

Ethernet

I (config)>

pppoe pass through «from «to»

I (config)> no pppoe pass through

AprymeHT 3Ha4yeHue OnucaHue

from Nms HayanbHbIn MHTEpdenc.
MHTEepdeica

to Nms KoHeuHbIl nHTepdelic.
MHTEpgeica

Keenetic Omni CnpaBo4HMK KOMaH,

197




Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.59 printer

OnucaHue

Mpedukc no

MeHsieT HacTpoOuKu
MHorokpaTHbI BBOA
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

UcTtopusa nameHeHun

(config)> pppoe pass through Home ISP

PPPoE pass-through enabled.

Bepcus

OnucaHue

2.00

[obGasneHa komaHOa pppoe pass.

[ocTyn Kk rpynne KoMaHg, Ansi HACTPONKM BbibpaHHOro npuHTepa. Ecnv npuHtep
He HandeH, KoMaHAa NblTaeTcs ero co3narhb.

KomaHga ¢ npedvkcom no yaanser npuHTep U3 CUCTEMbI.

Oa
Oa
Oa

(config-printer)

I (config)>  printer <id»

I (config)> no printer (id)

AprymeHT 3HayeHue OnucaHue

id Crtpoka MaeHTudukaTop npuHTepa.
Bepcus OnucaHue

2.00 [obGasneHa komaHga printer.

3.59.1 printer bidirectional

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

BkntounTb 4Ns NpUHTEpA ABYHAMNPaBIieHHbI PeXrMm obMeHa.

KomaHaa ¢ npeduKcom no OTKMYaeT AByHanNpPaBreHHbIN PEXUM.

Oa
Oa

Het

I (config-printer)>

bidirectional

I (config-printer)> no bidirectional
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Mpumep

Uctopusa nameHeHun

(config-printer)> bidirectional
Bidirectional mode enabled.

Bepcus OnucaHue

2.04 [o6GasneHa komaHaa printer bidirectional.

3.59.2 printer debug

BkntounTb pexxum oTnagkv ons npuHTepa. Ecnu apryMeHT He ykasaH, ypoBeHb

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

OTNagKku yCcTaHaBMMBaETCs paBHbIM 1.

KomaHga ¢ npedmnkcomM no OTKoYaeT OTNaf0uHbIA PEXMM.
Oa

Oa

Het

I (config-printer)>  debug [ level (level>]

I (config-printer)> no debug

AprymeHT 3HavyeHue OnucaHue

level UYenoe uucso |YposeHb otnagku. Moxer npuHumatb
3Ha4yeHns oT 1 Ao 3 BKIOYUTENBHO.

(config-printer)> debug level 3
Printer::Manager: a debug level set to 3.

Bepcus OnucaHue

2.04 [loGaBneHa komaHga printer debug.

3.59.3 printer firmware

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

YcTaHoBUTL (hain NPOLINBKK NpUHTEpA.

Oa

Oa

Het

I (config-printer)>  firmware «firmware»

I (config-printer)> no firmware
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AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

firmware Ctpoka MyTb K hariny NpoLUNBKM.

(config-printer)> firmware storage:sihpl018.d1l
Printer::Manager: A printer firmware set.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga printer firmware.

3.59.4 printer name

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

Mp1cBOUTL NPUHTEPY MPOU3BOILHOE UMSI.
Oa

Oa

Het

I (config-printer)>  name <name»

I (config-printer)> no name (name>

AprymeHTr 3HauyeHue OnucaHue

name Ctpoka Mpon3BorbHOE UMS MPUHTEpA.

(config-printer)> name Canon
Name changed.

Bepcus OnucaHue

2.00 [obaeneHa komaHga printer name.

3.59.5 printer port

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

YcTaHoBUTL NOPT NpUHTEpPA, ecnu Tun npuHTepa direct.
Het

Ja

Het

I (config-printer)>  port <port)
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AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT

3HavyeHue

OnucaHue

port

Lenoe uucno

MopT npuHTEpAa.

(config-printer)> port 2012

Port changed.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHga printer port.

3.59.6 printer type

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Uctopus nameHeHumn

YcTaHoBUTL THUN npuHTEpa.

Het

Oa

Het

I (config-printer)>

type <type>

AprymeHT 3HauyeHue OnucaHue
type cifs MpuHTep nogkntoveH yepes CIFS.
direct MpuHTEp NOAKMOYEH HENOCPEACTBEHHO K

YCTPONCTBY.

(config-printer)> type direct

Type changed.

Bepcus

OnucaHue

2.00

[oGaBneHa komaHnga printer type.

3.60 schedule

OnucaHue

Mpedukc no
MeHsieT HacTpoOMKH

MHorokpaTHbIN BBOA

JlocTyn K rpynne KoMaHg, A5l HacTPOWKM BbIGpaHHOro pacnucaHus. Ecnu
pacnvcaHue He HaiaeHo, KOMaHAa NbITaeTcs ero Co3aath.

KomaHaa ¢ npedukcom no yganseT pacnmcaHue.

Oa
[a
Oa
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BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

UcTopusa nameHeHun

(config-sched)

I (config)>  schedule (name»

I (config)> no schedule (name»

AprymeHT 3HauveHue OnucaHue

name Ctpoka HasBaHue pacnucaHus.
Bepcus OnucaHue

2.06 [obaeneHa komaHga schedule.

3.60.1 schedule action

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

3agaTb AeicTBuS, BbINOMHAEMbIE COINacHO BbIGpaHHOMY pacrnmcaHuio.

KomaHga ¢ npednkCcomM no OTMEHSAET AeNCTBUE.

Oa
Oa
Oa

I (config-sched)>

action caction» mins <hour» «dow»

I (config-sched)> no action [ <actions min> chour» <dow) ]

AprymeHT 3HaveHue ‘Onwcal-wle
action start [encTteue Havana.
stop [encTteure KoHua.
min Uenoe uucno |MuHyTbI.
hour Llenoe uwucno |Yacsl.
dow Uenoe uucno |OHn Hepoenu, pasgeneHHble 3anaTtbiMy. 0 1

7 03HayaloT BOCKpeceHbe. * o3HavyaeT
eXXeHEeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHue

2.06

[obaeneHa komaHaa schedule action.
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3.60.2 schedule description

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

3apatb onvcaHue ans BblbpaHHOro pacnmcaHus.

KomaHaa ¢ npedurKcom no cTupaeT onucaHue.

Ja
Het

Het

I (config-sched)>

description «description,

I (config-sched)> no description

AprymeHT

3HauyeHue OnucaHue

description

CTpoka TekcT onucaHus.

(config-sched)> description "Schedule for on/off Access Point"
Core::Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus

OnucaHue

2.06

[o6asneHa komaHaa schedule description.

3.61 service afp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

3anyctutb cnyxoy AFP.

Oa
Ja

Het

I (config)>  service afp

I (config)> no service afp

(config)> service afp
Afp::Server: Enabled.

Version

Description

2.06

[obGaBneHa komaHaa service afp.
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3.62 service cifs

OnucaHue Bkntountb CIFS-cepaep.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config)>  service cifs
I (config)> no service cifs
Mpumep (config)> service cifs
CIFS server enabled.
MCTOpMﬂ M3MeHeHV|ﬁ Bepcuﬂ OnucaHMe

2.00 [obaBneHa komaHaa service cifs.

3.63 service cloud-control

OnucaHue Bkntountb cnyx6y Cloud Control. [1ns koppeKkTHOro 3anycka Tpebyetcs
MHTEPHEeT-CoeNHEHUNE.

KomaHfa ¢ npedrKcoM No ocTaHaBMMBAET CRyXOY.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbii BBog  Hert

Cuhoncuc I (config)>  service cloud-control

I (config)> no service cloud-control
Mpumep (config)> service cloud-control

CloudControl: :Agent: The cloud control service enabled.
UcTopusa usmeHeHnt  (Bepcus OnuncaHne

2.05 JobaeneHa komaHaa service cloud-control.

204 Keenetic Omni CnpaBo4HMK KOMaH




maBa 3 OnucaHne KomaHp,

3.64 service dhcp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntountb DHCP-cepsep. Ecnu onsa 3anycka cry0bl HE4OCTaTOYHO HACTPOEK
(cm. ip dhep pool), cnyxba He BygeT oTBeyaTh No ceTu. Kak TonbKo HacTpoek
CTaHeT 4OoCTaTo4HO, Cryba BKMYMTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
Oa
Ha

Het

I (config)>  service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa service dhcp.

3.65 service dhcp-relay

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb petpaHcnaTop-DHCP. Ecnu gns 3anycka cry6bl He4oCTaToqHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxba He Byger oTBeyaTb Mo ceTh. Kak TonbKo HAaCTPOEK CTaHET LOCTAaTO4YHO,
cnyx6a BKMOYMUTCA aBTOMaTUYECKM.

KomaHga ¢ npedkCoM no OCTaHaBIMBAET CyXOy.
Oa
Ha

Het

I (config)>  service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

Bepcus OnucaHue

2.00

HobaeneHa komaHga service dhcp-relay.
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3.66 service dina

OnucaHue Bkntountb cnyx6y DLNA. Ecnn ans 3anycka cny6bl He4OCTaTOMHO HacTpoekK
(cm. dIna), cnyx6a He ByaeTt oTBevaTb Mo ceTn. Kak TonNbko HAaCTPOEeK CTaHeT
[OCTaTo4HO, Cny06a BKNIOYUTCA aBTOMaTUYECKU.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbii BBog  Hert

Cunoncuc I (config)> service dlna
I (config)> no service dlna
Mpumep (config)> service dlna
DLNA server enabled.
MCTOpVIFl N3MEeHeHUNn Bepcuﬂ OHMcaHMe

2.00 [obaeneHa komaHaa service dina.

3.67 service dns-proxy

OnucaHue Bkntountb DNS-npokeu. [Ins HacTporikn napameTpoB cry0bl, uCcnonb3yinTe
rpynny komaHg Pasgen 3.18 Ha cTpaHuue 74.

Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbii BBogZ Het

Cunoncuce I(config)> service dns-proxy

Mpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

UcTopus nameHeHun Bepcus OnucaHue

2.00 [o6GasneHa komaHaa service dns-proxy.

3.68 service dpi

OnucaHue Bkntountb cnyx6y DPI. 1o ymonyaHuio CEPBUC OTKITHOYEH.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

KomaHaa ¢ npedukcom no octaHaBnmBaeT Cryxoy.
[a
Oa

Het

I (config)>  service dpi

I (config)> no service dpi

(config)> service dpi
Dpi::Manager: Enabled.

Bepcus OnucaHue

2.06 [obGasneHa komaHaa service dpi.

3.69 service ftp

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntountb FTP-cepBep ansa obecnedeHns nonb3oBaTenen 40CTyNom K
noakntodeHHsIM USB-HocuTensam, HacTpoeyHbiM chainam u ainam ¢
OBHOBNEHNAMMN MUKPOMNPOrpaMmbl.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
Oa
Ha

Het

I (config)>  service ftp

I (config)> no service ftp

(config)> service ftp
FTP server enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa service ftp.

3.70 service http

OnucaHue

Bkntountb HTTP-cepBep, KOTOPLIN NpeaoCcTaBnseT nonb3oBaTento
Web-uHTepdeiic ans Hactponkn Keenetic Omni.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

KomaHpa c I'Ipe(*)VIKCOM NOo OCTaHaBlnnBaeT CJ'Iy)K6y.

[a
Oa

Het

| (config)>

service http

I (config)> no service http

(config)> service http
HTTP server enabled.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa service http.

3.71 service igmp-proxy

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

Uctopus nameHeHumn

3.72 service ipsec

OnucaHue

Bkntountb IGMP-npokcu. [1ns pabotbl crny6bl HE0OX0AMMO HanMymne OgHOro
nHTepgenca upstream n xotst 6bl ogHoro nHTepdenca downstream. Ecrnv gns
3anycka cnyx0bl He4OCTaTOYHO HACTPOEK, OHa He ByaeT paboTaTtb. Kak Tonbko
HaCTpOeK CTaHeT AOCTaTO4HO, cny>|<6a BKJTHOUYNUTCA aBTOMaTU4YECKW.

Komanpa c ﬂpe(bMKCOM No OoCTaHaBlnnBaeT CJ'Iy)K6y.

Da
Oa

Het

I (config)>

service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy
IGMP proxy enabled.

Bepcus

OnucaHue

2.00

[loGaBneHa komaHga service igmp-proxy.

3anyctutb cnyx6y /Psec. Mo ymonyaHuio cryxG6a oTKIoYeHa.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

KomaHaa ¢ npedukcom no octaHaBnmBaeT Cryxoy.
[a
Oa

Het

I(config)> service ipsec

I (config)> no service ipsec

(config)>service ipsec
IpSec: :Manager: Service enabled.

Bepcus OnucaHue

2.06

[obGaBneHa komaHa service ipsec.

3.73 service ntp-client

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTtb NTP-KIUEHT.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa

Oa

Het

I (config)>  service ntp-client

I (config)> no service ntp-client

(config)> service ntp-client
NTP client enabled.

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa service ntp-client.

3.74 service telnet

OnucaHue

Mpedukc no

BkniounTb cepBep telnet, koTopbIi NpegocTaBnsieT NOnNb3oBaTento MHTepdenc
KOMaHOHOW CTPOKM NSl HACTPONKN YCTPOWUCTBA.

Komanpa c I'Ipe(*)VIKCOM NO OCTaHaBlnBaeT CJ'Iy)K6y.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

Ja

Het

I (config)>  service telnet

I (config)> no service telnet

(config)> service tel
Telnet server enabled.

Bepcus OnucaHue

2.00 [obGaBneHa komaHda service telnet.

3.75 service torrent

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

Uctopusa nameHeHumn

BkntounTts BitTorrent-knueHT ansa obecneveHms nonb3oBatenen ooLmm 4OCTYNOM
k Bonbwmm cdannam (dbvnbmam, TB-L1oy) NocpeacTBOM NUPUHIOBOTO CETEBOIO
npoToKona.

KomaHaa ¢ npedukcom no octaHaBnmMBaeT Cryxoy.
Ja
Oa

Het

I (config)>  service torrent

I (config)> no service torrent

(config)> service torrent
server enabled.

Bepcus OnucaHue

2.00 JobaBneHa komaHga service torrent.

3.76 service udpxy

OnucaHue

Mpedukc no

MeHsieT HacTpouku

BkntounTb cnyx6y udpxy.

KomaHga ¢ npedukcom no octaHaBnmBaeT Crnyxoy.
Oa

Oa
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHun

Het

I (config)>  service udpxy

I (config)> no service udpxy

(config)> service udpxy
Udpxy: :Manager: a service enabled.

Bepcus OnucaHue

2.03 HobaeneHa komaHga service udpxy.

3.77 service upnp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

Uctopus nameHeHunmn

3.78 show

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
BxoxaeHue B rpynny

CuHoncuc

Bkntountb cnyxby UPnP.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa

Oa

Het

I (config)>  service upnp

I (config)> no service upnp

Bepcus OnucaHue

2.00 [oGaBneHa komaHga service upnp.

,D,OCTyI'I K rpynne KOMaHg and npocMoTpa OunarHocTn4eckom VIHCbOpMaLI,VIVI o
cucteme. Bece komaHabl aTON rpynnbl HE NBMEHAKT CUCTEMHbIE HaCTpOVIKM.

Het
Het
Het

(show)

I (config)>  show
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obasneHa komaHaa show.

3.78.1 show access

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

MokasaTb nonb3oBaTenbCKUM JOCTYN K katanory Ha USB-yctpoicTtse.
Het
Hert

Het

I (show)> access «directory>

AprymeHT 3HayeHue OnucaHue

directory Crpoka MyTb k kaTanory Ha USB-ycTpoiicTae.

(show)> access PENDRIVE:doc

user:
name: admin
assigned: write
effective: write
exists: yes
user:
name: test
assigned: read
effective: read
exists: yes

Bepcus OnucaHue

2.00 [obaBneHa komaHaa show access.

3.78.2 show afp

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

MokasaTb cTatyc cnyx6bl AFP.
Het
Het

Het

I (show)> afp
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Mpumep

UcTopusa nameHeHun

(show)> afp

enabled: yes
automount: yes
permissive: yes
share:
mount: C253-062D:
label: FLASH
timemachine: yes
description:
active: yes
share:
mount: C253-062D:/FOR_AFP
label: AFP
timemachine: yes
description:
active: yes
Version Description
2.06 [o6GasneHa komaHga show afp.

3.78.3 show associations

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThbl

Mpumep

MokasaTb cnmucok 6ecnpoBOAHbIX CTAHLMIA, CBSA3AHHbIX C TOUYKOM gocTyna. Ecnn
BbINOMHUTL KOMaHAy 6e3 aprymeHTa, To Ha aKpaH Oy4eT BbiBEAEH BECb CMMCOK

6ecnpoBOAHbLIX CTAHLMN
Het
Het
Het

Access Point

I(shom0> associations [ (name> ]
AprymeHT 3HayeHue OnucaHue
name CTpoka HassaHue Toukun goctyna. CiMcok AOCTYMHbIX

Ons Bblbopa ToYek foCcTyna MOXHO YBUAETb
BBeOs KomaHay associations ?.

(show)> associations GuestWiFi

station:
mac:
ap:
authenticated:

10:0b:29:2f:d7:d0
1
1
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txrate: 54
station:
mac: a0:88:b4:40:9c:98
ap: 1
authenticated: 1
txrate: 54
UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.00 [lobaeneHa komaHga show associations.
3.78.4 show cifs
OnucaHue Mokasatb ctaTtyc CIFS-cepBepa.
Mpedoumkec no Het
MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
Cunoncuce I(shomo> cifs
MNpumep (show)> cifs
enabled: yes
master: no
automount: yes
permissive: yes
share:
mount: 9430B54530B52EDC:
label: 9430B54530B52EDC
description:
active: no
MCTOpVIFl N3MEeHeHUNn Bepcuﬂ OHMcaHMe
2.00 [obaeneHa komaHaa show cifs.

3.78.5 show clock date

OnucaHue lMokasaTb Tekylllee CUCTEMHOE BpeMsl.
Mpedukc no Het
MeHsieT HacTpoukm Het

214

Keenetic Omni CnpaBo4HMK KOMaH



maBa 3 OnucaHne KomaHp,

MHorokpaTHbii BBog  Hert

Cuuoncue I(shom0> clock date
Mpumep (show)> clock date
date:
weekday: 4
day: 24
month: 5
year: 2012
hour: 23
min: 50
sec: 6
msec: 275
dst: inactive
tz:
locality: Moscow
stdoffset: 14400
dstoffset: -1
UcTopus nameHeHun Bepcus OnucaHue

2.00 [obasneHa komaHaa show clock date.

3.78.6 show clock timezone-list

OnucaHue MokasaTb CNNCOK LOCTYMHbLIX YACOBbIX MOSICOB.
Mpedukc no Het
MeHsieT HacTpouKu Het

MHorokpaTHbii BBog  Hert

Cunoncnc I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:

locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
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dstoffset: -1

tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200

tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1

UcTopusa nameHeHun Bepcus OnucaHue
2.00 [obaeneHa komaHga show clock timezone-list.

3.78.7 show crypto ike key

OnucaHue

MokasaTb MHopmaLnto o BbIbpaHHOM krtode /KE. Ecriv BbINONMHUTDL KOMaHAy

6e3 aprymeHTa, To BeCb crnmcok /KE kntovel Oyaet BbIBEAEH Ha 3KpaH.

Mpecduke no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert

Cunoncuc I (show)> crypto ike key [name]
AprymeHThI AprymeHT 3HaueHue OnucaHnue
name CTpoka HasBaHune BbIGpaHHoro /KE kntoya.
Mpumep (show)> crypto ike key
IpSec:
ike key, name = test:
type: address
id: 10.10.10.10

ike key, name = test2:

type: any
id: »
UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.06 [o6GasneHa komaHaa show crypto ike key.
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3.78.8 show crypto map

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

MokasaTb HopmaLnto o BbIbBpaHHOW kpunTokapTte IPsec. Ecniv BbINONHUTD
KomaHay 6e3 aprymeHTa, TO BECb CMIMCOK KpMnToKapT /Psec ByaeT BbiBe4EeH Ha

3KpaH.
Het
Het

Het

I(shomo> crypto map [map-name]

AprymeHT 3HavyeHue

OnucaHue

map-name Ctpoka

HasBaHwve BbIOpaHHOM KPUMTOKapPTHI.

(show)> crypto map test

IpSec:

crypto map, name = test:

config:

remote peer:
crypto _ipsec profile name:

ipsec.example.com
profl

mode: tunnel

local network:

net:
mask:
protocol:

172.16.200.0
24
IPv4

remote network:

net:
mask:
protocol:

status:

primary peer: true

phasel:
name:
unique id:
ike state:
establish time:
rekey time:
reauth time:
local addr:
remote addr:
ike version:
local spi:
remote spi:
local init:

172.16.201.0
24
IPv4

test

572

ESTABLISHED
1451301596

0

1451304277
10.10.10.15
10.10.10.20

2
00abebfc9d90f1c2
3cd201ef496df75¢
yes
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ike cypher: aes-cbc-256
ike hmac: shal

UcTopusa nameHeHun

ike dh group: 2

phase2 sa list:

phase2 sa, index = 0:
unique id: 304
request id: 185
sa_state: INSTALLED
mode: TUNNEL
protocol: ESP
encapsulation: yes
local spi: ca59bfcf
remote spi: cde23d83
ipsec_cypher: esp-aes-256
ipsec _hmac: esp-shal-hmac
ipsec_dh group:
in bytes: 7152
in packets: 115
in time: 1451302507
out bytes: 6008
out packets: 98
out time: 1451302507
rekey time: 1451305159
local ts: 172.16.200.0/24
remote ts: 172.16.201.0/24

state: PHASE2

~ ESTABLISHED

Bepcus

OnucaHue

2.06

[o6GasneHa komaHga show crypto map.

3.78.9 show dIna

OnucaHue
Mpedumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

CuHoncuc

Mpumep

I (show)>

(show)> dlna

Mokasatb ctatyc DLNA-cepsepa.

running: yes
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [ob6aeneHa komaHaa show dina.

3.78.10 show dot1x

OnucaHue MokasaTb coctosHMe knmeHTa 802.1x Ha nHTepdence. [ins BO3MOXHOCTU
ynpaBneHus coctosHmem knuneHTa 802.1x Ha uHTepdpence gomnxkHa 6bITb
HacTpoeHa aBTopm3aL s npu nomoLumn rpynnel koMaHg interface authentication.

Mpedukc no Het
MeHsieT HacTpouKu Het
Tun nutepcpenca Ethernet

MHorokpaTHbii BBog  Hert

CuHoncue I (show)>  dotlx[interface]
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
interface Nms HasBaHue nHTepdelica Ethernet. Cnncok
MHTepgesica |QOCTYNHbIX ANsi Beibopa MHTEpPdEncoB
MOXHO yBUOEeTb BBeas komaHay dot1x 2.
Mpumep (config)> show dotlx ISP

dotlx:
id: FastEthernet0/V1lan2
state: CONNECTING

Core::Configurator: done.

MCTOpMﬂ U3MeHeHUn Bepcuﬂ OnucaHue

2.02 [obasneHa komaHaa show dot1x.

3.78.11 show dpi hosts

OnucaHue MokasaTb CNNCOK XOCTOB, onpeaeneHHbIX cnyx6on DPI, nx onepaumoHHyo
CUCTEMY N CMINCOK NPUMOXEHNIA Ha HUX.

Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert

CuHoncuc I (show)>  dpi hosts
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Mpumep (show)> dpi hosts

host:

mac:

20:2a:4b:5c:09:0e

class _name: unknown

device name:

flow types:

unknown

flow type: skype

UcTopusa nameHeHun Bepcus

OnucaHue

2.06

[o6asneHa komaHaa show dpi hosts.

3.78.12 show drivers

OnucaHue lNokasaTb CMCOK 3arpyXeHHbIX ApanBepoB aapa.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

CuHoncuc I(shomo>

drivers

Mpumep (show)> drivers

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:

rt2860v2 sta
546736
0

rt2860v2_ap
554192
2

rndis host
5024
0

dwc_otg
68416

lm
1344
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Uctopusa nameHeHun

subs: dwc otg, [permanent]
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show drivers.

3.78.13 show ftp

MokasaTb gomallHWe KaTanoru nonb3oBaTenei, uMmetoLmx Ter ftp.

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Het

Het

Hert

I (show)>  ftp
(show)> ftp

enabled: yes
permissive: yes

user:
name:
root:
path:

user:
name:
root:
path:

admin
E:/
/tmp/mnt/E//

torrent

Core::Configurator: done.

Bepcus

OnucaHue

2.03

[obGaeneHa komaHga show ftp.

3.78.14 show interface

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MNokasaTb gaHHbIe YKa3aHHOro MHTep(i)EVICB. Ecnu BbInonHnTb KOMaHay 6es
apryMmeHTa, To Ha 3KpaH 6y,qu BbliBelEeH B€Cb CMNCOK CETEBbIX MHTep(beVICOB.

Het

Het
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MHorokpaTHbii BBog  Hert

Tun nHtepdpenca

CuHoncuc

AprymeHThbl

Mpumep

Uctopus nameHeHunmn

IP
I(shom0> interface (name>
AprymeHTr 3HauyeHue OnucaHue
name Ums lMonHoe umsa unu NnceeaoHMM NHTEpdeinca,
nHTEepperica |MHMDOPMaLMIO O KOTOPOM TpebyeTcs
oTobpasunThb.

Mpumep 3.1. MpocMoTp COCTOSAHUA NOPTOB KOMMYyTaTopa

KomaHga show interface BbIBOAWT pasnuyHyo MHPOPMaLMIO B 3aBUCUMOCTY OT
Tvna nHtepdeinica. B yactHocTH, ang kommyTtaTtopa FastEthernet0 oHa nommmo
00X cBeaeHWI NOKa3bIBAET TEKYLLIEE COCTOSTHUE PU3NYECKMX MOPTOB, CKOPOCTb

1 gynnekc.

config)> show interface FastEthernet0

index: 0
type: Switch
description:

state: up

link: up

port, index = 1:
link: up
speed: 100M

duplex: full
port, index = 2:

link: down
speed:
duplex:
port, index = 3:
link: down
speed:
duplex:
port, index = 4:
link: down
speed:
duplex:
port, index = 5:
link: up
speed: 100M

duplex: full

Bepcus

OnucaHue

2.00

[obaeneHa komaHaa show interface.
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3.78.15 show interface bridge

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

BbiBOa

Mpumep

UcTopusa nameHeHum

[NokasaTb COCTOSIHME MHTEepgenca mocTa.
Het
Het
Het

Bridge

I (show)>  interface (name> bridge

AprymeHT 3HayeHue OnucaHue

name Wmsa nHTepderica|lNonHoe NMst UNu NCeBOOHUM
nHTepdenca, nHpopmaumio o

KOTOpoM TpebyeTcsi oTo6pasunTb.

AnemMeHT 3Ha4yeHue

members KopHeBon y3en.

interface Uma nHutepderica.

link CocTosiHMe coepgmHeHus nHtepdenca.
inherited Mpu3Hak HacnegoBaHus.

(show)> interface Bridgel bridge

members:
interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0

Bepcus OnucaHue

2.03 HobaeneHa komaHaa show interface bridge.

3.78.16 show interface channels

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

Tun nHtepdpenca

MokasaTb JaHHbIE O KaHanax ykasaHHOro 6ecnpoBOfHOrO UHTepdelica.
Het
Het
Het

Radio

Keenetic Omni CnpaBo4HMK KOMaH,

223




Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThI

BbiBOa

Mpumep

I(shom0> interface (name»> channels

AprymeHT 3HayeHue OnucaHue
name Nms MonHoe nms nnn NncesgoHUM NHTepdeinca,
MHTEepgesica |MHpopMauuo o KoTopoM Tpebyetcs
oTObOpasnTb.
OnemMeHT 3Ha4vyeHue
channels KopHeBon y3en.

channel, index

Homep 3anncu B Crincke.

number

Homep kaHana.

ext-40-above

BoamoxxHOCTb paclmpeHna KaHana BBepxX.

ext-40-below

BoamoxxHOCTb paclmnpeHna KaHana BHUS.

vhc-80

BoamMoXXHOCTb paclumnpeHus kaHana go 80 Mru,

(show)> interface WifiMaster@® channels

channels:

channel, index =
number: 1
ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index =
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

0:
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UcTopusa nameHeHun

channel, index = 5:

number: 6

ext-40-above: yes
ext-40-below: yes

vht-80: yes

channel, index = 6:

number: 7

ext-40-above: yes
ext-40-below: yes

vht-80: yes

channel, index = 7:

number: 8

ext-40-above: yes
ext-40-below: yes

vht-80: yes
Bepcus OnucaHue
2.03 [obaeneHa komaHga show interface channels.

3.78.17 show interface country-codes

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThbl

BbiBoa

[NokasaTb CIMCOK JOCTYMNHbIX KaHanoB Ha paguo-uHTepgence.

Het

Het

Het

Radio

I(shom0> interface (name»> country-codes

AprymeHT 3HayeHue OnucaHue

name Wmsa uHTepgerica|llonHoe MMA UNU NCEBOOHUM
nHTepdenca, uHpopmaLumo o
KOTOpoM TpebyeTcst oTobpasunTh.

AnemMeHT 3HayeHue

country-codes

KopHeBon y3en.

code

Kog cTpaHbl.

country

HasBaHue cTpaHbl.
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Mpumep

code: AL
country: Albania
country-code:
code: DZ
country: Algeria
country-code:
code: AR
country: Argentina
country-code:
code: AM
country: Armenia
country-code:
code: AU
country: Australia
UcTopus nameHeHun Bepcus OonucaHue
2.03 [o6GaeneHa komaHaa show interface country-codes.

(show)> interface WifiMasterO country-codes

country-codes:

country-code:

3.78.18 show interface mac

OnucaHue Mokasatb Tabnmuy MAC-agpecoB KommyTaTopa.

Mpedoumkec no Het

MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Tun nutepcpenca Switch

Cunoncuc I(shom0> interface (name> mac

AprymeHTbI AprymeHT 3HaueHne  |OnucaHue

name Nms MonHoe ums nnn NncesgoHUM NHTepdeica,
MHTEepgesica |MHopMauuo o KoTopoM Tpebyetcs

oTObOpa3snThb.
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Mpumep

Uctopusa nameHeHun

(show)> interface

FastEthernet0® mac

Port MAC Aging

1 20:6a:8a:1a:58:€9 1

3 cc:5d:4e:4f:aa:b2 1

3 cc:5d:4e:4f:aa:b2 3

1 01:00:5e:00:00: fc 7

Bepcus OnucaHue

2.00 [obaeneHa komaHga show interface mac.

3.78.19 show interface rf e2p

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThbl

Mpumep

MokasaTb Tekylllee CoaepXXMMOe BCeX s4Yeek KanubpoBOUHbIX AaHHbIX.

Het

Het

Het

Radio

I(shom0> interface name> rf e2p

AprymeHT 3HayeHue OnucaHue

name Nms MonHoe ums nnn NncesgoHUM NHTepdeinca,
MHTEepgesica |MHopMauuo o KoTopoM Tpebyetcs

oTObOpa3snThb.

(show)> interface WifiMaster® rf e2p

[0x0000]
[0x0008]
[0x0010]
[0x0018]
[0x0020]
[0x0028]
[0x0030]
[0x0038]
[0x0040]
[0x0048]
[0x0050]
[0x0058]
[0x0060] :
[0x0068]
[0x0070]
[0x0078]

:5392
:042B
:0000
10001
:FFFF
:43EC
: 758E
:FFFF
:88CC
:0000
:FFFF
11011

1111

:1313
:00F1
:0000

[0x0002]
[Ox000A]
[0x0012]
[0x001A]
[0x0022]
[0x002A]
[0x0032]
[0x003A]
[0x0042]
[0x004A]
[0x0052]
[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]

:0103
15392
15392
:FFBA
:FFC1
:04F6
14301
:012D
:FFFF
10000
11111
:1010
11211
11413
:1133
10000

[0x0004]
[0x000C]
[0x0014]
[6x001C]
[0x0024]
[0x002C]

[0x003C]
[0x0044]
[0x004C]
[0x0054]
[0x005C]

[0x006C]
[0x0074]
[0x007C]

:43EC
:1814
:1814
10213
19201
:052B
[0x0034]:
:FFFF
: FFOA
10000
11111
:1010
[0x0064] :
11414
10000
10000

FF22

1212

[0x0006]
[0x000E]
[0x0016]

[0x0026]
[0x002E]
[0x0036]
[0x003E]
[0x0046]

[0x0056]
[0x005E]
[0x0066]
[0x006E]
[0x0076]
[0x007E]

:04F6
18001
:0000
[0XO01E] :
:FFFF
:FFFF
:0025
: FAD9
:0000
[0x004E] :
11111
:1010
11312
12264
:FC62
:0000

FFFF

FFFF
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[0x0080]:FFFF [0x0082]:FFFF [0x0084]:FFFF [0x0086]:FFFF
[0x0088]:FFFF [0x008A]:FFFF [0x008C]:FFFF [OxO08E]:FFFF
[0x0090] : FFFF [0x0092]:FFFF [0x0094]:FFFF [0x0096] :FFFF
[0x0098]:FFFF [0x009A]:FFFF [0x009C]:FFFF [OxO09E]:FFFF
[0XO00A0]:FFFF [0x00A2]:FFFF [0x00A4]:FFFF [Ox00A6]:FFFF
[0XO00A8]:FFFF [0x00AA]:FFFF [OXxO00AC]:FFFF [OxO0AE]:FFFF
[0x00BO]:FFFF [0x00B2]:FFFF [0x00B4]:FFFF [0x00B6]:FFFF
[0x00B8]:FFFF [0x00BA]:FFFF [0x00BC]:FFFF [Ox00BE]:FFFF
[0x00CO]: FFFF [0x00C2]:FFFF [0x00C4]:FFFF [0x00C6]:FFFF
[0x00C8]:FFFF [0x0O0CA]:FFFF [0x00CC]:FFFF [OxOO0CE]:FFFF
[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0OGDA]:FFFF [0x00DC]:FFFF [OxOO0DE]:6666
[OXOOEQ] : AAAA [OxOOE2]:6688 [OxO00E4]:AAAA [OxO0EG6]:6688
[OXOOE8]:AAAA [OxOOEA]:6688 [OxO00EC]:AAAA [OxOOEE]:6688
[0XO00FO]:FFFF [0x00F2]:FFFF [Ox00F4]:FFFF [Ox00F6]:FFFF
[0xO00F8]:FFFF [0x00FA]:FFFF [0XxO0OFC]:FFFF [OxOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [Ox010E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO]:FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [0x01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
[0XO1EQ]:FFFF [0x01E2]:FFFF [Ox01E4]:FFFF [Ox01E6]:FFFF
[0xO01E8]:FFFF [OxO1EA]:FFFF [OxO@1EC]:FFFF [OxO1EE]:FFFF
[0x01FO]:FFFF [0x01F2]:FFFF [Ox01F4]:FFFF [Ox01F6]:FFFF
[0xO01F8]:FFFF [0x01FA]:FFFF [0x01FC]:FFFF [OxO1FE]:FFFF

UcTopus usmeHeHun  |Bepcus OnucaHue

2.04 [o6GasneHa komaHga show interface rf e2p.
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3.78.20 show interface stat

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[NokasaTb CTaTUCTUKY NO MHTEPJIENCY.

Het

Het

Het

I (show)>  interface (name> stat

AprymeHTr 3HauyeHue OnucaHue

name Wms MonHoe umsa nHTepdenca nnm NCEBLOHNM.
MHTEpgelica

(show)> interface Home stat

rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
Bepcus OnucaHue
2.00 [obasneHa komaHaa show interface stat.

3.78.21 show interface wps pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

Tun nHtepdpenca

Mokasate WPS PIN To4ku goctyna.

Het
Het
Hert

WiFi
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CuHoncuc

AprymeHThI

BbiBog

Mpumep

UcTopusa nameHeHum

I (show)>  interface <name> wps pin

AprymeHT 3HayeHue OnucaHue

name Ums MonHoe umsa uHTepdenca unm NCeBaoHNM.
MHTEeppelica

AnemeHT 3HayeHue

pin Homep PIN.

(show)> interface WifiMaster0/AccessPoint0 wps pin

pin: 60180360

Bepcus OnucaHue

2.00 HobaeneHa komaHaa show interface wps pin.

3.78.22 show interface wps status

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbl

BbiBog

MokasaTb ctatyc WPS ToukM goctyna.
Het
Hert
Het
WiFi

I (show)>  interface (name; wps status

AprymeHT 3HauyeHue OnucaHue
name Nms MonHoe ums nHTepderca nnm NCeEBAOHNM.
MHTEpgelica
AnemMeHT 3HayeHue
wps KopHeBon y3en.
configured HactpoeH nu WPS ana gaHHOM Touku gocTyna.
auto-self-pin CocTtosiHue pexuma auto-self-pin.
status disabled
enabled
active
direction send
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AnemMeHT 3HayeHue
receive
mode pbc
self-pin
peer
left Bpems 0o 3akpblTus ceccum B CeKyHAax.
MNpumep (show)> interface WifiMaster0/AccessPoint0@ wps status
wps:
configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite
UcTopus usmeHeHnt  (Bepcus OnucaHue
2.00 [o6asneHa komaHaa show interface wps status.
3.78.23 show ip arp
OnucaHue Oto6paxaeT cogepxnmoe kewa ARP.
Mpecduke no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert
CuHoncuc I(shom0> ip arp
Mpumep (show)> ip arp

IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc  Home
10.10.30.34 20:88:b4:40:9c:98 GuestWiFi
192.168.75.203 7c:61:93:ee:88:67 Home
192.168.75.211 00:26:c7:4a:€0:16 Home
82.138.72.163 34:51:¢9:¢c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
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Uctopusa nameHeHun

192.168.75.204 4c:0f:6e:4b:3c:ba Home

82.138.72.129 00:30:48:89:b5:9f ISP
Bepcus OnucaHue
2.00 HobasneHa komaHaa show ip arp.

3.78.24 show ip dhcp bindings

OnucaHue

Mpedumkc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

MokasaTtb ctatyc DHCP-server. Ecnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO Ha
3KpaH OyaeT BbIBE4EH BECb CMMCOK BbiAeneHHbIX IP ans Bcex nynos.

Het
Het

Het

I (show)>  ip dhcp bindings [ «pool; ]

AprymeHT 3HaveHue OnucaHue

pool CTtpoka Mmsa nyna.

(show)> ip dhcp bindings _WEBADMIN

lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:e0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo

Bepcus OnucaHue

2.00 HobasneHa komaHga show ip dhep bindings.

3.78.25 show ip dhcp pool

OnucaHue

Mpedoumkec no

MokasaTtb nHopmaumo 06 onpegeneHHom nyne. Ecnu BbINOMHUTL KOMaHAy 6e3
aprymeHTa, TO Ha 9KpaH bOyaeT BbiBegeHa MHpopmaumsi 060 BCeX nynax CMCTEMBI.

Het
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MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuc I(shomo> ip dhcp pool [ <poo s ]
AprymeHTbI AprymeHT 3HaueHne |OnucaHune
pool CTpoka Nmsa nyna.
Mpumep (show)> ip dhcp pool 123
pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no
UcTopus usmeHeHut  (Bepcus OnucaHue
2.03 [obaeneHa komaHga show ip dhcp pool.
3.78.26 show ip name-server
OnucaHue MokasaTb cnucok Tekywmux agpecos DNS-cepBepoB B nopsigke yobiBaHWS
npuopuTeTa.
Mpedoumke no Het
MeHsieT HacTpouku Het
MHorokpaTHbIi BBog  Hert
Cunoncue I(shomo> ip name-server
Mpumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:

address: 82.132.76.130
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Uctopusa nameHeHun

domain: zydata.ru

global: yes
Bepcus OnucaHue
2.00 [o6GasneHa komaHga show ip name-server.

3.78.27 show ip nat

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

MokasaTb Tabnuuy TpaHCNSALUMKN CeTeBbIX apecoB.

Het

Het

Het

I (show)>  ip nat [tcp]

AprymeHT 3HaveHue OnucaHue

tcp Knwyesoe Tonbko 3anuncu ¢ Tunom TCP 6yayT

c/10BO BbIBEAEHbI HA 3KPaH.
(show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1

tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16

tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443  82.138.7.164 46655 0

udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa show ip nat.
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3.78.28 show ip route

OnucaHue
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

MokaszaTtb TekyLylo Tabnuuy MapLipyTM3auum.

Cunoncue I (show)>  ip route[sort «criterias«direction;]
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
direction ascending [3anucu Tabnuubl MappyTusauum dygyT
ynopsiAo4eHbl N0 BO3pacTaHuio.
descending |3anucu Tabnuubl mapLipyTusaumm byoyT
YNOpsiAOY€EHbI NO yObIBAHMIO.
criteria interface |CopTupoBka 3anucen byaeT ocylecTBneHa
no UMeHn nHtepdenca.
gateway CopTupoBka 3anucen 6ygeTt ocyLlecTBreHa
no agpecy Ln3a.
destination|CopTupoBka 3anucen byaeT ocyLlecTBreHa
no agpecy HasHa4eHwus.
MNpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
UcTopusa nameHeHun Bepcus OonucaHue
2.00 [o6GaeneHa komanga show ip route.

3.78.29 show ipsec

OnucaHue

Mpedumkc no

MeHsieT HacTpoOMnKu

Mokasatb uHopmaumto o coctosaHumn IPsec/IKE cnyx6bl strongSwan.

Het

Het
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHum

Het
I(shom0> ipsec

(show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00a6ebfc9d90flc2 i* »
3cd201ef496df75¢c_r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES_CBC=256/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
ca59bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC_SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes

test{304}: 172.16.200.0/24 === 172.16.201.0/24
Bepcus OnucaHue
2.06 [obGaeneHa komaHaa show ipsec.

3.78.30 show ipv6 addresses

OnucaHue

Mpedukc no

MokasaTb cnucok Tekywmx IPv6-agpecos

Het
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MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert
Cunoncuc I(shomo> ipv6 addresses

Mpumep (show)> ipv6 addresses

address:

address: 2001:db8::1
interface: ISP

valid-lifetime: in
address:

address: 2001:db8

finite

interface: Home

valid-lifetime: in
address:

finite

1:cebd:4eff:fedf:aab2

address: fd3c:4268:1559:0:ceb5d:4eff:fedf:aab2

interface: Ho
valid-lifetime: in
address:

me
finite

address: fd01:db8:43:0:ceb5d:4eff:fedf:aab2

interface: Ho
valid-lifetime: in

me
finite

MCTOpVIFl N3MEeHeHnn Bepcuﬂ OnucaHue

2.00 [obGaeneHa komaHga show ipv6 addresses.

3.78.31 show ipv6 prefixes

OnucaHue MokasaTb cnucok Tekywmx IPv6
Mpedukc no Het
MeHsieT HacTpoWnku Het

MHorokpaTHbii BBog  Hert

Cunoncuc I(shom0> ipv6 prefixes
Mpumep (show)> ipv6 prefixes
prefix:
prefix:
interface:

valid-lifetime:

preferred-lifetime:
prefix:

prefix:

interface:

-npedunKCcoB.

2001:db8::/64
ISP

infinite
infinite

fd3c:4268:1559:

:/48
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Uctopusa nameHeHun

valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd01l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
Bepcus OnucaHue
2.00 HobasneHa komaHaa show ipv6 prefixes.

3.78.32 show ipv6 routes

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

lNokasaTb cnncok Tekywux |IPv6-mapLupyTos.

Het
Het

Het

I (show)>

ipv6 routes

(show)> ipv6 routes

route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01l:db8:43::/64
gateway: ::
interface: Home
Bepcus OnucaHue
2.00 [obaeneHa komaHga show ipv6 routes.

3.78.33 show last-change

OnucaHue
Mpedukc no

MeHsieT HacTPOMKM

lNokasaTb KTO 1 Korga nocrneaHumn pa3 BHOCWUJ1 USBMEHEHNA B HaCTpOVIKM.

Het

Het
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHum

Het
I (show)>  last-change

(show)> last-change

date: Thu, 12 Jul 2012 10:01:47 GMT

agent: cli
Bepcus OnucaHue
2.00 HobaeneHa komaHaa show last-change.

3.78.34 show log

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThI

Mpumep

MokasaTb cogepxMmoe CUCTEMHOIO XXypHana (3anvcu, KOTopble COXPaHUI1Ch B
uuknmyeckom Bydepe), a Takke HOBbIE 3anncy No Mepe nx NoctynneHnsi. Komanaa
paboTaet B ()OHOBOM peXMMe, TO €CTb A0 MPUHYOUTENBHON OCTAHOBKM
none3oBaTtenem no Haxatuio [Ctri]+[C].

Het
Het

Het

I (show)>  log [ max-1lines>][once]

AprymeHT 3HayeHue OnucaHue

max-lines Uenoe uucno |Konnyectso Bo3BpaLLlaeMbiX CTPOK NOroB.

once KnwyeBoe MokasaTtb Tekywmi nor 1 Boiitn B CLI.
C/10BO

(show)> log

Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster0/AccessPoint0Q: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
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I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1) had

deauthenticated.
Uctopus nameHeHumn Bepcus OnuncaHune
2.00 HobasneHa komaHga show log.
3.78.35 show ndns
OnucaHue Mokasatb napameTpbl KeenDNS.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

CuHoncuc I (show)>  ndns
Mpumep (show)> ndns
name: testname
domain: mykeenetic.net
address:

access: direct

MCTOpVIFl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.07 [obaeneHa komaHaa show ndns.

3.78.36 show netffilter

OnucaHue MokasaTb MHdopMaLmio o paboTe ceTeBoro akpaHa. Heobxoaumo ans
obecrneyeHuns yaaneHHon TexnoaaepxKu.

Mpedukc no Het
MeHsieT HacTpoukm Het
MHorokpaTHbii BBogZ Het

CuHoncuc I (show)> netfilter
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.00

[obasneHa komaHaa show netffilter.

3.78.37 show ntp status

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

Uctopusa nameHeHumn

3.78.38 show ping-check

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb cucTemHble HacTponkn NTP.

Het
Het

Het

I(show)> ntp status

(show)> ntp status

status:
elapsed: 168141
server: 2.pool.ntp.org
synchronized: yes
Bepcus OnucaHue
2.00 [o6GaeneHa komaHga show ntp status.

MokasaTtb uHopmaumto o npocdune Ping Check. Mpn ncnonb3oBaHUN KOMaHAbI
6e3 aprymeHTa BbIBOAATCA AaHHble 060 Bcex Npodunsx.

Het
Het

Het

I (show)>  ping-check [ «profile name)]

AprymeHT

3HauyeHue

OnucaHue

profile name

Ctpoka

HassaHue npodung.

(show)> ping-check

pingcheck:

profile: TEST
host: 8.8.8.8
port: 80
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Uctopusa nameHeHun

max-fails: 7
timeout: 1
mode: connect

interface: ISP
fail count: 0
status: pass

pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
Bepcus OnucaHue

2.04

HobaeneHa komaHga show ping-check.

3.78.39 show printers

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Moka3saTb CMMCOK MPUHTEPOB B CUCTEME.

Het
Het

Het

I (show)>

printers

(show)> printers

printers:
printer: Canon MF8300C Series

Bepcus

OnucaHue

2.00

[ob6aeneHa komaHga show printers.

3.78.40 show running-config

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku

lMokasaTb TekyLMe HaCTPOMKN, KOTOPbIE COAEPXUT dhann
system:running-config TOYHO TakK e, Kak 3TO JenaeT kKoMaHaa more

Het

Het
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MHorokpaTHbii BBog  Hert

CuHoncuc I(ShOW0> running-config

Mpumep (show)> running-config
I $$$ Model: ZyXEL Keenetic
I $$$ Version: 2.0
I $$$ Agent:
I $$$ Last change: Fri, 13 Jul 2012 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096

set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200
set net.ipv4.netfilter.ip conntrack udp_ timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
clock timezone Moscow
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|

access-list WEBADMIN ISP

permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »

port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
!
isolate-private
dyndns profile ABCD
|

dyndns profile WEBADMIN
type dyndns
!
interface FastEthernet0
up
!
interface FastEthernet0/0
switchport mode access
switchport access vlan 1
!
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
!
interface Bridge0®
name Home
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description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up
!
ip route 82.138.7.141 ISP auto
ip route 82.138.7.132 ISP auto
ip route 82.138.7.27 PPTPO auto
ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home
|
ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi
|
ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:
ip nat Home
ip nat GuestWiFi
ipv6 subnet Default
bind Home
number 0
mode slaac

05 1.1.1.1
06 1.1.1.2

!

ipv6 local-prefix default
no ppe

upnp lan Home
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UcTopusa nameHeHun

torrent
rpc-port 8090
peer-port 51413
|
user admin
password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp
|
user test
password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly
|
service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp

cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive

!

!

!

Bepcus OnucaHue

2.00 HobasneHa komaHga show running-config.

3.78.41 show self-test

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHU
MHorokpaTHbIli BBOA,

CuHoncuc

UcTtopusa nameHeHun

lMokasaTb COBOKYMHYH MHpOPMaLMIO O CUCTEMHOW akTUBHOCTU. Heobxoanumo
anga obecneveHns yganeHHoN TeXNoaaepKKu.

Het
Het

Het

I(shomo> self-test

Bepcus OnucaHue

2.00 JobaeneHa komaHaa show self-test.
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3.78.42 show site-survey

OnucaHue MokasaTb fOCTyNHbIE 6GECNPOBOAHbBIE CETHU.
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Tun nntepcpenca Radio
Cunoncuc I (show)>  site-survey (name>
AprymeHTbI AprymeHT 3HayeHue OnucaHue
name Ums [MonHoe umsa uHTepdenca unm NCesaoHNM.
MHTepgeiica |Cnncok AOCTYNHbIX Ansi Bbibopa
NHTEPENCOB MOXHO YBUAETL BBEAS
KomaHay site-survey ?.
MNpumep (show)> site-survey WifiStation0
ESSID MAC Ch Rate Q
ZyXEL Keenetic 00:23:f8:5b:d3:f5 11 300Mbit/s 100
NDM Systems, Inc. 00:23:f8:5b:d3:f4 11 300Mbit/s 100
NATS 40:4a:03:b4:5d:18 4 54Mbit/s 34
UcTopuns nameHeHun Bepcus OonucaHue
2.00 [obGasneHa komaHaa show site-survey.

3.78.43 show skydns profiles

OnucaHue BobiBecTun cnvcok npodunen SkyDNS.
Mpedoukec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

CuHoncue I(shomo> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main

token: 821766297
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profile:
name: Kids
token: 840106815

SkyDns::Client: Profile list is loaded.

UcTopusa nameHeHun Bepcus

OnucaHue

2.01

HobasneHa komaHaa show skydns profiles.

3.78.44 show skydns userinfo

OnucaHue MokasaTb uHpopmaumto o nonb3oearene SkyDNS.
Mpecduke no Het
MeHsieT HacTpounku Het

MHorokpaTHbii BBog  Hert

CuHoncuc I (show)>

skydns userinfo

Mpumep (config)> skydns userinfo

plan:
name: Premium
code: PREMIUM

SkyDns::Client: SkyDNS info is loaded.

UcTopusi nameHeHnn Bepcus

OnucaHue

2.01

HobaBneHa komaHaa show skydns userinfo.

3.78.45 show system

OnucaHue MNokasaTb obLLlee COCTOAHNE CUCTEMDI.

OCHOBHbIe cBeAeHUA O COCTOSAHUN CUCTEMbI

® 3arpyska ueHTpanbHOro npoueccopa, B NpoLeHTax.

® UHdopmaunsa 0 3aHATON M UMEIOLLENCS B HAaNMYnmM NamaTu, B kKunobamnTax.
© VHdopmauusa 06 ucnonb3oBaHum anna nogkadku, B knnobantax.

©® Bpewms paboTbl cMCTEMbI C MOMEHTA 3anycka, B CEKyHAax.

Mpedukc no Het
MeHsieT HacTpoMnKu Het

MHorokpaTHbii BBog  Hert
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CuHoncuc

Mpumep

UcTopusa nameHeHun

I(shom0> system

(config)> show system

hostname: Undefined
domainname: WORKGROUP
cpuload: 0 O
memory: 13984/28976 @
swap: 0/0 ©
uptime: 153787 O
Bepcus OnucaHue
2.00 [o6GasneHa komaHga show system.

3.78.46 show tags

OnucaHue
Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

[NokasaTb 4OCTYMHbIE NOSb30BaTENbLCKUE TErN.

Het
Het

Het

I(shom0> tags

(show)> tags

tag: cli
tag: readonly
tag: printers
tag: cifs
tag: http
tag: ftp
tag: torrent
Bepcus OnucaHue
2.00 HobaBneHa komaHaa show tags.

3.78.47 show upnp redirect

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MokasaTb NnpaBuna TpaHcnsaummn nopto UPnP. Ecnn BbINONHWUTL komaHay 6e3
aprymeHTa, TO BECb CMMCOK NpaBui TpaHCNSALUMmM OyaeT BbIBEAEH HA 3KPaH.

Het

Het
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Het
IP
I(shomo> upnp redirect [( (protocols cinterfaces <port») | <index> ]
AprymeHTr 3HauyeHue ‘OnwcaHMe
protocol tcp Ha akpaH GygyT BbiBegeHbl npaBuna TCP.
udp Ha akpaH 6yayT BbiBegeHbl npasuna UDP.
interface Nms Ha akpaH GyayT BbiBEAEHbI NpaBuna ¢
MHTep@esica |ykasaHHbIM UHTepdENCOoM.
port lenoe uucno |Ha skpaH 6yayT BbiBeAEHbI NpaBuna ¢
yKasaHHbIM NOPTOM.
index lenoe uucno |Ha skpaH OyoeT BbiBe4EHO NpaBumo ¢
yKa3aHHbIM NMOPSAKOBLIM HOMEPOM.

(show)> upnp redirect

udp ISP 11175

entry:
index: 1
interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
packets: 0
bytes: 0
Bepcus OnucaHue
2.00 [obGaeneHa komaHaa show upnp redirect.

3.78.48 show usb

MokasaTb cnucok USB-ycTponcTs.

OnucaHue
Mpedoukec no

MeHsieT HacTpouku

Het

Het

MHorokpaTHbI BBog  Hert

CuHoncuc

Mpumep

I (show)>  usb

(show)> usb

device:
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Uctopusa nameHeHun

name: 12F6-312F:
label: PENDRIVE
subsystem: storage
device:
name: 69f2894d-56al-4632-9521-dbdc8ab5c53d:
label: EXT3
subsystem: storage
device:
name: 4FCC-A585:
label: FAT32
subsystem: storage
device:
name: 226F114CO88FC43D:
label: NTFS
subsystem: storage
Bepcus OnucaHue
2.00 [obaeneHa komaHga show usb.

3.78.49 show version

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

MNMokasaTb BEPCU0 MMUKPOMPOrpamMbi.

Het
Het

Hert
I(shomo> version

(show)> version

release: v2.00(BFW.3)B7
date: 20 Jun 2012
arch: mips
manufacturer: ZyXEL Communications Corp.
vendor: ZyXEL
series: Keenetic series
model: Keenetic
hw_revision: A
device: Keenetic
class: Internet Center
Bepcus OnucaHue
2.00 [obaBneHa komaHaa show version.
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3.79 skydns

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CuHoncuc

UcTopusa nameHeHunmn

[ocTyn Kk rpynne KomaHg, Ansi HacTponkn napametpoB SkyDNS.

Het
Het
Het

(skydns)

| (config)>

skydns

Bepcus

OnucaHue

2.01

HobaBneHa komaHaa skydns.

3.79.1 skydns assign

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIY BBOA

CuHoncuc

AprymeHTbI

Uctopus nameHeHumn

HasHauuTb TokeH ansa xocta (MAC-agpeca).

Oa
Oa
Ha

I (skydns)>

assign (mac» <tokens | ctokens)

I (skydns)> no assign [ (nac» ]

AprymeHT 3HauyeHue OnucaHue

mac MAC-appec |MAC-agpec, KOTOPOMY Ha3Ha4YaeTCs TOKEH.

token Uenoe uucno |aeHTUUKALMOHHBIA HOMEP Npouss
douneTpaumun.

Bepcus OnucaHue

2.01 [o6GaeneHa komaHga skydns assign.

3.79.2 skydns check-availability

OnucaHue
Mpedukc no

MeHsieT HacTpouku

MpoBepuTb JOCTYNHOCTb CNyx6bl SKyDNS.

Het

Het
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHum

Het

I(skydns)> check-availability

(skydns)> check-availability

available
Bepcus OnucaHue
2.06 HobaeneHa komaHaa skydns check-availability.

3.79.3 skydns enable

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbI BBOA

CuHoncuc

Mpumep

Uctopus nameHeHunmn

Bkntountb cnyx6y SkyDNS.

KomaHga ¢ npedmKcom no ocTaHaBnMBaET CyxKoy.
[a

Oa

Het

I (skydns)>  enable

I (skydns)> no enable

(skydns)> enable
SkyDns::Client: SkyDNS is enabled.

Bepcus OnucaHue

2.01 [o6GaeneHa komaHga skydns enable.

3.79.4 skydns login

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

YkaszaTb nornH anga yvyetHom 3anucu SkyDNS.

KomaHga ¢ npedmkcom no cOpacbkiBaeT BCE HACTPOMKN YYETHON 3anmcu.
Oa

[a

Het

I (skydns)>  login «logins [ <password> ]

I (skydns)> no login
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AprymeHTbI

Mpumep

UcTopusa nameHeHun

3.79.5 skydns password

OnucaHue
Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopus nameHeHunmn

3.80 system

OnucaHue
Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

BxoxpaeHue B rpynny

CuHoncuc

AprymeHT 3HavyeHue OnucaHue
login Ctpoka JlorunH yyetHom 3anuncu SkyDNS.
password CTpoka Maponb y4eTtHom 3anucn SkyDNS.

(skydns)> login test_user 1234

Bepcus

OnucaHue

2.01

HobaeneHa komaHga skydns login.

YkasaTb naponb ans yvyetHoun 3anucu SkyDNS.

Oa
Ja

Het

I (skydns)>

password (password»

I (skydns)> no password

AprymeHT

3HauyeHue OnucaHue

password

CTpoka Maponb y4eTtHom 3anucu SkyDNS.

(skydns)> password 7654

Bepcus

OnucaHue

2.01

[ob6asneHa komaHaa skydns password.

,D,OCTyI'I K rpynne KOMaHg onsa HaCTDOIZKVI rnobanbHbIX napamMmeTpoB.

Het
Het
Het

(system)

I (config)>

system
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaBneHa komaHaa system.

3.80.1 system button

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

HacTpouTb KHOMKM Ha KOpryce YCTPOMCTBa Ha BbINOMHEHUE OnpeaeneHHbIX
aevicteuin. Habop 06paboTunkoB 3aBUCUT OT annapaTHOM KOHUrypaumm un

YCTaHOBIE€HHbIX Mop,yne|7|.

KomaHaa ¢ npedmKCoM no OTMEHSET HACTPOWKY.

Ja
Oa

Het

I (system)>  button <button> on <action» do chandler)

I (system)> no button <button,

AprymeHT 3HayeHue OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
FN KHonka FN.
action click OOMHOYHBIN KIUK.
double-click [1BOMHOW KNKK.
hold HaxaTb 1 yaepxueaTtb B
TeyeHue 3 cekyHa. KHonky
RESET yaepxxuBaeTtcs B
TeveHue 10 cekyHa.
handler FactoryReset C6poc cucTtembl B 3aBOACKME
3HaYeHMs MO YMOMYaHuIO.
Reboot [Mepesarpyska cuctemsil.
WifiToggle Bkntouerme/BoikntoueHme Wi-Fi.
WifiGuestApToggle BkntoveHue/Bbiknto4eHme
roctesoro Wi-Fi.
WpsStartMainAp 3anyctute WPS (Tonbko gns
2,4 TTu).
UnmountAll besonacHoe n3BnevyeHne Bcex
[OVCKOB.
DlnaDirectoryRescan Mounck HoBbIX Meananneepos.
DlnaDirectoryFullRescan |llonHoe ckaHnpoBaHue.
TorrentAltSpeedToggle Pexnm yepenaxu B
BitTorrent-knueHTe (HeobxoamMm
YCT@HOBIEHHbIN KOMMOHEHT
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AprymeHT

3HavyeHue

OnucaHue

BitTorrent-knuenT
Transmission).

TorrentClientStateToggle

BkntoueHune/BbIkNOYeEHNE
BitTorrent-knneHTa (Heobxogmm
YCTaHOBIEHHbIA KOMMOHEHT
BitTorrent-knnenT
Transmission).

OpkgRunScript

3anyctutb CKpUNT Ha
opkg-pasgene, B katanore
/etc/ndm/button.d/
(HeobxooMM yCTaHOBMEHHbI

KoMrnoHeHT OPKG).

Mpumep (system)> button WLAN on double-click do WifiGuestApToggle

Peripheral: :Manager:

"WLAN/double-click" handler set.

UcTopusa nameHeHun Bepcus

OnucaHue

2.03

[obGasneHa komaHaa system button.

2.06

HobaeneH obpabdoTtunk OpkgRunScript.

3.80.2 system clock date

OnucaHue YCTaHOBUTbL CUCTEMHbIE AaTy U BpeEMS.
Mpedukc no Het
MeHsieT HacTpoMnku Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I (system)> clock date (date-and-time»
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
date-and-time |[Crpoka Tekywas gata u spemsi B doopmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33

System date and time has been changed.

UcTopusa nameHeHun Bepcus

OnucaHue

2.00

[obGasneHa komaHaa system clock date.
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3.80.3 system clock timezone

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YcTaHOBUTL 4acoBOW MOSIC CUCTEMBbI.

KomaHga c npedurkcom no yctaHaenMeBaeT 4acoBoW Nosic No ymonyanuio (GMT).
Oa

[a

Het

I (system)>  clock timezone <locality,

I (system)> no clock timezone <locality,

AprymeHT 3HaveHue OnucaHue
locality CTtpoka HasaHue ropoga, 0603HavaoLwero Yacosom
nosic.

(system)> clock timezone Dublin
the system timezone is set to "Dublin".

Bepcus OnucaHue

2.00 [o6GaeneHa komaHga system clock timezone.

3.80.4 system configuration factory-reset

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHum

BoccTtaHoBNUTL 3aBOACKME HACTPOWKM AN1s1 BCEX PEXUMOB.
Het
Oa

Het
I(system)> configuration factory-reset

(system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa system configuration factory-reset.
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3.80.5 system configuration save

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.80.6 system debug

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbI BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

CoxpaHnTb CUCTEMHbIE HACTPOWIKN.

Het

Ja

Het

I (system)>

configuration save

(system)> configuration save
Saving configuration.

Bepcus

OnucaHue

2.05.B.1

[obGasneHa komaHga system configuration save.

BkntounTb OTNnagKy CUCTeMbl. Mo YMOJTHaHUIO NapamMeTp OTKITHYEeH.

KomaHga ¢ npenKcoM no OTKNIYaeT HACTPOWKY.

Oa
Ja

Het

I (system)>

debug

I (system)> no debug

(system)> debug

Core: :Debug: System debug enabled.

Bepcus

OnucaHue

2.03

[o6asneHa komaHaa system debug.

3.80.7 system domainname

OnucaHue

Mpedukc no

anICBOI/ITb cucreMme JOMeHHoe NMA.

KomaHga ¢ npedunkcom no yaanser JOMeHHOe UMS.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

Ja

Het

I (system)>  domainname <domain»

I (system)> no domainname

AprymeHT 3HauyeHue OnucaHue

domain Crpoka [lomeHHOe nmsi.

(system)> domainname zydata
Domainname saved.

Bepcus OnucaHue

2.00 [loGaBneHa komaHga system domainname.

3.80.8 system hostname

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

YCTaHOBUTL CUCTEMHOE UMS XOCTa. VIMsl XocTa ucnonb3ayeTes Ans naeHtudmkaumm
yana B ceTu. 3To HeobxoanMo Ans obecneveHnst paboTbl HEKOTOPbIX BCTPOEHHbIX
cnyx6, Takmnx kak CIFS.

KomaHaa ¢ npedrKcoM no yCTaHaBMMBAET 3Ha4YEHUE Mo YMOMYaHMIo, 3aBuCsiLLee
OT Ha3BaHWUs MoAeNy YCTPOWCTEA.

Oa
Oa
Het
I (system)>  hostname chostname»

I (system)> no hostname

AprymeHT 3Ha4yeHue OnucaHue

hostname Crtpoka Mmsa xocTa cuctemsbl.

(system)> hostname zyxel
Hostname saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHga system hostname.

258

Keenetic Omni CnpaBo4HMK KOMaH



maBa 3 OnucaHne KomaHp,

3.80.9 system log clear

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

OunCTUTL CUCTEMHBIN XXYpHar.
Het
Het

Hert
I (system)>  log clear

(system)> log clear
Syslog: the system log has been cleared.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga system log clear.

3.80.10 system log reduction

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbI BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb COKpaLleHne nNoBTOPHbIX COoOOLLEHUN B CUCTEMHOM XypHane. Mo
YMOJTHaHUKO NapamMeTp BKITHOYEH.

KomaHga ¢ npenKcoM no OTKNIYaeT HACTPOWKY.
Oa
Ja

Het

I (system)>  log reduction

I (system)> no log reduction

(system)> log reduction
Core::Configurator: done.

Bepcus OnucaHue

2.04 [o6asneHa komaHaa system log reduction.

3.80.11 system log server

OnucaHue
Mpedukc no

MeHsieT HacTpouku

[o6aBnTb yaaneHHbI cepBep AN XpaHEHUsi CUCTEMHOIO XXypHarna.
[a
Ja
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MHorokpaTHbii BBog [a

Cunoncuc I (system)>  log server <address» [: «port)]
I (system)> no log server [ <address, [: «port)] ]
AprymeHTbI AprymeHT 3HaueHue Onucanue
address IP-agpec Afpec yoaneHHoro cepsepa ans
XpaHEeHWs1 CUCTEMHOTO XXypHana.
port Lenoe 4ucno Homep nopTa yganeHHoro cepeepa.
Mpumep (system)> log server 192.168.1.1:8080
Syslog: server 192.168.1.1:8080 added.
VlCTOpVIH N3MeHeHUn Bepcuﬂ OHMcaHMe

2.00 [obGaBneHa komaHga system log server.

3.80.12 system log suppress

OnucaHue [ob6aBnTb NpaBunNo nogasneHns coobLLEHWNA.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog [a

CuHoncuc I (system)>  log suppress <ident»
I (system)> no log suppress [ <ident> ]
AprymeHTbI AprymeHT 3HaueHue Onucanue
ident CTtpoka WpoeHTudukaTop npouecca,
COoOBLEHMSA KOTOPOTO HYXXHO
NnogaBuTb.
Mpumep (system)> log suppress kernel
Syslog: added suppression "kernel".
UcTopusa usmeHeHut  (Bepcus OnucaHue

2.04 [obGaeneHa komaHga system log suppress.
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3.80.13 system mode

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

Bbibpatb pexum pabotbl Keenetic Omni.

Het

Ja

Het

I (system)>  mode mode»

AprymeHT 3HayeHue OnucaHue
mode router OCHOBHOIN peXnMm.
client Pexum ceTeBoro agantepa gng
nogkrnoyeHus yctponcts Ethernet k
cetn Wi-Fi.
repeater Pexxum yeunutens gnsi paclumpeHus
cetn Wi-Fi ¢ nomoLubto
©ecnpoBOAHOIO COeaUHEHNS.
ap Pexxum Touku goctyna ans
pacwmperus cetn Wi-Fi ¢ nomoulbto
nposoaHoro Ethernet coeanHeHuns.

(system)> mode repeater

Core: :Mode: The system switched to

device to apply the settings.

"repeater" mode, reboot the »

Bepcus OnucaHue

2.05 [obGasneHa komaHga system mode.

3.80.14 system mount

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Moakntounte USB-ycTporncTeo. [nst oTobpaXkeHns NOAKMOYEHHbIX YCTPONCTB

ucnonb3ynte komaHgy show usb.

KomaHga ¢ npedmnkComM no OTKMoYaeT YCTPOUCTBO.

[a
Het

Het

I (system)>  mount (filesystem

I (system)> no mount (filesystem
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AprymeHThI AprymeHT 3HavyeHue OnucaHue
filesystem Crpoka HaseaHune daiinoBon cuctemsl ons
NOAKITHOYEHNSA/OTKITHOYEHNS.

Mpumep (system)> mount 9430B54530B52EDC:
Filesystem mounted

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHga system mount.

3.80.15 system reboot

OnucaHue BbinonHuTb nepesarpysky cuctembl. Ecnun ykasaH napametp, nepesarpyska
BbINOSTHUTCS 3annaHNMpoBaHO Yepes 3aJaHHbIi MHTEpBarn B CEKyHAax.
Mcnonb3oBaHne KoMaHabl MPU yXe YCTaHOBNEHHOM TanMepe 3aMeHsieT cTapoe
3Ha4yeHue TariMepa HOBbIM.

VMcnonb3oBaHue 3aI'IﬂaHVIpOBaHHOIZ nepes3arpyskum y,El,06HO B TOM Cliy4ae, Korga
ocyLlecTBndeTca yaarneHHoe ynpasneHune yCTpOVICTBOM, M nonb3oBaTesto
HEen3BeCTeH Sq)d)eKT OT NPUMEHEeHUA Kaknx-rnmbo komaHg. M3 onaceHus noTepATb
KOHTPOJI1b Ha yCTpOI7ICTBOM Nnonb30BaTesib MOXET BKIMHOYNTb 3aniaHMpoOBaHHYHO
nepesarpysky, Kotopas cpa60TaeT yepes 3a4aHHbIN MHTEepBall BpeMeHW. Cuctema
BEPHETCA B NepBoHavyalsibHOE COCTOAHME, B KOTOPOM OHa CHOBa 6yp,eT OOCTynHa
no ceTn.

KomaHga ¢ npedmnkcomM no OTMEHSIET 3arniaHMpPOBaHHYO Nepe3arpysky.
Mpedoumkec no Oa
MeHsieT HacTpoOMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncue I (system)>  reboot [ interval]
I (system)> no reboot
AprymeHThI AprymeHT 3HavyeHue OnucaHue
interval Lenoe uucno |IHTepBan, Yepes KOTOpbI BbIMOSTHUTCA
3annaHupoBaHHas nepesarpyska. Ecnm He
yKa3aH, nepesarpyska BbIMOSTHUTCSA
HeMe[EHHO.
Mpumep (system)> reboot 20

Rebooting in 20 seconds.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa system reboot.

3.80.16 system set

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

YCTaHOBUTb 3Ha4YeHne YKa3aHHOro CMCTeMHOro napamMeTtpa U COXpaHUTb

N3MEHEHUS B TEKYLLMX HACTpOMKaX.

KomaHga ¢ npedunkcom no Bo3BpallaeT napaMeTpy 3HayeHne, KOTopoe Obio
YCTaHOB/EHO MO YMOM4YaHu1io, 40 NepBoro M3MeHeHus.

Oa
Oa
Oa

I (system)>  set <name> <value,

I (system)> no set <name»

AprymeHT 3HayeHue OnucaHue
name Ctpoka WaoeHTudukaTtop cMcTeMHOro napameTpa.
value Crpoka HoBoe 3HayeHne cMcTeMHOro napameTpa.

(config)> system

(system)> set net.ipvé4.ip forward 1

(system)> set net.ipv4.tcp_fin_timeout 30

(system)> set net.ipv4.tcp_keepalive_time 120

(system)> set »

net.ipv4.netfilter.ip conntrack tcp_ timeout established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipvé4.netfilter.ip_conntrack max 4096

(system)> exit

(config)> show running-config

system

set net.ipv4.ip forward 1
set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200

set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.netfilter.ip conntrack max 4096

(config)>
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Masa 3 OnucaHne KomaHp,

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaBneHa koMaHaa system set.

3.80.17 system swap

OnucaHue YkasaTb (havin nogkadvku. Ecnu chann He HanaeH, KomaHga NblTaeTcs ero co3aatb.
KomaHga ¢ npedwmkcom no yaanset dpann nogkadku.

Mpedukc no Oa

MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog  Hert

CuHoncue I (system)>  swap area» <size»
I (system)> no swap
AprymeHTbI AprymeHT 3HaueHne  |OnucaHune
area Crpoka Nma canna nogkayku.
size Lenoe uucno |Pa3mep charina nogkayku, B kKunobamtax.
Mpumep (system)> swap 9430B54530B52EDC:swaparea 200
swap is being initialized in background.
enabled swap area 9430B54530B52EDC:swaparea.
UcTopus usmeHeHnt  (Bepcus OnucaHue
2.00 [o6GaeneHa komaHaa system swap.
3.81 telnet
OnucaHue [ocTtyn Kk rpynne komaHa ons ynpaesneHuna Telnet-cepsepom.
Mpecduke no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert
BxoxnaeHue B rpynny  (config-telnet)

CuHoncuc I (config)>  telnet

MCTopMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.04 [obaeneHa komaHaa telnet.
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maBa 3 OnucaHne KomaHp,

3.81.1 telnet port

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThI

UcTopusa nameHeHum

HasHaunTb nopt ans telnet-coeguHenus. o ymonyaHuio ncnosnb3yercs Homep
nopra 23.

Komanpa c I'Ipe(*)VIKCOM no yCtaHaBniMBaeT HOMEP NopTa B 3Ha4YeHune no
YMOJ1HaHUHKO.

[a
Oa

Het

I (config-telnet)>  port <number)

I (config-telnet)> no port

AprymeHT 3HavyeHue OnucaHue

number Uenoe uucno |Homep nopta. MoxeT npuHMMaThL 3HaYEHUA
B npegenax ot 1 go 65535 BkNtouMTENBHO.

Bepcus OnucaHue

2.04 [obGaeneHa komaHaa telnet port.

3.81.2 telnet session max-count

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

YCTaHOBUTb MaKkcMMarbHOe YnCIo OHOBpPEMEHHbIX ceccun onsi
telnet-coegmHeruns. Mo YMOM4YaHUIO UCNOMb3YITCA MakCcUMyM 4 ceccum
OHOBPEMEHHO.

KomaHga ¢ npemkcom no yctaHaBnmMBaeT KONMYECTBO CECCUN NO YMOSYaHUIO.
Oa
Oa

Het

I (config-telnet)>  session max-count ccount»

I (config-telnet)> no session max-count

AprymeHT 3HauyeHue OnucaHue

count Lenoe uucno |MakcmmarnbHoe Yncno OAHOBPEMEHHDbIX
ceccunin. MoxeTt NPUHUMATb 3Ha4YeHNd B

npegenax ot 1 4o 4 BKNIOYMUTENBHO.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-telnet)> session max-count 2
Telnet::Server: the maximum session count set to 2.

Bepcus OnucaHue

2.04 [obaeneHa komaHga telnet session max-count.

3.81.3 telnet session timeout

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.82 tools

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

BxoxpaeHue B rpynny

YCTaHOBUTb BpEMS CyLLIECTBOBaHUS HEAKTUBHOW ceccumn an4 telnet-coeguHeHus.
Mo ymonyaHuio TamayT paBeH 0, 4TO 3HAYUT YTO (PYHKUUSA OTCreXnBaHus
aKTUBHOCTU BHYTPU CECCUN OTKITHOYEHa.

KomaHga ¢ npedukcom no ycTaHaBnNMBAET TakiMayT Mo YMOMYaHuto.
Ja
Oa

Het

I (config-telnet)>  session timeout (timeout)

I (config-telnet)> no session timeout

AprymeHT 3HayeHue OnucaHue

timeout UYenoe uucro |Bpems cyllecTBoBaHUS HEAKTUBHOW CECCUN.
MoxeT npuHMMaTh 3Ha4eHUs B gnanasoHe
oT 5 go 2321 CEKYH[, BKITOYUTENBHO.

(config-telnet)> session timeout 6
Telnet::Server: a session timeout value set to 6 seconds.

Bepcus OnucaHue

2.04 [obaeneHa komaHaa telnet session timeout.

[ocTyn Kk rpynne KkoMaHg, Ans TeCTMPOBaHMS CUCTEMHOM cpeabl.
Het
Het
Het

(tools)
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maBa 3 OnucaHne KomaHp,

CuHoncuc I (config)>  tools

MCTOpMﬂ U3MeHeHUn Bepcun OnucaHue

2.00 [obasneHa komaHaa tools.

3.82.1 tools arping

OnucaHue [encTtBne komaHabl aHaNorM4yHo KomaHae tools ping, HO B OTnMYMe OT Heé
paboTtaet Ha BTopoM ypoBHe mogenu OS| u ucnonssyet npotokon ARP.

Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbI BBog  Hert

Cunoncue (tools)> arping(address> source-interface (source-interface[count
«count>][wait-time wait-time> ]
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
address IP-agpec OnpawwnBaemsbin IP-agpec.
source-interface|lms Nmsa nHTepdenca-mcToyHnka 3anpocos.
MHTepgeiica
count Yenoe uucno |Konmyectso 3anpocos. Ecnn He ykasaHo,
KomaHga byaet pabotaTtb 40 NpepbiBaHUs
nonb3oBaTenem.
wait-time Yenoe uucno |MakcumanbHoe BpeMsi OXMaaHUs OTBETA,
yKasblBaeTCs B MUNNIUCEKYHOAX.
Mpumep (tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000
Starting the ARP ping to "192.168.15.51"...
ARPING 192.168.15.51 from 192.168.15.1 bro.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.
Process terminated.
Uctopusa nameHeHumn Bepcus OnuncaHune

2.00 HobaeneHa komaHga tools arping.

3.82.2 tools ping

OnucaHue OtnpaeuTb 3anpockl Echo-Request npotokona ICMP ykaszaHHoOMY y3ny ceTu u
3achmkenpoBathb noctynarwmne otBeTbl Echo-Reply. Bpemsa mexay otnpaskon
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

3anpoca u nonyyeHmem oteeTa Round Trip Time (RTT) no3sonsieT onpenensatb
ABYCTOPOHHME 3aAepXKun N0 MapLUpyTy 1 4acToOTy NOTepM NakeToB, TO eCTb
KOCBEHHO onpeaensTb 3arpy>XeHHOCTb Ha KaHanax nepegadv AaHHbIX 1
MPOMEXYTOYHbIX YCTPOWCTBAX.

MonHoe otcytcTBMe ICMP-0TBETOB MOXET TakKe 03Ha4aTb, YTO yAanéHHbIN y3en
(Mnn Kakor-NMMB0O N3 MPOMEXYTOYHBIX MapLUpyTM3aTopoB) orokupyet ICMP
Echo-Reply unu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping chost [ count ccount» ][ size (packetsize» ]

AprymeHT 3HavyeHue OnucaHue
host CTtpoka HOomeHHoe nmsa nnm IP-agpec xocra.
count Uenoe uucno |Konnyectso 3anpocoB ICMP Echo. Ecniu He

ykasaHo, KoMaHga 6yaet paboraTb A0
npepbiBaHWSA NoNb3oBaTenem.

packetsize Uenoe uucno |Pasmep nons gaHHoix ICMP Echo-Request
B 6awviTax. Mo ymonyaHuio — 56, 4To BMecTe
c 8-6aiiToBbIM 3arofioBKOM 3aaeT pa3Mmep
ICMP-naketa — 64 Gawta.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga tools ping.

3.82.3 tools ping6

OnucaHue

OtnpaeuTb 3anpockl Echo-Request npotokona ICMPV6 ykazaHHOMY y3ny cetu
1 3acmkcmMpoBatb noctynarlLme oreetol Echo-Reply. Bpems mexay otnpaskom
3anpoca u nony4yeHuem oreeta Round Trip Time (RTT) no3sonseT onpenensTs
ABYCTOPOHHME 3a[eP>XKn N0 MapLUPyTy M 4acTOTy NOTEpPM NakeToB, TO eCTb

268

Keenetic Omni CnpaBo4HMK KOMaH



maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

KOCBEHHO onpenerndTb 3arpy>XeHHOCTb Ha KaHalnax nepegavn gaHHbIX U
NPOMEXYTOYHbIX yCTpOIZCTBaX.

MonHoe otcyTtcTBre ICMPV6-0TBETOB MOXET TaKKe 03Ha4aTb, YTO yAANEHHbIN
y3ern (Mnun Kakor-nmbo 13 NPOMEXYTOYHbIX MapLUpyTmu3aTopoB) ornokupyet ICMP
Echo-Reply unu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping6 chost> [ count «count, ][ size (packetsize) ]

AprymeHTr 3HauyeHue OnucaHue
host CTpoka HOomeHHoe nmsa nnu IPv6-agpec xocrta.
count Lenoe uucno |Konnyecteo 3anpocos ICMPv6 Echo. Ecnin

He ykasaHo, komaHaa byaet paboTtaTtb A0
npepbiBaHKSA NoNb3oBaTenem.

packetsize Uenoe uucno |Pasmep nonsi gaHHbix ICMPV6 Echo-Request
B 6awviTax. Mo ymonyaHuio — 56, 4To BMecTe
c 8-6aiiToBbIM 3arofioBKOM 3aaeT pa3Mmep
ICMPv6-naketa — 64 Ganrta.

(tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100

Sending ICMPv6 ECHO request to »
fd4b:f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga tools ping6.
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Masa 3 OnucaHne KomaHp,

3.82.4 tools pppoe-discovery

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

CkaHnpoBatb JocTynHble cepBepbl PPPOE.
Het
Het

Het

(tools)> pppoe-discovery interface (source-interface:[retry-count
«count>][wait-time (seconds; ]

AprymeHT 3HayeHue OnucaHue

source-interface Wmsa nHTepgerica|lNonHoe nmsa nHTepderica unu
NCEBOOHMM.

count Lenoe 4ucno KonnyecTtBo NONbITOK.

seconds Uenoe uucno Mepuog npoBepkU B CEKyHOaXx.
MoxeT npuHuMaTh 3HadeHus ot 1 oo
10.

(tools)> pppoe-discovery interface ISP retry-count 5 wait-time 9
Discovering PPPoE access concentrators on eth2.2...

AC name : accel-ppp

HW address: aa:09:a0:11:64:44
Service:

AC name : accel-ppp

HW address: de:06:21:02:b3:e2
Service:

process terminated

Bepcus OnucaHue

2.00 [o6GasneHa komaHga tools pppoe-discovery.

3.82.5 tools traceroute

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

lMokasaTb MapLIpyT K CETEBOMY XOCT.
Het
Het

Het

(tools)>  traceroute <host> [count count)] [interval <intervaly]
[wait-time wait-time] [packet-size (packet-sizes]
[max-ttl wax-tt ] [port (porty] [source-address (source-address)]
[source-interface (source-interfaces] [type (types] [tos (t0s)]
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

AprymeHT 3HayeHue OnucaHue

host Ctpoka Mms ueneBoro xocra.

count Lenoe 4nucno KonuyecTtBo NpoBepOYHbIX NaKeToB
3a oauvH npoxod. o ymonyaHuio
3HayYeHne — 3. 3Ha4yeHne OOMKHO
6bITb B gnanasoHe [1;10].

interval Lenoe uucno Bpems B cekyHaax Mexay oTnpaBKom
nakeToB. 3HayeHne No yMonyaHuo
— 0. 3Ha4eHue OomkHo ObITh B
AunanasoHe [0;15].

wait-time llenoe uucno Bpemsa oxungaHusa peakumm Ha

NMPOBEPOYHBIV NAKET (B CEKyHaax).
3HayeHne no ymonyaHuwo — 1.
3HaveHune AormkHo ObITb B
AwanasoHe [1, 15].

packet-size

Llenoe uucno

Pa3mep nakerta corrnacHo NpoToKony
type.

Ons Tuna tcp pa3mep naketa no
YMOJYaHUIO CoCTaBnsaeT 52.
Onana3soH 3HaveHun [52].

[ns TvnoB udp v icmp pa3smep
nakeTa no YMOSTYaHWIO COCTaBNSAET
60. dnana3oH 3HadeHnin [28;65535].

max-ttl

Lenoe uucno

MakcrmarnbHoe KonmyecTBo
NPOXOAO0B (3Ha4YeHne
MaKCUMarbHOro CPOKa >KU3HW)
TpaccupoBKn. 3Ha4YeHne no
ymonyanuto — 30. 3HaveHune
OOIMKHO 6bITb B AnanasoHe [1;255].

port

Lenoe uucno

MopT Ha3Ha4eHus.

Ons Tuna tcp no ymonyaHuo
ucnoneayetcsa nopt 80.

Onsa Tmna udp no ymon4yaHuio
ucnons3yetca nopt 33434.

[ns Tvna icmp no ymonyaHuio
ncnonb3yercs nopt 1.

source-address Ctpoka Afpec ucxogsiiero uHTepdgenca.
source-interface Ctpoka UHTepdenc ansa ncnonb3osaHus B
KayecTBe MHTepdenca-ucTodHmKa B
NCXoaALMNX NakeTax.
type tcp TCP npotokon.
udp UDP npotokon. NcnonbayeTcsa no
YMOMYaHMIo.
icmp ICMP npotokon.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

3.83 torrent

OnucaHue
Mpedouke no

MeHsieT HacTpoOWKu
MHorokpaTHbIli BBOA
BxoxaeHue B rpynny

CuHoncuc

Uctopus nameHeHunmn

AprymeHT 3HayeHue OnucaHue

tos Llenoe uucno Tun O6cnyxumBaHua. 3HavyeHne no
ymon4aHuto — 0. 3HayeHre JOrmKHO
ObITb B AnanasoHe [0;255]

(tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte
packets.

1 192.168.111.1 (192.168.111.1) 0.958 ms 0.885 ms 2.946 ms
11.275 ms 10.934 ms

2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146 »
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.6106 ms 9.378 ms 7.236 ms 15.399 »
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831 »
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *

process terminated

v

v

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa tools traceroute.

[ocTyn Kk rpynne KomaHg, 4nst HAacTponkn napameTtpos BitTorrent.
Het
Het
Het

(config-torrent)

I(conﬁg)> torrent

Bepcus OnucaHue

2.00 [obaeneHa komaHaa torrent.
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maBa 3 OnucaHne KomaHp,

3.83.1 torrent directory

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

YKasaTtb nanky ans sarpyxaembix ¢oannos. Ecnvn nanka He HangeHa, komaHaa

NblTaeTCA ee co3gaTtb.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.

[a
[a

Het

I (config-torrent)>  directory «directory,

I (config-torrent)> no directory

AprymeHT 3HaveHue

OnucaHue

directory CTpoka

MyTb kK Nanke ¢ ykasaHvem dannosomn
cuctembl. dannoeble CUCTEMbI — temp:,
system:, flash:, sys:, proc:, usb:.

(config-torrent)> directory
Core::Configurator: done.

TEST_FAT:transmission

Bepcus OnucaHue

2.00 HobaeneHa komaHaa torrent directory.

3.83.2 torrent peer-port

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

YkasaTb nopT AN yaaneHHoro yana. Mo ymonyaHuio ncnonbayercs nopt 51413.

Het

Oa

Het

I (config-torrent)>  peer-port «port,

AprymeHT 3Ha4yeHue

OnucaHue

port Lenoe u4ucno

Bxogsawmin TCP nopT npocnyLumnBaHus.
MoxeT npuHumaThb 3HavyeHus ot 1024 go
65535.

(config-torrent)> peer-port
Core::Configurator: done.

1122
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa torrent peer-port.

3.83.3 torrent rpc-port

OnucaHue HasHauntb nopt RPC. o ymonyaHuio ucnonb3yetcs 3HadeHne 8090.
Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbii BBogZ Het

Cunoncuce I (config-torrent)>  rpc-port (port> [public]
AprymeHThI AprymeHT 3HavyeHue OnucaHue
port Uenoe uucno |Homep RPC nopta. MoxeT npMHumMaThb
3HaveHus ot 1024 go 65535.
public Knwyesoe HocTtyn k ynpasneHuto BitTorrent-knneHTom
CJ/10B0O nocpeacTBoOM NyONMYHbIX MHTEPENCOB.
Mpumep (config-torrent)> rpc-port 1133
Core::Configurator: done.
MCTOpMﬂ M3MeHeHMﬁ Bepcuﬂ On“caHMe
2.00 [obGaBneHa komaHaa torrent rpc-port.
3.84 udpxy
OnucaHue [ocTyn k rpynne KoMaHg, 4Mnsi HACTPONKN NapamMeTpoB udpxy.
Mpedoukec no Het
MeHsieT HacTpoOWKu Het

MHorokpaTHbIi BBog  Hert
BxoxaeHue B rpynny  (udpxy)

Cunoncuc I (config)> udpxy

MCTOpVISl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.03 [oGaBneHa komaHga udpxy.
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3.84.1 udpxy buffer-size

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YctaHoBUTL pasmep bydepa udpxy. Mo ymonyaHuio NCnomnb3yeTcst 3HaYeHne
2048.

KomaHga ¢ npedukcom no cpacbiBaeT pasmep 6ydepa B 3HaYeHMe Mo
YMOIYaHMIO.

Ja
Oa

Het

I (udpxy)>  buffer-size (size»

I (udpxy)> no buffer-size

AprymeHT 3HayeHue OnucaHue

size Uenoe uucno |Pasmep Oydepa B bantax. Moxet

npuHUMaThb 3HadeHust ot 1 go 1048576.

(udpxy)> buffer-size 500
Udpxy: :Manager: a buffer size set to 500 bytes.

Bepcusa OnucaHue

2.04

HobaeneHa komaHga udpxy buffer-size.

3.84.2 udpxy buffer-timeout

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

YCTaHOBUTb TanmayT A1s1 XpaHeHUs AaHHbIX B Oydepe udpxy. Mo ymonyaHumto
ncnosnb3yeTcd 3HadeHue 1.

KomaHga ¢ npeduKcom no ycTaHaBnNMBAET TakiMayT Mo YMOMYaHuto.
Ja
Oa

Het

I (udpxy)>  buffer-timeout (timeout,

I (udpxy)> no buffer-timeout

AprymeHT 3HayeHue OnucaHue

timeout lYenoe uucno |3HayeHve TanmayTa B cekyHaax. Moxet
NPUHUMaTL 3Ha4yeHus oT -1 0o 60. -1 —

HeorpaHWYeHHbIN TamayT.
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Mpumep (udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.

UcTopus nsmeHeHun Bepcus OnucaHue

2.04 [o6GasneHa komaHga udpxy buffer-timeout.

3.84.3 udpxy interface

OnucaHue Cesi3atb udpxy ¢ ykaszaHHbIM UHTepdencom. o ymonyaHuio npuesiaka He
HaCTpOEHa 1 UCMONb3yeTCH TEKyLLee MNOAKMIOYEHNE K UHTEPHETY.

KomaHaa ¢ npedukcom no Bo3BpallaeT 3Ha4YeHNe Nno yMonyaHuio.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbI BBog  Hert

CuHoncue I (udpxy)>  interface <interface>
I (udpxy)> no interface
AprymeHTbI AprymeHT 3HaueHne |Onucanue
interface Umsa MornHoe uma nHTepdenca unm NCesoHNM.
nHTepperica |Cnmcok OCTYNHLIX Ang Bbibopa
MHTepdEencoB MOXHO YBUOETL BBEAA
komangy interface ?.
Mpumep (udpxy)> interface ISP
Udpxy: :Manager: bound to FastEthernet0/Vlan2.
MCTOpVIFl N3MeHeHUn Bepcuﬂ OnucaHue

2.02 [obGaeneHa komaHga udpxy interface.

3.84.4 udpxy port

OnucaHue YcraHosutb nopt ana HTTP-3anpocos. Mo ymonyaHuio ncnonb3syercs 3HadeHue
4022.

KomaHaa ¢ npedukcom no Bo3BpallaeT 3Ha4YeHne Nno yMonyaHmio.
Mpedukc no Oa
MeHsieT HacTpouKu Oa

MHorokpaTHbI BBog  Hert
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (udpxy)>  port «port,

I (udpxy)> no port

AprymeHT 3HaveHue OnucaHue
port Yenoe uucro |Homep nopta. Moxet npuHMmMmaTh 3Ha4eHus
ot 0 go 65535.

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.

Bepcus OnucaHue

2.03 [o6GaeneHa komaHga udpxy port.

3.84.5 udpxy renew-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

YcTaHoBUTL nepwunon BO30OHOBMNEHMS NOAMMCKM Ha MYyJIbTUKaCT-KaHarl. Mo
YMOJIHaHUK UCMNONb3yeTCA 3Ha4YeHne 0, To ecTb Nnognncka He BO30OHOBNSAETCS.

KomaHaa ¢ npedmkcomM no Bo3BpaLLaeT 3Ha4eHne No yMOn4aHuio.
Ja
[a

Het

I (udpxy)>  renew-interval <renew-interval

I (udpxy)> no renew-interval

AprymeHT 3HavyeHue OnucaHue

renew-interval |lenoe uucno |[leprog BO30OHOBNEHNS NOANUCKN B
cekyHaax. MoxeT npyHMMaTb 3Ha4YeHns oT

0 no 3600.

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

Bepcus OnucaHue

2.03 [o6GaBneHa komaHga udpxy renew-interval.

Keenetic Omni CnpaBo4HMK KOMaH, 277




Masa 3 OnucaHne KomaHp,

3.84.6 udpxy timeout

OnucaHue

Mpedukc no

MeHsieT HacTpounku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YcTaHOoBUTb TamayT coeguHeHus. 1o ymonyaHuio Ncnosnb3yeTcsa 3HavyeHne 5.
KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.

[a

Oa

Het

I (udpxy)>  timeout (timeout)

I (udpxy)> no timeout

AprymeHT 3HavyeHue OnucaHue

timeout Uenoe uucno |3HayeHune TamayTa B cekyHaax. Moxet
NpUHUMaThb 3HadeHus ot 5 ao 60.

(udpxy)> timeout 10
Udpxy::Manager: a stream timeout set to 10 sec.

Bepcus OnucaHue

2.03 [obGasneHa komaHga udpxy timeout.

3.85 upnp forward

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

[o6aBnTb NnepeHanpasnstoLliee npasuno UPnP.
KomaHga ¢ npedmkcom no ygansiet npasuno ns cnmcka.
Oa

Oa

Oa

IP

I (config)>  upnp forward «protocoly [ interface ] <address> (ports

I (config)> no upnp forward [ <index) | («protocol <address» (ports)]

AprymeHT 3HayeHue ‘Onwcal-wle
protocol tcp [obaButb/yaanutb NpaBuno s npomokosna
TCP.
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UcTopusa nameHeHum

AprymeHT 3HavyeHue ‘Onwcal-wle
udp Ho6aBuTb/yaanuTe NpaBuIo A4S Npomokosna
UDP.
interface nms Byner nobaeneHo npaBuno Ans ykasaHHoOro
MHTEepgesica |MHTepderica.
address IP-appec Bynert nobasneHo/yganeHo npasumo ans
ykasaHHoro IP-agpeca.
port UYenoe uucno |byoer pobasneHo/yganeHo npaBuro ans
yKa3aHHOro nopra.
index UYenoe uucrno |byaer ynaneHo npasBuno ¢ ykazaHHbIM
nopsiaKOBbIM HOMEPOM.
Bepcus OnucaHue
2.00 HobaeneHa komaHga upnp forward.

3.86 upnp lan

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

Tun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YkasaTtb LAN-nHTepderic Ha koTopom 3anyLieHa cryxba UPnP.

KomaHaa ¢ npedmnkCoM no OTMEHSIET HACTPOWKY.

Ja
Oa
Het

P

| (config)>

upnp lan cinterface;

I (config)> no upnp lan

AprymeHT 3HayeHue OnucaHue
interface Nms MonHoe ums nHTepderca nnm NCEBAOHNM.
nHTepgerica |CnMcok JOCTYNHbIX ANns Bbibopa

VIHTep(beIZCOB MOXHO yB1UAOETb BBeOA

KomaHay upnp lan ?.

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

Bepcus

OnucaHue

2.00

[o6asneHa komaHga upnp lan.
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3.87 upnp redirect

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepcpenca

CunHoncuc

AprymeHTbl

Uctopus nameHeHunmn

3.88 user

OnucaHue

[o6aBuTb npasuno TpaHcnauum UPnP noprta.

KomaHgaa c npedrkcom no yaansiet npasurio U3 cnncka. Ecnm BeinonHuTL komaHay
6e3 aprymeHTa, TO BECb CMMCOK NpaBun 6yaeT OUuLLEH.

[a
Ja
Oa
IP

(config)>
to-port]

(config)> no

1l

upnp

upnp

redirect «protocols <interfaces «port> (to-address |

redirect [and forward |[<indexs | (¢«protocol> <port»)

AprymeHT 3HayeHue ‘OnwcaHMe
protocol tcp HobaBuTb/yganuTe NpaBuio AN NpoTokona
TCP.
udp [ob6aBnTb/yganutb NpaBuIio 4515t NpoToKona
UDP.
interface ms Bynet nobaeneHo NpaBuno Ang ykazaHHOro
MHTepgesica |MHTepdelica.
port Uenoe uucno |byget pobaeneHo/yaaneHo npasuno ans
yKa3aHHOro nopra.
to-address IP-agpec Bynet nobaeneHo/yganeHo npasunio ang
yKa3aHHOro agpeca Ha3HayeHus.
to-port Uenoe uucno |byner pobasneHo/yganeHo npaBumo ans

YKa3aHHOro nopta Ha3Ha4YeHu4.

and forward

KnwyeBoe
CJ/10BO

Cncku NpaBun NepecbInkn 1
nepeHanpasneHns OyayT yaaneHso.

index Lenoe uucno |byget yganeHo NpaBuio C yKasaHHbIM
NopsiaKOBbIM HOMEPOM.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga upnp redirect.

,D,OCTyI'I K rpynne KOMaHg onsa HaCTpOIZKVI napameTpoB yquH017| 3anmcu
nonb3oBatens. Ecnu y4€THad 3anncb He HangeHa, KomaHaa nblTaeTcs ee co3faTb.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHThl

UcTopusa nameHeHum

MpumevaHwue:

Komanpa c I'Ipe(bVIKCOM no yaandet y4eTHYH 3anncb nosfib3oBaTerid.

Ja
Oa
[a

(config-user)

I (config)>

user (name)

I (config)> no user (name>

Y4yeTHas 3anucb ¢ 3ape3epBMpPOBaHHbLIM MMeHeM admin He
MOXeT 6bITb yaaneHa. Kpome Toro, y nonb3oBartens admin
Henb3s yaanuTb NpaBo AOCTyNa K KOMaH4HOW CTPOKE.

AprymeHT 3HaveHue OnucaHue

name CTpoka Nms nonb3osatens.
Bepcus OnucaHue

2.00 [obaBneHa komaHa user.

3.88.1 user password

OnucaHue

Mpedoukec no
MeHsieT HacTpouKu
MHorokpaTHbIli BBOA

CuHoncuc

AprymeHTbI

Ykasatb naporb nons3osatens. [aponb xpaHutcs B suge MD5S-xewwa,

BbIYMCIEHHOIO U3 CTPOKU «user: realm:password». realm 310 Ha3BaHWe Mogenu
ycTponcTea 13 panna startup-config. txt.

KomaHaa npvHMMaeT aprymMmeHT B BUAE OTKPLITON CTPOKU UMK 3HAYEeHUs
xew-pyHKUUKN. CoxpaHeHHbIN Naporb UCNonb3yeTcs ANs ayTeHTUudukaumm
nonb3oBaTens.

KomaHaa ¢ npedukcom no cOpacbkiBaeT 3HAYeHNe Napons TakumMm o6pasom, 4YTo
nonb3oBaTenb TepsieT AOCTYN K ycTponcTay. [Ana nonb3osatens admin npedukc

no cOpackiBaeT 3HAYEHNEe Naposs Ha 3aBOACKNE HAacTPOMKn — 1234.

Ha
[a

Het

I (config-user)>

I (config-user)> no password

password ( md5 chash» | qpassword>)

AprymeHT

3HauyeHue

OnucaHue

hash

Ctpoka

3HaveHne MD5-xelua.

Keenetic Omni CnpaBo4HMK KOMaH,

281




Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

3.88.2 user tag

OnucaHue

Mpedukc no
MeHsieT HacTpoWKu
MHorokpaTHbIli BBOA

CuHoncuc

AprymeHT 3HayeHue OnucaHue

password CTpoka 3HayeHve napors B OTKPbITOM BMae, U3
KOTOPOro aBTOMaTUYECKU BbIMUCIAETCS
3Ha4yeHue xella.

(config-user)> password 1111

event, class = Event::User, raise time = »
690.903618:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6
tag: cli
tag: http

(config-user)>
password set has been changed for user "test".

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa user password.

[MpucBoMTb YY4ETHOM 3anncy cneuunanbHyo METKY, HarnmMymne KoTopour NpoBepseTcs
B MOMEHT aBTOpU3aLMmn NONb3oBaTens 1 BbINOMHEHNN UM OOLIX AEACTBUN B
cucteme. Habop 4onyCTUMbIX 3HAYEHUIA METKU 3aBUCUT OT DYHKLMOHAIbHbIX
BO3MOXXHOCTEN CcUCTEMBI. [1OMHBIN CNMCOK NpUBEAEH B Tabnuue Huxe.

OpaHon yquHon 3anmcm MOXXHO Ha3Ha4YnTb HECKOJIbKO pa3HblX METOK, BBOOA
KOMaHOy MHOIOKpaTHO. Ka>|<,u,y+o METKY MOXHO pacCMaTpuBaThb Kak
npenocrasrieHne Unn orpaHn4eHne onpeaerneHHbIX npas.

KomaHaa ¢ npedunkcom no yaansietT 3agaHHyo MeTKY.

MpumeyaHne: Y4yeTHOM 3anucu admin Henb3sa NpucBouTb MeTKy readonly u
yoanuTe meTky cli.

Oa
[a
Oa

I (config-user)>  tag (tag»
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AprymeHThI

Mpumep

UcTopusa nameHeHun

I (config-user)> no tag (tag»

AprymeHT 3HayeHue OnucaHue
tag cli JocTyn K nHTEpdency komMaHaHOW CTPOKN.
http Hoctyn k Web-nHTtepdeicy.
ftp MogkntodeHue k BCTpoeHHoMy FTP-cepaepy.
cifs MogkntoyeHme k cnyxbe dannos u
npuHtTepos Windows.
torrent Bxopf B HTepderc ynpaBneHus KNmeHTomM
dannoobmeHHbIx ceTen BitTorrent.
readonly 3anpeT BbINOMHEHNS KOMaHg, MEHSIHOLLMX
HaCTPOWIKW.
vpn MogkntoveHwue k BctpoeHHomy VPN-cepsepy.

(config-user)> tag http
user "test" tagged with "http".
(config-user)>

event, class = Event::User, raise time =

567.225033:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6

tag: cli
tag: http
Bepcus OnucaHue
2.00 [obGasneHa komaHaa user tag.

3.89 yandexdns

OnucaHue
Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA
BxoxaeHue B rpynny

CunHoncuc

[ocTyn B rpynny koMaHg ans HacTpoviku npocdunen Yandex.DNS.

Het
Het
Het

(yandexdns)

I(conﬁg)> yandexdns
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.01 HobaeneHa komaHaa yandexdns.

3.89.1 yandexdns assign

OnucaHue HasHaunTb Tunbl 4nsa XocToB. 1o ymonyaHuio Ans Bcex XOCTOB NCMONb3yeTes
Tun safe. default MmoxeT ObITb Ha3Ha4YeH TOMNbKO OOHOMY XOCTY.

KomaHpa ¢ npemkcom no Bo3BpaLlaeT 3Ha4YeHme N0 YMOMYaHUIo.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

Cunoncuc I (yandexdns)>  assign [ chost» ] <type)
I (yandexdns)> no assign [ <host» ]
AprymeHThI AprymeHT 3HayeHue OnucaHue
host MAC-agpec | XOCT, K KOTOPOMY MPUMEHSIETCA TUN
dunsTpaunn. Ecnu He ykasaH, Tun
NPYMEHSIETCHA KO BCEM XOCTaM.
type default dunbTpauus He NCMNONb3yeTCs.
safe 3awmTa oT Bpe4OHOCHbIX Y MOLLIEHHUYECKMX
CanToB.
family 3aKpbIT JOCTYMN K BPEOOHOCHbIM U
MOLLIEHHNYECKMM CanTaMm, a TaKkke K
pecypcam ans B3pocCrbiX.
UcTopusa usmeHeHnt  (Bepcus OnucaHune
2.01 [obGaBneHa komaHga yandexdns assign.

3.89.2 yandexdns check-availability

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

MpoBepuTb JOCTYNHOCTbL CNyx0bl Yandex.DNS.

Het
Het

Het

I (yandexdns)>  check-availability
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Mpumep

Uctopusa nameHeHun

(yandexdns)> check-availability

available
Bepcus OnucaHue
2.06 HobaeneHa komaHga yandexdns check-availability.

3.89.3 yandexdns enable

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

UcTopus nameHeHunmn

3anyctutb cnyx0y Yandex.DNS.

KomaHga ¢ npedukcom no octaHaBnveaeT cnyxoy.
Oa

Ha

Het

I (yandexdns)>  enable

I (yandexdns)> no enable

(yandexdns)> enable
YandexDns: :Client: Yandex DNS is enabled.

Bepcus OnucaHue

2.01 HobaBneHa komaHaa yandexdns enable.
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[JononHutenbHasa nHcpopmauus

4.1 HTTP Core Interface

Keenetic Omni npegoctasnser HTTP XML API. API goctyneH yepes nHtepdenic /ci , KoTopbin
npuHumaeT POST-3anpockl B dpopmate XML un Bosspaiaetr XML KIMEHTCKOMY NPUAOXKEHNIO,
npoLueLemMy Npoueaypy asTopmsaumn.

Mocne cbpoca Keenetic Omni Ha 3aBoACKMe HAaCTPOMKWN aBTopusaumns He TpebyeTcs.

Mpumep 4.1. BbizoB XML API

BoeinonHutb koMaHay «show interface» ona WAN-nHTepdeinca c umeHem ISP. 3TOT uHTEpdenc
NPUCYTCTBYET B 3aBOACKUX HacTponkax Keenetic Omni.

POST /ci HTTP/1.1

Host: 192.168.1.1

Connection: keep-alive

Content-Length: 177

Origin: http://192.168.1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
Content-Type: application/xml

Referer: http://192.168.1.1/

<packet ref="/">
<request id="1" ref="former.ifaces[load]">
<command name="show interface">
<name>ISP</name>
</command>
</request>
</packet>

YCTpoMCTBO BO3BpALL@ET TekyLlee COCTOsIHNE uHTepdenca ISP:

HTTP/1.0 200 OK

Server: Ag [47]

Set-Cookie: authorized=*; path=/
Content-type: text/xml
Content-Length: 760

<packet>
<response id="1">
<interface name="ISP">
<mac>ec:43:f6:d3:22:d9</mac>
<id>FastEthernet0/Vlan2</id>
<index>2</index>
<type>VLAN</type>
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<description>Broadband connection</description>
<link>down</1link>
<connected>no</connected>
<state>up</state>
<mtu>1500</mtu>
<tx-queue>1000</tx-queue>
<global>yes</global>
<defaultgw>no</defaultgw>
<priority>700</priority>
<security-level>public</security-level>
<auth-type>none</auth-type>
</interface>
<message code="268370345" ident="Network::Interface: :Base"
source="">done</message>
</response>
</packet>

OneMeHT <request> JomKeH BCerga npucyTCTBOBATb B 3aMpoce OT KIMEHTCKOro NPUNoXeHUs
K YCTPOWCTBY. YCTPOWCTBO BCerfga oreevaeT coobLlueHnem <response>. ATpubyT id moxet
NCnonb30BaThbCs AN YCTAaHOBNEHNS COOTBETCTBUS MEXAY HUMMW.

PucyHok 4.1. dopmat 3anpoca
<request id="identifier">

<!-- request content -->
</request>

PucyHok 4.2. ®opmaTt oTBeTa
<response id="identifier">

<!-- response content -->
</response>

CyuiecTByeT oBa OCHOBHbIX Tvna 3anpocoB XML:

BbinonHeHue komaHabl  BbINONHUTL onpeaeneHHyo KomaHay Ha ycTporcTee. [locTynHble
KOMaHAbl onncaHbl B pasgene Maea 3 Ha cTpaHuue 27

3anpoc HaCTpoOeK |-|OJ'Iy‘-II/ITb napamMmeTpbl, HACTPOEHHbIE MO onpep,eneHHon KOMaHge.

4.1.1 BbinonHeHne KOMaHAbI
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Sanpoc command No3BOMSAET BbIMNOMHUTL onpeneneHHyrn KoMaHagy Ha yCTpOVICTBe.

PucyHok 4.3. BbinonHeHne KOMaHAbI

<request id="identifier">
<command name="command">
<no/>
<argument>value</argument>

</command>
</request>
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command MonHoe nmsa koMaHabl, pasgeneHHoe npobenamu. [locTynHble KOMaHabI
nepevncrieHsl B pasgene maea 3 Ha cTpaHuue 27.

argument Wwms aprymeHTa. ApryMeHTbl Kaaon KOMaHabl nepedncrneHbl B pasgene
maBa 3 Ha cTpaHuue 27. HekoTopble koMaHabl He TPebyoT kaknx-nnbo

apryMeHTOB.
value 3HadeHne aprymeHTa.
no Heobsa3aTenbHbIN ar1ieMEHT, KOTOPbI MCMNONb3yeTest ANs OTpULaHns 4eNCTBUS

komaHgpbl. OH JeNCTBYET Tak Xe, kak npedmke no, cMm. Pasagen 2.3 Ha cTpaHuue 23.

4.1.2 3anpoc HacTpoeK

3anpoc config ncnonb3yeTcsa Ans NnonyYyeHns HaCTPOEHHbIX NapameTpoB. Beb-nHtepderic
ncnonb3yeT Takoun 3anpoc Ans 3anonHeHns HTML-dopm.

PucyHok 4.4. 3anpoc HacTpoek

<request id="identifier">
<config name="command" />
</request>

4.1.3 lNaKkeTHbIN 3anpoc
Heckonbko 3anpocoB MOXHO 06‘be,EI,I/|HF|Tb B NMakeTbl ANnda onTuMmn3aumnm npon3BoanNTeribHOCTU.

PucyHok 4.5. NakeTHbIX 3anpoc

<packet>
<request id="1">
<!-- request content -->
</request>
<request id="2">
<!-- request content -->
</request>
</packet>

OTBeTHble aNeMeHTbI NPUXOAAT B BuAe NakeToB. MoeHTudmkaTopbl oTBETa UCMONb3YOTCA A
YCTaHOBMEHMs1 COOTBETCTBUSI MEXY OTBETaMu 1 3anpocamiu. Ecnu HeT oTBeTa, BO3BpalLlaeTcs
MyCTOWN 3NEeMEHT <response/>.

PucyHok 4.6. lNakeTHbIN oTBeT

<packet>
<response id="1">
<!-- response content -->
</response>
<response id="2"/>
<!l-- no response for id=2 -->
</packet>
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moccapum

Address and Control Field LCP HacTpoWika, obecne4mBatoLlas cxatue nonen Address n Control
Compression KaHarnbHOro YpoBHSI.

Address Resolution Protocol NPOTOKON onpeaeneHnsa agpeca, NPOTOKOS KaHanbHOro YpoBHS,
npeaHasHa4veHHbli ans onpegenexds MAC-agpeca no n3BecTHoOMy
IP-agpecy. Hambonbluee pacnpocTpaHeHne STOT MPOTOKOI NOMyYnn
Gnarogaps noBceMecTHOCTU ceTen IP, nocTpoeHHbIx noBepx Ethernet,
nockonbky npaktnyecku B 100% cnyyaeB npy TakoM COMETaHUU
ncnonb3ayetcst ARP. NpeobpasoBaHne agpecoB BbIMOMHSAETCA NyTEM Moucka
B Tabnuue, Tak HasbiBaemon ARP-Tabnuue. OHa cogepXXuT CTpoku ans
Kaxxgoro y3na cetu. B aByx ctonbuax cogepxarcs IP- n Ethernet-agpeca.
Ecnu TpebyeTcs npeobpasoBath IP-agpec B Ethernet-agpec, To nwertcs
3anuchk ¢ cooTeeTcTByoWwmuM IP-agpecom.

Apple Filing Protocol CETEeBOW NPOTOKOMN NPeacTaBUTENLCKOro U NPUKNaAHOro YPOBHEN CETEBON
mogenun OSI, npegocraenstowmi goctyn kK cavinam B Mac OS X.

Asynchronous Transfer Mode aCUHXPOHHbLIN cnocob nepedayn OaHHbIX, ceTeBasi
BbICOKOMPOWN3BOAMTENbHASA TEXHOMNOMMSA KOMMYTaLMun v
MYNbTUNIIEKCUPOBaHUS, OCHOBaHHas Ha nepefave AaHHbIX B BUe a4eek
(cell) dukcmnpoBaHHoro pasmepa (53 6awnra), 13 KoTopbix 5 6anTos
NCMNonb3yeTcsl NOA 3arofoBok. B oTnmyme ot cMHXpoHHOro cnocoba
nepegayn gaHHbIx, ATM nyyiie npyucnocobrneH Anst npegocTaBneHnst yenyr
nepeaayn AaHHbIX C CUNbHO pas3NUYaloLWMCS UM U3MEHSIIOLLIMMCS
OuTpenTom.

ATM adaptation layer N30nMpyeT NPOTOKOMbl Bonee BbICOKMX YPOBHEN OT AeTanen ATM
npoueccoB nyTem npeobpasoBaHns BbICOKOYPOBHEBOW MHOPpMaLnA B
ATM sa4erikn, n Hao6opOT.

AAL penntca Ha oBa NO4YPOBHSA:

* [NoagypoBeHb koHBepreHuun (CS) — GepeT kagp obLer YacTn NogypoBHS
koHBepreHummn (CPCS), nenut ero Ha 53-6anToBble S4elikv 1 OTNpaBnsieT
MX K MECTY Ha3Ha4YeHus Ans nepecbopku

* [NogypoBeHb cermeHTaumMm n nepecbopkn — AenuT Kagpbl JaHHbIX Ha
ATM sverikn y oTnpaBuTens u nepecobupaeT nx B CxogHoMm dopmarte
y nony4artens

Challenge-Handshake LLIMPOKO pacnpoCTpaHEHHbIN anropuTM NPoOBEPKN NOASTIMHHOCTH,

Authentication Protocol npegycMaTpuBaloLLnin nepefavy He camoro napons nornb3osartens, a
KOCBEHHbIX cBegeHn o HéM. CHAP siBnsietca 6onee 6e3onacHbIM
meTtogom, YeM Password Authentication Protocol.
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Command Line Interface

Common Internet File System

Compression Control
Protocol

Dead Peer Detection

Deep Packet Inspection

DHCP

DHCP-server

UHTepdenc KOMaHOHOM CTPOKN, pa3HOBMOHOCTbL TEKCTOBOrO MHTEpdenca
Mexay 4enoBeKOM M KOMMbIOTEPOM, B KOTOPOM UHCTPYKLUKN KOMMBIOTEPY
OaloTcs B OCHOBHOM NyTEM BBOAA C KIaBMaTypbl TEKCTOBbIX CTPOK (KOMaHL).
Takke M3BECTEH NOA HAa3BaHWEM KOHCOIb.

3TO NPOTOKOS, KOTOPbIN NO3BONSET NPOrpaMMam BbIMOMHATb 3anpockl K
dannam u cnyxéam Ha yaaneHHbIx koMmnbtoTepax B cetu VIHTepHeT. CIFS
ncnonb3yeT MoAenb NporpaMMupoBaHns KnmeHT/cepBep. KnmeHTtckas
nporpamma nocbIfaeT 3anpoc Kk NporpaMMHOMY cepBepy (kak NpaBuno, Ha
OPYroMm KOMnbloTepe) Ans Aoctyna k dany unm oTnpaensieT coodLleHne
B Nporpammy, koTopasi pabotaeT Ha cepBepe. CepBep BbINOMHSET
3anpaluvBaemMoe AEeNCTBUE U OTMNPABISIET OTBET.

ncnonb3yeTca Onda yCtaHOBKU U HaCTpOVIKI/I arropuTMoB CXaTuAa JaHHbIX
Ha PPP.

9TO MEeTOo, VICFIOJ'Ib3yeMbIIZ CeTeBbIM yCTpOI7ICTBaMl/I And NnpoBeEpPKU
CyLleCTBOBaHUA N OOCTYNMHOCTU OPYrnxX CETEBbIX yCTpOVICTB.

TEXHOMOISI HAKOMIEHMS CTAaTUCTUYECKUX AaHHbIX, MPOBEPKN 1 (OUAbTpaLmm
CeTeBbIX MaKeTOB MO UX cogepxumomy. B otnnune ot 6paHgmayapos,
Deep Packet Inspection aHanuampyeT He TONMbKO 3arofioBKM NakeToB, HO
1 NOrHOEe coaepxmmoe Tpaduka Ha ypoBHSAX mogenn OSI co BToporo u
Bbiwe. Deep Packet Inspection cnoco6Ho ob6HapyxuBaTb 1 OriokupoBaTb
BMPYChbl, unNsTpoBaTh MHGHOPMALMIO, HE YOOBMETBOPSIIOLLYIO 3a4aHHbIM
KpuTepusm.

Deep Packet Inspection yacto ncnonssyetcs nposavigepamu Ans KOHTpons
Tpaduka, a MHorga un ans 6GroKMPOBKM HEKOTOPbIX MPUITOXKEHUI, TaKUX KakK
BitTorrent. C nomoLubto Deep Packet Inspection MoxxHO onpegenuTb, kakoe
NPUNOXEHWEe CreHepupoBarno Unu nornyyaeT AaHHbIe, U Ha OCHOBaHUU
3TOro NpeanpuHSATL Kakoe-nmbo gencreme. Nomnmo brnoknposaHus, Deep
Packet Inspection moxeT cobupaTtb NOAPOBHYI0 CTaTUCTUKY COeaUHEHUS
Kaxxgoro nonb3oBaTtens no otTaenbHOCTU. Takke, npu nomoLm quality of
service Deep Packet Inspection MOXeT ynpasnsaTb CKOPOCTbIO Nepegayn
OTAENbHbIX NakeToB, NOAHAB €€ UnW, HaNpPOTMB, YMEHbLLUB.

MPOTOKON AMHAMMYECKOW KOHpMrypauum yana, 3To CeTeBOW NPOTOKOIT,
MO3BONSAOLLMI KOMMbIOTEPAM aBTOMaT4ecky nony4ats IP-agpec v apyrve
napameTpbl, Heobxoanmble ans padoTbl B ceT TCP/IP. [laHHbIN NpoTOKON
paboTaeT No Mogenu «KNueHT-cepeep». [Ina aBTomaTtnyeckon
KOHpUrypaumm KOMNbOTEP-KIMMEHT Ha 3Tane KoHgMUrypauum ceteBoro
yCTponcTBa obpallaercs K Tak HasbiBaemomy cepsepy DHCP, n nonyyaet
OT Hero HyXHble napameTpbl. CeTeBoi agMUHUCTPATOP MOXET 3aaaTb
AvanasoH aApecoB, pacnpegenseMbiXx CepBepoM Cpean KOMMbIOTEPOB.
OT0 no3BonseT n3bexaTtb PyYHON HAaCTPONKM KOMMbIOTEPOB CETU U
YMeHbLUAET Konm4ecTBo owmnbok. Npotokon DHCP ucnonbayetcs B
6onbmHcTBe ceTent TCP/IP.

DHCP-cepBep ynpaensieT nynom IP-agpecoB 1 nHgopmaumen o
KOHUrypauum KINMEHTCKNX NapaMeTpoB, TakMX Kak LUI03 MO YMOIMYaHMIo,
OOMEHHOE MMS1, CepBep MMEH, APYTMX CEPBEPOB, TAKNX KaK CEpPBEP BPEMEHM
1 Tak ganee. [Nony4rB KOPPEKTHBIN 3aMpoc, CepBep BblAAET KOMMbIOTEPY
IP-agpec, apeHay (NpOMeXyToK BpeMeHU, B Te4eHme Kotoporo IP-agpec
OENCTBUTENEH) U ApYrMe HacTpoeyHble napamMeTpsbl IP, Takme kak macka
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Diffie-Hellman

DLNA

Domain Name System

Encapsulating Security
Payload

MOACETW M LWIMO3 N0 YMOn4aHuto. B 3aBMCMMOCTU OT peanusauun,
DHCP-cepBep MOXeT MMeTb Tpy MeToda HasHaveHus |P-agpecos:

* QuHamuyeckoe pacripedeneHue: CeTeBON agMMHUCTPATOP HasHa4vaeT
onpeaerneHHbi ananasoH IP-agpeco ansg DHCP, u kaxabivi KNMEHTCKUIA
KOMMbIOTEP B NNOKaNbHOM CETUM HAaCTPOeH 3anpawmsatb IP-agpeca ot
DHCP-cepBepa npu nHmumanmaauum cetu. MNpouecc 3anpoca u
npegocTaBneHns NCNonb3yeT NPUMHLUMM apeHabl Ha OnpeaeneHHbIN CPoK,
nossonsas DHCP-cepBepy Bo3Bpawath (1 3aTem nepepacnpenenstb)
IP-agpeca, koTopble He OOHOBNSAIOTCS.

* asmomamuyeckoe pacripedeneHue: DHCP-cepBep Ha NOCTOSHHOE
UCMNonb30BaHMe BbiAENSET NPOM3BONbHLIV cBO6OAHLIN IP-aapec n3
onpenenéHHoro agMmMHUCTPaToOpOM AManasoHa. AToT cnocob aHanornyeH
AvHamu4eckomy pacnpegenexuto, Ho DHCP-cepeep xpaHut Tabnuuy
npoLnbIX HasHadveHu IP-agpeca, Tak YTO OH CKOpee BCEro HasHauuT
KnNuneHTy TOT e IP-agpec, 4To 1 paHbLLUe.

* cmamuyeckoe pacnipedeneHue: Cepep DHCP Bbigenset IP-agpeca
Ha ocHoBe Tabnuubl ¢ napamm MAC/IP-agpecoB, KOTOpble 3aMNoNHATCS
BPYYHYI0 (BO3MOXHO, CETEBLIM agMUHUCTPaTopom). IP-agpeca byayT
BblAENATLCA TONMbKO ANd KNMeHToB, Yb MAC-agpeca ykasaHbl B 3TOM
Tabnmue. 3T1a PyHKUMS (KOoTopasi NOAAEPKUBAETCS HE BCEMU CEPBEPAMMU
DHCP) takxe HasbiBaeTcs Ctatnyeckum HasHaveHnem DHCP
(DD-WRT), domkcmpoBaHHbIM agpecom (no gokymeHTtaumm dhepd),
pesepBupoBaHuem agpeca (Netgear), Pesepsuposanne DHCP nnun
Cratnyeckmn DHCP (Cisco/Linksys) u Pesepsuposanue IP unu MAC/IP
npuBsska (NPoM3BOAUTENSAMN Pa3NUYHbIX APYrMX MapLUPyTU3aTOPOB).

370 YacTb /KE npoTokona, no3eonawwas aosym n 6onee ctopoHam
Nony4nTb OBLLMIA CEKPETHLIN KN4, UCNONb3Ys HE3aLLMLLEHHbIN OT
npocnyLmnBaHnga KaHan ceasn. MNonyyeHHbIn /Psec Koy ncnonb3yeTcs
ANns wndpoBaHna gansHenwero obmMmeHa ¢ NOMOLLBIO anropuTMoB
CUMMETPUYHOTO WNPpOBaHMS.

CTaH4apT, NO3BOMSAOLNA COBMECTUMBbIM YCTPONCTBAM nepeaaBath U
NPUHUMATL NO AOMaLLHEeN CETU Pa3NNYHbIN MeaMa-kKoOHTEHT (M30bpaxeHus,
MYy3bIKY, BAAEO), @ TaKkke oTobpaxaTb ero B pexxmme peanbHOro BpeMeHW.
OTO TEXHONOIMMA AN COEAMHEHMS OMALLHNX KOMMBIOTEPOB, MOBUIBHBIX
TenedoHOB, HOYTOYKOB 1 ObITOBOW 3MEKTPOHUKM B €OUHYIO LIMAIPOBYIO
ceTb. YCTPOWCTBA, KOTopble nogaepxusatoT crneumdukaumo DLNA, no
XKernaHuo norb3oBaTtensi MoryT HacTpamBaTbCsl U 00beanHATLCSA B
JOMALLHIO CETb B aBTOMaTUYECKOM peXnMeE.

cucTemMa JOMEHHbIX UMEH, KOMMbIOTEPHas pacnpeaenéHHas cuctema ans
nony4eHus MHcopMaLMm o JoMeHax. Yalle Bcero ncnonb3yercs ans
nonyyeHus IP-agpeca no MMeHu xocTa (KoMMboTepa UM ycTpoicTea),
Mony4yeHnst MHOPMaLIMM O MapLIPYTU3aLMK NOYTbI, 06CMYKUBAOLLUX
y3nax Ansi IPOTOKOIOB B JOMEHE.

3TO YacTb Habopa npoTtokonoB /Psec . B IPSec oH obecneunBaet
NOAJSIMHHOCTb NPOUCXOXAEHUS, LIENOCTHOCTb W 3aLUnTy
KOHbMaEHLMaNbHOCTA NaKeToB.
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Hash Message
Authentication Code

MaemMnoTeHTHOCTb

Internet Control Message
Protocol

Internet Group Management
Protocol

Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

Internet Protocol Security

IPv6CP

OAMH N3 MEXaHN3MOB MNMPOBEPKN LLEJTOCTHOCTU I/IH(*)OpMaLI,VII/I, NO3BOSIAIOLLNIA
rapaHTnpoBaTb TO, YTO AaHHble, NepeaBaemMblie U XpaHALLnecs B
HeHag&XHown cpene, He ObINTM U3MEHEHBI NOCTOPOHHUMU NNUaMN.

CBOMCTBO MaTeMaTn4ecKkoro oobekTa, KOTOpoe NPOSIBISETCA B TOM, YTO
MOBTOPHOE AeiicTBME Hag 0OBbEKTOM He N3MEHSIET ero.

NPOTOKOM MEXCETEBbIX YNPaBsOLLMX COOBLLEHNA, CETEBOW NPOTOKOI,
Bxoaawmn B ctek npotokonos TCP/IP. B ocHoBHom ICMP ncnonb3yetcs
ans nepegayvm coobLueHun ob owmbkax u Apyrmx UCKNMIOUUTENBbHBIX
CUTYyaumsiX, BO3HUKLLMX NpW Nepefade AaHHbIX, Hanpumep, 3anpaluMBaemMas
ycrnyra HegoCTynHa, UNu XoCT, N MapLLPYTM3aTop He oTBeYaloT. Takke
Ha ICMP BosnaraloTca HEKOTOpble CEPBUCHBIE (DYHKLINN.

3TO MHTEPHET-MPOTOKONT, KOTOPbIN 06ecne4ynBaeT BO3MOXHOCTb KOMMbIOTEPY
COO0LLNTL O CBOEN NPUMHAANEXHOCTU K Ipynne paccbifiku Ha cocegHue
MapLUpyTu3aTopbl. [pynnoBasi pacchifika no3BoNsAeT O4HOMY KOMMbIOTEPY
MO MHTEPHETY paccbinaTb KOHTEHT APYrMM KOMMbIOTEPaM,
3aUHTEPECOBAHHbLIM B NOMy4YeHWM paccbiikv. [pynnoBasi paccbinika MoXeT
ObITb NCMONb30BaHa B TaKUX Crlyyasix, Kak 0OHOBNEHWE agpeCHbIX KHUT
nonb3oBaTenen MobnnbHbIX KOMMNBKTEPOB, PACcChifka UHGPOPMALIMOHHBIX
OtonneTeHel No KoMnaHuu, 1 "aUpHoOe BelllaHMe" LUMPOKOMOSOCHbIX
nporpamMm NOTOKOBOrO MyrnsTUMeana Ans ayauTopum, Kotopas
"HacTpounack" Ha nony4yeHue rpynnoBon PaccbInKu.

3TO CTaHZapTHbINM npoTokon IPsec, ncnonb3yembix Ans obecneyeHnst
6e30MacHOCTM B3anmMogencTems B BUPTYaribHbIX YacTHbIX ceTsx. Llenb IKE
- CO34aHue 3alMLLEHHOr0 ayTeHTUMMLMPOBAHHOIO KaHana CBA3Mn C
NMoMOLLIbIo anroputma obmeHa krntodamu Diffie—Hellman gns cosnanusi
00LLEero CEKpeTHOro KIto4a ¢ AanbHenwmnm WwudpoBaHmem IPsec cBs3W.

OCHOBHOW KOMMYHMWKaLMOHHbIN NPOTOKON B ceT NHTepHeT. B coBpemeHHoN
cetu NHTepHeT ncnonbayetcs IP yeTBEpTON Bepcum, Takke U3BECTHbIN
kak IPv4. Ero npeemHunk — Liectas Bepcust npoTtokona, |Pv6.

NMPOTOKON YNpPaBMneHUss CETEBbLIM YPOBHEM 151 YCTAHOBKM, HACTPONKM U
paspbiBa |IP nogkntoveHus nosepx Point-to-Point Protocol (PPP)
coegunHenus. IPCP ncnonb3yeT TOT e MexaHn3M 0OMeHa naketamu, Yto
n LCP. ObmeH naketamu IPCP He npoucxoauT go Tex nop, noka PPP He
Ha4yHET basy corrnacoBaHUs NPOTOKONA CETEBOrO YPOBHS. Jllobble nakeTbl
IPCP, nony4yeHHble 40 TOro, Kak HAYHETCA aTa dasa, AOMKHbI ObITb
OTOPOLLEHBI.

Habop NPOTOKOMNOB A51s 06ecneyeHmns 3anThbl AaHHbIX, NepeaaBaeMbIX
no mexceteBomy npoTokony Internet Protocol . [o3BoNsieT OCyLLEeCTBNATb
nogTBEPXXAEHME NOANMHHOCTY (ayTEHTMMKALIMIO), NPOBEPKY LIENTIOCTHOCTH
n/mnun wndposaHue IP-nakeToB. IPsec Takke BkIto4aeT B cebsi NpOTOKONbI
ON4 3awmwéHHoro obmeHa kntoyamm B cetu VIHTepHeT. B 0CHOBHOM,
NpUMEHSETCH ANsi OpraHn3aLumn vpn-CoeanHEHNN.

OTBEYaET 3a HACTPOMiKY, BKIIOYEHNE U OTKITIOYEHME MOAYNen NpoTokona
IPv6 Ha o6ounx koHuax Point-to-Point (PPP) coeanHeHnus. IPv6CP
NCNonb3yeT TOT XXe MEXaHN3M ObMeHa nakeTamm 4To 1 NpoTokon Link
Control Protocol. ObmeH naketamu IPv6CP He npoucxoauT go tex nop,
noka PPP He Ha4yHET hasy cornacoBaHMsi NPOTOKOMAa CETEBOIO YPOBHS.
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Link Control Protocol

Logical Link Control

Microsoft Point-to-Point
Encryption

Maximum Receive Unit

Maximum segment size

Maximum transmission unit

Network Access Control List

JTiobble nakeTbl IPV6CP, nonyyeHHble 4O TOro, kak HAa4YHETCs aTa ¢asa,
OOIMKHbI OblTb OTOPOLLEHbI.

npoToKoN ynpaeneHuns coeguHeHunem, LCP sBnsieTcs 4acTbio npoTokona
Point-to-Point Protocol . Npw yctaHoBneHun coeamHeHus PPP nepegatoLuee
N NpUHMMatoLLEe YCTPOMCTBO 0bMeHmBatoTca naketamum LCP anst yTouHeHus
crneumduyeckon nHdopmauun, kotopasi notpedyeTcsa npu nepegaye
OaHHbIX.

MakeTbl LCP genatcs Ha Tpu knacca:

« [MakeTbl ANsi opraHM3auunM kaHana ceasu. MicnonbaytoTcs ans
opraHusaumu u BblGopa KoHurypauum kaHana

» [lakeTbl ANs 3aBepLUeHUs AeNCTBUSA KaHana. cnonb3sytoTca ons
3aBepLUEHNSA OENCTBMSA KaHana CBsaun

* [MakeTbl ons nopaep>xaHuns pabotocnocobHocTn kaHana. McnonbaytoTtca
AN NoAAepXaHWsa 1 OTNnagku KaHana

3TUM METOAOM B OOHOM COEOMHEHUN MOTYT UCMONb30BaTbCA HECKONBLKO
TWMNOB MPOTOKOSIOB, NPUYEM TUM UHKAMNCYMpyeMbIX MAKeTOB ONpeaenseTcs
ctaHgapTHbiM 3aronoBkoM LLC/SNAP. LLC nHkancynsaumsi obecneumsaet
NoAdEePKKY MapLLPYTU3MPYEMbIX U MOCTOBbIX NMPOTOKOSOB. B Takom
dopmaTe NHKancynsumMm Yepes o0gHoO U TO XXe BUPTyarnbHOE COeqMHEeHne
MOTYT nepeaaBaTbCsl oparMeHTbl AaHHbIX Pas3NMYHbIX NPOTOKOMOB. Tun
npoTtokona ykasbiBaeTcs B SNAP-3aronoBke nakera.

NPOTOKON LUMPOBAHUA AAHHbIX, MCMOMNb3yeMbIi NOBEPX COEANHEHMI
Point-to-Point Protocol . UcnonbayeT anroputm RSA RC4. MPPE
nogaepxmeaet 40-, 56- n 128-6UTHbIE KMOYKN, KOTOPbIE MEHSIOTCH B
TeyeHue ceccum (HacToTa CMEHbI KNtoYen ycTaHaBnMBaeTCs B npoLecce
XaHALWenka coeanHeHnst PPP, eCTb BO3MOXHOCTb reHepupoBaTh No HOBOMY
Kntody Ha kaxgbin nakeT). MPPE obecneunBaeTt 6e30nacHOCTbL nepeayn
OaHHbIX Ans nogkntodeHns PPTP mexay VPN-knueHtom n VPN-cepeepom.

onpefenseT MakcMMarbHbIN pa3mep (B 6antax) broka, KoTopbli MOXET
ObITb MPUHSAT HA KAHANbHOM YPOBHE KOMMYHUKALMOHHOIO NPOTOKOMa.

sIBNSAETCA napameTpoM npotokona TCP n onpefensieT MakcumarbHbIN
pa3mep 6rioka gaHHbIx B 6anTtax ans TCP segment. Takum o6pas3om 3ToT
napameTp He yunTbiBaeT AnmHy 3aronoskoB TCP u IP.

MaKcuManbHbIN pa3mep 6rnoka (B 6anTax), KOTOpbIN MOXET BbITb NepegaH
Ha KaHanbHOM ypoBHe ceteor mogenu OSI. 3HavyeHne MTU moxeT ObiTb
onpegeneHo ctaHgapTom (Hanpumep ans Ethernet), nu6o moxet
BblIBUpaTbCS B MOMEHT YCTaHOBKU coeanHeHns (06bIYHO B criyyae npsmbIxX
NOAKNIOYEHMI TOYKa-TouKa). Yem Bblwe 3HadeHne MTU, Tem meHbLue
3aronioBKOB NepefaéTcs No CETU — a 3HaYmT, BblLe NPOMyCKHas
CNOCOBHOCTb.

npasuna, 3agaHHole Ang IP-uHTepdencos, KoTopble AOCTYMNHbI Ha
MapLUpyTU3aTope, Kaxkgoe CO CMCKOM XOCTOB MW CETEN, pa3peLuaroLlee
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Moccapui

Network Time Protocol

Open Package

Perfect Forward Secrecy

Permanent Virtual Circuit

Ping Check

Point-to-Point Protocol

Power Spectral Density

Preamble

! https://www.openwrt.org/

nnu 3anpeulatoilee ncnonb3oBaHne cepBuca. Cnnckun KOHTPOIA gocrtyna
MOTyT ynpaBlATb KaK BXOAALWMUM, TaK N NCXoOALWNUM Tpa(bl/IKOM.

CETEeBOM NPOTOKON AN CUHXPOHN3aLMN BHYTPEHHUX YaCcOB KOMMblOTEPa
C UCMNOrb30BaHNEM ceTen C nepeMeHHon nateHTHOCTbo. NTP ncnonesyet
ans ceoen pabotbl npotokon UDP. Hanbonee wnpokoe npumeHeHne
npotokon NTP HaxoauT ons peanusaumm cepBepoB TOYHOTO BPEMEHH.

yrpoLleHHasl cuctema ynpasrneHus naketamu. lNpegHasHadeHa ans
BCTpaMBaeMbIX CUCTEM Ha OCHOBE Linux n ncnonb3yerca B JaHHOM
KayecTBe B OpenWrt1 u Entware? npoektax. [NakeTbl Opkg ucnonbaytoT
pacwmpeHus .ipk .

CoBepluUeHHas npsimasi CeKPETHOCTb, CBOMCTBO HEKOTOPbIX NMPOTOKONOB
cornacoBaHus kntova (Key-agreement), KOTOpoe rapaHTUpYeT, YTo
CECCHOHHBbIE KIt0YM, NMOMyYeHHbIE NMpu NOMOoLLM Habopa Kroyen
[OSTTOBPEMEHHOTO MOb30BaHUs, He ByayT CKOMMNPOMETUPOBAHLI NP
KOMMPOMETALMM OLHOTO U3 JONTOBPEMEHHbIX KIHYEN.

3TO ceTeBasi TEXHOMOrns, KoTopasi NO3BOMSET COBMECTHO UCMONb30BaTh
BblOEMNEHHYIO Lienb € 3apaHee onpeaerneHHbIM NyTeM HECKONbKUMM
BMPTYanbHbIMW KaHanamm nyTemM yCTaHOBEHNS AONTOCPOYHbIX NTOrMYECKMX
coeanHeHUn 1 pacnpegeneHns NPonyckHon CnocoBHOCTN NOCPEACTBOM
peTpaHcnsauumn kagpos nnu cetn ATM , KoTopasi OCyLLECTBIAET ynpaBneHue
ceTeBbIM TPaUKOM.

onpeaendaetr pa60TOCﬂ0006HOCTb NOAKIMKYEeHUA K UHTEPHETY No
OOCTYNHOCTU 3aaHHOro y3na. Pe3yanaT NPOBEPKN MOXET ObITb
MCnonb3oBaH AO514 nepeKkrnk4veHna Mexgy OCHOBHbIM U pe3epPBHbIM
NOOKIMHYEHUAMU K UHTEPHETY.

3TO MPOTOKOM UCMOMNb3yeMbIl 1151 YCTAHOBMEHNS NPSIMON CBA3WN MEXAY
aByMs yanamu. OH MoxeT obecneuntb ayTeHTUUKALMIO COeaNHEHNS,
WwnposaHme nepegadn AaHHbIX N cxatune. PPP ncnonb3yeTtcst BO MHOMMX
BMaax pmanyeckux ceTemn, Bknoyasa kabenb, TenedOoHHY0 JIMHNIO, COTOBYHO
CB3b, CMeunann3MpoBaHHble pagmo NMHUK U ONTOBOMOKHO. [Nocne
YyCTaHOBMNEHUS COEAMHEHNS Ha4YMHAETCH HAaCTpOKKa JOMONHUTENBHON CETY
(ypoBeHb 3). Yawe Bcero ucnonbayetcs Internet Protocol Control Protocol

3TO Mepa UHTEHCMBHOCTU MOLLHOCTM CUrHana B YactoTtHom obnactun. PSD
npenocTaBnsaeT NonesHbl cnocob oxapakTepunsoBaTb amnnNUTyAbl MO
CpPaBHEHMIO C YaCTOTOW COAEPXKMMOro CIrly4arlHOro curHana.

3TO NepBas YacTb 6noka gaHHbIx npoTokona (PDU) dunanyeckoro ypoBHs
koHBepreHumm (PLCP). 3aronoBkom siBNSiETCA OCTaBLUaACA YacTb NaKeToB
AaHHbIX, KOTOpas CoaepXMT Bonblue NHopMaLmMn 0 cxeme Moaynsauuu,
CKOPOCTW Nepeaayn, 1 0 NPOMeXyTke BpeMeHn, Tpebytowemest ons
nepefayn Bcex AaHHbIX kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHoBe GecnpoBOHON CBA3M
onpegensetT anuHy énoka CRC (Cyclic Redundancy Check) ons

2 https://github.com/Entware-ng/Entware-ng
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Moccapwit

Protocol-Field-Compression

Remote Procedure Call

Service Set ldentifier

Shared key

SkyDNS

coegnHeHnA mexay TOYKOW Ooctyna un rocteBbiMn 6eCI'IpOBOﬂ,HbIMVI
agantepamu.

[nuHHasa npeambyna:

* PLCP c gnuHHon npeambynon nepegaetcst Ha ckopoctu 1 Méut/c
He3aBUCMMO OT CKOPOCTU Nepefayn AaHHbIX kagpa

+ O6Lee Bpems nepegayn ONIMHHON Npeambyrnbl ABNAETCA KOHCTaHTOM -
192 MukpocekyHAbl

» ComecTtumo ¢ yctapeBwnmm cuctemamum IEEE 802.11 paboTatowmmm
Ha 1 n 2 MbuT/c

KopoTtkas npeambyna:

» [peambyna nepenaetca Ha ckopoctu 1 M6uT/c, a 3aronoBok — Ha 2
M6wuT/c

+ OO6Lwee BpeMs nepegaqn KOPOTKOM Npeambyrbl ABNSETCS KOHCTAHTON
— 96 MMKpOCEKYHAbI

* He coBmectnmo ¢ yctapesLlummu cuctemamu IEEE* 802.11
paboTtatowmmum Ha 1 n 2 Méut/c

MeTo[ cornacoBaHud cxxatus nonsi Protocol B 3aronoskax PPP . o
ymonyanuto, Bce peanusauum JOJDKHbI nepepaBate nakeTbl ¢ AByMS
okteTamu nons Protocol.

BbI30B yAanéHHbIX npoueayp, Knacc TEXHOMOIrIN, NO3BONSOLLNX
KOMMbIOTEPHBIM NPOrpaMMam Bbi3biBaTb PYHKLMW UK NPOLEAYPbI B APYroM
afpecHOM MPOCTPaHCTBE (Kak NpaBuno, Ha yAan&HHbIX KOMMbITepax).
O6bI4HO, peanuzaumsa RPC TexHonorum BkntovaeT B cebs fBa KOMMOHEHTA:
CETEeBOW NPOTOKON AN 0BMeHa B pexmMme KNneHT-CepBep U A3blK
cepuanusauum oBbekToB (UNu CTPYKTYP, Ansd HeobbekTHbIX RPC). Ha
TpaHcnopTHoM ypoBHe RPC ncnonb3ytoT B 0cHOBHOM npoTokonbl TCP 1
UDP, ogHako, HekoTopble NocTpoeHbl Ha ocHoBe HTTP (4To HapywaeT
apxutekTypy ISO/OSI, Tak kak HTTP nsHayansHO He TpaHCNOPTHbIN
npoTOKON).

3TO NocneaoBaTernbHOCTL CUMBOMOB, KOTOPas YHUKanbHbIM 06pa3om
nmeHyeT 6ecnpoBogHyto nokaneHyto cetb (WLAN). 3To MMsa no3sonseT
6ecnpoBOAHbLIM CTAHLMAM NOAKMIOHATLCS K HY>KHOW CETU, ECMU B JAHHOM
MeCTe JOCTYMHO HECKOMbKO HE3aBUCUMBIX CETEW.

3TO PEXUM, B KOTOPOM KOMMbBKOTEP MOXET NONyYnTh OOCTYN K
BecnpoBogHom ceTn, ncnoneaytowlen npotokon Wired Equivalent Privacy.
Mpn nomowwm OBLLEro Kr4a KOMMbIOTEP, OCHALLLEHHbIN 6eCNPOBOAHBIM
MOLEMOM, MOXET Nosfy4nTb JocTyn K nitobon cetn WEP n obmeHnBaTtbes
3aWwmncpoBaHHbIMU MK He3aWNdPOBAHHBIMW AAHHLIMMU.

cnyx6a, koTopas NpeoCTaBnsSET BO3MOXHOCTb (hunsTpaLmm 1 6roknpoBku
OonacHbIX Unu HexenaTtenbHbIx canToB. SKyDNS pacLumnpsieTr BO3MOXHOCTU
Domain Name System , nobaBnss Takne yHKLMM, Kak 3amTa OT pmLumHra
1 UNbTPaLns KOHTEHTA.
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Moccapui

Transmission Control
Protocol

Tunnel Setup Protocol

User Datagram Protocol

udpxy

Universal Plug and Play

VCI&VPI

Very-high-bit-rate Digital
Subscriber Line

SIBNSIETCA OCHOBHbLIM NPOTOKONIOM M3 Habopa Internet Protocol . TCP —
3TO TPAHCMNOPTHbLIN MexaHn3m, obecneunBatoLLNn NOTOK AaHHbIX, C
npeasapuTernbHOW YCTaHOBKOW COeAUHEHNS, 3a CHET 3TOro AaloLnii
YBEPEHHOCTb B JOCTOBEPHOCTM NOMyYaeMbIX AaHHbIX, OCYLLECTBNAET
MOBTOPHBIN 3anNpoc AaHHbIX B CryYae NoTepu 1 ycTpaHseT aybnupoBaHue
npwv NOMyYeHnM OBYX KON OQHOIO MakeTa.

MPOTOKON HAaCTPOWKWN TyHHENS, 3TOT CETEBOW NPOTOKON ynpaBneHus
ncnonb3yeTcsa Ang corrnacoBaHnsa napameTpoB HacTpouku IP TyHHensa
MexXay KNMEHTCKMM XOCTOM TyHHENEW U CEepBEPOM CIyXObl TYHHENen.

ABMSETCA OCHOBHbLIM NPOTOKONOM U3 Habopa Internet Protocol . 310
TPaHCMOPTHLIN NPOTOKON ANA nepefadn AaHHbIx B ceTax IP 6e3
yCcTaHoBrneHus coegnHeHnsi. OH S9BNSeTCS OOQHMM U3 CaMbIX MPOCTbIX
NMPOTOKOMNOB TPaHCNOPTHOrO ypoBHSA mogenu OSI. B otnuuune ot TCP, UDP
He noATBepXAaeT AOCTaBKy AaHHbIX, HE 3aB0TUTCH O KOPPEKTHOM MOpsAKe
OOCTaBKM U He AenaeT NOBTOPOB. 3aTo OTCYTCTBME COEANHEHNS,
OOMONHUTENBHOIO Tpadrka 1 BO3MOXHOCTb LLUMPOKOBELLaTENbHbIX
paccbIfnok AenatoT ero yaobHbIM Anst NpUMEHEHWI, rae Manbl notepu, B
MacCOBbIX paccblfikax fokanbLHON NoACceTH, B MeaManpoTokonax u T. .

cepBepHoe npunoxeHune (daemon) Ana nepegayy AaHHbIX U3 CETEBOIO
noToka MynesTuKacT kaHana (Bewtaemoro no UDP) B HTTP coeguHeHne
3anpalumBaloLLero KnmMeHTa.

3TO apXMUTEKTYpa MHOIOPAHIOBLIX COEAVHEHWNIA MEXOY NePCOHAIbHbLIMU
KOMMbIOTEPAMM U MHTENNEKTyanbHbIMW YCTPONCTBAMM, YCTAHOBIIEHHBIMU,
Hanpumep, goma. UPnP cTpouTca Ha OCHOBe CTaH4apTOB U TEXHOSOrMin
nHTepHeTa, Takmnx kak TCP/IP, HTTP n XML, n obecneumBaet
aBTOMartM4yeckoe nogkmnoyeHne nogobHbIX YCTPOWCTB OPYT K OPYTY U NX
COBMECTHYl0 paboTy B CeTeBOM cpefe, B pesyrnbraTe Yero cetb (Hanpmmep,
OOMaLLHSS) CTAaHOBUTCA NErKOM ANsi HACTPONKM BonbLUeMy Yncny
nonb3oBaTenen.

UaeHTtudpmkatop BuptyansHoro nytv (VPI) n ngeHtudmkaTop BupTyansHoro
kaHana (VCI). VPI onpegenseTt parMeHT BUPTyansHOro nyTu Ha
nHteppence ATM. VPI n VCI BmecTe ngeHTMdnumpytot dparmeHT
BMPTyarnbHOro kaHana Ha uHtepgerce ATM. ObbeguHeHune Takmx
hparmMeHToB NOCpeaCcTBOM KOMMYTaTOPOB 0bpasyeT BUpTyarnbHOE CeTeBoe
coeauHeHue. VPI n VCI He siBnsatoTcs agpecamu, Takumm kak MAC-agpeca
ncnonb3yemMble B KOMMYTUpPYeMbIX nokanbHblx ceTsax. VPl u VCI aBHO
Ha3Ha4alTCsa KaXAOMY CErMeHTY COeANHEHUs U, TakuMm obpasoM, umetot
NWLWb foKanbHoe 3HaYeHve B npeaernax oTaenbHO B3STOr0 COeANHEHNS.
OHu nepeHasHavarTCs NPY HEOBXOONUMOCTM Ha KaXKOOM y3re KOMMYyTaumK.
Ucnonbaysa naeHtndukartopsl VCI/VPI, ATM ypoBeHb MOXeT
MYNbLTUNNEKCUPOBaTh (YepenoBaThb), AeMynsTUNNeKcMpoBaTh U
nepeknioyaTb S4ENKN U3 HECKONBbKNX COEANHEHUI.

CBEPXBbICOKOCKOPOCTHas uudpoBasi aboHeHTCKas NIMHUA, TEXHOMNOMNS,
NO3BONAOLLASA 3HAYUTENBHO MOBLICUTbL NPOMYCKHYIO CMOCOOHOCTb
abOoHEHTCKOW NMHUN TeNnedOHHON ceTU 0BLLErO NONMb30BaHUSA MNYTEM
ncnonb3oBaHMs 3MEKTUBHbBIX NIMHENHbLIX KOOOB M aAanTUBHbLIX METOA0B
KOPPEKLUN UCKAKEHNIA NMNHUN HA OCHOBE COBPEMEHHbIX AOCTUXEHUIA
MMKPO3NEKTPOHMKN 1 MeToaoB LndpoBon obpaboTku curHana.
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Moccapwit

Virtual LAN

Web Proxy Auto-Discovery
Protocol

Wi-Fi Multimedia

Wi-Fi Protected Access

Wi-Fi Protected Setup

Wired Equivalent Privacy

Extended Authentication

norunyeckas ("BMpTyanbHas") nokanbHas KOMMNbIOTEPHAst CETb,
npencraenseT cobow rpynny XocToB ¢ 06LmMM Habopom TpeboBaHui,
KOTOpble B3aMOAENCTBYHOT Tak, Kak ecrnv Obl OHU BbInv NOAKIOYEHbI K
LUMPOKOBELLATENBHOMY JOMEHY, HE3aBUCUMO OT NX (OU3NYECKOTO
MecToHaxoxaeHunsa. VLAN nMmeeT Te e CBOMCTBA, YTO U hmsmnyeckas
nokarbHas CeTb, HO NO3BONAET KOHEYHBIM CTaHLUMSAM FPyNnNMpoBaTbCs
BMECTE, AaXke eCN OHU HE HaxoadaTCcsa B OAHOW dmnandeckon cetn. Takas
peopraHusauns MoXeT ObITb caenaHa Ha OCHOBE NPOrpPamMMHOro
obecneveHns BMECTO PU3NYECKOTO NepEMELLEHMS YCTPONCTB.

3TO MeTo[, Ucnonb3yemblt KnneHTamu ansa noncka URL-agpeca anna
KoHdurypaumm npy nomowm DHCP n/unn DNS meTtogoB oGHapyXeHus.
Mocne okoHYaHWMst OOHapPYXXeHMs 1 3arpy3ku dpanna koHdurypauum, oH
MOXET ObITb BINOHEH AJ15 onpeaerneHnst npokcu ykasaHHoro URL-agpeca.

asndaetca ceptucpukaumen Wi-Fi Alliance, 6asupytollenca Ha cTaHgapTe
IEEE 802.11e. OH obecneunBaeT 0CHOBHble BO3MOXHOCTU QoS (quality
of service) ansa ceten IEEE 802.11 nocpencTsom npuopeTnsaumm nakeTon
OaHHbIX Mo YeTbipeM kateropusm: ronoc (AC_VO), sugeo (AC_VI),
HerapaHTupoBaHHasa goctaska (AC_BE), n Huskun npuoputet (AC_BK).

npeacraensetr cobon 0GHOBMEHHYIO NPOrpaMmMy cepTudmkaumum yCTponcTs
becnpoBogHon ceaA3n. TexHonorua WPA npuwina Ha 3ameHy TEXHOMNOormm
3awuTbl 6ecnpoBoaHbix ceTen WEP. INntocamu WPA siBnsatoTcs yeuneHHas
6e30NacHOCTb AaHHbIX U YXKECTOYEHHbIN KOHTPOMb AOCTynNa K
BGecnpoBoAHbLIM CETAM. HemanoBakHOM XxapakTEPUCTUKON SABMSIETCA
COBMECTMMOCTb MEXAy MHOXEeCTBOM BECNpPOBOAHbIX YCTPONCTB KakK Ha
annapaTHOM YpPOBHe, TaK 1 Ha nporpamMHoM. Ha gaHHbIn MmomeHT WPA 1
WPA2 paspabarbiBatoTcst U npoasuratotcsi opraHmsaumen Wi-Fi Alliance.

cTaHaapT (M OQHOMMEHHBIA NPOTOKOM) NONYyaBTOMAaTUYECKOro co3gaHns
6ecnposoaHon cetn Wi-Fi, cosgaHHbin Wi-Fi Alliance. Llenbto npoTokona
WPS aBnsetca ynpolleHue npouecca HacTponku 6ecnpoBoaHOM ceTu,
NnoaToMy n3HayarnbHo OH HasbiBancs Wi-Fi Simple Config. INMpoTtokon
npu3BaH okasaTb NOMOLLb NONb30BaTENAM, KOTOpble He 0bGnagatoT
LUMPOKUMU 3HAHMUSIMK O Be3onacHOCTM B BeCNPOBOAHbIX CETSX, U KaK
CneacTBue, UMEKOT CIIOXHOCTM NpU ocyLlecTerneHnn Hactpoek. WPS
aBTOMaTn4yecky 0603Ha4YaeT UmMs CeTU U 3agaeT LWncpoBaHue, ANg 3auThbl
OT HECaHKLUNOHNPOBAHHOIO A0CTYNa B CETh, MPU 3TOM HET HEOBXOANUMOCTM
BPYYHYIO 3a[aBaTb BCEe NapameTpbl.

anropuTtm ansa obecnedeHuns 6esonacHoctu ceten Wi-Fi. Micnonbayetcs
Ansa obecneveHns KOHPUAEHUMANbHOCTU U 3aLLMTbI NepefaBaeMblX AaHHbIX
aBTOPM30BaHHbIX NoMNb3oBaTenen 6ecnpoBOAHON CETU OT NPOCHYLLNBAHNUS.
CyuwiectByeT aBe pasHoBugHoctn WEP: WEP-40 n1 WEP-104,
pasnuyaroLLmecs TonbKO ANMHONM Krtoda. B HacTosilee Bpemst AaHHast
TEXHOIOMNS ABMAETCA yCTapeBLUEN, TaK Kak ee B3NTIOM MOXET bbITb
OCYLLECTBITIEH BCETO 3a HECKONBKO MUHYT. TeM HE MeHee, OHa NPOAOSKaeT
LUMPOKO ncnonb3doBatbes. WPA2.

unu XAUTH, obecneunBaet AONONHUTENBHbIN YPOBEHb MPOBEPKU
MOAIMHHOCTM, NO3BONAS W03y /Psec 3anpalumBaTh paclUMPEHHYHO
aBTOpM3auMIo yaarneHHbIX Norb3oBaTenen, Takum obpa3omM 3acTaBnss
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Moccapui

yAaneHHbIX Nofb3oBaTenemn NpegocTaBnAaTb UX yYeTHble AaHHble, Npexae
Yem nony4ntb goctyn K VPN.

Yandex.DNS cepBUC KOMNaHun AHAeKC aAns 3awuTel gomatuHen cetn. ObecneunBaet
TPU pexxuma mnsTpauun:

» 6e3 unsTpaunn: pecypcbl He BriokupytoTcs

+ Be3onacHbli peXXMM: GNOKMPYIOTCA BPEAOHOCHbIE U MOLLEHHUYECKME
caunTol

* CeMEeVHbIV PEXNM: ONOKMPYIOTCA BPEAOHOCHBIE Y MOLLEHHUYECKME CalThl,
a TaKke pecypcbl A58 B3POCHbIX
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NMNopaepxka Keenetic Plus DSL

Keenetic Plus DSL HagenseT nobyto mogens nHTepHeT-LeHTpa Keenetic ¢ noptom USB
dyHkunammn mogema ADSL2+/VDSL2. OH nogkrntodaetcs no USB HenocpeacTBEHHO K
WHTEPHET-LEHTPY, YNPaBnsieTCs ero onepaumoHHON CUCTEMON (Yepes JOMONHUTENBHO
yCTaHaBNMBaEMbIi KOMMOHEHT) N He TpebyeT oTAenbHOoro 6rioka NuTaHus.

A.1 interface operating-mode

OnucaHue HacTtpoutb pexxum pabotel ADSL. o ymon4aHuio Ncnonb3yroTcst 3Ha4eHns
ads12+un a.

Mpedouke no Het

MeHsieT HacTpouku Oa

MHorokpaTHbI BBog  Hert
Tun nntepcpenca Switch

Cunoncuce I (config-if)>  operating-mode (mode> [ annex ]

AprymeHTbI AprymeHT 3HavyeHue OnucaHue

mode ads12 HacTtpawnBaeTt paboty pexmuma ADSL2 — ITU
G.992.3 Annex A n Annex M. Ecnu HK oguH
pexunm sIBHO He BblopaH, To Annex A n Annex
M o6a 6yayT BkntodeHbl. OKOHYaTENbHbIA PEXUM
OyneT onpenenaTbCst MynbTUMNIIEKCOPOM
poctyna DSL (DSLAM).

ads12+ Hacrtpaueaet paboty pexuma ADSL2+ — ITU
G.992.5 Annex A n Annex M. Ecnin pexxumAnnex
A He BbIGpaH, To 6yayT BKOYEHbI M Annex A,
n Annex M. OkoH4aTenbHbIA pexum oyget
onpeaensaTbCca MynsTUnnekcopom goctyna DSL
(DSLAM).

vdsl2-cpe HacTtpavBaeT paboTy KNMEHTCKOro pexnma
VDSL2.

vds12-co HacTtpanBaeT paboTy cepBepHOro pexuma
VDSL2. MOXHO yCTaHOBUTb TONBKO BPYYHYIO.

auto Pexuvm BbIGMpaeTcs aBTomaTtuyeckm (3a
nckntoyeHvem vds12 - co).

annex a Pexnm paboTbl nocpeacTBoOM aHanoroBom
TenegoHuu.
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MpunoxeHune A MNogaepxka Keenetic Plus DSL

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HavyeHue OnucaHue
m VMcxopsuwas/Bxoasiias YacToTbl CABUratTCs C
138 kl'y oo 276 kl'y, obecneynBas yBenmyeHme
MaKcMmMarbHOW NPOMYCKHOW CNOCOBHOCTH
ucxopsilero kaHana c 1,4 Mout/c go 3,3 Mout/c.
auto Bbi6op ocyLlecTBnsieTcs B aBTOMaTU4eCKOM

pexume.

(config)> interface UsbDs10 operating-mode vdsl2-cpe
Network: :Interface::Mt2311::UsbDsl: Opmode is set to VDSL2-CPE.

Bepcus

OnucaHue

2.06

HobaBneHa komaHaa interface operating-mode.

A.2 interface pvc

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdpenca
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

HacTtpouTtb nocmosiHHbIU supmyarbHbIU KaHas Ha uHTepgence ATM.

Het
Ja
Oa
PVC

(config-if-atm-vc)

I (config-if)>

pvc «vpis «vcis

AprymeHT 3HayeHue OnucaHue

vpi Uenoe uucno |MldeHmugbukamop supmyarbHo20 rnymu
atoro PVC. MoxeT npyHMMaThb 3Ha4yeHus1 oT
0 po 255.

vci UYenoe uucno |MdeHmughukamop supmyarnibHO20 KaHasna

atoro PVC. MoxeT NnpuHMMaTb 3Ha4YeHus1 OT
32 po 65535.

(config-if)> pvc 1 50
Network: :Interface::Mt2311::Pvc: Assigned UsbDs10/Pvc@ 1/50.

Bepcus

OnucaHue

2.00

[obaeneHa komaHga interface pvc.
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A.3 interface pvc encapsulation

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Hactpoutb ypoBeHb agantaumm ATM (AAL) n Tun nHkancynauum ATM PVC. o
YyMOMn4aHUo ucrnonb3yeTtcs 3HavyeHne aal5snap.

Het
Ja
Het

PvC

I (config-if-atm-vc)  encapsulation (aal5mux | aal5snap)

AprymeHT 3HauyeHue ‘OnwcaHMe

encapsulation [aal5mux BblgenuTb ykasaHHbin PVC gns ogHoro
npoTokona (Tak HasbiBaemoe
MYNbTUNIIEKCMPOBaHME BUPTYaribHOMO
kaHana, VC-mynsTunnekcnpoBaHue).

aal5snap MyneTunnekcmpoBaHue AByx n 6onee
NPOTOKONOB Ha 0ogHOM PV C (Tak HasbiBaemMoe
MyNbTUMEKCUpOBaHWe ynpaeneHus
norunyeckon ceasbto, LLC multiplexing).

(config-if-atm-vc)> encapsulation aal5snap
Network::Interface: :Mt2311::Pvc: Using Ethernet encapsulation, »
LLC mux.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface pvc encapsulation.

A.4 interface vdsl carrier

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbl

BbibpaTtb agnanazoH Yactot VDSL. No ymonyaHuio ucnonb3yetcs napameTp auto.
Het

Oa

Het

I (config-if)>  vdsl carrier <carrier;

AprymeHT 3Ha4yeHue OnucaHue
carrier auto YacToTa BbIOMpaeTcsi B aBTOMaTU4ECKOM
pexume.
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Mpumep

Uctopusa nameHeHunmn

AprymeHT 3HavyeHue OnucaHue
a43 BbibpaTtb AnanasoH YyactoT A43.
b43 BbibpaTtb AgnanasoH vyactoT B43.
v43 BbibpaTtb AgnanasoH vactoT V43.

(config-if)> vdsl carrier a43
Network: :Interface: :Mt2311::UsbDsl: Set G.hs carrier: A43.

Bepcus

OnucaHue

2.06

[obaeneHa komaHaa interface vdsl carrier.

A.5 interface vdsl profile

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

Bbibpatb npodmnb VDSL. Mo ymonyaHuto ucnonb3yetca 3HadeHre all.

KomaHga c npedukcom no yaanseT ykasaHHbIi npodunb. Ecnuv BBecTn komaHay
6e3 aprymeHToB, 6yAeT YyCTaHOBNEHO 3HAYEHME MO YMONMYaHUIO.

[a
Ja
Oa

I (config-if)>

vdsl profile («profiles|all)

I (config-if)> no vds1 profile [ profile]

AprymeHT

3HauyeHue

OnucaHue

all

KrnoyeBoe
CJ10BO

Bbibpatb Bce npochunu VDSL.

profile

8a

8b

8c

8d

12a

12b

17a

30a

HasBaHue npodmna VDSL.

(config-if)> vdsl profile 12a
Network::Interface::Mt2311::UsbDsl: Enabled profile(s): 12a.
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WcTopus nameHeunn  |Bepcus

OnucaHue

2.06

[obGaeneHa komaHaa interface vdsl profile.

A.6 interface vdsl psdmask

A R POTS D-32 EU-32.

OnucaHue
Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTtHbii BBog [a

CuHoncuc I (config-if)>

vdsl psdmask (mask>

YctaHoButb Macky PSD. o ymonyaHuio UCNomnb3yeTcst 3HaYeHne

AprymeHTbI AprymeHT

3HavyeHue

OnucaHue

mask

A_R_POTS D-32 EU-32

A R POTS D-64 EU-64

B7-1 997-Mlc-A-7

B7-3_997-M1x-M

B7-7 HPE17-M1-NUSO

B7-8 HPE30-M1-NUSO

B7-9 997E17-M2x-A

B7-10 997E30-M2x-NUSO

B7-11 HPE1230-M1-NUSO

B7-12 HPE1730-M1-NUSO

B8-1 998-M1x-A

B8-2 998-M1x-B

B8-3 998-M1x-NUSO

B8-4 998-M2x-A

B8-5 998-M2x-M

B8-6 998-M2x-B

B8-7_998-M2x-NUSO

B8-8 998E17-M2x-NUSO

B8-9 998E17-M2x-NUSO-M

B8-10 998ADE17-M2x-NUSO-M

B8-11 998ADE17-M2x-A

B8-12 998ADE17-M2x-B

B8-13 998E30-M2x-NUSO

B8-14 998E30-M2x-NUSO-M

HassaHue
macku PSD.
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Mpumep

UcTopus nameHeHunmn

A.7 show interface dsl

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

AprymeHT 3HavyeHue

OnucaHue

B8-15 998ADE30-M2x-NUSO-M

B8-16 998ADE30-M2x-NUSO-A

B8-17 998ADE30-M2x-NUSO-A

C_POTS 25-138 b

C_POTS 25-276 b

C TCM-ISDN

(config-if)> vdsl psdmask B7-7_HPE17-M1-NUSO
Network: :Interface: :Mt2311::UsbDsl: Set PSD mask: »
B7-7 HPE17-M1-NUSO.

Bepcus

OnucaHue

2.06

[ob6aeneHa komaHga interface vdsl psdmask.

Mokasatb napameTpbl DSL nHTepderica.

Het
Het

Het

I(show0> interface name; dsl

AprymeHT

3Ha4yeHue

OnucaHue

name

WmMs uHTeppesica

MonHoe ums nHTepdenca unm
NCEBOOHMM.

(show)> interface

UsbDs10 ds'l

id: UsbDs10
index: 0
type: UsbDsl
description: Keenetic Plus DSL
connected: yes
state: up
mtu: 1500
tx-queue: 1000
global: no
security-level: public
mac: 90:ef:68:d2:61:f0
auth-type: none
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UcTopusa nameHeHun

plugged:

vendor:

model:

manufacturer:

product:

serial:
opmode:
link:
standard:
us_delay:
ds delay:

profile:

us fast rate:
ds fast rate:
us_noise:
ds _noise:
us atten:
ds atten:

us_attain:
ds _attain:

us_power:
ds_power:

us_ capacity:
ds capacity:

far itu id:

near itu id:

yes

0586
3427

ZyXEL

Keenetic Plus DSL

S$155608000034

VDSL2-CPE
showtime
VDSL?2
0 ms
0 ms
30a
122784 Kkbps
200187 kbps
6.5 dB
6.2 dB
0.0 dB
0.0 dB
122784 kbps
209445 kbps
9.0 dBm
10.3 dBm
100 %
95 %

b5004d455441003300
b5004d455441000000

Bepcus

OnucaHue

2.06 [obaeneHa komaHga show interface dsl.

A.8 show interface dsl snr

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

lMokasaTb COOTHOLLEHWE CUTHaN/WyMm Ans Kaxaoro kaHana xDSL.

Het
Het

Het

I(showy>interface(name)dsl snr

AprymeHT 3HayeHue OnucaHue

name Wmsa nHTepgerica|llonHoe nvsa nHTepderca unu
NCEeBOOHMM.

(show)> interface UsbDs10 dsl snr

DS, mult = 8, from = 25, to = 425, index = 0, timestamp = »
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15348.699707:

45.5,45.5,47.0,49.5,50.0,50.5,50.0,50.0,50.0,50.0,50.0,50.0,

50.0,50.5,50.0,50.0,51.5,51.5,52.5,52.0,51.5,52.5,51.

’

’

’

52.0
52.0
50.0

’

’

’

0
.5
0

52.0,51.5,51.5,51.0,51.5,50.0,50.0,50.0,50.0,50.0,50.

50.5,50.0,50.0
US, mult = 8, from = 433, to = 593, index

15348.707689:

52.0,53.0,53.0,53.0,52.5,52.5,52.0,53.0,52.0,52.0,52

= »

1, timestamp

49.5,49.5,53.5,53.0,53.5,53.5,53.5,53.5,53.5,53.5,53.5,53.5,

53.0,53.0,53.0,53.5,53.0,53.0,53.0,53.0,53.0

DS, mult

= »

2, timestamp

609, to = 977, index =

from

= 8,

15348.723292:

49.5,49.5,50.0,50.0,50.0,50.0,49.5,50.0,50.0,50.0,49.0,50.0,

’

49.0

48.5,48.0,47.5,47.5,48.5,49.0,49.5,49.0,48.5,49.5,50.0,

’

49.5

’

49.0,49.0,48.0,48.0,49.0,48.0,48.5,48.5,49.0,50.0,49.0

.0

3, timestamp

49.0,49.0,49.5,48.0,49.0,49.0,47.5,48.5,47.5,47.5,48

US, mult

= »

index

from = 985, to = 1017,

= 8,

15348.725914:

47.0,47.0,53.5,53.0,53.5

4, timestamp = »

2657, index

DS, mult = 8, from = 1401, to

15348.781327:

47.5,47.5,48.0,48.5,48.0,49.0,49.5,49.0,49.0,49.5,49.5,49.5,

49.0,49.5,50.0,49.0,48.5,49.0,49.0,50.0,49.0,49.5,49.

O OO ININOOINLNOO OO

(CRNe) o) BN N co e ol ST o S NS o B |
NI T ITITITTT T T T

9
9
9
8
8
7.
7
6
5
3
3
1

47.5,47.0,47.5,47.5,47.0,47.0,47.0,47.0,47.0,46.5,47.
43.5,44.0,43.5,44.0,43.0,42.0,43.0,41.0,41.0,41.0,41.

41.0,41.0
US, mult = 8, from = 2665, to

44.0,44.0,44.0,44.0,44.0,44.0,44.0,44.0,43.5,42.0,43.
15348.799646:

49.0,49.5,49.0,48.5,48.0,48.0,48.0,48.0,48.5,48.5,49.
48.5,49.5,49.5,49.0,49.0,48.5,48.5,49.0,48.0,48.0,49.
49.0,49.0,49.0,50.0,49.0,49.5,50.0,48.5,49.0,49.0,48.
47.5,47.5,47.0,47.5,48.5,49.5,48.5,49.5,49.0,48.5,48.
48.0,47.0,47.0,47.0,47.0,47.0,47.0,47.0,47.5,48.5,4

47.0,47.0,46.5,47.0,47.0,47.0,46.5,46.5,47.0,47.0,46.
45.0,45.0,44.5,44.5,46.0,47.0,46.5,46.5,45.5,45.0,45.
44.0,44.0,44.0,44.0,44.0,44.0,44.0,44.0,44.0,44.0,43.

5, timestamp = »

3473, index

40.5,0.0,0.0,38.0,38.0,38.0,38.0,38.0,38.0,37.5,37.0,36.5,

36.5,36.5,35.0,35.0,35.0,35.0,35.5,37.0,36.0,36.5,35.

’

’

’

35.0
35.0
32.0

’

’

’

0
.0
0

35.0,35.0,35.0,35.0,35.0,35.0,35.0,34.5,33.5,32.0,33.

32.0,32.0,32.0,34.5,33.0,33.0

35.0,35.0,35.0,35.0,35.0,35.0,35.0,35.0,35.0,35.0,35

OnucaHue

JobaeneHa komaHaa show interface dsl snr.

Bepcus
2.06

UcTopusa nameHeHun

A.9 show interface dsl bits

MokasaTtb pacnpegeneHve 61T onst Kaxkgoro kaHana xDSL.

OnucaHue
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Het
Het

Het

I (show)> interface name> dsl bits

AprymeHT 3HayeHue OnucaHue
name Wmsa nHTepgerica|lNonHoe nvsa nHTepderica unu
NCeBOOHMM.

(show)> interface UsbDs10 dsl bits

DS1, mult = 1, from = 20, to = 430, index = 0, timestamp = »
15402.799703:

o,11,11,11,11,12,12,12,12,12,9,9,9,9,13,13,13,13,13,13,13,13,
13,13,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14, 14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,15,13,12,14,14,14,14,14,14,14,14,14,14,14, 14,
14,14,14,14,14,14,14,14,15,15,15,15, 14,14,15,14,14,14,15,15,
14,15,14,14,15, 15, 15, 14,15, 15,15, 14,15, 14, 14,15, 14,14,14,15,
14,14,14,15,15, 15,15, 14,15, 14,15, 14, 14,14,15,15,14,14,14,15,
15,14,14,15,15,15, 14, 14, 14,15, 14,14, 15,15, 15,15, 15,15, 14,15,
15,15,15,15,15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 14, 15, 15,
15,15,15,14,15,15,15,15,15, 15, 15,15, 14,15, 14,13,15, 14,15, 15,
15,15, 14,15, 15, 15, 15, 15, 15, 15, 15, 14, 14, 14,15, 15, 15, 14, 15, 15,
15,14,15,14,14,15, 14,15, 14,15, 15, 14, 15,15, 15,14, 14,15, 14,15,
15,15,14,14,15, 14,14, 14,15,15, 15,15, 14,15, 14,15, 14,14,14,15,
14,14,14,14,15,14,14,14,14,14,14,14,14,14,15,14,15,14,14,15,
15,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,
14,14,13,12,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14, 14,
14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,14,

14,14,14,14,14,14,14,14,14

US1, mult = 1, from = 439, to = 598, index = 1, timestamp = »

15403.129745:

o,11,11,11,11,15,15,15, 15,15, 15, 15,15, 15, 15, 15, 15, 15,15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15,15, 15, 14,11, 15,15, 15, 15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15,
15,15,15,15, 15, 15,15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15, 15,

15,15, 15,15,15,15,15,15,15, 15, 15, 15, 15, 15, 15, 15,15, 15, 15,

15
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

[obasneHa komaHaa show interface dsl bits.
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