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Beepnenue

BBeneHve

[aHHbIN cnpaBOYHWK COAEPXUT KOMaHAb! AN ynpasreHus yctponctsom Keenetic Lite 1l
nocpencTBOM MHTepderica KOMaHAHOW CTPOKW. 34eCh NPUBEAEH NOSHbINA CMIMCOK BCEX AOCTYMHbIX
KoMmaHg. Takke ykasaHbl NpMMepbl TOro, Kak UCMOmNb30BaTh Hanboree pacnpocTpaHeHHbIE U3
3TMX KOMaHA, obLwasa nHdopmaums o B3aMMOCBSA3M MexXay KOMaHgamu v npuHUMnuanbHble
OCHOBbI TOI0, KaK UX UCMOSb30BaThb.

1 Insa Kkoro npegHasHa4vYeH JOKYMEHT

[aHHOe pykoBOACTBO NpefHa3Ha4YeHo Ans CETEBLIX aMUHUCTPATOPOB MIN CNeLManucToB no
BbIYMCIIMTENBHON TEXHUKE, OTBEYAIOLLMX 3a HAacTponky 1 nogaepxky Keenetic Lite |l Ha mecTe.
OHo Takke npegHasHadeHo AnNg onepatopos, koTopble ynpasnstoT Keenetic Lite Il. JokymeHT
0OXBaTbIBaET TEXHUYECKME NPOLEAYPbI NOAOEPKKM BbICOKOTO YPOBHS A1 root-aAMMHUCTPATOPOB
N COTPYOHUKOB TexHuyeckon nogaepxku Keenetic Lite Il

2 CTpyKTypa AOKYMeHTa

Cl'lpaBO‘-IHI/IK onucblBaeT crenywLwine pasaenbl:

3HaKOMCTBO C KOMaHOHOW B pasgene onvcaHo kak ncnonb3oBatb UHTEPenc
CTpOKOM KomaHgHon cTpoku Keenetic Lite Il, ee nepapxudeckyto
CTPYKTYPY, YPOBHM aBTOPM3aLUN U BO3MOXHOCTM CNPaBKMK.

OnucaHune komaHg, AndaBUTHLIN CMMCOK KOMaHA, KOTOPble MOXXHO BBOAUTL B
KoMaHOHOW cTpoke ansa HacTponku Keenetic Lite 1.

3 YcnoBHblIe 0003HaYeHusA

B onncaHum KoMaHa UCnonb3yTca crieaylolmne 0603Ha4YeHNs:

XUPHbIN LWPUdT KomaHabl 1 krtoveBble CrioBa BblAENSTCS
XUPHbIM. WpUPTOM. OHU OOMKHbI ObITh
BBEAEHbI B TOYHOCTU KaK yKa3aHO B OMUCAHUN.
B npumepax XupHbI WPUAET UCMonb3yeTcs
ONS BblAENEHNS OaHHbIX, BBEAEHHbIX
nornb3oBaTenem.

Kypcus AprymeHTbl, AN KOTOPbIX HEOBXOAMMO 3a4aThb
3HaYeHus, BblOeNeHbl KypPCUBOM.

OnemeHTbI B KBagpaTHbIX ckobkax sBnsarTCS

I [ Heobsi3aTeIbHLIA 371EMEHT |
HeobA3aTenbHbLIMMN.

OneMeHThI B yrnoBblX CkOOKax siIBNSATCS

I <0bsi3aTesIbHbIN 3/TIEMEHT)
obsi3aTenbHbIMMU.
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Beegenwue

(x]yl2z) Obs3aTenbHble ansTepHaTVBHbIE KNOYEBbIE
CrnoBa rpynnupyroTcst B KPYMbIX ckobkax u
pas3fensTca BepTUKanbHOW YepTON.

x|ylzl Heobs3aTenbHble anstepHaTUBHbLIE KNIOYEBbIE

crnoBa rpynnupytoTcst B KBagpaTHbIX CKoBKax u
pa3gensTca BepTUKarbHOM YepTo.

OnucaHue Kaxaol KoMaHabl pasaeneHo Ha criegytolive nogpasaensi:

OnucaHne OnwucaHue TOro, 4TO KOMaHaa genaert.
CuHoncuc OO6wmn dopmat koMaHAabI.
Mpedukc no B0O3MOXHOCTb MCMONb30BaHNA B KOMaH4E

npedwmkca no.

MeHgeT HacTpoiku

CnocoBHOCTb KOMaHAbl MEHSATb HACTPOWKN.

MHorokpaTtHbIli BBOg,

BoamoxxHOCTb MHOIoKpaTHOro eBoga KomaHAbl.

BxoxgeHuwe B rpynny

HaseaHue rpynnbl, 4OCTYN B KOTOPYtO AaeT
komaHga. Ecnv rpynnbl HeT, 3TOT pasgen He
oTobpaxaeTcs.

Tun nHTepcperica

Tun nHTepdeica, Ha KOTOpbIN BNUSET
komaHga. Pasgen He oTobpaxaeTcs, ecnu
OaHHbIA KOHTEKCT He MMeEeT CMbIcna Ans
KOMaHgpbl.

UHTepdeiicel, ncnornb3yemsble B CUCTEME, U
OTHOLLUEHUS MEXAY HUMUN NOKa3aHbl Ha
anarpamme Huxe.

ApryMmeHThbl

AprMeHTbI, eClnn eCTb, U NOACHEHUA K HUM.

Mpumep

Unnioctpauus Toro, kKak KomaHga BblrmnaguT
npw Bbi3oBe. [OCKONbKY NHTEPdENC NPOCT,
HEKOTOpbIe NPUMEPbLI O4EBUAHLI, HO OHU
BKIMOYEHbI 451 AICHOCTM.

MpumeyaHus, NpeaynpexaeHnst 1 NpefocTepeXeHns NCNOoNb3yHT crieayoLmne 0603HavYeHus.

MNpumevaHwue: O3sHavaet "untatens, Npummn K ceegeHunio”. MNprmedannsa cogepkaT nonesHole
COBETbI UMK CChINIKM Ha MaTtepwuansbl, He cogepXXalnecs B JaHHOM

crnpaBO4HUKE.

MpeoynpexaeHue: O3HavaeT "yntartenb, BHUMaHue!". Bawn gencTtens MOryT NpuMBECTH K
noBpeXaeHnio 0060pyaoBaHNSa N NoTepe AaHHbIX.
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1.1 AnnapaTtHoe ob6ecne4yeHue

Mpoueccop

OnepaTVIBHaﬂ namMaTb

dnew-namATb

Ethernet

Wi-Fi

O630p nNnpoaykra

MediaTek MT7620N MIPS® 24KEc 580MHz

Zentel A4S12D40FTP-G5 64Mb DDR SDRAM

cFeon Q64-104HIP 8Mb SPI

MopTbl Mwukpocxema MpumeyaHus
5 Realtek RTL8367RB

MeTka CkopocTb MpumeyaHus
0 100 M6wut/c Mopt WAN

1 100 M6wut/c

2 100 M6wuT/c

3 100 M6wuT/c

4 100 M6wut/c

YacTtoTHbIN | Mnkpocxema MpumeyaHus
AnanasoH

24TTy Ralink RT5392L 802.11bgn 2x2
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3HAKOMCTBO C KOMaHAHOM
CTPOKOU

B aTon rmaee onncaHo, kak nonb3oBaTbes MHTepdericom komanaHom cTpokm (CLI) Keenetic
Lite Il, ero nepapxudeckas cTpykTypa, YpoBHM aBTOpU3aLMM 1 BO3MOXHOCTU KOHTEKCTHOM
MOACKAa3KM.

OcHoBHOe cpeacTBo ynpasneHus MapLupytnsatopom Keenetic Lite || — ato nntepdenc
koMmaHgHow ctpoku (CL/). HacTponkm cuctembl NOMHOCTLIO OMNUCHIBAOTCH B BUAE
nocrnegoBaTenbHOCTU KOMaHg, KOTOpble HYXHO BbINOMHUTL, YTOBbI NPMBECTM YCTPOWCTBO B
3a/JaHHOe COCTOsIHME.

Keenetic Lite Il nmeeT Tpu BUOa HacTpoek:

TekyLne HacTPOMKM running config 3To Habop koMaHa, KoTopbi TpebyeTcs
BbINOMHUTE, YTOObI NPMBECTU CUCTEMY B TEKYLLIEE COCTOSIHUE.
TekyLme HaCTPOMKN XpaHATCS B onepaTtuBHon namsitu (RAM)
N OTpaxaloT BCe U3MeHeHus1 HacTpoek cuctemsl. OgHako,
CcoOepXXMMOoe onepaTMBHON NaMATU TEPSIETCH MPY BbIKITFOYEHUN
ycTponcTsa. s Toro 4tobbl HACTPOWKN BOCCTAHOBUINUCH
nocrne nepesarpysku yCTponcTea, TpebyeTcs COXpaHuTb MX B
9HEProHe3aBNCUMOW NamMATK.

CTtapToBble HAaCTPOWNKM startup config 3To nocnegoBaTenbHOCTbL KOMaHA, KoTopast
XpaHUTCA B cneunarnbHOM CeKTope 3HepFOHe3aBI/ICI/IMOI7I naM4aTn
M ncnonb3yetca anga nHnunanu3aumm cCUctembl
HenocpeaCcTBEHHO NOCIE 3arpy3ku.

HacTpoWiku no ymonyaHuio default config , 3aBoackne HaCTPOMKN, KOTOPbIE 3anNnCbIBAOTCH
npw npomnssoacTee Ha Keenetic Lite Il. RESET Ha kopnyce
no3BonseT cOpoCuTb CTapTOBbIE HACTPONKN Ha 3aBOACKME.

®annel startup-config n running-config moryT 6bITb OTPEOAKTMPOBAHbLI BPYYHYIO, 6e3
yyacTusi KomaHgHowm cTpoku. [py aTom criegyeT NOMHUTb, YTO CTPOKU HavMHatowumecs ¢ !
UrHOPUPYOTCA pa3bopLLMKOM KOMaH, a apryMeHTbl, coaepXalime cMMBon npoben , AomkHbI
ObITb 3aKNOYEHbl B ABOVIHbIE KaBblvkK (Hanpumep, ssid "Free Wi-Fi"). Camu kaBbl4ku
pa3bopLLMKOM UTHOPUPYHOTCS.

OTBETCTBEHHOCTL 3a KOPPEKTHOCTb BHECEHHbIX N3MEHEHUI NEXUT Ha UX aBTope.

2.1 BBoa KoMmaHO B KOMaHOHOM CTPOKe

KomaHgHbIn nHtepnpetatop Keenetic Lite |l paspabotaH Taknm obpasom, 4Tobbl MM MOr
MoNb30BaTbCs Kak HAYMHAKLLMI, TaK M ONbITHBIN Nonb3oBaTenb. Bce komaHabl 1 napameTpbl
WUMEIOT ACHbIE N MErKo 3arnoMM1HaKLLMECS Ha3BaHUS.
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Komangpbl paB6VITbI Ha rpynnbl N BbICTPOEHbI B Nepapxuio. Taknm o6pa30M, A4 BbIMOJIHEHNA
Kakon-nmbo HaCTPOVIKM nonb30BaTesto HyXXHO nocnenoBartesibHO BBECTU Ha3dBaHUA BJTOXEHHbIX
rpynn komaHg (y3J'IOBbIX KOMaHﬂ,) M 3atemMm BBECTN KOHEYHYIO KOMaHAy C napamMeTpamMu.

Hanpumep, IP-agpec ceteBoro untepdgeinca FastEthernet0/Vian2 sagaetcst komangon address
, koTOopasi HaxoguTca B rpynne interface—ip :

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa B rpynny

HekoTopble y3noBble kKoMaHAbl, coAepkaline Habop foYepHMX KOMaHZ, NO3BOMSIOT
MONb30BATENIO BbINOMHUTL «BXOA» B rpynny, YToObl BBOAUTL AOYEPHME KOMaHOb
HenocpeaCcTBEHHO, He TpaTsi BpeMsi Ha BBOZ MMEHW y3M0BON KOMaHbl. B aToM crnyyae meHsieTcs
TEKCT NpuUrnalleHns KoOMaHAHOW CTPOKK, YTOObI MONb3oBaTeNb BULEN, B KAKOW rpynne oH
HaxoauTCs.

[obaeneHa komaHga exit nnv no Haxxatmo komouHauum knasuw [Ctrl]+[D] BbinonHsAeTcs BbIXoq,
13 rpynnbi.

Hanpwumep, npu Bxoge B rpynny interface npurnaweHne koMmaHgHOW CTPOKU MEHSIETCS Ha
(config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Acnonb3oBaHue crpaBKU U aBTOAOMNOJNTHEHUA

20

[ns Toro utTo6bI CAenaTh NPOLECC HACTPOMKM MakCUMarnbHO yA0OHbBIM, NHTEpdENC KoMaHLHON
CTPOKUN MMeET PYHKLNIO aBTOAOMOMHEHNA KOMaHA U NapamMeTpoB, NOACKa3biBasi oneparTopy,

Kakve KoMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BIOXEHHOCTU. ABToAoMNoONHeHne paboTaert no
HaxaTtuto knasuwim [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Fa[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0/Vlanl
FastEthernet0/Vlan2

(config)> interface FastEthernet@[Tab]
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Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky no TekyLen KoMmaHae Bcerga MoXHO oTobpasunTb, Haxas knasuuwy [?]. Hanpumep:

(config)> interface FastEthernet0/Vlan2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2

2.3 lNMpedukc no

Mpedukc no ucnonb3yeTcsa Ans OTMEHbI 4ENCTBUSA KOMaHAbI, Nepes KOTOPOW OH CTaBUTCA.

Keenetic Lite || CnpaBo4HUK kOMaHA
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Hanpwumep, komaHaa interface oTBevaeT 3a co3gaHve CeTeBOro MHTepderica ¢ 3agaHHbIM
nmeHeM. MNpedmnkc no , NCNonb3yembIvi C 3TON KOMaHOOW, Bbi3biBaeT obpaTHoe AencTBue —
yaaneHue uHTepderica:

(config)> no interface PPPoEO

Ecnv komaHaa coctaBHas, No MOXET CTaBUTLCA Nepea nobdbiM ee YneHoM. Hanpumep, komaHaa
service dhcp Bkntovaet cnyx6by DHCP n cocTouT 13 AByX YacTen: service— MMeHun rpynnbl
B epapxuu komang, n dhecp— koHe4Hon komaHAbl. MNpedurKe no MOXHO CTaBUTbL Kak B Havane,
Tak u B cepeanHe. [lencteme B obonx cnyvasx 6yaeT oaMHaKoBbIM: OCTAHOBKA CryXObl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIn BBOA

22

MHorne komaHgbl 0bnagatoT CBOVMCTBOM UOEMTOMEHMHOCMU, KOTOPOE MPOSIBIISIETCS B TOM,
YTO MHOTFOKPaTHbIN BBOA 3TUX KOMaHA NPUBOOUT K TEM XE U3MEHEHUSAM, YTO U OOQHOKPATHbIN.
Hanpwumep, komaHaa service http nobaenser ctpoky «service http» B Tekywme HacTporku,
1 MpU NOBTOPHOM BBOAE HUYETO HE MEHSIET.

OpHako, YacTb KOMaHZ no3sonsieT 400aBnATb HE OOHY, @ HECKONbKO 3anucen, ecnu BBOOUTb
NX C pasHbIMK aprymeHTamu. Hanpumep, ctatudeckune 3anvicu B Tabnvue mapupytnsauum ip
route nnn punetpbl access-list fobaensloTCa NocnegoBaTensHO, U 3aTeM NPUCYTCTBYHIOT B
HacTpoMKax B BUe cnvcka:

Mpumep 2.1. Ucnonb3oBaHMe KOMaHAbI C MHOFOKpaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

3anucy u3 Takmx Tabnuy MOXHO yaansiTe MO OAHOW, UCNONb3ysa NPeduKC No , 1 yKasbiBasi B
aprymeHTe KOMaHZbl, Kakylo UMEeHHO 3anuncb TpebyeTcs yaanuThb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO
55.255.255.0 PPTP1

ip route 1.1.1.0 2
ip route 1.1.3.0 2
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2.5 CoxpaHeHuMe HacTpoek

Tekywme n cTapToBble HACTPOMKM XpaHsATCcs B harinax running-config u startup-config. [ins
TOrO YTOObI COXPaHNTb TEKYLLME HACTPONKM B SHEPIOHE3AaBUCUMYIO NaMSITb, HYXXHO BBECTU
KOMaHAy KOMMpOBaHWUS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTnoxeHHas nepe3arpys3ka

Ecnu Keenetic Lite Il HaxoguTcs Ha 3HaUMTENBLHOM yaaneHun ot oneparopa 1 ynpasnseTcs
Mo CeTW, BO3HMKAET ONACHOCTb NOTEPSTb CBSI3b C HUM MO MPUYNHE OLLMBOYHBIX ENCTBUIA
onepartopa. B atom cny4ae nepesarpyska u BO3BpaT K COXpaHeHHbIM HacTporkam oyayT
3aTpyaHEHbI.

KomaHga system reboot no3sonser YCTaHOBUTb Ta|7lmep OTNOXEHHOM nepesarpysku, BbINnofHUTb
«onacHblie» HaCTpOIZKM, 3aTeM BbIKITIOYNTb Ta|7lmep N COXPaHUTb NUSMEHEHUA. Ecnns npouecce
HaCTpOVIKM CBA3b C yCTpOIhCTBOM 6y,u,eT noTepsdHa, oneparopy OoCTato4HO 6yp,eT noxgartbcAa
aBTOMaTU4ECKON nepes3arpys3km n nogKNMYNTLCA K yCTpOIhCTBy CHOBa.
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OnucaHune KomaHAa

3.1 ba3oBble KOMaHAbI

BbasoBble kOMaHAbI MCNonb3yrKTCA AnA ynpaBneHus d)aMnaMM Ha BalleMm yCTpOIZCTBe.

3.1.1 copy

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3.1.2 erase

OnucaHue

Mpedukc no

KonupoBsaTtb cogepxvmmoe ogHoro darina B gpyron. Micnonb3yetca ans
0BHOBMNEHNS NPOLLUMBKX, COXPaHEHUS TEKYLLIMX HAcTpoek, cbpoca HAcCTpoek Ha
3aBofckue u ap.

Het
Het

Het

I (config)>  copy (sources «destination)

AprymeHT 3HayeHue OnucaHue

source Wms @anna  |MyTb k dparny, KOTOPbIN HEOBXOAUMO
ckonupoBsaTb.

destination Wms ¢anna |MyTb k KaTanory, kyga byger ckonnposaH
dann.

Hanpumep, coxpaHeHue HacTpoek AenaeTcs Tak:
(config)> copy running-config startup-config

MmeHa cpannos B 3TOM NpumMepe ABNSATCA NceBgoHMMamu. MonHele nmeHa
chainos koHurypaumm ato system: running-configum flash:startup-config,
COOTBETCTBEHHO.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa copy.

Yaanutb dhann ns namatn Keenetic Lite Il.

Het
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

3131s

OnucaHue
Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Oa

[a

I(conﬁg)> erase (filename»

AprymeHTr 3HauyeHue OnucaHue

filename Wms ganna  |[yTb K dpanny, KOTOPbIN HEOBXOANMO
yoanuThb.

(config)> erase FLASH:swap
Erased FLASH:swap.

Bepcus

OnucaHue

2.00

[lo6aBneHa komaHaa erase

BbiBecTn Ha 9KpaH Cnncok cbaﬂnoa B YKa3aHHOM Kartarore.

Het

Het

Het

I(conﬁg)> ls[directory]

AprymeHT 3HaveHue OnucaHue

directory Crtpoka MyTb K kaTanory. [JormkeH cogepxatb UM

¢annoBon cUCTEMbI U HENOCPEACTBEHHO
nyTb K KaTtanory B oopmate < pannosas
cuctema >: < nytb >. Npumepbl hannoBbIx
cuctem — flash, temp, proc, usbn . a.

(config)> 1ls temp:

R:

name: resolv.conf

rel: temp:
entry, type =
size: 107
entry, type =
name: db
entry, type =

D:

D:

name: dhcpb6c

entry, type =

R:

26
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Uctopusa nameHeHun

3.1.4 more

OnucaHue
Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

name: TZ
size: 6
entry, type = R:
name: passwd
size: 128
entry, type = D:
name: dnscache
entry, type = D:
name: mnt
entry, type = D:
name: tmp
entry, type = D:
name: ppp
entry, type = D:
name: lib
entry, type = D:
name: run

Bepcusa OnucaHue

2.00 JobasneHa komaHpa ls.

BbIBECTM Ha 3KpaH cogepXXnMmMoe TeKCTOBOro dhansa noCTpoYHO.
Het
Het

Het

I(conﬁg)> more «filename;

AprymeHT 3HaveHue OnucaHue

filename Wms ganna  |MonHoe umsa cdanna nunm NCEBAOHUM.

(config)> more temp:resolv.conf
nameserver 82.138.7.15

nameserver 82.138.7.251

nameserver 82.138.7.130

options timeout:1 attempts:3 rotate

Bepcus OnucaHue

2.00 [obaBneHa komaHga more
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3.2 access-list

OnucaHue HocTtyn K rpynne KoMaHg 415t HACTPOWMKKM BbIBpaHHOTO cnmncka npasun unsTpauum
nakeToB. Ecnu cnncok He HarnaeH, KoMmanaa NMbiTaeTcAa ero co3gartb. Takonm CNNCOoK
MOXET ObITb MPUCBOEH CETEBOMY MHTEPENCY C NOMOLLBIO koMaHAabl interface
ip access-group.

KomaHga ¢ npedmkcom no ygansietT CnMCcoK npasus.
Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTtHbii BBOAg [a

BxoxaeHue B rpynny  (config-acl)

CuHoncue I (config)> access-list <name»
I (config)> no access-list (name»
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
name Ctpoka HasBaHwne cnucka npaeun punsrpaymm
(Access Control List, ACL).
MCTOpVIFl N3MeHeHUNn Bepcuﬂ OHMcaHMe
2.00 [obaBneHa komaHaa access-list.

3.2.1 access-list deny

OnucaHue Hob6aBuTb 3anpeLyatoLlee npaBuo punbTpaLmm NakeToB B ykasaHHbIn ACL.
KomaHga ¢ npecukcom no ygandeT npaBusio.

Mpedumkec no Oa

MeHsieT HacTpOMnKu Oa

MHorokpaTtHbii BBog [a

Cunoncuc (config-acl)>  deny (tcp | udp) <source» <source-mask»

port [src-port-operator] <source-port»
«destinations «<destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)>  deny icmp (sources <source-mask»
«destination> «<destination-mask>

(config-acl)>  deny ip «sources <source-mask>
«destination» «<destination-mask>
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maBa 3 OnucaHne KomaHp,

(config-acl)> no deny (tcp | udp) <source» <source-mask»
port [src-port-operator] <source-port»
<destination» <destination-mask>
port [dst-port-operator]«destination-port,

(config-acl)> no deny icmp (<sources <source-mask»
«destination» <destination-mask>

(config-acl)> no deny ip (<source» <source-mask»
«destination> <destination-mask>

AprymeHThI AprymeHT 3HayeHue OnucaHue
protocol tcp TCP npotokorn.
udp UDP npotokorn.
icmp ICMP npotokon.
ip IP-npoTokon (BkntoyaeT B cebst TCP,
UDP, ICMP v npoune).
source IP-agpec ALpec UCTOYHMKA B 3arorioBke
IP-nakeTta.
source-mask IP-macka Macka, HaknagbiBaemas Ha agpec

NCTOYHUKa B 3aronoeke IP-naketa
nepen CpaBHEHNEM C source.
CyuwiecTByeT ABa crnocoba Beoaa
MacKu: B KaHOHM4YeCcKon hopme
(Hanpumep, 255.255.255.0)u B
BMae 6UTOBOW ANUHbLI Npedumkca
(Hanpwumep, /24).

source-port

Lenoe uucno

MopT uctouHuka B TCP nnn UDP
3arornoBske.

src-port-operator |1t OnepaTtop «MeHbLUe» Ans
CpaBHeHWS nopTa C yKa3aHHbIM
source-port.
eq OnepaTop «paBHO» ANSA CpaBHEHUSA
nopTa C yKasaHHbIM source-port.
gt Onepatop «bonbLuey ansi CpaBHEHUS
noprta c ykasaHHbIM source-port.
destination IP-agpec Afpec Ha3HayeHWs1 B 3arofioBke
IP-nakeTa.
destination-mask IP-macka Macka, HaknagblBaemas Ha agpec

Ha3Ha4yeHus |IP-nakeTa nepea
cpaBHeHuneM c destination.
CywecTByeT gBa cnocoba Beoga
MacKW: B KAHOHUYeCKon hopme
(Hanpumep, 255.255.255.0)u B
BMae 6utoBow AnNuHbI Npedukca
(Hanpumep, /24).

destination-port

Llenoe uucno

MopT Ha3HaveHus B TCP unun UDP
3arosioBKe.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

dst-port-operator |1t OnepaTtop «MeHblUe» Ans
CpaBHEHUS NopTa C yKa3aHHbIM
destination-port.

eq OnepaTop «paBHO» ANsi CpaBHEHUS
nopTa ¢ ykasaHHbIM
destination-port.

gt Onepartop «BonbLie» Ans cpaBHeHUs
nopTa C ykazaHHbIM

destination-port.

(config-acl)> deny icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0
ACL rule added.

Bepcus OnucaHue
2.00 [obGaBneHa komaHga access-list deny.
2.06 Hoeoe 3HayeHue ip 6bino gobasneHo B aprymeHT protocol.

3.2.2 access-list permit

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

[o6aBuTb paspeLuaroLLee NpaBuno GunsTpaLnm NakeTos B ykasaHHbIi ACL.
KomaHaa ¢ npedukcom no ygansieT npasunio.

Oa

Oa

Oa

(config-acl)>  permit (tcp | udp) <source> <source-mask»
port [src-port-operator] (source-port»
«destination» <destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)>  permit icmp (source» <source-mask>
«destination» <destination-mask>

(config-acl)>  permit ip (sources <source-mask»
«destinations «destination-mask»

(config-acl)> no permit (tcp | udp) <sources <source-mask»
port [src-port-operator] <source-port»
«destination» <destination-mask>
port [dst-port-operator] «destination-port»

I (config-acl)> no permit icmp (sources <source-mask»
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

«destinations «<destination-mask»

(config-acl)> no permit ip (sources <source-mask»
«destination> «<destination-mask>

AprymeHT 3HayeHue OnucaHue
protocol tcp TCP npotokon.
udp UDP npoTokorn.
icmp ICMP npoTokon.
ip IP-npoTokon (BkntoyaeT B cebs TCP,
UDP, ICMP v npouue).
source IP-agpec ALpec UCTOYHMKA B 3aroroBke
IP-nakeTa.
source-mask IP-macka Macka, HaknagblBaemasi Ha agpec

NMCTOYHMKa B 3aronoBke |P-naketa
nepen CpaBHEHWEM C source.
CywecTByeT gBa crnocoba Beoga
MacKu: B KaHOHNYeCKon hopme
(Hanpumep, 255.255.255.0)u B
BMAae 6UTOBOW ANUHbLI Npedumkca
(Hanpumep, /24).

source-port

Lenoe uucno

MopT uctovnuka B TCP nnn UDP
3aroroBke.

src-port-operator |1t Onepatop «MeHbLUe» Ansi
CpaBHEHNA NopTa C yKa3aHHbIM
source-port.
eq OnepaTtop «paBHO» ANs CpaBHEHUS
nopTa C ykasaHHbIM source-port.
gt Onepatop «6onbLue» Ans CpaBHEHUS
nopTta c ykasaHHbIM source-port.
destination IP-agpec Afpec Ha3Ha4YyeHus B 3arofioBke
IP-nakeTta.
destination-mask IP-Mmacka Macka, HaknagbiBaemas Ha agpec

HasHaveHus IP-nakeTa nepen
cpaBHeHuneM c destination.
CyuwiecTByeT ABa crnocoba Beoaa
MacKu: B KaHOHN4YeCKon hopme
(Hanpumep, 255.255.255.0)u B
BMae 6UToBOW ANUHbLI Npedumkca
(Hanpwumep, /24).

destination-port

Lenoe uucno

MopT Ha3HaueHus B TCP nnn UDP
3arornoBke.

dst-port-operator

1t

OnepaTtop «MeHbLUe» Ans
CpaBHEHUS NopTa C yKa3aHHbIM
destination-port.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

AprymeHT

3Ha4yeHue OnucaHue

€q

OnepaTtop «paBHO» ANs CpaBHEHUS
nopTa C ykasaHHbIM
destination-port.

gt

Onepartop «bonbluey» Ans cpaBHEHUS
nopTa ¢ ykasaHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0

255.255.255.0 192.168.1.1 255.255.255.0
ACL rule added.

Bepcus OnucaHue
2.00 [obGasneHa komaHaa access-list permit.
2.06 Hoeoe 3HayeHue ip 6bino gobasneHo B aprymeHT protocol.

3.3 cloud control client connect

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

38peFI/ICTpVIpOBaTb HOBOrO KnneHTa. MakcmMmarnbHoe KONM4ecTBO KNNEHTOB 5.

KomaHga ¢ npedukcom no ygansieT KnmMeHTa.

[a
Ja
Oa

(config)>

exponent> ]

cloud control client «id> connect <names [ tmodulus)

I (config)> no cloud control client[(id>] connect

AprymeHT 3HauyeHue OnucaHue

id CTpoka 256-6UTHBIN naeHTUUKATOP KNEHTa
3anncaHHbIv B LWEeCTHaaLaTePUYHOM
dopmaTe PUKCMPOBAHHON ASMHBI.

name Ctpoka Mpon3BonbHOE UMS, ANMHA KOTOPOro He
npesblwaeT 64 cumsonos UTF-8.

modulus Lenoe uucno |[KoMnoHEHT oTKkpbITOro RSA-kntova knmeHTa.
Ero pasmep gomxeH 6biTb B AnanasoHe
[1024, 1536] 6uT. Ecnin He yka3saH,
WndbpoBaHME He BbINOMHAETCS.

exponent UYenoe uucro |KomnoHeHT oTkpbIToro RSA-knioya knveHTa.

Ecnu He ykasaH, lwngpoBaHune He
BbINONHAETCS.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config)> cloud control client a78d...30ab connect test_client

connect:

PHI1c3VsdD48Y21kPmRhMDQ1IMGNiNzhjOTNhZmMwZWZjNGNmMGIyY2MyNDE2YjF
JNDAZNTZmODRU1YWNkZDE3Mzc10WI20WUWNTEXZGY8L2NpZD48ZGV2aWN1X25hbW
U+S2V1bmVOaWMgVml2YTwvZGV2aWN1X25hbWU+PC9yZXN1bHQ+

CloudControl: :Agent: Client connection initiated.

Bepcus

OnucaHue

2.05

[obaeneHa komaHga cloud control client connect.

3.4 cloud control client name

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

MNepevimeHOBaTb 3apErYCTPUPOBAHHOTO KIIMEHTa.

Het

Oa

Hert

I (config)> cloud control client (id> name <name)

AprymeHT 3HavyeHue OnucaHue

id CTpoka 256-6UTHBIN naeHTUUKATOP KIMEHTa
3anucaHHbIN B LWecTHaauaTepPUYHOM
dopmaTe HPUKCMPOBAHHON OJIMHBbI.

name CTpoka MNpoun3BornbHOEe NMS, ANMHA KOTOPOTro He
npesbiwaeT 64 cumsonos UTF-8.

(config)> cloud control client a78d...30ab name "New Client"
CloudControl::Agent: A client name changed.

Bepcus

OnucaHue

2.05

JobaeneHa komaHga cloud control client name.

3.5 cloud control client session timeout

OnucaHue

Mpedukc no

YCTaHOBUTb TarM-ayT KIIMEHTCKOM CECCUKN B CEKyHAaX.

KomaHaa ¢ npedmKcoM no ycTaHaBnMBaeT 3HaYeHue TaM-ayTa Mo yMONYaHuio

(300 cekyHp).
[a
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Ja
[a

I(config)> cloud control client (id> session timeout (seconds,

I (config)> no cloud control client[(id)>] session timeout

AprymeHT 3HauyeHue OnucaHue

id Crpoka 256-6UTHBLIN noeHTUdMKaTOP KNMeHTa
3anMcaHHbIf B LUECTHAALATEPUYHOM
dopmarte hMKCUPOBaHHOWN OSIHbI.

seconds Lenoe uucno |Mepuop BpeMeHU, B TEYEHNE KOTOPOrO
ceccus MmoxeT besgelicTBoBaTh, 6e3
Kakoro-nnbo B3anmMoaencTBnsa ¢ KOHEYHbIM
none3osaTtenem. MoxeT NnpnHMMaThL
3Ha4yeHus B ananasoHe ot 30 go 600 cekyHa
BKINMKOYUTESTBbHO.

(config)> cloud control client a78d...30ab session timeout 35
CloudControl::Agent: "test client" session timeout set to 35 »
seconds.

Bepcus OnucaHue

2.05 [ob6aeneHa komaHaa cloud control client session timeout.

3.6 components

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

UcTopusa nameHeHum

,D,OCTyI'I K rpynne KOMaHg and ynpasneHna KOMNOHEeHTaMn MUKponporpamMmmbl.

Het
Het
Het

(config-comp)

I (config)>  components

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa components.
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maBa 3 OnucaHne KomaHp,

3.6.1 components commit

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

UcTopusa nameHeHun

MNpnuMeHNTb N3MeHeHNA, BHECEHHbIE KOMaHa4amu components install n
components remove.

Het

Oa

Het

I (config-comp)>  commit

Bepcus OnucaHue

2.00 [o6GaBneHa komaHga components commit.

3.6.2 components install

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbI BBOA,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHumn

OTMeTUTb KOMMOHEHT Ans nocnenytolleit yctaHoBku. OkoHYaTenbHas ycTaHoBKa
BbIMOMNHSAETCA KOMaHOol components commit.

Het
Ja
Ja

I (config-comp)>

install «component>

AprymeHT

3HauyeHue OnucaHue

component

CTtpoka HassaHne komnoHeHTa. CnncoK AOCTYMHbIX
Aana ycCtaHOBKU KOMIMOHEHTOB MOXET ObITb
BblBEEH Ha 3KpaH KoMaHZon components

list.

(config-comp)> install ntfs
Component is queued for installation: ntfs

Bepcus

OnucaHue

2.00

[oGaBneHa komaHga components install.

3.6.3 components list

OnucaHue

BbiBecTn Ha 3KpaH CMNMUCOK BCEX KOMIMOHEHTOB — YCTAaHOBJ1€HHbIX U OOCTYMHbIX
Ona yCtaHOBKW. Ecnu OTCYTCTBYET NOAKITHOHEHNE K VlHTepHeT, TO 6yp,eT BblBEEH
TOJTIbKO CMNUCOK YyXXe YCTaHOBJIEHHbIX KOMIMOHEHTOB.
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Masa 3 OnucaHne KomaHp,

Mpedukc no Het

MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

Cunoncuce I(conﬁg-conu»> list [ sandbox ]
AprymeHThI AprymeHT 3HayeHue OnucaHue
sandbox Crtpoka YnaneHHasi necoyHumua, Hanpumep stable
unu beta.
Mpumep (config-comp)> list
webadmin:
queued: yes
name: Silver-Blue
description: Silver-Blue
size: 244112
installed:
webadmin:
queued: no
name: ZyXEL-Intl
description: ZyXEL-Intl
size: 390648
component:
queued: yes
name: accesspoint
description: 802.11 Access Point
details: Allows this appliance to be a Wi-Fi access »
point.
group: Wireless networking
priority: important
depend: base,corewireless
version: 2.6.3
script: interface WifiMaster0
country-code RU
compatibility
BGN
up
UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.00 [oGaBneHa komaHga components list.
2.06.A.6 [o6GasneH napameTtp sandbox. KomaHga components list

sync.

A0JKHAa ncnosyib3oBaTbCA BMECTO yCTapeBLuelh components
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maBa 3 OnucaHne KomaHp,

3.6.4 components preset

OnucaHue Bbibpatb rotoBbIN HAGOP KOMMOHEHTOB. YCTaHOBKa Habopa BhINOMHSETCA
KomaHgon components commit.

Mpexae Yyem ycTaHOBUTbL HABOP KOMMOHEHTOB, NPOBEPLTE NOCNEAHNE BEPCUM
KOMMOHEHTOB Ha cepBepe obHoBNeHnn komaHaon components list. Tpebyetcsa
nogkntoyeHne Kk MIHTepHeTy.

Mpedukc no Het
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert

CuHoncuc I (config-comp)>  preset preset;

AprymeHTbI KonnyecTBo 1 Ha3BaHUs rOTOBbIX HAOOPOB KOMMOHEHTOB MOTYT ObITb U3MEHEHDI,
NoO3TOMY PEKOMEHOYETCSi NPOBEPUTHL CMUCOK AOCTYMHbIX HAOOPOB KOMaHOoM
preset ?.

AprymMmeHT 3HauyeHue OnucaHue

preset minimal MuH1ManbHO BO3MOXHbIN A51s paboThl
yCTponcTBa Habop KOMMOHEHTOB OyaeT
OTMEYEH.

recommended | PekomeHayeMbit HAGop KOMNOHeHTOB byaeT
OTMEYEH ANsi YCTaHOBKM.

Mpumep (config-comp)> preset recommended
lib::libndmComponents error[268369922]: updates are available »
for this system.
(config-comp)> commit
Core::System::UConfig: done.

MCTOpVIﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [loGaBneHa komaHga components preset.

3.6.5 components preview

OnucaHue MokasaTb pa3amep NPOLUNBKK, COCTABNEHHOM M3 KOMMOHEHTOB, BbIOpPaHHbLIX C
nomoLbio kKoMaHabl components install.

Mpedomkc no Het
MeHsieT HacTpomnKku Ha

MHorokpaTHbii BBog  Hert
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Masa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHun

I(config-comp)> preview
(config-comp)> preview

preview:
size: 7733308

Bepcus OnucaHue

2.06 HobaeneHa komaHga components preview.

3.6.6 components remove

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

OTMeTUTb KOMMOHEHT AN nocrneayollero yaaneHus. OkoH4yaTensHoe yaaneHue
BbIMOMNHAETCA KOMaHOol components commit.

Het
[a
Ja

I (config-comp)>  remove (component>

AprymeHT 3HavyeHue OnucaHue

component CTtpoka HasBaHue koMnoHeHTa. CnMCOK AOCTYMHbIX
ONa yganeHus KOMMNOHEHTOB MOXET ObITb
BblBEEH Ha 3KpaH KoMaHaon components
list.

(config-comp)> remove ntfs
Component is queued for removal: ntfs

Bepcus OnucaHue

2.00 [oGaBneHa komaHga components remove.

3.6.7 components validity-period

OnucaHue

Mpedukc no

YcTaHoBUTb CPOK aKTyalJibHOCTU JTOKal1lbHOIo Cnmncka KOMMOHEHTOB. Mo ncreveHuu
3TOro BpemMmeHu 6yp,eT aBToOMaTU4eCKn BbINONIHEHA KOMaH4a components list
OnA nony4vyeHunsa Tekyulero Crnnucka KOMNOHEHTOB C cepBepa OBGHOBMNEHWIA.

KomaHnaa ¢ npedmKCoM nNo ycTaHaBnNMBaEeT 3HAYEHME MO YMONMYaHWI0, KOTOpoe
pasHo 1800.

Oa
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3.7 crypto ike key

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Ja

Het

I (config-comp)>  validity-period (seconds»

I (config-comp)> no validity-period

AprymeHT

3HauyeHue OnucaHue

seconds

Lenoe uucno CpOK aKTyallbHOCTU J1OKalibHOro
Crncka KOMIMoOHEHTOB B CeKyHOax.

(config-comp)> validity-period 500
Core::Configurator: done.

Bepcus

OnucaHue

2.03

HobaBneHa komaHaa components validity-period.

[o6aBuTb kntod IKE ¢ n4eHTUUKATOPOM yaaneHHON CTOPOHbI.

KomaHga ¢ npedukcom no yaanseT yKasaHHbIA Ko,

Da
Oa
[a

| (config)>

crypto ike key names «psk> (<types <id> | any)

I (config)> no crypto ike key cname,

AprymeHTr 3HayeHue OnucaHue
name CTpoka HassaHue kntova. [lonyckaerca ncrnonb3oBaHune
CMMBOIOB NaTUHCKOro andasuta, Lndp, To4Ku,
noayepkmnBaHusa n geduca.
psk CTpoka Maponb ansa ayteHTudukaumn.
type address NoeHTndukatopom sensietcs IP-agpec.
fqdn VaeHTndukaTopom SBNAeTCA NofHOe AOMEHHoe
ZIVER
dn NaeHTndukatopoM ABRseTcs JOMEHHOE NMS.
email MaeHTUdhunkaTopom SBNAETCHA 3NEKTPOHHbIN
agpec e-mail.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue
id Crpoka 3HaveHne ngeHTuduKaTopa yaaneHHon
CTOPOHBI.
any Knoyesoe PaspeluaeT ncnonb3oBaHue Kniova gnsi noodon
CJ10BO yOaneHHOM CTOPOHbI.

(config)> crypto ike key test 12345678 email ipsec@example.org
IpSec::Manager: Crypto ike key "test" successfully added.

Bepcus OnucaHue

2.06 HobaeneHa komaHga crypto ike key.

3.8 crypto ike nat-keepalive

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YctaHoBUTE TaMayT mexady naketamu keepalive B criyqyae o6HapyxeHus NAT
Mexay KrmeHToM 1 cepBepoM /Psec. 1o ymMonyaHuio yCTaHOBRAEHO 3HadYeHune 90.

KomaHga ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUE Mo yMOMYaHuio.
Ja
Oa

Het

I (config)> crypto ike nat-keepalive (nat-keepalive>

I (config)> no crypto ike nat-keepalive

AprymeHT 3HayeHue OnucaHue

nat-keepalive Uenoe uucro TanmayT mexay naketamu keepalive
B cekyHaax. MoxeT npuHumaTtb
3Ha4veHusa ot 5 go 3600
BKITHOUMTENBHO.

(config)> crypto ike nat-keepalive 20
IpSec::Manager: Set crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHue

2.06 HobaBneHa komaHaa crypto ike nat-keepalive.
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maBa 3 OnucaHne KomaHp,

3.9 crypto ike policy

OnucaHue

Mpedouke no

MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA
BxoxnaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

[ocTtyn k rpynne koMang 4 HaCTPOVKM BblopaHHOW nonuTuku IKE. Ecnv nonuTtunka
IKE He HanpgeHa, kKoMaHaa nbiTaeTcs eé co3gatb.

KomaHga ¢ npedukcom no yganset nonutuky IKE. lNMpu 9ToM gaHHas nonuTuka
IKE aBTOMaTU4eCKM yganserca u3 scex npocunen IPsec.

Oa
Ja
Oa
(config-ike-policy)

I(config)> crypto ike policy (name;

I (config)> no crypto ike policy (name»

AprymeHT 3HayeHue OnucaHue

HassaHue nonutuku IKE.
[HonyckaeTtcs ucnornb3oBaHue
CVMMBOJIOB NAaTMHCKOro andasunTa,
undp, TOYKKU, NOAYEPKMBAHUS U
aecuca.

name Crpoka

(config)> crypto ike policy test
IpSec::Manager: Crypto ike policy "test" successfully created.

Bepcus OnucaHue

2.06

HobasneHa komaHaa crypto ike policy.

3.9.1 crypto ike policy lifetime

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

YcTaHoBUTb BpeMs xun3Hu accoumaumn IPsec IKE. 1o ymOn4YaHuIo UCnornb3yeTcs
3HayeHune 86400.

KomaHga ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMoryaHmio.
Ja
Oa

Het

| (config-ike-policy)>  lifetime (lifetimes

I (config-ike-policy)> no lifetime
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT

3Ha4yeHue OnucaHue

lifetime

Llenoe uucno Bpems xun3Hun accounaunm IPsec IKE

B cekyHaax. MoxeT npyuHumMaTtb
3HaveHus ot 60 go 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: Crypto ike policy "test" lifetime set to 3600 s.

Bepcus

OnucaHue

2.06

[obGasneHa komaHaa crypto ike policy lifetime.

3.9.2 crypto ike policy mode

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

3apatb Bepcuto npoTtokona /KE. Mo ymonyaHuio ncnonb3yeTcs 3HadeHme ikevl.

Komanpa c I'Ipe(*)VIKCOM Nno BO3BpallaeT 3Ha4eHne no yMmo4aHuio.

[a
Oa

Het

I (config-ike-policy)>

I (config-ike-policy)> no mode

mode (node»

AprymeHT 3HavyeHue OnucaHue
mode ikevl Bepcusa npotokona IKEv1.
ikev2 Bepcwus npotokona IKEv2.

(config-ike-policy)> mode ikevl
IpSec::Manager: Crypto ike policy "test" mode set to "ikevl".

Bepcus

OnucaHue

2.06

[o6GasneHa komaHaa crypto ike policy mode.

3.9.3 crypto ike policy negotiation-mode

OnucaHue

Mpedukc no

YctaHoBuTb pexxum obmeHa gns IKEv1 (cm. komaHgy crypto ike policy mode).
Mo ymonyaHuio ncnonb3yeTca 3HaYeHne main.

Komanpa c I'Ipe(bVIKCOM Nno BO3BpaLlaeT 3Ha4eHne no yMmoi4aHuio.

Ja
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

Ja

Het

I (config-ike-policy)>  negotiation-mode (negotiation-mode»

I (config-ike-policy)> no negotiation-mode

AprymeHT 3HauyeHue ‘OnwcaHMe

negotiation-mode main OcHoBHOI pexunm, 3almaeT

naeHTUdUKaLMIo nmpa.

aggressive |ArpeccuBHbIN PEXUM, He 3alumLiaeT
naeHTudmrkaumio nupa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: Crypto ike policy "test" negotiation-mode set »
to "aggressive".

Bepcus OnucaHue

2.06

[o6GaeneHa komaHaa crypto ike policy negotiation-mode.

3.9.4 crypto ike policy proposal

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

HobasuTtb B nonnTuky IKE ccbinky Ha BblopaHHbIn IKE proposal. O4epegHocTb
nobaBneHns nMeeT 3HadeHne ana obmeHa gaHHbIMK no npoTtokony /KE.

KomaHpa ¢ npedukcom no ygandet ccbiiky Ha IKE proposal.
Oa
Oa

Oa
I (config-ike-policy)>  proposal <proposal,

I (config-ike-policy)> no proposal «proposal»

AprymeHT 3HayeHue OnucaHue

proposal Ctpoka HassaHue IKE proposal.
JonyckaroTcsi CMMBOSbI TATUHCKOTO
andasuTa, undpbl, TOHKNU,

nogyvyepknBaHmnAa 1 ,El,erMCbI.

(config-ike-policy)> proposal test
IpSec::Manager: Crypto ike policy "test" proposal "test" »
successfully added.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ike policy proposal.

3.10 crypto ike proposal

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

HocTtyn k rpynne komaHng Ans HacTpoviku BelbpaHHoro IKE proposal. Ecnu IKE
proposal He HangeH, KomaHaa NbiTaeTcsl ero co3aarhb.

KomaHga ¢ npedumkcom no yaansiet IKE proposal. [pu aTom 13 Bcex nonuTuk
IKE aBTOMaTU4ECKM YOANsTCS CCbINKN Ha AaHHbIN [KE proposal.

Ja
Oa
Oa

(config-ike-proposal)

I(config)> crypto ike proposal name>

I (config)> no crypto ike proposal (name;

AprymeHT 3HauyeHue OnucaHue

name Ctpoka HaseaHue IKE proposal.
HonyckaroTcst CMMBOIbI TATUHCKOIO
andasuTa, Lnpbl, TOYKNU,
nogyepKknBaHnsa 1 aeducsl.

(config)> crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" successfully created.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ike proposal.

3.10.1 crypto ike proposal dh-group

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIl BBOA

Hob6asuTb BbIGpaHHyto DH rpynny B IKE proposal ans pabotsl B pexume PFS.
OuepegHocTb AobaBneHnst UMeeT 3HadeHne Ans obMeHa gaHHbLIMK MO NPOTOKONY
IKE.

KomaHaa ¢ npedukcom no yaansert BolbpaHHyto rpynny.
Da
Oa
Ja
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-ike-proposal)>

dh-group «dh-group,

I(conﬁgdkeqxoposa0>'nodh-group«dh-group)

AprymeHT

3HauyeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

DH rpynna ans pabotbl B pexume PFS.

(config-ike-proposal)> dh-group 14
IpSec::Manager: Crypto ike proposal "test" DH group "14" »
successfully added.

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ike proposal dh-group.

3.10.2 crypto ike proposal encryption

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHThl

Hob6aBuTb BbIGpaHHbIN TN WndpoBaHus B IKE proposal. OuepegHocTb
nobaBneHns nmeet 3HavyeHne ans obmeHa gaHHbIMM No npoTtokony /KE.

KomaHaa ¢ npedunkcom no yaansiet BblopaHHbIA TUM LMPOBaHKS.

Ja
Oa
Oa

I (config-ike-proposal)>

encryption encryption;

I (config-ike-proposal)> no encryption <encryption

AprymeHT

3HauyeHue

OnucaHue

encryption

des

3des

aes-128-chc

aes-192-cbc

aes-256-cbc

Tun wudpposanus IKE.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-ike-proposal)> encryption des
IpSec::Manager: Crypto ike proposal "test" encryption algorithm »
"des" added.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ike proposal encryption.

3.10.3 crypto ike proposal integrity

OnucaHue

Mpedouke no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[o6aBnTb BbibpaHHOE 3HaveHue anroputma nognucu HMAC B IKE proposal.
OuepeaHocTb fobaBneHns MeeT 3HauYeHne Anst 0OMeHa AaHHbIMU MO NPOTOKONY
IKE.

KomaHga ¢ npedukcom no yaansieT BoibpaHHbIA anropuTm.
Oa
Oa
Oa

I (config-ike-proposal)>  integrity <integrity»

I (config-ike-proposal)> no integrity <integrity

AprymeHT 3HayeHne |OnucaHue
integrity md5 Anroputm nognucu HMAC IKE
shal coobLeHui.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: Crypto ike proposal "test" integrity algorithm »
"sha256" successfully added.

Bepcusa OnucaHue

2.06 JobaeneHa komaHaa crypto ike proposal integrity.

3.11 crypto ipsec transform-set

OnucaHue

HocTtyn k rpynne komaHg Ans HacTpoyikun BblbpaHHoro npeobpasosanus IPsec
ESP Bo 2 thase. Ecnn npeobpasoBaHune He HanageHo, KomaHaa NbiTaeTcs ero
cosaatb.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpoukm
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

KomaHaa ¢ npedukcom no yaansiet npeobpasosaxue. Mpu aTom 13 Bcex
KpunTokapT /Psec aBToMaTUYEeCKW yaansoTcs CCbINKU Ha AaHHoe
npeobpasoBaHue.

Ja
Oa
Ja

(config-ipsec-transform)

I(config)> crypto ipsec transform-set <name;

I (config)> no crypto ipsec transform-set (name,

AprymeHT 3HayeHue OnucaHue

name CTtpoka HaseaHune npeobpa3soBaHus IPsec.
JonyckatoTcst CMMBOMbI NAaTUHCKOIO
andasuTa, Lngpbl, TOYKNU,

noaYepKnBaHus u aeduchl.

(config)> crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" successfully »
created.

Bepcus OnucaHue

2.06

HobasneHa komaHaa crypto ipsec transform-set.

3.11.1 crypto ipsec transform-set cypher

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

[o6aBunTb BbIGpaHHbIN TUN WndpoBaHus B npeobpasoBaHme IPsec. O4epegHOCTb
nobaBneHns MMeeT 3HadeHne ans obmeHa gaHHbIMK No npoTtokony IKE.

KomaHga ¢ npedukcom no ygansieT BoiOpaHHbIA TUN WndpoBaHus.
Da
Oa
Ja

I (config-ipsec-transform)>  cypher «cypher;

I (config-ipsec-transform)> no cypher «cypher>

AprymeHT 3HayeHue |OnucaHue
cypher esp-des Tun wudpoBaHusa npeobpasoBaHus
esp-3des IPsec ESP.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHunmn

AprymeHT

3HavyeHue

OnucaHue

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: Crypto ipsec transform-set "test" cypher »
"esp-3des" successfully added.

Bepcus

OnucaHue

2.06

[o6GaBneHa komaHga crypto ipsec transform-set cypher.

3.11.2 crypto ipsec transform-set dh-group

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Hob6aButeb BbIbpaHHyto DH rpynny B npeobpa3oBaHue IPsec ons paboTbl B pexxume
PFS. O4yepenHocTb AobaBneHnst UMeeT 3Ha4YeHue Anst obmeHa gaHHbLIMU No

npotokony IKE.

KomaHaa ¢ npedukcom no yaansietT BelbpaHHyto rpynny.

Oa
Ha
[a

I(conﬁngsec4ransﬁonn)>

dh-group <dh-group»

I (config-ipsec-transform)> no dh-group «dh-group,

AprymeHT

3HayeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

DH rpynna ansa pabotbl B pexume PFS.

(config-ipsec-transform)> dh-group 14
IpSec: :Manager: Crypto ipsec transform-set "test" dh-group "14" »
successfully added.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

[obaeneHa komaHgaa crypto ipsec transform-set dh-group.

3.11.3 crypto ipsec transform-set hmac

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ho6asuTb BbIGpaHHbIN anroputm nognucen HMAC B npeobpasoBaHue IPsec.
OuepegHocTb f06aBMNeHNA MMeeT 3HaveHne anst obMeHa AaHHbIMY MO NPOTOKOY

IKE.

KomaHga ¢ npedunkcom no yaansiet BblopaHHbIii anroputm.

[a
Oa
Ha

I (config-ipsec-transform)>  hmac <hmac»

I (config-ipsec-transform)> no hmac <hmac»

AprymeHT |3HayeHue OnucaHue
hmac esp-md5-hmac AnropuTtm nognucn HMAC npeobpasoBaHus
IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: Crypto ipsec transform-set "test" hmac »
"esp-shal-hmac" successfully added.

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ipsec transform-set hmac.

3.11.4 crypto ipsec transform-set lifetime

OnucaHue

Mpedumkec no
MeHsieT HacTPOMKHM

MHorokpaTHbIli BBOA,

YcTaHOBUTL BpeMs Xn3HU BbibpaHHOro npeobpasosanus [Psec. o ymonyaHuio
ncnone3yercsa 3HadeHve 3600.

KomaHga ¢ npenkcom no Bo3BpaLlaeT 3Ha4YeHMe N0 YMOMYaHUIo.

Oa
Ja

Het
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

I (config-ipsec-transform)>  lifetime (lifetime»

I (config-ipsec-transform)> no lifetime

AprymeHT 3HayeHue OnucaHue

lifetime Lenoe uucno Bpewmsi xu3Hu npeobpasoBaHns
IPsec B cekyHaax. MoxeT npuHumaTb
3Ha4eHuns oT 60 go 2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: Crypto ipsec transform-set "test" lifetime set »
to 8640 s.

Bepcus OnucaHue

2.06 [obGaBneHa komaHaa crypto ipsec transform-set lifetime.

3.12 crypto ipsec profile

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbI BBOA,
BxoxnaeHue B rpynny

CunHoncuc

AprymeHTbI

Mpumep

HocTyn k rpynne komang 4ns HacTpoyikun BblopaHHoro npodunsa IPsec. Ecnn
npodurb He HaMdeH, KOMaHAa MNblTaeTca ero co3narb.

KomaHga ¢ npecukcom no ygandaet npodunb. [1py 3TOM CCbISNIKM Ha JaHHbIN
npodusib aBTOMaTUYECKN yOansoTCs N30 BCeX KpUnTokapT IPsec.

Oa
Ja
Da

(config-ipsec-profile)

I(config)> crypto ipsec profile name»

I (config)> no crypto ipsec profile name»

AprymeHT 3HayeHue OnucaHue

name CTtpoka HassaHue npodunga IPsec.
[donyckatoTcsi CMMBOSbI NAaTUHCKOrO
andasuTa, undpbl, TOYKN,
nogyepkMBaHvsa 1 geducsl.

(config)> crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" successfully created.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ipsec profile.

3.12.1 crypto ipsec profile authentication-local

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbI BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3apatb TMN ayTeHTUrKaLmm nokanbHoro xocta. 1o ymonuaHuio ucnonbsyetcs
3Ha4yeHune pre-share.

KomaHpa ¢ npemkcom no Bo3BpaLlaeT 3Ha4YeHme N0 YMOMYaHUIo.
Oa
Oa

Het

I (config-ipsec-profile)>  authentication-local cauth,

I (config-ipsec-profile)> no authentication-local

AprymeHT 3HayeHue OnucaHue

auth

pre- share Ha gaHHbI MOMEHT eQUHCTBEHHOE OOCTynHoe

3Ha4yeHune.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: Crypto ipsec profile "test" authentication-local »
type "pre-share" is set.

Bepcus OnucaHue

2.06

HobaeneHa komaHaa crypto ipsec profile
authentication-local.

3.12.2 crypto ipsec profile authentication-remote

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

3apatb TMn ayTeHTUdmrKaLmm yganeHHoro xocta. 1o ymonyaHuio ncnonb3yeTcs
3Ha4yeHune pre-share.

KomaHga ¢ npenkcom no Bo3BpaLlaeT 3Ha4YeHe Mo YMOMYaHUIo.
Oa
[a

Het

I (config-ipsec-profile)>  authentication-remote cauth)
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

I (config-ipsec-profile)> no authentication-remote

AprymeHT 3HayeHue OnucaHue
auth pre-share Ha gaHHbIn MOMEHT eAnHCTBEHHOE OOCTYMHoe
3HaYeHue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec: :Manager: Crypto ipsec profile "test" authentication-remote »
type "pre-share" is set.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ipsec profile
authentication-remote.

3.12.3 crypto ipsec profile dpd-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

3apaTtb napameTpbl MeToaa Ans obHapyxeHusa HepaboTatowmx IKE nupos. Mo
yMon4yaHuto 3HadeHne interval pasHo 30, retry-count paBHo 3.

KomaHga ¢ npedukcom no Bo3BpallaeT 3HAYEHUS MO YMOMYaHUIo.
Ja
Oa

Het

I (config-ipsec-profile)>  dpd-interval <intervals [retry-count]

I (config-ipsec-profile)> no dpd-interval

AprymeHT 3HayeHue OnucaHue

interval Uenoe uucro WHTepBan otnpaskn DPD nakeToB B
cekyHaax. MoxeT npuHumaTtb
3Ha4veHusa ot 2 Ao 3600.

retry-count Lenoe uyucno KonunyecTtBo nonbITok otnpasku DPD
naketoB. MoxeT npuH1UMaThb

3Ha4YeHns ot 3 Oo 60.

(config-ipsec-profile)> dpd-interval 5 30

IpSec::Manager: crypto ipsec profile "test" dpd-interval is set »
to 5 s.

IpSec::Manager: crypto ipsec profile "test" dpd retry count is »
set to 30
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ipsec profile dpd-interval.

3.12.4 crypto ipsec profile identity-local

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3apaTtb nokanbHbIN naeHTudukaTop Ang npoduns IPsec.

KomaHga ¢ npedukcom no yaansieT nokanbHbin naeHTudukatop.

Da
Oa

Het

I (config-ipsec-profile)>  identity-local (types <id>

I (config-ipsec-profile)> no identity-local

AprymeHT 3HayeHne |OnucaHue
type address Tun noeHTudpmkatopa — IP-agpec.
fqdn Tvn ngeHTuguKaTopa — MNosfHoe
OOMEHHOE MMS.
dn Tun ngeHtTudurkaTopa — JOMEHHOE NMS.
email Tun ngeHTudukaTopa — agpec e-mail.
id Crpoka 3Ha4yeHue nokanbHoro naeHTudmkarTopa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: Crypto ipsec profile "test" identity-local is »
set to "10.10.10.5" with type "address".

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ipsec profile identity-local.

3.12.5 crypto ipsec profile match-identity-remote

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

3apaTb ngeHTudUKaTop yaaneHHoro xocTta ans BelbpaHHoro npocuns IPsec.

Komanpa c I'Ipe(bVIKCOM no yaander I/Iﬂ,eHTI/I(bVIKaTOp yAaneHHoro xocra.

Ja
Oa

Het
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-ipsec-profile)> match-identity-remote ( (type> <id> | any)

I (config-ipsec-profile)> no match-identity-remote

AprymeHT 3HavyeHue OnucaHue

type address Tun ngeHtudpmkaropa — IP-agpec.
fqdn Tvn naeHTUrkaTopa — NOSIHOE AOMEHHOE UMSI.
dn Tvn ngeHTudmkaTtopa — AOMEHHOE UMSI.
email Twun ngeHTndukaTopa — agpec e-mail.

id Crpoka 3HayeHuve ngeHTudmkaTopa yaaneHHoro xocra.

any Krouesoe PaspelunTb ncnons3osaHue noboro yaaneHHoro
C/10B0O xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: Crypto ipsec profile "test" match-identity-remote »
is set to any.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ipsec profile
match-identity-remote.

3.12.6 crypto ipsec profile mode

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

YcTaHoBUTL pexum paboTsl IPsec. o ymonyaHuio Ncnonb3yeTcs 3HavyeHne
tunnel.

KomaHpa ¢ npenkcom no Bo3BpaLlaeT 3Ha4YeHMe MO YMOMYaHUIo.
Oa
Oa

Het

I (config-ipsec-profile)>  mode mode»

I (config-ipsec-profile)> no mode

AprymeHT 3HayeHne (OnucaHue

mode tunnel TyHHEnNbHbI peXnmM, NPy KOTOPOM BECb
IP nakeT wndpyeTcsa n/mnv npoeepsieTcs

Ha NOAJINHHOCTb.

transport |TpaHCNOPTHBLIV peXxuMm, Korga wudpyetcs

TONbKO coaepxumoe IP-nakeTta.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-ipsec-profile)> mode tunnel
IpSec::Manager: Crypto ipsec profile "test" mode set to "tunnel".

Bepcus

OnucaHue

2.06 [o6GasneHa komaHaa crypto ipsec profile mode.

3.12.7 crypto ipsec profile policy

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

MHorokpaTHbIi BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

3apgaTb CCbiNKy Ha CyLLeCcTByOLL Y0 Nonutuky IKE (cm. komaHay crypto ike policy).

KomaHga ¢ npedmKcoM no yaanser CCbisIKy.

[a
Da

Het

I (config-ipsec-profile)>

policy policy»

I (config-ipsec-profile)> no policy

AprymeHT

3HauyeHue

OnucaHue

policy

Ctpoka

HassaHue nonutukm IKE. Cnncok
OOCTYIMHbIX NONIUTUK MOXHO YBUOETb
C NOMOLLbI0 KoMaHab! policy ?.

(config-ipsec-profile)> policy test
IpSec: :Manager: Crypto ipsec profile "test" policy set to "test".

Bepcus

OnucaHue

2.06 HobasneHa komaHaa crypto ipsec profile policy.

3.12.8 crypto ipsec profile preshared-key

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

3apatb CBSA3aHHYHO KrtoveByto dpasy aAnsa gaHHoro npoduns IPsec.

KomaHnga ¢ npecmkcom no ygandaeT Kroyesyro opaay.

Oa
Oa

Het

I (config-ipsec-profile)>

preshared-key (preshare-key:
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

I (config-ipsec-profile)> no preshared-key

AprymeHT

3Ha4yeHue OnucaHue

preshare-key

CTtpoka 3HayeHune Kn4eBon dpassbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: Crypto ipsec profile "test" preshared key was set.

Bepcus

OnucaHue

2.06

HobaBneHa komanaa crypto ipsec profile preshared-key.

3.12.9 crypto ipsec profile xauth

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

BknounTb gononHuTenbHyo ayTeHTudumkauuo XAuth ana pexuma IKEv1. Mo
YMOMYaHUIo PYHKLUMS OTKINIOYEHa.

KomaHpa c I'Ipe(bVIKCOM No OTKIoHaeT AONOJIHUTENIbHYO NPOBEPKY NOAJTMHHOCTU.

Ja
Oa

Het

I (config-ipsec-profile)>  xauth (type»

I (config-ipsec-profile)> no xauth

AprymeHT 3HayeHne |OnucaHue
type client KrineHTCcKkunin pexum.
server CepBepHbIf pexuMm.

(config-ipsec-profile)> xauth client
IpSec::Manager: Crypto ipsec profile "test" xauth set to "client".

Bepcus

OnucaHue

2.06

[o6GasneHa komaHaa crypto ipsec profile xauth.

3.12.10 crypto ipsec profile xauth-identity

OnucaHue

YKasaTb NOrvH gns 4ononHUTeNbHOM ayTeHTudmkauumn XAuth B KNMEHTCKOM

pexvime.

KomaHga ¢ npedrkcom no ygansieT NoruH.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHumn

Ja
[a

Het
I (config-ipsec-profile)>  xauth-identity <identity»

I (config-ipsec-profile)> no xauth-identity

AprymeHT 3HayeHue OnucaHue

identit CTtpoka JlormH Ans KNMEeHTCKOro pexuma
y p

XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: Crypto ipsec profile "test" xauth-identity is »
set to "ident".

Bepcus OnucaHue

2.06

[o6GaeneHa komaHga crypto ipsec profile xauth-identity.

3.12.11 crypto ipsec profile xauth-password

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YkaszaTb naponb Ansa gononHuTensHon ayteHTudukauum XAuth B KIMEHTCKOM
pexunme.

KomaHpga ¢ npenkcomMm no cTMpaeT 3HadeHne napons.
Oa
Oa

Het

I (config-ipsec-profile)>  xauth-password (password»

I (config-ipsec-profile)> no xauth-password

AprymeHT 3HavyeHue OnucaHue

password CTpoka Maponb Ans KIMEHTCKOro pexuma

XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: Crypto ipsec profile "test" xauth-password is set.

Bepcus OnucaHue

2.06

[obaeneHa komaHaa crypto ipsec profile xauth-password.
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3.13 crypto map

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[ocTyn Kk rpynne KomaHg, 451 HACTPOMKM BbibpaHHOM KpunTokapThl /IPsec. Ecnu
KpunToKapTa He HavdeHa, KoMaHa MbITaeTcs eé co3nathb.

KomaHga ¢ npedurKkcom no ygansieT KpuntokapTy.
Ja
Ja
Oa

(config-crypto-map)

I (config)>  crypto map (name»

I (config)> no crypto map <name»

AprymeHT 3HayeHue OnucaHue

name CTtpoka HasaHune kpunTtokapTbl IPsec.
[onyckatoTcst CMMBOIbI NATUHCKOIO
andasuTa, undpbl, TOYKNU,
nogyepknBaHnsa N Aeducsl.

(config)> crypto map test
IpSec::Manager: Crypto map "test" successfully created.

Bepcus OnucaHue

2.06 HobaeneHa koMaHaa crypto map.

3.13.1 crypto map connect

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

BkntounTb aBTOMaTmMyeckoe 6e3ycnoBHoe coeguHeHune IPsec ¢ yaaneHHon
CTOPOHOWN. HacTporika He MMEET CMbICNa, ECIM OCHOBHOMY YAarneHHOMY XOCTY
NMPUCBOEHO 3Ha4YeHne any (CM. koMaHay crypto map set-peer). o ymonyaHuto
HacTpoWika OTKIHYeHa 1 coeguHeHne ByoeT yCcTaHOBNEHO NpY MOMbITKE Nepeaatb
Tpaduk yepes npeobpasosaHue IPsec ESP.

KomaHaa ¢ npedmKcom no OTKIMoYaeT aBToMaTtnyeckoe 6e3ycrioBHoe COeaUHEHNE.
Ja
Oa

Het

I(config—crypto—map)> connect
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Mpumep

UcTopusa nameHeHun

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec::Manager: Crypto map "test" autoconnect enabled.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto map connect.

3.13.2 crypto map enable

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb BbiIOpaHHy0 KpunTokapTy IPsec. Mo ymonyaHuio napaMeTp BKITHOYEH.
KomaHga ¢ npedmkCoM no OTKMYaET KpUMNTOKapTY.

Ja

[a

Het

I(config-crypto-map)> enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec::Manager: Crypto map "test" enabled.

Bepcus OnucaHue

2.06 HobaBneHa komaHaa crypto map enable.

3.13.3 crypto map fallback-check-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Bkntountb nepnoanyecKkyro npoBepKy AOCTYNHOCTU OCHOBHOIO XOCTa U BO3Bparta
Ha Hero B TOM Cliy4dae, Korga HasHa4deHbl U OCHOBHOW 1 p63€pBHbIl71 yAaneHHble
xocThl. o YMOJ14aHUIo HaCTpOI;IKa OTKJ1HOYEHAa.

KomaHaa ¢ npeduKcom no OTKM4aEeT NPOBEPKY.
Ja
Oa

Het

I (config-crypto-map)>  fallback-check-interval <interval-value)

I (config-crypto-map)> no fallback-check-interval
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AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT

3Ha4yeHue

OnucaHue

interval-value

Lenoe 4ucno

lMepuoa npoBepkun B ceKyHaax.
MoxeT npuHMMaTb 3Ha4yeHust oT 60
Jo 86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: Crypto map "test" fallback check interval is set »

to 120.
Bepcus OnucaHue
2.06 HobaeneHa komaHaa crypto map fallback-check-interval.

3.13.4 crypto map match-address

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

Uctopus nameHeHumn

YCTaHOBUTL CCbISIKY Ha CyLLECTBYHOLUMIA CMNCOK NpaBun pmnsTpaummn naketos
(cm. komaHgy access-list). [Nepsoe npaBuno B cnucke Byaet ncnonb3oBaTbCcs

ansa gasbl 2 IPsec.

KomaHza ¢ npedMKcoM no yaanseT CChisIKy.

Ja
Oa

Het

I (config-crypto-map)>

I (config-crypto-map)> no match-address

match-address (access-list»

AprymeHT

3HauyeHue

OnucaHue

access-list

Crpoka

HasBaHwue cnucka npasun
dunsTpauun. Habop JoCTynHbIX Ans
BbIBOpa CNUCKOB MOXHO YBUAOETb
BBeasd komaHay match-address ?.

(config-crypto-map)> match-address acll
IpSec: :Manager: Crypto map "test" match-address set to "acll".

Bepcus

OnucaHue

2.06

[o6GaeneHa komaHga crypto map match-address.
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maBa 3 OnucaHne KomaHp,

3.13.5 crypto map nail-up

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BkniounTb aBTOMaTMYECKOE NepecornacoBaHmne npeobpasoBanui IPsec ESP npu
nx yctapesaHun. 1o ymonyaHuio napameTp OTKITHOYEH.

KomaHga ¢ npedmkCoM no OTKMYaeT aBTOMaTU4eCcKkoe nepecornacoBaHue.
Ja
Da

Het
I(config-crypto-map)> nail-up
I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: Crypto map "test" SA renegotiation enabled.

Bepcus OnucaHue

2.06

HobaBneHa komaHaa crypto map nail-up.

3.13.6 crypto map set-peer

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

HasHauMTb OCHOBHOW yaaneHHbIN XOCT AN yCTaHOBNEeHUS coeauHeHns IPsec.
KomaHnga ¢ npeunkcom no ygansaeTt HaCTPONKY.

Oa

Oa

Het

I (config-crypto-map)>  set-peer <remote-ip;

I (config-crypto-map)> no set-peer

AprymeHT 3HavyeHue OnucaHue
remote-ip String IP-agpec unmn JomMeHHoe UMSA yaaneHHoro xocTa.
any MpuHumaTh Nobble BXoAdALLME COEAUHEHUS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: Crypto map "test" primary remote peer is set to »
"ipsec.test.com".
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UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto map set-peer.

3.13.7 crypto map set-peer-fallback

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

HasHaunTb pe3epBHbIN yaaneHHbI XOCT AN yCTaHOBNEHUs coeanHeHns IPsec.
OTa HacTporika MOXET ObITb BbINOMHEHa NOCne HasHaYeHMst OCHOBHOIO y3ria (CM.
KomaHay crypto map set-peer).

KomaHga ¢ npedukcom no yaansiet HacTpOKKy.
Oa
Oa

Het

I (config-crypto-map)>  set-peer-fallback (remote-ip>

I (config-crypto-map)> no set-peer-fallback

AprymeHT 3HayeHue OnucaHue

remote-ip Crpoka IP-agpec nnn gOMeHHoe ums
yAaneHHoro xocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: Crypto map "test" fallback remote peer is set »
to "test.com".

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto map set-peer-fallback.

3.13.8 crypto map set-profile

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

3apgatb CChINIKY Ha cyLlecTByroLWmn npoduns /Psec (cM. komaHay crypto ipsec
profile).

KomaHga ¢ npedmkcom no ygansieT CCbIKy.
Oa
[a

Het

I (config-crypto-map)>  set-profile «profile»
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

Uctopusa nameHeHun

I (config-crypto-map)> no set-profile

AprymeHT

3Ha4yeHue

OnucaHue

profile

Crpoka

Mmsa npocouns IPsec. Cnncok

OOCTYMHbIX ANs Bblbopa npodunen

MOXHO YBUOETb BBEAA KOMaHAY
set-profile ?.

(config-crypto-map)> set-profile test
IpSec: :Manager: Crypto map "test" ipsec profile is set to "test".

Bepcusa

OnucaHue

2.06

[obasneHa komaHaa crypto map set-profile.

3.13.9 crypto map set-tcpmss

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

YCTaHOBUTb OrpaHNYEeHNE MakCMMarnbHOro pasmepa CerMmeHTa MCXOOsLLMX CECCUM
TCP B pamkax gaHHoro TyHHens IPsec. Ecnu 3HaueHne MSS, koTopoe nepenaercsi
B none 3aronoBka SYN-nakeToB, NpeBbIaeT 3a4aHHOe, KOMaH4a MEHSET ero.

Pexxnm Path MTU Discovery no3songeTt aBToMaTtMyeckun onpeaensTb orpaHuyeHmne

MSS.

KomaHga ¢ npeurkcom no CHUMaeT Bce orpaHmnyeHms ¢ MSS.

Ja
Ja

Het

I (config-crypto-map)>

I (config-crypto-map)> no set-tcpmss

set-tcpmss nss-values

AprymeHT 3HaveHue OnucaHue
mss-value Integer 3HaueHne BepxHewn rpaHmubl MSS. Moxet
npuHMMaTh 3Ha4YeHnst ot 576 go 1500.
pmtu Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: Crypto map "test" tcpmss set to 1280.

Bepcus

OnucaHue

2.06

[obasneHa komaHaa crypto map set-tcpmss.
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Masa 3 OnucaHne KomaHp,

3.13.10 crypto map set-transform

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

3apatb CChINKy Ha cylecTBytollee npeobpasoBanue IPsec ESP (cm. komaHay
crypto ipsec transform-set).

KomaHga ¢ npedmkCom no yoansieT CCbINKy.
Ja
Da

Het

I (config-crypto-map)>  set-transform (transform-set,

I (config-crypto-map)> no set-transform

AprymeHT 3HayeHue OnucaHue

transform-set CTtpoka HaseaHune npeobpa3soBaHus IPsec.
Cnncok gocTynHbIX NpeobpasoBaHuii
MOXHO YBUOETb C MOMOLLIbIO
komaHabl transform-set ?.

(config-crypto-map)> set-transform test
IpSec: :Manager: Crypto map "test" ipsec transform-set is set to »
"test".

Bepcus OnucaHue

2.06 [obGaBneHa komaHga crypto map set-transform.

3.14 dns-proxy

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

UcTopusa nameHeHum

HocTtyn k rpynne komang ans ynpaeneHus cry6or DNS-npokcw.
Hert
Het
Het

(config-dnspx)

I (config)>  dns-proxy

Bepcus OnucaHue

2.04 HobaeneHa komaHga dns-proxy.
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maBa 3 OnucaHne KomaHp,

3.14.1 dns-proxy bantime

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHun

YcTaHOBUTL BpeMsi, B Te4eHmne koToporo DNS-cepeep He ByaeT ncnonb3oBaTtbCes.
Mo ymonyaHuio ncnonb3yetca 3HadeHne 30000.

KomaHga ¢ npecrKCom no ycTaHaBNUBAET 3HAYEHME MO YMOSYAHWIO.
[a
Oa

Het

I (config-dnspx)>  bantime (bantime»

I (config-dnspx)> no bantime

AprymeHT 3HayeHue OnucaHue

bantime Lenoe uucro 3HauyeHne BPeEMEHHOIo MPOMEXYTKa
B MunnucekyHaax. Moxet

npuHMMaTh 3HadyeHus ot 1 go 30000.

(config-dnspx)>bantime 25

Dns::Proxy: Dns-proxy set 25 msec. bantime.
(config-dnspx)>no bantime

Dns::Proxy: Dns-proxy bantime reset.

Bepcus OnucaHue

2.04

HobasneHa komaHga dns-proxy bantime.

3.14.2 dns-proxy max-ttl

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbl

3apgatb makcumaneHbid TTL ans kawmpoBaHHbix 3anmcen DNS-npokew.
KomaHga ¢ npedwmkcom no yaanset 3HaveHme TTL.

Oa

Oa

Hert

I (config-dnspx)>  max-ttl (max-ttl

I (config-dnspx)> no max-ttl

AprymeHT 3HayeHue OnucaHue

max-ttl

MakcumanbsHoe 3HaveHune TTL.
MoxeT npuHMmMaThb 3HavyeHus ot 1 go

Lenoe uucno
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Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

604800000 munnncekyHg, (1

Hegens).

(config-dnspx)>max-ttl 10000

Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)>no max-ttl

Dns::Proxy: Dns-proxy max-ttl cleared.

Bepcus OnucaHue

2.05 HobaeneHa komaHga dns-proxy max-ttl.

3.14.3 dns-proxy proceed

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3apaTb uHTEpBan mexagy napannenbHbIMU 3anpocamu, KOTopble OTMpaBnseT
DNS-npokcu Heckonbkum DNS-cepsepam. 1o ymonyaHuio ncnonb3yeTcsi 3HaveHne
500.

KomaHga ¢ nperkcom no BO3BpaLLaeT 3Ha4YeHVe Mo YMOMYaHHo.
Oa

Oa

Her

I (config-dnspx)>  proceed (proceed>

I (config-dnspx)> no proceed

AprymeHT 3HayeHue OnucaHue

proceed Llenoe 4ncno Bpemsi pabotbl DNS-npokcu B
MunnucekyHgax. MoxeTt npuHnmaTb
3HaveHus ot 1 go 50000.

(config-dnspx)>proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)>no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa dns-proxy proceed.
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maBa 3 OnucaHne KomaHp,

3.14.4 dns-proxy threshold

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3apaTb KONMYECTBO NocrnefoBaTerbHbIX HeyAayYHbIX 3anpocoB A4S 3anpeTa
DNS-cepBepa. 1o ymonuaHuio ucnonb3yeTcs 3HadeHme 3.

Bce DNS-cepBepbl He MOryT ObITb 3anpelleHbl OAHOBPEMEHHO.

KomaHga ¢ npedMKCoM No yCTaHaBMNMBAET NMOPOroBOE 3HAYEHME MO YMOSYaHUIO.

Oa
[a

Het

I (config-dnspx)>

I (config-dnspx)> no threshold

threshold (thresholad>

AprymeHT

3HauyeHue

OnucaHue

threshold

Lenoe uucno

3HadeHune nopora DNS-npokcu.
MoxeT npuHMMaTh 3Ha4YeHns ot 1 o

10.

(config-dnspx)>threshold 5
Dns::Proxy: Dns-proxy set 5 threshold.
(config-dnspx)>no threshold
Dns::Proxy: Dns-proxy threshold cleared.

Bepcus

OnucaHue

2.04

HobaeneHa komaHaa dns-proxy threshold.

3.15 dpi shaping

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

BknounTb WeNnUHr Tpadmka ANt XOCTOB C TOPPEeHTaMmn. OTO 3HAYUUT, YTO Mpu

MOJTHOW 3arpyske kaHana byaeT orpaHMyeHa CKopocTb ANS KIMEHTOB, KavatoLmx
ToppeHThl. WennuHr paboTtaeT Tonbko Npu BkNtoYeHHoN cryxbe DP/ (komaHaa
service dpi). [NNo ymonyaHuo HacTponka BKIOYeHa.

KomaHaa ¢ npedmkcomM no OTKMYaeT HAaCTPONKY.

Da
Oa

Het

| (config)>

dpi shaping
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

I (config)> no dpi shaping

(config)> dpi shaping
Dpi::Manager: Shaping enabled.

Bepcus OnucaHue

2.06 HobaeneHa komaHga dpi shaping.

3.16 dyndns profile

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

UcTopus nameHeHunmn

[ocTtyn Kk rpynne KomaHa nst HAaCTPONKM ykasaHHoro npodunsa DynDns. Ecnn
npodunb He HaaeH, KomaHaa nbiTaeTcs ero co3ngatb. MoxxHO co3aaTth He 6onee
32 npodounen.

KomaHga ¢ npedukcom no yganset npoduns DynDns.

Oa

Oa

Oa

(config-dyndns)

I (config)>  dyndns profile name;

I (config)> no dyndns profile <name»

AprymeHT 3HayeHue OnucaHue

name Crpoka HaseaHune npoduns. MakcumaneHas gnvHa
umMeHn — 64 cnmeona.

Bepcus OnucaHue

2.00 [obaeneHa komaHga dyndns profile.

3.16.1 dyndns profile domain

OnucaHue

Mpedumkc no

! http:\\www.dyndns.com
2 http:\\www.no-ip.com

HasHaunTb NK noctosiHHoe AoMeHHOoe uMs. Nepen BbINONHEHNEM KOM1aH,CI,bI
HeobX0AMMO 3aperncTpmpoBaTh JOMEHHOE UMSA Ha canTe dyndns.com” mnu
no-ip.com-”.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.

Oa
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-dyndns)>  domain (name»
I (config-dyndns)> no domain
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
name CTpoka HomeHHoe nvsi. MakcMmanbHasa onuHa
JOMEHHOro nmenn — 254 cumsona.
Mpumep (config-dyndns)> domain systems
DynDns: :Profile: "test": domain saved.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.00 HobaeneHa komaHaa dyndns profile domain.

3.16.2 dyndns profile password

OnucaHue YctaHoBUTL Naponb Ans goctyna yepes DynDns.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbi BBog  Hert

Cunoncuce I (config-dyndns)>  password (password»
I (config-dyndns)> no password
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
password CTpoka Maponb ansa asTopmsaumm. MakcmmaneHas
AnuvHa napons — 64 cuveona.
Mpumep (config-dyndns)> password 1234
DynDns::Profile: "test": password saved.
UcTopusa usmeHeHnt  (Bepcus OnucaHune

2.00 [o6GaeneHa komaHga dyndns profile password.
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Masa 3 OnucaHne KomaHp,

3.16.3 dyndns profile send-address

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

Bkntountb HeobxogMMocTb ykasaHus IP-agpeca MHTepHET-coeanHeHUs B 3anpoce
DynDns.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
[a

Het

I(config-dyndns)> send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: a send address enabled.

Bepcus OnucaHue

2.03 [o6GaeneHa komanga dyndns profile send-address.

3.16.4 dyndns profile type

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

3 http:\\www.dyndns.com
4 http:\\www.no-ip.com
5 http:\\www.dns-master.ru

MpuceouTtb DynDns-npodmnto Tun, B 3aBUCUMOCTHM OT caiTa, Ha KOTOpOM ObIfo
3aperMcTpUpoBaHO JOMEHHOE UMSI.

Ja
Oa

Het

I (config-dyndns)>  type (type)

I (config-dyndns)> no type

AprymeHT 3HayeHue OnucaHue

type dyndns YKka3sbIlBaeTcs, ecnv AOMEHHOE NMsI s
3aperncTpupoBaHo Ha cante dyndns.com®.

noip YkasblBaeTcsi, eCin JOMEHHOE UMS .
3aperucTpupoBaHo Ha caiite no-ip.com .

rucenter Yka3sbiBaeTcs, ecnvi JOMEHHOe UM .
3aperMcTpupoBaHo Ha canTe rucenter”.

70

Keenetic Lite Il CnpaBo4HUK kOMaHA


http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru
http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru

maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

AprymeHT

3HavyeHue

OnucaHue

custom

YKkasblBaeTcsl, €Cnv AOMEHHOE UM4

3aperucTpupoBaHoO Ha ApYrom cawvTte (canT
onpepensietcs komangow dyndns profile url).

(config-dyndns)> type dyndns
"test": type saved.

DynDns: :Profile:

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa dyndns profile type.

3.16.5 dyndns profile update-interval

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YctaHoBUTb MHTEpBan obHoBneHusa agpeca ang DynDns.

Komanpa c ﬂpe(bMKCOM NO OTMEHSIET BO3MOXXHOCTb OOHOBMNEHNS.

[a
Oa

Het

update-interval «days» days [ <hours» hours ]

[ <minutes)> minutes ] [ <seconds> seconds ]

| (config-dyndns)>

I (config-dyndns)> no update-interval

AprymeHT 3HayeHue OnucaHue

days Uenoe uucno |BpeMeHHON UHTEpBan B OHSIX.
hours UYenoe uucro |BpemeHHOW MHTEpBan B Yyacax.
minutes Yenoe uucno |BpeMeHHON UHTEpPBanN B MUHyTax.
seconds UYenoe uyucno |BpeMeHHOW MHTEpBarn B CeKyHAaXx.

(config-dyndns)> update-interval 7 days
DynDns::Profile: a timeout set to 604800.

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa dyndns profile update-interval.

3.16.6 dyndns profile url

OnucaHue

Ykasatb URL ucnonbayemoro cavita cnyx6bl DynDns.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

Ja
[a
Oa

I (config-dyndns)>  url wrb

I (config-dyndns)> no url

AprymeHT 3HaveHue

OnucaHue

url CTpoka

Monb3osatensckun URL-agpec cnyxobl
DynDns.

(config-dyndns)> url http

://members.dyndns.org/nic/update

DynDns::Profile: "test": url saved.
Bepcus OnucaHue
2.05 [o6GaeneHa komanga dyndns profile url.

3.16.7 dyndns profile username

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

YkaszaTtb NornH y4eTHom 3anucu
Ja
Oa
Ja

ansa poctyna yepes DynDns.

I (config-dyndns)>  username <username;

I (config-dyndns)> no username

AprymeHT 3HaveHue

OnucaHue

username Crpoka

Mms nonb3oBatens Ans asTopmusaumm.
MakcumanbHas gnvHa umenn — 64 cumsona.

(config-dyndns)> username
DynDns::Profile: "test":

test_user
username saved.

Bepcusa OnucaHue

2.00 [o6asneHa komaHaa dyndns profile username.
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maBa 3 OnucaHne KomaHp,

3.17 exit

OnucaHue BbINTK 13 rpynnbl KOMaHA,.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuce I (config)>  exit
Mpumep (config-dyndns)> exit
(config)>
MCTOpVIFl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.00 [obaBneHa komaHga exit.

3.18 interface

OnucaHue HocTyn k rpynne komaHng Ans HacTPOKKM BblIOpaHHOIo HTepderica. Ecnm
NHTepdenc He HangeH, KOMaHaa NbiTaeTcs ero co3aathb.

KomaHnpa ¢ npecukcom no ygandet nHtepdenc.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbI BBOA
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Uctopus nameHeHumn

PucyHok 3.1. Uepapxusa uHtepdencon

Pluggable Secure ‘ IP ’ MAC
Usb PPP Ethernet

[_— | = B

[a
Oa
[a
(config-if)

I (config)>  interface name»

I (config)> no interface (name»

PPTP
UsbModem PPPoE PVvC VLAN Bridge
L2TP
Tunnel SSID Radio
TunnelSixinFour ‘ TunnelGre ’ WiFi WiFiMaster
AccessPoint WiFiStation

AprymeHT 3Ha4yeHue OnucaHue

name Nms MonHoe ums nHTepdenca nnm NCeBAOHNM.
mHTepgerica |CnMCOK OOCTYMHbLIX NHTEPEENCOB MOXHO
YBUAETb C NMOMOLLIbIO KOMaHAb! interface ?2.

Bepcus OnucaHue

2.00 JobasneHa komaHga interface.
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maBa 3 OnucaHne KomaHp,

3.18.1 interface authentication chap

OnucaHue BkniounTb nogaepxky ayteHTudmkaumm CHAP.
KomaHga ¢ npedmkcom no otknoyaetr CHAP.

Mpedukc no Oa

MeHsieT HacTpouku [a

MHorokpaTHbI BBog  Hert

Tun nHtepcpenca Secure

CuHoncuc I (config-if)>  authentication chap

I (config-if)> no authentication chap

Mpumep (config-if)> authentication chap
CHAP authentication enabled.

UcTopusa usmeHeHnt  (Bepcus OnucaHune

2.00 [o6GaeneHa komanga interface authentication chap.

3.18.2 interface authentication eap-md5

OnucaHue BkntounTb nogaepxky ayteHTudunkaumm EAP-MD5.
KomaHga ¢ npedukcom no otkntodaet EAP-MDS5.

Mpedukc no Oa

MeHsieT HacTpouku Oa

MHorokpaTHbIi BBog  Hert

Tun nntepcpenca Secure

Cunoncuce I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5

Mpumep (config-if)> authentication eap-md5
EAP-MD5 authentication enabled.

MCTOpVISI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [o6GaeneHa komaHaa interface authentication eap-md5.
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Masa 3 OnucaHne KomaHp,

3.18.3 interface authentication eap-ttls

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb nogaepxky ayteHTudpmkaumm EAP-TTLS.
KomaHga ¢ npedmkcom no otknoyaet EAP-TTLS.
Ja

[a

Het

Secure

I (config-if)>  authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface authentication eap-ttls.

3.18.4 interface authentication identity

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

YKasaTb MM4A nonb3oBatens ans ayreHTudumkaumm ycTpomcTea Ha yaaneHHom
cucteme. Mcnonbayetca ana nogkntodeHnn PPTP, PPPoE u L2TP.

KomaHga ¢ npedmkcomM no CTMpaeT paHee 3aJaHHoe MMs NoNnb3oBaTens.
Oa

Oa

Het

Secure

I (config-if)> authentication identity <identity,

I (config-if)> no authentication identity

AprymeHT 3HayeHue OnucaHue

identit CTtpoka Mms nonb3oBaTtens Ansa ayTeHTUduKauum.
y

(config-if)> authentication identity test
Identity saved.
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maBa 3 OnucaHne KomaHp,

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa interface authentication identity.

3.18.5 interface authentication mschap

OnucaHue BkniounTtb nogaepxky ayteHtudpmkauum MS-CHAP.
KomaHga ¢ npedmkcom no otkntodaet MS-CHAP.

Mpedukc no Oa

MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog  Hert

Twun nHtepdenca Secure

Cunoncue I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

MNpumep (config-if)> authentication mschap
MSCHAP authentication enabled.

MCTOpMﬂ M3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obGaeneHa komaHaa interface authentication mschap.

3.18.6 interface authentication mschap-v2

OnucaHue BkniounTtb nogaepxky ayteHtudpmkaumum MS-CHAPV2.
KomaHga ¢ npedukcom no otknoyaet MS-CHAPv2.

Mpedukc no Ha

MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  HeTt

Tun nHtepdpenca Secure

Cuuoncue I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2

MNpumep (config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00

3.18.7 interface authentication pap

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkniounTtb nogaepxky ayteHtTudmkauun PAP.
Komanga c npecukcom no otkntovaet PAP.
Ja

Oa

Het

Secure

I (config-if)>  authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
PAP authentication enabled.

[obaeneHa komaHaa interface authentication mschap-v2.

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa interface authentication pap.

3.18.8 interface authentication password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

YkasaTtb napornb Ans ayTeHtTudmkaumm yCcTponcTea Ha yganeHHon cucteme.
WcnoneayeTtca anga nogknioveHun PPTP, PPPoE n L2TP.

KomaHnga ¢ npenkcomMm no CTMpaeT 3HadeHne napons.
Ha

Oa

Het

Secure

I (config-if)> authentication password «password»

I (config-if)> no authentication password

AprymeHT 3HayeHue OnucaHue

password Crpoka Maponb ansa ayteHTudUKaumn.
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maBa 3 OnucaHne KomaHp,

Mpumep (config-if)> authentication password 1234

Password saved.

UcTopusa nameHeHun Bepcus

OnucaHue

2.00

[obGasneHa komaHaa interface authentication password.

3.18.9 interface authentication shared

OnucaHue BknounTb pexxum ayTeHTUduKaummn ¢ pasoenseMbiM KITHOM. OTOT PEXUM
Ncnonb3yeTcs TONbKO B codeTaHnu ¢ wndpoBaHeM WEP. Pa3denisieMbie KIHo4u
3apatoTcsa komaHngowm interface encryption key.

KomaHaa ¢ npedmKcom no nepeBoauT ayTeHTUAMKALIMIO B OTKPbITbIA PEXUM.

Mpedouke no Oa
MeHsieT HacTpouKu Oa
MHorokpaTHbI BBog  Hert
Tun nntepcpenca WiFi

CuHoncuc

I (config-if)>

authentication shared

I (config-if)> no authentication shared

Mpumep (config-if)> authentication shared
Shared authentication enabled.

UcTopus nameHeHun Bepcus

OnucaHue

2.00

[obaeneHa komaHaa interface authentication shared.

3.18.10 interface authentication wpa-psk

OnucaHue YCTaHOBUTb NpeABapUTENbHO COMMAacoBaHHbIN KMOY ANst ayTeHTudmkaumm no
npotokony WPA-PSK. BoaMoxHO 3agaHue kntoya B Buae 256-6utHoro
LecTHaauaTepuyHoro ymcna, nnbo B suge ctpokn ASCII-cumeonoB. Bo BTopom
cryyae CTpoKa MCMonb3yeTcs Kak KogoBas hpasa Ansi reHepnpoBaHUA Kroya

(napons).

KomaHaa ¢ npeduKcomM no OTMEHSIET HACTPOWIKY.

Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTHbIi BBog  Hert

Tun nntepcpenca WiFi
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-if)>  authentication wpa-psk «(psk>

I (config-if)> no authentication wpa-psk

AprymeHT 3HaveHue OnucaHue

psk Ctpoka MpenBapuTENbHO COrMacoBaHHbIN KoY B
Buae 256-6UTHOro LWecTHaauaTepuyHoro
yncna, CoCToALWEro n3

64 wecTHaguaTepuyHbIX Lnudp, nmbo B Buge
ctpoku ASCII gnnHon ot 8 oo 63 cMmBOoOB.

(config-if)> authentication wpa-psk 12345678
Pre-shared key saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface authentication wpa-psk.

3.18.11 interface bandwidth-limit

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YcTaHOBUTb TapUHYI CKOPOCTb MHTEPHET-COEQUHEHUS As HTepdenca.
WcnonbayeTcs ansi onpegeneHns 3arpy3kv KaHana npu aHanuae Tpadguka
(komaHga service dpi).

KomaHaa ¢ npednKcomM no OTMEHSIET HACTPOWIKY.
Oa

Oa

Het

I (config-if)>  bandwidth-limit (limit,

I (config-if)> no bandwidth-1limit

AprymeHT 3Ha4yeHue OnucaHue

limit Lenoe uucno |3HadyeHne TapugpHOM CKOPOCTU
WHTEpHEeT-coeanHeHus B Kbut/c.

(config-if)> bandwidth-1imit 50000
Dpi::BandwidthLimits: Set bandwidth limit 50000 Kbps to ISP.

Bepcus OnucaHue

2.06 [obaeneHa komaHaa interface bandwidth-limit.
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maBa 3 OnucaHne KomaHp,

3.18.12 interface ccp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

Uctopus nameHeHumn

BkntounTb nopgaepkky npotokona CCP Ha aTane yCTaHOBMEeHWUS COEAUHEHMS.

KomaHga ¢ npedumkcom no otkntodaet CCP.

Ja
Ja
Het

PPP

I (config-if)>  ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHga interface ccp.

3.18.13 interface channel

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

YcTaHOBUTE paguokaHan (4acToTy BelaHus) anst 6ecnpoBogHbIX MHTEPKENCOB.
WHTepdencel Wi-Fi npuHMmaloT B Ka4yecTBe HOMepa KaHana uernble Yynucna ot 1

0o 14 (amanasoH yactoT oT 2.412 Ty go 2.484 Mu). No ymon4yanuio
ncnornb3yeTcs 3HadyeHue auto.

KomaHpa ¢ I'Iped)I/IKCOM no yCTtaHaBnMBaeT 3Ha4eHne no ymondaHuio.

Ja
Oa
Het

Radio

I (config-if)>  channel <channel»

I (config-if)> no channel

AprymeHT 3HayeHue OnucaHue
channel number Homep pagmo kanana.
auto Homep paano kaHana onpegensieTcs

aBTOMaTU4eCKN.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> channel 8

Channel saved.

Bepcus

OnucaHue

2.00

JobasneHa komaHaa interface channel.

3.18.14 interface channel auto-rescan

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHunmn

3apgatb pacnucaHue Ans aBToMaTUYeckoro ckaHMpoBaHUa paauwo kaHanos. Mo

YMOYaHMWI0 NapaMeTp OTKITOYEH.

KomaHga ¢ npedurKComM no OTKMOYaeT HaCTPOWKY.

Ja
Ja
Het

Radio

| (config-if)>

channel auto-rescan <hh»:xmm» interval <interval»

I (config-if)> no channel auto-rescan

AprymeHT 3HayeHue OnucaHue

interval 6 WHTepBan nOBTOPHOrO CKaHMPOBaHWS B
12 Yyacax.
24

(config-if)> channel auto-rescan 03:00 interval 12
Network: :Interface: :Rtx::WifiMaster: Scheduled auto rescan, »
interval 12 hours.

Bepcus

OnucaHue

2.07

[obaeneHa komaHaa interface channel auto-rescan.

3.18.15 interface channel width

OnucaHue

Mpedukc no

YCTaHOBUTbL LUMPWHY NOMOCHI NPONYCKaHUs Ans yka3aHHoro kaHana. Mo
yMOn4aHuio ucnonbayeTcs 3HadeHve 40-below.

KomaHga ¢ npeurKcom no yCTaHaBnNUBaET 3HAYEHME MO YMOMYaHWIO.

[a
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

Ja
Het

Radio

I (config-if)>  channel width width»

I (config-if)> no channel width

AprymeHT 3HaveHue OnucaHue
width 20 YCcTaHoBUTL NOMOCY NponyckaHus pasHyto 20
My,

40-above PacwmpuTb nonocy nponyckanusa go 40 Miry
Ucnonb3ys crneayowmni KaHarn.

40-below PacwwupuTb nonocy nponyckanusa o 40 My
MCnonb3ysi NpeabiayLwmi KaHar.

(config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: a channel bandwidth setting »
applied.

Bepcus OnucaHue

2.04 [obasneHa komaHaa interface channel width.

3.18.16 interface compatibility

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

YcTaHoBUTL cTaHgapTbl 6ecnpoBOAHOM CBA3N, C KOTOPbIMU AOMKEH BbiTb
COBMECTMM AaHHbI 6ecnpoBogHon agantep (MHTepdenc). Ang nHtepdencos
Wi-Fi coBMecTMOCTb 3aaeTcs CTPOKOM 13 naTuHckmx byks B, G, N,
obosHavatowmx gononHeHuns k ctangapty |IEEE 802.11. K npumepy, Hanuuve B
cTpoke coBmectumMocTu BykBbl N ByaeT o3HayaTh, YTO AaHHbIN aganTep CMOXET
B3aMmMogencTeoBath ¢ 802.11n-CoBMECTUMbBIMU YCTPONCTBaMM Yepes paguokaHan.
Habop gonycTMMbIX CTPOK COBMECTMMOCTU OnpeaensieTcs annapaTHbIMm
BO3MOXHOCTSIMWN KOHKPETHOrO agantepa u TpeboBaHUAMU COOTBETCTBYOLLMX
pononHeHun k ctaHaapty IEEE 802.11.

Mo ymonuanuio gnsa vactotbl 2,4 Ty, ucnonbayetca ctpoka «BGNy.

Het

Oa
Het

Radio

I (config-if)>  compatibility annex»

Keenetic Lite || CnpaBo4HUK kOMaHA 83




Masa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HavyeHue ‘Onwcal-wle
annex B, G, N ‘ﬂ]‘lﬂ 2,4 Tu,.
Mpumep (config-if)> compatibility GN

Compatibility set.

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.00 HobaBneHa komaHaa interface compatibility.

3.18.17 interface connect

OnucaHue 3anycTntb NpoLecc NOAKMYEHNS K yaaneHHOMY y3ny.
KomaHga ¢ npedukcom no npepbiBaeT COeanHEHME.

Mpedomkec no Oa

MeHsieT HacTpoOMnKu Ja

MHorokpaTHbii BBog  Hert

Tun uHTepdeinca PPP, IP

Cunoncue I (config-if)>  connect [ via <interface;]

I (config-if)> no connect

AprymeHThI AprymeHT 3HavyeHue OnucaHue

via Nms WHTepdbec, Yepes KOTopbIN
MHTep@erica |OCyLleCTBNSAETCA NOAKMYEHME K
yoaneHHomy yany. [ina PPPoE atot
napametp sBnsieTcs obs3aTenbHbIM.

Mpumep (config-if)> connect via UsbModem3
PPP connection enabled.

VlCTOpVIﬂ N3MEeHeHun Bepcuﬂ OnucaHue

2.00 [obasneHa komaHaa interface connect.

3.18.18 interface country-code

OnucaHue HasHaunTb nHTepdericy GyKBeHHbI KOA4 CTpaHbl, KOTOPLIA BAUSIET HA HAbop
paguo-kaHanos. o ymonyaHuio yctaHoBreHo 3HadeHne RU.

Mpeduke no Het
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ja
Het

Radio

I (config-if)>  country-code («codes

AprymeHT 3HayeHue OnucaHue

code Ctpoka Kog cTpaHbl.

(config-if)> country-code RU
Country code set.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface country-code.

3.18.19 interface debug

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb 0TNagoYHbIA pexmnm nogkrtodeHns PPP. B oTnagoyHoM pexume B

CUCTEMHbIN XypHan BbIBOOUTCA I'IOJJ,pO6HaF| MHd)OpMaLLI/IFl O Xoae nogknyeHud.

Mo ymonuyaHuio pyHKLMA OTKMOYEHA.

KomaHga ¢ npeduKcom no OTKM4aeT OTNagoYvHbIA PEXNUM.
[a

Oa

Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Debug enabled.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface debug.

3.18.20 interface description

OnucaHue

HasHaunTb Npon3BoOnbHOE onMcaHne ceTeBoMy UHTEPENCy.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

KomaHaa ¢ npedukcom no cTMpaeT onucaHume.
[a

Oa

Het

I (config-ify>  description «description»

I (config-if)> no description

AprymeHT 3HayeHue OnucaHue

description Crpoka [MpounsBonbHOE onucaHue uHTepdenca.

(config-if)> description 111 2222 33333
Interface description saved.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface description.

3.18.21 interface down

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

OTKNIOYNTL CETEBON UHTEPdENC M 3anncaTb B HACTPOMKN COCTosiHME «downy.

KomaHga ¢ npedrKCcoM no BKIOYaAET ceTeBon MHTepdelc 1 yaanset «down» 13
HaCTpOEK.

[a

Oa

Het

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Interface disabled.

Bepcus OnucaHue

2.00 JobasneHa komaHga interface down.
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maBa 3 OnucaHne KomaHp,

3.18.22 interface duplex

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YctaHoBuTb gynnekcHbln pexxum Ethernet-nopTta. o ymonyaHuto 3agaHo 3HadeHne
auto.

KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
[a

Oa

Het

Ethernet

I (config-if)>  duplex node»

I (config-if)> no duplex

AprymeHT 3HaveHue OnucaHue
mode full Pexum nonHoro gynnekca.
half MonyaynnekcHbIN pexuve.
auto ABTOMAaTUYECKNIA OYMMEKCHBIN PEXMM.

(config-if)> duplex full
Network::Interface::Ethernet: Duplex set to "full".

Bepcus OnucaHue

2.06.B.1

[o6GaeneHa komaHaa interface duplex.

3.18.23 interface dyndns profile

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

Mpuessatb kK ceteBoMy nHTEpdency npodune DynDns. MNepen BbINONHEHNEM
KOomMaHAbl Npodunb AomKeH ObiTb CO34aH M HAaCTPOEH rpynnor komang dyndns
profile.

KomaHaa ¢ npedrkcoM no paspbiBaeT CBA3b MeXAy NpodunemM n nHtepdencom.
Oa
Ha

Het

I (config-if)>  dyndns profile (profile»

I (config-if)> no dyndns profile
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

profile Crpoka HasBaHue npodung DynDns.

(config-if)> dyndns profile test
Core::Configurator: done.

Bepcus OnucaHue

2.02 HobasneHa komaHaa interface dyndns profile.

3.18.24 interface dyndns update

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

O6HoBMTL Bpy4Hyto IP-agpec ans DynDns. Mo ymonyanuto komaHaa paboTtaet
B COOTBETCTBUM C MONMUTUKOW NocTaBLyuka ycnyr DynDns, KOTOpbIN He NO3BonsieT
0bHoBenATh IP cnnwkom vacTto. KntouweBoe crnoBo force nossonseTr obHoBUTL IP
B 00x0f NONUTUKM NOCTaBLUMKaA YCIYT.

Het

Oa

Het

I(config-if)> dyndns update [ force]

AprymeHT 3HaveHue OnucaHue
force Knwouyesoe He yunTbiBaTb peKOMEHAOBaHHYIO YacToTy
c/10BO obHoBREHMS.

(config-if)> dyndns update
DynDns::Profile: "test" update started.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface dyndns update.

3.18.25 interface encryption disable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA

Tun nHTepcpenca

OTtkntounTb WndpposaHne Ha 6ecnpoBOgHOM MHTepdeNce.
Het

Oa

Het

WiFi
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maBa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHun

I (config-if)>  encryption disable

(config-if)> encryption disable
wireless encryption disabled

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface encryption disable.

3.18.26 interface encryption enable

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopus nameHeHunmn

BkntounTb WwWindpoBaHue Ha 6ecnpoBogHoM nHtepdence. Mo ymonyanuto
ncnoneayetcs wudposaHne WEP.

KomaHga ¢ npedmkcom no oTknoyaeT wndpoBaHue Ha 6ecnpoBogHOM
nHTepdence.

Ja

Oa

Het

WiFi

I (config-if)>  encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable
Wireless encryption enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface encryption enable.

3.18.27 interface encryption key

OnucaHue

Mpedoumkec no

MeHsieT HacTpourku

HasHaunTb kntoun wndposaHmsa WEP. B 3aBUCMMOCTM OT pa3psagHOCTH, KIod

MOXeT 6bITb 3agaH 10 wecTHaguaTepuyHbiMu uudpamm (5 cumsonamm ASCII)
— 40-6uTHbIN Knto4, WEP — 40-0MTHbIN Kntod, Unn 26 wectHaguaTepuyHbIMn

undpamum (13 cumonamm ASCII) WEP Bcero moxeT 6biTb 3agaHo ot 1 oo 4
Kntoyen WwmndpoBaHUs, U OANH U3 HUX AOMMKEH OblTb HA3HAYEH KIOHYOM Mo

YMOYaHuio.
Komanga ¢ nperkcomM no ygansieT Ko,
Oa
[a
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Masa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

Ja
WiFi
I (config-if)>  encryption key «id) ( «value> [default] | default)

I (config-if)> no encryption key «id>

AprymeHT 3HauyeHue OnucaHue

id Lenoe uucno |Homep kntoya. Bcero MoXHO 3agaTth 4o
YeTbIpex Kroyen.

value CTpoka 3HayeHue knioYa B BUae
LUecTHagLaTepU4HOro Yncna, CoCTosALEero
13 10 unn 13 26 umadp.

default KnwuyeBoe YKkasblBaeT, YTo AaHHbIN KoY Byaet
C/10B0O NCNONb30BaH Mo YMOMYaHuio.

(config-if)> encryption key 1 1231231234
Encryption key saved.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface encryption key.

3.18.28 interface encryption mppe

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkniounTb nogaepxky wndpposaHus MPPE.

Komanga ¢ npecumkcom no oTkntovaeT wndgposanne MPPE.
Oa

Oa

Het

PPTP

I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface encryption mppe.
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maBa 3 OnucaHne KomaHp,

3.18.29 interface encryption wpa

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKM
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb anroputmbl obecneyeHnst 6esonacHoctn WPA Ha 6ecnpoBogHOM
nHTepdence. becnpoBogHON UHTEPdENC MOXET NOAAEPKNBATbL COBMECTHOE
ncnone3osaHne WPA n WPA2, ogHako nogaepxka WEP aBToMmaTuyecku
OTKIIOYaeTCH Npu BKNtoveHun noboro n3 WPA.

KomaHga ¢ npedmkcom no otkntovaet WPA.
Oa

Ja

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface encryption wpa.

3.18.30 interface encryption wpa2

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

BkntounTtb anroputmMbl obecneyermns 6esonacHoctn WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBogHOM MHTepdelce. becnpoBogHON NHTEPdENC MOXET paspelLlaTb
coBmecTHoe ncnonb3oBaHne WPA n WPA2, ogHako nogaepxxka WEP
aBTOMATMYECKM OTKIKHYAETCS Npu BKNOYeHMM noboro ns WPA.

Komanga ¢ npecumkcom no otkntovaet WPA2.
Oa

Oa

Hert

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface encryption wpa2.

3.18.31 interface hide-ssid

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb pexum ckpbitus SSID. Mpu ncnonb3oBaHum 3Ton PyHKLMK, TOYKa
AoCTyna He oTobpaxkaeTcs B Cnucke AOCTYMHbIX 6ecnpoBogHbix ceTen. Ho ecnu
nonb30BaTemNto M3BECTHO O CYLLECTBOBAHUM 3TOM CETU 1 OH 3HaeT ee SSID, 10O
CMOXET MOAKIIOYNTLCS K 3TON CeTU. 10 YMONMYaHUIO PEXUM OTKITHOYEH.

KomaHnga ¢ npenkcoM no OTKMNIOYAET 3TOT PEXUM.
Oa

Oa

Het

Access Point

I(config-if)> hide-ssid

I (config-if)> no hide-ssid

(config-if)> hide-ssid
SSID broadcasting disabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface hide-ssid.

3.18.32 interface igmp downstream

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

BkntounTb pexxum pabotbl IGMP Ha nHTepderice No HanpaBeHUIo K
noTpeduTensim rpynnoBo pacchifiki. Ha ycTponctee AomkHa ObiTb 3anyLeHa
cnyx0ba service igmp-proxy. [lonyckaeTcsi Hanuune HeCKONbKUX MHTEP(ENCOB
downstream.

KomaHaa ¢ npednkcomM no OTMEHSIET AeNCTBME KOMaHAbI.
Ja

Oa

Het

P

I (config-if)>  igmp downstream
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

I (config-if)> no igmp downstream

(config-if)> igmp downstream
added downstream interface ISP.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface igmp downstream.

3.18.33 interface igmp fork

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb aybnupoBaHue ncxogsawmnx naketos /IGMP upstream B 3agaHHbIN
nHTepgenc. [lonyckaeTca Hannume Tornbko OgHOro uHtepgenca fork.

KomaHga ¢ npednkComM no OTMEHSIET AENCTBNE KOMaHAbI.
Ha

Ja

Het

P

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork
fork role assigned to ISP.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface igmp fork.

3.18.34 interface igmp upstream

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

BkntounTb pexum pabotel IGMP Ha nHTepence no HanpaBieHNo K UCTOYHUKY
rpynnoBo pacchlnkn. Ha yctponctee gomkHa 6bITh 3anyLueHa cnyxba service

igmp-proxy. [lonyckaetcs HanMune TOnbKO O4HOro nHTepdenca upstream.
KomaHga ¢ nperkcoM no OTMEHSET eNCTBME KOMaHAbI.

Oa

[a

Het

P
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Masa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

I (config-ify>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream
upstream role assigned to ISP.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface igmp upstream.

3.18.35 interface include

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ykasatb Ethernet-uHtepderic, kotopbin 6yaeT nobaeneH B NporpamMmmHbIA MOCT
B KayecTBe rnopTa.

KomaHnpa ¢ npecukcom no ygandet nHtepdgenc ns mocra.
Oa

[a

Ja

Bridge

I (config-if)>  include <interface)

I (config-if)> no include <interface,

AprymeHT 3HaveHue OnucaHue

interface Nms Umsa nnu ncesgoHmm Ethernet nHtepdeiica,
MHTEpgesica |KOTOPbIN JOMKEH ObITb BKIOYEH B MOCT.

(config-if)> include WifiStation®
Interface acquired.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface include.

3.18.36 interface inherit

OnucaHue

Ykasatb Ethernet-untepderic, kotopein 6yaet gobaeneH B nporpamMmmHbIA MOCT
B kayecTBe nopTta. B otnuyme ot komaHabl include, komaHaa inherit nepenaer
MOCTY HEKOTOpble HacTponku gobaenaemoro nHTepdelrica, Takme kak IP-agpec,
macky u IP-ncesgonumel. MNpu yganeHum nnbo camoro mocta, nnbo nHtepdenca
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

3.18.37 interface ip access-group

OnucaHue

Mpedukc no
MeHsieT HacTPOWKHM
MHorokpaTHbIN BBOA

Tun nHTepcpenca

13 MOCTa, 3TV HACTPOWNKM, JaXe €Cnv OHU ObINn M3MEHEHbI, ByayT CKONUMPOBaHbI
obpaTHO Ha ocBobOAUBLLMICS UHTEPdENC.

KomaHga nossonsieT 4obaBntb B MOCT MHTEPdENC, YEpPE3 KOTOPbIN
OCYLLECTBIISIETCS yNpaBneHne yCTpOMCTBOM, U He NOTEPSITb YrpaBreHue.

KomaHga ¢ npedukcom no yaanser uHtepdeiic 3 mocTta, Bo3spallaert
NHTepdelncy HacCTPOWKK, yHacneaoBaHHbIe paHee MOCTOM, U cGpackiBaeT 3Tu

HacCTPOMKM y MOCTa.
Ja

[a

Oa

Bridge

| (config-if)>

inherit <interfaces

I (config-if)> no inherit <interface)

AprymeHT 3HayeHue OnucaHue
interface Nms Mmsa nnu ncesgoHmm Ethernet nHtepdeliica,
MHTepgesica |KOTOPbIN JOIMKEH ObITb BKIOYEH B MOCT.

(config-if)> inherit WifiStation®

Interface acquired.

Bepcus

OnucaHue

2.00 [lobasneHa komaHaa interface inherit.

MpuBA3aTh MMeHOBaHHbIM cnMCOK npasun dunsTpauun (ACL, cMm. access-list) k
nHTepdgency. Napametp in unu out ykasbiBaeT HanpaeneHue Tpadvka ans
koToporo 6ynet npumeHaTbes ACL. K ogHoMy MHTepdhericy MOXeT ObiTb NPUBA3aHO

Heckornbko ACL.

KomaHga ¢ npedmkcom no otknoydaetr ACL onsa ykasaHHOro uHrepgenca u

HanpasrneHns Tpaduka.

Oa
Ja
Oa
P
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-if)>  ip access-group <acl> «<direction»

I (config-if)> no ip access-group acl> «direction

AprymeHT 3HaveHue OnucaHue

acl CTpoka Cnucok npasun dounstpauuu,
npegsapuTernbHO CO3AaHHbINA C MOMOLLbIO
KomaHabl access-list.

direction in MpUMeHUTb (rnbTpauuio K BXOOALWNM
nakeTam.
out MpuMeHNTb UNBTPaALMIO K UCXOOSALLUM
naketam.

(config-if)> ip access-group 111 in
Access group applied.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface ip access-group.

3.18.38 interface ip address

OnucaHue

Mpedoumkc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

M3meHnTb IP-agpec n macky ceteBoro nHtepderica. Ecnu Ha nHtepdeiice
3anyLeHa crykba aBToMmaTMyeCcKon HacCTpoKkn agpeca, Hanpumep, DHCP-knuneHT
(cm. interface ip address dhcp), To Bpy4Hyt0 yCTaHOBNEHHLIN agpec MOXET ObITb
nepesanuncaH.

KomaHaa ¢ npedmkcom no copacbkiBaeT agpec Ha 0.0.0.0.

Oa

Oa

Het

P

I (config-if)>  ip address address» tmask»

| (config-if)> no ip address

AprymeHT 3HavyeHue OnucaHue
address IP-agpec Appec ceteBoro uHTepderica.
mask IP-macka Macka ceteBoro nHtepgenca. Ectb gea

cnoco6a BBoa Macku: B KaHOHUYECKOM BUAE
(Hanpumep, 255.255.255.0) n B Buage
ouToBoON AnvHbI Npedukca (Hanpumep, /24).
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

OfHO 1 TO e 3Ha4YeHWe agpeca ceTu, cocTosiero u3s IP-agpeca u macku, MOXHO
BBECTU ABYMSA crnocobamMu: yka3aTb MacKy B KaHOHUYECKOM BMAE UNU 3aaaThb
GuTOBYIO ONMHY Npedukca.

(config)> interface
FastEthernet0/V1an43
Created interface FastEthernet0/V1an43.
(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.
(config-if)> ip address 172.17.24.9/24
Network address saved.
(config-if)> [Ctrl]+[D]
(config)> show interface FastEthernet0/Vlan43

mac: 00:23:f8:5b:d3:f4

index: 43
type: Vlan
description:
state: up
link: down

address: 172.17.24.9
mask: 255.255.255.0

mtu: 1500
global: no
(config)>
Bepcus OnucaHue
2.00 [obGaeneHa komaHaa interface ip address.

3.18.39 interface ip address dhcp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

3anyctntb DHCP-knueHT Ans aBToMaTn4eCcKon HaCTPOWMKN CETEBbLIX NapaMeTPOB:
IP-agpeca n mackun nHTepderica, cepepoB DNS u Lwinto3a no ymonyaHuio.

KomaHga ¢ npedukcom no octaHaenmeaeT cryk0y DHCP-knueHTa, yoansiet
ONHaMMWYECKN HACTPOEHHbIE NapaMeTpbl U BO3BpaLLAET NpeablayLme HacTPONKK
IP-agpeca n macku.

Da
Oa
Het

Ethernet

I (config-if)>  ip address dhcp [ hostname chostname> ]

I (config-if)> no ip address dhcp
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

hostname Ctpoka Mmsa xocTa, KOTOpoe nepegaeTcs B norne
12-om1 onummn DHCP. 310 nmsa He
00653aTenNbHO JOMKHO ObITb TAKMM Xe, Kak
UMS XOCTa, BBEAEHHOE B Mpouecce
rnobanbHOM HAaCTPOMKN.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on FastEthernet0/Vlan2.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface ip address dhcp.

3.18.40 interface ip adjust-ttl

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

M3meHnTb NnapameTp TTL nepBoro naketa gns BCEX BXOASLMNX COEANHEHUN
nHTepdpenca.

KomaHga ¢ npedmnKCoM no OTMEHSIET HACTPOWKY.
Oa

Oa

Het

P

I (config-if)>  ip adjust-ttl (inc | dec) value»

I (config-if)> no ip adjust-ttl

AprymeHT 3HauyeHue OnucaHue
inc Knwyesoe KntoyeBoe cnoeo, obo3HavatoLee
CJ10BO yBenuyexue TTL.
dec Knwyesoe KntoyeBoe cnoso, obo3HavatoLlee
CJ10BO ymeHbLueHve TTL.
value Yenoe uucno |BenuunHa nameHeHusa TTL. MoxeT
NpUHUMaThL 3Ha4eHus ot 1 o 255
BKIMIOUYUTENBHO.

(config-if)> ip adjust-ttl inc 10
TTL adjustment enabled.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface ip adjust-ttl.
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maBa 3 OnucaHne KomaHp,

3.18.41 interface ip alias

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YcTaHoBUTb AononHUTeNbHbIN IP-agpec n macky ceTeBoro uHTepdenca

(nceBOoHMM).

KomaHga ¢ npedurkcom no cbpackiBaeT ykasaHHbIN NceBAoHMM Ha 0.0.0.0, Tem
caMbIM yaanss ero. Ecnm BbinonHuTs komaHay 6e3 aprymeHTa, TO BECb CMIUCOK
nceBOoOHMMOB ByeT OYMLLEH.

[a
Oa
[a
IP, Ethernet

I (config-if)>  ip alias (address> mask>

I (config-if)> no ip alias [ (address» mask> ]

AprymeHT 3HauveHue OnucaHue

address IP-agpec [lononHuTenbHbIN agpec ceTeBoro
WUHTepdenca.

mask IP-macka [ononHuTenbHasa macka ceTeBoro

uHtepdpenca. Ecte gBa cnocoba BBoAda
Macku: B KAHOHMYECKOM Buae (Hanpumep,
255.255.255.0u B Buae 6utoBoi ANUHbI
npecukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24

IP alias saved.

Bepcus

OnucaHue

2.00

HobaeneHa komaHga interface ip alias.

3.18.42 interface ip dhcp client class-id

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIY BBOA

YkasaTb Npou3BoanTens yCcTponcTea, Ha kotopom pabotaet DHCP-knveHT (onuusi

dhcp 60).

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.

Ja
Oa

Het
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-if)>  ip dhcp client class-id «class)

I (config-if)> no ip dhcp client class-id

AprymeHT 3HayeHue OnucaHue
class-id CTpoka HassaHwne nponssoguTens
YCTPOWCTBA.

(config-if)> ip dhcp client class-id ZyXEL
Dhcp::Client: ISP DHCP client vendor class is set to "ZyXEL".

Bepcus OnucaHue

2.02 [o6GaeneHa komaHnga interface ip dhcp client class-id.

3.18.43 interface ip dhcp client debug

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BknounTb 0TNagouHbIN pexum. B 0TnagoyHoOM pexnme B CUCTEMHbIN XXypHan
BbIBOAUTCA NogpobHas nHgopmaumsa o pabote DHCP-knneHTa.

KomaHga ¢ npenkcomMm no oTKNoYaeT OTNAL0YHbIN PEXUM.
Oa

Oa

Het

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.

Bepcus OnucaHue

2.01 [obGaeneHa komaHga interface ip dhcp client debug.

3.18.44 interface ip dhcp client displace

OnucaHue

BbITeCHUTb cTaTuyecknin agpec nHtepdenca interface B cnyvyae ecnu oH
KOHQNMUKTYET C agpecoM, nosydeHHbiM DHCP-knneHToOM OCHOBHOIo nHTEpdeiica.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

[laHHasi koMaHaa BhINOSHSETCA aBToMaTU4ecku npu nogkntoveHnn USB Ethernet
apanTepa. [Nocne aToro NnpoMcxoguT CoXpaHeHne KoHUrypaumm 1 nepesarpyska
YCTPOWCTBA.

KomaHga ¢ npemkCcoM no OTMEHSIET BbITECHEHUE AJ15 yKa3aHHOro nHtepdenca.
Oa

Ja

[a

Ethernet

I (config-if)>  ip dhcp client displace <interface)

I (config-if)> no ip dhcp client displace <interface)

AprymeHT 3HavyeHue OnucaHue

interface Ums Nma nnn nceBgoHum nHTepdenica, Yemn
MHTepgesica |cTaTmyecknn agpec 6yaeT BbITECHEH.

(config-if)> ip dhcp client displace Home
Dhcp::Client: added CdcEthernet® Home displacement.

Bepcus OnucaHue

2.03 HobaeneHa komaHaa interface ip dhcp client displace.

3.18.45 interface ip dhcp client dns-routes

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

Mpumep

BkniounTb aBTOMaTMyeckoe gobaeneHue xocT-mapLpytos o DNS-cepsepos,
nony4yeHHbIx oT DHCP-cepepa. 1o ymonyaHuio BKNIOYEHO.

KomaHaa ¢ npedmKcoM no OTKMYaeT HAaCTPONKY.
[a

Oa

Het

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: Home DHCP client DNS host routes enabled.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa interface ip dhcp client dns-routes.

3.18.46 interface ip dhcp client fallback

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YcTaHOBUTL 3a4aHHbIN NOMb30oBaTeneM cTaTudeckuin agpec B cnyvae
BO3HWKHOBEHMS ownbok npu pabote DHCP.

Komanpa c I'Ipe(bVIKCOM NO OTMEHAET HaCTpOVIKy, M yCTtaHaBnmBaeTt agpec
0.0.0.0..

Oa
Ja
Het

Ethernet

I (config-if)>  ip dhcp client fallback «type»

I (config-if)> no ip dhcp client fallback

AprymeHT 3HaveHue OnucaHue

Ctpoka Twun IP-agpeca. B HacTosiLee Bpems

peann3oBaH TONbKO oanH TMN — static.

type

(config-if)> ip dhcp client fallback static
Dhcp::Client: a DHCP address fallback is static.

Bepcus OnucaHue

2.05

Hobaenena komaHga interface ip dhcp client fallback.

3.18.47 interface ip dhcp client hostname

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

Tun nHtepcpenca

HasHaunTb nms xocTa, kotTopoe otnpaensietcss B DHCP-3anpoce.
KomaHga ¢ npedmkCcom no BO3BpaLLaeT XoCTy UMsi NO YMOMYaHMIO0.
Oa

Oa

Het

Ethernet
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHun

I (config-if)>  ip dhcp client hostname <hostname»

I (config-if)> no ip dhcp client hostname

AprymeHT 3HaveHue OnucaHue

hostname CTpoka Mms xocTa anst HasHaveHus.

(config-if)> ip dhcp client hostname HostName
Dhcp::Client: Home DHCP client hostname is set to HostName.

Bepcus OnucaHue

2.00 [lobaeneHa komaHga interface ip dhcp client hostname.

3.18.48 interface ip dhcp client name-servers

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CunHoncuc

Mpumep

UcTopus nameHeHunmn

VMcnonb3oBaTb agpeca cepsepoB DNS nonyyveHHble no DHCP. Mo ymonyaHuio
aTa (pyHKUUA BKNOYEHA.

KomaHga ¢ npedukcom no 3anpeLlaeT ncnons3osatb agpeca DNS-cepsepos
nonyyeHHsle no DHCP.

[a
[a
Het

Ethernet

I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

(config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komanga interface ip dhcp client
name-servers.

3.18.49 interface ip dhcp client release

OnucaHue

DHCP-knneHT ocBoboxaaeT apenay |IP-agpeca n yxoguT B cnsiwuin pexmm. Ewe
O[lHO BbINOMNHEHME 3TOM KoMaHAbl nepeBoantT DHCP-KNNEHT B pexunm
aBTOMaTtuM4eckoro nonyyeHus IP-agpeca.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

Mpumep

UcTopusa nameHeHun

Het
[a
Het

Ethernet

I (config-if)>  ip dhcp client release

I (config-if)> no ip dhcp client release

(config-if)> ip dhcp client release
Dhcp::Client: IP address released.

Bepcus OnucaHue

2.03 [o6aeneHa komaHga interface ip dhcp client release.

3.18.50 interface ip dhcp client renew

OnucaHue

Mpedomkec no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

DHCP-knneHT ocBobOXaaeT apeHay IP-agpeca n nepexoguT B peXnM NonyvyeHus
HOBOIO.

Het
[a
Het

Ethernet

I (config-if)>  ip dhcp client renew

I (config-if)> no ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

Bepcus OnucaHue

2.03 [obGaeneHa komaHaa interface ip dhcp client renew.

3.18.51 interface ip dhcp client routes

OnucaHue

BkniounTb nonyyeHne mapLupyTos oT npoBangepa (onumm dhep 33, 121, 242).
Mo ymonuyaHuto BkModeHo. B HacTporikax oTobGpaxaeTcst TONbKO € NpeduKCoM
no.

KomaHga ¢ nperKcoM no OTKNYaEeT HACTPOWKY.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Ja
[a

Het

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

Bepcus OnucaHue

2.05

[o6aeneHa komaHaa interface ip dhcp client routes.

3.18.52 interface ip global

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA,
Tun nHTepdenca

CuHoncuc

AprymeHTbl

YctaHoBUTb AN uHTepderca cBoncTBo «global» ¢ napameTpomM. 3To CBOMCTBO
HeobXoQuMOo ANst YCTaHOBKU MapLupyTa no yMonyaHuio, pabotsl DynDNS-knmeHTa
n NAT. MoxHo npepnctasnaTe global-mHTepderichl, kak BegyLime B rnobasnbHyo
ceTb (B UHTEPHET).

MapameTp cBoKncTBa «global» BnuMseT Ha npuopuTeT nHTepenca B npase
YCTaHOBUTb MapLUpyT Mo ymondaHuo. Yem npuoputet bonblue, TeM xenatenbHee
AN Nonb3oBaTensi BbIXOA B rnobanbHyo CeTb Yepes ykasaHHbIn nHtepdenc. C
MOMOLLBIO NpuopuTETa peanuayeTcs PyHKUNS pe3epBMPOBaHNS NMOAKITHOYEHNS B
nHtepHet (WAN backup) «global».

Mo ymonuyaHuio HacTporKa OTKIYeHa.
KomaHga ¢ npedukcom no ygansiet CBOMCTBO.
Oa

Oa

Het

IP
I (config-if)>  ip global «priority»

I (config-if)> no ip global

AprymeHT 3HayeHue OnucaHue

UYenoe uucno |lNpuopntet nHtepdenca npu yctaHoBKe
MapLupyTa no ymonyaxuio. Moxet

NPUHUMaTL 3Ha4yeHust oT 1 0o 65534.

priority
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> ip global 10
Interface is set as global.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface ip global.

3.18.53 interface ip mru

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

YcraHoBUTL 3HavyeHne MRU kotopoe 6yaeT nepenaHo yaarieHHOMY yary rnpu
ycTaHoBneHun coeanHenus PPP (IPCP). o ymonyaHuio ncrnonb3yeTcs 3HadeHne
1460.

KomaHga ¢ npenkcoM no OTMEHSIET 4ENCTBME KOMaHAbI.
Ha

Ha

Het

PPP

I (config-ify>  ip mru nru»

I (config-if)> no ip mru

AprymeHT 3HaveHue OnucaHue

mru Lenoe uuncno |MRU 3Ha4veHme.

(config-if)> ip mru 1400

MRU saved.
Bepcus OnucaHue
2.00 [obGaeneHa komaHga interface ip mru.

3.18.54 interface ip mtu

OnucaHue

Mpedukc no

YctaHoBuTh 3HadyeHue MTU Ha ceTeBoM nHTepdeince. MNMpu yctaHoBNEHUN
coegunHeHus no npotokony PPP (IPCP), ynaneHHoMy y3ny ByayT oTnpaBnaTbCs
nakeTbl ykasaHHOro pasmepa MTU paxe ecnu ToT 3anpocun MTU meHbLuero
3HaYeHus.

KomaHaa c npecmkcom no cbpacbiBaeT 3HaveHne MTU Ha To, koTopoe 6bino Ao
nepBOro NPUMEHeHUs KOMaHAbI.

Ja
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHumn

Ja
Het

P

I (config-if)>  ip mtu mtuw

I (config-if)> no ip mtu

AprymeHT 3HaveHue OnucaHue

mtu Yenoe uucsno |3HaveHne MTU. MoxXeT npuHMMaTh 3HaYeHNs
oT 64 oo 65535 BKNOUNTENBHO.

(config-if)> ip mtu 5000

MTU saved.
Bepcus OnucaHue
2.00 [obGaBneHa komaHga interface ip mtu.

3.18.55 interface ip remote

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

YCTaHOBUTb CTAaTUYECKMI aapec YAaneHHoro yana.
[a

Oa

Het

PPP

I (config-if)>  ip remote address)

I (config-if)> no ip remote

AprymeHT 3HauyeHue OnucaHue

address IP-appec Afopec yganeHHoro ysna.

(config-if)> ip remote 192.168.2.19
Remote address saved.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface ip remote.
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Masa 3 OnucaHne KomaHp,

3.18.56 interface ip tcp adjust-mss

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

YcTaHOBUTb OrpaHnMYeHme MakcMasbHOro pasmepa CerMeHTa UCXOASALLNX CECCUN
TCP. Ecnu 3HaueHne MSS, koTopoe nepenaetcsi B norse 3aronoBka SYN-nakeTos,
npeBbIIaEeT 3aaHHoe, KoMaHaa MeHsieT ero. KomaHaa npumeHsieTcst K
NMHTepgency n aencTByeT Ha Bce ucxoasime TCP SYN-nakeTbl.

KomaHga ¢ npedymkCoM no OTMEHSIET AeNCTBUE KOMaHAbI.
Oa

Oa

Het

P

I (config-if)>  ip tcp adjust-mss (pmtu | inss> )

I (config-if)> no ip tcp adjust-mss

AprymeHT 3HayeHue OnucaHue
pmtu Knwyesoe YCTaHOBUTb BEPXHIO rpaHuuly MSS, paBHyto
C/10BO MUHUMansHoMy MTU Ha nyTu K yganeHHoMy
y3ny.
mss Uenoe uucno |MSS BepxHsia rpaHumua.

(config-if)> ip tcp adjust-mss pmtu
TCP-MSS adjustment enabled.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface ip tcp adjust-mss.

3.18.57 interface ipcp default-route

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

VMcnonb3oBaTtb agpec yoaneHHoro yana Kak L3 No YMOMYaHuio.
KomaHga ¢ npedrkcom no 3anpeLaet U3MeHeHUe LWf3a No yMOI4YaHuH.
Oa

Oa

Het

PPP

I (config-if)>  ipcp default-route
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface ipcp default-route.

3.18.58 interface ipcp dns-routes

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopus nameHeHunmn

Vcnonb3oBaTb MapLpyTbl nonyyeHHble no /PCP. o ymonyaHuio HacTponka
BKITHOYEHA.

KomaHaa ¢ npedukcom no yaansieT HaCTPONKY.
Oa

Ha

Het

PPP

I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

(config-if)> ipcp dns-routes
DNS routes enabled

Bepcus OnucaHue

2.02 [o6GaeneHa komaHga interface ipcp dns-routes.

3.18.59 interface ipcp nhame-servers

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,

Tun nntepcpenca

Wcnonb3oBaTb agpeca cepsepoB DNS, nonyyeHHsle no /PCP.

KomaHga ¢ npedmkcom no 3anpeLaeTt ncnonb3oBaTth agpeca cepeepos DNS

nony4veHHble no /PCP.
Oa

[a

Hert

PPP
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Masa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.18.60 interface ipcp vj

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,

Tun nntepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-if)>

ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers

Using remote name servers.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHga interface ipcp name-servers.

BkntounTb cxaTtue 3aronoskoB TCP/IP metoqom BaH AkobcoHa.

KomaHga ¢ npenKcomMm no OTKNIYaeT cxaTue.

Oa
[a
Het

PPP

I (config-if)>

ipcp vj [cid]

I (config-if)> no ipcp vj

AprymeHT 3HaveHue OnucaHue
cid KnwyeBoe BkntounTb cxxatne Connection ID B
C/10BO 3aronoBkax.

(config-if)> ipcp vj cid
V] compression enabled.

Network: :Interface: :PPP: done.

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa interface ipcp vj.

3.18.61 interface ipv6 address

OnucaHue

HacTtpouTb IPv6-agpec Ha uHtepdpence. Ecnn ykasaH aprymeHT auto, agpec
HacTpauBaeTcs aBTomaTuyeckn. Beog agpeca BpyuHyto AenaeT ero CTaTuYeckum.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTtopusa nameHeHun

3.18.62 interface ipv6 force-default

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIl BBOA

CuHoncuc

Mpumep

UcTopus nameHeHunmn

Ja
[a
Oa

I (config-if)>  ipv6 address («address> | auto)

I (config-if)> no ipv6 address [ <address; | auto]

AprymeHT 3HaveHue OnucaHue

address IPv6-agpec |Anpec DNS-cepsepa.

auto Kniwyesoe BknounTb AMHAMUYECKOE Ha3Ha4YeHme
CJ10B0 agpeca.

(config-if)> ipv6 address 2001:db8::1

Static IPv6 address saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHnaa interface ipv6 address.

Mcnonb3oBaTb MHTEPdENC B Ka4YeCTBe LWnto3a no ymonyaHuio ansa IPve. Mo
YMOIMYaHUIO MapameTp OTKITHOYEH.

KomaHga ¢ npedukcom no yoansieT HaCTPONKY.

[a
Ja

Het

I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default

(config-if)> ipv6 force-default
interface is forced to be the default IPv6 gateway

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface ipv6 force-default.
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Masa 3 OnucaHne KomaHp,

3.18.63 interface ipv6 name-servers

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThI

Mpumep

Uctopusa nameHeHunmn

HacTtponTtb nony4veHue nHpopmaumm ot DNS. Ecnu ykasaH aprymeHT auto ,
Bkntovatotcss DNS-3anpocsl DHCPV6.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Ja
Oa

Het

I (config-if)>  ipv6 name-servers (auto)

I (config-if)> no ipv6 name-servers [auto]

AprymeHT 3HayeHue OnucaHue
auto Knwyesoe BkntounTtb aBTokOHDUrypauuio DNS.
c/oBo

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface ipv6 name-servers.

3.18.64 interface ipv6 prefix

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHTbl

HactpouTtb generauuio npedukca. Ecnu ykasaH aprymeHT auto , npedukc
3anpalumBaetcs Yepe3 DHCPv6-PD.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
Oa

Het
I (config-if)>  ipv6 prefix ( (prefix; | auto)

I (config-if)> no ipv6 prefix [ «prefix; | auto]

AprymeHT 3HavyeHue OnucaHue

auto Knwyesoe BkniounTb generaumio npedukca.
c/10B0O

prefix Mpegukc YkasaTb npedmKc Bpy4HYH0.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface ipv6 prefix.

3.18.65 interface ipvbcp

OnucaHue

Mpedouke no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb nogaepxky IPv6CP Ha aTane yCTaHOBIEHUSA COEANHEHMS.

KomaHga ¢ npedmkcom no otknoyaet IPv6CP.
Oa

Oa

Het

PPP

I (config-ify>  ipvéecp

I (config-if)> no ipvécp

(config-if)> ipvécp
IPv6CP enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface ipvécp.

3.18.66 interface Icp acfc

OnucaHue

Mpedoumkc no

MeHsieT HacTpOMnKu
MHorokpaTHbIli BBOA,
Tun nHtepcpenca

CuHoncuc

BknounTb cornacoBaHve napameTpoB CXXaTus rosiel KaHarnbHo20 ypoeHsi Address

u Control.

KomaHga ¢ npedmrKkcom No OTKNHYAET AaHHYO OMNUUIO 1 BCe 3anpochl yaaneHHom

CTOPOHBI Ha cornacoBaHne ACFC OTKITOHSAIOTCS.
Oa

Ja

Het

PPP

I (config-if)>  lcp acfc [cid]
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

Uctopus nameHeHunmn

3.18.67 interface Icp echo

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

I (config-if)> no 1cp acfc

AprymeHT 3HayeHue OnucaHue
cid KnwyeBoe Bkrntountb cxxatne Connection ID B
C/10B0O 3arorioBKax.

(config-if)> lcp acfc cid
ACFC compression enabled.

Network: :Interface: :PPP: done.

Bepcus

OnucaHue

2.03

[obGaeneHa komaHaa interface Icp acfc.

3apatb npaBuna TecTupoBaHus coeanHernst PPP cpeactesamu LCP echo.

KomaHga ¢ npedmkcom no otkntodaet LCP echo.

Oa
Ja
Het

PPP

I (config-if)>

I (config-if)> no lcp echo

lcp echo cintervals> «count> [adaptive]

AprymeHT

3HauyeHue

OnucaHue

interval

Llenoe uucno

WHTepBan mexay otnpaekamu LCP echo, B
cekyHpax. Ecnv B TedeHune ykasaHHOro
WHTEepBana BpEMEHM OT yaaneHHOM CTOPOHbI
He 6bin nonyyeH LCP 3anpoc, en byaet
OTMpaBIieH TakoW 3anpoc C OXnaaHmem
oTtBeTa LCP reply.

count

Lenoe w4ucno

KonnyecTBo oTnpaBneHHbIX noapsag
3anpocos LCP echo Ha koTopble He bbin
nonyyeH oreeT LCP reply. Ecnin count
3anpocoB LCP echo octanuce 6e3 oTBeTa,
coeauHeHue GyaeT pasopBaHo.

adaptive

KnoyeBoe
CJ/10BO

Pppd 6ynet otnpaenats 3anpoc LCP echo
TONbLKO B TOM Clny4ae, ecnm OT yaareHHoro
y3na HeT Tpacpuka.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.18.68 interface Icp pfc

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

(config-if)> lcp echo 5 3
LCP echo parameters updated.

Bepcus OnucaHue
2.00 [o6GasneHa komaHaa interface Icp echo.
2.06 HobaeneH napameTtp adaptive.

BkniounTb cornacoBaHue napameTpoB cxaTtusa rnoss Protocol e 3aconoskax PPP.

KomaHnpa c I'Iped)VIKCOM NO OTKITKYaeT AaHHYI onuunio 1 BCe 3arnpochbl yﬂ,aﬂeHHOPI
CTOpPOHbI Ha corflacoBaHne PFC oTknoHsioTcs.

Ja
Oa
Het

PPP

|(conﬁg4n>

lcp pfc [cid]

I (config-if)> no lcp pfc

AprymeHT 3Ha4yeHue OnucaHue
cid Knyesoe Bkntountb cxxatne Connection ID B
CJ10B0 3arornoBkax.

(config-if)> lcp pfc cid
PFC compression enabled.

Network: :Interface: :PPP: done.

Bepcus

OnucaHue

2.03

[obaeneHa komaHga interface Icp pfc.

3.18.69 interface mac access-list address

OnucaHue

Mpedukc no

Hob6asute MAC-agpec B cnucok npasun punbsrpaummn nHtepdeinca. Tun cnucka
AoCTyna ycTaHaBnueaeTcs komaHgow interface mac access-list type.

KomaHga ¢ npedmkcom no yaanset ykasaHHbii MAC-agpec ns ACL.

Ja
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

Oa

[a

Access Point

I (config-if)> mac access-list address (address>

I (config-if)> no mac access-1list address (address»

AprymeHT 3HaveHue OnucaHue
address MAC-appec |MAC-agpec, koTopbli HeoOxoaMmo 4o6aBUTb
B ACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface mac access-list address.

3.18.70 interface mac access-list type

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nutepcpenca

CuHoncuc

AprymeHThI

Mpumep

YcTaHOBUTL TMN cNUcka npasun unsTpaunm nHtepdenca. No ymonyaHuo tmn
He onpepeneH (MPUCBOEHO 3HA4YeHnenone).

Het
[a
Het

Access Point

I (config-if)> mac access-list type (type)

AprymeHT 3HayeHue OnucaHue
type none Tun cnvcka npasun unsTpaunm He
onpegeneHx.
permit B cnucok 6yayT no6aBnsATbCst TONbKO

pa3peleHHble MAC-agpeca.

deny B cnucok 6yayT 0o6aBnsiTbCs TONMbKO
3anpeLueHHble MAC-agpeca.

(config-if)> mac access-list type permit
set access-policy: permit
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface mac access-list type.

3.18.71 interface mac address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

HasHauntb MAC-agpec Ha ykasaHHbIN ceTeBon uHTepdenc. Agpec 3agaetcs B
LecTHaguaTepmyHoM chopmate 00:00:00:00:00:00. KomaHaa nossonset
yCcTaHoBWUTb NGOV afpec, HO NpeaynpexaaeT nonb3oBaTens, ecnm B HOBOM
agpece yctaHoBrneH 6ut «multicast» unm cépoweH 6ut «OUI enforced».

KomaHga ¢ npedmkcom no Bo3Bpallaet nHrepdency ncexoaHsin MAC-agpec.

MpenynpexaeHue: MNameHeHne MAC-agpeca Ha nHTepderice Wi-Fi 3anpeLueHo.

Ja
Oa
Het

MAC

I (config-if)> mac address (address)

I (config-if)> no mac address

AprymeHT 3HauyeHue OnucaHue

mac MAC-appec |Hoebii MAC-agpec nHtepdeiica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA
MAC address saved.

Bepcus OnucaHue

2.00 [lobaBneHa komaHaa interface mac address.

3.18.72 interface mac address factory

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

Tun nHtepdenca

HasHauuTb 3aBoackon MAC-agpec Ha yka3aHHbIN CETEBON UHTEpdENC.
Het

Oa

Het

MAC

Keenetic Lite || CnpaBo4HUK kOMaHA 11 7




Masa 3 OnucaHne KomaHp,

Cunoncuc I (config-if)> mac address factory <name»
AprymeHTbI AprymeHT 3HaveHue ‘Onwcal-wle
name lan WuTepdericy bynet npuceoeH "LAN"
MAC-agpec.
wan WHTepdenicy 6yaet npucoeH "WAN"
MAC-agpec.
Mpumep (config-if)> mac address factory lan

Core::System::UConfig: done.

WcTopus nameHeunn  |Bepcus

OnucaHue

2.00

HobaeneHa komaHaa interface mac address factory.

3.18.73 interface mac clone

OnucaHue MpucesouTb nHTepdency MAC-agpec Bawero K.
Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Tun nHtepdpenca MAC, IP
Cuuoncue | (config-ifi>  mac clone
Mpumep (config-if)> mac clone

MAC address saved.

WcTopus nameHeunn  |Bepcus

OnucaHue

2.00

[obasneHa komaHaa interface mac clone.

3.18.74 interface name

OnucaHue HasHaunTb nponsBornbHOE UMsA ceTeBoMy UHTepdency. K nHtepdency MoxHo
obpallaTbes No HoBOMY MMeHM Kak o ID.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.

Mpedukc no Oa
MeHsieT HacTpoOMnKu Ja

MHorokpaTHbii BBog  Hert
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHun

I (config-if)>  name (new»

I (config-if)> no name

AprymeHT 3HaveHue OnucaHue

new CTpoka HoBoe nmsa nHrepdeiica.

(config-if)> name Access_Point
Interface renamed.

Bepcus OnucaHue

2.00 [lob6aeneHa komaHga interface name.

3.18.75 interface peer

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

HasHaunTb ngeHTudmkaTop yaaneHHoro yana K KotTopomy 6yaeT ocyLecTBnsTbCA
nogknodeHne PPP. bonee TOYHbIM CMbICI HACTPOMKX 3aBUCUT OT TUna
nHTepgenca. Hanpumep, ana PPPoE komaHaa interface peer 3agaet nmsi
KOHLieHTpaTopa aoctyna, a ana PPTP — nmsa yganeHHoro xocta unu ero IP-agpec.

KomaHga ¢ npeuKComM No OTMEHSIET HACTPOMKY.
Oa

Oa

Het

PPP

I (config-ify>  peer «peer;

I (config-if)> no peer

AprymeHT 3HaveHue OnucaHue
peer Crpoka WaoeHTudukatop yoaneHHon TOUKu
NOAKMIOYEHNS.

(config-if)> peer 111
Core::Configurator: done.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa interface peer.
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Masa 3 OnucaHne KomaHp,

3.18.76 interface ping-check profile

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

HasHaunTb nHtepdency npodpune Ping Check.
KomaHga ¢ npeuKComM No OTMEHSIET HACTPOMKY.
Oa

Oa

Het

I (config-if)>  ping-check profile «(profile»

I (config-if)> no ping-check profile

AprymeHT 3HaveHue OnucaHue

profile Crpoka HasBaHue Ha3Hayaemoro npoduns.

(config-if)> ping-check profile TEST
PingCheck::Client: added "ISP" to "TEST" profile.

Bepcusa OnucaHue

2.04 HobaeneHa komaHaa interface ping-check profile.

3.18.77 interface power

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThI

YCTaHOBUTb MOLLHOCTb NepegaTtymnka gns pagno-nHrepdencos. MakcmmanbHas
MOLLIHOCTb Nnepearymnka orpaHuyeHa ero annaparHbiMyU BO3MOXHOCTSIMU U
rocygapCTBEHHbIMM 3aKOHaMK 0 paanocessun. [laHHas koMaHaa No3BonsaeT NULlb
YMEHBLUNTb MOLLHOCTb MepeaaroLLero yCTpoMCTBa OTHOCUTENBHO €ro
MaKCMMaribHOM MOLLHOCTH, C LieNbl BO3MOXHOIO CHUXKEHUSA MOMEX Ansa ApYyrnx
YCTPOWCTB B 3TOM [ManasoHe.

Het
[a
Het

Radio

I (config-if)>  power <power»

AprymeHT 3HayeHue OnucaHue

power Lenoe 4ucno |MowHOCTb Nepegartymka B NPOLEHTax oT
MakcuMmansHon molyHocTu (oT 1 go 100).
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maBa 3 OnucaHne KomaHp,

Mpumep (config-if)> power 90
Power level applied.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGasneHa komaHaa interface power.

3.18.78 interface pppoe service

OnucaHue Ykasatb cny6y PPPoE. Ecnu cnyx6a He onpeaeneHa, To PPPoE-knueHT Bynet
MOAKMIOYEH K NPOM3BONbLHON cryxbe.

Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nHtepcpenca PPPoE

CuHoncuc

I (config-if)> no pppoe service

I (config-if)>  pppoe service (service,

AprymeHTbI AprymeHT 3HaueHne |Onucanue
service Ctpoka HassaHwne cnyx6bl PPPoE.
Mpumep (config-if)> pppoe service test

Core::Configurator: done.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.05 [o6GasneHa komaHaa interface pppoe service.

3.18.79 interface preamble-short

OnucaHue Vicnonb3oBaTb KOPOTKYIO ripeambyriy.
Mpedoumkec no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun uHtepdeinca Radio

CuHoncuc I (config-ify>  preamble-short

I (config-if)> no preamble-short

Keenetic Lite || CnpaBo4HUK kOMaHA

121




Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> preamble-short
Short preamble enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface preamble-short.

3.18.80 interface rekey-interval

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHum

YkasaTb nepuog BpeMeHn Mexay aBToOMaTUYeCKMMM U3MEHEHUSIMU CEKPETHbIX
Kroden ons AocTtyna K ceTeBbiM YCTPOMCTBaM.

KomaHga ¢ npedmKCoM no OTKMOYAET U3MEHEHNE KIHOYEN.
Oa

Oa

Het

WiFi

I (config-ify>  rekey-interval cinterval>

I (config-if)> no rekey-interval

AprymeHT 3HayeHue OnucaHue

interval Lenoe uucno |3HaveHue B CeKyHOax nHTepsaria CMeHbl Krnko4ya.

(config-if)> rekey-interval 3600
Network::Interface::Rtx::WifiMaster: Rekey interval is 3600 sec.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa interface rekey-interval.

3.18.81 interface rf e2p set

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

Tun nHtepdenca

M3MeHNTb 3Ha4YeHne S4erkn NaMaT KanmbpoBOYHbIX AaHHbIX, HAXOAALLENCs No
cMelleHunio of fset Ha 3HayeHue value onsa ykasaHHOro uHTepdenca.

Het
Het
Het

Radio
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maBa 3 OnucaHne KomaHp,

Cunoncuc I (config-ify rf e2p set «offsetr values
AprymeHTbI AprymeHT 3HayeHue OnucaHue
offset Uecrran preprHoe| CMeLeHne sdeikn namatn. Moxet
yucsio npuHUMaTb 3HadyeHna ot 1EQ go 1FE.
value lecrran prepHoe| HOBOE 3HaYeHWe Ans 3anvMcn B S4erky
4yucsio namatn. MoXeT NnpMHMMaThb 3Ha4yeHus oT 0
0o FFFF.
Mpumep (config-if)> rf e2p set 1f6 0

Network: :Interface: :Rtx::WifiMaster:

EEPROM [0x01F6]:0000 set.

UcTopusa usmeHeHnt  (Bepcus

OnucaHue

2.04

[obGaeneHa komaHga interface rf e2p set.

3.18.82 interface security-level

OnucaHue YcTaHoBUTL YpoBeHb Ge30nacHOCTV ANs AaHHOro UHTepdeica. YpoBHU
Ge3onacHoOCTV onpeaensitoT NornKy paboTbl MEXCETEBOIo 3KpaHa:

» PaspelleHo ycTaHaBnNuBaTb COeANHEHNA B HanpasneHun private — public.

+ 3anpeLLeHo ycTaHaBNMBaTb COEAUHEHUS, MPUXoAsLLmMe Ha nHTepdelric public,
T. €. B HanpaeneHun public — private n public — public.

» Camo yCTpOoWnCTBO NPMHUMAET CeTEBbIE NOAKMYEHMSA (paspeLlaeT yrnpaBneHue)
TONbKO C MHTepdencos private.

» [Mepenava gaHHbIX Mexay nHTepdencamm private MoxeT ObiTb paspeLLeHa
UK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rmobarnbHoro napametpa

isolate-private.

* protected uHTepdencol He MMEKT JOCTYNa K YCTPOUCTBY U APYruM
private/protected nogceram, HO OHM MMET AoCTyn K public nHtepdericam

N MHTEPHETY. yCTp0I7ICTBO obecne4ymBaeT 3alUMLLEHHbIM CerMeHTam TOomnbKo

poctyn k cnyx6am DHCP n DNS.

MpumevaHwue:
Mpeduke no Het
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog  Hert

Mo ymonuyaHuio BCeM BHOBb CO34aHHbLIM MHTEpdencam
npuceamBaeTcsl ypoBeHb 6e3onacHocTh public.

Cnuncku goctyna access-list umetoT 6onee BbICOKUIA NPUOPUTET,
YeM YpOBHM 6€30MacHOCTM, MO3TOMY C MOMOLLIbIO HUX MOXHO
BBOAWNTb AOMNOMNHUTENbHbIE NpaBuna unesTpaunmn NakeTos.
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Masa 3 OnucaHne KomaHp,

Tun nHtepdpenca

CunHoncuc

Mpumep

UcTopusa nameHeHun

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha To, YTO He cyLuecTByeT (PYHKLMM NOMHOMO OTKIIOYEHWS MEXCETEBOIO
3KpaHa,MOXHO OTKIYaTh ero Ha OTAENbHbIX HanpaeneHusx. lonyctum, Tpebyetca
MOJTHOCTBIO pa3peLLnTb nepegady AaHHbIX MeX4y «AOMallHen» ceTbio Home n
rnobansHon ceTbio PPPOEQ. [1na aToro oboum nHtepdencam Hy>xkHO Ha3HauUTb
ypoBeHb 6e3onacHocTh private n oTknounTb yHKUMIO isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOE® security-level private
(config)> no isolate-private

MNpumedaHwue: MexceTeBoi 3KkpaH 1 TpaHCnAUusa agpecoB — OyHKLUUN,
npefHasHavyeHHble Ang peLleHns NPUHLMNManbHO pasHbIX
3apad. BknroueHue NAT mexay nHtepdericamv Home u PPPoEO
B KOHUrypauum, nokasaHHOW BblilLie, HE 3aKpbiBaeT AOCTYMN B
ceTb Home co cTopoHbl rnmobanbHom ceTu. [laxe npu
BKITFOYEHHOW TpaHcnsuumM agpecoB komaHaon ip nat Home
naketbl n3 PPPOEO 6yayT cBoG0OAHO NpoxoauTs B ceTb Home.

Bepcus OnucaHue
2.00 [obGasneHa komaHaa interface security-level.
2.06 [obGaeneH napameTp protected.

3.18.83 interface speed

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdenca

CunHoncuc

AprymeHTbI

Hactpoutb ckopocTb Ethernet nHtepderica. Mo ymonyaHuio 3agaHo 3HaYeHune
auto.

KomaHga ¢ npednkcom no Bo3BpaLLaeT 3HaYeHe No yMOn4aHuio.
Oa

Ja

Het

Ethernet

I (config-if)>  speed (speed»

I (config-if)> no speed

AprymeHT 3HaveHue OnucaHue

speed 10 10 M6uT/c.
100 100 M6uT/c.
1000 1 I'out/c.
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maBa 3 OnucaHne KomaHp,

AprymeHT 3HayeHue ‘Onwcal-wle
auto ‘ABTOMaTW—IeCKaﬂ HaCTpoMKa CKOPOCTMW.
Mpumep (config-if)> speed 1000

Network::Interface::Ethernet: Speed set to 1000.

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.06.B.1 [obGaeneHa komaHga interface speed.

3.18.84 interface ssid

OnucaHue YkasaTtb nmsi 6ecnposogHon cetu (SSID) ansa nHTepdericos «becnpoBogHas
CTaHUusA» N «TOYKa goctyna». B 3aBucMMOCTM OT Tuna uHTepderica sHadeHme
SSID obpabaTtbiBaeTcsi NO-pa3HOMY.

» [nsa Toukm poctyna SSID — Heobxoanmas HacTpolika, 6e3 KOTOpol OHa He
OyOeT npYHUMAaTh NOAKIYEHNS.

» [na ctaHuun SSID onpegensieT, kK Kakow Tovke JOCTyna oHa byget
noakntodaTbes. bes 3agaHHoro SSID ctaHUMA MOXET NOAKMIOYUTBCS K NoOomn
OO0CTynHoN 6ecnpoBOgHON CETU MO CBOEMY YCMOTPEHMIO.

KomaHga ¢ npedukcom no yaansieT HacTPORKY.
Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHtepdenca SSID

CuHoncuc I (config-if)>  ssid (auto | <ssid>)

I (config-if)> no ssid

AprymeHThI AprymeHT 3HavyeHue OnucaHue
ssid Ctpoka Nmsa 6ecnposogHori cetn (SSID).
auto KnwyeBoe SSID 6yget HasHa4yeH aBToMaTUYECKU.
CJ10B0
Mpumep (config-if)> ssid WIRELESS
SSID saved.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OHMcaHMe
2.00 [obaeneHa komaHaa interface ssid.
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Masa 3 OnucaHne KomaHp,

3.18.85 interface switchport access

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

YcraHoButb naeHtudpmkatop VLAN Ha nopTy ans paboTbl B pexmume gocTyna.
Paspeluaet nepegady kagpoB ykasaHHoro VLAN B NOpT v BKAOYaeT yaaneHue
mapkepa VLAN n3 nepegaBaembiX Kagpos.

KomaHaa ¢ npedukcom no yaansieT HaCTPONKY.
Oa

Oa

Het

Port

I (config-if)>  switchport access vlan «vid)

I (config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnucaHue

vid Yenoe uucno |Naentndukatop VLAN docmyna. Moxet
NpUHUMaTbL 3HadveHus ot 1 go 4094
BKIHOYUTENBHO.

(config-if)> switchport access vlan 1
Network: :Interface: :Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa interface switchport access.

3.18.86 interface switchport friend

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

HactpouTb ogHoHanpasneHHbl VLAN ans rpynnosoro Tpadduka B 4ONOMHEHNe
kK VLAN docmyna. MopT MoxeT 6bITb YacTbio ogHoro VLAN docmyna. KomaHaa
BKIMIOYAET nepeapecauunio ncxogsuero tpaduka c gpyroro VLAN docmyna
(HasbiBaemoro "friend"). MakeTbl "friend" nepepatoTcsa 6e3 Tera.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa

[a

Het

Port
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CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

I (config-if)>  switchport friend vlan «vid,

I (config-if)> no switchport friend vlan

AprymeHT 3HaveHue OnucaHue

vid UYenoe uucno |Waentndukatop "friend" VLAN. MoxeT
npuHMMaTh 3HadeHust ot 1 oo 4094
BKIHOUUTENBHO.

(config-if)> switchport friend vlan 2
Network::Interface::Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

Bepcus OnucaHue

2.06 [obGaeneHa komaHga interface switchport friend.

3.18.87 interface switchport mode

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA
Tun nHTepdenca

CuHoncuc

AprymeHTbl

YcTaHoBUTb pexnm access unu trunk gnsa seibpaHHoro VLAN. Mo ymonyaHuto
YCT@HOBIIEH PEXUM access.

KomaHaa ¢ npecrKComM no yCTaHaBNUBAET 3HAYEHME MO YMOSTYAHWIO.
Oa

Oa

Het

Port

I (config-if)>  switchport mode [ (access [q-in-q] ) | trunk]

I (config-if)> no switchport mode

AprymeHT 3HauyeHue ‘OnwcaHMe

mode access BkntounTb pexxum goctyna VLAN, To ecTb
TaKoW pexum, Korga Yepes nopt nepegaroTcs
TOINMbKO HEMapKUPOBaHHble Kaapbl. Ha
BXxofgsume kagpbl ctaButca mapkep PVID,
ycTaHoBreHHbI komaHgon switchport
access. [MopT ABnsieTcs BbIXOAHLIM TONbKO
ans VLAN c wgeHtndukatopom PVID. MNpu
nepegadve kagpos B nopt, mapkep VLAN c
HUX CHMMaeTCS.

trunk BkMounTb pexnm MynbsTUNIEKCUPOBaHUS
VLAN, korga 4Yepes nopT nepegaroTcs Kagpbl,

npuHagnexatwune Heckonbkum VLAN. Mpn
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Masa 3 OnucaHne KomaHp,

AprymeHT 3HavyeHue OnucaHue

3TOM KaXkabllh Kagp NomMeYyeH MapKepoM.
Cnucok ngentudukatopon cetenn VLAN, B
KOTOpble BXOOUT NMOpT, yCTaHaBNMBaETCA
komaHgon switchport trunk.

g-in-q Knwyesoe BknounTb ABOMHOE TermpoBaHue.
CJ10BO
Mpumep (config-if)> switchport mode access
Network::Interface::Switch: "FastEthernet0/1": access mode »
enabled.
UcTopus usmeHeHnt  (Bepcus OnucaHue
2.06 [obaeneHa komaHga interface switchport mode.

3.18.88 interface switchport trunk

OnucaHue [o6asuTtb nopt Bo VLAN. Paspeumnts npnem n nepegavy KagpoB YkasaHHOro
VLAN B nopt, npudem mapkep VLAN 13 nepefasaeMbix KagpoB He yaanseTcs.
B pexume trunk gonyckaetcst godaeneHne noprta B Heckorbko VLAN.

KomaHga ¢ npedukcom no yganset nopt n3 ykasaHHoro VLAN. Ecnu
ncnonb3oBaTb KoMmaHay 6e3 aprymeHToB, nopT 6yaeT yaaneH us Bcex VLAN.

Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTtHbii BBog [a
Tun nHTepdenca Port

Cuuoncue I (config-if)>  switchport trunk vlan «vid)

I (config-if)> no switchport trunk vian|[vid]

AprymeHThI AprymeHT 3HaveHue OnucaHue
vid Uenoe uucno |oeHtudukatop VLAN. [lnanasoH
JOoNyCTUMbIX 3HaYeHun — oT 1 go 4094.

Mpumep (config-if)> switchport trunk vlian 100
Network: :Interface::Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.

MCTOpMﬂ M3MeHeHMﬁ Bepcuﬂ 0n“caHMe
2.06 [obGaeneHa komaHaa interface switchport trunk.
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maBa 3 OnucaHne KomaHp,

3.18.89 interface traffic-shape

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YcTaHOBUTb Npeaen CKOpoCTM Nepedayn gaHHbIX Ans yKa3aHHOro nHTepdenca
B 06e CTOpOHbI. 10 yMOnYaHmo CKOPOCTb HE OrpaHuYeHa.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
[a

Het

I (config-if)>  traffic-shape rate (rate»

I (config-if)> no traffic-shape

AprymeHT 3HaveHue OnucaHue

rate Uenoe uucno |3HayeHne CKOPOCTM Nepeaayn SaHHbIX B
KbuTt/c. OrpaHnyeHune JomkHo 6biTh B

ananasoHe ot 64 Kéut/c go 1 Mowut/c.

(config-if)> traffic-shape rate 800

TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

Bepcus OnucaHue

2.05 [obGaeneHa komaHaa interface traffic-shape.

3.18.90 interface tsp

OnucaHue

Mpedukc no

MeHsieT HacTpPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca
BxoxpeHue B rpynny

CuHoncuc

Ooctyn k rpynne koMmaHg Ans Hactpounkn TSP.
KomaHga ¢ npedmkcom no otknoyaet TSP.
Oa

[a

Het

TunnelSixInFour

(config-if-tsp)
I (config-if)>  tsp

I (config-if)> no tsp
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface tsp.

3.18.90.1 interface tsp password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

UcTopusa nameHeHun

HasHaunTb naponb anga goctyna vepes TSP.
KomaHga ¢ npedmkcom no yaanseT naposb.
Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  password (password»

I (config-if-tsp)> no password

AprymeHT 3HauveHue OnucaHue

password Crpoka Maponb TSP.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface tsp password.

3.18.90.2 interface tsp prefix-length

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

YkasaTb Heobxoaumyo anuHy npedukca.
KomaHga ¢ npeuKCcomM no OTMEHSIET HACTPOMKY.
Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  prefix-length <length»

I (config-if-tsp)> no prefix-length

AprymeHTr 3HayeHue OnucaHue

length Yenoe uucno |QnuHa npedukca. MoxeT npyHMMaTh TOMNbKO
3HaveHus 48, 56 nnu 64.
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maBa 3 OnucaHne KomaHp,

MCTOpVIiI N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa interface tsp prefix-length.

3.18.90.3 interface tsp server

OnucaHue IPv4-agpec cepBepa, NonyyYeHHbIV OT TYHHENbHOro cepauca.

KomaHga ¢ npedumkcom no yaanset IP cepsepa.

Mpedukc no Oa
MeHsieT HacTpoMnKku Ja
MHorokpaTHbii BBog  Hert

Tun nHtepdpenca TunnelSixInFour

Cunoncuc I (config-if-tsp)>  server <server»

I (config-if-tsp)> no server
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue

server IPv4-apgpec |IPv4-agpec cepsepa.
UcTopus nameHeHun Bepcus OonucaHue

2.00 [obGasneHa komaHaa interface tsp server.

3.18.90.4 interface tsp user

OnucaHue YkasaTb MMsi nonb3oBaTtens ansa gocryna vyepes TSP.

KomaHga ¢ npedmkcom no yganset ums.

Mpedukc no Oa
MeHsieT HacTpouKu Oa
MHorokpaTHbI BBog  Hert

Tun nHtepcpenca TunnelSixInFour

Cunoncuc I (config-if-tsp)>  user cuser»
I (config-if-tsp)> no user

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
user CTpoka JlornH TSP.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface tsp user.

3.18.91 interface tx-burst

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Uctopus nameHeHumn

BkniounTb arperauyuto naketos Ha yposHe Wi-Fi gpansepa (Tx Burst). No
YMOMYaHUIO NapameTp OTKITOYEH.

KomaHaa ¢ npeduKcomM no OTKMYaeT HAaCTPONKY.
Oa
Oa

Het

| (config-if)>  tx-burst

I (config-if)> no tx-burst

(config-if)> tx-burst
Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.

Bepcus OnucaHue

2.07 JobasneHa komaHga interface tx-burst.

3.18.92 interface tx-queue

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

YcTaHOBUTL pa3mep oYepeamn UCXOOALLUX NaKeToB Ha nHTepdpence. Mo ymonyanuio
ycTaHoBneHo 3HaveHne 1000.

KomaHga ¢ npedurKcom no yCTaHaBnUBaET 3HAYEHME MO YMOMYaHWIO.
Ja
Oa

Het

I (config-if)>  tx-queue (length,

I (config-if)> no tx-queue

AprymeHT 3HaveHue OnucaHue

length Uenoe uucno |OnnHa ovepenm B npegenax ot 0 go 65536.

132

Keenetic Lite Il CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> tx-queue 255
Tx queue length saved.

Bepcus OnucaHue

2.02

[obGasneHa komaHaa interface tx-queue.

3.18.93 interface up

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BknounTb ceTeBon MHTEpPENC 1 3anucatb B HACTPOMKM COCTOSIHUE «Up».

KomaHaa ¢ npeduKcom no OTKMYaeT CeTeBOW MHTepdEnC 1 yaansaeT «up» ns3
HacTpoek. Takke MoxeT OblTb MCMONb3oBaHa koMaHaa interface down.

Oa

Ja

Het

I (config-if)>  up

I (config-if)> no up

(config-if)> up
Interface enabled.

Bepcus OnucaHue

2.00

[obGaeneHa komaHga interface up.

3.18.94 interface usb power-cycle

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

OTKNIOYMTb NUTaHNE Ha Usb-Mofeme Ha 3aaaHHbI NPOMEXYTOK BpeMeHU. JTa
dyHKUMA Ucnonb3yeTcs Ans annapaTtHoro cbpoca usb-mogema B cnyyae
3aBuUCaHus.

Het
Het
Het

Usb

I (config-if)>  usb power-cycle (pause)
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT

3HavyeHue OnucaHue

pause

Lenoe uucno npOMe)KyTOK BpEMEHN OTKITIOYEeHUA
usb-mogema B MUnnmcekyHagax.

(config-if)> usb power-cycle 3000
Core::Configurator: done.

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa interface usb power-cycle.

3.18.95 interface wmm

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopus nameHeHunmn

Bkntounte WMM Ha
Oa

Ja

Het

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm

nHTepdence.

WMM extensions enabled.

Bepcus

OnucaHue

2.00

[obasneHa komaHaa interface wmm.

3.18.96 interface wps

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA
Tun nHTepdpenca

CuHoncuc

BkntounTb pyHKUMoHansHocTe WPS.

Ja

Oa

Het

WiFi

I (config-if)>  wps

I (config-if)> no wps
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> wps

WPS functionality enabled.

Bepcus

OnucaHue

2.00

[obGasneHa komaHaa interface wps.

3.18.97 interface wps auto-self-pin

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

Uctopus nameHeHunmn

Bkntountb pexxum WPS auto-self-pin. o ymonyaHuio pexxum auto-self-pin BkritoyeH.

KomaHaa ¢ npedunkcom no OTKMoYaeT 3TOT PEXUM.

[a
Da
Het
WiFi

| (config-if)>

wps auto-self-pin

I (config-if)> no wps auto-self-pin

(config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

Bepcus

OnucaHue

2.04

[o6GaeneHa komaHga interface wps auto-self-pin.

3.18.98 interface wps button

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbI

HayaTb npouecc WPS ¢ ncnonb3oBaHuem kHomku. lNpouecc Anntca 2 MUHYThI,
U MEHbLLE, eClM COeANHEHNE YCTaHOBIEHO.

Het
Het
Het

WiFi

I (config-if)>  wps button «direction,

AprymeHT

3HauyeHue ‘Onwcal-wle

direction

send ‘OTI‘IpaBVITb HacTponkm Wi-Fi.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

receive Monyuntb HacTporku Wi-Fi ot Keenetic Lite
Il.

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa interface wps button.

3.18.99 interface wps peer

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Havatb npouecc WPS ucnonb3ysi PIN yganeHHoro ysna. Npouecc gnutes 2
MWHYTbI, UNTN MeHblle, eCcln coeanHeHne yCTaHOBIEHO.

Het
Het
Het
WiFi

I (config-if)>  wps peer «direction» «pin»

AprymeHT 3HayeHue ‘Onwcal-wle
direction send OtnpaBuTb HacTporikn Wi-Fi.
receive Mony4untb HacTporikn Wi-Fi ot Keenetic Lite
Il.
pin CTpoka ‘P|N-KO,D, yaareHHoro ysna.

(config-if)> wps peer receive 99586683
Receiving WiFi configuration process started (peer PIN mode).

Bepcus OnucaHue

2.04 [obGaeneHa komaHga interface wps peer.

3.18.100 interface wps self-pin

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

HavaTb npouecc WPS mncnonesys PIN yctpowictea. Npouecc Anutes 2 MUHYTHI,
UNN MeHbLLUe, ecny CoeauHEeHNe YyCTaHOBIEHO.

Het

Het
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maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3.19 ip arp

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

Het
WiFi

I (config-if)>  wps self-pin «direction»

AprymeHT 3HaveHue OnucaHue
direction send OTtnpasuTtb HacTpownkn Wi-Fi.
receive Monyuntb HacTpoukun Wi-Fi ot Keenetic Lite
Il

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface wps self-pin.

3apatb cTtatuyeckoe conoctaeneHue mexay I[P u MAC agpecamu anst XocTos,
He nogaepXxmBatomx guHammyeckuin ARP.

KomaHga ¢ npedukcom no ygansiet 3anuck 13 Tabnuubl ARP. Ecnn BbInonHuTb
KomaHpy 6e3 aprymeHToB, BeCb CN1COK 3anvcenn ARP GyaeT ounLLeH.

Ja
Oa
Ja

I (config)>  ip arp «ip> mac»

I (config)> no ip arp[«ip»]

AprymeHT 3HayeHue OnucaHue

ip IP-agpec IP-agpec B Buae 4eTbIpéx
DECATUYHbIX Yncen, pasaenéHHblX
TOYKaMu, COOTBETCTBYIOLLNI
nokanbHOMY afpecy.

mac MAC-apgpec MAC-agpec B Buae LwecTu rpynn
LWecTHaaLaTepuYHbIX Lmdp,
pasfeneHHbIX ABOETOUUAMU.

(config)> ip arp 192.168.93.52 00:A0:CC:23:AF:4A
Network: :ArpTable: Static ARP entry saved.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHga ip arp.

3.20 ip dhcp class

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

HocTyn K rpynne komaHg Ans HacTponkn BeHgop-knacca DHCP (60 onuums). Ecnn
Knacc BeHOOpOB He HaldeH, KoMaHaa MbITaeTcs ero co3aaTtb.

KomaHaa ¢ npedukcom no yaansiet BolbpaHHbIi Knacc.
Ja

Het

Oa

(config-dhcp-class)

I (config)>  ip dhcp class «class)

I (config)> no ip dhcp class «class»

AprymeHT 3Ha4yeHue OnucaHue

class CTtpoka HassaHue BeHOop-knacca.

(config)> ip dhcp class STB-ZyXEL
Dhcp::Server: Vendor class "STB-ZyXEL" has been created.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ip dhcp class.

3.20.1 ip dhcp class option

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

YkasaTb 3Ha4eHue onuun 60 ans NnpuceoeHns BeHOop-Knacca.
KomaHga ¢ npedukcom no yoansieT ykasaHHbIN Knacce.

[a

[a

Oa

I (config-dhcp-class)>  option (number; hex «data»

I (config-dhcp-class)> no option <number>
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue

number Uenoe uucno |Homep onuun. Certvac ncnonb3yeTcst TONbKO
3Ha4yeHune 60.

data CTpoka 3Ha4yeHne onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus OnucaHue

2.00 [ob6aeneHa komaHga ip dhcp class option.

3.21 ip dhcp host

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

HactpouTb cTtatnyeckyto npusasky IP-agpeca k MAC-agpecy xocta. Ecnu xoct
C YKa3aHHbIM UMEHEeM He HadeH, koMaHaa nbiTaeTcs ero cosgatb. Ecnn
yKasaHHbIn IP-agpec He BxoguT B AManasoH H1 O4HOro nyrna, KoMaHaa COXpaHUTCS
B HacTpoKkax, Ho Ha paboTy cepsepa DHCP He noBnuseT.

Komanga nossonset nomeHaTs MAC-agpec, ocTaBuB NpexHee 3HadeHne
IP-agpeca, n HaobopoT — nomeHNATb IP-agpec, ocTtaBnB NpexxHee 3Ha4YeHne
MAC-agpeca.

KomaHga ¢ npedukcom no ygansieT XocT.

[a

Oa

[a

| (config)>  ip dhcp host chost) [mac ][ ip]

I (config)> no ip dhcp host <host»

AprymeHT 3HayeHue OnucaHue

host Crtpoka [Mpoun3BonbHOE NMSA XOCTa, UCMOMb3yeTcs
anst naenTudpukauyum napsl MAC-IP B
HacTponkax.

mac MAC-agpec MAC-agpec xocTa ans cratudeckom

npueasku IP-agpeca. Ecnu He ykasaH,
3HayeHune bepeTcs u3 npeablayLlen
HaCTPOWKN.

ip IP-appec IP-agpec xocta. Ecnu He ykasaH, 3Ha4yeHune

OepeTcsa 13 npeablayLlent HACTPOMKM.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.
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Masa 3 OnucaHne KomaHp,

MCTOpVIiI N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa ip dhcp host.

3.22 ip dhcp pool

OnucaHue Hoctyn k rpynne komaHg ans Hactponkn DHCP-nyna. Ecnn nyn He HangeH,
KOoMaHAa nblTaeTcs ero cos3aatb. [ina nyna 3agaetcsa cnucok DNS-cepsepos
(komaHga dns-server), W03 No ymonyaHuio (komaHga default-router) n Bpems
apengbl (komaHa lease), a Takke AnanasoH guHamudecknx IP-agpecos (komaHaa
range).

Mocne HacTporkn NynoB Heobxoaumo BKkINOUYUTL cry0y DHCP ¢ noMoLLblo
komaHabl service dhcp.

MoxHO co3aatb He b6onblue 32 nynos. MakcuManbHas anuHa nMeHn nyna — 64
cumBona.

MpumeyaHne: B TekyLlen Bepcun cnuctembl peanu3oBaHa nogaepxka He
Bonee ogHoro nyna Ha nHTepdenc. [ns KoppekTHon paboThbl
cepsepa DHCP tpebyeTcs, 4utobbl gnanasoH IP-agpecos,
YCTaHOBINEHHbIA KOMAHOO0W range, NpuHagnexan cetu,
HaCTpOEeHHOoM Ha ogHoM m3 Ethernet-uHtepdericos ycTponcTea.

KomaHga ¢ npedukcom no yaanser nyn.
Mpedukc no Ha
MeHsieT HacTpouku Ja
MHorokpatHbii BBog [a

BxoxpeHue B rpynny  (config-dhcp-pool)

Cunoncue I (config)>  ip dhcp pool name>

I (config)> no ip dhcp pool name»
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue

name Crtpoka Nmsa nyna DHCP.
Mpumep (config)> ip dhcp pool test_pool

pool "test pool" has been created.
UcTopus usmeHeHnt  (Bepcus OnucaHne

2.00 [o6GaeneHa komaHaa ip dhep pool.
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maBa 3 OnucaHne KomaHp,

3.22.1 ip dhcp pool bind

OnucaHue Mpuessatb Nyn K ykazaHHOMY MHTepdency.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun nntepcpenca Ethernet

CuHoncuc I (config-dhcp-pool)>  bind <interface;

I (config-dhcp-pool)> no bind <interfaces

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
interface Wmsa MonHoe umsa nHTepdenca nnm NCEBOOHNM.
MHTEpgpelica
Mpumep (config-dhcp-pool)> bind FastEthernet0/Vlan2

pool "test pool" bound to interface FastEthernet@/Vlan2.

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obaeneHa komaHga ip dhcp pool bind.

3.22.2 ip dhcp pool class

OnucaHue HocTtyn k rpynne komaHg 4N HacTpovikun BeHaop-knacca DHCP BeiBpaHHoro nyna
agpecos. Ecnuv knacc BeHOOPOB He HandeH, KoMaHaa NblTaeTcs ero co3garb.

[ns KoppeKkTHON paboTbl UMS Kracca SOSMKHO ObITb TakuUM Xe, Kak U B KOMaHae
ip dhcp class.

KomaHga ¢ npedmkcom no ygansiet BbIbOpaHHbIN Knacc.
Mpedoumkec no Oa
MeHsieT HacTpounku Oa
MHorokpaTHbii BBog [a
BxoxageHue B rpynny  (config-dhcp-pool-class)

CuHoncuc I (config-dhcp-pool)>  class «class»

I (config-dhcp-pool)> no class «class>
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Masa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HayeHue OnucaHue
class CTpoka HasBaHue BeHOgop-knacca.
Mpumep (config-dhcp-pool)> class STB-ZyXEL

Dhcp::Server: Vendor class "STB-ZyXEL" has been created.

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.00 [obaeneHa komaHnga ip dhcp pool class.

3.22.2.1 ip dhcp pool class option

OnucaHue YcTaHoBUTb JononHuTensHble onumn ang DHCP knueHTa B criyyae coBnageHus
BEHOOp-KNnacca.

KomaHaa ¢ npedukcom no yganseT yKasaHHy Onuumio.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ha

MHorokpaTHbii BBog [a

Cunoncuc I (config-dhcp-pool-class)>  option <number> types «data»
I (config-dhcp-pool-class)> no option <number»
AprymeHThI AprymeHT 3HavyeHue OnucaHue
number 6 Onumsa 6, DNS-cepsep.
42 Onuusa 42, NTP-cepsep.
43 Onuus 43, nogpobHasa nHdbopmaums o
npoussoguTene.
type ip Tun aprymeHTa data — IP-agpec. OtoT TMn He
ucnonb3yetcsa Ansa onuum 43.
hex Tun aprymeHTa data — wecTHaguaTepuyHoe
4yncno.
data CTpoka 3Ha4yeHne onuun.
Mpumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.
UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [ob6aeneHa komaHga ip dhcp pool class option.
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maBa 3 OnucaHne KomaHp,

3.22.3 ip dhcp pool debug

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

UcTopusa nameHeHun

[o6aBnTb OTNagoYHbIE COOBLLEHNST B CUCTEMHbIN XypHars. Mo ymonyaHuto
HacTpoOMKa OTKMYeHa.

KomaHga ¢ npedunkcomM no OTKMoYaeT oTnaaky.
[a
[a

Het

I(config-dhcp-pool)> debug

I (config-dhcp-pool)> no debug

Bepcus OnucaHue

2.01

[o6aeneHa komaHga ip dhep pool debug.

3.22.4 ip dhcp pool default-router

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

Hactpoutb IP-agpec wnto3a no ymonuanuio. Ecnu He ykasaH, To byget
Ncnonb3oBaTbCs agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHom
aBTOMAaTM4eCcku Ang 3agaHHOro gvanasoHa range.

KomaHaa ¢ npeuKcomM no OTMEHSIET HACTPOMKY.
Oa
Ha

Het

I (config-dhcp-pool)>  default-router <address»

I (config-dhcp-pool)> no default-router

AprymeHT 3HavyeHue OnucaHue

address IP-appec Afpec wno3a no yMon4yaHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

Bepcus OnucaHue

2.00

[o6GasneHa komanga ip dhcp pool default-router.
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Masa 3 OnucaHne KomaHp,

3.22.5 ip dhcp pool dns-server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopus nameHeHunmn

HacTtpouTtb IP-agpeca cepsepoB DNS. Ecnu He yka3aH, To BygeT Mcrnonb3oBaTbCA
agpec, HacTpoeHHbIn Ha Ethernet-uHtepdelice, onpegeneHHoM aBTOMaTUYeCKN
ONS 3agaHHOro AvanasoHa range.

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.
Oa
[a

Het

I (config-dhcp-pool)>  dns-server <addressl, [ address2 ]

I (config-dhcp-pool)> no dns-server

AprymeHT 3HaveHue OnucaHue
addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
address?2 IP-agpec Agpec BTopuyHoro DNS-cepBepa.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus OnucaHue

2.00 [o6aeneHa komanga ip dhcp pool dns-server.

3.22.6 ip dhcp pool domain

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

YkasaTb JOMEHHOE UMS1, KOTOPOE KIMUEHT OMMKEH UCMONb30BaTh NpY paspeLleHnm
nmeH yepes DNS (option 15).

KomaHga ¢ npenkcoM no OTMEHSET HACTPOMKY.
Oa
Oa

Het

I (config-dhcp-pool)>  domain «domain»

I (config-dhcp-pool)> no domain

AprymeHT 3HauyeHue OnucaHue

domain Ctpoka JlokanbHOEe JOMEHHOE UMSI.

144

Keenetic Lite Il CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-dhcp-pool)> domain zyxel.ru
Dhcp::Pool: Domain option has been saved.

Bepcus

OnucaHue

2.05 HobaeneHa komaHga ip dhcp pool domain.

3.22.7 ip dhcp pool enable

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM

MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

HauaTb ncnonb3oBatb nyn B cucteme.

KomaHga ¢ npedunkcom no oTKroYaeT UCrnonb3oBaHue nyna.

Ja
Ja

Het

I (config-dhcp-pool)>

enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable

Dhcp::Server: pool "111" is enabled.

Bepcus

OnucaHue

2.03 [o6aeneHa komaHga ip dhcp pool enable.

3.22.8 ip dhcp pool lease

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

Hactpoutb Bpems apeHab! IP-agpecos nyna DHCP.

KomaHpa c I'Ipe(*)VIKCOM No yCTaHaB/IMBaET 3Ha4eHne no ymosi4aHumio, paBHoe

86400 cekyHa.
Oa
Ja

Het

I (config-dhcp-pool)>

lease (lease)

I (config-dhcp-pool)> no lease

AprymeHT

3HauyeHue

OnucaHue

lease

Lernoe uucno

Bpems apeHfbl B cekyHaax.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-dhcp-pool)> lease 100500
pool "test pool" lease has been changed.

Bepcus OnucaHue

2.00 [o6GasneHa komaHnaa ip dhcp pool lease.

3.22.9 ip dhcp pool range

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

HacTpouTtb guanasoH guHamuyecknx agpecos, BbigaBaeMbix DHCP-knueHTam
HeKkoTopown noaceTu. [lnanasoH 3agaeTcs HayasnbHbIM U KOHEeYHbIM IP-agpecom,
nunbo Ha4vanbHbIM agpecoM 1 pasamepom. CeTeBor NHTepdENC, K KOTopoMy ByayT
NMPMMEHEeHbI HaCTPOWKKM, BbibnpaeTcst aBTomatudeckun. Agpec BblopaHHOro
MHTEpdenca ncnonb3yeTcs B ka4ecTBe LWilto3a no ymonyaHuio 1 DNS-cepsepa,
€Ccnn He 3agaHbl apyrne agpeca komangamu ip dhep pool default-router u ip
dhcp pool dns-server.

KomaHga ¢ npedmkcom no yganseTt ananasoH.
Ja
Ja

Het

I (config-dhcp-pool)>  range <begin ( <end> | <size>)

I (config-dhcp-pool)> no range

AprymeHT 3HaveHue OnucaHue

begin IP-appec HavanbHbIn agpec nyna.
end IP-agpec KoHeuHbIV agpec nyna.
size UYenoe uucno |Pasmep nyna.

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa ip dhcp pool range.

3.22.10 ip dhcp pool update-dns

OnucaHue

HobasnaTb ctatnyeckne 3anncu B DNS-npokcn npu Beigade DHCP-agpecos. B
KayecTBe MMeHU ncnonbayetcs umsi xocta m3 DHCP-3anpoca. o ymonuanuio
hyHKLMSA OTKMOYEHa.

KomaHaa ¢ npednkcomM no oTKMYaeT hyHKLNIO.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Ja
[a

Het

I (config-dhcp-pool)>  update-dns

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

Bepcus OnucaHue

2.06

[o6aeneHa komaHga ip dhcp pool update-dns.

3.22.11 ip dhcp pool wpad

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

Hactpouts DHCP onuunio 252 — npotokon WPAD. No ymon4yaHuio onuua
OTKMoYeHa.

KomaHga ¢ nperKcoM no OTKNIYaeT HACTPOWKY.
Oa
Oa

Het

I (config-dhcp-pool)>  wpad (wpad>

I (config-dhcp-pool)> no wpad

AprymeHT 3HavyeHue OnucaHue

wpad Crpoka URL-agpec npokcu-cepaepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHue

2.05

[o6aeneHa komanga ip dhcp pool wpad.

3.23 ip dhcp relay lan

OnucaHue

YkasaTtb, Ha KakoM ceTeBOM MHTepderice peTpaHcnaTop DHCP 6yget
obpabaTbiBaTh 3anpockl KMMEHTOB. MOXHO yka3aTb HECKOMbKO MHTEPENCOB
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

«lany, onst 3aTOro Hy>xHo BBECTW KOMaHAY HECKOILKO pa3, yKka3aB Bce Heobxoanmele
NMHTepdencobl No O4HOMY.

KomaHga ¢ npedmkcom no otknodaet petpaHcnsatop DHCP Ha ykazaHHOM
nHTepgence. Ecnn ncnomnb3oatb KOMaHay 6€3 apryMeHTOB, pETPaHCSATOP
DHCP 6ygeT oTKNIoYeH Ha BCex HTepdericax.

Oa
Ja
[a

I (config)>  ip dhcp relay lan <interface,

I (config)> no ip dhcp relay lan [ interface]

AprymeHT 3HauyeHue OnucaHue

interface Nms lMonHoe nms nnn NncesgoHUM NHTepdenca
nHTepgevica |Ethernet, HakoTopom petpaHcnaTtop DHCP
Oyget npMHMMaThb 3anpochl KIMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 [o6GasneHa komaHga ip dhcp relay lan.

3.24 ip dhcp relay server

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Ykasatb IP-agpec cepgepa DHCP, Ha koTOpbIi peTpaHcnaTop byaer
nepeHanpasnATb 3anpochkl KIIMEHTOB U3 NIOKarbHOW CETU.

KomaHpa ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa
Oa

Het

I (config)>  ip dhcp relay server address)

I (config)> no ip dhcp relay server [ address |

AprymeHT 3HauyeHue OnucaHue

address IP-agpec IP-agpec cepsepa DHCP.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 [o6GasneHa komaHnaa ip dhcp relay server.

3.25 ip dhcp relay wan

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTtopusa nameHeHun

3.26 ip host

OnucaHue
Mpedoukec no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA,

YkasblBaeT, yepes kakon ceteBon nHtepdenc petpaHcnstop DHCP 6yger
obpawaTtbces K BoiwecTosiwemy cepeepy DHCP. B cucteme MoXeT 6bITb TONBKO
OOVH UHTepdenc Takoro Tuna. Ecnu TouHbIM agpec cepBepa He ykasaH (CM. ip
dhcp relay server), 3anpockl 6yayT nepegaBaTbCsi LUMPOKOBELLATENBHO.
PekomeHayeTcs ykasbiBaTb agpec cepsepa.

KomaHaa ¢ npedukcom no yoansieT HaCTPORKY.
Oa
Ha

Het

I (config)>  ip dhcp relay wan <interface,

I (config)> no ip dhcp relay wan [ interface]

AprymeHT 3HaveHue OnucaHue

interface Nms lMonHoe ums unn NncesgoHUM NHTepdenca
uHTepgesica |Ethernet, Ha koTopbI OyoyT HaNpaBnATLCA
3anpocbkl ot DHCP-knueHTOB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.

Bepcus OnucaHue

2.00 HobaeneHa komaHga ip dhep relay wan.

[o6aBnTb AOMEHHOE nMs 1 agpec B Tabnmuy DNS.
Oa
[a
Da
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTtopusa nameHeHun

I (config)>  ip host «domain» <address)

I (config)> no ip host [ <domains caddress) ]

AprymeHT 3HaveHue OnucaHue
domain CTtpoka [lomeHHOe nms xocTta.
address IP-agpec IP-agpec xocTa.

(config)> ip host zydata.local 192.168.1.22
Dns::Manager: Added static record for "zydata.local", address »
192.168.1.22.

(config)> no ip host zydata.local 192.168.1.22
Dns: :Manager: Record "zydata.local", address 192.168.1.22 deleted.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa ip host.

3.27 ip hotspot

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

[ocTyn Kk rpynne KkoMaHg, Ans HacTponkn Ynpaenenusa domalwHen CeTbio.
Het
Het
Het

(config-hotspot)

I(config)> ip hotspot

Bepcus OnucaHue

2.06 [obGaeneHa komaHga ip hotspot.

3.27.1 ip hotspot host

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

HacTtpoutb npaBuna gocTtyna unv 6rnokMpoBKn Anst onpedeneHHbIX KITMEHTOB
Ynpaenenus JomaluHern CeTbto. [laHHble NpaBunia MMetoT 6onee BbICOKUI
NPUOPUTET, YEM HacTpoWnka nonuTtuku Paspen 3.27.2 Ha cTpaHuue 151.

Het
Oa
Oa
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maBa 3 OnucaHne KomaHp,

Tun nHtepdpenca IP

Cunoncuc I (config)>  ip hotspot host (mac> (<access» | schedule (schedule)

AprymeHT AprymeHT 3HaueHue OnucaHue

mac MAC-apgpec MAC-agpec xocTa. XOoCT AOMKeH
ObITb 3aperncTpupoBaH 3apaHee C
NMOMOLLIbIO KOMaHAbl known host.

access permit PaspewunTb goctyn k cetu IHTepHeT.
deny 3anpetutb 4ocTyn K ceTn NIHTEpHET.
schedule Ctpoka HasBaHue pacnucaHus, co3aaHHOro
npy NOMOLLU rpynnbl KOMaHA
schedule.
Mpumep (config)> known host Daddys-Tablet 54:e4:3a:8a:f3:a7

Core: :KnownHosts: New host "Daddys-Tablet" has been created.
(config)> ip hotspot
(config-hotspot)> host 54:e4:3a:8a:f3:a7 [Tab]

Usage template:
host {mac} (deny | permit | (schedule {schedule}))

Choose:
54:e4:3a:8a:f3:a7 deny
54:e4:3a:8a:f3:a7 permit
54:e4:3a:8a:f3:a7 schedule

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule applied to host "54:e4:3a:8a:f3:a7".

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06 [obGaeneHa komaHga ip hotspot host.

3.27.2 ip hotspot policy

OnucaHue Onpegenntb nonntuky Ynpaenenus [omaluHen CeTbo Ans BbiIGpaHHOro
nHTepdenca. MNMonutrka NPUMEHSETCA KO BCEM XOCTaM, HE NMEILLMM
cobcTBeHHOro npaeuna goctyna Pasgen 3.27.1 Ha cTtpanuue 150.

MonuTtrka Nno ymonyaHuio: permit.
Mpedukc no Ha
MeHsieT HacTpouku Ja
MHorokpaTHbii BBog [a

Tun nHtepdpenca IP
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTtopusa nameHeHun

I (config-hotspot)>

ip hotspot policy cinterfaces <access)

I (config-hotspot)> no ip hotspot policy <interface;

AprymeHT 3HayeHue OnucaHue
interface Wmsa nHTepgerica|lNonHoe nvsa Ethernet nitepdenica
UM NCEBAOHUM.
access permit PaspeLumnTb gocTyn k cetn IHTEepHeT.
deny 3anpeTtntb JOCTYN K CETU VIHTEpHET.

(config)> ip hotspot

(config-hotspot)> policy Home [Tab]

Usage template:

policy {interface} {access}

Choose:
Home permit
Home deny

(config-hotspot)> policy Home deny

Hotspot::Manager: Policy "deny" applied to interface "Home".

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa ip hotspot policy.

3.28 ip http ssl enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CunHoncuc

Mpumep

BkntounTtb SSL Ha HTTP cepsepe. o ymonyaHuto, SSL OTKIOYEH.

KomaHga ¢ npedmkcom no oTknoyaeT SSL.

Ja
[a
Het

P

I (config)>  ip http ssl enable

I (config)> no ip http ssl enable

(config)> ip http ssl enable

Http::SslServer: SSL server was enabled.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.07 HobaeneHa komaHaa ip http ssl enable.

3.29 ip name-server

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Hactpoutb IP-agpeca cepsepos DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3blBaKOTCA CTAaTUYECKMMMI, B MPOTUBOMONOXHOCTb AMHAMUYECKUM —
3apermctpupoBaHHbIM cnyxbamun PPP nnn DHCP.

AKTUBHbIMW, TO €CTb UCMONb3YyEMbIMW B JAHHbLIA MOMEHT agpecamMu, SIBNSTCA
Te, KOTopble ObINM 3aperncTpupoBaHbl No3xe ocTanbHbIX. OBbIYHO cucTema
ncnonb3yeT agpeca, NonyyYeHHbIe HECKONbKUMU NOCNEOHUMW YCNELLHO
nogknounswmnmMmncs cnyxbamu PPP unn DHCP. Ecnu Hu ogHa 13 cnyxo He
permctpupyeT agpeca DNS akTnBHbIMK ByayT cTaTnydeckme Hactponku. OgHako,
€Cnuv nocrne perncTpaumm JUHaMMyYeckMx agpecoB Nnonb3oBaTenemM obinm
N3MEHEHbI CTaTUYECKNE HACTPOWKKN, OHN CTAHOBATCS aKTMBHLIMM, NMOKa He byayT
3aperncTpupoBaHbl HOBblE AMHAMUYECKMEe afpeca.

ip name-server MOXHO BBOAMTb MHOTOKPaTHO, €CNK TPeGyeTcs HAaCTPOUTb
Heckonbko agpecoB DNS-cepeepoB. Kpome Toro, kaxxgoMy BBe/eHHOMY afpecy
MOXHO COMOCTaBWUTb OAHO UM HECKOJIbKO AOMEHHbIX UMEH Anst paboTbl o
crneungUYeckMmMmn 30HaMmu, HanpuMep, NokarnbHbIMU UMEHAMM B KOPTIOPaTUBHOW
ceTu.

KomaHga ¢ npedmkcom no ygansiet ykasaHHbi agpec cepsepa DNS n3
CTaTMYEeCKOro M akTMBHOMO CrMCKa, ecrnv kKomaHaa 4aeTcsi C apryMeHTamu, nmbo
OYMLLAET CMMCOK CTaTUYECKMX apecoB, ecinv KOMaHaa naetcst 6e3 aprymeHToB.

Oa
Ja
Oa

I (config)>  ip name-server <address» [ <domain» [on <interface)]]

I (config)> no ip name-server [ <address; ][ «domains [ on <interfaces]]

AprymeHT 3Ha4yeHue OnucaHue
address IP-appec Appec cepBepa UMEH.
domain Crtpoka [owmeH, onsa kotoporo ByaeT ucnonb3oBaTbes

cepsep. DNS-npokecu npu paspeLueHum
UMEHM B NepPBYL0 ovepenb BblIOMpaeT agpec
cepBepa c Hambonee GNU3kUM K 3anpocy
aomeHoM. Ecnu fomeH He ykasbiBaTb,
cepBep OyaeT ncnonb3oBaTbes ANs BCex
3anpocos.

interface Nms Nmsa nHTepdenca ans HacTpomKu.
uHTEpgeica
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.30 ip nat

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHU
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

Mpumep

Uctopus nameHeHumn

(config)> ip name-server 192.168.1.33
added name server 192.168.1.33, domain (default).

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa ip name-server.

BknounTb TpaHCNSUMIO «NOKanbHbIX» afpecoB ceTu network unu cetu 3a
nHTepgencom interface. Hanpumep, komaHga ip nat Home o3Hauvaert, 4yTo
ONs BCex MakeToB U3 ceTn Home, Npoxoasimx Yepes mapLupytmusatop, byaer
BbIMOSTHEHA NOAMEHA aApeCOB NCTOYHMKA.

Oa
Ja
Da
P

I (config)>  ip nat («interface) | <address» mask>)

I (config)> no ip nat («interface) | caddress» mask>)

AprymeHT 3HaveHue OnucaHue
interface Nms Nmsa nHtepderica nctouHmnka (NomnHoe nmsi
MHTEpgesica |MHTepdenca unu nceBgoHnM).
address IP-appec BmecTte ¢ mackon mask 3apgaeTt gnanasoH
IP-agpecoB McTOYHMKA, Noanexaiymx
TpaHcAsumm.
mask IP-Macka Macka gmanasoHa TpaHcnauuu. Ecte aBa

cnocoba BBOAa Macku: B KAHOHNYECKOM BMAe
(Hanpumep, 255.255.255.0) u B Buae
BuToBOM ANWHbBI Npedukca (Hanpumep, /24).

(config)> ip nat PPTPO
NAT rule added.

Bepcus OnucaHue

2.00 [o6GaBneHa komaHga ip nat.

154

Keenetic Lite Il CnpaBo4HUK kOMaHA




maBa 3 OnucaHne KomaHp,

3.31 ip route

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

[o6aBnTb B Tabnuuy MapLipyTnsaumm CTaTU4eckuin MapLupyT, KOTOpbI 3agaeT
npasuno nepegayn IP-naketoB Yepes onpeaeneHHbIn L3 UK CETEBON

UHTepdenc.

B kauecTBe CETM Has3Ha4YEeHNA MOXHO YKa3aTtb Krnr4yeBoe CIioBO default. B atom
cny4ae 6y,u,eT COo3aH MapLwpyT no ymMmoJ14aHuio.

KomaHga ¢ npedukcom no yaansiet MapLupyT ¢ yka3aHHbIMU NapaMeTpamu.

Oa
[a
[a
IP

(config)>

ip route ( <network> tmask> | chost> | default) ( (gateway> [
interface]|«interface))[auto] [metric]

(config)> no ip route ( <network> tmask> | chost> | default) [ <(gateway> |
<interfaces>][metric]

AprymeHT

3HavyeHue

OnucaHue

network

IP-agpec

IP-agpec ceTn HasHa4eHus.

mask

IP-macka

Macka ceTn HasHaueHus. EcTb aBa cnocoba
BBOJA MacKuW: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) n B Buage
BuToBOI ANWHbLI Npedukca (Hanpumep, /24).

host

IP-agpec

IP-agpec y3na HasHaveHus.

default

KnwyeBoe
CJ10BO

|/|CI'IOJ'Ib3y€TCFI Ona 3agaHma MapLupyToB Mo
YMOJTHaHUIO.

interface

Ums
MHTEepdelica

MonHoe ums nHTepderca nnm NCEBAOHNM.
YkasblBaeTCcH B Ka4eCTBe HanpasBrneHus
nepegaqn NakeToB, ECNN K MHTEPENCY
MOAKITFOYEH KaHan TovKa-To4ka, He
TpebytoLwuin JONONHUTENLHOM agpecaumm
BHYTpU KaHana.

Ecnu Ha nHTepdence ycTaHoBMNEH NpuopuTeT
interface ip global, mapwpyTt go6aensercs
B CUCTEMHYI0 Tabnuuy TONMbKO B TOM Criyyae,
€CIn He CyLLIeCTBYET ApYyroro MapLupyTa ¢
TEM e aJPECOM Ha3HauYeHns 1 6oMbLIUM
NpUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLupyTumsatopa B
HEernocpeaCTBEHHO MOAKMIOYEHHON CETHU.
MoxeT ObITb 3aaH BMECTE C UMEHEM
uHTepdenca, ecnu Tpebyerca ykasaTb
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHunmn

AprymeHT

3HavyeHue

OnucaHue

npuoputeT interface ip global. Ecnu
MHTepenc He yka3aH, OH onpeaernsieTcs
CUCTEMOW aBTOMATUYECKM U3 TEKYLLIMX
HacTpoexk IP.

auto

KnwyeBoe
CJ10BO

Mo3BoNsieT NPUMEHNTL MapLUPYT Toraa,
Korga CTaHeT AOCTYNEH yKa3aHHbIN B HEM
LUITHO3.

metric

Lenoe u4ucrno

MeTpuka mapLupyTa. B Tekywien peanusaunm
UrHOpUpyeTcs.

(config)> ip route default Home
static route added.

Bepcus

OnucaHue

2.00

[loGaBneHa komaHga ip route.

3.32 ip search-domain

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

UcTopusa nameHeHun

YKkasaTb AOMEH noucka ansi paspeleHnAa HENOJHbIX NMEH XOCTOB.

KomaHpaa ¢ npedukcom no yaanser HacTPOKKY.

Oa
Ja

Het

I (config)>

I (config)> no ip search-domain

ip search-domain «domain,

AprymeHT 3Ha4yeHue OnucaHue
domain Ctpoka [lomeHHoe nms.
Bepcus OnucaHue

2.00 [obaeneHa komaHga ip search-domain.

3.33 ip static

OnucaHue

Cospgatb npaBuno TpaHcnAumMm nokaneHbiX IP-agpecos B rmobanbHbie nnm
HaobopoT. Ecnn interface unn network cooTBETCTBYET NHTEPENCY C YPOBHEM
6esonacHocTn public, To ByAeT BbINONHATLCA TPAHCAALUMA agpeca HasHavyeHns
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepdcpenca

CuHoncuc

AprymeHTbI

(DNAT). Ecnu to-address cooTBETCTBYET UHTEPJIENCY C YPOBHEM BE3onacHOCTU
public, To 6yaeT BbINONHATLCS TpaHCNAUNA agpeca uctodHmka (SNAT). Homep
nopta TCP/UDP Bcerga paccmaTtpuBaeTcs Kak nopT HasHaYeHus.

Ecnu network cooTBeTCTBYET OHOMY afpecy, U 9TOT afpec paBeH to-address,
TO Takoe npasuno ByaeT 3anpeLlaTb TPaHCNALMIO yKasaHHOro aapeca, Kotopas
morna 6bl 6bITh BbiNOMHEHa UCXOAs U3 3aAaHHbIX npasun ip nat.

ip static npasuna nmetot 6onee BLICOKUIA MPUOPUTET NO CPABHEHMIO C MPaBMIamm
ip nat.

Oa
Oa
Oa
IP

(config)>  ip static [tcp | udp] («interface|(address;s masks)) ((
«port> through cend-port, (to-address»)|(«port> to-address) [«to-port>])
| cto-address»)

(config)> no ip static [[tcp | udp] (<interface; | («address> tmask»)) ((
«port> through cend-port, (to-address»)|(«port>to-address)[«to-port>])
| cto-address» )]

AprymeHTr 3HayeHue ‘Onwcal-wle
protocol tcp TCP.
udp UDP.
interface Nms Nmsa BxogHoro nHtepdpenca (nonHoe nvis
MHTEepgelica |MHTepdeica Unu nNCeBgoHNM).
address IP-agpec BmecTte ¢ mackon mask 3agaet ananasoH
IP-agpecoB HasHayeHus, nogsnexaimx
TpaHCASUMMN.
mask IP-Macka Macka gmanasoHa TpaHcnauuu. Ecte aBa

crnocoba BBOAa Macku: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) u B BMAe
BuTOoBOM ANWHbLI Npedukca (Hanpumep, /24).

port Uenoe uucno |Homep nopta TCP/UDP, Ha koTOpbI
NPUXOaUT 3anpoc, NOASIEXALLUA TPAHCIALMN.
Ecnu He ykasaH, TpaHcnsaums byget
BbINOMHATHCS ANl BCEX BXOASALLMX 3arpoCcoB.

end-port Yenoe uucno |OkoH4YaHWE guana3oHa NopToB.

to-address IP-appec AOpec Ha3Ha4YyeHus nocne TpaHCNAUuu.

to-port UYenoe uucno |Homep nopta TCP/UDP nocne TpaHcnsauuu.
Ecnu He yka3aH, NOpT Ha3Ha4YeHusi OCTaeTcs
NPEXHUM.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHumn

MycTb MMeeTCca MapLUpyTU3aTop MEXAy «IioKanbHom» ceTbio 172.16.1.0/24
(ypoBeHb 6e3onacHocTu private) u «rnobanbHony cetbio 10.0.0.0/16 (ypoBeHb
6esonacHocTn public). Tpebyetca, 4TobbI BCe 3anpockl, Npuxogsiume Ha
«rnobarnbHbIA» MHTEPENC STOro MapLIpyT13aTopa Ha nopT 80, TpaHCIMPOBaNMCh
Ha «JloKanbHbINY cepBep c agpecom 172.16. 1. 33. [NocnegosatenbHOCTbL KOMaHA,
peanuayroLLmMX TaKylo CXeMY, MOXET BbIrMsAeTb Tak:

interface Home
ip address 172.16.1.1/24
!
interface Internet
ip address 10.0.0.1/16
ip global 1
!
ip nat Home
ip static tcp Internet 80 172.16.1.33 80

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa ip static.

3.34 ip traffic-shape host

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

YcTaHOBWTb Npeden CKOpoCTU Nepedayn AaHHbIX AN YKasaHHOro YCTPOWCTBa
AomallHel ceT B 06e cTopoHbl. Mo yMoryaHmio CKOPOCTb He orpaHnyeHa.

KomaHaa ¢ npedunkcomM no yganset HacTPOKKy A58 yKa3aHHOro yCcTporcTea. Ecnin
BbINOMHUTL KOMaHay 6e3 aprymeHToB, BCE OrpaHuyeHns ans BCeX yCTPONCTB
OyayT OTMEHEHDI.

Oa

Ha

Oa

I (config)>  ip traffic-shape host (nac> rate (rate,

I (config)> no ip traffic-shape host [ <mac> rate (rate; ]

AprymeHT 3Ha4yeHue OnucaHue
mac MAC-agpec |MAC-agpec ycTponcTBa AOMaLLHEN CETU.
rate Lenoe umucno |3HavyeHne CKOPOCTU Nepedayn AaHHbIX B

Kout/c. OrpaHnyeHune gomkHo ObiTb B
aunanasoHe oT 64 Kout/c go 1 Fout/c.

(config)> ip traffic-shape host f0:de:f1:c8:99:ff rate 800
TrafficControl: :Manager: "fO:de:f1:c8:99:ff" host rate limited »
to 800 Kbps.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.05

[obGaeneHa komaHaa ip traffic-shape host.

3.35 ipv6 firewall

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA

CunHoncuc

UcTopusa nameHeHum

BkntounTtb 6pangmayap IPV6. o ymonyaHuio napameTp OTKIOYEH.
KomaHga ¢ npedukcom no yaansiet HaCTPOKKY.

Ja

Oa

Het

I(config)> ipve firewall

I (config)> no ipv6 firewall

Bepcus OnucaHue

2.06

HobaeneHa komaHga ipv6 firewall.

3.36 ipv6 local-prefix

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

HacTtpoutb nokanbHbin npedukc (ULA). AprymeHT MoxXeT 6biTb ByKBEHHbIM
npedmkcom munm knodeebiM cnosom default, koTopoe aBTOMaTUYECKN reHepUpyeT
NOCTOSIHHbIN YHUKANbHbIN NpeduKc.

Ja
Oa

Het

I (config)>  ipv6 local-prefix (default | prefix;)

I (config)> no ipv6 local-prefix [default | prefix; ]

AprymeHT 3HauyeHue OnucaHue
default Knwyesoe leHepunpoBaTb NOCTOSAHHBIN YHUKaIbHbIN
C/10BO npecukc.
prefix lpegukc JlokanbHbIi npedukce (ULA). JomkHo 6biTb
KOppeKTHoe 3HauyeHne npedukca B brioke
fd0O: : /8 c gnnHoM npedumkca He Gonee 48.

(config)> ipv6 local-prefix fd0l:db8:43::/48
ULA prefix saved.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa ipv6 local-prefix.

3.37 ipv6 name-server

OnucaHue

Mpedoumkc no
MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

Hactpoutb IP-agpeca cepsepos DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3blBaKOTCA CTAaTUYECKMMMI, B MPOTUBOMONOXHOCTb AMHAMUYECKUM —
3apermctpupoBaHHbIM cnyxbamun PPP nnn DHCP.

ipv6é name-server MOXXHO BBOAMTb MHOTOKPaTHO, ecrim TpebyeTca HacTpouTb
Heckonbko agpecoB DNS-cepBepoB.

KomaHga ¢ npedmkcom no ygansieT ykasaHHbI agpec cepeepa DNS n3
CTaTMYEeCKOro M akTMBHOIO CMMCKa, ecrnv KoMmaHaa AaeTcs ¢ apryMmeHTamm, nmbo
o4yuLLaeT CNMCOK CTaTUYEeCKUX agpecoB, eCnn KoMaHaa Aaetcs 6e3 aprymeHTOB.

Oa
Ja
Ja

I (config)>  ipv6 name-server <address

I (config)> no ipv6 name-server [ (address> |

AprymeHT 3HavyeHue OnucaHue

address IPv6-agpec |Appec cepBepa UMEH.

(config)> ipvé name-server 2001:db8::2
added name server 2001:db8::2, domain (default).

Bepcus OnucaHue

2.00 [obGaBneHa komaHga ipv6é name-server.

3.38 ipv6 route

OnucaHue

Mpedukc no

Ho6aBnTb B Tabnuuy mapLupyTU3auum cTaTUYecKMin MapLUpyT, KOTOPbIN 3adaeT
npasuno nepenayun IPv6-naketoB yepes onpeaeneHHbIi W03 Unm ceTeBomn
nHTEpgenc.

B kayecTBe CeTu HasHa4yeHss MOXHO yKa3aTb KrtodeBoe cnoo default. B atom
cny4vae OygeT cosgaH MapLUpyT No yMON4aHuio.

KomaHpa ¢ ﬂped)I/IKCOM no yaandetr MapwpyT C yKa3aHHbIMU NMapamMeTpamMi.

Ja
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

Ja
[a

I (config)>  ipv6 route («prefix» | default) <interface,

I (config)> no ipv6 route ( «prefix» | default) cinterface,

AprymeHT 3Ha4yeHue OnucaHue

prefix Mpegukc Mpedukc IPV6.

default Knwyesoe Wcnonb3yeTcsa npeduke no ymonyaHuto.
CJ1080

interface Nms MonHoe umsa nHTepdenca unm NCEBLOHNM.
MHTEepperica

(config)> ipv6 route

added name server 2001:db8::

2, domain (default).

Bepcus

OnucaHue

2.00

[obGaBneHa komaHaa ipv6 route.

3.39 ipv6 subnet

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
BxoxaeHune B rpynny

CuHoncuc

AprymeHTbl

UcTopusa nameHeHun

JocTyn Kk rpynne koMaHA, Ans HACTPOWKN cermeHTa nokansHon cetn IPv6. Ecnu
CerMeHT He HaeH, KoMaHaa nbiTaeTcs ero co3naThb.

Ja
Oa
Oa

(config-subnet)

I (config)>  ipv6 subnet (name»

I (config)> no ipv6 subnet [ <name> ]

AprymeHT 3Ha4yeHue OnucaHue

name Ctpoka Nmsa nnmn nceBaoHUM noaceTu.
Bepcus OnucaHue

2.00 [obaeneHa komaHga ipv6 subnet.
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Masa 3 OnucaHne KomaHp,

3.39.1 ipv6 subnet bind

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

MNpuessaTtb noaceTb K MHTEpdency.

KomaHga ¢ npedmnkcomM no OTMEHSAET NPUBA3KY.
Oa

[a

Het

I (config-subnet)>  bind <interfaces

I (config-subnet)> no bind [ <interface; ]

AprymeHT 3HaveHue OnucaHue
interface Wmsa MonHoe umsa nHTepdenca nnm NCEBOOHNM.
MHTEpgpelica

(config-subnet)> bind WifiMaster0/AccessPointl
Interface bound.

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa ipv6 subnet bind.

3.39.2 ipv6 subnet mode

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

BbibpaTb pexxum HacCTpONKM agpecoB Ans XOCTOB B noaceTu. [locTynHbl ABa
BapuaHTa — dhcp u slaac. Nepsbiv BkntovaeT nokaneHbin DHCPV6-cepeep ¢
Lenbio NpUcBoeHNst agpecos, BTopon BktovaeT SLAAC (aBTOKOHGUrypaLmio
agpecos).

Ja
Oa

Het

I (config-subnet)>  mode (mode>

I (config-subnet)> no mode mode»

AprymeHT 3HayeHue ‘Onwcal-wle
mode slaac BkntounTtb SLAAC (aBTOKOHGUrypaLmo
appecos).
dhcp Bknitounte DHCPV6-cepBep.
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Mpumep

Uctopusa nameHeHun

(config-subnet)> mode slaac
Mode changed.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ipv6 subnet mode.

3.39.3 ipv6 subnet number

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

MpncBonTb NoaceTn naeHTUMKaTop, KOTOPLIN ByaeT onpeaensite NyoOnMYHbIN
npedgukc cermeHTa. VigeHTudpmkatop 4omkeH b6biTb YHUKaNbHbIM CPeay NoAceTEN.

Het

Ja

Het

I (config-subnet)>  number n»

AprymeHT 3HavyeHue OnucaHue

n Lenoe 4uco |YHUKanNbHbIA NOAEHTUMKATOP NOACETH.

(config-subnet)> number 3
Number changed.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ipv6 subnet number.

3.39.4 ipv6 subnet stateless-dhcp

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

UcTopusa nameHeHunmn

BkntounTb nokaneHbin DHCPV6-cepBep ¢ Lenbto nepegavm nHopmauum no
cetu.

Oa
Oa
Het
I(config-subnet)> stateless-dhcp

I (config-subnet)> no stateless-dhcp

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa ipv6 subnet stateless-dhcp.
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Masa 3 OnucaHne KomaHp,

3.40 isolate-private

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

3.41 known

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

3anpetuTb Nepegady AaHHbIX Mexay NobbiMn MHTepdeicaMmmn ¢ ypoBHEM
6esonacHocTh private.

KomaHga ¢ npedmkcom no 0OTMEHSIET AeNCTBME KOMaHAbI, pa3peLuas nepegasarb
OaHHble Mexay nHTepdencamm private.

Oa
[a

Het

I (config)>  isolate-private

I (config)> no isolate-private

(config)> isolate-private

Applied.
Bepcus OnucaHue
2.00 [obGaBneHa komaHaa isolate-private.

host

[o6aBnTb yCTPONCTBO AOMALLHEN CETW.
Oa
Oa
Oa

I (config)>  known host <name» «mac>

I (config)> no known host [ mac ]

AprymeHT 3HavyeHue OnucaHue
name CTpoka MNpoun3ssonbHOe Msa XocTa.
mac MAC-agpec |MAC-agpec xocrTa.

(config)> known host 123 4C:0F:6E:4B:3C:BA
Core::KnownHosts: new host "123" has been created.
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maBa 3 OnucaHne KomaHp,

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obaeneHa komaHaa known host.

3.42 ndns

OnucaHue HocTtyn k rpynne komang ang ynpaeneHus cnyx6on KeenDNS.
Mpedukc no Het
MeHsieT HacTpoOuKu Het

MHorokpaTHbii BBog  Hert
BxoxaeHue B rpynny  (ndns)

Cunoncuc I (config)> ndns

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.07 JobaBneHa komaHga ndns.

3.42.1 ndns book-name

OnucaHue 3apesepBupoBatb nms xocta B DNS.

[ns nepegayv 3apesepBMPOBaHHOIO MMEHW XOCTa Ha Apyroe ycTponcTeo Keenetic
ucnone3yetcsa napameTp transfer-code.

[ns nepepayn nmeHn xocta Heob6xoanMo:
1. BbinonHuTb KOMaHay ¢ napameTpom transfer- code Ha nepeaatoLLEN CTOPOHE.

2. BbINONHUTB Ty e caMyto KOMaHZy C TeMU e cambIMy NapamMeTpamn Ha
NMPUHUMAIOLLIEN CTOPOHE.

Ctpok gencteusa transfer-code ogHa Hegens.
Mpedukc no Het
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Cunoncuce I (ndns)>  book-name (name» <domain» [ <access» | <transfer-codes ]
AprymeHThI AprymeHT 3HavyeHue OnucaHue
name CTpoka Nms xocTa Ans pesepBUpoBaHus.
domain Ctpoka [omeH BTOPOro ypoBHs.
access auto ABTOMaTUYECKUA TUN JOCTyNa.
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Masa 3 OnucaHne KomaHp,

Mpumep

AprymeHT 3HayeHue OnucaHue

cloud Mmsa xocTa 3apernctpmpoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpaduk
TyHHenupyeTcs Ha Keenetic Lite 11

direct Mms xocTa 3apernctpMpoBaHo Ha
WAN-agpec Keenetic Lite Il.

transfer-code |lbcanpreomoe Kog onsa nepegadv UMeHu apyromy
4ncso ycTponcTy Keenetic. [invHa koga 32
cMMBoOna.

(ndns)> book-name testname mykeenetic.kz

done, title = NDSS::ndns/bookName (Public DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
14T10:10:35.9997, standalone = false:
reason: The name booking was successful.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"testname",

"domain": "mykeenetic.kz", "license":"243992935221479"}], t = 0:
item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 0:
item, hl = false, o = cluster, d = »

quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 0:
item, hl = false, o
Success: prepare, [NDSS
(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ"'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 4:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('fS9sK03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayJ'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1, t = 20:
item, hl = false, o = lock-reply, d = Quorum »
reached, finalizing, t = 20:
item, hl = false, o = finalize, d = local »
changes commited., t = 423:
item, hl = false, o = refreshed, d = address »
updated: 81.200.27.56, t = 444:
item, hl = false, o = finalize, d = »

lock-reply, d = »
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHun

post-process triggers executed., t = 444:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 444:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0"'),
dst="/91.218.112.165:16047")1, [MsgCack], quorumLeft=0, t = 444:

item, hl = false, o = lock-reply, d
Success: prepare, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5lWMdYcfDtANqg'),
dst="/91.218.112.118:17047")1, [MsgCack], quorumLeft=0, t = 444:

item, hl = false, o = lock-reply, d = Done, »

all replies collected., t = 444:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('fS9sK03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayl'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 451:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0"'),
dst="/91.218.112.165:16047")]1, [MsgCack], t = 494:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5lWMdYcfDtANqg'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 531:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 532:

item, hl = false, o = complete, d = All »

>

done., t = 532:

Ndns::Client: Booked "testname.mykeenetic.kz".

Bepcus OnucaHue

2.07 [obaeneHa komaHga ndns book-name.

3.42.2 ndns check-name

OnucaHue
Mpedukc no

MeHsieT HacTpourku

MpoBepuTb OOCTYNHOCTb MMEHU XOCTa AN pe3epBauun.
Het

Het

MHorokpaTHbii BBog  Hert

CuHoncuc

I(ndns)> check-name <name>
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

3.42.3 ndns drop-name

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

AprymeHT

3HavyeHue

OnucaHue

name

CTpoka

Nmsi xocTa ansi pesepBUpoBaHus.

(ndns)> check-name testname

list:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

testname
mykeenetic.by
no

testname
mykeenetic.kz
yes

testname
mykeenetic. ru
yes

testname
mykeenetic.com
yes

testname
mykeenetic.net
yes

Ndns::Client: Check completed.

Bepcus

OnucaHue

2.07

[obaeneHa komaHaa ndns check-name.

OTmeHuTb pernctpaumnto umeHn xocta B DNS.

Het

Oa

MHorokpaTHbi BBog  Hert

CuHoncuc

I(ndns)>

drop-name <name» <domain>
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maBa 3 OnucaHne KomaHp,

AprymeHTbI AprymeHT 3HayeHue OnucaHue
name Crpoka Nmsa xocTta ans yganexusa n3s DNS.
domain CTpoka [omeH BTOPOro ypoBHs.

Mpumep (ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqQUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")], [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

lock-reply, d = »

cleared, t = 85:
finalize, d = »

item, hl = false, o
post-process triggers executed., t = 85:

item, hl = false, o
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS

commit-reply, d = »
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHun

(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

Bepcus OnucaHue

2.07 [o6asneHa komaHga ndns drop-name.

3.42.4 ndns get-update

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

O6HOBUTL perncTpauuio umeHn xocta B DNS.
Het
Het

Het

I(ndnsﬁ’ get-update [ access ]

AprymeHT 3HavyeHue ‘OnwcaHMe
access auto ABTOMaTMyeckui TMn gocTyna.
cloud Mmsa xocTa 3apernctpmpoBaHo Ha IP-agpec

obnayHoro cepsepa, HTTP-Tpaduk
TyHHenupyetcs Ha Keenetic Lite 1.

direct Mmsa xocTa 3apernctpMpoBaHo Ha
WAN-agpec Keenetic Lite Il.

(ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking

170

Keenetic Lite Il CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHun

3.43 ntp

OnucaHue

Mpedoukec no
MeHsieT HacTpouKu
MHorokpaTHbIli BBOA

CuHoncuc

Uctopusa nameHeHunmn

Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »
xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:
menu, Src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title = Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

Ndns::Client: Get-update completed.

Bepcus OnucaHue
2.07 [o6GasneHa komaHaa ndns get-update.

HocTtyn k HacTporike NTP-knueHTa.

KomaHga ¢ npedmkcom no copacbkiBaeT HacTponkn NTP-KnneHTa B HAaCTPONKM
Mo YMOMN4YaHuto.

Ja
Het

Het

I (config)> ntp

I (config)> no ntp

Bepcus OnucaHue

2.00 [o6GaeneHa komaHga ntp.
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Masa 3 OnucaHne KomaHp,

3.44 ntp server

OnucaHue

Mpedouke no
MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

[o6aBunTb B cnvcok HoBbi NTP-cepBep. MoxHo fobaBuTtb He Gonee 8
NTP-cepBepos.

KomaHga ¢ npedmkcom no ygansiet NTP-cepsep 13 cnvucka. Ecnu BeinonHUTh
komaHgy 6e3 aprymeHTa, T0 BeCb cnncok NTP-cepBepoB OyaeT O4YULLIEH.

Oa
Ja
Oa

I (config)>  ntp server <host)

I (config)> no ntp server [ host ]

AprymeHT 3Ha4yeHue OnucaHue

host Crtpoka Appec NTP-cepBepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.

Bepcus OnucaHue

2.00

HobasneHa komaHga ntp server.

3.45 ntp sync-period

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

172

YcTaHoBUTb nepunoa CMHXpOHU3aunn BpeMeHMN. Mo YMOIM4YaHUK NCnorb3yeTca
3HayeHue 1 Hepgens.

KomaHga c npedmKcom no ycTaHaBNMBaeT BPEMSI CUHXPOHM3aALIMM MO YMOIYaHWIO.
Oa
Ja

Het

I (config)>  ntp sync-period (time»

I (config)> no ntp sync-period

AprymeHT 3Ha4yeHue OnucaHue

time Uenoe uucno |Bpema cuHxpoHunsauuun, B MuHyTax. Moxet
NPUHUMaThL 3HavyeHne oT 60 MUHYT go 1

mecsua.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

Bepcus OnucaHue

2.00 [obGasneHa komaHga ntp sync-period.

3.46 opkg chroot

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb chroot ons opkg. Ecnun BkNoYEHO, KOPHEBOK KaTarnor U3MeHseTCcsa Ha
/opt nepeq BbinonHeHNeM Mboro cueHapus opkg.

KomaHnga ¢ nperkcomMm no OTKNIOYaEeT AaHHbIA PEXUM.
Oa
Oa

Het

I(config)> opkg chroot

I (config)> no opkg chroot

(config)> opkg chroot

Opkg: :Manager: Chroot enabled.
(config)> no opkg chroot

Opkg: :Manager: Chroot disabled.

Bepcus OnucaHue

2.05.C.3 [o6GaeneHa komaHga opkg chroot.

3.47 opkg disk

OnucaHue

Mpedukc no

HacTtpoutb pa3gen gns opkg. OTOT napameTp HeOOX0AMM AMs YCTaHOBKM U
3anycka opkg.

Mocne HacTpowikuK, pasaen OyaeT MOHTUpPOBaTLCS B /opt C MCnonb3oBaHMEM
mount --bind v nocneaytoLwum 3anyckom ckpunTa initre cm. Takke
Pasgen 3.49 Ha cTpaHuue 175.

Ecnu katanor /opt/install He nycT, BCce cogepxalyuecs B HeM apxmBbl * . ipk
n *.tgz pacnakosbiBaloTCs B /opt nepen BbinonHeHnem initrc. MNMocne
YCTaHOBKN apXMBbl yaansoTCs.

KomaHga ¢ npedukcom no oTknoyaeT opkg.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

Ja

Het

| (config)>  opkg disk (disks

I (config)> no opkg disk

AprymeHT 3HauyeHue OnucaHue

disk Ctpoka Metka pasgena unm UUID.

(config)> opkg disk 681ED0631ED02C36
Opkg::Manager: Disk is set to: 681EDO0631ED02(C36.
(config)> no opkg disk

Opkg: :Manager: Disk is unset.

Bepcus OnucaHue

2.05.C.3 [o6GaeneHa komaHga opkg disk.

3.48 opkg dns-override

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

OTtkntounte DNS-npoken npu noakntoveHHoM aucke opkg.

OtkntoueHne DNS noseonseT 3ameHnTb BCTpoeHHbI DNS-npokcn cobCcTBEHHOM
cnyxo6on, Hanpumep BIND unu Dnsmasq.

KomaHga ¢ npedurkcom no OTKMYaEeT AaHHYI0 PyHKUNMIO.
Ja
Ha

Het

I(config)> opkg dns-override

I (config)> no opkg dns-override

(config)> opkg dns-override

Opkg: :Manager: DNS override enabled.
(config)> no opkg dns-override

Opkg: :Manager: DNS override disabled.

Bepcus OnucaHue

2.05.C.3 HobasneHa komaHaa opkg dns-override.

174

Keenetic Lite Il CnpaBo4HUK kOMaHA




maBa 3 OnucaHne KomaHp,

3.49 opkg initrc

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

3apatb cTapToBbI CKpUNT. 3HAYEHMe No yMonyaHuo — /opt/etc/initrc.

Korga opkg disk CMOHTMpOBaH 1 NakeTbl yCTAHOBMEHbI, CUCTEMA BbIMOMHUT
cTapToBbI ckpunT. Ecnu path aT1o katanor, cucrema 6yaeT BbINONHATL BCe
coaepXalmecs B HEM CKpUMTbI B andyaBUTHOM MopsiaKe.

KomaHga ¢ npedukcom no cbpacbiBaeT initrc B 3HayeHne No ymonyaHuto.
Ja
Oa

Het

I (config)>  opkg initrc «path,

I (config)> no opkg initrc

AprymeHT 3HayeHue OnucaHue
path Wms ¢anna dann unu Kkatanor co CTapToBbIM
CKpUATOM.

(config)> opkg initrc /opt/etc/init.d/rc.unslung
Opkg::Manager: Configured init script: »
"/opt/etc/init.d/rc.unslung".

(config)> no opkg initrc

Opkg::Manager: Init script reset to default: /opt/etc/initrc.

Bepcus OnucaHue

2.05.C.3 HobasneHa komaHga opkg initrc.

3.50 opkg timezone

OnucaHue

Mpedoukec no

MeHsieT HacTpouku

HacTponTtb nepemeHHyto okpyxeHus TZ n cpann /opt/var/TZ gns opkg. MNo
YMOYaHUI0 YacoBOW MNOSIC HE ONpeaeneH.

3HaueHwne TZ 3aBucut ot C 6mMbnunoTekmn opkg, OT TOrO, Kak TaM MHTEPNPETUPOBAH
Yacosol nosic. OHo MoxeT 6bITb U B POSIX cdopmarte
stdoffset[dst[offset][,start[/time],end[/time]]] vnn B BUOE NMEHU
dhanna 6a3sbl JaHHbIX MHPOPMaLMK 0 30Hax (Mcnonb3yeTcs B glibc n novtn Bo
Bcex GNU-cuctemax).

KomaHga ¢ npednkComM no yCTaHaBNMBAET 3HAYEHME MO YMOMYAHUIO.
Ha
[a
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MHorokpaTHbii BBog  Hert

Cuuoncue I (config)> opkg timezone (auto | (timezone»)
I (config)> no opkg timezone
AprymeHThI AprymeHT 3HaueHMe Onucanue
timezone Crpoka YacoBow nosic Ang 3anucu B
nepemMeHHyo OKpyXeHusa TZ n B
/opt/var/TZ.
auto Keyword ABTOMaTN4YECKOE Ha3Ha4YeHne
yacoBoro nosca. Cneuundukaums
reHepupyeTcsi U3 HACTPOEK CUCTEMBI,
cm. Pasgen 3.69.3 Ha cTpaHuue 230.
Mpumep (config)> opkg timezone auto
Opkg::Manager: Enabled automatic timezone.
(config)> opkg timezone UTC
Opkg: :Manager: Enabled timezone "UTC".
(config)> no opkg timezone
Opkg::Manager: Timezone reset to undefined.
UcTopus usmeHeHnt  (Bepcus OnucaHue

2.05.C.3 HobasneHa komaHOa opkg timezone.

3.51 ping-check profile

OnucaHue [ocTyn K rpynne komaHg Anst HAacTponku BbibpaHHoro npodmnsa Ping Check. Ecnn
npodusib He HanaeH, KOMaH4a NblTaeTcsa ero co3naTb.

KomaHga ¢ npecukcom no yganset npocunbs Ping Check.
Mpedukc no Oa
MeHsieT HacTpoOMKuM [a
MHorokpaTtHbii BBog [a

BxoxaeHue B rpynny  (config-pchk)

Cunoncuc I (config)>  ping-check profile name>
I (config)> no ping-check profile name»
AprymeHTbl AprymeHT 3HayeHue OnucaHue

name Crtpoka Nma npodunsa. Cnucok 4OCTYNHbIX AN
BbIGOpa npodunen MOXHO yBUAETL BBEAS
komaHay ping-check profile ?.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.04 HobaeneHa komaHaa ping-check profile.

3.51.1 ping-check profile host

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YkasaTtb agpec nnn nMmqa yganeHHoro Xxocta ana tTeCtupoBaHUA.

Het

Ja

Het

I (config-pchk)>  host chostname)

AprymeHT 3HayeHue OnucaHue

hostname WMa xocta Umsa unun agpec yganeHHoro xocra.

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: profile "TEST" uses host 8.8.8.8 for testing.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa ping-check profile host.

3.51.2 ping-check profile max-fails

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

YKkasaTb KOnmM4ecTBO nocnegoBaTernbHbIX Heyaa4dHbIX 3anpocoB K yaaneHHOMY
XOCTY, NO AOCTUXEHUNIKD KOTOPOro MHTEPHET Ha MHTepcbeVlce c4ynTaeTcAa
OTCYTCTBYIOLLNM. Mo YMOJT4aHUIO NCNOoNb3yeTcAa 3Ha4YeHne 5.

KomaHga ¢ nperKCom no ycTaHaBNMMBAET 3HAYEHME MO YMOSTYAHWIO.
Da
Oa

Het

I (config-pchk)>  max-fails «count>

I (config-pchk)> no max-fails

AprymeHT 3HayeHue OnucaHue

count UYenoe uucno |KonnyectBo HeyagayHbIX 3anpocoB. MoxeT
NpUHUMaThL 3Ha4YeHUs B npegenax ot 1 oo
10 BKNIOYUTENBHO.
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Mpumep

Uctopusa nameHeHun

(config-pchk)> max-fails 7
PingCheck::Profile: profile "TEST" uses 7 fail count for »
disabling interface.

Bepcus

OnucaHue

2.04

HobasneHa komaHaa ping-check profile max-fails.

3.51.3 ping-check profile min-success

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

YkasaTb KONM4eCTBO nocrnegoBaTernbHbIX yaadyHbIX 3anpocoB K yaaneHHOMY XOCTY,
MO AOCTWDKEHMIO KOTOPOIO MHTEPHET Ha MHTepdence CHNTaeTCs HanMYeCTBYHOLLIMM.
Mo ymonyaHuio ncnonb3yeTcs 3HayveHue 1.

KomaHaa ¢ npednkcom no ycTaHaBnMBaeT 3HaYeHre No YMOMYaHmio.

Ja
Ja

Het

I (config-pchk)>

min-success count»

I (config-pchk)> no min-success

AprymeHT

3HauyeHue OnucaHue

count

Lenoe uucno |KonnyecTtBo yaadHbix 3anpocoB. Moxet
NpuHMMaThb 3Ha4YeHns1 B npegenax oT 1 o
10 BKNIOYUTENBHO.

(config-pchk)> min-success 3
PingCheck: :Profile: profile "123" uses 3 success count for »
enabling interface.

Bepcus

OnucaHue

2.04

[o6GaeneHa komaHga ping-check profile min-success.

3.51.4 ping-check profile mode

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

YctaHoButb pexum Ping Check. o ymMonyaHuio yCTaHOBMNEHO 3Ha4YeHme icmp.

KomaHaa ¢ npednkcom no ycTaHaBnMBaeT 3HaYeHne no YMOMYaHmio.

[a
Ja
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Het

| (config-pchk)>

mode (node»

I (config-pchk)> no mode

AprymeHT 3HaveHue OnucaHue
mode icmp TecTnpoBaHne JOCTYNHOCTU yAaneHHoro
XocTa byaeT oCyLlecTBMATLCA NOCPEACTBOM
otnpasku emy ICMP-echo request (ping).
connect TecTupoBaHue AOCTYMHOCTM yAaneHHoro

xocTa byaeT ocyLecTBNATLCS NOCPeaCTBOM
ycTaHoBkn TCP-nogkntoYeHns Ha 3agaHHbIN
nopr.

(config-pchk)> mode connect
PingCheck: :Profile: profile "TEST" uses connect mode.

Bepcus

OnucaHue

2.04

HobaeneHa komaHaa ping-check profile mode.

3.51.5 ping-check profile port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

YkazaTb NopT Ansi NOAKMYEHMS K yaaneHHOMY XOCTy. HacTpoika umeert cMbicn
npu pexume connect (cMm. komaHay ping-check mode).

Het

Oa

Het

| (config-pchk)>

port <number>

AprymeHT

3HauyeHue

OnucaHue

number

Lenoe u4ucno

Howmep noprta.

(config-pchk)> port 860
PingCheck: :Profile: profile "TEST" uses port 80 for testing.

Bepcus

OnucaHue

2.04

[obGaeneHa komanaa ping-check profile port.
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3.51.6 ping-check profile power-cycle

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkniounTb ynpaeneHne nutaHnem ceteBoro nHrepdenca USB. Mo ymonyaHuio
BKITHOYEHO.

KomaHga ¢ npednkCoM no OTKMOYaeT HAaCTPOWNKY.
[a
[a

Het

I(config-pchk)> power-cycle

I (config-pchk)> no power-cycle

(config-pchk)> power-cycle
PingCheck: :Profile: profile "123" enable usb power cycle.

Bepcus OnucaHue

2.04 [obGaeneHa komaHnga ping-check profile power-cycle.

3.51.7 ping-check profile restart-interface

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkniounTb Nnepesanyck nHtepdgenca npu otcytcTeum MIHtepHeta. Mo ymonyaHuio
HacTpoWnKa OTKIYeHa.

KomaHnga ¢ npenKcoM no OTKNIYaeT HAaCTPOWKY.
Oa
Oa

Het

I (config-pchk)>  restart-interface

I (config-pchk)> no restart-interface

(config-pchk)> restart-interface
PingCheck::Profile: Profile "test" enabled restarting interface.

Bepcus OnucaHue

2.05 [o6asneHa komaHaa ping-check profile restart-interface.
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3.51.8 ping-check profile timeout

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YcTaHOBWTbL MakcUMarnbHOe BPeEMS OKAaHUs OTBETA yAaneHHOro XocTa Ha Of4MH
3anpoc B cekyHgax. 1o ymonyaHuto ncnonb3yercs 3HaveHue 1.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME N0 YMONYaHUIO.
[a
[a

Het

I (config-pchk)>  timeout (time)

I (config-pchk)> no timeout

AprymeHT 3HaveHue OnucaHue

time UYernoe uucrno |Bpems oxvagaHusa B cekyHaax. Moxet
nNpyvHUMaTb 3HaveHns ot 1 go 10
BKIHOYUTENMBHO.

(config-pchk)> timeout 4
PingCheck: :Profile: profile "TEST" timeout is changed to 4 »
seconds.

Bepcus OnucaHue

2.04 [o6GaeneHa komaHga ping-check profile timeout.

3.51.9 ping-check profile update-interval

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

YcTaHOBUTbL NEPUOANYHOCTL BbINOMHEHUsS NpoBepok Ping Check B cekyHaax.

Het

Oa

Het

I (config-pchk)>  update-interval (time)

AprymeHT 3HavyeHue OnucaHue

time Lenoe uucno |lNepnoa oOHOBNEHNs B cekyHaax. MoxeT
npUHUMaThb 3HavyeHus ot 3 go 3600
BKINKOYNTENBHO.
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Mpumep

Uctopusa nameHeHun

3.52 ppe

OnucaHue

Mpedukc no
MeHsieT HacTpoOuKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

(config-pchk)> update-interval 60
PingCheck: :Profile: profile "TEST" interval is changed to 60 »

seconds.
Bepcus OnucaHue
2.04 [o6GasneHa komaHaa ping-check profile update-interval.

BkniounTb MexaHn3m nakeTHom 0b6paboTku. Mo ymonuaHuio HacTponKa BKIOYEHA
n ans HWNAT, v ansg SWNAT.

KomaHga ¢ npedukcom no OTKM4aeT BblbpaHHbIN YCKOPUTENbD.

[a
Ja

Het

I (config)>

ppe <engine»

I (config)> no ppe [engine]

AprymeHT | 3Ha4eHue |Onuca|-w|e

engine |software MporpaMMHbIN yCKOPUTEND.
hardware AnnapaTtHbIN yckopuUTenb.
hardware-ipv6 AnnapaTtHbin yckopuTens ans IPv6. Mo

YMOJTYaHUIO OTKITHOYEH.

hardware-force-udp|AnnapaTHbii yckoputens UDP ana MT7620
rev.0204. No ymonyaHuio OTKIIOYEH.

(config)> ppe software

Network: :

Interface: :Rtx::Ppe: Software PPE enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga ppe.

2.05 HobaBneH aprymeHT engine.

2.07 [o6GasneH napameTtp hardware-ipv6.
[o6GaeneH napametp hardware-force-udp.
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3.53 pppoe pass

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHunmn

BknoumTb OyHKLMIO CKBO3HOTO nponyckaHus. MoxHo BeBecTh 40 10 nokanbHbIX
CeTeBbIX Y3MOB.

KomaHga ¢ npedmkCom no oTKMoyaeT hyHKLNIO.

Ja
[a
Het

Ethernet

| (config)>

pppoe pass through «from (to»

I (config)> no pppoe pass through

AprymeHT 3HayeHue OnucaHue

from Ums HavanbHbIn MHTEpdenc.
MHTeppelica

to Ums KoHeuHbI nHTepdelc.
MHTepderica

(config)> pppoe pass through Home ISP

PPPoE pass-through enabled.

Bepcus

OnucaHue

2.00

[loGaBreHa koMaHZa pppoe pass.

3.54 schedule

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CuHoncuc

,D,OCTyI'I K rpynne KOMaHg aonsa HaCTDOVIKM Bbl6paHHOFO pacnncaHus. Ecnn

pacnncaHune He HanaeHo, KomaHAa NbiTaeTcs ero co3natb.

Komanpa ¢ npecukcom no ygandaeT pacnmcaHue.

Oa
[a
Ja

(config-sched)

I (config)>

schedule name»
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AprymeHThI

Uctopusa nameHeHunmn

I (config)> no schedule <name»

AprymeHT 3HaveHue OnucaHue

name CTpoka HasBaHwue pacnucaHus.
Bepcus OnucaHue

2.06 [obaeneHa komaHga schedule.

3.54.1 schedule action

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3apatb OencTBuUS, BbIMOMHSAEMbIE COMMacHO Bbl6paHHOMy pacnncaHuto.

KomaHpaa ¢ npedmkcomM no OTMEHSIET AeNCTBure.

Oa
Ja
Ja

I (config-sched)>

action caction> anin» <hour» «dow»

I (config-sched)> no action [ <actions min> chour» «dow> ]

AprymeHT 3HauyeHue ‘OnwcaHMe
action start [encTteue Havana.
stop [encteune koHua.

min Uenoe 4yucno |MUHyTHI.

hour Llenoe uucno |Yacsl.

dow Yenoe uucso |OHn Hepenu, pasgeneHHble 3andatbiMu. 0 1
7 03Ha4aloT BOCKpeceHbe. * o3Ha4aeT
eXeaHEeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHue

2.06

[obasneHa komaHaa schedule action.

3.54.2 schedule description

OnucaHue

3apatb onvcaHve ang Bbl6paHHOF0 pacnncaHunsa.

Komanpa c I'Ipe(*)VIKCOM No CTUpaeT onncaHue.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Ja
Het

Het

I (config-sched)>  description «description

I (config-sched)> no description

AprymeHT 3HaveHue OnucaHue

description CTpoka TekcT onucaHus.

(config-sched)> description "Schedule for on/off Access Point"
Core::Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus OnucaHue

2.06 [obaeneHa komaHga schedule description.

3.55 service cloud-control

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntountb cnyx6y Cloud Control. [1na koppekTHoro 3anycka Tpebyetcs
WNHTEPHET-COEAMHEHME.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
[a

Het

I (config)>  service cloud-control

I (config)> no service cloud-control

(config)> service cloud-control
CloudControl::Agent: The cloud control service enabled.

Bepcus OnucaHue

2.05 [obaeneHa komaHaa service cloud-control.
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3.56 service dhcp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntountb DHCP-cepsep. Ecnu onsa 3anycka cry0bl HE4OCTaTOYHO HACTPOEK
(cm. ip dhep pool), cnyxba He BygeT oTBeyaTh No ceTu. Kak TonbKo HacTpoek
CTaHeT 4OoCTaTo4HO, Cryba BKMYMTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
Oa
Ha

Het

I (config)>  service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa service dhcp.

3.57 service dhcp-relay

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb petpaHcnaTop-DHCP. Ecnu gns 3anycka cry6bl He4oCTaToqHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxba He Byger oTBeyaTb Mo ceTh. Kak TonbKo HAaCTPOEK CTaHET LOCTAaTO4YHO,
cnyx6a BKMOYMUTCA aBTOMaTUYECKM.

KomaHga ¢ npedkCoM no OCTaHaBIMBAET CyXOy.
Oa
Ha

Het

I (config)>  service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa service dhcp-relay.
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3.58 service dns-proxy

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHnmn

Bkntountb DNS-npokcu. [1nst HaCTpOnKn napamMeTpoB Cry>XObl, NCNONb3ynTe

rpynny komang Pasgen 3.14 Ha cTpaHuue 64.
Het

Ja

Het
I (config)>  service dns-proxy

(config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

Bepcus OnucaHue

2.00 [obGaBneHa komaHga service dns-proxy.

3.59 service dpi

OnucaHue

Mpedukc no

MeHsieT HacTpoOMnKu

MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb cnyx6y DPI. T1o ymon4aHuio CepBUC OTKITHOYEH.
KomaHga ¢ npednkCcomM no oCTaHaBIMBAET CyXOy.

Oa

[a

Het

I (config)>  service dpi

I (config)> no service dpi

(config)> service dpi
Dpi::Manager: Enabled.

Bepcus OnucaHue

2.06 [obaeneHa komaHga service dpi.

3.60 service http

OnucaHue

Bkntounts HTTP-cepBep, KOTOpbIv NpeaocTaBnaeT nosb3oBaTesto
Web-uHTepdenc ans Hactponkn Keenetic Lite Il.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

KomaHpa c I'Ipe(*)VIKCOM NOo OCTaHaBlnnBaeT CJ'Iy)K6y.

[a
Oa

Het

| (config)>

service http

I (config)> no service http

(config)> service http
HTTP server enabled.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa service http.

3.61 service igmp-proxy

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

Uctopus nameHeHumn

3.62 service ipsec

OnucaHue

Bkntountb IGMP-npokcu. [1ns pabotbl crny6bl HE0OX0AMMO HanMymne OgHOro
nHTepgenca upstream n xotst 6bl ogHoro nHTepdenca downstream. Ecrnv gns
3anycka cnyx0bl He4OCTaTOYHO HACTPOEK, OHa He ByaeT paboTaTtb. Kak Tonbko
HaCTpOeK CTaHeT AOCTaTO4HO, cny>|<6a BKJTHOUYNUTCA aBTOMaTU4YECKW.

Komanpa c ﬂpe(bMKCOM No OoCTaHaBlnnBaeT CJ'Iy)K6y.

Da
Oa

Het

I (config)>

service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy
IGMP proxy enabled.

Bepcus

OnucaHue

2.00

[loGaBneHa komaHga service igmp-proxy.

3anyctutb cnyx6y /Psec. Mo ymonyaHuio cryxG6a oTKIoYeHa.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

KomaHaa ¢ npedukcom no octaHaBnmBaeT Cryxoy.
[a
Oa

Het

I(config)> service ipsec

I (config)> no service ipsec

(config)>service ipsec
IpSec: :Manager: Service enabled.

Bepcus OnucaHue

2.06

[obGaBneHa komaHa service ipsec.

3.63 service ntp-client

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTtb NTP-KIUEHT.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa

Oa

Het

I (config)>  service ntp-client

I (config)> no service ntp-client

(config)> service ntp-client
NTP client enabled.

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa service ntp-client.

3.64 service telnet

OnucaHue

Mpedukc no

BkniounTb cepBep telnet, koTopbIi NpegocTaBnsieT NOnNb3oBaTento MHTepdenc
KOMaHOHOW CTPOKM NSl HACTPONKN YCTPOWUCTBA.

Komanpa c I'Ipe(*)VIKCOM NO OCTaHaBlnBaeT CJ'Iy)K6y.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

Ja

Het

I (config)>  service telnet

I (config)> no service telnet

(config)> service tel
Telnet server enabled.

Bepcus OnucaHue

2.00 [obGaBneHa komaHda service telnet.

3.65 service udpxy

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbI BBOA

CuHoncuc

Mpumep

Uctopus nameHeHunmn

Bkntountb cnyx0y udpxy.

KomaHaa ¢ npedmKcom no octaHaBnMBaEeT Cyxoy.
Ja

Oa

Het

I (config)>  service udpxy

I (config)> no service udpxy

(config)> service udpxy
Udpxy::Manager: a service enabled.

Bepcus OnucaHue

2.03 [o6GasneHa komaHga service udpxy.

3.66 service upnp

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

Bkntountb cnyx6y UPnP.

KomaHga ¢ npedmkComM no oCTaHaBIMBAET CryXOy.
Oa

[a

Het
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CuHoncuc

UcTopusa nameHeHun

3.67 show

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

I (config)>  service upnp

I (config)> no service upnp

Bepcus OnucaHue

2.00

HobaBneHa komaHga service upnp.

[ocTtyn Kk rpynne komaHg ons npocMoTpa AnarHoctTuyeckon nHgopmaumm o
cucteme. Bece komaHgbl 9TOM rpynnbl HE U3BMEHAIOT CUCTEMHbIE HACTPOKKM.

Het
Het
Het

(show)

I (config)>  show

Bepcus OnucaHue

2.00

[obasneHa komaHaa show.

3.67.1 show associations

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbl

Mokasatb cnmncok 6ecnpoBodHbIX CTAHLMIA, CBSI3aHHbIX C TOYKOW gocTyna. Ecnu
BbIMNOMHUTL KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH byaeT BbiBEAEH BECb CMMCOK
GecnpoBOAHbIX CTAHLUNA.

Het
Het
Het

Access Point

I (show)> associations [ <name> ]
AprymeHT 3HaveHue OnucaHue
name CTpoka HassaHue Touku gocTyna. Cnncok JOCTYMHbIX

Ans Bblbopa ToYek 4oCTyna MOXHO YBUAETb
BBeOs KomaHay associations ?.
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Mpumep

Uctopusa nameHeHun

(show)> associations GuestWiFi

station:
mac: 10:0b:a9:2f:d7:d0
ap: 1
authenticated: 1
txrate: 54
station:
mac: a0:88:b4:40:9c:98
ap: 1
authenticated: 1
txrate: 54
Bepcus OnucaHue
2.00 [lobaeneHa komaHga show associations.

3.67.2 show clock date

Moka3saTb TeKyllee CUCTEMHOE BpeMms.

OnucaHue
Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Het
Het

Het
I(shomo> clock date

(show)> clock date

date:

weekday:
day:
month:
year:
hour:
min:
sec:
msec:
dst:

tz:

4
24

5

2012

23

50

6

275
inactive

locality: Moscow

stdoffset:

14400

dstoffset: -1

Bepcus

OnucaHue

2.00

[obasneHa komaHaa show clock date.
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3.67.3 show clock timezone-list

OnucaHue

[NokasaTb CANCOK OOCTYMHbIX YAaCOBbIX NMOACOB.

Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
Cunoncuc I(shomo> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
VlCTopVIﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.00 [obaeneHa komaHaa show clock timezone-list.

3.67.4 show crypto ike key

Moka3zaTb HopmaLmio o BbibpaHHOM krtode IKE. Ecnu BbINONHWUTL KOMaHay

6e3 aprymeHTa, TO BeCcb cnmcok /KE krntoven bynet BbiBEAEH HA 3KpaH.

OnucaHue
Mpedukc no Het
MeHsieT HacTpouku Het
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MHorokpaTHbii BBog  Hert

CunHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHumn

3.67.5 show crypto map

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

I (show)> crypto ike key [name]

AprymeHT

3HauyeHue

OnucaHue

name

CTpoka

HasBaHune BbIGpaHHoro /KE kntoya.

(show)> crypto ike key

IpSec:

ike key, name = test:
type: address

id: 10.10.10.10

ike key, name = test2:

type: any
id: »
Bepcus OnucaHue
2.06 [o6GaeneHa komanga show crypto ike key.

MokasaTb MHopMaLno 0 BbIDpaHHONM kpunTokapTte IPsec. Ecniv BbINONHUTD
KomaHay 6e3 aprymeHTa, TO BECb CMIMCOK KpUNTOKapT /Psec ByaeT BbiBeEH Ha

3KpaH.
Het
Het

Het

I (show)> crypto map [map-name]

AprymeHT

3HauyeHue

OnucaHue

map-name

CTpoka

HasBaHue BbIGpaHHON KpUMNTOKapThI.

(show)> crypto map test

IpSec:
crypto map, name = test:
config:

remote peer: ipsec.example.com

crypto_ipsec profile name: profl

mode: tunnel
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local network:

net:
mask:
protocol:

172.16.200.0
24
IPv4

remote network:

net:
mask:
protocol:

status:

primary peer: true

phasel:

name:
unique id:

ike state:
establish time:
rekey time:
reauth time:
local addr:
remote addr:
ike version:
local spi:
remote spi:
local init:

ike cypher:

ike hmac:

ike dh group:

172.16.201.0
24
IPv4

test

572

ESTABLISHED
1451301596

0

1451304277
10.10.10.15
10.10.10.20

2
00abebfc9d90f1c2
3cd201ef496df75¢
yes

aes-cbc-256

shal

2

phase2 sa list:

phase2 sa, index = 0:

unique id:
request id:
sa_state:
mode:
protocol:
encapsulation:
local spi:
remote spi:
ipsec_cypher:
ipsec_hmac:
ipsec_dh group:
in bytes:

in packets:

in time:

out bytes:

out packets:
out time:
rekey time:
local ts:
remote ts:

304

185

INSTALLED
TUNNEL

ESP

yes

cab9bfcf
cde23d83
esp-aes-256
esp-shal-hmac

7152

115

1451302507

6008

98

1451302507
1451305159
172.16.200.0/24
172.16.201.0/24

state: PHASE2 ESTABLISHED
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

HobaeneHa komaHga show crypto map.

3.67.6 show dot1x

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
Tun nHTepcpenca
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

MokasaTb coctosHMe knmeHTa 802.1x Ha nHTepdence. [ins BO3MOXHOCTU
ynpaBneHus coctosHmem knuneHTa 802.1x Ha uHTepdpence gomnxkHa 6bITb
HaCTpoeHa aBTopm3aLums Npu nomoLLm rpynnel komaHg interface authentication.

Het

Het

Ethernet

Het

I (show)>  dotlx[interface]

AprymeHT 3HauveHue OnucaHue

interface Nms HasBaHue nHTepdelica Ethernet. Cnncok
MHTepgesica |QOCTYNHbIX ANsi Beibopa MHTEpPdEncoB

MOXHO yBUOEeTb BBeas komaHay dot1x 2.

(config)> show dotlx ISP

dotlx:

id: FastEthernet0/V1lan2

Core::Configurator: done.

state: CONNECTING

Bepcus

OnucaHue

2.02

[obasneHa komaHaa show dot1x.

3.67.7 show dpi hosts

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

MokasaTb CNNCOK XOCTOB, onpeaeneHHbIX cnyx6on DPI, nx onepaumoHHyo
CUCTEMY N CMINCOK NPUMOXEHNIA Ha HUX.

Het
Het

Het

I (show)>

dpi hosts
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Mpumep (show)> dpi hosts

host:

mac:

20:2a:4b:5c:09:0e

class _name: unknown

device name:

flow types:

unknown

flow type: skype

UcTopusa nameHeHun Bepcus

OnucaHue

2.06

[o6asneHa komaHaa show dpi hosts.

3.67.8 show drivers

OnucaHue
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

CuHoncuc

I(shom0> drivers

Mpumep (show)> drivers

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:

lNokasaTb CMCOK 3arpyXeHHbIX ApanBepoB aapa.

rt2860v2 sta
546736
0

rt2860v2_ap
554192
2

rndis host
5024
0

dwc_otg
68416

lm
1344
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Uctopusa nameHeHun

subs: dwc otg, [permanent]

Bepcus OnucaHue

2.00 JobaBneHa komaHaa show drivers.

3.67.9 show interface

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb faHHble yKadaHHOro MHTepderica. Ecnu BeINONHUTL KOMaHay 6e3
aprymeHTa, TO Ha 3KkpaH OygeT BbiBejeH BECb CMIUCOK CETEBbIX MHTEP(ENCOB.

Het
Het
Het

P

I (show)>  interface <name,

AprymeHT 3HayeHue OnucaHue
name Nms MonHoe ums nnn NnceegoHUM NHTepdeinca,
MHTEpgesica |MHopmMauuo o KoTopom Tpebyetcs
oTObOpa3snThb.

Mpumep 3.1. MpocMoOTp COCTOSAHMA NOPTOB KOMMYyTaTOopa

KomaHga show interface BbiBOAUT pasnuyHyo MHGOOPMAaLMIO B 3aBUCUMOCTM OT
TMna uHTepdenca. B yactHocTn, ana kommyTtaTopa FastEthernetd oHa nomumo
0o6LLUMX cBEAEHMI NOKa3blBAET TEKyLLEee COCTOAHNE (U3NYECKNX MOPTOB, CKOPOCTb
N Qynrekc.

config)> show interface FastEthernet0

index: 0
type: Switch
description:

state: up

link: up

port, index = 1:
link: up
speed: 106M

duplex: full
port, index = 2:
link: down
speed:
duplex:
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port, index = 3:

link: down
speed:
duplex:
port, index = 4:
link: down
speed:
duplex:
port, index = 5:
link: up
speed: 100M

duplex: full

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga show interface.

3.67.10 show interface bridge

OnucaHue [NokasaTb COCTOSIHME MHTEepdenca MocTa.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert
Tun nutepcpenca Bridge

CuHoncuc I(Sh0“0> interface <name> bridge

AprymeHTbI AprymeHT 3HaueHue Onucanue

name Wmsa nHTepgerica|lNonHoe NMst UNu NCeBOOHUM
nHTEepgenca, uHpopmauumo o

KoTopoM TpebyeTcst 0To6pasuTh.

Buisoa 3nemeHT 3HaueHue
members KopHeBon y3en.
interface Nms nHtepdenca.
link CocTosiHMe coegmHeHust nHtepdenca.
inherited Mpn3Hak HacnegoBaHus.
Mpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa show interface bridge.

3.67.11 show interface channels

OnucaHue
Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

BbiBOa

Mpumep

MokasaTb gaHHblE O KaHanax ykasaHHoro 6ecnpoBOAHOrO UHTepdenca.

Het
Het
Het

Radio

I(shom0> interface (name»> channels

AprymeHT 3HaveHue OnucaHue
name Nms lMonHoe nms nnn NncesgoHUM NHTepdeinca,
MHTEpgerica |MHopmauuo o KoTopom Tpebyercs
oTobpasunTb.
AnemeHT 3HayeHue
channels KopHeBon yzern.

channel, index

Homep 3arnncu B Crincke.

number

Homep kaHana.

ext-40-above

BoamMOXXHOCTb paclmpeHna KaHana BBepx.

ext-40-below

Bo3moxHOCTb paclmpeHna KaHana BHU3.

vhc-80

Bo3moxHOCTb paclumnperunst kaHana go 80 MIu.

(show)> interface WifiMaster@® channels

channels:
channel, index = 0:

number:

1

ext-40-above: yes
ext-40-below:

vht-80:

no
yes

channel, index = 1:

number:

ext-40-above:
ext-40-below:

vht-80:

2

yes
yes
yes

channel, index = 2:

number:

3

200

Keenetic Lite Il CnpaBo4HUK kOMaHA




maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHun

3.67.12 show interface country-codes

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 8

ext-40-above: yes

ext-40-below: yes

vht-80: yes
Bepcus OnucaHue
2.03 [obaeneHa komaHga show interface channels.

[NokasaTb CIMCOK JOCTYMNHbIX KaHanoB Ha paguo-uHTepgence.

Het
Het
Het

Radio
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Cunoncuc I(shom0> interface (name»> country-codes
AprymeHTbI AprymeHT 3HayeHue OnucaHue
name Wmsa nHTepgerica|lNonHoe NMst N NCeBOOHUM
UHTepdenca, nHpopmaumio o
KOTopoM TpebyeTcsi oTo6pasunTb.
Brisoa 3nemeHT 3HaueHue
country-codes KopHeBon y3en.
code Kog cTpaHbl.
country HasBaHwue cTpaHbl.
Mpumep (show)> interface WifiMaster0® country-codes
country-codes:
country-code:
code: AL
country: Albania
country-code:
code: DZ
country: Algeria
country-code:
code: AR
country: Argentina
country-code:
code: AM
country: Armenia
country-code:
code: AU
country: Australia
UcTopusa usmeHeHnt  (Bepcus OnucaHune

2.03 [o6GaeneHa komaHga show interface country-codes.

3.67.13 show interface mac

OnucaHue MokaszaTtb Tabnuuy MAC-agpecoB koMmyTaTopa.

Mpeduke no Het
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

Het
Het

Switch

I (show)>  interface (names mac

AprymeHT 3HayeHue OnucaHue
name Nms MonHoe nms nnn NncesgoHUM NHTepdeinca,
MHTEepgesica |MHpopMauuo o KoTopoM Tpebyetcs
oTObOpasnTb.

(show)> interface FastEthernet0 mac

Port MAC Aging

1 20:6a:8a:1a:58:e9 1

3 cc:5d:4e:4f:aa:b2 1

3 cc:5d:4e:4f:aa:b2 3

1 01:00:5e:00:00: fc 7

Bepcus OnucaHue

2.00 [obaeneHa komaHga show interface mac.

3.67.14 show interface rf e2p

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

lNokasaTb TekyLlee cogepXxmmoe BC

eX A4eeK KaJ'II/I6pOBO'~IHbIX AaHHbIX.

Het

Het

Het

Radio

I (show)>  interface name> rf e2p

AprymeHT 3HayeHue OnucaHue

name Umsa MonHoe ums nnn NncesgoHUM NHTepdeinca,
MHTEpgesica |MHopMauuo o KoTopoM Tpebyetcs

oTobpasunThb.

(show)> interface WifiMaster® rf e2p

[0x0000]:5392 [0x0002]:0103
[0x0008]:042B [0x000A]:5392

[0x0004] :43EC [0x0006] : 04F6
[0x000C] :1814 [Ox0OOE]:8001
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[0x0010]:0000 [0x0012]:5392 [0x0014]:1814 [0x0016]:0000
[0x0018]:0001 [0x001A]:FF6A [0x001C]:0213 [OxO01E]:FFFF
[0x0020] : FFFF [0x0022]:FFC1 [0x0024]:9201 [0x0026]:FFFF
[0x0028]:43EC [0x002A]:04F6 [0x002C]:052B [Ox002E]:FFFF
[0x0030]:758E [0x0032]:4301 [0x0034]:FF22 [0x0036]:0025
[0x0038]:FFFF [0x003A]:012D [0x003C]:FFFF [0x003E]:FAD9
[0x0040]:88CC [0x0042]:FFFF [0x0044]:FFOA [0x0046]:0000
[0x0048]:0000 [0x004A]:0000 [0x004C]:0000 [OXxO04E]:FFFF
[0x0050] : FFFF [0x0052]:1111 [0x0054]:1111 [0x0056]:1111
[0x0058]:1011 [0x005A]:1010 [0x005C]:1010 [OxO05E]:1010
[0x0060]:1111 [0x0062]:1211 [0x0064]:1212 [0x0066]:1312
[0x0068]:1313 [0x006A]:1413 [0x006C]:1414 [OxO06E]:2264
[0x0070]:00F1 [0x0072]:1133 [0x0074]:0000 [0x0076]:FC62
[0x0078]:0000 [0x007A]:0000 [0x007C]:0000 [O0xO07E]:0000
[0x0080]:FFFF [0x0082]:FFFF [0x0084]:FFFF [0x0086]:FFFF
[0x0088]:FFFF [0x008A]:FFFF [0x008C]:FFFF [OxO08E]:FFFF
[0x0090] : FFFF [0x0092]:FFFF [0x0094]:FFFF [0x0096] :FFFF
[0x0098]:FFFF [0x009A]:FFFF [0x009C]:FFFF [OxO09E]:FFFF
[0XO00A0]:FFFF [0x00A2]:FFFF [0x00A4]:FFFF [0Ox00A6]:FFFF
[0XO00A8]:FFFF [0x00AA]:FFFF [OXxO00AC]:FFFF [OxO0AE]:FFFF
[0x00BO]:FFFF [0x00B2]:FFFF [0x00B4]:FFFF [0x00B6]:FFFF
[0x00B8]:FFFF [0x00BA]:FFFF [0x00BC]:FFFF [Ox00BE]:FFFF
[0x00CO]:FFFF [0x00C2]:FFFF [0x00C4]:FFFF [0x00C6]:FFFF
[0x00C8]:FFFF [0x00CA]:FFFF [0x00CC]:FFFF [OxOO0CE]:FFFF
[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0OGDA]:FFFF [0x00DC]:FFFF [OxOO0DE]:6666
[OXOOEQ] : AAAA [0OxOOE2]:6688 [OxO00E4]:AAAA [OxO0E6]:6688
[OXOOE8]:AAAA [OxOOEA]:6688 [OxO00EC]:AAAA [OxOOEE]:6688
[0XO00FO]:FFFF [0x00F2]:FFFF [Ox00F4]:FFFF [Ox00F6]:FFFF
[0xO00F8]:FFFF [0x00FA]:FFFF [OxO0OFC]:FFFF [OxOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [Ox010E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
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Uctopusa nameHeHun

[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO] :FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [Ox01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
[OXO1EO] :FFFF [Ox01E2]:FFFF [OxO01E4]:FFFF [Ox01E6]:FFFF
[0XO1E8]:FFFF [Ox01EA]:FFFF [OxO1EC]:FFFF [OXO1lEE]:FFFF
[0xO1FO]:FFFF [Ox01F2]:FFFF [OxO01F4]:FFFF [Ox01F6]:FFFF
[0xO1F8]:FFFF [Ox01FA]:FFFF [OxO1FC]:FFFF [OXxO1FE]:FFFF
Bepcus OnucaHue

2.04 [o6GasneHa komaHga show interface rf e2p.

3.67.15 show interface stat

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

lNokasaTb CTaTUCTUKY NO MHTEPIENCY.

Het

Het

Hert

I(shom0> interface (name» stat

AprymeHT 3HavyeHue OnucaHue

name Wmsa MonHoe umsa nHTepdenca nnm NCEBLOHNM.
MHTEpgelica

(show)> interface

rxpackets:

rxbytes:

rxerrors: 0

rxdropped: 0

txpackets:

txbytes:

txerrors: 0

txdropped: 0

Home stat

564475

68729310

796849

870960214

Bepcus

OnucaHue

2.00

[obasneHa komaHaa show interface stat.
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3.67.16 show interface wps pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

BbiBog

Mpumep

UcTopusa nameHeHum

Mokasate WPS PIN Toukn goctyna.

Het

Het

Het

WiFi

I (show)>  interface <name> wps pin

AprymeHT 3HayeHue OnucaHue

name Ums [MonHoe umsa uHTepdenca unm NCesaoHNM.
MHTepdelica

AnemeHT 3HayeHue

pin Homep PIN.

(show)> interface WifiMaster0/AccessPoint0 wps pin

pin: 60180360

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa show interface wps pin.

3.67.17 show interface wps status

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbl

MokasaTtb ctatyc WPS Touku goctyna.

Het

Het

Het

WiFi

I (show)>  interface (name> wps status

AprymeHT 3HauyeHue OnucaHue

name Nms MonHoe ums nHTepderca nnm NCeBAOHNM.
nHTEpgeica
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BbiBop AnemeHT 3HaueHMe
wps KopHeBon y3en.
configured HactpoeH nu WPS anga gaHHOM Touku gocTyna.
auto-self-pin CocTtosiHme pexuma auto-self-pin.
status disabled
enabled
active
direction send
receive
mode pbc
self-pin
peer
left Bpems 0o 3aKpbITUSI CECCUU B CEKYHAAX.
Mpumep (show)> interface WifiMaster0/AccessPoint0@ wps status
wps:
configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe
2.00 [obaeneHa komaHga show interface wps status.

3.67.18 show ip arp

OnucaHue OTtobpaxaeT cogepxumoe kewa ARP.
Mpedukc no Het

MeHsieT HacTpouKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(shom0> ip arp

Mpumep (show)> ip arp

IP MAC

Interface
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192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc Home
10.10.30.34 a0:88:b4:40:9c:98 GuestWiFi
192.168.75.203 7c:61:93:€€:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:c9:c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home

82.138.72.129 00:30:48:89:b5:9f ISP
UcTopus nsmeHeHun Bepcus OnucaHue
2.00 HobasneHa komaHaa show ip arp.

3.67.19 show ip dhcp bindings

OnucaHue MokasaTtb ctatyc DHCP-server. Ecnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO Ha
3KpaH OyaeT BbIBe4EH BECb CMMCOK BbiAeneHHbIX IP ans Bcex nynos.

Mpecduke no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert

Cunoncuc I(shom0> ip dhcp bindings [ (pooDs ]

AprymeHThI AprymeHT 3HaueHne |Onucanue
pool CTtpoka Mmsa nyna.

Mpumep (show)> ip dhcp bindings _WEBADMIN

lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:e0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa show ip dhcp bindings.

3.67.20 show ip dhcp pool

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

MokasaTb nHopmaumio 06 onpegeneHHom nyne. Ecnv BeinonHuTe komaHady 6e3
aprymeHTa, TO Ha 3KpaH Oyaet BbiBeaeHa MHdopmaLmsi 060 BCcex nynax CUCTEMbI.

Het
Het

Het

I (show)>  ip dhcp pool [ «pools]

AprymeHT 3HayeHue OnucaHue

pool Ctpoka Nmsa nyna.

(show)> ip dhcp pool 123

pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0

router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no

Bepcus OnucaHue

2.03 [obaeneHa komaHga show ip dhcp pool.

3.67.21 show ip name-server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

MokasaTb cnuncok Tekywmux agpecos DNS-cepeepoB B nopsgke ybbiBaHWS
npuopuTera.

Het
Het

Het

I (show)>  ip name-server
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Mpumep

Uctopusa nameHeHun

(show)>

ip name-server

server:
address:
domain:
global:
server:
address:
domain:
global:
server:
address:
domain:
global:

82.131.72.251
no
82.131.72.15
no
82.132.76.130

zydata.ru
yes

Bepcus

OnucaHue

2.00

[o6GasneHa komaHga show ip name-server.

3.67.22 show ip nat

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

MokasaTb Tabnuuy TpaHCNSALUMKN CeTeBbIX alpecoB.

Het

Het

Hert

I(shom0> ip nat [tcp]

AprymeHT 3HaveHue OnucaHue

tcp Knwyesoe Tonbko 3anucu ¢ Tunom TCP 6yayT

c/10BO BblBeJEeHbl Ha 3KpaH.
(show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1

tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
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Uctopusa nameHeHun

84.201.228.162 44423 82.138.7.164 6482 16

tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

Bepcus

OnucaHue

2.00

HobasneHa komaHga show ip nat.

3.67.23 show ip route

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

MokaszaTtb TekyLlylo Tabnuuy MapLipyTM3auum.

Het
Het

Het

I (show)>  ip route[sort«criteria>«direction]

AprymeHT 3HavyeHue OnucaHue
direction ascending |3anucu Tabnuubl MapwpyTusauum dygyT
YNOPSiAOYEHbI NO BO3pacTaHuIo.
descending |3anucu Tabnuubl mapLipyTusaumm byoyT
ynopsiiodeHbl No yobIBaHUIO.
criteria interface |CopTupoBka 3anvcen OyaeT ocyllecTBneHa

no UMeHn nHtepdenca.

gateway CopTupoBka 3anucen 6ygeTt ocyLLecTBIeHa

no agpecy Luo3a.

destination|CopTupoBka 3anucen byaeT ocyLlecTBreHa

Nno agpecy HazHauyeHus.

(show)> ip route sort destination ascending

Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
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89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
UcTopus nsmeHeHun Bepcus OnucaHue
2.00 [o6GasneHa komaHga show ip route.
3.67.24 show ipsec
OnucaHue Mokasatb uHopmaumto o coctosaHumn IPsec/IKE cnyx6bl strongSwan.
Mpedumkc no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(Showy>ipsec

Mpumep (show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c_r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES_CBC=256/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
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Uctopusa nameHeHun

test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes

test{304}: 172.16.200.0/24 === 172.16.201.0/24
Bepcus OnucaHue
2.06 [o6GasneHa komaHaa show ipsec.

3.67.25 show ipv6 addresses

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

lMokasaTb cnncok Tekywux IPv6-agpecos.
Het
Het

Het
I(shomo> ipv6 addresses

(show)> ipv6 addresses

address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:ceb5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite

Bepcus OnucaHue

2.00 [obGaeneHa komaHga show ipv6 addresses.

3.67.26 show ipv6 prefixes

OnucaHue

Mpedukc no

MokasaTtb cnucok Tekywmx IPv6-npedukcos.

Het
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MeHsieT HacTpouku

Het

MHorokpaTtHbii BBog  Hert

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

I(shomo> ipv6 prefixes

(show)> ipv6 prefixes

prefix:
prefix: 2001:db8::/64
interface: ISP
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd3c:4268:1559::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd0l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
Bepcus OnucaHue
2.00 [obGaeneHa komanga show ipv6 prefixes.

3.67.27 show ipv6 routes

OnucaHue
Mpedukc no

MeHsieT HacTpouku

MokasaTb cnucok TekyLwimx IPv6-mapLupyToB.

Het

Het

MHorokpaTHbii BBog  Hert

CuHoncuc

Mpumep

I(shom0> ipv6 routes

(show)> ipv6 routes

route :
destination:
gateway:
interface:

route :
destination:
gateway:
interface:

route :

2001:db8::/64
Home
fd3c:4268:1559::/64

Home
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Uctopusa nameHeHun

destination: fd01:db8:43::/64
gateway:
interface: Home

Bepcus OnucaHue

2.00 [obGasneHa komaHaa show ipv6 routes.

3.67.28 show last-change

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

lNokasaTb KTO U Korga nocrneaHnin pas BHOCUIT U3MEHEHUS B HACTPOMKM.
Het
Het

Hert
I (show)>  last-change

(show)> last-change

date: Thu, 12 Jul 2012 10:01:47 GMT

agent: cli
Bepcus OnucaHue
2.00 HobasneHa komaHaa show last-change.

3.67.29 show log

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

MokaszaTb cogepXXMMoe CMCTEMHOTO XXypHara (3anvMcu, KoTopble COXpPaHUITUCh B
umknunyeckom bydepe), a Takke HOBbIE 3anncu No Mepe Kx noctynnexHus. KomaHaa
paboTaeT B )OHOBOM peXnUMe, TO ECTb A0 NPUHYAUTENBbHON OCTaHOBKU
nonb3oBaTenem no Haxatuio [Ctrl]+[C].

Het
Het

Het

I (show)>  log [ wmax-1lines>][once]

AprymeHT 3HauyeHue OnucaHue

max-lines Lenoe uucno |Konnyectso BO3BpaLlaeMbIX CTPOK J10roB.
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AprymeHT 3HayeHue OnucaHue
once KnwyeBoe MokasaTb TekyLmi nor u BoliTK B CLI.
c/oBo
Mpumep (show)> log
Time Message
I [Jul 12 12:08:39] radvd[228]: attempting to reread config file

I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1)

occurred MIC different in key handshaking.

I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation

I [Jul 12 12:08:41] wmond: WifiMaster@/AccessPoint0Q: »
STA(d8:b3:77:36:05:c1)

occurred MIC different in key handshaking.

I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation

I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.

I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl1) had

deauthenticated.
UcTopusa usmeHeHnt  (Bepcus onucaHue
2.00 [o6GaeneHa komaHga show log.

3.67.30 show ndns

OnucaHue Mokasatb napameTpbl KeenDNS.
Mpeduke no Het
MeHsieT HacTpoMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc

I(shom0> ndns
Mpumep (show)> ndns
name:
domain:
address:
access:

testname
mykeenetic.net

direct
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.07 [obaeneHa komaHaa show ndns.

3.67.31 show netffilter

OnucaHue MokasaTb uHopmauuto o paboTe ceTeBoro akpaHa. Heobxogmumo ana
obecnedeHust yoaneHHon TexnoaaepxKu.

Mpedukc no Het
MeHsieT HacTpouKu Het

MHorokpaTtHbii BBog  Hert

CuHoncuc I (show)>  netfilter
UcTopusa nameHeHum Bepcus OnucaHue
2.00 [obasneHa komaHaa show netffilter.

3.67.32 show ntp status

OnucaHue lMokasaTb cucTtemHble HacTponkn NTP.
Mpedoukec no Het
MeHsieT HacTpouKu Het

MHorokpaTHbIi BBog  Hert

Cunoncue I(show)> ntp status
Mpumep (show)> ntp status
status:

elapsed: 168141
server: 2.pool.ntp.org
synchronized: yes

MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [o6GaeneHa komaHga show ntp status.

3.67.33 show ping-check

OnucaHue MNokasaTtb nHdopmauuio o npodune Ping Check. Npu ncnonb3oBaHUK KOMaHAb!
6e3 aprymeHTa BbIBOAATCA AaHHble 060 Bcex Npodunsix.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Het

Het

Het

I(shom0> ping-check [ (profile name> ]
AprymeHT 3HayeHue OnucaHue
profile name Crpoka HassaHue npoduns.

(show)> ping-check

pingcheck:
profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1
mode: connect
interface: ISP
fail count: O
status: pass
pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
Bepcus OnucaHue
2.04 HobaeneHa komaHga show ping-check.

3.67.34 show running-config

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CunHoncuc

| (show)>

Het
Het

Het

lMokasaTb TeKyLLMe HaCTPOMKN, KOTOPbIE COAEPXUT dhann
system:running-config TOYHO TakK e, Kak 3TO JenaeT kKomaHaa more

running-config
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Mpumep (show)> running-config
I $$$ Model: ZyXEL Keenetic
I $$$ Version: 2.0
I $$$ Agent:
I $$$ Last change: Fri, 13 Jul 2012 07:23:56 GMT
system
set net.ipv4.ip forward 1

set net.ipv4.netfilter.ip conntrack max 4096

set net.ipv4.netfilter.ip conntrack tcp timeout established »

1200
set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
clock timezone Moscow
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|

access-list WEBADMIN ISP

permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »

port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
!
isolate-private
dyndns profile ABCD
|

dyndns profile WEBADMIN
type dyndns

!

interface FastEthernet0

up
!
interface FastEthernet0/0
switchport mode access
switchport access vlan 1
|
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
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up

interface WiMax0

description Yota
security-level public
ip address auto

ip global 400

up

interface PPTPO

!

ip
ip
ip
ip

!
ip

!

ip
ip
ip
ip

description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3

ipcp default-route

ipcp name-servers

ccp
security-level
authentication
authentication
authentication
authentication
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP

up

public

identity "00441"
password 123456
mschap
mschap-v2

route 82.138.7.141 ISP auto

route 82.138.7.132 ISP auto

route 82.138.7.27 PPTPO auto

dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home

dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi

dhcp host A 00:01:02:03:04:05
dhcp host B 00:01:02:03:04:06
nat Home

nat GuestWiFi

1.1.1.1
1.1.1.2

ipv6 subnet Default

bind Home
number 0
mode slaac

ipv6 local-prefix default

no

ppe

upnp lan Home
torrent

rpc-port 8090
peer-port 51413

user admin
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password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp

user test

password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly

service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp

cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive
!
!
!
UcTopusa usmeHeHnt  (Bepcus OnuncaHune
2.00 HobasneHa komaHga show running-config.
3.67.35 show self-test

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

UcTtopusa nameHeHun

Het
Het

Het

lMokasaTb COBOKYMHYH MHpOPMaLMIO O CUCTEMHOW akTUBHOCTU. Heobxoanumo
anga obecneveHns yganeHHoN TeXNoaaepKu.

I(shomo> self-test

Bepcus OnucaHue

2.00

JobaeneHa komaHaa show self-test.

3.67.36 show site-survey

OnucaHue

MokasaTb OOCTYMHbIe 6ecnpoBoaHbIE CETU.
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Mpedukc no Het

MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

Tun nHtepdpenca Radio

Cuuoncue I(shom0> site-survey name>

AprymeHThI AprymeHT 3Ha4yeHue OnucaHue

name Nms lMonHoe nms nHTepdenca nnm NCEBAOHNM.
nHTepgesica |CnMcoK JOCTYMNHbLIX ANns Bbibopa

MHTEpPdENCOB MOXHO YBMAETb BBEAA
KomaHgy site-survey ?.

Mpumep (show)> site-survey WifiStation0

ESSID MAC Ch Rate Q

ZyXEL Keenetic 00:23:f8:5b:d3:f5 11 300Mbit/s 100

NDM Systems, Inc. 00:23:f8:5b:d3:f4 11 300Mbit/s 100

NATS 40:4a:03:b4:5d:18 4 54Mbit/s 34
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OHMcaHMe

2.00 HobaBneHa komaHaa show site-survey.

3.67.37 show skydns profiles

OnucaHue

Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert
CuHoncuc I (show)>
Mpumep

skydns profiles

(show)> skydns profiles

BobiBecTu cnvcok npodunent SkyDNS.

profile:
name: Main
token: 821766297
profile:
name: Kids
token: 840106815
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Uctopusa nameHeHun

SkyDns::Client: Profile list is loaded.

Bepcus OnucaHue

2.01 [o6GasneHa komaHaa show skydns profiles.

3.67.38 show skydns userinfo

OnucaHue

Mpedumkc no

MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

MokasaTb uHpopmaumto o nonb3oearene SkyDNS.

Het
Het

Het
I (show)>  skydns userinfo

(config)> skydns userinfo

plan:
name: Premium
code: PREMIUM

SkyDns::Client: SkyDNS info is loaded.

Bepcus OnucaHue

2.01 HobaBneHa komaHaa show skydns userinfo.

3.67.39 show system

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Moka3zaTb obLLee COCTOsIHUE CUCTEMDI.

OCHOBHbIe cBeAeHUA O COCTOSAHUN CUCTEMbI

® 3arpyska ueHTpanbHOro npoueccopa, B NpoLeHTax.

® VHdopmMauus o 3aHATOM M UMEIOLLENCS B HAnNM4Mm Namsitu, B kKunobanTax.
© VHdopmauusa 06 ucnonb3oBaHum anna nogkadku, B knnobantax.

©® Bpewms paboTbl cMCTEMBbI C MOMEHTA 3anycka, B CeKyHaax.

Het
Het

Het

I (show)>  system
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Mpumep

Uctopusa nameHeHun

(config)> show system

hostname: Undefined
domainname: WORKGROUP
cpuload: 0 O
memory: 13984/28976 @
swap: 0/0 ©
uptime: 153787 O
Bepcus OnucaHue
2.00 [o6GasneHa komaHaa show system.

3.67.40 show tags

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

lNokasaTb 4OCTYMHbIE NOSb30BaTENbLCKUE TErU.

Het
Het

Het

I(shomo> tags

(show)> tags

tag: cli
tag: readonly
tag: printers
tag: cifs
tag: http
tag: ftp
tag: torrent
Bepcus OnucaHue
2.00 HobaBneHa komaHaa show tags.

3.67.41 show upnp redirect

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

MokaszaTb NnpaBuna TpaHcnsaummn nopto UPnP. Ecnn BbINONHWUTL kKomaHay 6e3
aprymeHTa, TO BECb CMMCOK NpaBui TpaHCcNsaLuMmn OyaeT BbiBEAEH HA 3KPaH.

Het
Het

Het
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Tun nHtepdpenca IP
Cuuoncue I (show)>  upnp redirect [( (protocols <interfaces ¢port>) | <index ]
AprymeHThI AprymeHT 3Ha4yeHue ‘OnwcaHMe
protocol tcp Ha akpaH 6yayT BbiBegeHbl npaBuna TCP.
udp Ha akpaH 6yanyT BbiBegeHbl npasuna UDP.
interface Umsa Ha akpaH GyayT BbiBedeHbl NpaBunia ¢
MHTEeppesca |ykasaHHbIM UHTepdENCOM.
port UYenoe uucno |Ha akpaH ByayT BbiBeAeHbI MpaBunia c
yKa3aHHbIM MOPTOM.
index Uenoe uucno |Ha skpaH ByaeT BbiBEAEHO NpaBumo ¢
yKa3aHHbIM NOPSAKOBbIM HOMEPOM.
Mpumep (show)> upnp redirect udp ISP 11175
entry:
index: 1
interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
packets: 0
bytes: 0
UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.00 [o6GaeneHa komaHga show upnp redirect.

3.67.42 show version

OnucaHue lMokasaTb BEPCMIO MUKPOMPOrpaMmei.
Mpecduke no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert

Cunoncuce I(show)> version
Mpumep (show)> version
release: v2.00(BFW.3)B7
date: 20 Jun 2012
arch: mips
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Uctopusa nameHeHun

manufacturer: ZyXEL Communications Corp.
vendor: ZyXEL
series: Keenetic series
model: Keenetic
hw revision: A
device: Keenetic
class: Internet Center

Bepcus OnucaHue

2.00 JobaBneHa komaHga show version.

3.68 skydns

OnucaHue

Mpedoumkc no

MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

[ocTyn K rpynne KkomaHg, Ansi HacTponkn napametpoB SkyDNS.

Het
Het
Het

(skydns)

I (config)>

skydns

Bepcus

OnucaHue

2.01

HobaBneHa komaHaa skydns.

3.68.1 skydns assign

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

HasHaunTb TokeH ansa xocta (MAC-agpeca).

Ja
Oa
Oa

AprymeHTbl

I (skydns)>  assign ( anac» <tokens | ctokens )

I (skydns)> no assign [ (mac> ]

AprymeHT 3HaveHue OnucaHue

mac MAC-appec |MAC-agpec, KOTOpOMY Ha3Ha4YaeTCs TOKEH.

token Uenoe uucno |aeHTUMUKALMOHHBIA HOMEP Npouss
douneTpauuun.
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.01 HobaeneHa komaHaa skydns assign.

3.68.2 skydns check-availability

OnucaHue MpoBepuTb JOCTYNHOCTL CNyx6bl SKYDNS.
Mpedukc no Het
MeHsieT HacTpouKu Het

MHorokpaTHbIi BBog  Hert

CuHoncue I (skydns)>  check-availability
Mpumep (skydns)> check-availability
available
UcTopusa usmeHeHnt  (Bepcus OnucaHune
2.06 [o6GaeneHa komaHaa skydns check-availability.

3.68.3 skydns enable

OnucaHue Bkntountb cnyx06y SkyDNS.

KomaHga ¢ npedukcom no octaHaBnmeaeT Crnyxoy.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTHbI BBog  Hert

CuHoncuc I (skydns)>  enable

I (skydns)> no enable

Mpumep (skydns)> enable
SkyDns::Client: SkyDNS is enabled.

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.01 HobaeneHa komaHaa skydns enable.

3.68.4 skydns login

OnucaHue Ykasatb NoruH ang yyetHow 3anvcu SkyDNS.
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KomaHga ¢ npedukcom no cbpacbiBaeT BCe HACTPOWKN YHETHOW 3anmncu.
Mpedukc no Oa
MeHsieT HacTpoMnKku Ja

MHorokpaTHbii BBog  Hert

CuHoncuc I (skydns)>  login (logins [ ¢password> ]

I (skydns)> no login

AprymeHTbI AprymeHT 3HayeHue OnucaHue
login Ctpoka JlornH yyeTtHown 3anvcn SkyDNS.
password CTtpoka Maponb y4yeTHowm 3anucu SkyDNS.
MNpumep (skydns)> login test_user 1234
Uctopus nameHeHumn Bepcus OnuncaHune
2.01 HobaeneHa komaHga skydns login.

3.68.5 skydns password

OnucaHue YkasaTb naponb ans yvyetHom 3anucu SkyDNS.
Mpedumkec no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncuc I (skydns)>  password (password»
I (skydns)> no password
AprymeHThI AprymeHT 3HayeHue OnucaHue
password Crtpoka Maponb y4eTHoW 3anucu SkyDNS.
Mpumep (skydns)> password 7654
MCTOpVIFl N3MeHeHUn Bepcuﬂ OHMcaHMe
2.01 [obGaeneHa komaHaa skydns password.
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3.69 system

OnucaHue HocTtyn k rpynne komaHg 4N HaCTPOWKK rrnobanbHbIX NapameTpoB.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert
BxoxaeHue B rpynny  (system)

CuHoncuc I (config)>  system

MCTopMﬂ M3MeHeHun Bepcuﬂ OnucaHue

2.00 [obGaBneHa komaHga system.

3.69.1 system button

OnucaHue HacTpouTb KHOMKN Ha Kopryce YCTPOWCTBA Ha BbINOMHEHNE ONpeaeneHHbIX
aevictBuin. Habop 06paboTymkoB 3aBUCUT OT annapaTHOM KOHUrypaumm un
YCTaHOBIEHHbLIX MOOYNEN.

KomaHga ¢ nperkcoM no OTMEHSET HACTPOMKY.
Mpedomkec no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncuc I (system)>  button <buttons> on caction» do chandler»
I (system)> no button button»
AprymeHThI AprymeHT 3HavyeHue OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OOMHOYHBIN KITUK.
double-click [1BONHON KIKK.
hold HaxaTb 1 yaepxusaTtb B

TeueHue 3 cekyHa. KHonmky
RESET ygepxwuBaertcd B
TeyeHue 10 cekyHA.

handler FactoryReset C6poc cnctembl B 3aBOACKME
3HAYeHMs MO YMOSYAHWIO.

Reboot lMepesarpyska cMCcTeMbI.
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AprymeHT 3HayeHue OnucaHue
WifiToggle Bkntouerune/BbikntoyveHme Wi-Fi.
WifiGuestApToggle BkntoyeHune/BbiknodYeHne
roctesoro Wi-Fi.
WpsStartMainAp 3anyctute WPS (Tonbko Ans
2,4 TTu).
Mpumep (system)> button WLAN on double-click do WifiGuestApToggle

Peripheral: :Manager: "WLAN/double-click" handler set.

UcTopus nameHeHun Bepcus OonucaHue
2.03 [obGasneHa komaHaa system button.
2.06 HobaeneH obpabdoTtunk OpkgRunScript.

3.69.2 system clock date

OnucaHue YCTaHOBUTbL CUCTEMHbIE AaTy U BpeEMS.
Mpedukc no Het
MeHsieT HacTpoMnKku Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I (system)> clock date (date-and-time»
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
date-and-time |[Crpoka Tekywas nata u Bpemsi B oopmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GasneHa komaHaa system clock date.

3.69.3 system clock timezone

OnucaHue YcTaHOBUTL 4acoBOW MOSIC CUCTEMBbI.
KomaHga c npedurkcom no yctaHaenMeBaeT YacoBOW NOSIC No ymonyaHuio (GMT).

Mpedukc no Oa
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MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (system)>  clock timezone (locality»
I (system)> no clock timezone <locality;
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
locality Crpoka HasBaHue ropoga, 0603Ha4aroLwero 4YacoBom
nosic.
Mpumep (system)> clock timezone Dublin
the system timezone is set to "Dublin".
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.00 HobaeneHa komaHaa system clock timezone.

3.69.4 system configuration factory-reset

OnucaHue BoccTtaHoBUTL 3aBOACKME HACTPOWKM NSl BCEX PEXUMOB.
Mpedukc no Het
MeHsieT HacTpoukm Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I(system)> configuration factory-reset

MNpumep (system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.

UcTopusa usmeHeHnt  (Bepcus Onuncanne
2.00 [o6GaeneHa komaHga system configuration factory-reset.

3.69.5 system configuration save

OnucaHue CoxpaHnUTb CUCTEMHbIE HACTPOWIKM.
Mpecduke no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
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Masa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHun

I(system)> configuration save

(system)> configuration save
Saving configuration.

Bepcus OnucaHue

2.05.B.1

[obGasneHa komaHaa system configuration save.

3.69.6 system debug

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BkntounTb oTnagky cuctembl. Mo yMonyaHuio napaMeTp OTKITHOYEH.

KomaHga ¢ npedurKComM no OTKMOYaeT HaCTPOWKY.
Oa
Ha

Het

I (system)>  debug

I (system)> no debug

(system)> debug
Core: :Debug: System debug enabled.

Bepcus OnucaHue

2.03

HobaBneHa komaHaa system debug.

3.69.7 system domainname

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

232

MpucBouTb cUCTEME JOMEHHOE NMSI.

KomaHga ¢ npedurkcom no yaansiet JOMEHHOe UMS.
Oa

Oa

Het

I (system)>  domainname «domain»

I (system)> no domainname
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

domain Crpoka [lomeHHOoe nmsi.

(system)> domainname zydata
Domainname saved.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa system domainname.

3.69.8 system hostname

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

YCTaHOBUTL CUCTEMHOE MMS XocTa. MiMsi xocTa ncnonb3yeTtcs Ans naoeHtTudukauum
y3na B ceTu. 3To HeobxoamMmo Ans obecnevyeHnsi paboTbl HEKOTOPbLIX BCTPOEHHbIX
cnyx6, Takmnx kak CIFS.

KomaHnpa c I'Ipe(*)VIKCOM NO yCTaHaBJIMBAET 3Ha4eHne no ymos4aHuio, 3aBucqdLlee
OT Ha3BaHNA Modernn yCTpOVICTBa.

Oa
Oa

Het

I (system)>  hostname <hostnames

I (system)> no hostname

AprymeHT 3HayeHue OnucaHue

hostname Crtpoka Mms xocTa cuctemsl.

(system)> hostname zyxel
Hostname saved.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa system hostname.

3.69.9 system log clear

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM

MHorokpaTHbIN BBOJ,

OuUCTUTL CUCTEMHBIV XXYpHar.
Het
Het

Het
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Masa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHun

I (system)>

log clear

(system)> log clear
Syslog: the system log has been cleared.

Bepcus

OnucaHue

2.00

HobaeneHa komaHga system log clear.

3.69.10 system log reduction

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.69.11 system log server

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

BknounTb COKpalleHne NOBTOPHbIX COOOLLEHNA B CUCTEMHOM XypHane. Mo
YMOIMYaHUIo NapameTp BKITHOYEH.

KomaHga ¢ npedurKComM no OTKMOYaeT HaCTPOWKY.

Oa
Oa

Het

I (system)>

log reduction

I (system)> no log reduction

(system)> log reduction
Core::Configurator: done.

Bepcus

OnucaHue

2.04

HobaBneHa komaHaa system log reduction.

,D,06aBI/ITb yﬂ,a]’leHHbIIZ cepeep And XpaHeHna CUCTEMHOIO XXypHana.

Ha
Ha
Oa

I (system)>

log server address» [: (port]

I (system)> no log server [ <address) [: <ports] ]
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

Uctopus nameHeHunmn

AprymeHT 3HayeHue OnucaHue

address IP-agpec Afpec yoaneHHoro cepsepa ans
XPaHEeHWsi CUCTEMHOTO XypHana.

port Lenoe 4ucro Homep nopTa yganeHHoro cepsepa.

(system)> log server 192.168.1.1:8080
Syslog: server 192.168.1.1:8080 added.

Bepcus

OnucaHue

2.00

[oGaeneHa komaHga system log server.

3.69.12 system log suppress

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

[o6aBuTb NpaBuno nogasneHns CoobLLEHWIA.

Oa
Oa
Ja

I (system)>

log suppress <ident»

I (system)> no log suppress [ <ident> ]

AprymeHT

3Ha4yeHue

OnucaHue

ident

Crpoka

WpoeHTudukaTop npouecca,
COOOLLEHMS KOTOPOTO HYXXHO
noaaBuTb.

(system)> log suppress kernel
Syslog: added suppression "kernel".

Bepcus

OnucaHue

2.04

[obGasneHa komaHaa system log suppress.

3.69.13 system mode

OnucaHue
Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIW BBOA

BbibpaTtb pexxum paboTel Keenetic Lite Il

Het

[a

Het
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Masa 3 OnucaHne KomaHp,

Cunoncuc I (system)>  mode (mode»
AprymeHTbI AprymeHT 3HayeHue OnucaHue
mode router OCHOBHOW pexum.
client Pexxum ceTeBoro agantepa gnsi
noaknoyeHns yctponcts Ethernet k
cetn Wi-Fi.
repeater Pexxum ycunutens ons paclumpeHus
cetn Wi-Fi c nomolLkto
©ecnpoBOAHOrO CoeaUHEHNS.
ap Pexum Touku goctyna gns
paclumpeHus cetn Wi-Fi ¢ nomoubto
nposoaHoro Ethernet coegnHeHuns.
Mpumep (system)> mode repeater
Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.
MCTOpMﬂ M3MeHeHV“\;| Bepcun OnucaHMe

2.05 HobaeneHa komaHga system mode.

3.69.14 system reboot

OnucaHue BbinonHuTb nepesarpy3ky cuctembl. Ecnu ykasaH napameTp, nepesarpyska
BbINOSTHUTCS 3annaHNMpoOBaHO Yepes 3aJaHHbI MHTepBarn B CEKyHAax.
Mcnonb3oBaHne KoMaHabl MPU yXe YCTaHOBNEHHOM TanMepe 3aMeHsieT cTapoe
3Ha4yeHue TariMepa HOBbIM.

Wcnonb3oBaHue 3annaHWpoBaHHON nepesarpy3ku yoo6Ho B TOM cryyae, Koraa
OCYLLECTBISIETCA yaaneHHoe yrnpaeneHue YCTPoCTBOM, U NMorb30BaTernto
HensBecTeH 3dEKT OT NMPUMEHEHMS Kaknx-nmbo komaHa. /13 onaceHns notepsite
KOHTPOINb Ha[ YCTPOMCTBOM MOSb30BaTeNlb MOXKET BKIOYMTb 3arnfaHUpoBaHHYHo
nepesarpysky, kotopasi cpaboTaeT Yepes 3ajaHHbIN MHTepBan BpemeHu. Cuctema
BEpHETCA B NepBOHaYyanbHOE COCTOsIHME, B KOTOPOM OHa CHoBa BydeT AocTynHa
no ceTu.

KomaHga ¢ npeduKcom no OTMEHSET 3annaHNpOBaHHYIO nepesarpysky.
Mpedukc no Oa
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert

CuHoncuc I (system)>  reboot [ interval ]

I (system)> no reboot
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT

3HavyeHue

OnucaHue

interval

Lenoe uucno

NHTepBan, yepesa KOTOpPbIii BbIMOMHUTCS

YKa3aH, nepes3arpys3ka BbINOJIHUTCA
HemMeaneHHo.

3annaHnpoBaHHad nepesarpyska. Ecnu He

(system)> reboot 20
Rebooting in 20 seconds.

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa system reboot.

3.69.15 system set

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHThbI

Mpumep

YcTaHOBUTb 3HAYEHWE YKa3aHHOIO CUCTEMHOIO NapameTpa U COXPaHUTb
N3MEHEHUS B TEKYLLMX HACTpOMKaX.

Komanpa c ﬂpe(*)MKCOM Nno BO3BpalLlaeT napamMeTpy 3Ha4eHune, KoTopoe ObIno
yCTaHOBJ1€HO No yMOon4aHuto, 40 NepBoro USMeHeHus.

[a
Oa
[a

I (system)>

set (name> «values

I (system)> no set <name»

AprymeHTr 3HauyeHue OnucaHue

name Crpoka WaeHTndukaTtop cMCTeMHOro napameTpa.
value Ctpoka HoBoe 3Ha4eHue cncTeMHoro napameTpa
(config)> system

(system)> set net.ipv4.ip_forward 1

(system)>
(system)>
(system)>

set net.ipv4.tcp_fin_timeout 30
set net.ipv4.tcp_keepalive_time 120

set »

net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
(system)> set net.ipvé4.netfilter.ip_conntrack_udp_timeout 660
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096

(system)> exit
(config)> show running-config

system

set net.ipv4.ip forward 1
set net.ipvé4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
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Masa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

3.70 telnet

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

Bepcus OnucaHue
2.00 [obGasneHa komaHaa system set.

HocTtyn Kk rpynne komaHa ons ynpaesneHuna Telnet-cepsepom.
Het
Het
Het

(config-telnet)

I (config)>  telnet

Bepcus OnucaHue

2.04 [obaeneHa komaHaa telnet.

3.70.1 telnet port

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

HasHauuTb nopT ans telnet-coeanHeHus. Mo ymonyaHuio ncnonb3yerca HoMep
nopta 23.

KomaHga ¢ npedMkcom no ycTaHaBnneaeT HOMep NnopTa B 3HaYeHue no
yMO4aHuio.

Oa
Oa
Het
I (config-telnet)>  port <number;

I (config-telnet)> no port

238

Keenetic Lite Il CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

AprymeHTbI

UcTopusa nameHeHunmn

AprymeHT 3HavyeHue OnucaHue

number LUenoe uucno |Homep nopta. MoXeT npuHMMaTh 3Ha4YEHUsI
B npegenax ot 1 0o 65535 BKNIOYNTENBHO.

Bepcus OnucaHue

2.04 [obGaeneHa komaHga telnet port.

3.70.2 telnet session max-count

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

YCTaHOBUTb MakCUMarbHOE YNCHO OHOBpPEMEHHbIX ceccuin onsi
telnet-coegmHeHuns. Mo YMOM4YaHUIo UCNOMb3YITCA MakCcUMyM 4 ceccum
OQHOBPEMEHHO.

KomaHga ¢ npedmkComM no yCTaHaBNMBAET KOSIMYECTBO CECCUM MO YMOSYaHMI0.
Oa
Oa

Het

I (config-telnet)>  session max-count ccount»

I (config-telnet)> no session max-count

AprymeHT 3HavyeHue OnucaHue

count UYenoe uucno |MakcmmansHOE YMCro OQHOBPEMEHHbIX
ceccunin. MoxeT NpUHUMaTb 3Ha4YeHUs B
npegenax ot 1 4o 4 BKNIOYUTENBHO.

(config-telnet)> session max-count 2
Telnet::Server: the maximum session count set to 2.

Bepcus OnucaHue

2.04 [obasneHa komaHaa telnet session max-count.

3.70.3 telnet session timeout

OnucaHue

Mpedukc no

YcTaHoBUTL BpemA CcyulecTtBoBaHUA HeakTUBHOW ceccun ans telnet-coegmHeHus.
Mo YMOI4aHuo TaIZMayT paBeH 0, YTO 3HAYUT YTO beHKLI,MFl OoTCcnexmnBaHnA
aKTUBHOCTU BHYTPWU CECCUKN OTKITHOYEHA.

KomaHga ¢ npeduKkcom no ycTaHaBnNuBaeT TaiMayT No YMOMYaHuio.

[a
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

3.71 tools

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
BxoxpaeHue B rpynny

CunHoncuc

UcTopusa nameHeHum

Ja

Het

I (config-telnet)>

session timeout (timeout>

I (config-telnet)> no session timeout

AprymeHT

3HauyeHue

OnucaHue

timeout

Lenoe u4ucno

BDEMH CylleCcTBOBaHUA HEeaKTUBHOW CECCUM.
MoxeT NPUHUMATb 3Ha4YeHna B gnana3oHe

ot 5 go 2321 CEKYH[, BKIMIOYNTENBLHO.

(config-telnet)> session timeout 6

Telnet: :Server:

a session timeout value set to 6 seconds.

Bepcus

OnucaHue

2.04

[obaeneHa komaHaa telnet session timeout.

,D,OCTyI'I K rpynne KomMaHa and TeCtupoBaHNA CUCTEMHOM cpeabl.

Het
Het
Het

(tools)

| (config)>

tools

Bepcus

OnucaHue

2.00

[obasneHa komaHaa tools.

3.71.1 tools arping

OnucaHue

Mpedukc no
MeHsieT HacTpoOMKuM

MHorokpaTHbI BBOA

[encTtBrne komaHabl aHaNorM4yHo KomaHae tools ping, HO B OTnMyMe OT Heé

paboTtaet Ha BTopoM ypoBHe mogenu OS| un ucnonssyet npotokon ARP.

Het
Het

Het

240

Keenetic Lite Il CnpaBo4HUK kOMaHA




maBa 3 OnucaHne KomaHp,

Cunoncuc (tools)> arping(address> source-interface «source-interface[count
«count>][wait-time wait-times ]
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
address IP-agpec OnpawwnBaembin IP-agpec.
source-interface|lmsa Wma nHtepderica-mctouHmKa 3anpocos.
MHTEepderica
count Yenoe uucno |Konmyectso 3anpocos. Ecnn He ykasaHo,
KomaHga byaet pabotaTtb 40 NpepbiBaHUSA
none3oBaTenem.
wait-time Uenoe uyucno |MakcumanbHoe BpeMs OXuaaHus OTBETa,
yKa3blBaeTCs B MUSIIMCEKYHOAX.
Mpumep (tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000
Starting the ARP ping to "192.168.15.51"...
ARPING 192.168.15.51 from 192.168.15.1 bro.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.
Process terminated.
MCTOpMﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [obGasneHa komaHaa tools arping.

3.71.2 tools ping

OnucaHue OTtnpaeuTtb 3anpockl Echo-Request npotokona ICMP ykazaHHOMY y3ny ceTu 1
3adpmkcmpoBaTtb noctynatowme otBeTel Echo-Reply. Bpems mexagy otnpaskov
3anpoca u nony4veHmem oreeta Round Trip Time (RTT) no3sonseT onpeaensito
OBYCTOPOHHME 3a4€ep>KKN MO MapLUPYTY U 4acToTy NOTEPU NakeToB, TO eCTb
KOCBEHHO onpeAenaTb 3arpyXeHHOCTb Ha KaHanax nepegayn gaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcytcTBMe ICMP-0TBETOB MOXET TakKe 03HavaTh, YTO yAanéHHbIN y3en
(Mnu kakon-NMB0o 13 NPOMEXYTOUHbIX MapLUpyTu3aTopos) 6rnokupyet ICMP
Echo-Reply unu urHopupyet ICMP Echo-Request.

Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbi BBog  Hert

Cunoncuc I (tools)>  ping chost» [ count ccount» ][ size «(packetsize> ]
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HayeHue OnucaHue
host Crpoka [omeHHoe umsa nnu IP-agpec xocta.
count Yenoe uucno |Konnyectso 3anpocos ICMP Echo. Ecnu He

yKasaHo, komaHnaa byaet pabotatb Ao
npepbiBaHUA Nofnb3oBaTenem.

packetsize Uenoe u4ucno |Pasmep nonga gaHHbix ICMP Echo-Request

B 6anTax. No ymonyaHuto — 56, 4To BMEcTe
¢ 8-6aMTOBBLIM 3aroriOBKOM 3aaeT pa3mep

ICMP-naketa — 64 Gawita.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1l, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa tools ping.

3.71.3 tools ping6

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHThI

OtnpaeuTb 3anpockl Echo-Request npotokona ICMPV6 ykazaHHOMY y3ny ceTu
n 3adhukcmpoBaTb nocTynatowme oteeTbl Echo-Reply. Bpema mexay otnpaskomn
3anpoca u nony4veHmem oreseta Round Trip Time (RTT) no3sonseT onpeaensito
OBYCTOPOHHME 3a4€ep>KKN MO MapLUPYTY U 4YacToTy NOTEPU NaKeToB, TO €CTb
KOCBEHHO onpeensaTb 3arpyXeHHOCTb Ha KaHanax nepegayv SaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcyTtcTBMEe ICMPV6-0TBETOB MOXET TaKkXKe 03Ha4aTb, YTO YAANEHHbIN
y3en (Unu Kakon-nmbo 13 NPOMEXYTOYHbIX MapLupyTusaTopos) 6nokupyet ICMP
Echo-Reply unu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping6 chost> [ count «count» ][ size (packetsize) ]

AprymeHT 3HavyeHue OnucaHue

host Ctpoka [omeHHoe ums nnu IPv6-agpec xocTa.
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

count Uenoe uucno |Konnyecteo 3anpocos ICMPv6 Echo. Ecnu
He yka3aHo, KomaHga byaet pabotaTb oo
npepbiBaHNS NONb3oBaTeNeM.

packetsize Lenoe uucno |Pasmep nonsi gaHHbix ICMPV6 Echo-Request
B 6anTax. Mo ymonyaHmio — 56, 4TO BMeCTe
¢ 8-6anMToBLIM 3aroriOBKOM 3aaeT pa3mep
ICMPv6-naketa — 64 GaiiTa.

(tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100

Sending ICMPv6 ECHO request to »

fd4b: f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1l, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

Bepcus OnucaHue

2.00 HobaeneHa komaHga tools ping6.

3.71.4 tools pppoe-discovery

OnucaHue
Mpedukc no

MeHsieT HacTPOMKM

CkaHupoBatb JocTynHble cepBepbl PPPOE.
Het

Het

MHorokpaTHbi BBog  Hert

CuHoncuc

(tools)> pppoe-discovery interface (source-interfaces[retry-count
«count>][wait-time (seconds) ]
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AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT

3Ha4yeHue

OnucaHue

source-interface

Wms uHTepgesica

MonHoe umsi nHTEpdenca unm
NCEBOOHMM.

count

Lenoe uucno

KornnyectBoO nomnbITOK.

seconds

Lenoe uucno

Mepuopn npoBepkn B CeKyHAaXx.
MoxeT npuHMMaTh 3Ha4YeHns ot 1 4o
10.

(tools)> pppoe-discovery interface ISP retry-count 5 wait-time 9
Discovering PPPoE access concentrators on eth2.2...

AC name
HW address:
Service:
AC name
HW address:
Service:

: accel-ppp

2a:09:a0:11:64:44

: accel-ppp

de:06:21:02:b3:e2

process terminated

Bepcusa

OnucaHue

2.00

[obGasneHa komaHaa tools pppoe-discovery.

3.71.5 tools traceroute

OnucaHue
Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

MokasaTb MapLUPYT K CETEBOMY XOCT.

Het
Het
Het
(tools)>  traceroute <host> [count «count)] [interval cintervaly]
[wait-time wait-time] [packet-size (packet-sizes]
[max-ttlwax-tt ] [port (porty] [source-address (source-address)]
[source-interface (source-interfaces] [type (types] [tos (tos)]
AprymeHT 3HayeHue OnucaHue
host CTtpoka Mmsa ueneBoro xocra.
count Uenoe 4ucno KonnyecTBo NpoBEepOYHLIX NAKETOB
3a oauH npoxogd. o ymonyaHuio
3HavyeHne — 3. 3HayeHune AO0MKHO
ObITb B AnanasoHe [1;10].
interval Lienoe 4ucno Bpems B cekyHOax Mexay oTnpaBKkom
nakeToB. 3Ha4YeHne No yMOMYaHUIo
— 0. 3HaveHune gonxHo ObITh B
AunanasoHe [0;15].
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AprymeHT

3Ha4yeHue

OnucaHue

wait-time

Lenoe 4ucno

Bpemsi oxngaHns peakunmn Ha
NPOBEPOYHBIN NAKET (B CEKyHAAX).
3HayeHne no ymonyaHuw — 1.
3HaveHue AomkHO ObITb B
AwanasoHe [1, 15].

packet-size

Lenoe uucno

Pa3mep nakeTa cornacHo NpoToKony
type.

Ona Tnna tcp pasmep nakera no
YMOIYaHUIo cocTaBnsaeT 52.
[wanasoH 3HayeHui [52].

Ons Tunos udp u icmp pasmep
nakeTa no yMOSTYaHWIO COCTaBNAET
60. Juana3soH 3Ha4eHui [28;65535].

max-ttl

Lenoe uucno

MakcrmanbHoe KOnMyecTBo
NpoxodoB (3HayeHne
MaKCMMaribHOro CPOKa >KU3HW)
TpaccupoBKn. 3Ha4YeHne no
ymonyanuto — 30. 3HaveHune
OOIMKHO 6bITb B AnanasoHe [1;255].

port

Llenoe uucno

MopT Ha3Ha4eHus.

[ns Tuna tcp no ymonyaHuio
ncnons3ayetca nopt 80.

[nsa Tvna udp no ymon4axuio
ncnonb3yetca nopt 33434.

Ona Tmna icmp no ymonyaHuio
ncnonb3yercd nopt 1.

source-address Ctpoka Agpec ncxogsiero nHTepdenca.
source-interface CTtpoka WHTepenc ana ncnonb3oBaHna B
KayecTBe nHTepdenca-nctTouHnka B
NCXOAALMNX NaKkeTax.
type tcp TCP npotokon.
udp UDP npotokon. Ncnonb3yeTcsa no
YMOMYaHMIo.
icmp ICMP npotokon.
tos Lenoe uucno Tun O6cnyxumBaHua. 3HavyeHne no
ymon4aHuto — 0. 3HayeHre JOrmKHO
ObITb B AnanasoHe [0;255]
Mpumep (tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte »

packets.

1 192.168.111.1 (192.168.111.1)
11.275 ms

10.934 ms

0.958 ms 0.885 ms 2.946 ms »
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2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146 »
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399 »
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831 »
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *

process terminated

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga tools traceroute.

3.72 udpxy

OnucaHue [ocTtyn Kk rpynne KomaHA onsi HACTPOWKN NapamMeTpoB udpxy.
Mpecduke no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert
BxoxaeHue B rpynny  (udpxy)

Cunoncuce I (config)> udpxy

MCTopMﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.03 HobaBneHa komaHaa udpxy.

3.72.1 udpxy buffer-size

OnucaHue YctaHoBUTh pasmep bydepa udpxy. No ymonyaHuio UCNOmnb3yeTcs 3HaYeHne
2048.
KomaHga ¢ npedmkcom no copacbkiBaeT pasvep bydepa B 3Ha4yeHme no
YMOMYaHuio.

Mpedukc no Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Ja

Het

I (udpxy)>  buffer-size(size;

I (udpxy)> no buffer-size

AprymeHT 3HauyeHue OnucaHue

size Lenoe uucno |Pa3mep bydepa B Gantax. MoxeT

npuUHUMaThL 3HavyeHus oT 1 go 1048576.

(udpxy)> buffer-size 500
Udpxy::Manager: a buffer size set to 500 bytes.

Bepcus OnucaHue

2.04

HobaeneHa komaHaa udpxy buffer-size.

3.72.2 udpxy buffer-timeout

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHumn

YcTaHOBUTE TaMayT AN XpaHeHus AaHHbIX B Bydepe udpxy. No ymonyaHuio
ncnonb3yercs 3HadeHne 1.

KomaHga ¢ npenkcom no yctaHaBnmBaeT TanMayT MO YMOMYaHUIo.
Oa
Ja

Het

I (udpxy)>  buffer-timeout (timeout»

I (udpxy)> no buffer-timeout

AprymeHT 3HauyeHue OnucaHue

timeout Lenoe uucno |3HadyeHne TanmayTa B cekyHaax. Moxer
NPUHUMaTbL 3HavyeHus ot -1 0o 60. -1 —

HeorpaHWyeHHbIN TamayT.

(udpxy)> buffer-timeout 10
Udpxy::Manager: a hold data timeout set to 10 sec.

Bepcus OnucaHue

2.04

[o6GaeneHa komaHga udpxy buffer-timeout.
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3.72.3 udpxy interface

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

Uctopus nameHeHumn

Cesazatb udpxy ¢ ykaszaHHbIM UHTepdencom. o ymonyaHmio npuesiaka He
HaCTpOEeHa 1 UCMONb3yeTCH TEKyLLee NOAKMIOYEHNE K UHTEPHETY.

KomaHga ¢ npedukcom no Bo3BpaLlaeT 3Ha4YeHNe No yMonyaHuio.

Ja
Da

Het

I (udpxy)>  interface cinterface’

I (udpxy)> no interface

AprymeHT

3HauyeHue OnucaHue

interface

Wmsa MonHoe umsa nHTepdenca nnm NCEBOOHNM.
nHTepperica |Cnmcok 4OCTYNHbLIX Ang Bblibopa
NHTEPdENCOB MOXHO YBMAETHL BBEAS
komangy interface ?.

(udpxy)> interface ISP

Udpxy: :Manager:

bound to FastEthernet0/Vlan2.

Bepcus

OnucaHue

2.02

[obGaeneHa komaHga udpxy interface.

3.72.4 udpxy port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHThl

248

YctaHosuTb nopt ana HTTP-3anpocoB.. 1o ymonyaHuio ucnonb3yercs 3HadeHme

4022.

KomaHza ¢ npedvkcoM no BO3BpaLLaeT 3Ha4YeHNe Mo yMondaHuio.

[a
Da

Het

I (udpxy)>  port «port,

I (udpxy)> no port

AprymeHT

3HauyeHue OnucaHue

port

Lenoe uucno |Homep nopta. MoXeT npuHMMaTh 3Ha4YeHUsI
ot 0 go 65535.
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Mpumep

Uctopusa nameHeHun

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.

Bepcus OnucaHue

2.03 [obGasneHa komaHga udpxy port.

3.72.5 udpxy renew-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YcTaHoBUTL Nepuoa BO30GHOBMNEHMS NOAMMCKM Ha MynbTUKacT-kaHan. o
YMOIN4YaHUIO UCMornb3yeTcs 3HadyeHne 0, To eCTb Noanncka He BO306HOBMSIETCA.

KomaHga ¢ npedukcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
Ja
Oa

Het

I (udpxy)> renew-interval (renew-interval,

I (udpxy)> no renew-interval

AprymeHT 3HayeHue OnucaHue

renew-interval |lenoe u4ucso |[Neprnon BO30GHOBMNEHMS NOAMUCKM B
cekyHaax. MoxeT npyHMMaTh 3Ha4YeHusi oT
0 oo 3600.

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

Bepcus OnucaHue

2.03 HobaeneHa komaHaa udpxy renew-interval.

3.72.6 udpxy timeout

OnucaHue

Mpedukc no
MeHsieT HacTpounku

MHorokpaTHbIl BBOA

YcTaHOBUTb TarMmayT coeguHeHus. 1o ymonyaHuio NCnosnb3yeTcs 3HavyeHme 5.
KomaHga ¢ npecurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.

Ja

Oa

Het
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

3.73 upnp forward

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

| (udpxy)>

timeout (timeout;

I (udpxy)> no timeout

AprymeHT

3HauyeHue

OnucaHue

timeout

Lenoe w4ucno

3HaveHne TanmayTa B cekyHaax. Moxet
npyvHUMaTb 3HaveHus ot 5 o 60.

(udpxy)> timeout 10
Udpxy::Manager: a stream timeout set to 10 sec.

Bepcus

OnucaHue

2.03

[obGaeneHa komaHga udpxy timeout.

[ob6aBnTb nepeHanpasnstoLlee npasuno UPnP.

Komanga ¢ npecmkcom no ygansieT npasusio U3 cnmcka.

Oa
[a
Da
P

I (config)>

upnp forward (protocols> [ interface ] address» (port,

I (config)> no upnp forward [ <index) | («protocols <address, <port,)]

AprymeHT 3HaveHue ‘Onwcal-wle
protocol tcp HobaBuTb/yaannTe NpaBuIio A4S NpomokKosna
TCP.
udp [obaButb/yaanutb NpaBuno ns npomokosna
UDP.
interface Ums Bynet nobaBneHo npaBuno ans ykasaHHOro
MHTepPesica |NHTepdenca.
address IP-agpec Bynet nobaeneHo/yganeHo npasunio ang
ykasaHHoro IP-agpeca.
port Uenoe uucno |byner pobasneHo/yganeHo npaBumo ans
yKa3aHHOro nopra.
index Lenoe uucno |byget yoaneHo NpaBuio ¢ yKasaHHbIM

NopsAKOBbIM HOMEPOM.
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHga upnp forward.

3.74 upnp lan

OnucaHue Ykasatb LAN-uHTEpdenc Ha koTopom 3anyleHa cnyxba UPnP.
KomaHaa ¢ npedmnKCoM no OTMEHSET HACTPOWKY.

Mpedukc no Ha

MeHsieT HacTpounku Ja

MHorokpaTHbii BBOog  Hert

Tun nHTepdenca IP

CuHoncuc I (config)>  upnp lan cinterfaces

I (config)> no upnp lan

AprymeHTbI AprymeHT 3HaveHue OnucaHue

interface Nms MonHoe ums nHTepderca nnm NCeBAOHNM.
nHTepgesica |CnMcok JOCTYMNHbLIX Ans Bbibopa
NHTEPENCOB MOXHO YBUAETb BBEAS
KomaHgy upnp lan ?.

Mpumep (config)> upnp lan PPTPO
using LAN interface: PPTPO.

MCTOpMﬂ U3MeHeHUn Bepcun OnucaHue

2.00 HobaeneHa komaHga upnp lan.

3.75 upnp redirect

OnucaHue Hob6asuTtb npasuno TpaHcnsauun UPnP noprta.

KomaHga c FlperMKCOM no yaandet npasuio 13 Crnncka. Ecnu BbINONHWTL KOMaHOy
6es aprymeHTa, 1o BeCb CMUCOK MnpaBui 6yp,eT OYULLEH.

Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTtHbii BBog [a

Tun nHtepdenca IP

Keenetic Lite || CnpaBo4HUK kOMaHA 251




Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHTbl

UcTopusa nameHeHunmn

3.76 user

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxaeHue B rpynny

CuHoncuc

(config)>
to-port]

(config)> no

1l

upnp

upnp

redirect (protocols <interfaces «port> <to-address) |

redirect [and forward |[index) | (<«protocols «ports)

AprymeHT 3HayeHue ‘Onwcal-wle
protocol tcp HobaBnTb/yganuTb NpaBuio Ans npoTokona
TCP.
udp HobaBuTb/yganuTe NpaBmio AN NpoTokona
UDP.
interface Ums Bynet nobaeneHo npaBuno Ang ykasaHHOro
MHTepPerica |NHTepdenca.
port Lenoe uucno |bynet pobaeneHo/yaaneHo npasuno ans
yKasaHHoro nopta.
to-address IP-agpec Bynet nobaeneHo/yganeHo npasuio ans
yKasaHHOro agpeca HasHavyeHus.
to-port Lenoe uucno |byger pobasneHo/yganeHo npaBumo ans

YKa3aHHOro nopta Ha3Ha4eHu4.

and forward

KnwyeBoe
CJ10BO

Cnunckn npaswui nepecbisikn n
nepeHanpaBneHnaA 6ynyT yOanexobl.

index Uenoe uucno |bynet yaaneHo npaBunno ¢ ykasaHHbIM
NopsiAKOBbLIM HOMEPOM.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga upnp redirect.

,D,OCTyI'I K rpynne KOMaHg ansa HaCTpOIZKI/I napamMmeTpoB yquHon 3anmcu
none3oBatens. Ecnu y4eTHad 3anncb He HangeHa, KoMaHaa NbITaeTcs ee co3aathb.

MpumevaHwue:

Y4yeTHas 3anucb C 3ape3epBMpOBaHHbLIM MMeHeM admin He
MOXeT 6bITb yaaneHa. Kpowme Toro, y none3osartens admin
Henb3s yaanuTb NpaBo AO0CTyNa K KOMaH4HOW CTPOKe.

Komanpa c I'Ipe(bVIKCOM no yaander y4eTHYH 3arnncb nosfib3oBaTerid.

Oa
Oa
Ja

(config-use

I (config)>

r)

user (name)
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AprymeHThI

Uctopusa nameHeHunmn

I (config)> no user (name»

AprymeHT 3HayeHue OnucaHue

name Ctpoka Nmsa nonb3oBaTtens.
Bepcus OnucaHue

2.00 [lobaeneHa komaHga user.

3.76.1 user password

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

YkasaTb naposib nonb3oartens. [Naponb xpaHuTtca B Buae MD5-xewwua,
BbIYMCINEHHOIO U3 CTPOKU «user: realm:passwordy». realm3To Ha3BaHWe Mogenu
ycTponcTea n3 ¢pamna startup-config. txt.

Komanga NpMHUMAaET aprymMmeHT B Buae OTKprTOVI CTPOKN UJTN 3HaYEHUA
XeLLI-(byHKLI,VII/I. COXpaHeHHbIVI naporib NCNorb3yeTcA and ayTeHTVId)VIKaLI,VII/I
nonb3oBaTtens.

KomaHga ¢ npedukcom no cbpacbiBaeT 3Ha4eHne naponsi Takum obpasom, 4To
nonb3oBaTenb TepseT AOCTYN K yCTponcTay. [Ina nonb3osatend admin npegukc
no cbpacbiBaeT 3Ha4YEeHWEe Naporsi Ha 3aBOACKUE HAaCTPONKn — 1234.

Oa

Oa

Het

I (config-user)>  password ( md5 chash» | (password> )

I (config-user)> no password

AprymeHT 3HayeHue OnucaHue
hash Crpoka 3HayeHne MD5-xewwa.
password Ctpoka 3HayeHue naporns B OTKPLITOM BuAe, U3

KOTOpPOro aBToMaTn4eCKku BblHUCNAETCA
3Ha4veHune xellia.

(config-user)> password 1111

event, class = Event::User, raise time = »
690.903618:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
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€84d037613721532e6b6d84d215854b6
tag: cli
tag: http

(config-user)>
password set has been changed for user "test".

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGasneHa komaHaa user password.

3.76.2 user tag

OnucaHue [MpucBOMTE YYETHOM 3aNncy cneuunanbHy0 METKY, HanMyne KOTopoK NpoBepsieTcs
B MOMEHT aBTOpU3aLMmn NONb30BaTenNs 1 BbINOMHEHUN UM FHOObIX AEACTBU B
cucteme. Habop JonyCcTMMbIX 3HAYEHUI METKM 3aBUCUT OT OYHKLIMOHATbHbIX
BO3MOXXHOCTEN cuCTEMBI. [1OMNHbIA CNMCOK NpUBeaEeH B Tabnuue Huxe.

OpfHOM y4eTHOM 3annc MOXHO Ha3Ha4YMTb HECKOIbKO pa3HbIX METOK, BBOASA
KOmMaHZy MHOrokpaTtHo. Kaxxayto MeTKy MOXHO paccMmaTpuBaTh Kak
npeaocTaBneHne Nnn orpaHudeHne onpeaeneHHbIX npas.

KomaHga c npedukcom no ygansieT 3agaHHyro MeTKY.
MpumevaHwue: YyeTHOM 3anmncu admin Henb3s NpUCBoUTL MeTKY readonly u
yoanuTb meTky cli.
Mpedomkec no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

Cunoncuc I (config-user)>  tag (tag»
I (config-user)> no tag (tag»
AprymeHThI AprymeHT 3HavyeHue OnucaHue
tag cli JocTyn K nHTEpdency komaHaHON CTPOKN.
http Hoctyn k Web-uHTtepdeicy.
ftp MoakntoveHme kK BcTpoeHHoMy FTP-cepsepy.
cifs MogkntoyeHune k cnyxbe dannos n

npuHTepos Windows.

torrent Bxopg B HTepderc ynpaBneHns KnmeHTomM
dannoobmeHHbIx ceTen BitTorrent.

readonly 3anperT BbINOMHEHWSI KOMAHA, MEHSIOLLINX
HaCTPOWKN.

vpn MogkntoveHune k BctpoeHHoMy VPN-cepsepy.
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Mpumep

Uctopusa nameHeHun

(config-user)> tag http
user "test" tagged with "http".
(config-user)>

event, class = Event::User, raise time = »
567.225033:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6

tag: cli
tag: http
Bepcus OnucaHue
2.00 [obGasneHa komaHaa user tag.

3.77 yandexdns

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKM
MHorokpaTHbIl BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHum

[ocTyn B rpynny koMaHA ans HacTpoviku npocdunen Yandex.DNS.
Het
Het
Hert

(yandexdns)

I (config)>  yandexdns

Bepcus OnucaHue

2.01 HobaBneHa komaHaa yandexdns.

3.77.1 yandexdns assign

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA

HasHaunTb Tunbl Ansa XocToB. 1o ymonyaHuio Ans Bcex XOCTOB NCMONb3yeTcs
1N safe. default moxeT ObITb Ha3HaYeH TONBKO OOHOMY XOCTY.

KomaHga ¢ npedmkcom no BO3BpaLLaeT 3Ha4eHne No yMOn4aHuio.
Oa
Oa
Oa
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Cunoncuce I (yandexdns)>  assign [ chost» ] type)
I (yandexdns)> no assign [ <host> ]
AprymeHThI AprymeHT 3HaueHne |OnucaHue
host MAC-agpec |XocT, K KOTOPOMY NPUMEHSETCA TUN
duneTpaumn. Ecnu He ykasaH, Tvn
NPUMEHSAETCH KO BCEM XOCTaM.
type default duneTpauusa He NCNOMNb3yeTCs.
safe 3alumTa oT BPeaOHOCHbIX M MOLLEHHUYECKNX
CaunToB.
family 3akpbIT JOCTYN K BPe4OHOCHbLIM U
MOLLIEHHNYECKMM CanTaMm, a TaKkke K
pecypcam Ans B3pocbiX.
MCTOpMﬂ U3MeHeHUMn Bepcuﬂ OnucaHue
2.01 HobaeneHa komaHaa yandexdns assign.

3.77.2 yandexdns check-availability

OnucaHue MpoBepuTb JOCTYNHOCTbL CNyx0bl Yandex.DNS.
Mpedouke no Het
MeHsieT HacTpouKu Het

MHorokpaTHbIi BBog  Hert

Cunoncue I (yandexdns)>  check-availability
Mpumep (yandexdns)> check-availability
available
MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.06 [o6aeneHa komaHga yandexdns check-availability.

3.77.3 yandexdns enable
OnucaHue 3anyctutb cnyx0y Yandex.DNS.

KomaHga ¢ npedrkComM no oCTaHaBIMBAET CyXOy.
Mpedukc no Oa

MeHsieT HacTpouku Oa
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maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHun

Het

I(yandexdns)>

(yandexdns)>
YandexDns::Client: Yandex DNS is enabled.

enable

I(yandexdnsp'noenable

enable

Bepcus

OnucaHue

2.01

[o6GaeneHa komaHga yandexdns enable.
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Masa 3 OnucaHne KomaHp,
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[JononHutenbHasa nHcpopmauus

4.1 HTTP Core Interface

Keenetic Lite Il npegoctaensier HTTP XML API. APl goctyneH yepes nHtepdeic /ci , Kotopbin
npuHumaeT POST-3anpockl B dpopmate XML un Bosspaiaetr XML KIMEHTCKOMY NPUAOXKEHNIO,
npoLueLemMy Npoueaypy asTopmsaumn.

Mocne cbpoca Keenetic Lite Il Ha 3aBoackme HacTponkn aBTopm3aums He Tpebyercs.

Mpumep 4.1. BbizoB XML API

BoeinonHutb koMaHay «show interface» ona WAN-nHTepdeinca c umeHem ISP. 3TOT uHTEpdenc
NPUCYTCTBYET B 3aBOACKMX HacTporkax Keenetic Lite Il.

POST /ci HTTP/1.1

Host: 192.168.1.1

Connection: keep-alive

Content-Length: 177

Origin: http://192.168.1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
Content-Type: application/xml

Referer: http://192.168.1.1/

<packet ref="/">
<request id="1" ref="former.ifaces[load]">
<command name="show interface">
<name>ISP</name>
</command>
</request>
</packet>

YCTpoMCTBO BO3BpALL@ET TekyLlee COCTOsIHNE uHTepdenca ISP:

HTTP/1.0 200 OK

Server: Ag [47]

Set-Cookie: authorized=*; path=/
Content-type: text/xml
Content-Length: 760

<packet>
<response id="1">
<interface name="ISP">
<mac>ec:43:f6:d3:22:d9</mac>
<id>FastEthernet0/Vlan2</id>
<index>2</index>
<type>VLAN</type>

Keenetic Lite || CnpaBo4HUK kOMaHA 259




Maa 4 [JononHutensHas nHgpopmaums

<description>Broadband connection</description>
<link>down</1link>
<connected>no</connected>
<state>up</state>
<mtu>1500</mtu>
<tx-queue>1000</tx-queue>
<global>yes</global>
<defaultgw>no</defaultgw>
<priority>700</priority>
<security-level>public</security-level>
<auth-type>none</auth-type>
</interface>
<message code="268370345" ident="Network::Interface: :Base"
source="">done</message>
</response>
</packet>

OneMeHT <request> JomKeH BCerga npucyTCTBOBATb B 3aMpoce OT KIMEHTCKOro NPUNoXeHUs
K YCTPOWCTBY. YCTPOWCTBO BCerfga oreevaeT coobLlueHnem <response>. ATpubyT id moxet
NCnonb30BaThbCs AN YCTAaHOBNEHNS COOTBETCTBUS MEXAY HUMMW.

PucyHok 4.1. dopmat 3anpoca
<request id="identifier">

<!-- request content -->
</request>

PucyHok 4.2. ®opmaTt oTBeTa
<response id="identifier">

<!-- response content -->
</response>

CyuiecTByeT oBa OCHOBHbIX Tvna 3anpocoB XML:

BbinonHeHne komaHabl  BbINonHUTL onpedeneHHyo KoMaHay Ha ycTpoicTee. JocTynHble
KomaHAbl onucaHbl B pasgene Masa 3 Ha cTpaHuLe 25

3anpoc HaCTpoOeK |-|OJ'Iy‘-II/ITb napamMmeTpbl, HACTPOEHHbIE MO onpep,eneHHon KOMaHge.

4.1.1 BbinonHeHne KOMaHAbI

260

Sanpoc command No3BOMSAET BbIMNOMHUTL onpeneneHHyrn KoMaHagy Ha yCTpOVICTBe.

PucyHok 4.3. BbinonHeHne KOMaHAbI

<request id="identifier">
<command name="command">
<no/>
<argument>value</argument>

</command>
</request>
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command MonHoe nmsa koMaHabl, pasgeneHHoe npobenamu. [locTynHble KOMaHabI
nepevncrieHsl B pasgene Maea 3 Ha cTpaHuue 25.

argument Wwms aprymeHTa. ApryMeHTbl Kaaon KOMaHabl nepedncrneHbl B pasgene
maBa 3 Ha cTpaHuue 25. HekoTopble koMaHabl He TPebyoT kaknx-nnbo

apryMeHTOB.
value 3HadeHne aprymeHTa.
no Heobsa3aTenbHbIN ar1ieMEHT, KOTOPbI MCMNONb3yeTest ANs OTpULaHns 4eNCTBUS

komaHgpbl. OH JeNCTBYET Tak Xe, kak npedmke no, cMm. Pasagen 2.3 Ha cTpaHuue 21.

4.1.2 3anpoc HacTpoeK

3anpoc config ncnonb3yeTcsa Ans NnonyYyeHns HaCTPOEHHbIX NapameTpoB. Beb-nHtepderic
ncnonb3yeT Takoun 3anpoc Ans 3anonHeHns HTML-dopm.

PucyHok 4.4. 3anpoc HacTpoek

<request id="identifier">
<config name="command" />
</request>

4.1.3 lNaKkeTHbIN 3anpoc
Heckonbko 3anpocoB MOXHO 06‘be,EI,I/|HF|Tb B NMakeTbl ANnda onTuMmn3aumnm npon3BoanNTeribHOCTU.

PucyHok 4.5. NakeTHbIX 3anpoc

<packet>
<request id="1">
<!-- request content -->
</request>
<request id="2">
<!-- request content -->
</request>
</packet>

OTBeTHble aNeMeHTbI NPUXOAAT B BuAe NakeToB. MoeHTudmkaTopbl oTBETa UCMONb3YOTCA A
YCTaHOBMEHMs1 COOTBETCTBUSI MEXY OTBETaMu 1 3anpocamiu. Ecnu HeT oTBeTa, BO3BpalLlaeTcs
MyCTOWN 3NEeMEHT <response/>.

PucyHok 4.6. lNakeTHbIN oTBeT

<packet>
<response id="1">
<!-- response content -->
</response>
<response id="2"/>
<!l-- no response for id=2 -->
</packet>
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Moccapwit

Address and Control Field
Compression

Address Resolution Protocol

Challenge-Handshake
Authentication Protocol

Command Line Interface

Compression Control
Protocol

Dead Peer Detection

Deep Packet Inspection

moccapum

LCP HacTpoWika, obecne4mBatoLlas cxatue nonen Address n Control
KaHarnbHOro YpoBHSI.

NPOTOKON onpeaeneHns agpeca, NPOTOKON KaHaNbHOrO YPOBHS,
npeaHasHa4veHHbli ans onpegenexds MAC-agpeca no n3BecTHoOMy
IP-agpecy. Hambonbluee pacnpocTpaHeHne STOT MPOTOKOI NOMyYnn
Gnarogaps noBceMecTHOCTU ceTen IP, nocTpoeHHbIx noBepx Ethernet,
nockonbky npaktnyecku B 100% cnyyaeB npy TakoM COMETaHUU
ncnonb3ayetcst ARP. NpeobpasoBaHne agpecoB BbIMOMHSAETCA NyTEM Moucka
B Tabnuue, Tak HasbiBaemon ARP-Tabnuue. OHa cogepXXuT CTpoku ans
Kaxxgoro y3na cetu. B aByx ctonbuax cogepxarcs IP- n Ethernet-agpeca.
Ecnu TpebyeTcs npeobpasoBath IP-agpec B Ethernet-agpec, To nwertcs
3anuchk ¢ cooTeeTcTByoWwmuM IP-agpecom.

LUMPOKO pacrnpOCTPaHEHHLIN anropuTM NPOBEPKM NOAMMHHOCTMH,
npegycMaTpuBaloLLnin nepegavy He camoro napons nonb3oBartens, a
KOCBEHHbIX cBeageHunn o Hém. CHAP sBnsieTca 6onee 6e3onacHbIiM
mMeToaoM, Yem Password Authentication Protocol.

UHTepdenc KOMaHOHOW CTPOKN, pa3HOBMOHOCTL TEKCTOBOrO MHTEpdenca
Mexay 4YenoBeKOM M KOMMbIOTEPOM, B KOTOPOM UHCTPYKLUKU KOMMNBIOTEPY
0aloTcs B OCHOBHOM NyTEM BBOAA C KNaBMaTypbl TEKCTOBbIX CTPOK (KOMaHL).
Takke M3BECTEH MO HAa3BaHWEM KOHCOSb.

ncnonb3yeTca Oanda yCtaHOBKU U HaCTpOVIKVI anroputMoB CXXaTua AaHHbIX
Ha PPP.

3TO MEeTOof, UCNOMNb3yeMbIll CETEBLIM YCTPONCTBaAMM AN NPOBEPKM
CYLLECTBOBaHNSA 1 AOCTYMHOCTM OPYrMX CETEBbIX YCTPOWCTB.

TEXHOMOISI HAKOMIEHMS CTAaTUCTUYECKUX AaHHBIX, MPOBEPKN 1 (ONMLTPaLmm
CEeTeBbIX MAKETOB MO UX cogepknumomy. B otnnyne ot 6paHgmayapos,
Deep Packet Inspection aHanuaupyeT He TOMbKO 3arofoBKM NakeToB, HO
1 NonHoe coaepxumoe Tpaduka Ha ypoBHAX mogenun OSI co BToporo u
Boiwe. Deep Packet Inspection cnocobHo obHapyxuBaTb 1 brioknpoBaTb
BMpYCbl, UNLTpoBaTh MHGOOPMALIMIO, HE YAOBMNETBOPSIIOLLYIO 334aHHBLIM
KpUTepusaMm.

Deep Packet Inspection yacto ncnonbayeTtcsi npoBangepamm ans KOHTPors
Tpadmka, a MHorga v ans GroKMPOBKM HEKOTOPbIX MPUITOXKEHWI, TAKMX KakK
BitTorrent. C nomouubto Deep Packet Inspection MoxxHO onpegenuTb, kakoe
NPUIOXEeHe CreHepupoBaro WUnu noryyaeT AaHHble, U Ha OCHOBaHWUN
3TOro NpeanpuHATL Kakoe-nnbo aencteure. NMommmo 6noknpoBaHus, Deep
Packet Inspection moxeT cobupartb NnogpobHy CTaTUCTUKY COeaMHEHUS
KaXkgoro nonb3oBartens No oTAenbHOCTU. Takke, Npu nomolum quality of
service Deep Packet Inspection MoxeT ynpaBnaTb CKOPOCTbIO Nepegayn
OTAENbHbIX NaKeTOB, NMOAHSAB €€ UNW, HaNpPOTMB, YMEHbLLUB.
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DHCP

DHCP-server

Diffie-Hellman

MPOTOKOS AMHAMMYECKOW KOHpMrypauum y3na, 3To CeTeBOW NPOTOKOT,
MO3BONSAOLLMI KOMMbIOTEPaM aBTOMaT4ecky nonyyats IP-agpec v agpyrve
napameTpbl, Heobxoanmble ans padoTbl B ceTn TCP/IP. [laHHbIN NpoTOKON
paboTaeT No Mogenu «KnueHT-cepaep». [ina aBTomaTtnyeckon
KOHbUrypaumm KOMNbOTEP-KMMEHT Ha 3Tane KoHgUrypauum ceteBoro
yCcTponcTBa obpallaercs K Tak HasbiBaemomy cepsepy DHCP, n nonyyaet
OT Hero HyXxHble napameTpbl. CeTeBo agMUHUCTPATOP MOXET 3a4aTthb
AvanasoH aApecoB, pacnpegenseMbiXx CepBepoM Cpean KOMMbIOTEPOB.
OT0 no3BonseT n3bexaTrb PyYHON HAaCTPONKM KOMMbIOTEPOB CETU U
YMeHbLUAET Konm4ecTBo owmnbok. Npotokon DHCP ucnonb3yetcs B
6onbmHcTBe cetent TCP/IP.

DHCP-cepBep ynpaensieT nynom IP-agpecos n nHgopmaumen o
KOHUrypauum KINMEHTCKNX NapaMeTpoB, TakMX Kak LUI03 N0 YMOIMYaHumIo,
OOMEHHOE MMS1, CepBEp MMEH, APYTX CEPBEPOB, TAKNX KaK CEpBEP BPEMEHM
1 Tak ganee. [Nony4mB KOPPEKTHBIN 3anpoc, CepBep BblAAET KOMMbIOTEPY
IP-agpec, apeHay (NpOMeXyToK BpeMeHU, B Te4eHme Kotoporo IP-agpec
OENCTBUTENEH) U ApYrMe HacTpoeyHble napamMeTpsbl |IP, Takme kak macka
MOACETW M LWMO3 MO YMOnYaHuto. B 3aBMcMMOCTU OT peanusauun,
DHCP-cepBep MOXET MMeTb Tpy MeToAa HasHaveHus |P-agpecos:

* QuHamuyeckoe pacripedeneHue: CeTeBON agMUHUCTPATOP Ha3Ha4vaeT
onpegeneHHbIn ananasoH IP-agpecos ans DHCP, n kaxabin KnneHTckuin
KOMMbIOTEP B NOKaNbHOW CETUM HAacTpOeH 3anpawmeaTth |IP-agpeca ot
DHCP-cepBepa npv nHuumnanmsauum cetu. lNpouecc 3anpoca u
npefocTaBneHns NCNonb3yeT NPUHLIMMN apeHabl Ha onpeaeneHHbIN CPoK,
no3sonas DHCP-cepBepy Bo3Bpawiath (1 3aTem nepepacnpenensrtb)
IP-agpeca, koTopble He OBHOBNSAIOTCS.

* asmomamu4yeckoe pacripedeneHue: DHCP-cepBep Ha NOCTOSAHHOE
Mcnonb3oBaHMe BblAENSIET NPOM3BONbHbIV CBOOOAHbIN IP-agpec 13
onpeaenéHHoro agMMHUCTPaToOPOM AnanasoHa. OToT cnocob aHanormyeH
AvHamu4eckomy pacnpegenexuto, Ho DHCP-cepBep xpaHut Tabnuuy
npoLunbiX Ha3HavyeHu IP-agpeca, Tak YTo OH CKopee BCEro Ha3HauuT
KNMeHTy TOT e IP-agpec, 4To 1 paHbLue.

* cmamuyeckoe pacnpedeneHue: Cepep DHCP Bbigensiet IP-agpeca
Ha ocHoBe Tabnuubl ¢ napamm MAC/IP-agpecoB, KOTOpble 3anoNHAKTCS
BPY4HYIO (BO3MOXHO, CETEBLIM aagMmnHUCTpaTopom). IP-agpeca oyayT
BblAENATLCA TONbKO ANd KNMeHToB, Yb MAC-agpeca ykasaHbl B 3TOM
Tabnuue. 3T1a pyHKUMA (KoTopasi nogaepKMBaeTcs He BCEMU cepBepami
DHCP) Takke HasbiBaeTcs Ctatnyeckum HasHadeHnem DHCP
(DD-WRT), domkcmnpoBaHHbIM agpecomM (no gokymeHTtaumm dhepd),
pesepBupoBaHuem agpeca (Netgear), PesepeupoBanne DHCP nnn
Crartudeckmin DHCP (Ciscol/Linksys) u PesepsupoBaHue IP unu MAC/IP
npvBs3ka (NpoM3BOAUTENAMN Pa3NMYHbIX APYrMX MapLUPYTU3aTOPOB).

370 YacTb /KE npoTokona, No3eonsiioLlas AByM 1 6ornee cTopoHam
NonyYnTb OOLLUIA CEKPETHBIN KIHOY, UCMONb3YS HE3ALWULLIEHHBIN OT
npocnyLmnBaHus kaHan ceasu. MNMonyyeHHblr IPsec kntoy ncnonb3yeTcs
Ons wndpoBaHns ganbHenwero obmMmeHa ¢ NOMOLLbH anropuTMoB
CYMMETPUYHOIO LINPOBaHNUS.

264
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Domain Name System

Encapsulating Security
Payload

Hash Message
Authentication Code

MoeMnoTeHTHOCTb

Internet Control Message
Protocol

Internet Group Management
Protocol

Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

Internet Protocol Security

cucTemMa JOMEHHbIX UMEH, KOMMbIOTEPHas pacnpedenéHHas cuctema ans
nony4eHus MHcopMaLm o JoMeHax. Yalle Bcero ncnonb3yercs ans
nonyyeHus IP-agpeca no MMeHu xocTa (KoMMbloTepa UIn yCTpoicTea),
nony4eHnst MHopMaLIMK O MapLIPYTM3aLMK NOYTbI, 06CMY>KUBAOLLUX
y3nax Ansi IPOTOKOIOB B JOMEHE.

3TO YacTb Habopa npotokonoB /Psec . B IPSec oH o6ecneunBaet
NOAJIMHHOCTb NPOUCXOXAEHUS, LIENOCTHOCTb U 3aLUnTy
KOHbMAEHLUMaNbHOCTN NaKeToB.

OOMH U3 MEXaHN3MOB NPOBEPKU LLIENOCTHOCTU MHAOpMaLMK, NO3BONSAOLLNIA
rapaHTMpoBaTh TO, YTO AaHHble, NepegaBaeMble MU XPaHSLLMECS B
HeHaaéxHou cpeae, He ObINU n3mMeHeHbl NOCTOPOHHUMU NNLLAMUN.

CBOWCTBO MaTteMaTu4eckoro oobekTa, KOTOpPOE NpoABNAETCA B TOM, YTO
NOBTOPHOE AencTBmne Hag 0ObEKTOM HE U3MEHSET ero.

MPOTOKON MEXCETEBbIX YNPABSOLLNX COOOLLEHNA, CETEBOW MPOTOKOJT,
Bxoasawmn B ctek npotokono TCP/IP. B ocHoBHom ICMP ncnonb3yetcs
Ans nepefayvm coobLueHnn o6 owmbkax u ApYrmx UCKIMIOUYMTENbHbBIX
CUTYyaumsiX, BOSHUKLLMX MPW Nepeaade AaHHbIX, Hanpumep, 3anpaluvBaemMas
ycriyra HegoCTymnHa, Unn XocCT, NN MapLLPYTM3aTop He oTBeYatloT. Takke
Ha ICMP BosnaraloTcs HEKOTOpbIE CEPBUCHBIE (DYHKLINN.

3TO MHTEPHET-NPOTOKON, KOTOPbIN 06ecnevnBaeT BO3IMOXHOCTb KOMMbIOTEPY
COOBLWNTL O CBOEN NPUHAAMNEXHOCTU K rpynne pacchifiku Ha cocegHue
MapLupyTu3aTopbl. [pynnoBas paccbinka no3BoNseT 0O4HOMY KOMMbLIOTEPY
MO MHTEPHETY pacchbiNnaTb KOHTEHT APYrMM KOMMbLIOTEPaM,
3auHTEpPeCOBaHHbLIM B NOMYyYeHUM paccbinky. [pynnosas paccbinka MoXeT
ObITb NCMONb30BaHa B TaKMX Criyyasix, Kak 0bHOBNEeHWe agpecHbIX KHUM
nonb3oBaTenen MobunbHbIX KOMMBLIOTEPOB, Pacchinka MHGHOPMALMOHHbLIX
GronneTeHemn No KOMNaHuu, 1 "acnpHoe BelLaHne" LMPOKONOMOCHbIX
nporpamMm NOTOKOBOrO MyrnsTUMeAna Ans ayamTopum, Kotopas
"HacTpounace" Ha nony4YeHne rpynnoBON PacChINKU.

3TO CTaHAapTHbIV NpoTokon IPsec, ncnonb3yembix Ans obecneyeHus
6e30nacHOCTM B3aUMOZENCTBUS B BUPTYaribHbIX YacTHbIX ceTsix. Lienb IKE
- CO3[aHue 3alMLLEHHOMO ayTEHTUMLIMPOBAHHOIO KaHana CBA3u C
nomolLLbio anroputma obmeHa kntodamu Diffie—Hellman ans cosgaHus
0o0LLero cekpeTHoro Kni4a ¢ ganbHenwmm wudpoBaHmem IPsec cBssu.

OCHOBHOW KOMMYHUKaLMOHHbBIN NPOTOKON B ceTn VIHTepHeT. B coBpeMeHHoM
cetn NHTepHeT ucnonbayetcs |P YeTBEPTOM BEPCUN, TaKKe N3BECTHbIN
kak IPv4. Ero npeemMHuK — LiecTasa Bepcusa npotokona, IPv6.

NPOTOKON yrnpaBneHnsa CETEBbIM YPOBHEM ANS YCTAHOBKU, HACTPOMKN U
paspbiBa IP nogkntoueHus noesepx Point-to-Point Protocol (PPP)
coeauHeHnus. IPCP ncnonb3yeT ToT XXe MexaHu3aM obMeHa naketamu, 4Yto
n LCP. ObmeH naketamm IPCP He npoucxoanT go tex nop, noka PPP He
Ha4yHET hady cornacoBaHusi NPOTOKOMA CETEBOIO ypoBHs. J1lobble nakeTbl
IPCP, nony4eHHble 0 TOro, Kak HAa4YHETCA aTa hasa, JOIMKHbI OblTb
OTOPOLLEHBI.

Habop NpPOTOKOMOB Ans o6ecneYeHnst 3aLLUTbl AaHHbIX, NepefaBaeMbIX
no mexxceTeBoMy npoTokony Internet Protocol . Mo3BonsieT ocyLLecTBnsTb
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Moccapui

IPv6CP

Link Control Protocol

Microsoft Point-to-Point
Encryption

Maximum Receive Unit

Maximum segment size

Maximum transmission unit

nogTBEPXXAEHME NOANMHHOCTY (ayTEHTMMKALIMIO), NPOBEPKY LIENTOCTHOCTU
n/unu wndposaHue IP-nakeToB. IPsec Takke BkItOYaEeT B cebsi MPOTOKONbI
ONns 3awmwéHHoro obmeHa kntoyamm B cetu VIHTepHeT. B oCHOBHOM,
NpUMEHSETCA ANsi OpraHn3aLumn vpn-cCoeanHEHNIA.

OTBEYaET 3a HACTPOWKY, BKITHOYEHMNE 1 OTKIIOYEHME ModyNen NpoTokona
IPv6 Ha o6ounx koHuax Point-to-Point (PPP) coeanHenus. IPv6CP
NCNonb3yeT TOT e MeXaHN3M OOMeHa NakeTamMm YTo 1 NpoTokon Link
Control Protocol. ObmeH naketamu IPv6CP He npoucxoauT 4o Tex nop,
noka PPP He Ha4yHET a3y cornacoBaHusi NPOTOKOMNAa CETEBOrO YPOBHS.
JTiobbie nakeTbl IPV6CP, nony4eHHble 40 TOro, Kak HAa4YHETCs aTa hasa,
OOJMKHbI OblTb OTOPOLLEHbI.

npoToKon ynpaeneHns coeguHeHuem, LCP aBnsetcs 4acTbio npoTokona
Point-to-Point Protocol . Mpwn yctaHoBneHun coeanHennst PPP nepepatoLuee
1 NpYHUMatoLLIEe YyCTPOMUCTBO obmeHmBatoTcs naketamm LCP ans ytouHeHuns
crneumduyeckon nHdopmauun, kotopast notpedyetca npu nepegaye
OaHHbIX.

Maketbl LCP gendatca Ha Tpu knacca:

« [MakeTbl ANs opraHy3auum kaHana ceasu. Micnonb3ytoTes ans
opraHusaumu u BbiGopa KoHdUurypauum kaHana

 [MakeTbl gNs 3aBepLleHNs AeNCTBMA KaHana. Mcnonb3ayoTes gns
3aBepLUEHNSA OENCTBMA KaHana Cesau

 [MakeTbl 4na nogaepxaHus pabotocnocobHocTn kaHana. MicnonbaytoTcs
ONs NoAaep)XaHus U OTNaaKku KaHana

NPOTOKON LUNPOBAHUA AAHHbIX, MCMOMb3yEeMbIi MOBEPX COEANHEHMI
Point-to-Point Protocol . icnonb3yeT anroputm RSA RC4. MPPE
nogaepxmeaet 40-, 56- n 128-OMTHbIE KMOYKN, KOTOPbIE MEHSHOTCS B
TeyeHue ceccum (YacToTa CMEHbI KINtoYen ycTaHaBnMBaeTCsl B npoLecce
XoHALWwenka coegmHeHnsa PPP, ecTb BO3MOXHOCTb reHepupoBaTh MO HOBOMY
Knto4y Ha kaxabiin naket). MPPE oGecneunBaeT 6e3onacHOCTb nepegaym
OaHHbIxX gng nogkntodeHna PPTP mexay VPN-knneHtom n VPN-cepsepomM.

onpegensieT MakcMMarbHbIN pasmep (B 6antax) broka, KOTopbI MOXET
ObITb MPUHAT HA KAaHarNIbHOM YPOBHE KOMMYHUKALMOHHOIO NPOTOKOMa.

sBnsieTca napameTpoM npotokona TCP u onpefensieT MakcumarbHbIA
pa3mep 6roka gaHHbIx B 6anTtax ans TCP segment. Takum o6pas3om 3ToT
napameTp He yunTbiBaeT AnuHy 3aronoskos TCP u IP.

MakcuMMarbHbI pa3mep 6rioka (B 6arTax), KOTopbIn MOXET bbITh NepeaaH
Ha KaHanbHOM ypoBHe ceteBor mogenu OSI. 3HauyeHne MTU moxeT ObiTb
onpegeneHo ctaHgapTom (Hanpumep ans Ethernet), nnbo moxet
BblIOMpPaTbCS B MOMEHT YCTaHOBKU coeanHeHns (06bIYHO B criyyae npsmbix
MOAKIMOYEHNI TOYKa-ToYKa). Yem Bbiwe 3HayeHne MTU, TeM MeHbLue
3arorioBKOB NepefaéTcs No CETU — a 3HaYMT, BblLle NPOMyCKHas
CMOCOBHOCTb.
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Network Access Control List

Network Time Protocol

Open Package

Perfect Forward Secrecy

Ping Check

Point-to-Point Protocol

Preamble

! https://www.openwrt.org/

npasuna, 3agaHHole Ang |IP-uHtepdencos, KoTopble AOCTYMNHbI Ha
MapLUpyTU3aTope, KaXgoe CO CMMCKOM XOCTOB UNW CETEN, pa3peLuaroLlee
unu 3anpeLyatoLlee mcnosb3oBaHve cepumca. CnncKy KOHTpons gocTtyna
MOTYT YNpaBnaTb Kak BXOAALLMM, TaK U UCXOASALNM TpadUKoMm.

CETEeBOM NPOTOKON AN CUHXPOHN3aLMN BHYTPEHHUX YaCcOB KOMMblOTEPa
C UCMNOrb30BaHNEM ceTen C nepeMeHHon nateHTHOCTbo. NTP ncnonesyet
ans ceoen pabotbl npotokon UDP. Hanbonee wnpokoe npumeHeHne
npotokon NTP HaxoauT ons peanusaumm cepBepoB TOYHOTO BPEMEHH.

yrpoLleHHast cuctema ynpasrneHus naketamu. lNpegHasHadeHa aons
BCTpaMBaeMbIX CUCTEM Ha OCHOBE Linux n ncnonb3yerca B JaHHOM
KayecTBe B OpenWrt1 u Entware? npoektax. [NakeTbl Opkg ucnonbaytoT
pacwmpeHus .ipk .

CoBepluUeHHas npsimasi CeKPETHOCTb, CBOMCTBO HEKOTOPbIX NMPOTOKONOB
cornacoBaHus kntova (Key-agreement), KOTOpoe rapaHTUpYeT, YTo
CECCHOHHBbIE KIt0YM, NMOMyYeHHbIE NMpu NOMOoLLM Habopa Kroyen
[OSTTOBPEMEHHOTO MOSb30BaHUs, He ByayT CKOMMNPOMETUPOBAHLI NP
KOMMPOMETALMM OLHOTO U3 JONTOBPEMEHHbIX KIHYeEN.

onpeaenset paboTocnocobHOCTb NOAKMHYEHNS K UHTEPHETY NO
[AOCTYMHOCTY 3a4aHHOro yana. Pe3ynsraTt NpoBepKn MOXET ObITb
MCMOMNb30BaH AN NepekroYeHns Mexay OCHOBHBIM U Ppe3epBHbIM
NOAKIIOYEHNSAMMN K UHTEPHETY.

3TO NPOTOKOM UCMONb3yeMbl A5 YCTaHOBMEHWS NPSIMOWA CBA3WN MexXay
AByms y3namu. OH MoXeT obecneunTb ayTeHTUdMKaLMI0 CoeanHEHS,
LncppoBaHue nepegayun gaHHbIX 1 cxatue. PPP ncnonb3yercs BO MHOMMX
BMAax usnyecknx ceten, Bkroyas kabenb, TenedOoHHYH NNHUIO, COTOBYHO
CBs3b, CMeunann3MpoBaHHble pagno NIMHUKU U ONTOBOJSOKHO. [Nocne
YCTaHOBMNEHUS COEAMHEHNS HAYMHAETCS HaCTPOWKa OONOMHUTENBHOW CETH
(ypoBeHb 3). Yawe Bcero ncnoneayetcs Internet Protocol Control Protocol

3TO nepBas YacTb 6noka gaHHbIX npoTtokona (PDU) douranyeckoro ypoBHsi
koHBepreHummn (PLCP). 3aronoBkom siBNsieTcs ocTaBLlasCs YacTb NaKeToB
OaHHbIX, KOTOpas COAepPXXMT Bonblue NHopMaLIMK O CXeMe MOAYNSILUK,
CKOPOCTW nepeaayn, 1 0 NPOMEXyTKe BpeMeHU, Tpebytoemest ons
nepefayn Bcex AaHHbIX kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHoBe 6ecrnpoBOOHOM CBSA3M
onpepenset anuHy énoka CRC (Cyclic Redundancy Check) ans
COeIMHEHUs MeXay TOYKOWM A0CTyNna 1 rocTeBbIMU 6€CNPOBOAHBIMU
aganTtepamu.

OnuvHHas npeambyna:

* PLCP c gnuHHon npeam0bynon nepegaetcsi Ha ckopocTn 1 Méut/c
He3aBMCKMMO OT CKOPOCTM Nepefayn AaHHbIX kagpa

+ ObLee Bpems nepegayn oNUMHHON Npeambyrbl ABNAETCA KOHCTaHTOM -
192 MukpocekyHabl

2 https://github.com/Entware-ng/Entware-ng
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Protocol-Field-Compression

Service Set ldentifier

Shared key

SkyDNS

Transmission Control
Protocol

Tunnel Setup Protocol

User Datagram Protocol

» CoBmecTMMO c ycTapeBlmmmu cuctemamu IEEE 802.11 paboTarowmmum
Ha 1 1 2 M6uTt/c

KopoTtkas npeambyna:

» [Mpeambyna nepenaetcs Ha ckopocTn 1 M6uT/c, a 3aronoBok — Ha 2
Mo6wuT/c

+ O6Lee Bpems nepegayn KOpoTkon npeambynbl ABNSETCSH KOHCTAHTON
— 96 MUKpoCeKyHabI

* He coBmectmo ¢ yctapesimmu cuctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 Méut/c

MeTo[ corriacoBaHusa cxxatus nonsi Protocol B 3aronoskax PPP . o
ymorndaHnuto, Bce peanuaaunv JOJMKHbI nepegaBate nakeTbl ¢ ABYMS
okteTtamu nons Protocol.

3TO NocnenoBaTenbHOCTb CUMBOMOB, KOTOpast YHUKaNbHbIM 06pasom
nmeHyet 6ecnpoBogHyto nokanbHyto cetb (WLAN). 3To nms noseonser
6ecnpoBOAHbIM CTaHUMSIM NOAKMYATLCS K HY>KHOW CETU, €CN B JaHHOM
MecCTe JOCTYNMHO HECKOMbKO HE3aBUCUMbIX CETEN.

3TO PEXMM, B KOTOPOM KOMMbIOTEP MOXKET NOMY4YnTb JOCTYN K
BecnpoBogHon cetn, ncnonsayoLen npotokon Wired Equivalent Privacy.
Mpn nomowm OBLLEro K4a KOMMbIOTEP, OCHALLLEHHbIN 6eCNpOBOAHBIM
MOOEMOM, MOXET Nofy4nTb AOCTYN K ntobon cetn WEP 1 obmeHmBaTbCs
3alWMdPOBAHHBIMY UMW HE3aLNEPOBAHHBIMU AaHHBIMMU.

cnyx06a, koTopas NpegoCTaBnseT BO3MOXHOCTb PUMNLTPaLUm 1 BNOKUPOBKU
onacHbIX Uy HexenaTtenbHbIx canToB. SKkyDNS paclumpsieT BO3MOXHOCTM
Domain Name System , no6aBnsisi Takne goyHKLUMM, Kak 3aLumTa oT pmLLmMHra
N pmnbTpaums KOHTeHTa.

SIBNSAETCA OCHOBHbLIM MPOTOKONIOM M3 Habopa Internet Protocol . TCP —
3TO TPaHCMOPTHBIN MeXaHM3M, obecneynBatoLLMin NOTOK AAHHbIX, C
npegBapuTeEnbHOM YCTAaHOBKOW COEANHEHNS, 3a CHET 3TOro AaroLmnin
YBEPEHHOCTb B AOCTOBEPHOCTM MOMyYaeMbIX AaHHbIX, OCYLLECTBNAET
MOBTOPHBIN 3anNpoc AaHHbIX B CryYae NoTepu 1 ycTpaHseT aybnmpoBaHue
npuv NOMyYeHUn OBYX KON OOQHOIO MakeTa.

MPOTOKON HacTPOWKWN TyHHENS, 3TOT CETEBOW NPOTOKON yrnpaBneHus
ncnonb3yeTcs Ans cornacoBaHus napameTpoB HacTpoyikn IP TyHHens
Mexay KNMEHTCKMM XOCTOM TYHHENeW 1 cepBepoMm Crnyx0bl TYHHENen.

SAIBNSIETCA OCHOBHLIM NPOTOKONOM U3 Habopa Internet Protocol . 1o
TPaHCMOPTHbLIV NPOTOKON ANA nepefadn AaHHbIX B ceTax IP 6e3
yCcTaHoBneHusa coeanHeHus. OH ABNSETCA O4HMUM U3 CaMbIX NPOCThbIX
NPOTOKOMNOB TpaHcnopTHoro yposHsa moaenu OSI. B otnuune ot TCP, UDP
He NoATBEPXXAAET AOCTaBKY AaHHLIX, HE 3a00TUTCS O KOPPEKTHOM MOPSIAKE
JOCTaBKU U He AenaeT NoBTOpPOB. 3aTO OTCYTCTBME COEAMHEHUS,
OOMNOMHUTENBHOrO Tpaduka 1 BO3MOXHOCTb LLIMPOKOBELLLATENbHbIX
paccbIfiok AenatoT ero yaobHbIM Anst NPUMEHEHWIA, T4e Marnbl NoTepu, B
MacCCOBbIX paccblfikax NnokanbHOW NoaceTu, B MeauanpoTokonax u T. n.
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udpxy

Universal Plug and Play

Virtual LAN

Web Proxy Auto-Discovery
Protocol

Wi-Fi Multimedia

Wi-Fi Protected Access

Wi-Fi Protected Setup

cepBepHoe npunoxeHune (daemon) Ana nepegayy AaHHbIX U3 CETEBOrO
noToka MynbTUKacT kaHana (Bewaemoro no UDP) B HTTP coegnHeHune
3anpaluvBaloLLero KnmMeHTa.

3TO apXMUTEKTYypa MHOIOPAHIOBLIX COEAVHEHWNI MEXOY NepPCOHarNbHbIMU
KOMMbIOTEPaMM U MHTENMNEKTyanbHbIMWM YCTPONCTBAMM, YCTAHOBIIEHHbIMU,
Hanpumep, goma. UPnP cTpouTca Ha ocHOBe CTaHA4apTOB U TEXHOSOrMmn
nHTepHeta, Takmnx kak TCP/IP, HTTP n XML, n obecneumBaet
aBTOMaTM4eckoe NogkmnoyeHmne NnogobHbIX YCTPOWCTB OPYT K OPYTY U NX
COBMECTHY10 paboTy B ceTeBou cpefe, B pesynbraTe Yero cetb (Hanpmmep,
OOMaLLHSS) CTaHOBUTCA NErKon Ansi HACTPONKM BonbLuemy Yncny
nonb3oBaTenem.

noruyeckas ("BuMpTyanbHas") nokanbHas KOMMbIOTEPHas CeTb,
npeacraenset cobow rpynny XocToB ¢ 06LWwumM Habopom TpeboBaHui,
KOTOpble B3anMOOENCTBYIOT TaK, Kak ecriv Obl OHY Obinv NOAKMNIOYEHBI K
LUMpOKOBeLLaTeNbHOMY AOMEHY, HE3aBUCUMO OT UX (PU3NYECKOrO
mectoHaxoxaeHus. VLAN nmeeT Te e CBOMCTBA, YTO U hmusmyeckas
nokanbHas ceTb, HO NO3BONAET KOHEYHbIM CTaHLMAM rpynnupoBaThbCs
BMECTe, AaXe eCnn OHWN He HaxoaaTcsa B O4HON hmnsmnyeckon cetn. Takas
peopraHusaunsa MoxXeT ObITb cAenaHa Ha OCHOBE NPOrpPaMMHOrO
obecneveHns BMeCTO (PM3NYECKOro nepemeLLeHns yCTPONCTB.

3TO MeTo[, Ncnonb3yemMbln knneHtamu anga novcka URL-agpeca cainna
kKoHdurypauum npu nomowm DHCP n/vnm DNS meTonos obHapyxeHusl.
lMocne okoH4YaHusA oGHapyXeHus 1 3arpy3ku danna KoHurypaumm, oH
MOXET ObITb BbINOMHEH AN onpeaeneHns Nnpokcu ykazanHoro URL-agpeca.

sengaetca ceptudmkaumen Wi-Fi Alliance, 6asmpytowienca Ha ctaHgapTte
IEEE 802.11e. OH obecneynBaeT 0CHOBHblE BO3MOXHOCTN Q0S (quality
of service) ans ceten IEEE 802.11 nocpencTesom npropeTnsaumm nakeToB
OaHHbIX Mo YeTbipem kateropusm: ronoc (AC_VO), sugeo (AC_VI),
HerapaHTupoBaHHaa goctaeka (AC_BE), n Huskun npmnoputet (AC_BK).

npegcTaensieT cobon 06HOBMNEHHYO MPOrpaMMy cepTUUKaLIMN YCTPOCTB
6ecnpoBogHown cBAsn. TexHonornst WPA npuwina Ha 3aMeHy TEXHOMNOoMm
3awmTbl 6ecnpoBogHbix cetern WEP. INntocammn WPA sBRsitoTCS yeuneHHas
6e30NacHOCTb AaHHbIX U YXXKECTOYEHHbIN KOHTPONb AOCTYMNa K
6ecnpoBoAHbIM CETAM. HeManoBaXKHOW XxapakTepUCTUKOWN SIBNSIETCS
COBMECTMMOCTb MEXAy MHOXEeCTBOM GECNPOBOAHbIX YCTPONCTB Kak Ha
annapaTHOM YpPOBHe, TaK U Ha nporpammMHoM. Ha aaHHbIn momeHT WPA n
WPA2 paspabartbiBatoTcst U npoasuratotcst opraHmsaumen Wi-Fi Alliance.

CTaHAapT (M OQHOMMEHHBIA NPOTOKOS) NOSTyaBTOMAaTUYECKOro CO3aaHns
6ecnpoogHon cetn Wi-Fi, cosgaHHbin Wi-Fi Alliance. Llenbto npoTokona
WPS saBnsieTcsa ynpolieH1e npouecca HacTpPonKyu 6ecrnpoBOAHONM CEeTH,
NnoaToMy M3HavanbHoO OH Ha3sbiBancs Wi-Fi Simple Config. lNMpoTtokon
Mp13BaH OKka3aTb MOMOLLb MONb30BaTENAM, KOTOPbIE HE ObnagaroT
LUMPOKMMM 3HaHUSMK O BesonacHOCTN B 6ECNPOBOAHbBIX CETHAX, U KaK
crnencTere, UMEIOT CITOXHOCTY Npy ocyLecTBrieHnn Hactpoek. WPS
aBTOMaTMyeckn obo3HavyaeT UMS CeTU 1 3adaeT WndpoBaHue, Ans 3awuThbl
OT HECAHKLMOHMPOBAHHOIO A0CTYNa B CETb, NPY 3TOM HET HEOBXOAMMOCTM
BPYYHYIO 3agaBaTb BCE NapaMeTpbl.
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Wired Equivalent Privacy

Extended Authentication

Yandex.DNS

anropuTtm ansa obecnedeHunsa 6esonacHoctu ceten Wi-Fi. Micnonbayetcs
Ansa obecneveHns KOHPUAEHUMANbHOCTU U 3aLLMTbI NepefaBaeMblX AaHHbIX
aBTOPM30BaHHbIX MoMnb3oBaTenen 6ecnpoBOAHON CETU OT NPOCHYLLNBAHNUS.
CyuwiectByeT aBe pasHoBugHoctn WEP: WEP-40 n WEP-104,
pasnuyaroLLmecs TonbKO ANMHONM Krtoda. B HacTosilee Bpemst AaHHast
TEXHOIOrNS ABMAETCA yCTapeBLUEN, TaK Kak ee B3NTIOM MOXET bbiTb
OCYLLECTBITEH BCETO 3a HECKONBKO MUHYT. TeM HE MeHee, OHa NPOAOSKaeT
LUMPOKO ncnonb3doBatbes. WPA2.

unu XAUTH, obecneunBaet AONONHUTENBHbIN YPOBEHb MPOBEPKU
MOAIMHHOCTM, NO3BONAS W03y /Psec 3anpalumBaTh paclUMPEHHYHO
aBTOpM3auMIo yaarneHHbIX Nnorb3oBaTenen, Takum obpa3omM 3acTaBnss
yOaneHHbIX MoNb3oBaTenen NpegocTaBnATb UX y4ETHbIE OaHHbIE, MPeXae
yeM nonyunTb goctyn K VPN.

cepBUC KoMNaHun AHgekc ang 3awuTel goMmaluHen cetn. Obecneunsaet
TpU pexuma punsTpaumm:

+ 6e3 uUnbLTpPaUuK: pecypcbl He BroKMpYHOTCS

» Ge3onacHbI pexxMMm: BriokMpyrTCS Bpe4OHOCHbIE Y MOLLEHHUYECKMEe
canTbl

* CeMEeVHbIV pPeXnM: BNoKMPYTCA BPEAOHOCHbIE 1 MOLLEHHUYECKME CalThl,
a Takke pecypchbl A5 B3pOChbiX
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