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Beepnenue

BBeneHve

[aHHbIN cnpaBOYHWK COAEPXKUT KOMaHAb! AN ynpasneHus yctponctsom Keenetic Lite 111
nocpencTBOM MHTepderica KOMaHAHOW CTPOKW. 34eCh NPUBEAEH NOSHbINA CMIMCOK BCEX AOCTYMHbIX
KoMmaHg. Takke ykasaHbl NpMMepbl TOro, Kak UCMOmNb30BaTh Hanboree pacnpocTpaHeHHbIE U3
3TMX KOMaHA, obLwasa nHdopmaums o B3aMMOCBSA3M MexXay KOMaHgamu v npuHUMnuanbHble
OCHOBbI TOI0, KaK UX UCMOSb30BaThb.

1 Insa Kkoro npegHasHa4vYeH JOKYMEHT

[aHHOe pykoBOACTBO NpefHa3Ha4YeHo Ans CETEBLIX aMUHUCTPATOPOB MIN CNeLManucToB no
BbIYMCIIMTENBHON TEXHUKE, OTBEYaloLLMX 3a HacTponky u nogaepxky Keenetic Lite 11l Ha mecTe.
OHo Takxke npegHasHavyeHo Ans onepaTopos, koTopble ynpasnsatoT Keenetic Lite 11l. JokymeHT
0OXBaTbIBaET TEXHUYECKME NPOLEAYPbI NOAOEPKKM BbICOKOTO YPOBHS A1 root-aAMMHUCTPATOPOB
N COTPYOHUNKOB TexHuyeckon nogaepxkn Keenetic Lite lll.

2 CTpyKTypa AOKYMeHTa

Cl'lpaBO‘-IHI/IK onucblBaeT crenywLwine pasaenbl:

3HaKOMCTBO C KOMaHOHOW B pasgene onvcaHo kak ncnonb3oBatb UHTEPenc
CTpOKOM KomaHaHon cTpoku Keenetic Lite Ill, ee nepapxuyeckyto
CTPYKTYPY, YPOBHM aBTOPM3aLUN U BO3MOXHOCTM CNPaBKMK.

OnucaHune komaHg, AndaBUTHLIN CMMCOK KOMaHA, KOTOPble MOXXHO BBOAUTL B
KoMaHOHoW cTpoke ans HacTponkn Keenetic Lite 1.

3 YcnoBHblIe 0003HaYeHusA

B onncaHum KoMaHa UCnonb3yTca crieaylolmne 0603Ha4YeHNs:

XUPHbIN LWPUdT KomaHabl 1 krtoveBble CrioBa BblAENSTCS
XUPHbIM WpNTOM. OHU JOMKHBI BbITh
BBEAEHbI B TOYHOCTU KaK yKa3aHO B OMUCAHUN.
B npumepax XupHbI WPUAET UCMonb3yeTcs
ONS BblAENEHNS OaHHbIX, BBEAEHHbIX
nornb3oBaTenem.

Kypcus AprymeHTbl, AN KOTOPbIX HEOBXOAMMO 3a4aThb
3HaYeHus, BblOeNeHbl KypPCUBOM.

OnemeHTbI B KBagpaTHbIX ckobkax sBnsarTCS

I [ Heobsi3aTeIbHLIA 371EMEHT |
HeobA3aTenbHbLIMMN.

OneMeHThI B yrnoBblX CkOOKax siIBNSATCS

I <0bsi3aTesIbHbIN 3/TIEMEHT)
obsi3aTenbHbIMMU.
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Beegenwue

(x]yl2z) Obs3aTenbHble ansTepHaTVBHbIE KNOYEBbIE
CrnoBa rpynnupyroTcst B KPYMbIX ckobkax u
pas3fensTca BepTUKanbHOW YepTON.

x|ylzl Heobs3aTenbHble anstepHaTUBHbLIE KNIOYEBbIE

crnoBa rpynnupytoTcst B KBagpaTHbIX CKoBKax u
pa3gensTca BepTUKarbHOM YepTo.

OnucaHue Kaxaol KoMaHabl pasaeneHo Ha criegytolive nogpasaensi:

OnucaHne OnwucaHue TOro, 4TO KOMaHaa genaert.
CuHoncuc OO6wmn dopmat koMaHAabI.
Mpedukc no B0O3MOXHOCTb MCMONb30BaHNA B KOMaH4E

npedwmkca no.

MeHgeT HacTpoiku

CnocoBHOCTb KOMaHAbl MEHSATb HACTPOWKN.

MHorokpaTtHbIli BBOg,

BoamoxxHOCTb MHOIoKpaTHOro eBoga KomaHAbl.

BxoxgeHuwe B rpynny

HaseaHue rpynnbl, 4OCTYN B KOTOPYtO AaeT
komaHga. Ecnv rpynnbl HeT, 3TOT pasgen He
oTobpaxaeTcs.

Tun nHTepcperica

Tun nHTepdeica, Ha KOTOpbIN BNUSET
komaHga. Pasgen He oTobpaxaeTcs, ecnu
OaHHbIA KOHTEKCT He MMeEeT CMbIcna Ans
KOMaHgpbl.

UHTepdeiicel, ncnornb3yemsble B CUCTEME, U
OTHOLLUEHUS MEXAY HUMUN NOKa3aHbl Ha
anarpamme Huxe.

ApryMmeHThbl

AprMeHTbI, eClnn eCTb, U NOACHEHUA K HUM.

Mpumep

Unnioctpauus Toro, kKak KomaHga BblrmnaguT
npw Bbi3oBe. [OCKONbKY NHTEPdENC NPOCT,
HEKOTOpbIe NPUMEPbLI O4EBUAHLI, HO OHU
BKIMOYEHbI 451 AICHOCTM.

MpumeyaHus, NpeaynpexaeHnst 1 NpefocTepeXeHns NCNOoNb3yHT crieayoLmne 0603HavYeHus.

MNpumevaHwue: O3sHavaet "untatens, Npummn K ceegeHunio”. MNprmedannsa cogepkaT nonesHole
COBETbI UMK CChINIKM Ha MaTtepwuansbl, He cogepXXalnecs B JaHHOM

crnpaBO4HUKE.

MpeoynpexaeHue: O3HavaeT "yntartenb, BHUMaHue!". Bawn gencTtens MOryT NpuMBECTH K
noBpeXaeHnio 0060pyaoBaHNSa N NoTepe AaHHbIX.
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O630p nNnpoaykra

1.1 AnnapaTtHoe ob6ecne4yeHue

Mpoueccop MediaTek MT7620N MIPS® 24KEc 580 MHz

OnepatmBHasa namatb EtronTech EM6AB160TSD-5G 64Mb SDRAM

®dnew-namMaTb Winbond W25Q64FVSIG 8Mb

Ethernet MopThbl Mukpocxema MpumeyaHus
5 WHTerpnpoBaHHasi
MeTka CkopocTb MpumeyaHus
0 100 M6wut/c Mopt WAN
1 100 M6wuT/c
2 100 M6wuT/c
3 100 M6wuT/c
4 100 M6uT/c

Wi-Fi YacToTHbI | Mukpocxema MpumeyaHus
AnanasoH
241Ty 802.11bgn 2x2
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3HAKOMCTBO C KOMaHAHOM
CTPOKOWU

B aTon rmaee onncaHo, kak nonb3oBaTbes MHTepdericom komanaHom cTpokm (CLI) Keenetic
Lite Ill, ero nepapxudeckas cTpykTypa, ypOBHM aBTopu3aLmm n BO3MOXHOCTU KOHTEKCTHOM
MOACKAa3KM.

OcHoBHOe cpeacTBo ynpaeneHnsa mapLupytudatopom Keenetic Lite |l — aTo uHtepdenc
koMmaHgHow ctpoku (CL/). HacTponkm cuctembl NOMHOCTLIO OMNUCHIBAOTCH B BUAE
nocrnegoBaTenbHOCTU KOMaHg, KOTOpble HYXHO BbINOMHUTL, YTOBbI NPMBECTM YCTPOWCTBO B
3agaHHOe COCTOsIHUE.

Keenetic Lite Il nmeeT Tpu B1naa HacTpoek:

TekyLne HacTPOMKM running config 3To Habop koMaHa, KoTopbi TpebyeTcs
BbINOMHUTE, YTOObI NPMBECTU CUCTEMY B TEKYLLIEE COCTOSIHUE.
TekyLme HaCTPOMKN XpaHATCS B onepaTtuBHon namsitu (RAM)
N OTpaxaloT BCe U3MeHeHus1 HacTpoek cuctemsl. OgHako,
CcoOepXXMMOoe onepaTMBHON NaMATU TEPSIETCH MPY BbIKITFOYEHUN
ycTponcTsa. s Toro 4tobbl HACTPOWKN BOCCTAHOBUINUCH
nocrne nepesarpysku yCTponcTea, TpebyeTcs COXpaHuTb MX B
9HEProHe3aBNCUMOW NamMATK.

CTtapToBble HAaCTPOWNKM startup config 3To nocnegoBaTenbHOCTbL KOMaHA, KoTopast
XpaHUTCA B cneunarnbHOM CeKTope 3HepFOHe3aBI/ICI/IMOI7I naM4aTn
M ncnonb3yetca anga nHnunanu3aumm cCUctembl
HenocpeaCcTBEHHO NOCIE 3arpy3ku.

HacTpoWiku no ymonyaHuio default config 3T0 3aBOACKME HACTPONKK, KOTOPbIE
3anuceiBatoTcsa npu npomnssoacTtee Ha Keenetic Lite 11l RESET
Ha Koprnyce no3BonseT cbpocuTb CTapToBble HACTPOMKM Ha
3aBofcKue.

®annel startup-config n running-config moryT 6bITb OTPEOAKTMPOBAHbLI BPYYHYt0, 6e3
yyacTusi KomaHgHowm cTpoku. [py aTom criegyeT NOMHUTb, YTO CTPOKU HavMHatowumecs ¢ !
UrHOPUPYOTCA pas3bopLLMKOM KOMaH[, a aprymMeHTbl, coaepxaluue cumBon npoben, A0MXKHbI
ObITb 3aKNOYEHbl B ABOVIHbIE KaBblvkK (Hanpumep, ssid "Free Wi-Fi"). Camu kaBbl4ku
pa3bopLLMKOM UTHOPUPYHOTCS.

OTBETCTBEHHOCTL 3a KOPPEKTHOCTb BHECEHHbIX N3MEHEHUI NEXUT Ha UX aBTope.
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2.1 BBoa KoMmaHO B KOMaHOHOM CTPOKe

KomaHgHbin nHtepnpetatop Keenetic Lite Il paspabotaH Takum o6pasom, 4ToObl UM MOr
MONb30BaTbCS KaK HAYMHAIOLLMIA, TaK U ONbITHBIA Nonb3oBaTenb. Bce komaHabl U NapameTpbl
MMEIOT SICHbIE M NIErKO 3anoMMHaoLWMNECs Ha3BaHUS.

Komangpbl pa36vm=| Ha rpynnbl N BbICTPOEHbI B nepapxuio. Taknm 06p830M, AnA BbIMOJIHEHUA
Kakon-nnbo HaCTDOIZKM nonb30BaTesto HyXXHO nocnegoBartesibHO BBECTU Ha3dBaHUA BITOXEHHbIX
rpynn komaHg (y3J'IOBbIX KOMaHﬂ,) M 3atemMm BBeCTU KOHEYHYI0 KOMaHAy C napamMeTpamMu.

Hanpuwmep, IP-agpec ceteBoro untepderica FastEthernet0/Vian2 sagaetcsa komaHaor address,
KoTopasi Haxogutcs B rpynne interface—ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa B rpynny

HekoTopble y3noBble KOMaHAbl, CoAepalie Habop A4oYEPHMX KOMaHA, NMO3BONSAOT
Nosib30BaTENIO BbIMOMHUTL «BXO4» B rPyMy, YToObl BBOAUTL AOYEPHME KOMaHAbI
HeMoCPeACTBEHHO, He TpaTsi BPEMS Ha BBOA MMEHW Y3r10BOW KOMaHbl. B aTom criyyae meHsieTcs
TEKCT NpUrnaweHnsi KOMaHAHOW CTPOKW, YTOObI Mosfib3oBaTeslb BUAES, B Kakou rpymnre oH
HaxoauTcsl.

HobaeneHa komaHaa exit nnu no Haxatuo kombuHaunm knasuw [Ctri]+[D] BeinonHaeTCs BbIXO4,
13 rpynnbl.

Hanpumep, npu Bxoae B rpynny interface npurnaweHne KOMaHAHOM CTPOKN MEHSIETCS Ha
(config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Acnonb3oBaHue CripaBKy U aBTOOO0MNONTHEHUSA

22

[lnsa Toro 4To6bI CAenaTh NPOLECC HACTPOMKM MaKCUMarbHO yA06HbIM, MHTEPdENC KOMaHLHOM
CTPOKMN MMEET PYHKLINIO aBTOAOMOITHEHNSA KOMaHA U NapamMeTpPOoB, NOACKa3biBasi onepaTopy,
KakuMe KoOMaHAbl JOCTYIMHbI HA TEKYLLEM YPOBHE BITOXXEHHOCTU. ABTOAOMNONMHEHME paboTaeTt no
HaxkaTuio knasuwu [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Fa[Tab]

Usage template:
interface {name}
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Variants:
FastEthernet0
FastEthernet0®/Vlanl
FastEthernet0®/Vlan2

(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky no TekyLen KoMmaHae Bcerga MoXHO oTobpasunTb, Haxas knasuvuwy [?]. Hanpumep:

(config)> interface FastEthernet0/Vlan2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface
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(config)> interface FastEthernet0/Vlan2

2.3 lNMpedukc no

I'IpechKc No NCNonb3yeTcd OANnA OTMEHbI OEeNncTBMs KoMaHabl, nepen KOTOpOIZ OH CTaBUTCA.

Hanpumep, komaHaa interface oTBevaeT 3a co3gaHme CeTeBOro nHTepdenca ¢ 3agaHHbIM
nmeHem. MNMpedmrkc no, ncnonb3yemblli C 3TOM KOMaHAON, Bbi3blBAeT 0OpaTHOE AencTBne —
yaaneHue nHtepderica:

(config)> no interface PPPoEO

Ecnu komaHaa coctaBHasi, no MOXET CTaBUTbCA Nepes NiobbiM ee uneHoMm. Hanpumep, komaHaa
service dhcp Bkntovaet cnyxby DHCP n cocTouT 13 AByX YacTei: service — MMeHU rpynnbi
B nepapxmm komaHg, n dhep — koHeuHon koMmaHab!. [MpedrKc No MOXHO CTaBUTL Kak B Havane,
Tak 1 B cepeaunHe. [lencteme B 06omx cnyvasx OyaeT oAMHaKoBbIM: OCTAHOBKA CryXObl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIn BBOA

24

MHorue komaHabl 06nagatoT CBOVMCTBOM UOEMTOMEHMHOCMU, KOTOPOE MPOSIBISETCS B TOM,
YTO MHOTOKPaTHbIN BBOA 3TUX KOMaHZ NPUBOAMUT K TEM Ke U3MEHEHMWSAM, YTO U OQHOKPATHBbIN.
Hanpwuwmep, komaHaa service http nobaensaet cTpoky «service http» B TekyLme HaCTpOKKy,
1 MpU NOBTOPHOM BBOAE HMYETO HE MEHSIET.

OpHako, YacTb KOMaHz no3sonseT 40baBnATb He OOHY, @ HECKOMbKO 3anucen, ecnu BBOOUTb
NX C pasHbIMK aprymeHTamu. Hanpumep, ctatnyeckune sanvcu B Tabnvue mapLupyTtnsauum ip
route nnun ounstpbl access-list fobasnsloTca NnocnegoBaTensHO, U 3aTeM NPUCYTCTBYIOT B
HacTpoWkax B Buae cnucka:

Mpumep 2.1. Ucnonb3oBaHMe KOMaHAbI C MHOFOKpaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

3anucu 13 Taknx Tabnuu MoOXHO yaansTb No OA4HON, Ucnonb3ys npedrKe No, U ykasbiBasi B
apryMeHTe KoMaHAbl, Kakyto MIMEHHO 3anucb TpebyeTcs yaanuTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
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(config)> show running-config

.1,

1. 55.255.255.0 PPTPO
.1.3.

55.255.255.0 PPTP1

ip route
ip route

(R gy

02
02

2.5 CoxpaHeHuMe HacTpoek

TekyLine n cTapToBble HACTPOMKN XpaHATCs B harinax running-config u startup-config. ns
TOro YTOObI COXPaHUTL TEKYLLME HACTPOMKM B 3HEPTOHE3ABUCUMYHO NaMsITb, HY)XXHO BBECTHU
KOMaHAy KOnMpOoBaHUS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTnoxeHHan nepe3arpys3ka

Ecnu Keenetic Lite Il HaxoguTca Ha 3HaUMTENLHOM yaaneHun ot oneparopa u ynpasnseTcs
Mo CETW, BO3HUKAET OMACHOCTb MOTEPSATL CBA3b C HUM MO NPUYNHE OLLIMBOYHBIX 4ENCTBUN
onepatopa. B atoM cnyyae nepesarpyska v BO3BpaT K COXpaHEHHbIM HacTponkaMm oyayT
3aTpyaHEHbI.

KomaHaa system reboot no3BonsieT ycTaHOBUTL TauMep OTIOXEHHOM nepes3arpy3ku, BbINOSHUTb
«OMacHbIe» HaCTPOWKK, 3aTEM BbIKIIOYUTL TalMep U COXpaHUTb n3aMeHeHusi. Ecnm B npouecce
HaCTPOWNKM CBS3b C YCTPOMNCTBOM ByAeT noTepsiHa, onepaTtopy AocTaTovHo OyaeT goxaarbes
aBTOMAaTM4eCKOWN nepesarpy3ku 1 NOAKMYMTBCS K YCTPONCTBY CHOBA.
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OnucaHune KomaHAa

3.1 ba3oBble KOMaHAbI

BbasoBble kOMaHAbI MCNonb3yrKTCA AnA ynpaBneHus d)aMnaMM Ha BalleMm yCTpOIZCTBe.

3.1.1 copy

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3.1.2 erase

OnucaHue

Mpedukc no

KonupoBsaTtb cogepxvmmoe ogHoro darina B gpyron. Micnonb3yetca ans
0BHOBMNEHNS NPOLLUMBKX, COXPaHEHUS TEKYLLIMX HAcTpoek, cbpoca HAcCTpoek Ha
3aBofckue u ap.

Het
Het

Het

I (config)>  copy (sources «destination)

AprymeHT 3HayeHue OnucaHue

source Wms @anna  |MyTb k dparny, KOTOPbIN HEOBXOAUMO
ckonupoBsaTb.

destination Wms ¢anna |MyTb k KaTanory, kyga byger ckonnposaH
dann.

Hanpumep, coxpaHeHue HacTpoek AenaeTcs Tak:
(config)> copy running-config startup-config

MmeHa cpannos B 3TOM NpumMepe ABNSATCA NceBgoHMMamu. MonHele nmeHa
chainos koHurypaumm ato system: running-configum flash:startup-config,
COOTBETCTBEHHO.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa copy.

Yaanutb dhann ns namatm Keenetic Lite lll.

Het

Keenetic Lite Il CnpaBo4HUK kOMaHA 27




Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

3131s

OnucaHue
Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Oa

[a

I(conﬁg)> erase (filename»

AprymeHTr 3HauyeHue OnucaHue

filename Wms ganna  |[yTb K dpanny, KOTOPbIN HEOBXOANMO
yoanuThb.

(config)> erase FLASH:swap
Erased FLASH:swap.

Bepcus

OnucaHue

2.00

[lo6aBneHa komaHaa erase

BbiBecTn Ha 9KpaH Cnncok cbaﬂnoa B YKa3aHHOM Kartarore.

Het

Het

Het

I(conﬁg)> ls[directory]

AprymeHT 3HaveHue OnucaHue

directory Crtpoka MyTb K kaTanory. [JormkeH cogepxatb UM

¢annoBon cUCTEMbI U HENOCPEACTBEHHO
nyTb K KaTtanory B oopmate < pannosas
cuctema >: < nytb >. Npumepbl hannoBbIx
cuctem — flash, temp, proc, usbn . a.

(config)> 1ls temp:

R:

name: resolv.conf

rel: temp:
entry, type =
size: 107
entry, type =
name: db
entry, type =

D:

D:

name: dhcpb6c

entry, type =

R:
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maBa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

3.1.4 more

OnucaHue
Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

name: TZ
size: 6
entry, type = R:
name: passwd
size: 128
entry, type = D:
name: dnscache
entry, type = D:
name: mnt
entry, type = D:
name: tmp
entry, type = D:
name: ppp
entry, type = D:
name: lib
entry, type = D:
name: run

Bepcusa OnucaHue

2.00 JobasneHa komaHpa ls.

BbIBECTM Ha 3KpaH cogepXXnMmMoe TeKCTOBOro dhansa noCTpoYHO.
Het
Het

Het

I(conﬁg)> more «filename;

AprymeHT 3HaveHue OnucaHue

filename Wms ganna  |MonHoe umsa cdanna nunm NCEBAOHUM.

(config)> more temp:resolv.conf
nameserver 82.138.7.15

nameserver 82.138.7.251

nameserver 82.138.7.130

options timeout:1 attempts:3 rotate

Bepcus OnucaHue

2.00 [obaBneHa komaHga more
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Masa 3 OnucaHne KomaHp,

3.2 access-list

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

UcTopusa nameHeHunmn

HocTtyn K rpynne KoMaHg 415t HACTPOWMKKM BbIBpaHHOTO cnmncka npasun unsTpauum
nakeToB. Ecnu cnncok He HarnaeH, KoMmanaa NMbiTaeTcAa ero co3gartb. Takonm CNNCOoK
MOXET ObITb MPUCBOEH CETEBOMY MHTEPENCY C NOMOLLBIO koMaHAabl interface
ip access-group.

KomaHaa ¢ npedukcom no ygansieT Cnncok npaeur.
Oa
[a
Oa

(config-acl)

I (config)> access-list <name»

I (config)> no access-list (name»

AprymeHT 3HauyeHue OnucaHue

name CTpoka HasBaHue cnvcka npaeun punsrpaumm
(Access Control List, ACL).

Bepcus OnucaHue

2.00 [obaBneHa komaHaa access-list.

3.2.1 access-list deny

OnucaHue

Mpedumkec no
MeHsieT HacTpOMnKu
MHorokpaTHbI BBOA,

CuHoncuc

Hob6aBuTb 3anpeLyatoLlee npaBuo punbTpaLmm NakeToB B ykasaHHbIn ACL.
KomaHga ¢ npecukcom no ygandeT npaBusio.

Oa

[a

[a

(config-acl)>  deny (tcp | udp) <source» <source-mask»
port [src-port-operator] <source-port»
«destination» «<destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <source> <source-mask»
<destination» <destination-mask>

(config-acl)> no deny (tcp | udp) <source» <source-mask»
port [src-port-operator] (source-port»
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

«destination> «<destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <source> <source-mask>
<destination» <destination-mask>

AprymeHT 3HayeHue OnucaHue

tcp Knw4esoe cnoso|TCP npoToKon.

udp Knouesoe cnoso|UDP npoTokorn.

icmp Kniouesoe cnoso |ICMP npoTokorn.

esp Knwyesoe cnoso|ESP npotokon.

gre Kniouesoe cnoso|GRE npotokon.

ipip Knw4esoe cnoso|IP in IP npoTokon.

ip KnioyeBoe cnoBo |IP-npoTokon (BkntoyaeT B cebs TCP,
UDP, ICMP v npouue).

source IP-agpec ALpec UCTOYHMKA B 3aronoBke
IP-nakeTa.

source-mask IP-macka Macka, npMMeHeHsiemas kK agpecy

NCTOYHMKa B 3aronoBke |IP-nakeTa,
nepen CpaBHEHWEM C Source.
CywecTByeT gBa crnocoba Beoga
MacKu: B KaHOHNYeCKon hopme
(Hanpumep, 255.255.255.0)u B
Bnae 6mMtoBon onunHbl npedukca
(Hanpuwmep, /24).

source-port Lenoe uucno MopT uctovnuka B TCP nnn UDP
3aronoske.
src-port-operator |lt OnepaTtop «MeHbLUe» Ansi

CcpaBHeHWA rnopTa ¢ ykas3aHHbIM
source-port.

eq Onepatop «paBHO» Ansi CpaBHEHWS
nopTa C ykasaHHbIM source-port.
gt Onepartop «6onbluey ans cpaBHEHMS
nopra C ykasaHHbIM source-port.
destination IP-agpec AfLpec Ha3Ha4yeHus B 3arofloBke
IP-nakeTta.
destination-mask IP-macka Macka, npumeHeHsiemas Kk agpecy

HasHaveHus B 3aronoske IP-naketa,
nepeg cpaBHeHveM c destination.
CyuwiecTByeT ABa crnocoba Beoga
MacKu: B KaHOHN4YeCKon hopme
(Hanpumep, 255.255.255.0)n B
BMae GUTOBOW OANUHbLI Npedumkca
(Hanpwumep, /24).

destination-port Uenoe uucno MopT Ha3HaveHus B TCP unu UDP
3arorioBKe.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

dst-port-operator |1t OnepaTtop «MeHblUe» Ans
CpaBHEHUS NopTa C yKa3aHHbIM
destination-port.

eq OnepaTop «paBHO» ANsi CpaBHEHUS
nopTa ¢ ykasaHHbIM
destination-port.

gt Onepartop «6onbluey ansi cpaBHEHMS
nopTa C yKa3aHHbIM
destination-port.

(config-acl)> deny icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0
ACL rule added.

Bepcus OnucaHue

2.00 [obGaBneHa komaHga access-list deny.

2.06 HoBoe 3HaueHue ip 66110 obaBneHo B aprymeHT protocol
2.08 HoBble npoTokonkl esp, gre n ipip ObimM gob6aBneH.bl.

3.2.2 access-list permit

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

Hob6aBnTb paspeluatoLlee Nnpasuio ounsTpauum NakeToB B yka3aHHbIi ACL.
KomaHga ¢ npedmkcom no ygansiet npasuno.

Oa

Ja

Da

(config-acl)>  permit (tcp | udp) <sources <source-mask>
port [src-port-operator] (source-port»
«destination> <destination-mask>
port [dst-port-operator] «destination-port,

(config-acl)> permit (icmp | esp|gre|ipip | ip) <sources <source-mask>
«destination> <destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask»
port [src-port-operator] <source-port»
<destination» <destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)> no permit (icmp | esp | gre | ipip | ip) <sources <source-mask»
<destination» <destination-mask>
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maBa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HayeHue OnucaHue

tcp Knw4esoe cnoso|TCP npoTokon.

udp Knwyesoe cnoso|UDP npoTokon.

icmp Kniouesoe cnoso |ICMP npoTokorn.

esp Kmwyesoe cnoso|ESP npoTokon.

gre Knioyesoe cnoso|GRE npotokon.

ipip Knw4esoe cnoso|IP in IP npoTokon.

ip KniouyeBoe cnoBo |IP-npoTokon (BkntoyaeT B cebs TCP,
UDP, ICMP v npouue).

source IP-agpec Anpec UCTOYHMKa B 3aronoBke
IP-nakeTa.

source-mask IP-macka Macka, npuMeHeHsiemas k agpecy

NCTOYHMKa B 3aronoBke IP-nakeTa,
nepen CpaBHEHWEM C Source.
CywecTByeT gBa cnocoba Beoga
MacKu: B KaHOHNYeCKon hopme
(Hanpumep, 255.255.255.0)u B
Bnge 6mMtoBon AnuHbl npedukca
(Hanpumep, /24).

source-port

Lenoe uucno

MopT uctovnuka B TCP nnn UDP
3arosioBKe.

src-port-operator |1t Onepatop «MeHbLUe» Ansi
CpaBHeHus rnopTta ¢ ykasaHHbIM
source-port.
eq Onepatop «paBHO» AMsi CpaBHEHNS
nopra C ykasaHHbIM source-port.
gt Onepartop «bonbluey» Ans cpaBHEHUS
nopra C ykasaHHbIM source-port.
destination IP-agpec Afpec Ha3Ha4yeHus B 3arofioBke
IP-nakerta.
destination-mask IP-macka Macka, npumeHeHsiemas Kk agpecy

Ha3HadeHus B 3aronoske IP-nakeTa,
nepeg cpaBHeHveM c destination.
CyuwiecTByeT ABa crnocoba Beoaa
MacKu: B KaHOHN4YeCKon chopme
(Hanpumep, 255.255.255.0)u B
BMae 6UToBOW ANUHbLI Npedumkca
(Hanpwumep, /24).

destination-port

Lenoe uucno

MopT Ha3HaueHus B TCP nnn UDP
3aronoBke.

dst-port-operator

1t OnepaTtop «MeHbLUe» Ans
CpaBHEHUS NopTa C yKa3aHHbIM
destination-port.

eq OnepaTop «paBHO» Ansi CpaBHEHUS

nopTa C ykasaHHbIM
destination-port.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHunmn

AprymeHT

3Ha4yeHue OnucaHue

gt

Onepartop «bonbLuey» ans cpaBHEHWS
nopTa C ykasaHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga access-list permit.

2.06 HoBoe 3HaueHune ip 6bino gobaeneHo B aprymeHT protocol
2.08 HoBble npoTokonkl esp, gre n ipip 6binv gobaBneHbl.

3.3 cloud control client connect

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

38peFI/ICTpVIPOBaTb HOBOrO KnneHTa. MakcMmanbHoe KONM4eCcTBO KNNEHTOB 5.

KomaHaa ¢ npedukcom no ygansieT KnMeHTa.

[a
Ja
Oa

(config)>
exponent> ]

cloud control client «id> connect <names [ tmodulus)

I (config)> no cloud control client[(id>] connect

AprymeHTr 3HauyeHue OnucaHue

id CTtpoka 256-6UTHBIN naeHTUUKaTOpP KIMEeHTa
3anucaHHbIN B LLECTHaaUaTepuyHoOM
dopmaTe PUKCMPOBAHHON AfMHBbI.

name Ctpoka Mpon3BonbHOE UMS, ANMHA KOTOPOro He
npesblwaeT 64 cumeonos UTF-8.

modulus Lenoe uucno |[KoMNOHEHT oTKpbITOro RSA-Kknto4a knmeHTa.
Ero pasmep gomxeH 6biTb B AnanasoHe
[1024, 1536] 6uT. Ecnin He yka3saH,
WndbpoBaHME He BbINOMHAETCS.

exponent Yenoe uucro |KomnoHeHT oTkpbIToro RSA-kntoya knveHTa.

Ecnu He ykasaH, lwndgpoBaHune He
BbIMOSHSAETCS.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config)> cloud control client a78d...30ab connect test_client

connect:

PHI1c3VsdD48Y21kPmRhMDQ1IMGNiNzhjOTNhZmMwZWZjNGNmMGIyY2MyNDE2YjF
JNDAZNTZmODRU1YWNkZDE3Mzc10WI20WUWNTEXZGY8L2NpZD48ZGV2aWN1X25hbW
U+S2V1bmVOaWMgVml2YTwvZGV2aWN1X25hbWU+PC9yZXN1bHQ+

CloudControl: :Agent: Client connection initiated.

Bepcus

OnucaHue

2.05

[obaeneHa komaHga cloud control client connect.

3.4 cloud control client name

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

MNepevimeHOBaTb 3apErYCTPUPOBAHHOTO KIIMEHTa.

Het

Oa

Hert

I (config)> cloud control client (id> name <name)

AprymeHT 3HavyeHue OnucaHue

id CTpoka 256-6UTHBIN naeHTUUKATOP KIMEHTa
3anucaHHbIN B LWecTHaauaTepPUYHOM
dopmaTe HPUKCMPOBAHHON OJIMHBbI.

name CTpoka MNpoun3BornbHOEe NMS, ANMHA KOTOPOTro He
npesbiwaeT 64 cumsonos UTF-8.

(config)> cloud control client a78d...30ab name "New Client"
CloudControl::Agent: A client name changed.

Bepcus

OnucaHue

2.05

JobaeneHa komaHga cloud control client name.

3.5 cloud control client session timeout

OnucaHue

Mpedukc no

YCTaHOBUTb TarM-ayT KIIMEHTCKOM CECCUKN B CEKyHAaX.

KomaHaa ¢ npedmKcoM no ycTaHaBnMBaeT 3HaYeHue TaM-ayTa Mo yMONYaHuio

(300 cekyHp).
[a
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Ja
[a

I(config)> cloud control client (id> session timeout (seconds,

I (config)> no cloud control client[(id)>] session timeout

AprymeHT 3HauyeHue OnucaHue

id Crpoka 256-6UTHBLIN noeHTUdMKaTOP KNMeHTa
3anMcaHHbIf B LUECTHAALATEPUYHOM
dopmarte hMKCUPOBaHHOWN OSIHbI.

seconds Lenoe uucno |Mepuop BpeMeHU, B TEYEHNE KOTOPOrO
ceccus MmoxeT besgelicTBoBaTh, 6e3
Kakoro-nnbo B3anmMoaencTBnsa ¢ KOHEYHbIM
none3osaTtenem. MoxeT NnpnHMMaThL
3Ha4yeHus B ananasoHe ot 30 go 600 cekyHa
BKINMKOYUTESTBbHO.

(config)> cloud control client a78d...30ab session timeout 35
CloudControl::Agent: "test client" session timeout set to 35 »
seconds.

Bepcus OnucaHue

2.05 [ob6aeneHa komaHaa cloud control client session timeout.

3.6 components

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

UcTopusa nameHeHum

,D,OCTyI'I K rpynne KOMaHg and ynpasneHna KOMNOHEeHTaMn MUKponporpamMmmbl.

Het
Het
Het

(config-comp)

I (config)>  components

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa components.
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maBa 3 OnucaHne KomaHp,

3.6.1 components commit

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

UcTopusa nameHeHun

MNpnuMeHNTb N3MeHeHNA, BHECEHHbIE KOMaHa4amu components install n
components remove.

Het

Oa

Het

I (config-comp)>  commit

Bepcus OnucaHue

2.00 [o6GaBneHa komaHga components commit.

3.6.2 components install

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbI BBOA,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHumn

OTMeTUTb KOMMOHEHT Ans nocnenytolleit yctaHoBku. OkoHYaTenbHas ycTaHoBKa
BbIMOMNHSAETCA KOMaHOol components commit.

Het
Ja
Ja

I (config-comp)>

install «component>

AprymeHT

3HauyeHue OnucaHue

component

CTtpoka HassaHne komnoHeHTa. CnncoK AOCTYMHbIX
Aana ycCtaHOBKU KOMIMOHEHTOB MOXET ObITb
BblBEEH Ha 3KpaH KoMaHZon components

list.

(config-comp)> install ntfs
Component is queued for installation: ntfs

Bepcus

OnucaHue

2.00

[oGaBneHa komaHga components install.

3.6.3 components list

OnucaHue

BbiBecTn Ha 3KpaH CMNMUCOK BCEX KOMIMOHEHTOB — YCTAaHOBJ1€HHbIX U OOCTYMHbIX
Ona yCtaHOBKW. Ecnu OTCYTCTBYET NOAKITHOHEHNE K VlHTepHeT, TO 6yp,eT BblBEEH
TOJTIbKO CMNUCOK YyXXe YCTaHOBJIEHHbIX KOMIMOHEHTOB.
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Masa 3 OnucaHne KomaHp,

Mpedukc no Het

MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

Cunoncuce I(conﬁg-conu»> list [ sandbox ]
AprymeHThI AprymeHT 3HayeHue OnucaHue
sandbox Crtpoka YnaneHHasi necoyHumua, Hanpumep stable
unu beta.
Mpumep (config-comp)> list
webadmin:
queued: yes
name: Silver-Blue
description: Silver-Blue
size: 244112
installed:
webadmin:
queued: no
name: ZyXEL-Intl
description: ZyXEL-Intl
size: 390648
component:
queued: yes
name: accesspoint
description: 802.11 Access Point
details: Allows this appliance to be a Wi-Fi access »
point.
group: Wireless networking
priority: important
depend: base,corewireless
version: 2.6.3
script: interface WifiMaster0
country-code RU
compatibility
BGN
up
UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.00 [oGaBneHa komaHga components list.
2.06.A.6 [o6GasneH napameTtp sandbox. KomaHga components list

sync.

A0JKHAa ncnosyib3oBaTbCA BMECTO yCTapeBLuelh components
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maBa 3 OnucaHne KomaHp,

3.6.4 components preset

OnucaHue Bbibpatb rotoBbIN HAGOP KOMMOHEHTOB. YCTaHOBKa Habopa BhINOMHSETCA
KomaHgon components commit.

Mpexae Yyem ycTaHOBUTbL HABOP KOMMOHEHTOB, NPOBEPLTE NOCNEAHNE BEPCUM
KOMMOHEHTOB Ha cepBepe obHoBNeHnn komaHaon components list. Tpebyetcsa
nogkntoyeHne Kk MIHTepHeTy.

Mpedukc no Het
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert

CuHoncuc I (config-comp)>  preset preset;

AprymeHTbI KonnyecTBo 1 Ha3BaHUs rOTOBbIX HAOOPOB KOMMOHEHTOB MOTYT ObITb U3MEHEHDI,
NoO3TOMY PEKOMEHOYETCSi NPOBEPUTHL CMUCOK AOCTYMHbIX HAOOPOB KOMaHOoM
preset ?.

AprymMmeHT 3HauyeHue OnucaHue

preset minimal MuH1ManbHO BO3MOXHbIN A51s paboThl
yCTponcTBa Habop KOMMOHEHTOB OyaeT
OTMEYEH.

recommended | PekomeHayeMbit HAGop KOMNOHeHTOB byaeT
OTMEYEH ANsi YCTaHOBKM.

Mpumep (config-comp)> preset recommended
lib::libndmComponents error[268369922]: updates are available »
for this system.
(config-comp)> commit
Core::System::UConfig: done.

MCTOpVIﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [loGaBneHa komaHga components preset.

3.6.5 components preview

OnucaHue MokasaTb pa3amep NPOLUNBKK, COCTABNEHHOM M3 KOMMOHEHTOB, BbIOpPaHHbLIX C
nomoLbio kKoMaHabl components install.

Mpedomkc no Het
MeHsieT HacTpomnKku Ha

MHorokpaTHbii BBog  Hert
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Masa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHun

I(config-comp)> preview
(config-comp)> preview

preview:
size: 7733308

Bepcus OnucaHue

2.06 HobaeneHa komaHga components preview.

3.6.6 components remove

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

OTMeTUTb KOMMOHEHT AN nocrneayollero yaaneHus. OkoH4yaTensHoe yaaneHue
BbIMOMNHAETCA KOMaHOol components commit.

Het
[a
Ja

I (config-comp)>  remove (component>

AprymeHT 3HavyeHue OnucaHue

component CTtpoka HasBaHue koMnoHeHTa. CnMCOK AOCTYMHbIX
ONa yganeHus KOMMNOHEHTOB MOXET ObITb
BblBEEH Ha 3KpaH KoMaHaon components
list.

(config-comp)> remove ntfs
Component is queued for removal: ntfs

Bepcus OnucaHue

2.00 [oGaBneHa komaHga components remove.

3.6.7 components validity-period

OnucaHue

Mpedukc no

YcTaHoBUTb CPOK aKTyalJibHOCTU JTOKal1lbHOIo Cnmncka KOMMOHEHTOB. Mo ncreveHuu
3TOro BpemMmeHu 6yp,eT aBToOMaTU4eCKn BbINONIHEHA KOMaH4a components list
OnA nony4vyeHunsa Tekyulero Crnnucka KOMNOHEHTOB C cepBepa OBGHOBMNEHWIA.

KomaHnaa ¢ npedmKCoM nNo ycTaHaBnNMBaEeT 3HAYEHME MO YMONMYaHWI0, KOTOpoe
pasHo 1800.

Oa

40

Keenetic Lite Il CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3.7 crypto ike key

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Ja

Het

I (config-comp)>  validity-period (seconds»

I (config-comp)> no validity-period

AprymeHT

3HauyeHue OnucaHue

seconds

Lenoe uucno CpOK aKTyallbHOCTU J1OKalibHOro
Crncka KOMIMoOHEHTOB B CeKyHOax.

(config-comp)> validity-period 500
Core::Configurator: done.

Bepcus

OnucaHue

2.03

HobaBneHa komaHaa components validity-period.

[o6aBuTb kntod IKE ¢ n4eHTUUKATOPOM yaaneHHON CTOPOHbI.

KomaHga ¢ npedukcom no yaanseT yKasaHHbIA Ko,

Da
Oa
[a

| (config)>

crypto ike key names «psk> (<types <id> | any)

I (config)> no crypto ike key cname,

AprymeHTr 3HayeHue OnucaHue
name CTpoka HassaHue kntova. [lonyckaerca ncrnonb3oBaHune
CMMBOIOB NaTUHCKOro andasuta, Lndp, To4Ku,
noayepkmnBaHusa n geduca.
psk CTpoka Maponb ansa ayteHTudukaumn.
type address NoeHTndukatopom sensietcs IP-agpec.
fqdn VaeHTndukaTopom SBNAeTCA NofHOe AOMEHHoe
ZIVER
dn NaeHTndukatopoM ABRseTcs JOMEHHOE NMS.
email MaeHTUdhunkaTopom SBNAETCHA 3NEKTPOHHbIN
agpec e-mail.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue
id Crpoka 3HaveHne ngeHTuduKaTopa yaaneHHon
CTOPOHBI.
any Knoyesoe PaspeluaeT ncnonb3oBaHue Kniova gnsi noodon
CJ10BO yOaneHHOM CTOPOHbI.

(config)> crypto ike key test 12345678 email ipsec@example.org
IpSec::Manager: Crypto ike key "test" successfully added.

Bepcus OnucaHue

2.06 HobaeneHa komaHga crypto ike key.

3.8 crypto ike nat-keepalive

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YctaHoBUTE TaMayT mexady naketamu keepalive B criyqyae o6HapyxeHus NAT
Mexay KrmeHToM 1 cepBepoM /Psec. 1o ymMonyaHuio yCTaHOBRAEHO 3HadYeHune 90.

KomaHga ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUE Mo yMOMYaHuio.
Ja
Oa

Het

I (config)> crypto ike nat-keepalive (nat-keepalive>

I (config)> no crypto ike nat-keepalive

AprymeHT 3HayeHue OnucaHue

nat-keepalive Uenoe uucro TanmayT mexay naketamu keepalive
B cekyHaax. MoxeT npuHumaTtb
3Ha4veHusa ot 5 go 3600
BKITHOUMTENBHO.

(config)> crypto ike nat-keepalive 20
IpSec::Manager: Set crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHue

2.06 HobaBneHa komaHaa crypto ike nat-keepalive.
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maBa 3 OnucaHne KomaHp,

3.9 crypto ike policy

OnucaHue

Mpedouke no

MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA
BxoxnaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

[ocTtyn k rpynne koMang 4 HaCTPOVKM BblopaHHOW nonuTuku IKE. Ecnv nonuTtunka
IKE He HanpgeHa, kKoMaHaa nbiTaeTcs eé co3gatb.

KomaHga ¢ npedukcom no yganset nonutuky IKE. lNMpu 9ToM gaHHas nonuTuka
IKE aBTOMaTU4eCKM yganserca u3 scex npocunen IPsec.

Oa
Ja
Oa
(config-ike-policy)

I(config)> crypto ike policy (name;

I (config)> no crypto ike policy (name»

AprymeHT 3HayeHue OnucaHue

HassaHue nonutuku IKE.
[HonyckaeTtcs ucnornb3oBaHue
CVMMBOJIOB NAaTMHCKOro andasunTa,
undp, TOYKKU, NOAYEPKMBAHUS U
aecuca.

name Crpoka

(config)> crypto ike policy test
IpSec::Manager: Crypto ike policy "test" successfully created.

Bepcus OnucaHue

2.06

HobasneHa komaHaa crypto ike policy.

3.9.1 crypto ike policy lifetime

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

YcTaHoBUTb BpeMs xun3Hu accoumaumn IPsec IKE. 1o ymOn4YaHuIo UCnornb3yeTcs
3HayeHune 86400.

KomaHga ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMoryaHmio.
Ja
Oa

Het

| (config-ike-policy)>  lifetime (lifetimes

I (config-ike-policy)> no lifetime
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT

3Ha4yeHue OnucaHue

lifetime

Llenoe uucno Bpems xun3Hun accounaunm IPsec IKE

B cekyHaax. MoxeT npyuHumMaTtb
3HaveHus ot 60 go 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: Crypto ike policy "test" lifetime set to 3600 s.

Bepcus

OnucaHue

2.06

[obGasneHa komaHaa crypto ike policy lifetime.

3.9.2 crypto ike policy mode

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

3apatb Bepcuto npoTtokona /KE. Mo ymonyaHuio ncnonb3yeTcs 3HadeHme ikevl.

Komanpa c I'Ipe(*)VIKCOM Nno BO3BpallaeT 3Ha4eHne no yMmo4aHuio.

[a
Oa

Het

I (config-ike-policy)>

I (config-ike-policy)> no mode

mode (node»

AprymeHT 3HavyeHue OnucaHue
mode ikevl Bepcusa npotokona IKEv1.
ikev2 Bepcwus npotokona IKEv2.

(config-ike-policy)> mode ikevl
IpSec::Manager: Crypto ike policy "test" mode set to "ikevl".

Bepcus

OnucaHue

2.06

[o6GasneHa komaHaa crypto ike policy mode.

3.9.3 crypto ike policy negotiation-mode

OnucaHue

Mpedukc no

YctaHoBuTb pexxum obmeHa gns IKEv1 (cm. komaHgy crypto ike policy mode).
Mo ymonyaHuio ncnonb3yeTca 3HaYeHne main.

Komanpa c I'Ipe(bVIKCOM Nno BO3BpaLlaeT 3Ha4eHne no yMmoi4aHuio.

Ja
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

Ja

Het

I (config-ike-policy)>  negotiation-mode (negotiation-mode»

I (config-ike-policy)> no negotiation-mode

AprymeHT 3HauyeHue ‘OnwcaHMe

negotiation-mode main OcHoBHOI pexunm, 3almaeT

naeHTUdUKaLMIo nmpa.

aggressive |ArpeccuBHbIN PEXUM, He 3alumLiaeT
naeHTudmrkaumio nupa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: Crypto ike policy "test" negotiation-mode set »
to "aggressive".

Bepcus OnucaHue

2.06

[o6GaeneHa komaHaa crypto ike policy negotiation-mode.

3.9.4 crypto ike policy proposal

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

HobasuTtb B nonnTuky IKE ccbinky Ha BblopaHHbIn IKE proposal. O4epegHocTb
nobaBneHns nMeeT 3HadeHne ana obmeHa gaHHbIMK no npoTtokony /KE.

KomaHpa ¢ npedukcom no ygandet ccbiiky Ha IKE proposal.
Oa
Oa

Oa
I (config-ike-policy)>  proposal <proposal,

I (config-ike-policy)> no proposal «proposal»

AprymeHT 3HayeHue OnucaHue

proposal Ctpoka HassaHue IKE proposal.
JonyckaroTcsi CMMBOSbI TATUHCKOTO
andasuTa, undpbl, TOHKNU,

nogyvyepknBaHmnAa 1 ,El,erMCbI.

(config-ike-policy)> proposal test
IpSec::Manager: Crypto ike policy "test" proposal "test" »
successfully added.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ike policy proposal.

3.10 crypto ike proposal

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

HocTtyn k rpynne komaHng Ans HacTpoviku BelbpaHHoro IKE proposal. Ecnu IKE
proposal He HangeH, KomaHaa NbiTaeTcsl ero co3aarhb.

KomaHga ¢ npedumkcom no yaansiet IKE proposal. [pu aTom 13 Bcex nonuTuk
IKE aBTOMaTU4ECKM YOANsTCS CCbINKN Ha AaHHbIN [KE proposal.

Ja
Oa
Oa

(config-ike-proposal)

I(config)> crypto ike proposal name>

I (config)> no crypto ike proposal (name;

AprymeHT 3HauyeHue OnucaHue

name Ctpoka HaseaHue IKE proposal.
HonyckaroTcst CMMBOIbI TATUHCKOIO
andasuTa, Lnpbl, TOYKNU,
nogyepKknBaHnsa 1 aeducsl.

(config)> crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" successfully created.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ike proposal.

3.10.1 crypto ike proposal dh-group

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIl BBOA

Hob6asuTb BbIGpaHHyto DH rpynny B IKE proposal ans pabotsl B pexume PFS.
OuepegHocTb AobaBneHnst UMeeT 3HadeHne Ans obMeHa gaHHbLIMK MO NPOTOKONY
IKE.

KomaHaa ¢ npedukcom no yaansert BolbpaHHyto rpynny.
Da
Oa
Ja
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-ike-proposal)>

dh-group «dh-group,

I(conﬁgdkeqxoposa0>'nodh-group«dh-group)

AprymeHT

3HauyeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

DH rpynna ans pabotbl B pexume PFS.

(config-ike-proposal)> dh-group 14
IpSec::Manager: Crypto ike proposal "test" DH group "14" »
successfully added.

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ike proposal dh-group.

3.10.2 crypto ike proposal encryption

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHThl

Hob6aBuTb BbIGpaHHbIN TN WndpoBaHus B IKE proposal. OuepegHocTb
nobaBneHns nmeet 3HavyeHne ans obmeHa gaHHbIMM No npoTtokony /KE.

KomaHaa ¢ npedunkcom no yaansiet BblopaHHbIA TUM LMPOBaHKS.

Ja
Oa
Oa

I (config-ike-proposal)>

encryption encryption;

I (config-ike-proposal)> no encryption <encryption

AprymeHT

3HauyeHue

OnucaHue

encryption

des

3des

aes-128-chc

aes-192-cbc

aes-256-cbc

Tun wudpposanus IKE.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-ike-proposal)> encryption des
IpSec::Manager: Crypto ike proposal "test" encryption algorithm »
"des" added.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ike proposal encryption.

3.10.3 crypto ike proposal integrity

OnucaHue

Mpedouke no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[o6aBnTb BbibpaHHOE 3HaveHue anroputma nognucu HMAC B IKE proposal.
OuepeaHocTb fobaBneHns MeeT 3HauYeHne Anst 0OMeHa AaHHbIMU MO NPOTOKONY
IKE.

KomaHga ¢ npedukcom no yaansieT BoibpaHHbIA anropuTm.
Oa
Oa
Oa

I (config-ike-proposal)>  integrity <integrity»

I (config-ike-proposal)> no integrity <integrity

AprymeHT 3HayeHne |OnucaHue
integrity md5 Anroputm nognucu HMAC IKE
shal coobLeHui.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: Crypto ike proposal "test" integrity algorithm »
"sha256" successfully added.

Bepcusa OnucaHue

2.06 JobaeneHa komaHaa crypto ike proposal integrity.

3.11 crypto ipsec mtu

OnucaHue

Mpedukc no

YctaHoBuTh 3HavyeHne MTU, koTtopoe ByaeT nepegaHo /Psec. o ymonyaHuio
ncnonb3yercst 3Ha4eHne auto.

Het
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

Het

Het

I (config)> crypto ipsec mtu (auto | «value))

AprymeHT 3HavyeHue OnucaHue
auto Knoyesoe MTU Ha3Ha4aeTcs aBTOMaTUYECKN.
C/s10B0
value Uenoe uyucno |3HadeHne MTU. MoxeT NpuHMMaTh 3HAYEHUS
oT 128 go 1500 BKNHOYUTENBHO.

(config)> crypto ipsec
IpSec::Manager: MTU is

(config)> crypto ipsec
IpSec::Manager: Static

mtu auto
set to auto.

mtu 1400
MTU value is set to 1400.

Bepcus OnucaHue

2.08 [obGasneHa komaHaa crypto ipsec mtu.

3.12 crypto ipsec profile

OnucaHue

Mpedukc no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA
BxoxnaeHue B rpynny

CuHoncuc

AprymeHTbI

[ocTyn K rpynne koMaHg Ans HAacTpoKKn BbibpaHHoro npoduns IPsec. Ecnu
npodusib He HanaeH, KoOMaH4a NblTaeTcsa ero co3naTb.

KomaHga ¢ npedukcom no yganset npodunb. Mpu 9TOM CCbInKN Ha OaHHbIN
npodhunb aBTOMaTUYECKN yaansTcs N30 Bcex kpuntokapT /Psec.

[a
Ja
Oa

(config-ipsec-profile)

I(config)> crypto ipsec profile name>

I (config)> no crypto ipsec profile name>

AprymeHT 3HayeHue OnucaHue

name Ctpoka HassaHue npodung IPsec.

[onyckaloTca CMMBOMbI TaTUHCKOrO
andasuTa, undpbl, TOHKNU,
nogyepkmBaHms n geducol.
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Masa 3 OnucaHne KomaHp,

Mpumep (config)> crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" successfully created.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06 [obGasneHa komaHaa crypto ipsec profile.

3.12.1 crypto ipsec profile authentication-local

OnucaHue 3apatb Tvn ayTeHTudmKaumm nokansHoro xocta. 1o ymonyaHuio ncnonb3yercs
3HayeHue pre-share.

KomaHaa ¢ npedmkcom no Bo3BpaLLaeT 3Ha4YeHMe Mo YMONYaHMIo.
Mpedukc no Oa
MeHsieT HacTponku Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I (config-ipsec-profile)>  authentication-local <auth)
I (config-ipsec-profile)> no authentication-local

AprymeHTbI AprymeHT 3HaueHue OnucaHue
auth pre-share Ha gaHHbIN MOMEHT eanHCTBEHHOE JOCTYMHOoe

3Ha4eHue.

Mpumep (config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: Crypto ipsec profile "test" authentication-local »
type "pre-share" is set.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06 [obGasneHa komaHaa crypto ipsec profile
authentication-local.

3.12.2 crypto ipsec profile authentication-remote

OnucaHue 3agatb TV ayTeHTUdmKaumm yganeHHoro xocta. 1o ymonyaHuio ncnonb3yercst
3HayeHue pre-share.

KomaHnaa ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHMe Mo YMONYaHMIo.
Mpedukc no Oa
MeHsieT HacTpoOMnKu Ja

MHorokpaTHbii BBog  Hert
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-ipsec-profile)>  authentication-remote <auth»

I (config-ipsec-profile)> no authentication-remote

AprymeHT 3HavyeHue OnucaHue
auth pre-share Ha gaHHbI MOMEHT eaNHCTBEHHOE JOCTYMHOEe
3HayeHue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec: :Manager: Crypto ipsec profile "test" authentication-remote »
type "pre-share" is set.

Bepcus OnucaHue

2.06 [obGaBneHa komaHga crypto ipsec profile
authentication-remote.

3.12.3 crypto ipsec profile dpd-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHThl

Mpumep

3apatb napameTpbl MeToAa Ana obHapyxeHunst HepaboTtatowmx /KE nupos. o
ymonyaHuto 3HadeHue interval pasHo 30, retry-count paBHo 3.

KomaHga ¢ npedunkcomM no Bo3BpallaeT 3HaYeHst N0 YyMOMYaHUIO.
Ja
Da

Het

I (config-ipsec-profile)>  dpd-interval <intervals [retry-count]

I (config-ipsec-profile)> no dpd-interval

AprymeHT 3Ha4yeHue OnucaHue

interval Lenoe uucno WHTepBan otnpaskn DPD nakeTos B
cekyHgax. MoxeT npuHuMmaTb
3Ha4YeHus oT 2 Oo 3600.

retry-count Llenoe 4ncno KonunyecTtBo nonbiTok otnpaeku DPD
nakeToB. MoxeT npuHuMaThb
3Ha4YeHus ot 3 Oo 60.

(config-ipsec-profile)> dpd-interval 5 30

IpSec: :Manager: crypto ipsec profile "test" dpd-interval is set »
to 5 s.

IpSec::Manager: crypto ipsec profile "test" dpd retry count is »
set to 30
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ipsec profile dpd-interval.

3.12.4 crypto ipsec profile identity-local

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3apaTtb nokanbHbIN naeHTudukaTop Ang npoduns IPsec.

KomaHga ¢ npedukcom no yaansieT nokanbHbin naeHTudukatop.

Da
Oa

Het

I (config-ipsec-profile)>  identity-local (types <id>

I (config-ipsec-profile)> no identity-local

AprymeHT 3HayeHne |OnucaHue
type address Tun noeHTudpmkatopa — IP-agpec.
fqdn Tvn ngeHTuguKaTopa — MNosfHoe
OOMEHHOE MMS.
dn Tun ngeHtTudurkaTopa — JOMEHHOE NMS.
email Tun ngeHTudukaTopa — agpec e-mail.
id Crpoka 3Ha4yeHue nokanbHoro naeHTudmkarTopa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: Crypto ipsec profile "test" identity-local is »
set to "10.10.10.5" with type "address".

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ipsec profile identity-local.

3.12.5 crypto ipsec profile match-identity-remote

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

3apaTb ngeHTudUKaTop yaaneHHoro xocTta ans BelbpaHHoro npocuns IPsec.

Komanpa c I'Ipe(bVIKCOM no yaander I/Iﬂ,eHTI/I(bVIKaTOp yAaneHHoro xocra.

Ja
Oa

Het
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-ipsec-profile)> match-identity-remote ( (type> <id> | any)

I (config-ipsec-profile)> no match-identity-remote

AprymeHT 3HavyeHue OnucaHue

type address Tun ngeHtudpmkaropa — IP-agpec.
fqdn Tvn naeHTUrkaTopa — NOSIHOE AOMEHHOE UMSI.
dn Tvn ngeHTudmkaTtopa — AOMEHHOE UMSI.
email Twun ngeHTndukaTopa — agpec e-mail.

id Crpoka 3HayeHuve ngeHTudmkaTopa yaaneHHoro xocra.

any Krouesoe PaspelunTb ncnons3osaHue noboro yaaneHHoro
C/10B0O xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: Crypto ipsec profile "test" match-identity-remote »
is set to any.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ipsec profile
match-identity-remote.

3.12.6 crypto ipsec profile mode

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

YcTaHoBUTL pexum paboTsl IPsec. o ymonyaHuio Ncnonb3yeTcs 3HavyeHne
tunnel.

KomaHpa ¢ npenkcom no Bo3BpaLlaeT 3Ha4YeHMe MO YMOMYaHUIo.
Oa
Oa

Het

I (config-ipsec-profile)>  mode mode»

I (config-ipsec-profile)> no mode

AprymeHT 3HayeHne (OnucaHue

mode tunnel TyHHEnNbHbI peXnmM, NPy KOTOPOM BECb
IP nakeT wndpyeTcsa n/mnv npoeepsieTcs
Ha NoANMMHHOCTb.

transport |TpaHCNOPTHBLIV peXxuMm, Korga wudpyetcs

TONbKO coaepxumoe IP-nakeTta.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-ipsec-profile)> mode tunnel
IpSec::Manager: Crypto ipsec profile "test" mode set to "tunnel".

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ipsec profile mode.

3.12.7 crypto ipsec profile policy

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

MHorokpaTHbIi BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

3apgaTb CCbiNKy Ha CyLLeCcTByOLL Y0 Nonutuky IKE (cm. komaHay crypto ike policy).
KomaHaa ¢ npedurKcom no yaansieT CCbinky.

Oa

Ha

Het

I (config-ipsec-profile)>  policy (policy»

I (config-ipsec-profile)> no policy

AprymeHT 3HayeHue OnucaHue

policy CTtpoka HaseaHue nonutukn IKE. Cnncok
OOCTYMHbIX MOMUTUK MOXXHO YBUAETb
C NOMOLLbI0 KoMaHab! policy ?.

(config-ipsec-profile)> policy test
IpSec: :Manager: Crypto ipsec profile "test" policy set to "test".

Bepcus OnucaHue

2.06 HobasneHa komaHaa crypto ipsec profile policy.

3.12.8 crypto ipsec profile preshared-key

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

3apatb CBSA3aHHYHO KrtoveByto dpasy aAnsa gaHHoro npoduns IPsec.
KomaHnga ¢ npecmkcom no ygandaeT Kroyesyro opaay.

Oa

Oa

Het

I (config-ipsec-profile)>  preshared-key «preshare-key:
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

I (config-ipsec-profile)> no preshared-key

AprymeHT

3Ha4yeHue OnucaHue

preshare-key

CTtpoka 3HayeHune Kn4eBon dpassbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: Crypto ipsec profile "test" preshared key was set.

Bepcus

OnucaHue

2.06

HobaBneHa komanaa crypto ipsec profile preshared-key.

3.12.9 crypto ipsec profile xauth

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

BknounTb gononHuTenbHyo ayTeHTudumkauuo XAuth ana pexuma IKEv1. Mo
YMOMYaHUIo PYHKLUMS OTKINIOYEHa.

KomaHpa c I'Ipe(bVIKCOM No OTKIoHaeT AONOJIHUTENIbHYO NPOBEPKY NOAJTMHHOCTU.

Ja
Oa

Het

I (config-ipsec-profile)>  xauth (type»

I (config-ipsec-profile)> no xauth

AprymeHT 3HayeHne |OnucaHue
type client KrineHTCcKkunin pexum.
server CepBepHbIf pexuMm.

(config-ipsec-profile)> xauth client
IpSec::Manager: Crypto ipsec profile "test" xauth set to "client".

Bepcus

OnucaHue

2.06

[o6GasneHa komaHaa crypto ipsec profile xauth.

3.12.10 crypto ipsec profile xauth-identity

OnucaHue

YKasaTb NOrvH gns 4ononHUTeNbHOM ayTeHTudmkauumn XAuth B KNMEHTCKOM

pexvime.

KomaHga ¢ npedrkcom no ygansieT NoruH.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHumn

Ja
[a

Het

I (config-ipsec-profile)>  xauth-identity <identity»

I (config-ipsec-profile)> no xauth-identity

AprymeHT 3HayeHue OnucaHue
identity Crpoka JIorvH onst KNMEHTCKOro pexuma
XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: Crypto ipsec profile "test" xauth-identity is »
set to "ident".

Bepcus OnucaHue

2.06 [o6GaeneHa komaHga crypto ipsec profile xauth-identity.

3.12.11 crypto ipsec profile xauth-password

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YkaszaTb naponb Ansa gononHuTensHon ayteHTudukauum XAuth B KIMEHTCKOM
pexunme.

KomaHpga ¢ npenkcomMm no cTMpaeT 3HadeHne napons.
Oa
Oa

Het

I (config-ipsec-profile)>  xauth-password (password»

I (config-ipsec-profile)> no xauth-password

AprymeHT 3HavyeHue OnucaHue
password CTpoka Maponb ANsA KNNMEHTCKOro pexnma
XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: Crypto ipsec profile "test" xauth-password is set.

Bepcus OnucaHue

2.06 [obaeneHa komaHaa crypto ipsec profile xauth-password.
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3.13 crypto ipsec transform-set

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

[ocTyn Kk rpynne KkoMaHg, Ansi HACTPOMKM BbibpaHHOro npeobpasoBaHus IPsec
ESP Bo 2 hase. Ecnn npeobpasoBaHme He HangeHo, koMaHaa NbiTaeTcs ero

cosnathb.

KomaHga ¢ npedmkcom no yaansiet npeobpasosaHue. [py 3ToM 13 Beex
KpunTokapT /Psec aBTOMaTUYECKM YAansoTCs CCbIMKU Ha AaHHOe

npeobpasoBaHue.

Ha
Ja
Oa

(config-ipsec-transform)

| (config)>

crypto ipsec transform-set (name,

I (config)> no crypto ipsec transform-set name;

AprymeHT

3HavyeHue

OnucaHue

name

Crpoka

HaseaHune npeobpa3soBaHus IPsec.
JonyckaroTcsi CMMBOIbI TATUHCKOTO
andasunTa, unpbl, TOHKNK,
nogyepknBaHua N aeducsl.

(config)> crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" successfully »

created.
Bepcus OnucaHue
2.06 [obGasneHa komaHaa crypto ipsec transform-set.

3.13.1 crypto ipsec transform-set cypher

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

[o6aBuTb BbIOpaHHbIN TUN WKdPOBaHMS B NpeocbpasoBanune IPsec. O4epegHOCTb
nobaBrneHns nMeeT 3HavyeHne ans obmeHa gaHHbIMM No npoTokony /KE.

KomaHga ¢ npedukcom no yaanseT BolbpaHHbIA TUN WndpoBaHus.

[a
Ja
Oa

I (config-ipsec-transform)>

cypher «cypher;
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AprymeHThI

Mpumep

Uctopus nameHeHumn

I (config-ipsec-transform)> no cypher «cypher>

AprymeHT

3HavyeHue

OnucaHue

cypher

esp-des

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

Tun wndpoBaHms npeobpasoBaHms
IPsec ESP.

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: Crypto ipsec transform-set "test" cypher »
"esp-3des" successfully added.

Bepcus

OnucaHue

2.06

[o6GaeneHa komaHga crypto ipsec transform-set cypher.

3.13.2 crypto ipsec transform-set dh-group

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

HobaButb BIbpaHHyto DH rpynny B npeobpa3oBaHue IPsec ons paboTbl B pexume
PFS. OyepegHocTb Ao6aBneHUsa UMeEeT 3Ha4YeHre s oOMeHa AaHHbIMY MO

npotokony IKE.

KomaHga ¢ npedmkcom no yganset BblbpaHHyto rpymnny.

Oa
Ja
Ja

I (config-ipsec-transform)>

dh-group «dh-group»

I (config-ipsec-transform)> no dh-group «dh-group;

AprymeHT

3HavyeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

DH rpynna ansa pabotbl B pexume PFS.
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Mpumep (config-ipsec-transform)> dh-group 14
IpSec: :Manager: Crypto ipsec transform-set "test" dh-group "14" »
successfully added.

UcTopusa nameHeHun Bepcus

OnucaHue

2.06

[obasneHa komaHaa crypto ipsec transform-set dh-group.

3.13.3 crypto ipsec transform-set hmac

OnucaHue [o6aBuTb BbIbpaHHbI anroputm noanucn HMAC B npeobpasoBaHue IPsec.
OuepeaHocTb fobaBneHns MeeT 3HauYeHne Anst 0OMeHa AaHHbIMU MO NPOTOKONY

IKE.

KomaHga ¢ npedukcom no yaansieT BoibpaHHbIA anropuTm.

Mpedouke no Oa
MeHsieT HacTpouKu Oa

MHorokpaTtHbii BBog [a

Cunoncue I (config-ipsec-transform)>  hmac <hmac»
I (config-ipsec-transform)> no hmac <hmac»
AprymeHThI AprymeHT |3HauveHue OnucaHue
hmac esp-md5-hmac Anroputm nognucn HMAC npeobpa3soBaHusi
esp-shal-hmac IPsec ESP.
esp-sha256-hmac
Mpumep (config-ipsec-transform)> hmac esp-shal-hmac

IpSec::Manager: Crypto ipsec transform-set "test" hmac »
"esp-shal-hmac" successfully added.

UcTopusa nameHeHun Bepcus

OnucaHue

2.06

[obGasneHa komaHaa crypto ipsec transform-set hmac.

3.13.4 crypto ipsec transform-set lifetime

OnucaHue YCTaHOBUTb BPEMS XN3HW BblbpaHHOro npeobpasoBanus IPsec. o ymonyaHuio
ncnonb3yeTtcd 3HadeHue 3600.

Komanpa c ﬂpe(bMKCOM Nno BO3BpallaeT 3Ha4eHne no yMmon4aHuio.

Mpedukc no Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Ja

Het

I (config-ipsec-transform)>  lifetime (lifetime»

I (config-ipsec-transform)> no lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime Lienoe 4ucno Bpemsi xun3Hu npeobpasoBaHnst
IPsec B cekyHaax. MoXeT npuHumaTh
3HaveHus ot 60 go 2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: Crypto ipsec transform-set "test" lifetime set »
to 8640 s.

Bepcus OnucaHue

2.06 HobaBneHa komaHaa crypto ipsec transform-set lifetime.

3.14 crypto map

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

HocTtyn k rpynne komang Ans HacTPOWKW BblIbpaHHOM KpunTokapThl IPsec. Ecnv
KpunToKkapTa He HaviaeHa, KoMaHAa nbiTaeTcs eé co3natb.

KomaHga ¢ npecurkcom no yganseTt KpuntokapTy.
Ja
Oa
[a

(config-crypto-map)

I (config)>  crypto map <name)

I (config)> no crypto map (name»

AprymeHT 3Ha4yeHue OnucaHue

name Ctpoka HasBaHue kpunTokapTbl IPsec.
JonyckatoTcsi CMMBObI NAaTUHCKOIO
andasuTa, Lngpbl, TOYKNU,
nogyepKknBaHnsa 1 geducsl.

(config)> crypto map test
IpSec::Manager: Crypto map "test" successfully created.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto map.

3.14.1 crypto map connect

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkniounTb aBTOMaTMyeckoe 6e3ycrnioBHoe coeagnHeHne IPsec ¢ ynaneHHon
CTOPOHOWN. HacTporika He MMEET CMbICNa, ECIIM OCHOBHOMY YAarneHHOMY XOCTY
NPUCBOEHO 3Ha4YeHne any (CM. koMaHay crypto map set-peer). 1o ymonyaHuto
HacTpoWika OTKIHYeHa 1 coeguHeHne ByoeT ycTaHOBNEHO NpY MOMbITKE Nepeaarb
Tpacuk Yepe3 npeobpasoBaHne IPsec ESP.

KomaHaa ¢ npedrkcom no OTKIo4aeT aBTomaTmndeckoe 6e3ycnoBHoe coequHeHe.
Oa
[a

Het

I(config-crypto-map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec: :Manager: Crypto map "test" autoconnect enabled.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto map connect.

3.14.2 crypto map enable

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA,

CuHoncuc

Mpumep

BkntounTb BbIOpaHHY0 KpunTokapTy IPsec. Mo ymonyaHuio napaMeTp BKITHOYEH.
KomaHga ¢ npedmkCoM no OTKMYaEeT KpUNTOKapTY.

Ja

Ja

Het

I(config-crypto-map)> enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec::Manager: Crypto map "test" enabled.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto map enable.

3.14.3 crypto map fallback-check-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHun

BkniounTb neproguyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOIO XOCTa U BO3Bpara
Ha Hero B TOM Criyyae, Korga HasHayeHbl 1 OCHOBHOW U pe3epBHbIN YAarneHHble
XOCThbI. [10 ymMOn4YaHMIo HacTponKa OTKIoYeHa.

KomaHaa ¢ npeduKcom no OTKM4aeT NPOBEPKY.
Ja
Oa

Het

I (config-crypto-map)>  fallback-check-interval <interval-value)

I (config-crypto-map)> no fallback-check-interval

AprymeHT 3HayeHue OnucaHue

interval-value Llenoe uucno Mepuon npoBepkn B CeKyHAaXx.
MoxeT npuHMMaTh 3Ha4YeHust ot 60
0o 86400.

(config-crypto-map)> fallback-check-interval 120
IpSec: :Manager: Crypto map "test" fallback check interval is set »
to 120.

Bepcus OnucaHue

2.06 Hobasnena komaHaa crypto map fallback-check-interval.

3.14.4 crypto map match-address

OnucaHue

Mpedukc no
MeHsieT HacTpouKu

MHorokpaTHbIN BBOA

YCTaHOBUTb CChISIKY Ha CYLLECTBYIOLWI CAUCOK NpaBuin ounstTpaumm naketos
(cm. komangy access-list). [epBoe npaBuno B cnucke GyaeTt MCnonb3oBaTbCs
ans dasbl 2 IPsec.

KomaHga ¢ npedmkcom no ygansieT CCbIfKy.
Ja
Ja

Het
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

3.14.5 crypto map nail-up

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

3.14.6 crypto map set-peer

OnucaHue

Mpedukc no

I (config-crypto-map)>

I (config-crypto-map)> no match-address

match-address (access-list»

AprymeHT

3HayeHue

OnucaHue

access-list

Crpoka

HasBaHwue cnucka npasun

dunsTpauun. Habop [ocTynHbIX Ans

Bbl60pa CMNCKOB MOXHO yBUOETb

BBeas komaHay match-address ?.

(config-crypto-map)> match-address acll
IpSec::Manager: Crypto map "test" match-address set to "acll".

Bepcus

OnucaHue

2.06

[obGaeneHa komaHga crypto map match-address.

BkniounTb aBTOMaTMYECKOE NepecoriacoBaHmne npeobpasoBanuin IPsec ESP npu
nx yctapesaHun. 1o ymonyaHuio napameTp OTKITHOYEH.

KomaHga ¢ npedrkcom no OTKMoYaeT aBToMaTMyYeckoe nepecornacosaHue.

Oa
[a

Het

I(config-crypto-map)> nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: Crypto map "test" SA renegotiation enabled.

Bepcus

OnucaHue

2.06

HobaeneHa koMmaHaa crypto map nail-up.

HasHauMTb OCHOBHOW yOaneHHbIN XOCT ANs YCTaHOBNEHMS coeanHenna IPsec.

KomaHga ¢ npedukcom no yaansiet HacTpOKKy.

[a
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Ja

Het

I (config-crypto-map)>  set-peer cremote-ip;

I (config-crypto-map)> no set-peer

AprymeHT 3Ha4yeHue OnucaHue
remote-ip String IP-agpec nnu gOMeHHOE UMS yaaneHHoro XocTa.
any MpuHumaTh niobble BXxoasLme CoeanHEHUS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: Crypto map "test" primary remote peer is set to »
"ipsec.test.com".

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto map set-peer.

3.14.7 crypto map set-peer-fallback

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

HasHaunTb pe3epBHbIN yaaneHHbI XOCT AN yCTaHOBNEHUsA coeanHeHns IPsec.
OTa HacTporika MOXeET ObITb BbINOMHEHa NOCne HasHaYeHMUst OCHOBHOIO y3ria (CM.
komaHgy crypto map set-peer).

KomaHga ¢ npedukcom no yaansiet HaCTpOKKY.
Oa
Oa

Het

I (config-crypto-map)>  set-peer-fallback (remote-ip>

I (config-crypto-map)> no set-peer-fallback

AprymeHT 3HayeHue OnucaHue

remote-ip Crpoka IP-agpec nnn gOMeHHoe ums
yAaneHHoro xocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec: :Manager: Crypto map "test" fallback remote peer is set »
to "test.com".
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto map set-peer-fallback.

3.14.8 crypto map set-profile

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

3apatb CChINKY Ha cyLlecTByroLWnn npoduns IPsec (cM. komaHay crypto ipsec

profile).

Komanpga c ﬂpe(bMKCOM Nno yaandet CCbIJIKY.

Da
Oa

Het

I (config-crypto-map)>

I (config-crypto-map)> no set-profile

set-profile (profile;

AprymeHT

3HauyeHue

OnucaHue

profile

Crpoka

Ums npodung IPsec. Cnncok

OOCTYMHbIX ANs Bblbopa npodunen

MOXHO yBUAETb BBEAA KOMaHay
set-profile ?.

(config-crypto-map)> set-profile test
IpSec::Manager: Crypto map "test" ipsec profile is set to "test".

Bepcus

OnucaHue

2.06

HobasneHa komaHga crypto map set-profile.

3.14.9 crypto map set-tcpmss

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

YCTaHOBWTb OrpaHnyeHre MakCMarbHOTO pasMepa CerMeHTa UCXOASALLMX CECCUM
TCP B pamkax gaHHoro TyHHens IPsec. Ecnu 3HaveHne MSS, koTopoe nepeaaetcsi
B none 3aronoBka SYN-nakeToB, NpeBbIIAET 3a4aHHOE, KOMaH4a MEHSET ero.

Pexxnm Path MTU Discovery no3BongeTt aBToMaTUyeCckn onpeaensTb oOrpaHuyeHmne

MSS.

KomaHga ¢ npedmkcomM no cHMMaeT BCe orpaHudeHms ¢ MSS.

Oa
Ja

Het
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Cunoncuce I (config-crypto-map)>  set-tcpmss (nss-value)

I (config-crypto-map)> no set-tcpmss
AprymeHTbI AprymeHT 3HaueHue Onucanue

mss-value Integer 3HayeHne BepxHewn rpaHmubl MSS. MoxeT

npuHUMaTh 3HadYeHust ot 576 go 1500.
pmtu Bkntountb pexum Path MTU Discovery.

Mpumep (config-crypto-map)> set-tcpmss 1280

IpSec::Manager: Crypto map "test" tcpmss set to 1280.
MCTOpMﬂ M3MeHeHV“\;| Bepcun OnucaHMe

2.06 HobaeneHa komaHaa crypto map set-tcpmss.

3.14.10 crypto map set-transform

OnucaHue 3apatb CChINKy Ha cyllecTBytoLlee npeobpasoBaHue IPsec ESP (cm. komaHay
crypto ipsec transform-set).

KomaHga ¢ npedrKcom nNo yaansieT CCbinky.
Mpedukc no Ha
MeHsieT HacTpouku Ja

MHorokpaTHbii BBog  Hert

CuHoncuc I (config-crypto-map)>  set-transform (transform-set,
I (config-crypto-map)> no set-transform
AprymeHTbI AprymeHT 3HaueHue Onucanue
transform-set CTpoka HassaHwue npeobpasoBaHus IPsec.
Cnuncok JocTynHbIX NpeobpasoBaHnii
MOXHO YBUAETb C MOMOLLbIO
komaHabl transform-set ?.
Mpumep (config-crypto-map)> set-transform test
IpSec: :Manager: Crypto map "test" ipsec transform-set is set to »
"test".
UcTopusa usmeHeHnt  (Bepcus Onuncanune
2.06 [o6GasneHa komaHga crypto map set-transform.
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maBa 3 OnucaHne KomaHp,

3.14.11 crypto map virtual-ip dns-server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

Ykasatb DNS-cepBep A5 Bblgaum knveHTam B cepBepHom pexume Virtual IP.
KomaHaa ¢ npedmkcom no yaansieT agpec cepeepa.

Ja

Oa

Het

I (config-crypto-map)>  virtual-ip dns-server <address>

I (config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HayeHue OnucaHue

address IP-agpec IP-agpec cepeepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: crypto map "test" Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec::Manager: crypto map "test" Virtual IP DNS server deleted.

Bepcus OnucaHue

2.08 HobaeneHa komaHaa crypto map virtual-ip dns-server.

3.14.12 crypto map virtual-ip enable

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

BkntounTb cepBepHbIv pexkinm Virtual IP, npy KOTOpoM KnueHTam npou3BoanTes
pasgava agpecoB 13 3aaHHOro AnanasoHa. [pu 9ToM B KayecTBe yaaneHHon
nopcetu B cootBeTcTBytoweM ACL MOXHO yka3aTb MPOn3BONbHOE 3HaYeHNEe, OHO
ByaeT NpourHopupoBaHo. 10 yMONYaHuio pexmnm OTKITIOYEH.

KomaHga ¢ npeduKcomM no OTKMYaeT HAaCTPONKY.
Oa
Oa

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

(config-crypto-map)> virtual-ip enable
IpSec: :Manager: crypto map "test" Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: Crypto map "test" Virtual IP mode disabled.

Bepcus OnucaHue

2.08 HobaeneHa komaHaa crypto map virtual-ip enable.

3.14.13 crypto map virtual-ip nat

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

BknounTb TpaHCNAUMIO agpecoB ANs KMeHTOB B cepsepHoM pexume Virtual IP.
KomaHga ¢ npedmkcom no yganser npasuio.

Ja

Oa

Het

I (config-crypto-map)>  virtual-ip nat

I (config-crypto-map)> no virtual-ip nat

(config-crypto-map)> virtual-ip nat
IpSec: :Manager: crypto map "test" Virtual IP NAT rule enabled.

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: Crypto map "test" Virtual IP NAT rule disabled.

Bepcus OnucaHue

2.08 HobaeneHa komaHga crypto map virtual-ip nat.

3.14.14 crypto map virtual-ip range

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

HacTponTb AnManasoH agpecos A5 BblAa4u KNMMEHTam B CEPBEPHOM pexume
Virtual IP.

KomaHga ¢ npecurkcom no yganseT guanasoH.
Ja
Oa

Het

I (config-crypto-map)>  virtual-ip range <begin («end> | «size»)
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

I (config-crypto-map)> no virtual-ip range

AprymeHT 3HayeHue OnucaHue

begin IP-agpec Hayano guanasoHa agpecos.
end IP-agpec KoHeL, AnanasoHa agpecos.
size Uenoe uucno |Pasamep avanasoHa agpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec: :Manager: Crypto map "test" Virtual IP pool range set from »
"10.5.0.0" to "10.5.0.20".

(config-crypto-map)> no virtual-ip range
IpSec::Manager: Crypto map "test" Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 [o6GasneHa komaHaa crypto map virtual-ip range.

3.15 dns-proxy

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

[ocTyn k rpynne koMaHg Ans ynpaenenust cnyxoéon DNS-npokcu.
Het
Het
Het

(config-dnspx)

I (config)>  dns-proxy

Bepcus OnucaHue

2.04 HobaBneHa komaHaa dns-proxy.

3.15.1 dns-proxy bantime

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIi BBOA

YcTaHoBUTb BpeMsi, B TedeHue kotoporo DNS-cepsep He ByaeT ncnonb3oBarbCes.
Mo ymonyaHuio ncnonb3yeTcs 3HavyeHne 30000.

KomaHga ¢ npedmkComM no yCTaHaBMNMBAET 3HAYEHME MO YMOMYAHUIO.
[a
Ja

Het
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Masa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-dnspx)>  bantime <bantime,

I (config-dnspx)> no bantime

AprymeHT 3HayeHue OnucaHue

bantime Lenoe uucno 3HayeHve BpeMeHHOro NpoMexyTka
B MunnmcekyHgax. Moxer
nNpuHMMaTh 3HadeHuns ot 1 go 30000.

(config-dnspx)>bantime 25

Dns::Proxy: Dns-proxy set 25 msec. bantime.
(config-dnspx)>no bantime

Dns::Proxy: Dns-proxy bantime reset.

Bepcus OnucaHue

2.04 [o6GaeneHa komaHga dns-proxy bantime.

3.15.2 dns-proxy max-ttl

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3apatb MmakcumManbHbIi TTL Ans kswupoBaHHbIX 3anucenn DNS-npokeu.
KomaHpa ¢ npecukcom no ygandaet 3HadeHune TTL.

Oa

Ja

Het

I (config-dnspx)>  max-ttl (max-ttl

I (config-dnspx)> no max-ttl

AprymeHT 3HauyeHue OnucaHue

max-ttl Lllenoe uucno MakcumanbHoe 3HayeHune TTL.
MoxeT npuHMMaTh 3Ha4YeHns ot 1 o
604800000 munnumcekyHa (1

Heaens).

(config-dnspx)>max-ttl 10000

Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)>no max-ttl

Dns::Proxy: Dns-proxy max-ttl cleared.

Bepcus OnucaHue

2.05 HobaBneHa komaHaa dns-proxy max-ttl.
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maBa 3 OnucaHne KomaHp,

3.15.3 dns-proxy proceed

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHun

3apatb uHTEpBan mexagy napannenbHbIMU 3anpocamu, KOTopble OTMPaBseT
DNS-npokcu Heckonbkum DNS-cepeepam. Mo ymonyaHuio ucnonb3yeTcsi 3HaYeHne
500.

KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
[a
Oa

Het

I (config-dnspx)>  proceed «proceed»

I (config-dnspx)> no proceed

AprymeHT 3HayeHue OnucaHue

proceed Uenoe uucno Bpewmsi pabotbl DNS-npokcu B
MunnucekyHgax. Moxet npuHumaTb
3Ha4veHus ot 1 go 50000.

(config-dnspx)>proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)>no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

Bepcus OnucaHue

2.04 [obGasneHa komaHaa dns-proxy proceed.

3.15.4 dns-proxy threshold

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

3apatb KonM4ecTBO NocneaoBaTenbHbIX HeyAaqHbIX 3anpocoB Ans 3anpeta
DNS-cepBepa. o ymonyaHuo CNonb3yeTcs 3HadeHme 3.

Bce DNS-cepBepbl He MOryT ObITb 3anpeLLeHbl O4HOBPEMEHHO.

KomaHga ¢ npedurkcoM no ycTaHaBMMBaET MOPOroBoe 3Ha4eHME Mo YMOMYaHUIO.
Oa

[a

Het

| (config-dnspx)>  threshold (threshold>

I (config-dnspx)> no threshold
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

threshold Llenoe 4ncno 3HadeHune nopora DNS-npokcu.
MoxxeT npuHMMaTh 3Ha4YeHns ot 1 o
10.

(config-dnspx)>threshold 5

Dns::Proxy: Dns-proxy set 5 threshold.
(config-dnspx)>no threshold

Dns::Proxy: Dns-proxy threshold cleared.

Bepcus OnucaHue

2.04 HobaeneHa komaHga dns-proxy threshold.

3.16 dpi shaping

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

Mpumep

UcTopus nameHeHunmn

BknounTb WennuHr Tpadmka Ans XoCToB € TOPPEeHTaMu. OTO 3HAYMT, 4TO Npwu
MOrTHOW 3arpy3ke kaHana byaeT orpaHmdeHa CKOpPoCTb ANS KIMEHTOB, KavatoLmx
ToppeHThl. LennuHr paboTtaeT Tonbko npu BkntoueHHoN criyxbe DP/ (komaHaa
service dpi). Mo ymonyaHuio HacTporka BKItoYeHa.

KomaHaa ¢ nperKCoM no OTKMOYaET HAaCTPOWKY.
Ja
Oa

Hert

I (config)>  dpi shaping

I (config)> no dpi shaping

(config)> dpi shaping
Dpi::Manager: Shaping enabled.

Bepcus OnucaHue

2.06 [o6GaeneHa komaHga dpi shaping.

3.17 dyndns profile

OnucaHue

[ocTyn K rpynne KkoMaHa, Ans HAaCTPOWKK ykaszaHHoro npodunsa DynDns. Ecnu
npocunb He HaraeH, KomaHaa NblTaeTcs ero co3gaTe. MoxHO co3aaTth He bonee
32 npodoumnen.

Komanpa ¢ npecukcom no ygandaet npodpunb DynDns.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

UcTopus nameHeHunmn

Oa
[a
Oa
(config-dyndns)

I (config)>  dyndns profile name)

I (config)> no dyndns profile <name»

AprymeHT 3HauveHue OnucaHue

name CTpoka HasBaHne npodwmnsg. MakcumanbHas anvHa
nMeHn — 64 cumBona.

Bepcus OnucaHue

2.00 [o6aeneHa komaHga dyndns profile.

3.17.1 dyndns profile domain

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

! http:\\www.dyndns.com
2 http:\\www.no-ip.com

HasHaunTb K noctosiHHoe AoMeHHoe uMs. Nepen BbINONHEHNEM K0M1aHp,b|
HeobX0AMMO 3aperncTpmpoBaTh JOMEHHOE UmsA Ha cante dyndns.com mnu
no-ip.com-”.

KomaHpa ¢ npeukcom no yganaeTt HaCTPONKY.
Oa
Oa

Het

I (config-dyndns)>  domain name»

I (config-dyndns)> no domain

AprymeHT 3HauyeHue OnucaHue

domain Crtpoka [JomeHHoe nms. MakcumanbHasa gnuHa

JOMEHHOro nmenHun — 254 cumpona.

(config-dyndns)> domain systems
DynDns: :Profile: "test": domain saved.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa dyndns profile domain.

3.17.2 dyndns profile password

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

YcTaHoBUTE Naponb Ansa goctyna Yyepes DynDns.
Oa

Ha

Het

I (config-dyndns)>  password (password»

I (config-dyndns)> no password

AprymeHT 3HavyeHue OnucaHue

password CTpoka Maponb ans aeTopmsauun. MakcumansHas
AnvHa napons — 64 cuveona.

(config-dyndns)> password 1234
DynDns::Profile: "test": password saved.

Bepcus OnucaHue

2.00 [o6aeneHa komaHga dyndns profile password.

3.17.3 dyndns profile send-address

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BkrntounTtb Heo6x0aMMOCTb ykasaHus IP-agpeca UHTEpHeT-coeanHEHUs B 3anpoce
DynDns.

KomaHpa ¢ npeukcom no yganaeTt HaCTPONKY.
Oa
Oa

Het

I(config-dyndns)> send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: a send address enabled.

74

Keenetic Lite Il CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.03 HobaeneHa komaHaa dyndns profile send-address.

3.17.4 dyndns profile type

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Mpuceoutb DynDns-npodwmnio Tun, B 3aBUCUMOCTY OT canTa, Ha KOTOpOM BbIno

3aperncTpupoBaHoO JOMEHHOE NMS
Oa

Oa

Het

I (config-dyndns)>  type (type;

I (config-dyndns)> no type

AprymeHT 3HavyeHue OnucaHue
type dyndns YKasblBaeTcsl, eCriv OMEHHOEe UMS 5
3aperucTpupoBaHo Ha canTte dyndns.com®.
noip YkasblBaeTcsl, ecriv JOMeHHOe UMS .
3aperncTpupoBaHo Ha caiTte no-ip.com .
rucenter YkasblBaeTcsl, eCrnv JOMEHHOE UMS s
3aperMcTpupoBaHo Ha cainTe rucenter”.
custom YkasblBaeTcs, ecnv JOMEHHOe UMs
3aperncTpupoBaHo Ha Apyrom cante (canT
onpegensieTca komangon dyndns profile url).

(config-dyndns)> type dyndns
DynDns::Profile: "test": type saved.

Bepcus OnucaHue

2.00 Hob6asneHa komaHaa dyndns profile type.

3.17.5 dyndns profile update-interval

OnucaHue

Mpedukc no

3 http:\\www.dyndns.com
4 http:\\www.no-ip.com
5 http:\\www.dns-master.ru

YcTaHoBUTL MHTEepBan 0OHOBNEHNS ajgpeca anda DynDns.

KomaHaa ¢ npedunkcom no 0TMEHSIET BO3MOXXHOCTb OGHOBMEHUSI.

Oa
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopus nameHeHunmn

Ja

Het

(config-dyndns)>  update-interval «days> days [ <hours> hours ]
[ <minutes»> minutes ] [ <seconds> seconds ]

I (config-dyndns)> no update-interval

AprymeHT 3HavyeHue OnucaHue

days Uenoe uucno |BpemeHHOW MHTEpBan B OHSIX.
hours Lenoe uucno |BpemMeHHOW MHTepBan B Yacax.
minutes Uenoe uucno |BpemeHHON UHTEpPBan B MUHyTax.
seconds Lenoe uucno |BpemeHHOW NHTEpBan B CeKyHAax.

(config-dyndns)> update-interval 7 days
DynDns::Profile: a timeout set to 604800.

Bepcus OnucaHue

2.03 [o6GaeneHa komaHga dyndns profile update-interval.

3.17.6 dyndns profile url

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ykasatb URL ucnonb3yemoro cavita cnyx6bl DynDns.
Oa
Oa
Ja

I (config-dyndns)>  url wwrb

I (config-dyndns)> no url

AprymeHT 3HayeHue OnucaHue
url Crtpoka Monb3oBatenbckun URL-agpec cnyxobl
DynDns.

(config-dyndns)> url http://members.dyndns.org/nic/update
DynDns::Profile: "test": url saved.

Bepcus OnucaHue

2.05 [o6asneHa komaHaa dyndns profile url.
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maBa 3 OnucaHne KomaHp,

3.17.7 dyndns profile username

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YKasaTtb NOrMH y4eTHOM 3anmcun gnga goctyna vYepes DynDns.
Oa
Ja
[a

I (config-dyndns)>  username <username)

I (config-dyndns)> no username

AprymeHT 3HauyeHue OnucaHue

username CTpoka Nmsa nonb3oBatens ans aBTopmsaumu.
MakcumanbHas gnmHa umenn — 64 cumsona.

(config-dyndns)> username test_user
DynDns::Profile: "test": username saved.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa dyndns profile username.

3.18 igmp-proxy

OnucaHue

Mpedukc no

MeHsieT HacTpoukm
MHorokpaTHbI BBO,
BxoxpaeHue B rpynny

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Hoctyn k rpynne koMmaHg ans Hactpounku IGMP.
Het
Het
Het

(igmp-proxy)
I (config)>  igmp-proxy

(config)> igmp-proxy
(igmp-proxy)>

Version Description

2.06 HobaBneHa komaHaa igmp-proxy.
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Masa 3 OnucaHne KomaHp,

3.18.1 igmp-proxy force

OnucaHue MprHYaMTENBHO BKNIOYMTL CTapyto Bepcnto IGMP. Mo ymonyaHuio aTa HacTpownka
OTKIOYEHa N BEpCUsi NPOTOKONa BbIOMpPaeTCs B aBTOMaTU4ECKOM peXmMe.

KomaHga ¢ npedukcom no Bo3BpaLlaeT 3Ha4YeHNe No yMonyaHuio.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbi BBog  Hert

Cunoncuc I (igmp-proxy)>  force (protocols
I (igmp-proxy)> no force
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
protocol igmp-vl MpuMeHNTb UNBTPaLMIO K BXOOSALLMM
naketam.
igmp-v2 MpuUMeHUTb hrnTpauuio K CXoasaLLmm
naketam.
Mpumep (igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.
(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
WUcTopus usmeHeHun  |Version Description

2.08 HobaeneHa komaHaa igmp-proxy force.

3.19 interface

OnucaHue HocTtyn k rpynne komaHa Ans HacTPOKKK BbIBpaHHOIo nHTepdernca. Ecnu
UHTepdenc He HaNJeH, KOMaHaa NbITaeTcs ero co3naThb.

KomaHga ¢ npedukcom no yaansiet nHtepgeinc.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbI BBOA
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Uctopus nameHeHumn

PucyHok 3.1. Uepapxusa uHtepdencon

Pluggable Secure ‘ IP ’ MAC
Usb PPP Ethernet

[_— | = B

[a
Oa
[a
(config-if)

I (config)>  interface name»

I (config)> no interface (name»

PPTP
UsbModem PPPoE PVvC VLAN Bridge
L2TP
Tunnel SSID Radio
TunnelSixinFour ‘ TunnelGre ’ WiFi WiFiMaster
AccessPoint WiFiStation

AprymeHT 3Ha4yeHue OnucaHue

name Nms MonHoe ums nHTepdenca nnm NCeBAOHNM.
mHTepgerica |CnMCOK OOCTYMHbLIX NHTEPEENCOB MOXHO
YBUAETb C NMOMOLLIbIO KOMaHAb! interface ?2.

Bepcus OnucaHue

2.00 JobasneHa komaHga interface.
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Masa 3 OnucaHne KomaHp,

3.19.1 interface authentication chap

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

Uctopus nameHeHumn

BkniounTb nogaepxky ayteHTudmkaumm CHAP.
KomaHga ¢ npedmkcom no otknoyaetr CHAP.
Oa

Oa

Het

Secure

I (config-if)>  authentication chap

I (config-if)> no authentication chap

(config-if)> authentication chap
CHAP authentication enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komanga interface authentication chap.

3.19.2 interface authentication eap-md5

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHumn

BkntounTb nogaepxky ayteHTudunkaumm EAP-MD5.
KomaHga ¢ npedukcom no otkntodaet EAP-MDS5.
Oa

Ja

Het

Secure

I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5

(config-if)> authentication eap-md5
EAP-MD5 authentication enabled.

Bepcus OnucaHue

2.00

[o6GaeneHa komaHaa interface authentication eap-md5.
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maBa 3 OnucaHne KomaHp,

3.19.3 interface authentication eap-ttls

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb nogaepxky ayteHTudpmkaumm EAP-TTLS.
KomaHga ¢ npedmkcom no otknoyaet EAP-TTLS.
Ja

[a

Het

Secure

I (config-if)>  authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface authentication eap-ttls.

3.19.4 interface authentication identity

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

YKasaTb MM4A nonb3oBatens ans ayreHTudumkaumm ycTpomcTea Ha yaaneHHom
cucteme. Mcnonbayetca ana nogkntodeHnn PPTP, PPPoE u L2TP.

KomaHga ¢ npedmkcomM no CTMpaeT paHee 3aJaHHoe MMs NoNnb3oBaTens.
Oa

Oa

Het

Secure

I (config-if)> authentication identity <identity,

I (config-if)> no authentication identity

AprymeHT 3HayeHue OnucaHue

identit CTtpoka Mms nonb3oBaTtens Ansa ayTeHTUduKauum.
y

(config-if)> authentication identity test
Identity saved.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface authentication identity.

3.19.5 interface authentication mschap

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkniounTtb nogaepxky ayteHtudpmkauum MS-CHAP.
KomaHga ¢ npedmkcom no otkntodaet MS-CHAP.
Ja

Oa

Het

Secure

I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

(config-if)> authentication mschap
MSCHAP authentication enabled.

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa interface authentication mschap.

3.19.6 interface authentication mschap-v2

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

Mpumep

BkniounTtb nogaepxky ayteHtudpmkaumum MS-CHAPV2.
KomaHga ¢ npedukcom no otknoyaet MS-CHAPv2.
Ha

Oa

Het

Secure

I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2

(config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obaeneHa komaHaa interface authentication mschap-v2.

3.19.7 interface authentication pap

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

BknounTtb nogaepxky ayteHtudmkauun PAP.
KomaHga ¢ npedmkcom no otknoyaet PAP.
[a

Oa

Het

Secure

I (config-if)>  authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
PAP authentication enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface authentication pap.

3.19.8 interface authentication password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHThI

YkasaTb naponb Ans ayTeHTugunkaumm yCcTpomcTBa Ha yaaneHHom cucteme.
WcnonbayeTtcs anga nogkntoveHun PPTP, PPPoE n L2TP.

KomaHnga ¢ npenkcomMm no CTMpaeT 3HadeHne napons.
Oa

Oa

Het

Secure

I (config-if)> authentication password «password»

I (config-if)> no authentication password

AprymeHT 3HayeHue OnucaHue

password Crpoka Maponb ansa ayteHTuduUkaumn.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> authentication password 1234
Password saved.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa interface authentication password.

3.19.9 interface authentication shared

OnucaHue

Mpedouke no

MeHsieT HacTPOMKM
MHorokpaTHbIi BBOA
Tun nntepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BknounTb pexxum ayTeHTUduKaummn ¢ pasoenseMbiM KITHOM. OTOT PEXUM
Ncnonb3yeTcs TONbKO B codeTaHnu ¢ wndpoBaHeM WEP. Pa3denisieMbie KIHo4u
3apatoTcsa komaHngowm interface encryption key.

KomaHga ¢ npedrKcom no nNepeBoauT ayTeHTUdUKALMIO B OTKPbITBINA PEXUM.
Oa

Oa

Het

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Shared authentication enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa interface authentication shared.

3.19.10 interface authentication wpa-psk

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

Tun nHTepcpenca

YCTaHOBUTb NpeABapUTENbHO COMMAacoBaHHbIN KMOY ANst ayTeHTudmkaumm no
npotokony WPA-PSK. BoaMoxHO 3agaHue kntoya B Buae 256-6utHoro
LecTHaauaTepuyHoro ymcna, nnbo B suge ctpokn ASCII-cumeonoB. Bo BTopom
cryyae CTpoKa MCMonb3yeTcs Kak KogoBas hpasa Ansi reHepnpoBaHUA Kroya
(napons).

KomaHaa ¢ npeduKcomM no OTMEHSIET HACTPOWIKY.
Oa

Oa

Het

WiFi
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-if)>  authentication wpa-psk «(psk>

I (config-if)> no authentication wpa-psk

AprymeHT 3HaveHue OnucaHue

psk Ctpoka MpenBapuTENbHO COrMacoBaHHbIN KoY B
Buae 256-6UTHOro LWecTHaauaTepuyHoro
yncna, CoCToALWEro n3

64 wecTHaguaTepuyHbIX Lnudp, nmbo B Buge
ctpoku ASCII gnnHon ot 8 oo 63 cMmBOoOB.

(config-if)> authentication wpa-psk 12345678
Pre-shared key saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface authentication wpa-psk.

3.19.11 interface bandwidth-limit

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YcTaHOBUTb TapUHYI CKOPOCTb MHTEPHET-COEQUHEHUS As HTepdenca.
WcnonbayeTcs ansi onpegeneHns 3arpy3kv KaHana npu aHanuae Tpadguka
(komaHga service dpi).

KomaHaa ¢ npednKcomM no OTMEHSIET HACTPOWIKY.
Oa
Oa

Het

I (config-if)>  bandwidth-limit (limit,

I (config-if)> no bandwidth-1limit

AprymeHT 3Ha4yeHue OnucaHue

limit Lenoe uucno |3HadyeHne TapugpHOM CKOPOCTU
WHTEpHEeT-coeanHeHus B Kbut/c.

(config-if)> bandwidth-1imit 50000
Dpi::BandwidthLimits: Set bandwidth limit 50000 Kbps to ISP.

Bepcus OnucaHue

2.06 [obaeneHa komaHaa interface bandwidth-limit.
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Masa 3 OnucaHne KomaHp,

3.19.12 interface ccp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHtepcpenca

CunHoncuc

Mpumep

Uctopus nameHeHumn

BknounTtb nogaepxky npotokona CCP Ha aTane yCcTaHOBMEHUS COeQUHEHUS.
KomaHga ¢ npedumkcom no otkntodaet CCP.

Oa

Oa

Het

PPP

I (config-if)>  ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface ccp.

3.19.13 interface channel

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

YcTaHOBUTE paguokaHan (4acToTy BelaHus) anst 6ecnpoBogHbIX MHTEPKENCOB.
WHTepdencel Wi-Fi npuHMmaloT B Ka4yecTBe HOMepa KaHana uernble Yynucna ot 1
0o 14 (amanasoH yactoT oT 2.412 Ty go 2.484 Mu). No ymon4yanuio
ncnornb3yeTcs 3HadyeHue auto.

KomaHga ¢ npedmnkcomM no ycTaHaBNMBAaET 3HAYEHME N0 YMONYaHUIO.
Oa

Oa

Het

Radio

I (config-if)>  channel <channel»

I (config-if)> no channel

AprymeHT 3HayeHue OnucaHue
channel number Homep pagmo kanana.
auto Homep paano kaHana onpegensieTcs
aBTOMaTUYeCKM.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> channel 8

Channel saved.

Bepcus

OnucaHue

2.00

JobasneHa komaHaa interface channel.

3.19.14 interface channel auto-rescan

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHunmn

3apgatb pacnucaHue Ans aBToMaTUYeckoro ckaHMpoBaHUa paauwo kaHanos. Mo

YMOYaHMWI0 NapaMeTp OTKITOYEH.

KomaHga ¢ npedurKComM no OTKMOYaeT HaCTPOWKY.

Ja
Ja
Het

Radio

| (config-if)>

channel auto-rescan <hh»:xmm» interval <interval»

I (config-if)> no channel auto-rescan

AprymeHT 3HayeHue OnucaHue

interval 6 WHTepBan nOBTOPHOrO CKaHMPOBaHWS B
12 Yyacax.
24

(config-if)> channel auto-rescan 03:00 interval 12

Network: :Interface: :Rtx::WifiMaster: Scheduled auto rescan, »

interval 12 hours.

Bepcus

OnucaHue

2.07

[obaeneHa komaHaa interface channel auto-rescan.

3.19.15 interface channel width

OnucaHue

Mpedukc no

YCTaHOBUTbL LUMPWHY NOMOCHI NPONYCKaHUs Ans yka3aHHoro kaHana. Mo
yMOn4aHuio ucnonbayeTcs 3HadeHve 40-below.

KomaHga ¢ npeurKcom no yCTaHaBnNUBaET 3HAYEHME MO YMOMYaHWIO.

[a

Keenetic Lite Il CnpaBo4HUK kOMaHA

87




Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

Ja
Het

Radio

I (config-if)>  channel width width»

I (config-if)> no channel width

AprymeHT 3HaveHue OnucaHue
width 20 YCcTaHoBUTL NOMOCY NponyckaHus pasHyto 20
My,

40-above PacwmpuTb nonocy nponyckanusa go 40 Miry
Ucnonb3ys crneayowmni KaHarn.

40-below PacwwupuTb nonocy nponyckanusa o 40 My
MCnonb3ysi NpeabiayLwmi KaHar.

(config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: a channel bandwidth setting »
applied.

Bepcus OnucaHue

2.04 [obasneHa komaHaa interface channel width.

3.19.16 interface compatibility

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

YcTaHoBUTL cTaHgapTbl 6ecnpoBOAHOM CBA3N, C KOTOPbIMU AOMKEH BbiTb
COBMECTMM AaHHbI 6ecnpoBogHon agantep (MHTepdenc). Ang nHtepdencos
Wi-Fi coBMecTMOCTb 3aaeTcs CTPOKOM 13 naTuHckmx byks B, G, N,
obosHavatowmx gononHeHuns k ctangapty |IEEE 802.11. K npumepy, Hanuuve B
cTpoke coBmectumMocTu BykBbl N ByaeT o3HayaTh, YTO AaHHbIN aganTep CMOXET
B3aMmMogencTeoBath ¢ 802.11n-CoBMECTUMbBIMU YCTPONCTBaMM Yepes paguokaHan.
Habop gonycTMMbIX CTPOK COBMECTMMOCTU OnpeaensieTcs annapaTHbIMm
BO3MOXHOCTSIMWN KOHKPETHOrO agantepa u TpeboBaHUAMU COOTBETCTBYOLLMX
pononHeHun k ctaHaapty IEEE 802.11.

Mo ymonuanuio gnsa vactotbl 2,4 Ty, ucnonbayetca ctpoka «BGNy.

Het

Oa
Het

Radio

I (config-if)>  compatibility annex»
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue ‘Onwcal-wle

annex B, G, N ‘ﬂ]‘lﬂ 2,4 Tu,.

(config-if)> compatibility GN
Compatibility set.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface compatibility.

3.19.17 interface connect

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Twun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

3anycTutb Npouecc NOAKIMIYEHUS K YOANEeHHOMY y3ry.
KomaHga ¢ npedmkcom no npepbiBaeT coeauHEHNE.
Oa

Oa

Het

PPP, IP

I (config-if)>  connect [ via <interface;]

I (config-if)> no connect

AprymeHT 3HavyeHue OnucaHue

via Nms WHTepdbec, Yepes KOTopbIN
MHTep@erica |OCyLleCTBNSAETCA NOAKMYEHME K
yoaneHHomy yany. [ina PPPoE atot

napameTp siBnsieTcs o6s3aTesbHbIM.

(config-if)> connect via UsbModem3
PPP connection enabled.

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface connect.

3.19.18 interface country-code

OnucaHue

Mpedoumkec no

HasHaunTb nHTepdericy GyKBeHHbI KOA4 CTpaHbl, KOTOPLIA BAUSIET HA HAbop

pagno-KaHanos. Mo yMon4aHuio yctaHoBneHo 3Ha4eHune RU.

Het
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.19.19 interface debug

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

Ja
Het

Radio

I (config-if)>

country-code (code>

AprymeHT

3HavyeHue

OnucaHue

code

CTpoka

Kopg cTpaHbl.

(config-if)> country-code RU
Country code set.

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa interface country-code.

BkniounTb 0TNagoYHbIN pexnm nogkntodeHs PPP. B oTnagoyHOM pexume B
CUCTEMHbIN XXypHan BbIBOAMTCA nogpobHasa MHpopMauus o Xxoae NoAKIoYeHUs.
Mo ymonyaHuio yHKLMSA OTKMoYeHa.

Komanpa c I'Ipe(bVIKCOM NO OTKIIOYaET OTNag04HbIN pPeXnm.

[a
Oa
Het

PPP

|(conﬁg4n>

debug

I (config-if)> no debug

(config-if)> debug
Debug enabled.

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa interface debug.

3.19.20 interface description

OnucaHue

HasHaunTb Npon3BoOnbHOE onMcaHne ceTeBoMy UHTEPENCy.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

KomaHaa ¢ npedmKkcomM no CTMpaeT onucaHue.
[a
Oa

Het

I (config-ify>  description «description»

I (config-if)> no description

AprymeHT 3HayeHue OnucaHue

description Crpoka [MpounsBonbHOE onucaHue uHTepdenca.

(config-if)> description 111 2222 33333
Interface description saved.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface description.

3.19.21 interface down

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

OTKNIOYNTL CETEBON UHTEPdENC M 3anncaTb B HACTPOMKN COCTosiHME «downy.

KomaHga ¢ npedrKCcoM no BKIOYaAET ceTeBon MHTepdelc 1 yaanset «down» 13
HaCTpOEK.

[a
Oa

Het

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Interface disabled.

Bepcus OnucaHue

2.00 JobasneHa komaHga interface down.

Keenetic Lite Il CnpaBo4HUK kOMaHA 91




Masa 3 OnucaHne KomaHp,

3.19.22 interface duplex

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YctaHoBuTb gynnekcHbln pexxum Ethernet-nopTta. o ymonyaHuto 3agaHo 3HadeHne
auto.

KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
[a

Oa

Het

Ethernet

I (config-if)>  duplex node»

I (config-if)> no duplex

AprymeHT 3HaveHue OnucaHue
mode full Pexum nonHoro gynnekca.
half MonyaynnekcHbIN pexuve.
auto ABTOMAaTUYECKNIA OYMMEKCHBIN PEXMM.

(config-if)> duplex full
Network::Interface::Ethernet: Duplex set to "full".

Bepcus OnucaHue

2.06.B.1 [o6GaeneHa komaHaa interface duplex.

3.19.23 interface dyndns profile

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

Mpuessatb kK ceteBoMy nHTEpdency npodune DynDns. MNepen BbINONHEHNEM
KOomMaHAbl Npodunb AomKeH ObiTb CO34aH M HAaCTPOEH rpynnor komang dyndns
profile.

KomaHaa ¢ npedrkcoM no paspbiBaeT CBA3b MeXAy NpodunemM n nHtepdencom.
Oa
Ha

Het

I (config-if)>  dyndns profile (profile»

I (config-if)> no dyndns profile
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

profile Crpoka HasBaHue npodung DynDns.

(config-if)> dyndns profile test
Core::Configurator: done.

Bepcus OnucaHue

2.02 HobasneHa komaHaa interface dyndns profile.

3.19.24 interface dyndns update

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

O6HoBMTL Bpy4Hyto IP-agpec ans DynDns. Mo ymonyanuto komaHaa paboTtaet
B COOTBETCTBUM C MONMUTUKOW NocTaBLyuka ycnyr DynDns, KOTOpbIN He NO3BonsieT
0bHoBenATh IP cnnwkom vacTto. KntouweBoe crnoBo force nossonseTr obHoBUTL IP
B 00x0f NONUTUKM NOCTaBLUMKaA YCIYT.

Het

Oa

Het

I(config-if)> dyndns update [ force]

AprymeHT 3HaveHue OnucaHue
force Knwouyesoe He yunTbiBaTb peKOMEHAOBaHHYIO YacToTy
c/10BO obHoBREHMS.

(config-if)> dyndns update
DynDns::Profile: "test" update started.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface dyndns update.

3.19.25 interface encryption disable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA

Tun nHTepcpenca

OTtkntounTb WndpposaHne Ha 6ecnpoBOgHOM MHTepdeNce.
Het

Oa

Het

WiFi
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Masa 3 OnucaHne KomaHp,

Cunoncuce I (config-if)>  encryption disable

Mpumep (config-if)> encryption disable
wireless encryption disabled

UcTopus nameHeHun Bepcusa OnucaHue

2.00 [o6GaeneHa komaHaa interface encryption disable.

3.19.26 interface encryption enable

OnucaHue BkntounTb WwWindpoBaHue Ha 6ecnpoBogHoM nHtepdence. Mo ymonyanuto
ncnoneayetcs wudposaHne WEP.

KomaHga ¢ npedmkcom no oTknoyaeT wndpoBaHue Ha 6ecnpoBogHOM

nHTepdence.
Mpedukc no Oa
MeHsieT HacTpouKu [a

MHorokpaTHbI BBog Het
Tun nHTepcpenca WiFi

CuHoncuc I (config-ify>  encryption enable

I (config-if)> no encryption enable

Mpumep (config-if)> encryption enable
Wireless encryption enabled.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface encryption enable.

3.19.27 interface encryption key

OnucaHue HasHaunTb kntoun wndposaHmsa WEP. B 3aBUCMMOCTM OT pa3psagHOCTH, KIod
MOXeT 6bITb 3agaH 10 wecTHaguaTepuyHbiMu uudpamm (5 cumsonamm ASCII)
— 40-6uTHbIN Knto4, WEP — 40-0MTHbIN Kntod, Unn 26 wectHaguaTepuyHbIMn
undpamum (13 cumonamm ASCII) WEP Bcero moxeT 6biTb 3agaHo ot 1 oo 4
Kntoyen WwmndpoBaHUs, U OANH U3 HUX AOMMKEH OblTb HA3HAYEH KIOHYOM Mo
YMOYaHuio.

Komanga ¢ nperkcomM no ygansieT Ko,
Mpedoumkec no Oa

MeHsieT HacTpounku Oa
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maBa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

Ja
WiFi
I (config-if)>  encryption key «id) ( «value> [default] | default)

I (config-if)> no encryption key «id>

AprymeHT 3HauvyeHue OnucaHue

id Lenoe uucno |Homep kntoya. Bcero MoXHO 3agaTth 4o
YeTbIpex Kroyen.

value CTpoka 3HayeHue Kno4a B Buae
LeCTHaaLaTepuUYHOro Yymcna, CocTosLLEero
13 10 unn 13 26 umadp.

default KnwuyeBoe YKkasblBaeT, YTo AaHHbIN KoY Byaet

C/10B0O NCNONb30BaH Mo YMOMYaHuio.

(config-if)> encryption key 1 1231231234
Encryption key saved.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface encryption key.

3.19.28 interface encryption mppe

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkniounTb nogaepxky wndpposaHus MPPE.

Komanga ¢ npecumkcom no oTkntovaeT wndgposanne MPPE.
Oa

Oa

Het

PPTP

I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface encryption mppe.
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Masa 3 OnucaHne KomaHp,

3.19.29 interface encryption wpa

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKM
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb anroputmbl obecneyeHnst 6esonacHoctn WPA Ha 6ecnpoBogHOM
nHTepdence. becnpoBogHON UHTEPdENC MOXET NOAAEPKNBATbL COBMECTHOE
ncnone3osaHne WPA n WPA2, ogHako nogaepxka WEP aBToMmaTuyecku
OTKIIOYaeTCH Npu BKNtoveHun noboro n3 WPA.

KomaHga ¢ npedmkcom no otkntovaet WPA.
Oa

Ja

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface encryption wpa.

3.19.30 interface encryption wpa2

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

Mpumep

BkntounTtb anroputmMbl obecneyermns 6esonacHoctn WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBogHOM MHTepdelce. becnpoBogHON NHTEPdENC MOXET paspelLlaTb
coBmecTHoe ncnonb3oBaHne WPA n WPA2, ogHako nogaepxxka WEP
aBTOMATMYECKM OTKIKHYAETCS Npu BKNOYeHMM noboro ns WPA.

Komanga ¢ npecumkcom no otkntovaet WPA2.
Oa

Oa

Hert

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface encryption wpa2.

3.19.31 interface flowcontrol

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Hactpowka ynpasnexus notokom Ethernet Tx/Rx. Mo ymonuaHuto doyHkums
BKITIOYEHa.

KomaHaa ¢ npedmKkcomM no oTKMYaeT yHKLNIO.
Ja

Oa

Het

Ethernet

I (config-if)>  flowcontrol on

I (config-if)> no flowcontrol [send]

AprymeHT 3HauyeHue OnucaHue
send Knwuyesoe YnpaeneHne NoTokom paboTaeT aCUHXPOHHO.
C/1080

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHue

2.08 [obasneHa komaHaa interface flowcontrol.

3.19.32 interface hide-ssid

OnucaHue

Mpedukc no

BkntounTb pexum ckpbitua SSID. Mpu ncnonb3oBaHum 3Ton PyHKLMK, TOYKa
JocTyna He oTobpaXkaeTcs B cnucke JOCTYMHbIX 6ecnpoBoaHbIX ceTen. Ho ecnu
nonb30BaTemnto U3BECTHO O CyLLECTBOBAHUM 3TOM CETU 1 OH 3HaeT ee SSID, 10O
CMOXET MOAKIIOYNUTBLCS K 3TON CeTU. 10 YMONMYaHUIO PEXUM OTKITHOYEH.

Komanpa c ﬂpe(bMKCOM NO OTKJTKOYaeT 3TOT PEXUM.

Da
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Ja
Het

Access Point

I (config-if)>

hide-ssid

| (config-ify> no hide-ssid

(config-if)> hide-ssid
SSID broadcasting disabled.

Bepcus

OnucaHue

2.00

[obasneHa komaHaa interface hide-ssid.

3.19.33 interface igmp downstream

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKH
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb pexxum pabotbl IGMP Ha nHTepderice No HanpaBreHUIo K
notpebuTensam rpynnoBoi pacchinky. Ha yctpoicTBe AomkHa ObITh 3anyLueHa
cnyxba service igmp-proxy. [lonyckaeTcs HanMyine HeCKOmNbKMX MHTEPENCOB

downstream.

KomaHga ¢ npedymkCoM no OTMEHSIET AENCTBUE KOMaHAbI.

Ja
Ja
Het

P

I (config-if)>

igmp downstream

I (config-if)> no igmp downstream

(config-if)> igmp downstream
added downstream interface ISP.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa interface igmp downstream.

3.19.34 interface igmp fork

OnucaHue

BkntounTtb aybnmvpoBaHune ncxogsawmx naketos IGMP upstream B 3agaHHbIV
nHTepdenc. [lonyckaetca Hanudme Tonbko ogHoro uHtepdenca fork.

98

Keenetic Lite Il CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

KomaHaa ¢ npednkCoM Nno OTMEHSIET AeNCTBNE KOMaHAbI.
[a

Oa

Het

P

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork
fork role assigned to ISP.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface igmp fork.

3.19.35 interface igmp upstream

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

Bkntountb pexum pabotel IGMP Ha nHTepdence no HanpaBieHNo K UCTOYHUKY
rpynnoBown paccelnikn. Ha yctponctee gomkHa 6bITb 3anylueHa cnyxba service
igmp-proxy. [lonyckaeTcs Hanmdne TonbKO O4HOro nHTepdenca upstream.

KomaHga ¢ npednkcomM no OTMEHSIET AENCTBNE KOMaHAbI.
Oa

Ja

Het

P

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream
upstream role assigned to ISP.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa interface igmp upstream.
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Masa 3 OnucaHne KomaHp,

3.19.36 interface include

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

YkasaTb Ethernet-untepdenc, kotopbin 6yaet gobdaeneH B NporpaMmHbIA MOCT
B KayecTBe nopTa.

KomaHga ¢ npedmkcom no yganset nHtepdenc ns mocTta.
[a

[a

Oa

Bridge

I (config-if)>  include <interface»

I (config-if)> no include <interface»

AprymeHT 3HayeHue OnucaHue

interface Nms Nmsa nnu ncesgoHmm Ethernet nHtepdeliica,
MHTepgesica |KOTOPbIN JOMKEH ObITb BKIOYEH B MOCT.

(config-if)> include WifiStation®
Interface acquired.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa interface include.

3.19.37 interface inherit

OnucaHue

Mpedukc no
MeHsieT HacTpouKu

MHorokpaTHbI BBOA

Ykasatb Ethernet-nHtepdeiic, kotopbii 6yaeT gobaeneH B NporpaMMHbIA MOCT

B Ka4yecTBe nopTta. B otnuune ot komaHabl include, komaHga inherit nepegaer

MOCTY HEKOTOpbIE HAacTpoKKn aobasnsemoro nHtepdenca, Takvme kak IP-agpec,
macky 1 IP-ncesgonumel. MNpu yoganeHum nnbo camoro mocta, nnbo nHrepdenca
N3 MOCTa, 3TV HACTPOWNKM, JaXKe eCnv OHU ObINn M3MEHEHBI, ByayT CKONUPOBaHbI
obpaTHo Ha ocBobOAUBLUMICS HTEPdENC.

KomaHga nossonsieT 4obaButb B MOCT MHTEPdENC, Yepe3 KOTOPbIN
OCYLLECTBIISIETCS yNpaBneHne yCTpONCTBOM, U He NOTEPSITb YrpaBrieHune.

KomaHga ¢ npedukcom no yaanset uHtepdenc ns mocra, Bo3spallaet
UHTepdency HaCTporKK, yHacrnegoBaHHbIE paHee MOCTOM, 1 copackiBaeT aTn
HaCTPOMKM y MOCTa.

[a
Ja
Oa
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maBa 3 OnucaHne KomaHp,

Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

Bridge

I (config-if)>  inherit <interfaces

I (config-if)> no inherit <interface»

AprymeHT 3HayeHue OnucaHue

interface Nms Wmsa nnu ncesgoHmm Ethernet nHrepdeliica,
MHTepgesica |KOTOPbIN JOIMKEH ObITb BKIOYEH B MOCT.

(config-if)> inherit WifiStationo
Interface acquired.

Bepcus OnucaHue

2.00 [lobasneHa komaHga interface inherit.

3.19.38 interface ip access-group

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHThl

MpuBA3aTb MMeHOBaHHbIM cnMCOK npasun dunstpauun (ACL, cMm. access-list) k
nHTepdgency. Napametp in unu out ykasbiBaeT HanpaeneHue Tpaduka ans
koToporo 6ynet npumeHaTbes ACL. K ogHoMy MHTepdhericy MOXeT ObiTb NPUBA3aHO
Heckonbko ACL.

KomaHga ¢ npedmkcom no otknodaetr ACL onsa ykasaHHOro nHrepgenca u
HanpasrneHuns Tpaduka.

Oa
Ja
Oa
P

I (config-if)>  ip access-group <acl> «<direction»

I (config-if)> no ip access-group acl> «<direction

AprymeHT 3HavyeHue OnucaHue

acl CTpoka Cnucok npasun ounstpaumu,
npeasapuTernbHO CO3AaHHbINA C MOMOLLbIO
KomaHAbl access-list.

direction in MpUMeHUTb (bunTpauuio K BXOOALWNM
nakeTam.
out MpuUMEHNTb PUNBTPaLMIO K UCXOOSALLUM
naketam.
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> ip access-group 111 in
Access group applied.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface ip access-group.

3.19.39 interface ip address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

MN3ameHunTb IP-agpec n macky ceteBoro nHtepderca. Ecnu Ha uHTepdence
3anyleHa criykba aBToMaTnyeCcKor HacTpoKkn agpeca, Hanpumep, DHCP-knneHT
(cwm. interface ip address dhcp), To Bpy4HYH0 yCTaHOBMNEHHbIV aapec MOXET ObITb
nepesanuncaH.

KomaHga ¢ npedukcom no cbpacbiBaeT agpec Ha 0.0.0.0.
Ja

Oa

Het

P

I (config-if)>  ip address address» tmask»

I (config-if)> no ip address

AprymeHT 3HauyeHue OnucaHue
address IP-agpec Appec ceTeBoOro nHTepgenca.
mask IP-mMacka Macka ceteBoro nHtepdeiica. Ectb aBa

cnocoba BBoga Macku: B KAHOHNYECKOM BUaE
(Hanpumep, 255.255.255.0) u B BUae

BuToBOM ANWHbI Npedukca (Hanpumep, /24).

OpnHo 1 TO Xxe 3HaveHue agpeca ceTn, cocTosero ns IP-agpeca n mackun, MOXXHO
BBECTW ABYMSI Cnocobamu: ykasaTb MacKy B KAHOHMYECKOM Buae Uinn 3agatb
BuToBYl0 ANVHY nNpedukca.

(config)> interface
FastEthernet0/Vi1an43
Created interface FastEthernet0/Vlan43.
(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.
(config-if)> ip address 172.17.24.9/24
Network address saved.
(config-if)> [Ctrl]+[D]
(config)> show interface FastEthernet0/Vlan43

mac: 00:23:f8:5b:d3:f4
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maBa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

index: 43
type: Vlan
description:
state: up
link: down

address: 172.17.24.9
mask: 255.255.255.0

mtu: 1500
global: no
(config)>
Bepcus OnucaHue
2.00 [o6GasneHa komaHaa interface ip address.

3.19.40 interface ip address dhcp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3anyctutb DHCP-KNueHT ans aBTomaTuyecKon HaCTPONKM CETEBLIX MapaMeTpOB:
IP-agpeca 1 macku nHTepdelica, cepeepoB DNS u Wino3a No yMOnyaHuio.

KomaHga ¢ npedmkcom no octaHaBnmeaeT cnyx0y DHCP-knueHTa, yoanset
OVNHaAMUYEeCKM HAaCTPOEHHbIE NapaMeTpbl U BO3BpaLLAET NpeabiayLine HaCTPONKM
IP-agpeca 1 macku.

[a
Da
Het

Ethernet

I (config-if)>  ip address dhcp [ hostname chostname; |

I (config-if)> no ip address dhcp

AprymeHT 3HayeHue OnucaHue

hostname Ctpoka Mma xocTa, koTopoe nepepaeTcs B none
12-om onumm DHCP. 310 ums He
06sa3aTensbHO AOMKHO ObITh TaKUM Xe, Kak
MMS XOCTa, BBEEHHOE B npoLecce
rnobanbHON HAaCTPONKN.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on FastEthernet0/Vlan2.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface ip address dhcp.
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Masa 3 OnucaHne KomaHp,

3.19.41 interface ip adjust-ttl

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.19.42 interface ip alias

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu

MHorokpaTHbIli BBOA,

MN3meHnTb napameTp TTL nepBoro naketa ansa Bcex BXOOALWMX COeqUHEHNN

UHTepdenca.

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.

[a
[a
Het

P

| (config-if)>

ip adjust-ttl (inc | dec) (value»

I (config-if)> no ip adjust-ttl

AprymeHT 3HayeHue OnucaHue

inc Knwyesoe KntoyeBoe cnoso, obo3HavatoLlee
CJ10BO yBenuyexue TTL.

dec Knwyesoe KntoyeBoe cnoso, obo3HavatoLlee
C/s1080 ymeHbLueHne TTL.

value Yenoe uucno |BenuunHa nameHeHusa TTL. MoxeTt

NPUHUMaThL 3Ha4yeHus oT 1 o 255
BKMIOUYUTENBHO.

(config-if)> ip adjust-ttl inc 10
TTL adjustment enabled.

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa interface ip adjust-ttl.

YcTaHOBUTb JONONHUTENbHLIV IP-agpec n macky ceTeBoro uHTepdenca

(nceBAoOHUM).

KomaHgaa ¢ npedukcom no copachiBaeT yKkazaHHbIA NCEBAOHUM HA 0.0.0.0, Tem
cambiM yaanss ero. Ecniv BbinonHUTL KOMaHOy 6e3 aprymeHTa, TO BECb CMMCOK
NceBAOHMMOB OyOEeT OUULLIEH.

Oa
Ha
Ja
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maBa 3 OnucaHne KomaHp,

Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

IP, Ethernet

I (config-ify>  ip alias (address» tmask»

I (config-if)> no ip alias [ <address» imask> ]

AprymeHT 3HayeHue OnucaHue

address IP-agpec [lononHuTenbHbIN agpec ceTeBoro
uHTepdenca.

mask IP-macka [ononHutenbHas Macka ceTeBoro

nHTepdenca. Ectb aBa cnocoba BBoaa

MacKu: B KAHOHMYECKOM Buae (Hanpumvep,
255.255.255.0u B BMae 6UToBOWN ANUHbI

npedwukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24

IP alias saved.

Bepcus

OnucaHue

2.00

[o6GaeneHa komaHga interface ip alias.

3.19.43 interface ip dhcp client class-id

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIli BBOA

CuHoncuc

AprymeHTbl

Mpumep

YkasaTb Npor3BoauTENs YCTPONCTBA, Ha KOTopoM pabotaeT DHCP-knneHT (onumsi

dhcp 60).

KomaHaa ¢ npedukcom no yoansiet HacTPORKY.

Ja
[a

Het

I (config-if)>  ip dhcp client class-id «class)

I (config-if)> no ip dhcp client class-id

AprymeHT

3HauyeHue

OnucaHue

class-id

Ctpoka

HassaHue npoussoguTens
YCTPOMUCTBA.

(config-if)> ip dhcp client class-id ZyXEL

Dhcp::Client: ISP DHCP client vendor class is set to "ZyXEL".
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.02 HobaeneHa komaHaa interface ip dhcp client class-id.

3.19.44 interface ip dhcp client debug

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BknounTb 0TNagoYHbIN pexum. B 0TnagoyHoOM pexrme B CUCTEMHbIN XypHan
BbIBOOUTCS NnogpobHas uHpopmauums o pabore DHCP-knuneHTa.

KomaHaa ¢ npedmnKcoM no OTKIOYaEeT OTNaA04HbIA PEXMM.
Ja

Oa

Het

Ethernet

| (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.

Bepcus OnucaHue

2.01 HobaeneHa komaHaa interface ip dhcp client debug.

3.19.45 interface ip dhcp client displace

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

BbITecHUTb cTaTnyecknn agpec nHtepdenca interface B cnyvae ecnv oH
KOHMNUKTYET C agpecoM, nonydeHHbiM DHCP-knueHTOM OCHOBHOIo uHTEpdeica.

[laHHasi koMaHaa BbINOMHSETCA aBToMaTU4ecku npu nogknoveHnn USB Ethernet
aganTtepa. [locne aToro NPoOUCXOANT COXpaHeHNe KOHMUrypauum n nepesarpyska
YCTPOKMCTBA.

KomaHga ¢ npedmkCcom No OTMEHSIET BbITECHEHUE ANA YKa3aHHOro MHTepdelrica.
Ha

Ja

Oa

Ethernet

I (config-if)>  ip dhcp client displace cinterface;
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maBa 3 OnucaHne KomaHp,

AprymeHThI

Mpumep

Uctopusa nameHeHunmn

I (config-if)> no ip dhcp client displace <interface)

AprymeHT 3HayeHue OnucaHue

interface Ums Nma nnn nceBgoHuM uHTepdenca, Yemn
MHTepgelica |cTaTudeckun agpec OyaeT BbITECHEH.

(config-if)> ip dhcp client displace Home
Dhcp::Client: added CdcEthernet® Home displacement.

Bepcus OnucaHue

2.03 [o6aeneHa komaHaa interface ip dhcp client displace.

3.19.46 interface ip dhcp client dns-routes

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntountb aBTOMaTHyeckoe gobasneHne xocT-mapLupytos 4o DNS-cepsepos,
nony4yeHHbix oT DHCP-cepepa. 1o ymonyaHuio BKIHOYEHO.

KomaHga ¢ npednKcomM no OTKNIYaeT HAaCTPOWNKY.
Oa

Ja

Het

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: Home DHCP client DNS host routes enabled.

Bepcus OnucaHue

2.00 [o6aeneHa komaHga interface ip dhcp client dns-routes.

3.19.47 interface ip dhcp client fallback

OnucaHue

Mpedukc no

YCTaHOBUTL 3aaHHbI NOMb30BaTeENEM CTaTUYECKUIA apec B cryvae
BO3HUKHOBEHNS ownbok npu pabote DHCP.

KomaHga ¢ nperkcoM no OTMEHSIET HACTPOWKY, M yCTaHaBNMBaET agpec
0.0.0.0..

[a
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca Ethernet

Cunoncuce I (config-if)>  ip dhcp client fallback «type»

I (config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
type CTpoka Tun IP-agpeca. B HacToswee Bpemsa
peann3oBaH TONbLKO oanH TMN — static.

MNpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: a DHCP address fallback is static.

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.05 [obaeneHa komaHga interface ip dhcp client fallback.

3.19.48 interface ip dhcp client hosthame

OnucaHue HasHaunTb nmsa xocta, kotTopoe otnpaensetcss B DHCP-3anpoce.
KomaHga ¢ npedmkComM no BO3BpaLLaeT XOCTY UMs N0 YMOMYaHMIO.

Mpedukc no Oa

MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Tun nHtepdpenca Ethernet

Cuuoncue I (config-if)>  ip dhcp client hostname <hostnames

I (config-if)> no ip dhcp client hostname

AprymeHTbI AprymeHT 3HayeHue OnucaHue
hostname CTpoka Nms1 xocTa 4ns HazHa4YeHus.
Mpumep (config-if)> ip dhcp client hostname HostName

Dhcp::Client: Home DHCP client hostname is set to HostName.

MCTOpMﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obGaeneHa komaHaa interface ip dhcp client hostname.
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maBa 3 OnucaHne KomaHp,

3.19.49 interface ip dhcp client name-servers

OnucaHue VMcnonb3oBaTb agpeca cepsepoB DNS nonyyveHHble no DHCP. o ymonyaHuio
aTa (pyHKUUA BKNOYEHA.

KomaHga ¢ npecukcom no 3anpeLiaeT ncnons3osatb agpeca DNS-cepsepos
nonyyeHHsle no DHCP.

Mpedukc no Oa
MeHsieT HacTpouku [a
MHorokpaTHbI BBog  Hert
Tun nHTepcpenca Ethernet

Cunoncuc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.

UcTopus usmeHeHnt  (Bepcus OnucaHue
2.00 [o6GaeneHa komanga interface ip dhcp client
name-servers.

3.19.50 interface ip dhcp client release

OnucaHue DHCP-knneHT ocBoboxaaeT apenay |IP-agpeca n yxoguT B cnsiwuin pexmm. Ewe
O[lHO BbINOMNHEHME 3TOM KoMaHAbl nepeBoantT DHCP-KNNEHT B pexunm
aBTOMaTM4eckoro nonyyeHus IP-agpeca.

Mpedomkc no Het
MeHsieT HacTpoWnKu Ha
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca Ethernet

Cunoncue I (config-if)>  ip dhcp client release

I (config-if)> no ip dhcp client release

Mpumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.03 HobaeneHa komaHaa interface ip dhcp client release.

3.19.51 interface ip dhcp client renew

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

Mpumep

Uctopus nameHeHumn

DHCP-knneHT ocBoboxgaet apeHay IP-agpeca n nepexoguT B pexXnm nonyvyeHus
HOBOIO.

Het
Ja
Het

Ethernet

I (config-if)>  ip dhcp client renew

I (config-if)> no ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

Bepcus OnucaHue

2.03 [o6GasneHa komaHaa interface ip dhcp client renew.

3.19.52 interface ip dhcp client routes

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

BkntounTb nonyyeHne mapLupyToB oT nposangepa (onumm dhep 33, 121, 242).
Mo ymonuyaHuio BKkMoYeHo. B HacTporikax oTobpaxaeTcst TONbKO € NpeduKCoMm
no.

KomaHga ¢ npedmkCoM no OTKMOYAET HACTPOWKY.
Ja
Oa

Het

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.
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maBa 3 OnucaHne KomaHp,

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.05 HobaeneHa komaHaa interface ip dhcp client routes.

3.19.53 interface ip global

OnucaHue YctaHoBUTL 4511 MHTepdenca cBONCTBO «global» ¢ napameTpoM. OTo CBOMCTBO
HeobxoauMo Anst yCTaHOBKU MapLupyTa no ymonyaHuio, pabotsl DynDNS-knveHTa
n NAT. MoxHo npeactasnaTe global-uHtepdernicsl, kak Begylime B rnodanbHyo
ceTb (B UHTEPHET).

MapameTp cBowncTBa «global» BnuaeT Ha NnpuopuTeT MHTepdelica B npase
YCTAHOBUTb MapLUpyT Mo ymondaHuto. Yem npuoputeT 6onblue, TEM XenatenbHee
ONS nonb3oBartens Bbixog B rnobanbHyto ceTb Yepes yka3aHHbIn MHTepdelic. C
MOMOLLbIO NpUopuUTETa peanuayeTcs pyHKUNS pe3epBMPOBaHNS NMOLKITHOYEHNS B
nHtepHeT (WAN backup) «global».

o ymonyaHuio HacTponka oTKNYeHa.
KomaHga ¢ npedmkcom no yganser CBOMCTBO.
Mpedukc no Oa
MeHsieT HacTpouKuM Ha
MHorokpaTHbii BBog  Hert
Tun nHtepcpenca IP

CuHoncuc I (config-if)>  ip global «(priority

I (config-if)> no ip global

AprymeHTbI AprymeHT 3HaueHne  |OnucaHue

priority UYenoe uucno |lNpuoputet nHtepdenca npu yctaHOBKe
MapLupyTa no ymonyaHuo. Moxet
npuHUMaThb 3HadeHust ot 1 go 65534.

Mpumep (config-if)> ip global 10
Interface is set as global.

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface ip global.

3.19.54 interface ip mru

OnucaHue YctaHoBUTh 3HavyeHne MRU koTopoe 6yaeT nepenaHo yaareHHOMY yany rnpu
ycTaHoBneHun coeagnHenus PPP (IPCP). o ymonyaHuio ncrnonb3yeTcs 3HadeHne
1460.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

KomaHpa c I'Ipe(*)VIKCOM NoO OTMEHSIET AENCTBNE KOMaHAbI.

[a
Oa
Het

PPP

I (config-if)y>  ip mru wmru

I (config-if)> no ip mru

AprymeHT 3Ha4yeHue

OnucaHue

mru Lenoe u4ucno

MRU 3HaveHune.

(config-if)> ip mru 1400
MRU saved.

Bepcus OnucaHue

2.00 [obGasneHa komaHga interface ip mru.

3.19.55 interface ip mtu

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbI

YcTaHoBuTb 3HaveHne MTU Ha ceTeBoM uHTepdence. MNpun yctaHoBREHUN
coeguHeHus no npotokony PPP (IPCP), ynaneHHoMy y3ny OyaoyT oTnpaBnsTbCs
nakeTbl ykazaHHoro pasmepa MTU paxe ecnu ToT 3anpocun MTU meHbLuero

3Ha4YeHnA.

KomaHga c npecumkcom no cbpacbiBaeT 3HaveHne MTU Ha To, koTopoe 6bino ao

NnepBoro NPMMEHEHUs KOMaHAbI.
Oa

Oa

Het

P

I (config-if)>  ip mtu mtuw

I (config-if)> no ip mtu

AprymeHT 3HauyeHue

OnucaHue

mtu Lenoe u4ucno

3HaveHne MTU. MOXeT NpyHUMaTb 3Ha4YeHus
oT 64 go 65535 BkNOUMNTENBHO.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> ip mtu 5000

MTU saved.
Bepcus OnucaHue
2.00 [obGasneHa komaHaa interface ip mtu.

3.19.56 interface ip remote

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YCTaHOBUTb CTaTUYECKN agpec yaaneHHoro ysna.
Oa

Ja

Het

PPP

I (config-if)>  ip remote address),

I (config-if)> no ip remote

AprymeHT 3HavyeHue OnucaHue

address IP-appec Agpec yganeHHoro ysna.

(config-if)> ip remote 192.168.2.19
Remote address saved.

Bepcusa OnucaHue

2.00 [obGasneHa komaHaa interface ip remote.

3.19.57 interface ip tcp adjust-mss

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

Tun nntepcpenca

YCTaHOBWTb OrpaHnYeHre MakCMarbHOroO pasMepa CerMeHTa UCXOAsALLMX CECCUM
TCP. Ecnu 3HaueHne MSS, koTopoe nepenaetcsi B norse 3aronoBka SYN-nakeTos,
npeBbllIaeT 3agaHHoe, KoOMaH4a MeHsieT ero. KomaHaa npumeHseTcs K
NMHTepgency n AencTByeT Ha Bce ucxoasiwme TCP SYN-nakeTbl.

KomaHga ¢ npedymkCoM no OTMEHSIET AeNCTBNE KOMaHAbI.
Oa

Oa

Het

P
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Masa 3 OnucaHne KomaHp,

Cunoncuc I (config-if)>  ip tcp adjust-mss (pmtu | inss> )
I (config-if)> no ip tcp adjust-mss
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
pmtu Knwyesoe YCTaHOBUTb BEPXHIO rpaHnuy MSS, paBHyto
CJ10BO MUHUManbHomMy MTU Ha nyTu K yganeHHomy
y3ny.
mss UYenoe uucno |MSS BepxHsas rpaHuua.
MNpumep (config-if)> ip tcp adjust-mss pmtu
TCP-MSS adjustment enabled.
MCTOpMﬂ M3MeHeHV|ﬁ Bepcuﬂ OnucaHMe

2.00 HobaeneHa komaHaa interface ip tcp adjust-mss.

3.19.58 interface ipcp default-route

OnucaHue Mcnonb3oBaTb agpec yaaneHHOoro ysna Kak LUf3 o YMONYaHuio.
KomaHga ¢ npedukcom no 3anpeLlaeT U3MEHEHME LWM3a N0 YMOYaHWIO.

Mpedukc no Ha

MeHsieT HacTpouku Ja

MHorokpaTHbii BBog  Hert

Tun nHTepdpenca PPP

CuHoncuc I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

MNpumep (config-if)> ipcp default-route
Using peer as a default gateway.

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga interface ipcp default-route.

3.19.59 interface ipcp dns-routes

OnucaHue Vcnonb3oBaTb MapLpyTbl nonyyYeHHble no /PCP. o ymonyaHuio HacTponka
BKITHOYEHA.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

Mpumep

UcTopusa nameHeHun

Ja
[a
Het

PPP

|(conﬁg4ﬂ>

ipcp dns-routes

I (config-if)> no ipcp dns-routes

(config-if)> ipcp dns-routes
DNS routes enabled

Bepcus

OnucaHue

2.02

[o6GaeneHa komaHga interface ipcp dns-routes.

3.19.60 interface ipcp nhame-servers

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.19.61 interface ipcp vj

OnucaHue

VMcnonb3oBaTb agpeca cepBepoB DNS, nony4yeHHble no /PCP.

KomaHga ¢ npedmkcom no 3anpeLyaeTt ucnonb3oBaTth agpeca cepsepos DNS
nonyyeHHsle no /PCP.

Oa
[a
Het

PPP

I (config-if)>

ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
Using remote name servers.

Bepcus

OnucaHue

2.00

[o6GaeneHa komaHga interface ipcp name-servers.

BkntounTb cxaTtue 3aronoskoB TCP/IP metoqom BaH AkobcoHa.

KomaHfga ¢ npenKkcomMm no OTKNYaeT cxaTue.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

Ja
[a
Het

PPP

|(conﬁg4ﬂ>

ipcp vj [cid]

I (config-if)> no ipcp vj

AprymeHT 3HayeHue OnucaHue
cid KnwyeBoe Bkntountb cxatne Connection ID B
Cc/10B0O 3arorioBKax.

(config-if)> ipcp vj cid
V] compression enabled.

Network: :Interface: :PPP: done.

Bepcus

OnucaHue

2.03

[obGaeneHa komaHga interface ipcp vj.

3.19.62 interface ipv6 address

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHThl

Mpumep

Hactpoutb IPv6-agpec Ha nHtepdeiice. Ecnu ykasaH aprymeHT auto, agpec
HacTpavBaeTCcsa aBToMaTnyeckn. Beog agpeca BpyyHyto genaeT ero CTatudeckmm.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.

Ja
Ja
Oa

I (config-if)>

ipv6 address ( (address> | auto)

I (config-if)> no ipv6 address [ <address; | auto]

AprymeHT 3HaveHue OnucaHue

address IPv6-agpec |Anpec DNS-cepsepa.

auto Kniwyesoe BknounTb AMHaAMUYECKOE Ha3Ha4YeHme
CJ10B0 agpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface ipv6 address.

3.19.63 interface ipv6 force-default

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Uctopus nameHeHumn

Mcnonb3oBaTtb nHTEpMENC B Ka4yecTse LW3a no ymonyaHuo ans IPv6. Mo
YMOMYaHUIO NapameTp OTKITOYEH.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Oa
Oa

Het

| (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default

(config-if)> ipv6 force-default
interface is forced to be the default IPv6 gateway

Bepcus OnucaHue

2.00

[o6GaeneHa komaHaa interface ipv6 force-default.

3.19.64 interface ipv6 name-servers

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbl

HacTtpoutb nonydexue nicopmaumm ot DNS. Ecnn ykasaH aprymeHT auto ,
Bkntovatotcst DNS-3anpocsl DHCPV6.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
Oa

Het

I (config-if)>  ipv6 name-servers (auto)

I (config-if)> no ipv6 name-servers [auto]

AprymeHT 3HauyeHue OnucaHue
auto Knwyesoe BkntounTtb aBTokoHMUrypauuio DNS.
CJ10B0
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface ipv6 name-servers.

3.19.65 interface ipv6 prefix

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

HacTtpouTtb generaumio npedukca. Ecnu ykasaH aprymeHT auto , npedukc
3anpawwBaetcs Yepe3 DHCPv6-PD.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Oa
Oa

Het

I (config-if)>  ipv6 prefix ( (prefix | auto)

I (config-if)> no ipv6 prefix [ «prefix> | auto]

AprymeHT 3HayeHue OnucaHue

auto Krouesoe Bknountb Aeneraumio npedgukca.
CJ1080

prefix lpegukc Ykasatb npeukc Bpy4YHY!O.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

Bepcus OnucaHue

2.00 [o6asneHa komaHaa interface ipv6 prefix.

3.19.66 interface ipvbcp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

Tun nHtepdpenca

BkntounTtb nogaepxky /IPv6CP Ha aTane yCTaHOBMEeHUsi COeANHEHNS.
Komanga ¢ npedumkcom no otkntovaet /Pv6CP.

Oa

[a

Het

PPP
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maBa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.19.67 interface Icp acfc

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3.19.68 interface Icp echo

OnucaHue

I (config-if)>

ipvéecp

I (config-if)> no ipv6cp

(config-if)> ipvécp

IPv6CP enabled.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHga interface ipvécp.

BknounTb cornacoBaHve napameTpoB CXXaTus rosiel KaHarnbHo20 ypoeHsi Address

u Control.

KomaHnpa c I'Iped)VIKCOM NO OTKITK4YaeT AaHHY onuunio 1 BCe 3arnpocChbl yﬂ,aﬂeHHOVI
CTOpPOHbI Ha corflacoBaHne ACFC OTKITOHSItOTCS.

Ja
Oa
Het

PPP

| (config-if)>

lcp acfc [cid]

| (config-if)> no lcp acfc

AprymeHT 3Ha4yeHue OnucaHue
cid Knyesoe Bkntountb cxatne Connection ID B
CJ10B0 3aroroBkax.

(config-if)> lcp acfc cid
ACFC compression enabled.

Network: :Interface: :PPP: done.

Bepcus

OnucaHue

2.03

[obaeneHa komaHga interface Icp acfc.

3apatb npaBuna TecTupoBaHus coeauHennst PPP cpencteamu LCP echo.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpoukm
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Komanga ¢ npedukcom no otkntovaet LCP echo.
Ja

Oa

Het

PPP

I (config-if)>  lcp echo <intervals «count» [adaptive]

I (config-if)> no 1cp echo

AprymeHT 3HauyeHue OnucaHue

interval UYenoe uucno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHaax. Ecnm B TeyeHue ykasaHHOro
WHTepBana BpeMeHM OT yAareHHON CTOPOHBbI
He ObIn nonyyeH LCP 3anpoc, en byget
OTMNpaBieH Takon 3anpoc C OXNagaHUEM
oTtBeTa LCP reply.

count UYenoe uucno |KonmyecTBo oTnpaBneHHbIX Noapsas
3anpocoB LCP echo Ha KoTopble He Oblin
nony4eH oteeT LCP reply. Ecnu count
3anpocoB LCP echo octanuck 6e3 oTBeTa,
coeguHeHune Byaget pasopBaHo.

adaptive KnwyeBoe Pppd 6ynet otnpaenaTts 3anpoc LCP echo
c/10B0O TONbKO B TOM Crny4ae, ecnv OT yaaneHHoro
yana HeT Tpadmka.

(config-if)> lcp echo 5 3
LCP echo parameters updated.

Bepcus OnucaHue
2.00 [obGaeneHa komaHga interface Icp echo.
2.06 HobasneH napametp adaptive.

3.19.69 interface Icp pfc

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbI BBO,

BknounTb cornacoBaHue napaMeTpoB cxatus r1osis Protocol e 3azonoskax PPP.

KomaHgaa ¢ nperkcom no OTKMNoYaeT AaHHYH0 OMNLMIO U BCe 3anpochl yaaneHHom
CTOPOHbI Ha cornacoBaHne PFC OTKMOHSAOTCA.

[a
[a

Het
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maBa 3 OnucaHne KomaHp,

Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

PPP

| (config-ify>  Lep pfe [cid]

I (config-if)> no Lcp pfc

AprymeHT 3HayeHue OnucaHue
cid KnwyeBoe Bkntountb cxatne Connection ID B
Cc/10B0O 3arorioBKax.

(config-if)> lcp pfc cid
PFC compression enabled.

Network: :Interface: :PPP: done.

Bepcus OnucaHue

2.03 [o6GaeneHa komaHga interface Icp pfc.

3.19.70 interface mac access-list address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

[No6asntb MAC-agpec B cnncok npaeun unsrpaumm nHTepderica. Tun cnucka
OOCTyna ycTaHaBnuBaeTca koMaHgow interface mac access-list type.

KomaHga ¢ npedmkcom no yganset ykasaHHbii MAC-agpec n3s ACL.
Oa
Ja
[a

Access Point

I (config-if)> mac access-list address (address>

I (config-if)> no mac access-1list address (address»

AprymeHT 3HaveHue OnucaHue
address MAC-appec |MAC-agpec, koTopbli HeoOxoaMmo 4obaBUTb
B ACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added

Bepcus OnucaHue

2.00 [obaBneHa komaHaa interface mac access-list address.
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Masa 3 OnucaHne KomaHp,

3.19.71 interface mac access-list type

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBO,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YcTaHoBUTb TN Cn1cka npasun ounestpauun uHtepdenca. Mo ymonyaHuio tmn
He ornpeneneH (NPUCBOEHO 3HAYeHnenone).

Het
[a
Het

Access Point

I (config-if)>  mac access-list type (type)

AprymeHT 3HaveHue OnucaHue
type none Tun cnucka npasvn ounsTpauum He
onpenerneH.
permit B cnucok 6yayT 0o6aBnsTbCs TONMbKO

paspelueHHble MAC-agpeca.

deny B cnucok 6ynyT nobaBnATbCst TONbKO
3anpeLleHHble MAC-agpeca.

(config-if)> mac access-list type permit
set access-policy: permit

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface mac access-list type.

3.19.72 interface mac address

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

Tun nHtepcpenca

HasHauntb MAC-agpec Ha ykasaHHbI ceTeBon nHtepdenc. Agpec 3agaercs B
LWecTHaauaTepmyHoM popmaTe 00:00:00:00:00:00. KomaHga no3songaet
yCTaHOBUTb MoboM agpec, HO NpeaynpexaaeT nonb3oBartens, eCnu B HOBOM
agpece yctaHoBrneH 6ut «multicast» nnm coporuen 6ut «OUI enforced».

KomaHga ¢ npedukcom no Bo3BpalyaeT nHtepdency ncxogHein MAC-agpec.

MpenynpexaeHve: MNameHeHne MAC-agpeca Ha nHtepderice Wi-Fi 3anpelueHo.

Ja
[a
Het

MAC
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maBa 3 OnucaHne KomaHp,

Cunoncuc I (config-if)> mac address (address)
I (config-if)> no mac address
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
mac MAC-appec |Hosbii MAC-agpec nHtepdeiica.
Mpumep (config-if)> mac address 3C:1F:6E:2A:1C:BA
MAC address saved.
UcTopus nameHeHun Bepcus OonucaHue

2.00 [lobaeneHa komaHga interface mac address.

3.19.73 interface mac address factory

OnucaHue HasHaunTb 3aBogckon MAC-agpec Ha yka3aHHbIN CETEBON MHTEpPdENC.
Mpedoumkec no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun nntepcpenca MAC

CuHoncuce I (config-if)> mac address factory (name»

AprymeHTbI AprymeHT 3HaveHue ‘Onwcal-wle
name lan WuTepdericy bynet npuceoeH "LAN"
MAC-agpec.
wan WHTepdericy 6yaet npucoeH "WAN"
MAC-agpec.
Mpumep (config-if)> mac address factory lan

Core::System::UConfig: done.

MCTOpMﬂ U3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa interface mac address factory.

3.19.74 interface mac clone

OnucaHue MpucesouTb nHTEepdency MAC-agpec Bawero IMK.

Mpedukc no Het
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca MAC, IP

CuHoncuc I (config-if)> mac clone

Mpumep (config-if)> mac clone
MAC address saved.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga interface mac clone.

3.19.75 interface peer

OnucaHue HasHaunTb ngeHTudmkaTop yaaneHHoro yana k KotTopomMy byaeT ocyLecTBAsSTLCA
nogknodeHne PPP. bonee TOYHbINM CMbICI HACTPOMKX 3aBUCUT OT TMna
nHTepgenca. Hanpumep, ana PPPoE komaHaa interface peer 3agaet nmsi
KOHLieHTpaTopa AaocTyna, a ana PPTP — nmsa yganeHHoro xocta unu ero IP-agpec.

KomaHaa ¢ npeuKComM NO OTMEHSIET HACTPOMKY.
Mpedukc no Oa
MeHsieT HacTpouku [a
MHorokpaTHbI BBog  Hert
Tun nHTepcpenca PPP

CuHoncuc I (config-if)>  peer (peer;

I (config-if)> no peer

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
peer CTpoka WaoeHTudukatop yganeHHon TOUKu
NOAKIHOYEHNS.
Mpumep (config-if)> peer 111

Core::Configurator: done.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGasneHa komaHaa interface peer.
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maBa 3 OnucaHne KomaHp,

3.19.76 interface ping-check profile

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

HasHaunTb nHtepdency npodpune Ping Check.
KomaHga ¢ npeuKComM No OTMEHSIET HACTPOMKY.
Oa

Oa

Het

I (config-if)>  ping-check profile «(profile»

I (config-if)> no ping-check profile

AprymeHT 3HaveHue OnucaHue

profile Crpoka HasBaHue Ha3Hayaemoro npoduns.

(config-if)> ping-check profile TEST
PingCheck::Client: added "ISP" to "TEST" profile.

Bepcusa OnucaHue

2.04 HobaeneHa komaHaa interface ping-check profile.

3.19.77 interface power

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThI

YCTaHOBUTb MOLLHOCTb NepegaTtymnka gns pagno-nHrepdencos. MakcmmanbHas
MOLLIHOCTb Nnepearymnka orpaHuyeHa ero annaparHbiMyU BO3MOXHOCTSIMU U
rocygapCTBEHHbIMM 3aKOHaMK 0 paanocessun. [laHHas koMaHaa No3BonsaeT NULlb
YMEHBLUNTb MOLLHOCTb MepeaaroLLero yCTpoMCTBa OTHOCUTENBHO €ro
MaKCMMaribHOM MOLLHOCTH, C LieNbl BO3MOXHOIO CHUXKEHUSA MOMEX Ansa ApYyrnx
YCTPOWCTB B 3TOM [ManasoHe.

Het
[a
Het

Radio

I (config-if)>  power <power»

AprymeHT 3HayeHue OnucaHue

power Lenoe 4ucno |MowHOCTb Nepegartymka B NPOLEHTax oT
MakcuMmansHon molyHocTu (oT 1 go 100).
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> power 90
Power level applied.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa interface power.

3.19.78 interface pppoe service

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

Ykasatb cny6y PPPoE. Ecnu cnyx6a He onpeaeneHa, To PPPoE-knueHT Bynet
MOAKMIOYEH K NPOM3BONbLHON cryxbe.

Oa
Ja
Het

PPPoE

I (config-if)>  pppoe service (service,

I (config-if)> no pppoe service

AprymeHT 3HavyeHue OnucaHue

service Ctpoka HassaHwne cnyx6bl PPPoE.

(config-if)> pppoe service test
Core::Configurator: done.

Bepcusa OnucaHue

2.05 [o6GasneHa komaHaa interface pppoe service.

3.19.79 interface preamble-short

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

Wcnonb3oBatb KOPOTKytO ripeambyriy.
Oa

[a

Hert

Radio

I(config-if)> preamble-short

I (config-if)> no preamble-short
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> preamble-short
Short preamble enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface preamble-short.

3.19.80 interface rekey-interval

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHum

YkasaTb nepuog BpeMeHn Mexay aBToOMaTUYeCKMMM U3MEHEHUSIMU CEKPETHbIX
Kroden ons AocTtyna K ceTeBbiM YCTPOMCTBaM.

KomaHga ¢ npedmKCoM no OTKMOYAET U3MEHEHNE KIHOYEN.
Oa

Oa

Het

WiFi

I (config-ify>  rekey-interval cinterval>

I (config-if)> no rekey-interval

AprymeHT 3HayeHue OnucaHue

interval Lenoe uucno |3HaveHue B CeKyHOax nHTepsaria CMeHbl Krnko4ya.

(config-if)> rekey-interval 3600
Network::Interface::Rtx::WifiMaster: Rekey interval is 3600 sec.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa interface rekey-interval.

3.19.81 interface rename

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

HasHaunTb nponsBornbHOE UMSA ceTeBoMy UHTEpdency. K nHTepdency MoxHo
obpaLyaTtbcs No HOBOMY MMeHM Kak o ID.

KomaHga ¢ npedukcom no yaansiet HacTpOKKy.
Oa
Oa

Het
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Masa 3 OnucaHne KomaHp,

Cunoncuc I (config-if)>  rename <name»
I (config-if)> no rename
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
name CTpoka HoBoe nmsa nHrepdeiica.
Mpumep (config-if)> rename New_interface_name
Network::Interface::Base: "Bridge0": renamed to »
"New interface name".
UcTopus nameHeHun Bepcus OonucaHue

2.08 [obaeneHa komaHga interface rename.

3.19.82 interface rf e2p set

OnucaHue MN3MeHUTb 3HaYeHne SYenkn NnaMmaT KanmbpoBOYHbIX AaHHbIX, HAXOOALWENCH No
cmeleHuto offset Ha 3HadyeHue value Onga yKkasaHHOro nHTepgenca.

Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Radio

CuHoncuc I (config-ify rf e2p set offsety values

AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
offset lUecTran preprHoe| CMeLeHne suenikn namaTtn. MoxeT
yncio npuHUMaThb 3HadvyeHna ot 1EQ go 1FE.
value UecHan prepHoe| HoBOE 3HaYeHue Ans 3anvcn B S4erky
4Yucio namatn. MoXeT NpMHMMaTb 3Ha4YeHus oT 0
Ao FFFF.
Mpumep (config-if)> rf e2p set 1f6 0

Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

UcTopusa nameHeHun Bepcus OnucaHue

2.04 [o6GasneHa komaHaa interface rf e2p set.
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maBa 3 OnucaHne KomaHp,

3.19.83 interface security-level

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIl BBOA
Tun nHTepcpenca

CunHoncuc

Mpumep

YCcTaHOBUTb YpOBEHb GE30MacHOCTM A4Sl AaHHOTO MHTepdenca. YpoBHM
6e30nacHOCTM onpedensioT NTOrMKy paboTbl MEXCETEBOIO AKpaHa:

+ PaspelleHo ycTaHaBnNMBaTb coeqvHeHNs B HanpasneHum private — public.

» 3anpeLueHo ycTaHaBNMBaTb COEAMHEHUS, MpUXoasLume Ha nHTepdenc public,
T. €. B HanpaeneHuu public — private un public — public.

» Camo yCTpONCTBO NPUHMMAET CETEBLIE NOAKITHOYEHUS (pa3peLLaeT yrnpaBrieHne)
TOMbKO C MHTeppencos private.

 [Nepepava gaHHbIX Mexay uHTepdencamm private Moxert ObiTb paspelleHa
Unu 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rmobanbHOro napametpa
isolate-private.

* protected nHTEpdENCh HE MMEIOT JOCTYNa K YCTPONCTBY U APYrUM
private/protected nogceram, HO OHWM UMetOT AOCTyN K public nHTepdericam
N MHTEPHETY. YCTPONCTBO 0becnevmBaeT 3allmLEeHHbIM CErMEHTaM TOMbKO
poctyn k cryk6am DHCP n DNS.

MpumeyaHne: Mo ymonuyaHuio BceM BHOBb CO34aHHbLIM MHTepdencam
npuceamBaeTcsl ypoBeHb 6e3onacHocTh public.

Cninckn goctyna access-list umeror 6onee BbICOKUIA MPUOPUTET,
YeM ypOBHM 6€30MacHOCTM, MO3TOMY C MOMOLLIbIO HUX MOXHO
BBOAWTb AOMNOMHUTENbHbIE NMpaBuna pusTpaLmmn NakeTos.

Het

[a
Het

IP
I (config-if)> security-level (public | private | protected)

HecmMoTps Ha To, YTO He CyLLecTBYET PYHKLIMM NOMHOTO OTKITHOUYEHMS MEXCETEBOIO
3KpaHa,MOXHO OTKIYaTh €r0 Ha OTAENbHbIX HanpasneHusix. Jonyctnm, TpebyeTcs
MOSTHOCTBIO pa3peLLnTb nepedady AaHHbIX MeX4y «AOMaluHen» ceTbio Home n
rnobanbHon ceTbio PPPOEQ. [1na aToro oboum nHtepdencam Hy>xkHO Ha3HauMTb
ypoBeHb 6e3onacHocTh private n oTknounTb yHKUMIO isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOE® security-level private
(config)> no isolate-private

MpymeyvaHne: MexceTeBoW 3KkpaH U TpaHCnAUUS aapecoB — OYyHKLUNUN,
npefHasHavyeHHble Ang peLleHns NPUHLMNManbHO pasHbIX
3apad. BknroueHue NAT mexay nHtepdericamv Home n PPPoEO
B KOH(pMrypaumm, nokasaHHOW Bbille, HE 3aKpbIBaeT AOCTYN B
ceTb Home co cTtopoHbl rmobaneHom cetu. [axe npu
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHunmn

3.19.84 interface speed

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

BKIMIOYEHHOW TpaHCMALUMM aapecoB koMaHaon ip nat Home
nakeTbl n3 PPPoEO GyaoyT cBOGOAHO NpoXoauTb B ceTb Home.

Bepcus OnucaHue
2.00 [obGaeneHa komaHaa interface security-level.
2.06 [o6GasneH napameTp protected.

HactpouTb ckopocTb Ethernet nHtepderica. Mo ymonyaHuio 3agaHo 3Ha4YeHune

auto.

Komanpa c I'Ipe(bVIKCOM NO BO3BpawWlaeT 3Ha4eHne no ymori4aHuto.

Oa
Oa
Het

Ethernet

| (config-if)>

speed (speed»

I (config-if)> no speed

AprymeHT 3Ha4yeHue OnucaHue
speed 10 10 M6wuT/c.
100 100 MowrT/c.
1000 1 Iéut/c.
auto ABTOMaTUYecKasi HacTpolika CKOPOCTH.

(config-if)> speed 1000
Network::Interface::Ethernet: Speed set to 1000.

Bepcus

OnucaHue

2.06.B.1

[obGaBneHa komaHga interface speed.

3.19.85 interface speed nonegotiate

OnucaHue

Mpedukc no

OTKnoUNTb aBTOMaTU4YECKYyHO HaCTp0l7|Ky CKOpPOCTW.

KomaHga ¢ npenkcomMm no BKNOYaeT aBTOMaTUYECKYO HACTPOMKY.

Oa
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Ja
Het

Ethernet

I (config-if)>

speed nonegotiate

I (config-if)> no speed nonegotiate

(config-if)> speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernet0/0": »
autonegotiation will be disabled for fixed speed.

Bepcus

OnucaHue

2.08

[obGaeneHa komaHga interface speed nonegotiate.

3.19.86 interface ssid

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIW BBOA,
Tun nHTepdenca

CuHoncuc

AprymeHTbl

Ykasatb nmsi 6ecnposogHow cetu (SSID) ans nHtepdelicoB «becnpoBogHas

CTaHUMSI» N «TouYKa AocTynar. B 3aBUCHMOCTU OT TUNa nHTepdeica 3HadYeHne
SSID o6pabaTbiBaeTcsi No-pasHoMY.

» [nsa Toukm poctyna SSID — Heobxoanmas HacTporika, 6e3 KOTOpo OHa He

OyOeT NpUHUMAaTL NoaKMoYeHUs.

» [na ctaHuun SSID onpegensieT, K Kakow Tovke AOCTyna oHa byaet
noakntodaTbes. bes 3apgaHHoro SSID cTaHUMA MOXET NOAKMIOYNTBCS K Nobomn
OOCTynHon 6ecnpoBOgHON CETU MO CBOEMY YCMOTPEHMUIO.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.

Ja
Oa
Het

SSID

| (config-if)>

I (config-if)> no ssid

ssid (auto | <ssidy)

AprymeHT 3HayeHue OnucaHue

ssid CTpoka Nmsa 6ecnposogHor cetn (SSID).

auto Knouesoe SSID 6yaet HasHa4yeH aBTOMaTUYECKM.
C/10B0
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> ssid WIRELESS

SSID saved.
Bepcus OnucaHue
2.00 [obaeneHa komaHaa interface ssid.

3.19.87 interface switchport access

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKH
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

YctaHoBuTb naeHtudmkatop VLAN Ha nopTy ans paboTbl B pexxume goctyna.
Paspeluaet nepegady kagpoB ykasaHHoro VLAN B NOpT v BKAOYaET yaaneHune
mapkepa VLAN n3 nepegaBaembix Kagpos.

KomaHga ¢ npedmkcom no ygansiet HaCTPOMKY.
Oa

Oa

Het

Port

I (config-if)>  switchport access vlan «vid)

I (config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnucaHue

vid Yenoe uucno |Waentndukatop VLAN docmyna. Moxet
NpuYHUMaTbL 3HayveHus oT 1 go 4094
BKIHOUUTENBHO.

(config-if)> switchport access vlan 1
Network: :Interface::Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

Bepcus OnucaHue

2.06 [o6GaeneHa komaHga interface switchport access.

3.19.88 interface switchport friend

OnucaHue

HactpouTb ogHoHanpasneHHbl VLAN ang rpynnosoro Tpadduka B 4ONOMHEHNe
K VLAN docmyna. MopT MmoxeT ObiTb YacTbio ogHoro VLAN docmyna. KomaHga
BKIMIOYAET nepeapecauunio ncxogsiero tpaduka c gpyroro VLAN docmyna
(HasbiBaemoro "friend"). MakeTbl "friend" nepepatoTcsa 6e3 Tera.

KomaHnga ¢ npeunkcom no ygangeTt HaCTPONKY.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

Ja
[a
Het

Port

I (config-if)>  switchport friend vlan «vid)

I (config-if)> no switchport friend vlan

AprymeHT 3HayeHue OnucaHue

vid Uenoe uucno |Wpentudukarop "friend" VLAN. MoxeT
npuHUMaTh 3HadyeHus ot 1 oo 4094

BKIMKOYUTENbHO.

(config-if)> switchport friend vlan 2

Network::Interface::Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

Bepcus OnucaHue

2.06 [o6aeneHa komaHaa interface switchport friend.

3.19.89 interface switchport mode

OnucaHue

Mpedoumkc no

MeHsieT HacTPOMKHU
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbl

YCcTaHOBUTL pexum access unu trunk gnsa seiopaHHoro VLAN. Mo ymonyaHuto
YCTaHOBIIEH PEXUM access.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME MO YMOSTYAHUIO.
Oa

[a

Het

Port

I (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

I (config-if)> no switchport mode

AprymeHT 3HaveHue ‘Onwcal-wle

mode access BkntounTs pexxum goctyna VLAN, To ecTb
Takon pexnm, Korga Yyepes nopT nepegaroTca
TONbKO HEMapKMpOBaHHbIe Kaapbl. Ha
BXoAsdLwme Kkagpsel ctasutca mapkep PVID,

yCTaHOBMNeHHbIN KomaHaon switchport
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHum

AprymeHT

3HavyeHue

OnucaHue

access. [1opT ABNAETCA BIXOAHLIM TONBKO
ans VLAN c woeHtndumkatopom PVID. MNpu
nepegade kagpos B nopt, mapkep VLAN ¢
HUX CHUMaeTCS.

trunk

BKMOUMTb peXnm MynbsTUNNIEKCUPOBaHUS
VLAN, korga 4Yepes nopT nepegaroTcs kagpbl,
npuHagnexawue Heckonbkum VLAN. Mpn
3TOM KaXXablI Kagp NOMeYeH MapKepomM.
Cnuncok naeHtudgukaropos cetenn VLAN, B
KOTOpble BXOOUT MOpT, yCTaHaBNMBaETCA
komaHgon switchport trunk.

g-in-q

KnwyeBoe
CJ/10BO

BknounTb ABOWHOE TermpoBaHue.

(config-if)> switchport mode access
Network::Interface: :Switch:

"FastEthernet0/1": access mode »

enabled.
Bepcus OnucaHue
2.06 [obaeneHa komaHga interface switchport mode.

3.19.90 interface switchport trunk

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

AprymeHTbl

[o6asuTtb nopt Bo VLAN. Paspewmnts npnem n nepegavy kagpoB YkasaHHOro
VLAN B nopt, npudem mapkep VLAN 13 nepefasaeMbix KagpoB He yaanseTcs.
B pexume trunk gonyckaetcst gobaeneHne noprta B Heckornbko VLAN.

KomaHga ¢ npedumkcom no yganset nopt u3 ykasaHHoro VLAN. Ecnu
ncnonb3oBaTb KomaHay 6e3 aprymeHToB, nopT OyaeT yaaneH us Bcex VLAN.

Ja
Oa
[a
Port

|(conﬁg4n>

switchport trunk vlan «vid»

I (config-if)> no switchport trunk vian[vid]

AprymeHT

3Ha4yeHue

OnucaHue

vid

Llenoe u4ucno

Maoentudukatop VLAN. [lnanasoH

JOoNyCTUMbIX 3HaYeHun — ot 1 go 4094.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> switchport trunk vlan 100
Network: :Interface: :Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa interface switchport trunk.

3.19.91 interface traffic-shape

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

YcTaHOBUTb Npeaen CKOpoCTW Nepedayn AaHHbIX ANs yKa3aHHOro nHTepdenca
B 06e CTOpOHbI. 10 yMOnYaHmo CKOPOCTb HE OrpaHuYeHa.

KomaHga ¢ npeduKkcom no yaansieT HaCTPONKY.
Oa
Ha

Het

I (config-if)>  traffic-shape rate (rate»

I (config-if)> no traffic-shape

AprymeHT 3HavyeHue OnucaHue

rate Lenoe uucno |3HayeHne CKOPOCTM Nepeaayn SaHHbIX B
KbuTt/c. OrpaHnyeHune gomkHo 6biTh B
anana3soHe ot 64 Kéut/c po 1 éurt/c.

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

Bepcus OnucaHue

2.05 [obGaeneHa komaHga interface traffic-shape.

3.19.92 interface tsp

OnucaHue

Mpedumkc no

MeHsieT HacTpOMnKu

OocTyn Kk rpynne koMaHg Ans Hactpounkn TSP.
KomaHga ¢ npedmkcom no otknoyaeTt TSP.
Oa

[a

MHorokpaTHbii BBog  Hert
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Tun nHtepdpenca
BxoxpaeHue B rpynny

CuHoncuc

UcTtopusa nameHeHun

TunnelSixInFour
(config-if-tsp)
I (config-if)>  tsp

I (config-if)> no tsp

Bepcus OnucaHue

2.00 [o6GasneHa komaHga interface tsp.

3.19.92.1 interface tsp password

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

UcTopusa nameHeHunmn

HasHaunTb naponb ans gocrtyna yYepes TSP.
KomaHga ¢ npedurkcom no ygansiet naposeb.
Oa

Ha

Het

TunnelSixInFour

I (config-if-tsp)>  password (password»

I (config-if-tsp)> no password

AprymeHT 3HayeHue OnucaHue

password CTpoka Maponb TSP.

Bepcus OnucaHue

2.00 [obGaBneHa komaHnga interface tsp password.

3.19.92.2 interface tsp prefix-length

OnucaHue

Mpedoumkc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

Tun nntepcpenca

YkasaTb HeoOXo4MMYy0 ANVHY Npedukca.
KomaHga ¢ nperKkcoM no OTMEHSET HACTPOMKY.
Oa

[a

Het

TunnelSixInFour
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Cunoncuce I (config-if-tsp)>  prefix-length (length)
I (config-if-tsp)> no prefix-length
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
length Yenoe uucno |OnuHa npedmkca. MoXeT NpuHUMAaTh TONLKO
3HayeHus 48, 56 nnn 64.
UcTopusa nameHeHun Bepcus OnucaHue
2.00 [obGasneHa komaHaa interface tsp prefix-length.

3.19.92.3 interface tsp server

OnucaHue IPv4-agpec cepsepa, Nosy4eHHbIN OT TYHHEMNBHOro cepBuca.
KomaHga ¢ npedmkcom no yaanset IP cepsepa.

Mpedukc no Oa

MeHsieT HacTpouku [a

MHorokpaTHbi BBog  Hert

Tun nHtepdpenca TunnelSixInFour

CuHoncuc I (config-if-tsp)>  server (server;

I (config-if-tsp)> no server

AprymeHTbI AprymeHT 3HayeHue OnucaHue

server IPv4-agpec |IPv4-agpec cepBepa.
UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [oGaBneHa komaHga interface tsp server.

3.19.92.4 interface tsp user

OnucaHue YkaszaTb M4 nonb3oBaTtens ana goctyna yepes TSP.
Komanga ¢ npecukcom no yganaet um4.

Mpedukc no Oa

MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Tun nntepcpenca TunnelSixInFour
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Cunoncuc I (config-if-tsp)>  user (user»
I (config-if-tsp)> no user
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
user CTpoka JlornH TSP.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe
2.00 [obaeneHa komaHga interface tsp user.

3.19.93 interface tunnel destination

OnucaHue 3apatb yaaneHHbl KOHeL, TyHHens. Ecnm oH cnonb3yeTcs COBMECTHO C
aBTOMaTnyecknm IPsec-coequHeHneM, CBA3aHHbIM C TYHHenem, uHtepdgenc
CT@HOBUTCH MHMLMATOPOM IPsec-coeauHEHNs.

KomaHaa ¢ npednKCoM no OTMEHSIET HACTPOWKY.
Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbii BBog  Hert
Tun nHTepdpenca Tunnel

Cunoncuc I (config-if)>  tunnel destination «destination»

I (config-if)> no tunnel destination

AprymeHThI AprymeHT 3HayeHue OnucaHue
destination Crpoka IP-agpec nnu gomeHHoe nMa yaaneHHoro
XocTa.
Mpumep (config-if)> tunnel destination ya.ru

Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface: :Tunnel: "Gre0": destination was reset.

VlCTOpVISl N3MEeHeHUn Bepcuﬂ OnucaHue

2.08 [obaeneHa komaHaa interface tunnel destination.

3.19.94 interface tunnel eoip id

OnucaHue 3apatb ngeHtudmkatop EolP-TyHHens.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

KomaHga ¢ npedmnKCoM no OTMEHSET HACTPOWKY.
[a

Oa

Het

Eoip
| (config-if)>  tunnel eoip id (id

I (config-if)> no tunnel eoip id

AprymeHT 3HauyeHue OnucaHue

id Uenoe uucno |\peHTUdUKaATOP TYHHENS.

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre@": eoip id interface set to auto.

(config-if)> no tunnel eoip id

Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHue

2.08

[obaeneHa komaHga interface tunnel eoip id.

3.19.95 interface tunnel source

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

3apaTb nokanbHbIN KOHew TyHHens. Ecnv oH ncnonb3yeTcs COBMECTHO C
aBTOMaTn4yeckum /Psec-coeguHeHneM, CBA3aHHbIM C TYHHENEM, TO BKITHOYaEeTCA
pexum npnema coeguHeHun IPsec IKE Ha ycTaHoBNEeHWe 3aluLeHHOro TyHHens.

KomaHga ¢ npeuKComM No OTMEHSIET HACTPOMKY.
Oa

Oa

Het

Tunnel

I (config-if)>  tunnel source (auto | cinterface; | <address>)

I (config-if)> no tunnel source

AprymeHT 3HayeHue OnucaHue
auto Knwyesoe YcTaHOBUTb TeKyLLmMiA paboTatoLLuin
CJ10BO WAN-urHTepdeiic.
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Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

interface Nms MonHoe nms nHTepderca nnm NCEBAOHNM.
MHTEepdelica

address IP-agpec JlokanbHbIM IP-agpec TyHHens.

(config-if)> tunnel source auto
Network: :Interface::Tunnel: "Gre0@": source interface set to auto.

(config-if)> no tunnel source
Network::Interface::Tunnel: "Gre0": source was reset.

Bepcus OnucaHue
2.08 [obaeneHa komaHga interface tunnel source.
2.09 [obGasneH aprymeHT auto.

3.19.96 interface tx-burst

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BkntounTb arperaumto naketoB Ha ypoHe Wi-Fi gpanBepa (Tx Burst). [No
YMOSYaHUIO0 NapameTp OTKITHOYEH.

KomaHga ¢ npedurKComM no OTKMOYaET HaCTPOWKY.
Oa

Ha

Het

I (config-if)>  tx-burst

I (config-if)> no tx-burst

(config-if)> tx-burst
Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.

Bepcus OnucaHue

2.07 [obasneHa komaHaa interface tx-burst.

3.19.97 interface tx-queue

OnucaHue

Mpedoumkc no

YcTaHOBUTb pa3Mep oYepenm UCXOASALLMX NakeToB Ha uHTepderice. o ymonyaHuio
yctaHoBrneHo 3HadveHue 1000.

KomaHaa ¢ npedunkcom no ycTaHaBNMBaET 3HAYEHNE MO YMOTYaHMIO.

Oa
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

Ja

Het

I (config-if)>  tx-queue (length,

I (config-if)> no tx-queue

AprymeHT 3Ha4yeHue

OnucaHue

length llenoe u4ucno

[nnHa oyepenm B npegenax ot 0 oo 65536.

(config-if)> tx-queue 255
Tx queue length saved.

Bepcus OnucaHue

2.02 [obGaeneHa komaHga interface tx-queue.

3.19.98 interface up

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

BknounTb ceTeBo MHTEPMENC U 3anucaTb B HACTPOMKM COCTOSIHUE «Up».

KomaHga ¢ npemkcomM no OTKMNoYaeT CeTeBON UHTEPdENC 1 yaanseT «up» ua

HacTpoek. Takke MoXeT ObITb MCMONb3oBaHa koMaHaa interface down.

Oa

Ja

Het

| (config-if)>  up

I (config-if)> no up

(config-if)> up
Interface enabled.

Bepcus OnucaHue

2.00 [obGaBneHa komaHga interface up.

3.19.99 interface usb power-cycle

OnucaHue

OTKknoUNTL NUTaHWe Ha usb-mogeme Ha 3afaHHbIV MPOMEXYTOK BpEMEHU. OTa

yHKLMA ncnonb3yeTcsa Ang annapatHoro copoca usb-mogema B criyyvae

3aBuUCaHuA.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Het
Het
Het

Usb

I (config-if)>  usb

power-cycle (pause»

AprymeHT

3HauyeHue OnucaHue

pause

Lenoe uucno |MpoOMEXYTOK BpEMEHUN OTKITOYEHUS]
usb-mMogema B MUINTIMCEKYHAAX.

(config-if)> usb power-cycle 3000
Core::Configurator: done.

Bepcusa

OnucaHue

2.03

HobaBneHa komaHaa interface usb power-cycle.

3.19.100 interface wmm

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdpenca

CunHoncuc

Mpumep

UcTopusa nameHeHun

Bkntounte WMM Ha
Ja

[a

Het

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm

uHTepdgence.

WMM extensions enabled.

Bepcus

OnucaHue

2.00

JobaBneHa komaHga interface wmm.

3.19.101 interface wps

OnucaHue

Mpedoumkc no

BkntounTb dyHKuMoHanbHocTe WPS.

Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Ja

Het

WiFi

I (config-if)>  wps

I (config-if)> no wps

(config-if)> wps
WPS functionality enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface wps.

3.19.102 interface wps auto-self-pin

OnucaHue

Mpedoumkc no

MeHsieT HacTpoOMnKu
MHorokpaTHbI BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

Bkntounts pexxum WPS auto-self-pin. o ymonyaHuio pexxum auto-self-pin BkriroyeH.
KomaHga ¢ npernKkcoM no OTKMNIOYAET 3TOT PEXMM.

Oa

Ha

Her

WiFi

I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

(config-if)> wps auto-self-pin
Network: :Interface: :Rtx::Wps: an auto self PIN mode enabled.

Bepcus OnucaHue

2.04 [obGaeneHa komaHga interface wps auto-self-pin.

3.19.103 interface wps button

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

Hauatb npouecc WPS ¢ ncnonb3oBaHnem kHonku. Npouecc ANnTca 2 MUHYTHI,
UNN MeHbLLE, ecrnu CoenHEHNEe YCTaHOBMEHO.

Het

Het
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MHorokpaTHbii BBog  Hert
Tun nHtepdpenca WiFi

Cunoncue I (config-if)>  wps button «direction»

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
direction send OTtnpasuTtb HacTpownkn Wi-Fi.
receive Monyuntb HacTpoukun Wi-Fi ot Keenetic Lite
II.
Mpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

MCTOpMﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obGaeneHa komaHga interface wps button.

3.19.104 interface wps peer

OnucaHue HavaTb npouecc WPS ncnone3sysa PIN yganeHHoro yana. lNpouecc anutes 2
MWHYTbI, UMW MEHbLLUE, eCn COeQUHEHUE YCTaHOBIEHO.

Mpedukc no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert
Tun nHtepdpenca WiFi

CuHoncuc I (config-if)>  wps peer «direction» «pin»

AprymeHThI AprymeHT 3Ha4yeHue ‘OnwcaHMe
direction send OtnpaBuTb HacTporikn Wi-Fi.
receive Monyuntb HacTporikn Wi-Fi ot Keenetic Lite
Il
pin Crpoka ‘P|N-KOD, yaaneHHoro yana.
Mpumep (config-if)> wps peer receive 99586683

Receiving WiFi configuration process started (peer PIN mode).

VlCTOpVISl N3MEeHeHun Bepcuﬂ OnucaHue

2.04 [o6GaeneHa komaHaa interface wps peer.
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3.19.105 interface wps self-pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

3.20 ip arp

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Hauatb npouecc WPS ucnonb3ys PIN ycTpoincTsa. Npouecc anntca 2 MUHYTHI,
UNN MeHbLUe, ecrn CoeguHEeHNe YyCTaHOBIEHO.

Het
Het
Het

WiFi

I (config-if)>  wps self-pin «direction»

AprymeHT 3HayeHue OnucaHue
direction send OtnpaButb HacTporku Wi-Fi.
receive Monyuntb HacTpovikn Wi-Fi ot Keenetic Lite

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus

OnucaHue

2.00

[o6GasneHa komaHaa interface wps self-pin.

3apatb cTatudeckoe conoctaeneHvne mexay IP n MAC agpecamu ons xocTos,
He nogaepXunBaroLwmx guHammdeckun ARP.

KomaHga ¢ npedmkcom no ygansiet 3anucbk n3 tadnuusl ARP. Ecriv BbINOMHUTL
KomaHAy 6e3 aprymeHTOB, BeCb crncok 3anncen ARP OygeT ounLueH.

Oa
Ja
[a

| (config)>

ip arp «ip> amac

I (config)>no ip arp[«ip>]

AprymeHT

3Ha4yeHue OnucaHue

ip

IP-agpec IP-agpec B Buae 4eTbIpéx
OECATUYHbIX Yncen, pa3aenéHHbIX
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHunmn

3.21 ip dhcp class

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
BxoxaeHue B rpynny

CuHoncuc

AprymeHThl

Mpumep

UcTtopusa nameHeHun

3.21.1 ip dhcp class option

OnucaHue

AprymeHT

3Ha4yeHue

OnucaHue

TOYKamMum, COOTBSTCTByIOUJ,I/IVI
NTOKanbHOMY afpecy.

mac

MAC-apgpec

MAC-agpec B B1ae WecTu rpynn
LecTHaaUaTeEPUYHBIX LMdp,
pasfeneHHbIX 4BOETOUMSMU.

(config)> ip arp 192.168.93.52 00:A0:CC:23:AF:4A
Network: :ArpTable: Static ARP entry saved.

Bepcus

OnucaHue

2.00

[obGaBneHa komaHga ip arp.

[ocTyn K rpynne komaHg, Anga HacTporiku BeHaop-knacca DHCP (60 onuwns). Ecnn
Knacc BeHJOpOB He HaeH, KoMaHaa NbiTaeTcs ero co3nathb.

KomaHga ¢ npedukcom no yaansieT BelopaHHbIii Knacc.

Ja

Het

Ja

(config-dhcp-class)

I (config)>

I (config)> no ip dhcp class «class)

ip dhcp class «class)

AprymeHT

3HauyeHue

OnucaHue

class

Crpoka

HasBaHue BeHgop-knacca.

(config)> ip dhcp class STB-ZyXEL

Dhcp::Server: Vendor class "STB-ZyXEL" has been created.

Bepcusa

OnucaHue

2.00

[obGasneHa komaHaa ip dhep class.

YKkasaTb 3HadeHune onuuun 60 ana NpucBoeHus BeHaop-knacca.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

KomaHpa c I'Ipe(*)VIKCOM no yaander yKa3aHHbIl7| Knacc.

[a
Oa
Ja

I (config-dhcp-class)>

option cnumber; hex «data»

I (config-dhcp-class)> no option number;

AprymeHT 3HayeHue OnucaHue

number UYenoe uucro |Homep onuun. Ceryac NCNoOnNb3yeTcs TONbKO
3Ha4veHue 60.

data CTpoka 3HaueHune onuuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus

OnucaHue

2.00

HobaeneHa komaHga ip dhcp class option.

3.22 ip dhcp host

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CunHoncuc

HactpouTb cTatnyeckyto npussasky IP-agpeca k MAC-agpecy xocta. Ecnm xoct

C yKasaHHbIM UMEHEM He HalleH, komaHaa nbiTaeTcs ero cos3natb. Ecnu

yKasaHHbIn IP-agpec He BxoguT B AManasoH H1 O4HOro nyna, KoMaHga COXpaHUTCS

B HacTpoikax, Ho Ha paboTy cepsepa DHCP He NOBNUSET.

KomaHga nossonsietT nomeHaTe MAC-agpec, 0CTaBuB NpexHee 3HayYeHne
IP-agpeca, 1 HaobopoT — nNomeHsTb IP-agpec, ocTaBuB NpexHee 3HadeHne
MAC-agpeca.

Komanpga c ﬂpe(bMKCOM no yaanaet XOCT.

Ja
Oa
Ha

I (config)>

ip dhcp host chost> [mac ][ ip]

I (config)> no ip dhcp host <host»
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Masa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HavyeHue OnucaHue
host CTpoka Mpon3BONbLHOE UMS XOCTa, UCMONb3YeTCst
ans nogeHtndmkaumm napsl MAC-IP B
HacTpoWnKax.
mac MAC-agpec MAC-agpec xocTa ans cratuy4eckomn

npusasku |IP-agpeca. Ecnun He ykasaH,
3HayeHune bepeTcs u3 npeablgyLlen
HaCTPOWKM.

ip IP-appec IP-agpec xocTa. Ecnu He ykasaH, 3Ha4eHune
BepeTca U3 npegbiayLLen HaCTPONKK.

Mpumep (config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GaeneHa komaHga ip dhcp host.

3.23 ip dhcp pool

OnucaHue HocTtyn k rpynne komang ans Hactporikn DHCP-nyna. Ecnn nyn He HangeH,
KOMaHaa nbiTaeTcs ero cosaatb. [nsa nyna 3agaetcsa cnmcok DNS-cepsepoB
(komaHga dns-server), W03 No ymonyaxuio (komaHga default-router) n Bpems
apeHabl (komaHaa lease), a Takke AnanasoH AMHamuyeckux IP-agpecos (komaHaa
range).

lMocne HacCTPOWKKM NyrioB HEOOXOAMMO BKIHOUMTL cny6y DHCP ¢ nomoLLbto
kKomaHabl service dhcp.

MoxHo cosaatb He Bonblue 32 nynos. MakcumanebHasa AnuHa nMeHn nyna — 64
cumBona.

MpumeyaHwne: B TekyLLen Bepcun cuctemMbl peanu3oBaHa Nnogaepxka He
©onee ogHoro nyna Ha nHTepgenc. [ns KoppekTHon paboThl
cepsepa DHCP TpebyeTcs, 4Tobbl AnanasoH IP-agpecos,
YCTaHOBIIEHHbIV KOMAHAOW range, NpUHagnexan cetu,
HacTpoeHHoM Ha ogHoM u3 Ethernet-uHtepdencos ycTporncTaa.

KomaHga ¢ npedukcom no ygander nyn.
Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog [a
BxoxgeHue B rpynny  (config-dhcp-pool)

Cunoncuc I (config)>  ip dhcp pool name»
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maBa 3 OnucaHne KomaHp,

I (config)> no ip dhcp pool <name>

AprymeHTbI AprymeHT 3HayeHue OnucaHue
name Ctpoka Nmsa nyna DHCP.
Mpumep (config)> ip dhcp pool test_pool

pool "test pool" has been created.

MCTOpMﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obaeneHa komaHaa ip dhcp pool.

3.23.1 ip dhcp pool bind

OnucaHue MpuBasatb Nyn K ykasaHHOMY UHTepdENCy.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Ethernet

Cunoncuc I (config-dhcp-pool)>  bind cinterfaces

I (config-dhcp-pool)> no bind <interfaces

AprymeHTbI AprymeHT 3HaveHue OnucaHue
interface Ums lMonHoe umsa uHTepdenca unm NCeBaoHNM.
MHTEepderica
Mpumep (config-dhcp-pool)> bind FastEthernet0/Vlan2

pool "test pool" bound to interface FastEthernet@/Vlan2.

MCTOpVISl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [o6aeneHa komanga ip dhcp pool bind.

3.23.2 ip dhcp pool class

OnucaHue HocTtyn k rpynne koMaHg 4N HacTporikmn BeHaop-knacca DHCP BbiGpaHHoro nyna
agpecoB. Ecnu knacc BeHOOPOB He HaleH, KoMaH4a MbITAeTCA ero co3aaTtb.

[ns koppekTHOW paboTbl MMA Kracca A0MKHO BbiTb TakMM e, Kak 1 B KOMaHAae
ip dhcp class.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

KomaHpaa ¢ npedukcom no yaansiert BolbpaHHbIi knacc.
[a

Oa

Ja

(config-dhcp-pool-class)

I (config-dhcp-pool)>  class «class)

I (config-dhcp-pool)> no class «class>

AprymeHT 3Ha4yeHue OnucaHue

class Ctpoka HasBaHue BeHgop-knacca.

(config-dhcp-pool)> class STB-ZyXEL
Dhcp::Server: Vendor class "STB-ZyXEL" has been created.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ip dhep pool class.

3.23.2.1 ip dhcp pool class option

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

YCcTaHOBUTb JONOMNHUTENbHbIE onumn ana DHCP knvueHTa B criy4yae cCoBnaaeHu s
BEeHAOp-knacca.

KomaHaa ¢ npedurKkcom no yaansieT ykazaHHyo Onuuio.
[a
Ja
Oa

I (config-dhcp-pool-class)>  option <number; <types «data»

I (config-dhcp-pool-class)> no option <number;

AprymeHT 3HavyeHue OnucaHue
number 6 Onumsa 6, DNS-cepsep.
42 Onuus 42, NTP-cepsep.
43 Onuwus 43, nogpobHasa nHdopmaums o
npoussoauTerne.
type ip Tun aprymeHTa data — IP-agpec. O1oT Tmn He
ncnonb3yeTcs ansa onuum 43.
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maBa 3 OnucaHne KomaHp,

AprymeHT 3HavyeHue OnucaHue
hex Tun aprymeHTa data — wecTHaguaTepuyHoe
yncro.
data CTpoka 3Ha4yeHne onuun.
MNpumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1

Dhcp::Server: Option 6 is set to 192.168.1.1.

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga ip dhcp pool class option.

3.23.3 ip dhcp pool debug

OnucaHue [o6aBnTb OTNagoYHbIE COOBLLEHNST B CUCTEMHbIN XypHan. Mo ymonyaHuto
HacTpoOMKa OTKMYEHa.

KomaHga ¢ npedunkcomM no oTKMoYaeT oTnaaky.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbi BBog  Hert

CuHoncuc I (config-dhcp-pool)>  debug
I (config-dhcp-pool)> no debug
UcTopusa nameHeHun Bepcus OnucaHue

2.01 [o6GasneHa komaHaa ip dhep pool debug.

3.23.4 ip dhcp pool default-router

OnucaHue Hactpoutb IP-agpec wnto3a no ymonyanuio. Ecnu He ykasaH, To byger
Ncnonb3oBaTbCs agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHom
aBTOMaTM4ecku Ang 3agaHHoro gvanasoHa range.

KomaHaa ¢ npeuKcom no OTMEHSIET HACTPOMKY.
Mpedukc no Oa
MeHsieT HacTpouKu Ha
MHorokpaTHbii BBog  Hert

Cunoncuc I (config-dhcp-pool)>  default-router <address»
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

I (config-dhcp-pool)> no default-router

AprymeHT

3HavyeHue OnucaHue

address

IP-agpec Appec wnto3a no yMonyaHuto.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

Bepcus

OnucaHue

2.00

[obaeneHa komaHga ip dhcp pool default-router.

3.23.5 ip dhcp pool dns-server

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

HactpouTtb IP-agpeca cepeepoB DNS. Ecnu He ykasaH, To OygeT ncnonb3oBatbes
agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHoM aBTOMaTUYECKN
AN 3a4aHHOro AuanasoHa range.

KomaHga ¢ nperkcoM no OTMEHSIET HACTPOMKY.

Oa
Oa

Het

I (config-dhcp-pool)>  dns-server address1 [ address?2 ]

I (config-dhcp-pool)> no dns-server

AprymeHT 3HayeHue OnucaHue
addressl IP-agpec Anpec nepsuyHoro DNS-cepBepa.
address? IP-agpec Appec sTopuyHoro DNS-cepsepa.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus

OnucaHue

2.00

[ob6aeneHa komaHga ip dhcp pool dns-server.

3.23.6 ip dhcp pool domain

OnucaHue

YkasaTb JOMEHHOE UMs, KOTOpPOE KINMMEHT OO0JKEH NCNonb3oBaTtbh Npu paspeLlleHnin

nmeH vyepes DNS (option 15).
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maBa 3 OnucaHne KomaHp,

KomaHga ¢ npedmnKCoM no OTMEHSET HACTPOWKY.
Mpedukc no Oa
MeHsieT HacTpoMnKku Ja

MHorokpaTHbii BBog  Hert

Cuuoncue I (config-dhcp-pool)>  domain «domain»
I (config-dhcp-pool)> no domain
AprymeHThI AprymeHT 3HaueHMe Onucanue
domain Ctpoka JlokanbHOEe JOMEHHOE NMS.
Mpumep (config-dhcp-pool)> domain zyxel.ru
Dhcp::Pool: Domain option has been saved.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.05 [o6aeneHa komaHga ip dhcp pool domain.

3.23.7 ip dhcp pool enable

OnucaHue HayvaTtb ucnonb3oBatb nyn B CUCTEME.

KomaHga ¢ npeduKcom no OTKM4aeT MCnonb3oBaHme nyna.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ha

MHorokpaTHbii BBog  Hert

Cunoncuc I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
Mpumep (config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.
UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.03 [o6GaeneHa komaHaa ip dhcp pool enable.

3.23.8 ip dhcp pool lease

OnucaHue Hactpoutb Bpemsi apeHab! IP-agpecos nyna DHCP.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

KomaHga ¢ npedunkcomM no ycTaHaBnNMBaeT 3Ha4YeHne No yMonyaHuio, paBHoe
86400 cekyHq,.

Oa
[a

Het

I (config-dhcp-pool)>  lease (lease»

I (config-dhcp-pool)> no lease

AprymeHT 3HauyeHue OnucaHue

lease Llenoe 4ucsno |Bpems apeHabl B cekyHOax.

(config-dhcp-pool)> lease 100500
pool "test pool" lease has been changed.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHnga ip dhcp pool lease.

3.23.9 ip dhcp pool range

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

HacTpouTb AnanasoH AnHaMmyeckux agpecos, BoiaaBaembix DHCP-knneHTam
HekoTopow noaceTu. [lnanasoH 3agaeTcs HayYanbHbIM U KOHEYHbIM IP-agpecom,
nnbo HavanbHbIM agpecom u pasamepom. CeTeBon nHTEpdenc, K KoTopomy byayT
NPVMMEHEHbI HAaCTPOWKKM, BbIbDMpaeTcst aBTomaTudecku. Agpec BblopaHHOro
nHTEepdpenca ncnonb3yeTcst B kKa4ecTsBe LWo3a no ymonyanuio u DNS-cepsepa,
ecnun He 3agaHbl apyrue agpeca komangamu ip dhep pool default-router u ip
dhcp pool dns-server.

KomaHpa ¢ npeukcom no ygandet gnanasoH.
Oa
Ja

Het

I (config-dhcp-pool)>  range <begins ( <end» | <size»)

I (config-dhcp-pool)> no range

AprymeHT 3Ha4yeHue OnucaHue

begin IP-appec HavanbHbIn agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size Uenoe uucno |Pasmep nyna.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ip dhep pool range.

3.23.10 ip dhcp pool update-dns

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

[o6GaenaTtb cratudeckme 3anncu B DNS-npokcu npu Beigaye DHCP-agpecos. B
KayecTBe MMeHM ncnornbayeTtcst uMsi xocta u3 DHCP-3anpoca. o ymonuaHuio
YHKUMS OTKIOYEHa.

KomaHaa ¢ npeduKkcom no OTKMAYaeT PYyHKLMIO.
Oa
Ha

Het

I (config-dhcp-pool)>  update-dns

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

Bepcus OnucaHue

2.06

[o6aeneHa komaHga ip dhcp pool update-dns.

3.23.11 ip dhcp pool wpad

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Hactpouts DHCP onuunio 252 — npotokon WPAD. No ymon4yaHuio onuus
OTKMNIOYEHa.

KomaHga ¢ nperKcomM no OTKNIYaeT HACTPOWKY.
Oa
Oa

Het

I (config-dhcp-pool)>  wpad wpad>

I (config-dhcp-pool)> no wpad
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

wpad Crpoka URL-agpec npokcu-cepaepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHue

2.05 [o6aeneHa komaHga ip dhcp pool wpad.

3.24 ip dhcp relay lan

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

YkasaTtb, Ha kKakoM ceTeBOM MHTepderice peTpaHcnaTop DHCP 6ynet
o6pabaTbiBaTh 3anpockl KNMEHTOB. MOXHO yka3aTb HECKOMbKO MHTEPENCOB
«lany, onsi 3TOro Hy>xHo BBECTM KOMaHAY HECKOSLKO pas3, yka3aB Bce HeobxoanmMele
UHTepdEencobl No OAHOMY.

KomaHga ¢ npedmkcom no oTknodaeT petpaHcnsatop DHCP Ha ykazaHHOM
nHtepdpence. Ecnm ncnone3oBatb koMaHay 6e3 aprymMeHTOB, pETPAHCNSATOP
DHCP 6yget oTKNnioYeH Ha BCex MHTepdeicax.

Oa
Oa
Ja

I (config)>  ip dhcp relay lan <interface»

I (config)> no ip dhcp relay lan [ interface]

AprymeHT 3HayeHue OnucaHue

interface Nms MonHoe ums nnn NncesgoHUM nHTepdenca
nHTepgevica |Ethernet, HakoTopom peTpaHcnaTtop DHCP
OygeT NpMHUMaTh 3anpochl KIMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 HobasneHa komaHaa ip dhcp relay lan.
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maBa 3 OnucaHne KomaHp,

3.25 ip dhcp relay server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Ykasatb |IP-agpec cepsepa DHCP, Ha KoTopbI peTpaHcnaTop Oyaer
nepeHanpasnaTb 3anpochkl KIIMEHTOB U3 NIOKarNbHOW CETU.

KomaHga ¢ npedukcom no yaansiet HaCTPONKY.
Oa
Oa

Het

I (config)>  ip dhcp relay server address)

I (config)> no ip dhcp relay server [ address ]

AprymeHT 3HavyeHue OnucaHue

address IP-agpec IP-agpec cepsepa DHCP.

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ip dhcp relay server.

3.26 ip dhcp relay wan

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CuHoncuc

YKkasblBaeT, yepes kakoh ceteBon nHtepdenc petpaHcnsatop DHCP 6yget
obpawaTtbces K BoiwecTosiwemy cepeepy DHCP. B cucteme MoXeT 6bITb TONBKO
OfVH UHTepdenc Takoro Tuna. Ecnu TouHbIM agpec cepBepa He ykasaH (CM. ip
dhcp relay server), 3anpockl 6yayT nepegaBaTbCsi LUMPOKOBELLATENBHO.
PekomeHayeTcs ykasbiBaTb agpec cepsepa.

KomaHaa ¢ npedukcom no yaansieT HaCTPONKY.
Oa
Ha

Het

I (config)>  ip dhcp relay wan <interface,

I (config)> no ip dhcp relay wan [ interface]
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

3.27 ip host

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HayeHue OnucaHue
interface Nms MonHoe ums unn NncesgoHUM nHTepdenca
nHTepgesica |Ethernet, Ha koTopbIi OyaoyT HaNpaBnATLCA
3anpocbl oT DHCP-knuneHToB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.

Bepcus

OnucaHue

2.00

HobasneHa komaHaa ip dhcp relay wan.

HobaBnTb JOMeHHOe uMsA 1 agpec B Tabnmuy DNS.

Ja
Oa
Oa

I (config)>

ip host «domains <address)

I (config)> no ip host [ <domains caddress ]

AprymeHT 3HauyeHue OnucaHue
domain CTpoka [lomeHHOoe ums xocTa.
address IP-appec IP-agpec xocTa.

(config)> ip

Dns: :Manager:
192.168.1.22.

(config)> no

Dns: :Manager:

host zydata.local 192.168.1.22
Added static record for "zydata.local", address »

ip host zydata.local 192.168.1.22
Record "zydata.local", address 192.168.1.22 deleted.

Bepcus

OnucaHue

2.00

[obaeneHa komaHga ip host.

3.28 ip hotspot

OnucaHue

Mpedukc no

[ocTyn k rpynne KkoMaHg, Anst HacTponkn Ynpaenenusa JomawHen CeTbio.

Het
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

Het
Het

(config-hotspot)

I (config)> ip hotspot
Bepcus OnucaHue
2.06 [obGasneHa komaHga ip hotspot.

3.28.1 ip hotspot auto-scan interface

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

BkniounTb (hOHOBOE CKaHMpOBaHWE Ha 3aaHHOM nHTepdence. Mo ymonyaHmio
BKITHOYEHO.

KomaHga ¢ npernKcoM no OTKNIYaeT HACTPOWKY.
Oa
[a
Ja
IP

I (config-hotspot)>  auto-scan interface <interface’

I (config-hotspot)> no auto-scan interface <interface,

AprymeHT 3HayeHue OnucaHue

interface Wms uHtepgesica|lNonHoe nms nHTepderica nnm

NceBaoOHUM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is enabled.

(config-hotspot)> auto-scan no interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHue

2.08

[ob6aeneHa komaHaa ip hotspot auto-scan interface.

3.28.2 ip hotspot auto-scan interval

OnucaHue

3apatb MHTEpBal NpPoBEepKn XOCTOB, HaxoaALLNXCA OHMaWnH.
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Masa 3 OnucaHne KomaHp,

KomaHga ¢ npedukcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
Mpedukc no Oa
MeHsieT HacTpoMnKku Ja
MHorokpaTHbii BBog  Hert
Tun nHtepcpenca IP

Cunoncue I (config-hotspot)>  auto-scan interval <interval,

I (config-hotspot)> no auto-scan interval

AprymeHThI AprymeHT 3HauyeHue OnucaHue

interval Lienoe 4ncno WHTepBan ckaHMpoBaHUSA B
cekyHaax. o no ymonyaHuio
ncnonb3yeTcd 3HavyeHue 30.

Mpumep (config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> auto-scan no interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.08 [obGaBneHa komaHga ip hotspot auto-scan interval.

3.28.3 ip hotspot auto-scan passive

OnucaHue 3agaTb CKOPOCTb MACCMBHOIO CKaHUPOBAHMWS B XOCTax B CEKYHAY.
KomaHga ¢ npenkcom no Bo3BpaLlaeT 3Ha4YeHMe MO YMOMYaHuIo.

Mpedukc no Oa

MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Tun nntepcpenca P

CuHoncuce I (config-hotspot)>  auto-scan passive (rate; hps

I (config-hotspot)> no auto-scan passive
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

rate Lenoe uucno CKOpOCTb naccuBHOIo
CKaHMnpoBaHUA. Mo YMOJIHaHUKO
ncnonb3yeTtcqa 3Ha4YeHune 3.

(config-hotspot)> auto-scan passive 5 hps
Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.
(config-hotspot)> auto-scan no passive

Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

Bepcus OnucaHue

2.08 [obGaeneHa komaHga ip hotspot auto-scan passive.

3.28.4 ip hotspot auto-scan timeout

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

YcTtaHoBUTbL opdnanHoBbIN TaMayT AN XocToB. [locne ykazaHHOro BpemMeHu
OTCYTCTBYIOLLMI XOCT yAansieTcsi U3 cnncka obHapyXeHHbIX XOCTOB XOT-CNoTa.

KomaHga ¢ npedukcom no Bo3BpaLLaeT 3Ha4YeHMEe No yMOYaHMH.
Oa

Oa

Het

P

I (config-hotspot)>  auto-scan timeout <timeout»

I (config-hotspot)> no auto-scan timeout

AprymeHT 3Ha4yeHue OnucaHue

timeout Lenoe uucno OdvdpranHOBbIN TariMayT B CEKyHAAX.
Mo ymonuyaHmio ncnonbayetcs
3HaveHue 35.

(config-hotspot)> auto-scan timeout 31

Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> auto-scan no timeout

Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHue

2.08 [o6GaeneHa komaHaa ip hotspot auto-scan timeout.
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3.28.5 ip hotspot host

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHT

Mpumep

UcTopusa nameHeHunmn

HacTtpouTtb npaBuna goctyna unm 6riokMpoBKu A51s1 ONPeLerneHHbIX KIMEHTOB
Ynpaenenus [JomawwHen CeTbto. [laHHbIE NpaBunia MMetoT 6onee BbICOKUI
nNpUopuTET, YeM HacTpouka nonutukn Pasgen 3.28.6 Ha cTpaHuue 163.

Het
[a
[a
IP

I (config)>  ip hotspot host mac» (<access> | schedule (schedule»)

AprymeHT 3HayeHue OnucaHue

mac MAC-apgpec MAC-agpec xocta. XOoCT AOMmKeH
ObITb 3aperncTpMpoBaH 3apaHee c
NOMOLLIbIO KOMaHAbl known host.

access permit PaspelumnTb gocTyn K ceTy HTepHeT.
deny 3anpeTtntb JOCTYN K ceTU VIHTEpHeT.
schedule CTtpoka HasBaHue pacnuncaHus, co3gaHHoro
NpW NOMOLLM Fpynbl KOMaHA
schedule.

(config)> known host Daddys-Tablet 54:e4:3a:8a:f3:a7

Core: :KnownHosts: New host "Daddys-Tablet" has been created.
(config)> ip hotspot

(config-hotspot)> host 54:e4:3a:8a:f3:a7 [Tab]

Usage template:
host {mac} (deny | permit | (schedule {schedule}))

Choose:
54:e4:3a:8a:f3:a7 deny
54:e4:3a:8a:f3:a7 permit
54:e4:3a:8a:f3:a7 schedule

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule applied to host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHue

2.06 [obGaeneHa komaHga ip hotspot host.
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3.28.6 ip hotspot policy

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Onpegenntb nonntrky Ynpaenenus [JomaiwiHen CeTbio ans BbiIGpaHHOro
nHTepdenca. NMonutrka NPUMEHSETCA KO BCEM XOCTaM, HE NMEHLLUM
cobcTBeHHOro npaewna goctyna Pasgen 3.28.5 Ha cTpaHuue 162,

MonuTrka no ymonyaHuio: permit.

[a
Oa
[a
P

I (config-hotspot)>

ip hotspot policy cinterfaces <access)

I (config-hotspot)> no ip hotspot policy interface)

AprymeHT 3Ha4yeHue OnucaHue
interface Wms nHtepgesica|lNonHoe nvsa Ethernet nHtepdeiica
WNN NCEBOOHUM.
access permit PaspeLumnTb goctyn kK cetn iHTepHer.
deny 3anpetutb AocTyn K ceTn NIHTEpHET.
(config)> ip hotspot

(config-hotspot)> policy Home [Tab]

Usage template:

policy {interface} {access}

Choose:
Home permit
Home deny

(config-hotspot)> policy Home deny

Hotspot::Manager: Policy "deny" applied to interface "Home".

Bepcus

OnucaHue

2.06

HobasneHa komaHaa ip hotspot policy.

3.28.7 ip hotspot wake

OnucaHue
Mpedukc no

MeHsieT HacTPOMKM

Otnpaeutb Wake-on-LAN naket Ha private u protected nHrepdeincel xocra.

Het

Het
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MHorokpaTHbIl BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

UcTopusa nameHeHum

Het

P

I (config)>  ip hotspot wake mac)

AprymeHT 3HayeHue OnucaHue

mac MAC-agpec MAC-agpec xocTa.
Bepcus OnucaHue

2.08 [obGaeneHa komaHaa ip hotspot wake.

3.29 ip http lockout-policy

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

AprymeHThl

3apaTb napaMeTpbl OTCAEXUBAHNS NOMbITOK BTOPXEHUS nyTéM nepebopa napornen
HTTP ansa nybnuyHbix uHtepdgencos. Mo no ymonyaHuio yHKUNSA BKITHOYEHA.

KomaHga ¢ npedukcom no oTkno4aeT obHapyxeHme nogbopa.
Ja

Oa

Het

IP

(config)>  ip http lockout-policy <threshold> [«duration)
[cobservation-window]]

I (config)> no ip http lockout-policy

AprymeHT 3HayeHue OnucaHue

threshold Lllenoe uucno KonuuecTtBo Heyaa4yHbIX NOMbITOK
BX0o4a B cuctemy. 1o no ymonyaHuto
yCTaHOBMNEHO 3Ha4yeHue 5.

duration Llenoe uucno MpoOomkMTenbLHOCTL 3anpeTta
aBTOpM3auUN ANs Yyka3aHHOro
IP-agpeca B MmuHyTax. o
YMOIMYaHUI0 YCTaHOBIIEHO 3Ha4YeHne
15.

observation-window |lenoe 4ucrio MpogoomkMTensHOCTb HabnoaeHus
3a NoJ03pUTENBHON aKTUBHOCTLIO B
MUHyTax. [1o ymonuyaHuio
YCTaHOBNEHO 3HaYeHue 3.
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Mpumep

Uctopusa nameHeHun

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is reconfigured.

Bepcus OnucaHue

2.08 [o6GasneHa komaHaa ip http lockout-policy.

3.30 ip http port

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
Tun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Hasnauntb HTTP nopt ansa Be6-nHtepdenca Keenetic Lite 11l Mo ymonyaHuto
ucnosnb3yetcd nopt 80.

KomaHga ¢ npedukcom no yctaHaBnMBAET NOPT MO YMOSYaHUIO.
Ja

Oa

Het

P

I (config)>  ip http port «port>

I (config)> no ip http port

AprymeHT 3Ha4yeHue OnucaHue

port Llenoe 4ncno Hobi nopt HTTP.

(config)> ip http port 8080
Http::Manager: Port changed to 8080.

Bepcus OnucaHue

2.08 [obaeneHa komaHga ip http port.

3.31 ip http proxy

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

Ooctyn k rpynne komang anga Hactponkn HT TP npokcu. Ecnmn npokeu He HaaeH,
KoMaHaa nbiTaeTcs ero co3aathb.

KomaHnga ¢ npenkcom no ygandeT npokcu.
Oa
[a
Ja
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BxoxaeHue B rpynny  (config-http-proxy)

CuHoncue I (config)>  ip http proxy name»

I (config)> no ip http proxy name;
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue

name Crpoka Nma HTTP npokcu.
Mpumep (config)> ip http proxy TEST

Http::Manager: Proxy "TEST" successfully created.
VlCTOpVISl N3MeHeHUNn Bepcuﬂ OHMcaHMe

2.08 [obGaeneHa komaHga ip http proxy.

3.31.1 ip http proxy allow

OnucaHue YctaHosuTb goctyn ansa HTTP-npokeu. Mo ymonyanuio, goctyn k HTTP-npokecu
3anpeLLeH.

KomaHga ¢ npecmkcomM no 3anpeLlaeTt 4oCTyn K MPOKCH.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog Het

CuHoncue I (config-http-proxy)>  allow public
I (config-http-proxy)> no allow
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
public Knwyesoe Hoctyn public ana HTTP-npokcu.
c/ioBo
Mpumep (config-http-proxy)> allow public
Http::Manager: Proxy security level is set to "public".
UcTopus nameHeHun Bepcus OonucaHue

2.08 HobasneHa komaHaa ip http proxy allow.

3.31.2 ip http proxy domain

OnucaHue YcTaHOBUTHL OMEHHOE UMS, onpeaensiowee FQDN BupTyanbHOro xocra.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
[a
Oa

Het

I (config-http-proxy)>  domain static «domain)

I (config-http-proxy)> no domain

AprymeHT 3HayeHue OnucaHue

domain

CTpoka [lomeHHoe nmsi.

(config-http-proxy)> domain static zyxel.ru
Http::Manager: Configured base domain for proxy: TEST.

Bepcus OnucaHue

2.08

HobasneHa komaHaa ip http proxy domain.

3.31.3 ip http proxy domain ndns

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

VMcnonb3oBaTb AOMEHHOE UMs, nonydeHHoe oT cepBuca NDNS. Ecnu gaHHas
onums BKMYeHa, HacTpouka ip http proxy domain ctupaetcs.

KomaHga ¢ npedukcom no yaansietr HacTPOKKY.
[a
Oa

Het

I(config—http—proxy)> domain ndns

I (config-http-proxy)> no domain ndns

(config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: TEST.

Bepcus OnucaHue

2.08

HobaeneHa komaHga ip http proxy domain ndns.
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3.31.4 ip http proxy upstream

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

YcraHoButb agpec HTTP-cepBepa, Ha KOTopbii OyayT nepeHanpaBnATbCs
3anpochl.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
[a

Het

I (config-http-proxy)>  upstream http <address-type [«port)]

I (config-http-proxy)> no upstream

AprymeHT 3HaveHue OnucaHue
address-type mac Appec HTTP-cepBepa sBnsetcs
MAC-agpecom.
ip Anpec HTTP-cepsepa — IP-agpec.
fqdn Appec HTTP-cepBepa — nonHoe JOMeHHoe
NMA4A.
port Uenoe 4ucno |Homep nopra.

(config-http-proxy)> upstream http 192.168.1.1 8080
Http::Manager: Proxy "TEST" upstream was set.

Bepcus OnucaHue

2.08 HobaeneHa komaHaa ip http proxy upstream.

3.32 ip http security-level

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbI BBOA
Tun nHTepdenca

CuHoncuc

YctaHoBUTb ypoBeHb 6e3onacHocTv HTTP. o ymonyaHuio ycTaHOBNEHO 3HaYeHMe
private.

Het
Oa
Het

P

I (config)>  ip http security-level (public | private | protected)
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AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

public Kniouesoe cnoso|Qoctyn k HTTP cepBepy paspeLueH
ans public, private n protected
MHTepdencos.

private Knwyesoe cnoso|foctyn Kk HTTP cepBepy paspeLueH
ans private uHTepdencos.

protected Kniouesoe cnoso|Joctyn k HTTP cepBepy paspeLueH

Aans private u protected
NHTepEeNncos.

(config)> ip http security-level protected
Http::Manager: Security level changed to protected.

Bepcus

OnucaHue

2.08

[obGaeneHa komaHaa ip http security-level.

3.33 ip http ssl enable

Bkntountb SSL Ha HTTP cepBepe. Mo ymonyaHuto, SSL OTKIIOYEH.

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

KomaHga ¢ npedmkcom no oTknoyaeT SSL.

Oa
Ja
HeTt

P

I (config)>

ip http ssl enable

I (config)> no ip http ssl enable

(config)> ip http ssl enable
Http::SslServer: SSL server was enabled.

Bepcus

OnucaHue

2.07

[obGaeneHa komaHga ip http ssl enable.

3.34 ip name-server

OnucaHue

Hactpoutb IP-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBalOTCA CTaTUYECKUMMU, B MPOTUBOMONOXHOCTb ANMHAMUYECKUM —
3apervcTpupoBaHHbIM cnyx6amun PPP unn DHCP.
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Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AKTUBHBIMW, TO €CTb UCMOMNb3YyEMbIMW B JAHHbLI MOMEHT agpecamMu, SBMSTCA
Te, KOTopble ObINM 3aperncTpupoBaHbl NO3xe ocTanbHbIX. OBbIYHO cucTema
ncnonb3yeT agpeca, Nofy4YeHHbIe HECKONbKUMU MOCAEOHUMW YCNELLHO
nogknounswmnmMncs cnyxobamum PPP unn DHCP. Ecnu 1 ogHa 13 cnyxo He
pernctpupyeT agpeca DNS akTnBHbIMM ByayT cTaTnydeckme HacTponku. OgHako,
€Cnu nocrne perncTpaumm JUHaMM4YecKkMx agpecoB Nnonb3oBaTenemM obinm
N3MeHEHbI CTaTUYEeCKNE HACTPOWMKKN, OHN CTAHOBATCS aKTMBHBIMM, MOKa He OyayT
3apervcTpupoBaHbl HOBblE JUHAMUYECKME adpeca.

ip name-server MOXHO BBOANTb MHOIOKpPaTHO, ecnn TpebyeTca HacTponTb
Heckonbko agpecoB DNS-cepBepoB. Kpome Toro, kaxxaomy BBe4EHHOMY agpecy
MOXHO COMOCTaBUTb OAHO UMW HECKOMBbKO AOMEHHbIX MMEH Anga paboTbl co
cneunuU4eckUMmn 30HaMu, Hanpumep, NoKanbHLIMU UMEHaMN B KOPNOPaTMBHOM
cetu.

KomaHga ¢ npedmkcom no yganseT ykasaHHbi agpec cepsepa DNS n3
CTaTU4eCKoro n aktTMuBHOro Crnnucka, ecinm KomaHga gaetcda ¢ aprymeHTamm, nmbo
OYMLLLAET CMMCOK CTaTUYECKMX aApecoB, ecinv KOMaHaa naetcs 6e3 aprymeHToB.

Ja
Ja
Oa

I (config)>  ip name-server <address» [ <domains [on <interface)]]

I (config)> no ip name-server [ <address; ][ «domains [ on <interface)]]

AprymeHT 3HaveHue OnucaHue
address IP-appec Appec cepBepa UMEH.
domain CTpoka [HomeH, ans kotoporo 6yaeT ucnonb3oBaTbCs

cepsep. DNS-npokcu npu paspelueHum
UMeEHM B NEPBYLO ovepenb BbIOMpaeT agpec
cepBepa c Hambonee BGNU3kUM K 3anpocy
aomeHoM. Ecnu fomeH He ykasbiBaTb,
cepBep OyaeT ncnonb3oBaTbCs AN BCex
3anpocos.

interface Nms Nmsa nHTepdenca ans HacTpomKu.
MHTepdeica

(config)> ip name-server 192.168.1.33
added name server 192.168.1.33, domain (default).

Bepcus OnucaHue

2.00 [obaeneHa komaHga ip hame-server.
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3.35 ip nat

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

Uctopus nameHeHunmn

BKMOUNTb TPAHCIIALMIO «JOKanbHbIX» aApecoB cetn network unm cetu 3a
nHTepdeicom interface. Hanpumep, komaHga ip nat Home o3HauaerT, 4To
ANS BCeX NakeToB U3 ceTu Home, NpOXoasWwuxX Yepes MaplupyTusatop, byaeT
BbIMOMNHEHa nogMeHa aipecoB UCTOYHMKA.

Oa
[a
Ja
P

I (config)>  ip nat («interface’ | <address» mask>)

I (config)> no ip nat ( «<interface; | <address» imask» )

AprymeHT 3HaveHue OnucaHue
interface Umsa Nmsa nHtepdenca ncrovHuka (nonHoe mms
MHTEeppesica |nHTEpdEenca unu NnCeBAOHUM).
address IP-appec BmecTte ¢ mackon mask 3apgaeTt gnanasoH
IP-agpecoB McTOYHMKA, Noanexaiymx
TpaHcAsaumm.
mask IP-macka Macka guanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOAa Macku: B KAHOHUYECKOM BMAe
(Hanpumep, 255.255.255.0) u B Buae
ouToBoON AnvHbI Npedukca (Hanpumep, /24).

(config)> ip nat PPTPO

NAT rule added.

Bepcus

OnucaHue

2.00

[o6GaeneHa komaHga ip nat.

3.36 ip nat vpn

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIN BBOA

BkntounTb TpaHcnsumo agpecos ans VPN-KnMeHToB.

KomaHaa ¢ npedrkcom no ygansert npasuro.

Oa
Ja

Het
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Tun nHtepdpenca

CunHoncuc

Mpumep

UcTopusa nameHeHun

P

I (config)>  ip nat vpn

I (config)> no ip nat vpn

(config)> ip nat vpn
VPN NAT rule added.

Bepcus OnucaHue

2.04 HobasneHa komaHga ip nat vpn.

3.37 ip route

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKM
MHorokpaTHbIli BBOA,
Tun nntepcpenca

CuHoncuc

AprymeHThI

[o6aBnTb B Tabnuuy MapLipyTn3aumm CTaTU4ecKMin MapLipyT, KOTOpbIA 3agaeT
npasuno nepegadn IP-naketoB Yepes onpeaeneHHbIn L3 UK CETEBON
NUHTepdenc.

B kauecTBe ceTn HasHa4YeHns MOXHO yka3aTb krtodeBoe cnoso default. B atom
cnyyae Oygert co3gaH MapLupyT Mo YMOMYaHuio.

KomaHga ¢ npedukcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Oa
Ja
Da
IP

(config)>  ip route ( <networks tmask> | chost> | default) ( (gateway> [
interface]|«interface))[auto] [metric]

(config)> no ip route ( <network, tmask» | chost» | default) [ «gateway: |
<interface>][metric]

AprymeHT 3HavyeHue OnucaHue
network IP-agpec IP-agpec ceTn HazHa4eHus.
mask IP-Mmacka Macka ceTn Ha3HadeHus. EcTb aBa cnocoba

BBOJA MAcCKuW: B KAHOHWYECKOM BUAE
(Hanpumep, 255.255.255.0) u B BUAe
BuTOoBOI ANKWHbLI Npedukca (Hanpumep, /24).

host IP-appec IP-agpec yana HasHaveHus.

default KnwyeBoe Mcnonb3yeTtcs ang 3agaHusa MapLupyToB no
c/oBo YMONYaHuio.

interface Ums MonHoe umsa uHTepdenca unm NCeBaoHNM.

UH Tepq)eﬁca YKasblBaeTcs B Ka4ecTse HanpaBneHnAa
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AprymeHT

3HavyeHue

OnucaHue

nepenayun NakeToB, ecnv K UHTepdeincy
MOAKIIOYEH KaHan ToYka-Touka, He
TpebyloLLmMii 4oNONMHUTENBHON agpecaumnn
BHYTPW KaHana.

Ecnu Ha nHTepdence ycTaHoOBMNEH NpUopuTeT
interface ip global, mapwpyTt go6aensercs
B CUCTEMHYO Tabnuuy TONbKO B TOM Cryvae,
€CINU He CyLLEeCcTBYeT ApYroro MapLupyTa
TEM e a[IPECOM HasHauYeHns 1 60MbLIUM
NPUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLipyTumsatopa B
HEernocpeaCTBEHHO MOAKMIOYEHHOW CETHU.
MoxeT ObITb 3aaH BMECTe C UMEHEM
uHTepdenca, ecnu Tpebyerca ykasaTb
npuoputeT interface ip global. Ecnu
UHTepdenc He ykasaH, OH onpegensieTcs
CUCTEMOW aBTOMATUYECKUN N3 TEKYLLNX
HacTpoex IP.

auto

Kno4yeBoe
Cc/10BO

Mo3Bonser NPMMEHNTb MapLUpyT TOraa,
Korga CtaHeT 40CTyneH YKa3aHHbIVI B HEM
LLUJTHO3.

metric

Lenoe u4ucno

MeTpurka mapLupyTa. B TekyLien peanmsauum
UrHOPUpYeTCS.

Mpumep (config)> ip route default Home
static route added.

WcTopus nameHeunn  |Bepcus

OnucaHue

2.00

[obGaBneHa komaHga ip route.

3.38 ip search-domain

OnucaHue YKkasaTb JOMEH noucka ans pa3pelleHna HeNonHbIX NMeH XOCTOB.

KomaHga ¢ npedukcom no yaansiet HacTpOKKY.

Mpedukc no Oa
MeHsieT HacTpoMnku Ha
MHorokpaTHbii BBog  Hert

CuHoncuc I (config)>

I (config)> no ip search-domain

ip search-domain «domain»
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AprymeHTbI

Uctopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue
domain Ctpoka [lomeHHOe nms.
Bepcus OnucaHue

2.00 [o6GasneHa komaHnaa ip search-domain.

3.39 ip static

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

CospgaTtb NpaBuo TpaHCAsaUuK nokanbHbiX IP-agpecos B rmobanbHble unm
HaobopoT. Ecnu interface nnu network cooTBETCTBYET MHTEPGENCY C YPOBHEM
6esonacHocTu public, To BygeT BbINONHATLCA TPAHCAAUUA agpeca Ha3HavyeHns
(DNAT). Ecnin to-address cooTBeTCTBYET UHTEPdENCY C YpOBHEM HE30MacHOCTU
public, To 6yger BbINOMHATLCA TpaHCHAUnUS agpeca uctodHnka (SNAT). Homep
nopta TCP/UDP Bcerga paccmatpuBaeTcs Kak nopT Ha3HaYeHus.

Ecnu network cooTBeTCTBYET OQHOMY aapecy, 1 aTOT agpec paBeH to-address,
TO Takoe npaBuno byaeT 3anpeLyarb TPAHCNALMIO YKa3aHHOro agpeca, Kotopas
Morna 6bl ObiTb BbINOMHEHA UCXOAS U3 3adaHHbIX Npaewun ip nat.

ip static npaBuna nmetoT Gonee BLICOKMIA NPUOPUTET NO CPABHEHUIO C NpaBuaMm
ip nat.

Oa
[a
[a
IP

(config)>  ip static [tcp | udp] (<interfaces | (<address> amask»)) ((
«port>through cend-port> «to-address))|(«port>to-address) [«to-port)])
| cto-address» )

(config)> no ip static [[tcp | udp] («interface; | («address» anasks)) ( (
«port>through cend-port> (to-address)|(«port>«to-address) [«to-port)])
| <to-addressy )]

AprymeHT 3HaveHue ‘Onwcal-wle
protocol tcp TCP.
udp UDP.
interface Ums Nma BxogHoro nHtepderica (nonHoe nms
MHTepdesica |NHTepdenca unu NnCeBAOHUM).
address IP-agpec BmecTe ¢ mackol mask 3agaeT gmManasoH
IP-agpecoB HazHa4veHus, nogexatmx
TpaHcnsAunm.
mask IP-macka Macka guanasoHa TpaHcnauun. EcTe gBa

crnocoba BBOAa Macku: B KAHOHMYECKOM BUae
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AprymeHT 3HavyeHue OnucaHue
(Hanpumep, 255.255.255.0) n B Buage
ouToBoON AnVHbI Npedukca (Hanpumep, /24).

port Uenoe uucno |Homep nopta TCP/UDP, Ha koTopbIi
NPUXOAUT 3anpoc, NOASIEXALLNA TPAHCTIALMUN.
Ecnu He ykasaH, TpaHcnsums byaet
BbIMNOSHATHLCSA 119 BCEX BXOOSILLMX 3aNpOCOB.

end-port UYenoe uucno |OKOHYaHUE AnanasoHa NopToB.

to-address IP-agpec ALpec HasHa4yeHus nocne TpaHcNAuun.

to-port Lenoe uucno |Homep nopta TCP/UDP nocne TpaHcrsauuu.
Ecnu He ykasaH, nopT Ha3Ha4yeHusi ocTaeTcs
NPEXHUM.

Mpumep MycTb MeeTca MapLUpyTU3aTop MEeXAy «JokansHom» ceTbio 172.16.1.0/24

(ypoBeHb B6e3onacHocTu private) n «rnobanesHomn» ceToto 10.0.0.0/16 (ypoBeHb
6e3onacHocTh public). TpebyeTtcs, 4ToObI BCE 3anpochl, NpuxogsilumMe Ha
«rnobanbHbI» UHTEPENC 3TOro MapLIpyT13aTopa Ha nopT 80, TpaHCIMPOBanMCh
Ha «JloKanbHbINY cepBep c agpecom 172.16.1.33. [NocnenoBatenbHOCTbL KOMaHA,
peanusyloLnX Takylo CXemMy, MOXET BbImageTb Tak:

interface Home

ip address 172.16.1.1/24

interface Internet
ip address 10.0.0.1/16

ip global 1
|

ip nat Home

ip static tcp Internet 80 172.16.1.33 80

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.00 [obGaeneHa komaHaa ip static.

3.40 ip telnet

OnucaHue Ooctyn k rpynne koMmaHg Ans ynpaeneHus Telnet-cepsepom.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog Het
BxoxpeHue B rpynny (config-telnet)

CuHoncuc I (config)>  ip telnet
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Masa 3 OnucaHne KomaHp,

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.08 [obGaBneHa komaHaa ip telnet.

3.40.1 ip telnet lockout-policy

OnucaHue 3apatb napameTpbl OTCNEXMBaHWS NOMbITOK BTOPXXeHWA nyTém nepebopa naponen
Telnet gna nybnnyHbIX nHTEpdencos. 1o No ymonyaHuio pyHKUNS BKOYEHa.

KomaHga c npecukcom no oTkno4aeT o6HapyxeHme nogbopa.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ja
MHorokpaTtHbii BBog Het

Twun nHtepdenca IP

(config)>  ip telnet lockout-policy (thresholad) [«duration»

CuHoncuc
[cobservation-window]]

I (config)> no ip telnet lockout-policy

AprymeHTbI AprymeHT 3HayeHue OnucaHue

threshold Llenoe uucno KonnyecTBo HeyaayHbIX MOMNbITOK
BX0O4a B cuctemy. 1o no ymonyaHuto
YCTaHOBMNEHO 3Ha4YeHne 5 .

duration Llenoe uucno MpoOomkMTenbLHOCTL 3anpeTta
aBTOpM3aLUN NS Yyka3aHHOro
IP-agpeca B MmuHyTax. o
YMOIMYaHUI0 YCTAHOBIIEHO 3Ha4YeHne
15 .

observation-window |lYenoe uucno [MpogomKxuMTenbHOCTL HabnwaeHNs
3a NoOA03PUTENBHON aKTUBHOCTLIO B
MUHyTax. [1o ymonyaHuio
YCTaHOBMNEHO 3Ha4eHue 3 .

Mpumep (config)> ip telnet lockout-policy 10 30 2
Telnet::Manager: Bruteforce detection is reconfigured.

UcTopus usmeHeHut  (Bepcus OnucaHue

2.08 [o6GasneHa komaHaa ip telnet lockout-policy.

3.40.2 ip telnet port

OnucaHue HasHauuTb nopt ans telnet-coegnHeHus. Mo ymonyaHuio ncnons3yerca HOMep
nopta 23.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

UcTopusa nameHeHum

KomaHpa c I'Ipe(*)VIKCOM no yCtaHaBnMBaeT HOMEP NopTa B 3Ha4YeHune no

YMOIYaHuo.
[a
Oa

Het

I (config-telnet)>

port <number

I (config-telnet)> no port

AprymeHT 3HayeHue OnucaHue

number Uenoe uucno |Homep nopta. MoxeT npuHMMaThL 3HaYEHUA
B npegenax ot 1 0o 65535 BKNIOYNTENBHO.

Bepcus OnucaHue

2.08 [obGaeneHa komaHaa ip telnet port.

3.40.3 ip telnet security-level

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

YctaHoBUTb ypoBeHb Ge3zonacHocTu Telnet. o ymonyaHuio yctaHOBNEHO

3HayeHue private.

Het

Oa
Het

P

I (config-telnet)>

security-level (public | private | protected)

AprymeHT 3HayeHue OnucaHue

public Knoyesoe cnoso|Joctyn k Telnet-cepeepy paspeLueH
ans public, private u protected
NHTEepEeNncos.

private Kniouesoe cnoso|Qoctyn k Telnet-cepsepy paspeLueH
ons private nHTepdencos.

protected Knwyesoe cnoso|[ocTyn Kk Telnet-cepeepy paspelueH

ans private n protected
MHTepdencos.

(config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.08

HobaeneHa komaHaa ip telnet security-level.

3.40.4 ip telnet session max-count

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbI BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YcTaHOBUTE MaKkcMarnbHOe YNCNO OAHOBPEMEHHbLIX CECCUMN AN
telnet-coeguHeHus. o ymonyaHuio NCNOMb3YTCA MakCUMyM 4.

KomaHga ¢ npemkcomMm no yctaHaBnmMBaeT KONMYECTBO CECCUN NO YMOSYaHUIO.

Oa
Ja

Het

I (config-telnet)>

session max-

count «count»

I (config-telnet)> no session max-count

AprymeHT

3Ha4yeHue

OnucaHue

count

Lenoe uucno

MakcumarnbHOe YMCro OAHOBPEMEHHbIX
ceccuin. MoxeT NpuHMMaTh 3Ha4YeHUs B
npegenax ot 1 4o 4 BKNIOYMUTENBHO.

(config-telnet)> session max-count 2

Telnet: :Server:

the maximum

session count set to 2.

Bepcus

OnucaHue

2.08

[obaeneHa komaHga ip telnet session max-count.

3.40.5 ip telnet session timeout

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

YCTaHOBUTb BpEMS CyLLECTBOBAHUSA HEAKTUBHOW ceccumn ang telnet-coeguHeHus.
Mo ymonyaHuio TavimayT paBeH 0, YTO 3HaYUT YTO (DYHKUMS OTCNEXUBaAHNS
aKTMBHOCTM BHYTPU CECCUUN OTKITIOYEHA.

KomaHga ¢ npenkcom no yctaHaBnmMBaeT TanMayT MO YMOMYaHUIo.

Oa
[a

Het

I (config-telnet)>

session timeout (timeout>
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I (config-telnet)> no session timeout

AprymeHTbl AprymeHT 3HayeHue OnucaHue

timeout Yenoe uucno |Bpems CcyliecTBOBaHUS HEAKTUBHOW CECCUM.
MoxeT npuHMMaTh 3Ha4YeHUs B AnanasoHe
ot 5 go 2321 CeKyHA BKMHOYUTENBHO.

Mpumep (config-telnet)> session timeout 6
Telnet::Server: a session timeout value set to 6 seconds.

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.08 [obGaeneHa komaHga ip telnet session timeout.

3.41 ip traffic-shape host

OnucaHue YcTaHOBUTL npenen CKopocTu nepenavn aaHHbIX And ykasaHHOro yCTpOIZCTBa
OoMallHel ceTn B 0be CTOPOHHbI. Mo YMOJ4aHUK CKOPOCTb HE OrpaHn4eHa.

KomaHpa ¢ npedurkcomM no yaanaeT HacTPOKKY Ang ykazaHHOro yctponcTtea. Ecnm
BbINOMHUTbL KOMaHay 6e3 aprymMeHToB, BCE OrpaHUyeHunsl aAnst BCeX yCTPONCTB
OyayT OTMEHEHbI.

Mpedomkc no Oa
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog [a

(config)> iptraffic-shape host «mac> raterate;[schedule <schedule)

]

I (config)> no ip traffic-shape host [ mac) ]

CuHoncuc |

AprymeHTbI AprymeHT 3HayeHue OnucaHue
mac MAC-agpec |MAC-agpec ycTponcTsa AoMalLHEN CETU.
rate Lenoe 4ucno |3HayeHne CKOPOCTM Nepeaayn SaHHbIX B

KbuTt/c. OrpaHnyeHune gomkHo 6biTh B
anana3soHe ot 64 Kéut/c no 1 éurt/c.

schedule CTtpoka HasBaHue pacnucaHusi, cornacHo KOToOpomy
3aaeTcsa OrpaHNYeHne CKOpOCTH.

MNpumep (config)> ip traffic-shape host f0:de:f1:c8:99:ff rate 800
TrafficControl: :Manager: "fO:de:f1:c8:99:ff" host rate limited »
to 800 Kbps.
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WcTopus nameHeunn  |Bepcus

OnucaHue

2.05

[obGaeneHa komaHaa ip traffic-shape host.

2.08

[o6aeneH aprymeHT schedule.

3.42 ipv6 firewall

BkntounTtb 6pangmayap IPv6. o ymonyaHuio napameTp OTKIOYEH.

KomaHga ¢ npeunkcom no ygangeTt HaCTPONKY.

OnucaHue

Mpedumkc no Oa
MeHsieT HacTpoOMnKu Oa
MHorokpaTHbii BBog  Hert
CuHoncuc I (config)>

ipv6 firewall

I (config)> no ipve firewall

UcTopusi uameHeHnint  |Bepcusi

OnucaHue

2.06

[obGaeneHa komaHaa ipv6 firewall.

3.43 ipv6 local-prefix

OnucaHue HacTtpoutb nokaneHbin npedukc (ULA). ApryMeHT MOXeT ObiTb OyKBEHHbIM
npedmkcom munu knodesbiM cnosom default, koTopoe aBToMaTUYECKN reHepupyeT
NMOCTOSIHHbIN YHUKANbHbIN NpeduKc.
Mpedukc no Oa
MeHsieT HacTpoWnKu Ja
MHorokpaTHbii BBog  Hert
CuHoncue I (config)>  ipv6 local-prefix (default | (prefix)
I (config)> no ipv6 local-prefix [default | prefix; ]
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
default Knwyesoe eHepupoBaTb NOCTOSIHHBIA YHUKAMbHbIN
C/10B0 npecmukc.
prefix lpegukc JlokanbHbI npeduke (ULA). JomxHo BbiTb
KOppEeKTHoe 3HayeHue npedumkca B 6noke
fd00o: : /8 c gnmnHoM npedumkca He Gonee 48.
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Mpumep

Uctopusa nameHeHun

(config)> ipv6 local-prefix fd0l:db8:43::/48
ULA prefix saved.

Bepcus OnucaHue

2.00 HobaeneHa komaHga ipv6 local-prefix.

3.44 ipv6 name-server

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Hactpoutb IP-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBalOTCA CTATUYECKMMMI, B MPOTUBOMONOXHOCTb AMHAMUYECKUM —
3aperncTpupoBaHHbIM cryxbamu PPP wnn DHCP.

ipv6é name-server MOXXHO BBOAMTb MHOTOKPaTHO, ecrin TpebyeTcs HacTpouTb
Heckonbko agpecos DNS-cepsepos.

KomaHga ¢ npedmkcom no yaansiet ykasaHHbli agpec cepsepa DNS un3
CTaTMYECKOro M aKTMBHOTMO CMMcKa, ecnv KoMaHaa LAaeTcs ¢ apryMeHTamu, nmbo
o4MLIaeT CMUCOK CTaTUYECKUX aapecoB, eCNN KOMaHAa Aaetcsl 6e3 aprymMeHTOB.

Ha
Oa
Oa

I (config)>  ipv6 name-server address)

I (config)> no ipv6 name-server [ <address> |

AprymeHT 3HauyeHue OnucaHue

address IPv6-agpec |Anpec cepBepa UMEH.

(config)> ipv6 name-server 2001:db8::2
added name server 2001:db8::2, domain (default).

Bepcus OnucaHue

2.00 [obGaBneHa komaHa ipv6é name-server.

3.45 ipv6 route

OnucaHue

Hob6asnTb B Tabnuuy mapLupyTusauum ctatmdeckuin MapLupyT, KOTOpbIn 3agaet
npaswuno nepegayn IPv6-nakeToB Yepes onpedeneHHbIn W3 UM ceTeBomn
nHTEepdenc.

B kauecTBe ceTn Ha3Ha4YeHNs MOXHO yKa3saTb KrtodeBoe cnoso default. B atom
cny4dae OygeT co3gaH MapLUpyT Mo yMONYaHuH.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

KomaHpa c I'Ipe(*)VIKCOM no yaander MapwpyT C yKa3aHHbIMU NMapamMeTpamMi.

[a
Oa
Ja

I (config)>  ipv6 route («prefix» | default) cinterface»

I (config)> no ipv6

route («prefix, | default) <interface»

AprymeHT 3HayeHue OnucaHue

prefix Mpepukc Mpedukc IPV6.

default Knwyesoe Mcnonb3yeTtcs npeduKke no yMmonyaHumio.
c/10BO

interface Nms lMonHoe nms nHTepdenca nnm NCeBAOHNM.
uHTEepPenica

(config)> ipv6 route

added name server 2001:db8:

:2, domain (default).

Bepcus

OnucaHue

2.00

[obaeneHa komaHga ipv6 route.

3.46 ipv6 subnet

OnucaHue

Mpedukc no

MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA
BxoxnaeHue B rpynny

CuHoncuc

AprymeHTbI

[ocTyn Kk rpynne koMaHg, 4nst HACTPOMKN CermeHTa fnokansHon cetn IPv6. Ecnin
CEerMeHT He HaneH, KoMaHaa NbiTaeTcsa ero co3naThb.

Oa
Ja
Oa

(config-subnet)

I (config)>  ipv6 subnet name»

I (config)> no ipv6 subnet [ <name> |

AprymeHT

3HavyeHue

OnucaHue

name

CTpoka

Mms unm nceBAOHUM MOACETU.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa ipv6 subnet.

3.46.1 ipv6 subnet bind

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

MpuBasaTtb nogceTb K UHTEpency.

KomaHaa ¢ npedurKcoM no OTMEHSET NPUBS3KY.
Ja

Oa

Het

I (config-subnet)>  bind <interface»

I (config-subnet)> no bind [ <interface> ]

AprymeHT 3HayeHue OnucaHue
interface Ums lMonHoe umsa nHTepdenca unm NCeBaoHNM.
MHTEepperica

(config-subnet)> bind WifiMaster0/AccessPointl
Interface bound.

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa ipv6 subnet bind.

3.46.2 ipv6 subnet mode

OnucaHue

Mpedumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbI BBOA,

CuHoncuc

BbiOpaTb pexxmm HacCTPONKM agpecoB Ans XOCTOB B NoaceTu. [JocTynHbI ABa
BapuaHTa — dhcp u slaac. Nepsbivi BkntoyaeT nokaneHbin DHCPV6-cepeep ¢
Lenblo NpUcBOeHUs agpecos, BTopow BkitovaeT SLAAC (aBToKOHMUrypaumio
agpecos).

Oa
Ja

Het

I (config-subnet)>  mode (mode>

I (config-subnet)> no mode mode>
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Masa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HavyeHue ‘Onwcal-wle
mode slaac Bkntountb SLAAC (aBTOKOH(bUrypaumto
afpecos).
dhcp Bkntounte DHCPV6-cepBep.
Mpumep (config-subnet)> mode slaac

Mode changed.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa ipv6 subnet mode.

3.46.3 ipv6 subnet number

OnucaHue MpucBoOUTL NOACETM NAEHTUGMKATOP, KOTOPLIN ByaeT onpedensTe NyGnMYHbIi
npedukc cermeHTa. MioeHTndukaTop AormkeH ObiTb YHUKaNbHLIM Cpeay NoAceTel.

Mpeduke no Het
MeHsieT HacTpOMKu Oa

MHorokpaTHbii BBog  Hert

Cuuoncue I (config-subnet)>  number )
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
n Uenoe 4yucno |YHUKanbHbIA MAEHTUMUKATOP NOACETH.
Mpumep (config-subnet)> number 3
Number changed.
UcTopusa usmeHeHnt  (Bepcus OnucaHune

2.00 [o6GaeneHa komaHga ipv6 subnet number.

3.46.4 ipv6 subnet stateless-dhcp

OnucaHue BkntounTb nokaneHbin DHCPV6-cepBep ¢ Lenbio nepegavm MHopmauum no
cetu.

Mpedoumkc no Oa

MeHsieT HacTpoOMnKu Ja

MHorokpaTHbii BBog  Hert
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maBa 3 OnucaHne KomaHp,

CuHoncuc

UcTopusa nameHeHun

I(config-subnet)> stateless-dhcp

I (config-subnet)> no stateless-dhcp

Bepcus OnucaHue

2.00 [obGasneHa komaHaa ipv6 subnet stateless-dhcp.

3.47 isolate-private

OnucaHue

Mpedumkc no
MeHsieT HacTpOMnKu
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTtopusa nameHeHun

3.48 known

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

3anpeTuTb Nepedayy AaHHbIX MeXay NobbiMyU MHTepdecamm ¢ ypoBHEM
GesonacHocTu private.

KomaHga ¢ npecrkcom no oTMEHSIET AeCTBME KOMaHAbI, pa3peLuas nepegasarb
OaHHble Mexay nHTepdencamm private.

Oa

Oa

Hert

I (config)>  isolate-private

I (config)> no isolate-private

(config)> isolate-private

Applied.
Bepcus OnucaHue
2.00 [obaeneHa komaHaa isolate-private.

host

[o6aBnTb YCTPONCTBO AOMALLHEN CETW.
Oa
Ja
Da

I (config)>  known host (name» mac»

I (config)> no known host [ mac ]

AprymeHT 3Ha4yeHue OnucaHue

name CTpoka Mpoun3BonbHOE UMS XOCTa.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHunmn

3.49 ndns

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
BxoxaeHue B rpynny

CuHoncuc

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue

mac MAC-agpec |MAC-agpec xocrTa.

(config)> known host 123 4C:0F:6E:4B:3C:BA
Core::KnownHosts: new host "123" has been created.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa known host.

HocTtyn k rpynne komang ans ynpaeneHus cryx6or KeenDNS.
Het
Het
Het

(ndns)

I (config)>  ndns

Bepcus OnucaHue

2.07 [obaeneHa komaHga ndns.

3.49.1 ndns book-name

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

3apesepBupoBatb nms xocta B DNS.

[nsa nepenaun 3apes3epBrpoOBaHHOIO MEHM XOCTa Ha Apyroe ycTponcTBo Keenetic
ucrone3dyetcsa napametp transfer-code.

[nsa nepegayn nmeHn xocta HeobxoaMMO:
1. BbInONHWUTL KOMaHAy ¢ napameTpoM transfer-code Ha nepegaroLLen CTOPOHE.

2. BbINONHWTB Ty e camyto KOMaHay C TeMU Xe CaMbiMX NapameTpamu Ha
NPUHUMAaLOLLIEN CTOPOHE.

CTtpok gencteua transfer-code ogHa Hepens.
Het
Oa

Het
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maBa 3 OnucaHne KomaHp,

Cunoncuc I(ndnsﬁ> book-name <name» «domains [ <access» | <transfer-code ]
AprymeHTbI AprymeHT 3HayeHue OnucaHue
name CTpoka Nms xocTa Ansa pesepBUpoBaHus.
domain CTpoka [omeH BTOPOro ypoBHs.
access auto ABTOMaTUYECKUA TUN JOCTyNa.

cloud Mmsa xocTa 3apernctpmpoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpaduk
TyHHenupyeTcsa Ha Keenetic Lite |lI.

direct Mmsa xocTa 3apernctTpMpoBaHo Ha
WAN-agpec Keenetic Lite 111
transfer-code |lecrranereamHoe|Kog ona nepegadn UMEHN apyromy
4yucrno ycTponcTy Keenetic. invHa koga 32
cMMBONa.
Mpumep (ndns)> book-name testname mykeenetic.kz

done, title = NDSS::ndns/bookName (Public DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
14T10:10:35.999Z, standalone = false:
reason: The name booking was successful.

detail, layout = list:

columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"testname",
"domain":"mykeenetic.kz","license":"243992935221479"}],

item, hl = false, o = lock-local, d
name is locked (for current
transaction), t = 0:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 0:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),
dst="/148.251.63.154:17047")1, [MsgCack], quorumLeft=2, t = 4:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('fS9sK03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayJ'),
dst="/46.105.148.81:17047")1, [MsgCack], quorumLeft=1, t = 20:

item, hl = false, o = lock-reply, d = Quorum »

~+
1l
(o}

the »

cluster, d = »

lock-reply, d = »
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UcTopusa nameHeHun

reached, finalizing, t = 20:

item, hl = false, o = finalize, d = local »
changes commited., t = 423:

item, hl = false, o = refreshed, d = address »

updated: 81.200.27.56, t = 444:

item, hl = false, o
post-process triggers executed., t = 444:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 444:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0"'),
dst="/91.218.112.165:16047")1, [MsgCack], quorumLeft=0, t = 444:

item, hl = false, o = lock-reply, d
Success: prepare, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5lWMdYcfDtANqg'),
dst="/91.218.112.118:17047")1, [MsgCack], quorumLeft=0, t = 444:

item, hl = false, o = lock-reply, d = Done, »

all replies collected., t = 444:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('fS9sK03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayl'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 451:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0"'),
dst="/91.218.112.165:16047")]1, [MsgCack], t = 494:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5lWMdYcfDtANqg'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 531:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 532:

item, hl = false, o = complete, d = All »

finalize, d = »

>

done., t = 532:

Ndns::Client: Booked "testname.mykeenetic.kz".

Bepcus OnucaHue

2.07 [obaeneHa komaHga ndns book-name.

3.49.2 ndns check-name

OnucaHue
Mpedukc no

MeHsieT HacTpourku

MpoBepuTb OOCTYNHOCTb MMEHU XOCTa AN pe3epBauun.
Het

Het
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MHorokpaTHbii BBog  Hert

Cuuoncue I(ndnsﬁ> check-name <name>
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
name Ctpoka Mmsa xocTa ansa pesepBrvpOBaHuUS.
Mpumep (ndns)> check-name testname
list:
item:
name: testname
domain: mykeenetic.by
available: no
item:
name: testname
domain: mykeenetic.kz
available: yes
item:
name: testname
domain: mykeenetic.ru
available: yes
item:
name: testname
domain: mykeenetic.com
available: yes
item:
name: testname
domain: mykeenetic.net
available: yes

Ndns::Client: Check completed.

UcTopus nameHeHun Bepcus

OnucaHue

2.07

[obaeneHa komaHga ndns check-name.

3.49.3 ndns drop-name

OnucaHue
Mpedomkc no Het
MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog  Hert

OTMeHUTb perucTpaumio umeHn xocta B DNS.
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CuHoncuc

AprymeHThI

Mpumep

I(ndns)> drop-name <name» <domain»

AprymeHT 3HayeHue OnucaHue
name Ctpoka Nmsa xocTta ang yganernusa ns DNS.
domain CTpoka [omeH BTOPOro ypoBHs.

(ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.

detail, layout = list:

columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")], [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:
item, hl = false, o = finalize, d = »
post-process triggers executed., t = 85:
item, hl = false, o
Success: finalize, [NDSS
(key=Binary('vNEqQUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),

commit-reply, d = »
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dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.07 [o6asneHa komaHga ndns drop-name.

3.49.4 ndns get-booked

OnucaHue Mony4nTb akTyanbHy MHOPMAaLIMIO C CEpBEpPA O TEKYLLIEM 3ape3epBUPOBAaHHOM
nmeHun xocta B DNS.

Mpedoumkec no Het
MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert

CuHoncuc I (ndns)>  get-booked

Mpumep (ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:
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UcTopusa nameHeHun

fields:
field, name

name, title = Public Name:

field, name = domain, title = Domain Name:

field, name address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.

Bepcus OnucaHue

2.08 [o6GasneHa komaHaa ndns get-booked.

3.49.5 ndns get-update

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

O6HoBUTL pernctpauuio nmeHn xocta B DNS Ha cepBepe.
Het
Het

Het

I (ndns)>  get-update[access ]

AprymeHT 3HavyeHue ‘Onwcal-wle
access auto ABTOMaTMyeckui TMn gocryna.
cloud Mmsa xocTa 3apernctpmpoBaHo Ha IP-agpec

obnayHoro cepsepa, HTTP-Tpaduk
TyHHenupyetcs Ha Keenetic Lite .

direct Mmsa xocTa 3apernctpMpoBaHo Ha
WAN-agpec Keenetic Lite Ill.

192

Keenetic Lite Il CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

3.50 ntp

OnucaHue

Mpedoukec no
MeHsieT HacTpouKu
MHorokpaTHbIli BBOA

CuHoncuc

(ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »

xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

menu, Src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:

field, name = name, title = Public Name:

field, name = domain, title = Domain Name:

field, name = address, title = IP Address:

field, name = updated, title = Updated, type »

= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

Ndns::Client: Get-update completed.

Bepcus OnucaHue
2.07 [o6GasneHa komaHaa ndns get-update.

HocTtyn k HacTporike NTP-knueHTa.

KomaHga ¢ npedmkcom no copacbkiBaeT HacTponkn NTP-KnneHTa B HACTPONKM
Mo YMOMN4YaHuto.

Ja
Het
Het
I(conﬁg)> ntp

I(conﬁg)> no ntp
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00

[o6asneHa komaHaa ntp.

3.51 ntp server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Hob6asuTb B cnuncok HoBbin NTP-cepeep. MoxHo fobasBuTe He Bonee 8
NTP-cepBepos.

KomaHga ¢ npedumkcom no yaansiet NTP-cepsep 13 cnucka. Ecnu BeinonHNTb
KomaHay 6e3 aprymeHTa, To Becb cnucok NTP-cepBepoB b6yaeT O4mLLEH.

Ja
Ja
Oa

I (config)>  ntp server <host»

I (config)> no ntp server [ host ]

AprymeHT 3HaveHue OnucaHue

host CTpoka Agpec NTP-cepsepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.

Bepcus OnucaHue

2.00 [obaeneHa komaHga ntp server.

3.52 ntp sync-period

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

194

YCTaHOBUTb NEPUOA CUHXPOHM3aLMK BpeMEHHN. 10 yMOnYaHMio NCnonb3yeTcst
3HayeHue 1 Hepgensi.

KomaHfa ¢ npeduKcom no yCTaHaBNMBAET BPEMSA CUHXPOHU3ALIMM MO YMOSYaHMIO.
Ja
Oa

Het

I (config)>  ntp sync-period (time»

I (config)> no ntp sync-period
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AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

time Uenoe uucno |Bpems cMHxpoHusaLmm, B MUHyTax. Moxet
NpUHUMaThb 3HadeHne ot 60 MUHYT Ao 1
Mecsua.

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa ntp sync-period.

3.53 opkg chroot

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb chroot ans opkg. Ecnv BkMO4eHO, KOPHEBOW KaTanor 3MeHAeTCcs Ha
/opt nepen BbinonHeHNeM nboro cueHapus opkg.

KomaHga ¢ nperkcomM no OTKNIYaEeT AaHHbIA PEXUM.
Da
Oa

Het

I(config)> opkg chroot

I (config)> no opkg chroot

(config)> opkg chroot

Opkg: :Manager: Chroot enabled.
(config)> no opkg chroot
Opkg::Manager: Chroot disabled.

Bepcus OnucaHue

2.05.C.3 [o6GaeneHa komaHga opkg chroot.

3.54 opkg disk

OnucaHue

HacTtpouTtb pa3gen gns opkg. OTOT napameTp HeobXoaMM ANs YCTaHOBKM U
3anycka opkg.

Mocne HacTpowikun, pasaen OyaeT MOHTUpPOBaTbCS B /opt C MCNonb3oBaHMEM
mount --bind v nocneayowum 3anyckom ckpunTa initre cm. Takke
Pasgen 3.56 Ha cTpaHuue 197.
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ecnu katanor /opt/install He nycT, BCce cogepxaluecs B HemM apxmBbl * . ipk

n *.tgz pacnakosbiBaloTCs B /opt nepen BbinonHeHnem initrc. MNMocne
YCTaHOBKN apXMBbl yaansoTCs.

KomaHga ¢ npedukcom no oTknoyaeT opkg.
Oa
Oa

Het

| (config)>  opkg disk «disk>

I (config)> no opkg disk

AprymeHT 3HayeHue OnucaHue

disk Ctpoka MeTka paspena unu UUID.

(config)> opkg disk 681ED0631ED02C36
Opkg::Manager: Disk is set to: 681ED0631ED02C36.
(config)> no opkg disk

Opkg::Manager: Disk is unset.

Bepcus OnucaHue

2.05.C.3

HobaeneHa komaHaa opkg disk.

3.55 opkg dns-override

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

OTtkntountb DNS-npoken npy noakniovYeHHOM aucke opkg.

OtkntodeHne DNS nos3sonsieT 3ameHnTb BCTpoeHHbI DNS-npokcn cobcTBeHHOM

cnyx6ow, Hanpumep BIND mnm Dnsmasq.

KomaHga ¢ npemkcomMm no oTknovaeT gaHHYI0 YHKLUMIO.
Oa

Ja

Het

I(config)> opkg dns-override

I (config)> no opkg dns-override

(config)> opkg dns-override
Opkg: :Manager: DNS override enabled.
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Uctopusa nameHeHun

(config)> no opkg dns-override
Opkg: :Manager: DNS override disabled.

Bepcus OnucaHue

2.05.C.3 HobasneHa komaHaa opkg dns-override.

3.56 opkg initrc

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3apgartb cTapToBbI CKpUNT. 3HAYEHME Mo YyMonyaHu — /opt/etc/initrc.

Korga opkg disk CMOHTMpOBaH 1 NakeTbl YCTAHOBMEHbI, CUCTEMA BbIMOMHUT
cTapToBbIA ckpunT. Ecnu path aT1o katanor, cucrema 6yaeT BbINONHATL BCe
coaepalmecs B HEM CKpUMTbI B andyaBUTHOM MopsiaKe.

KomaHga ¢ npedumkcom no cbpacbiBaeT initrc B 3HayeHne no ymonyaHuto.
Da
Oa

Het

I (config)>  opkg initrc «path)

I (config)> no opkg initrc

AprymeHT 3HayeHue OnucaHue
path Wmsa ¢anna dann nnu Kkatanor co CTapToBbIM
CKpUMNTOM.

(config)> opkg initrc /opt/etc/init.d/rc.unslung
Opkg::Manager: Configured init script: »
"/opt/etc/init.d/rc.unslung".

(config)> no opkg initrc

Opkg::Manager: Init script reset to default: /opt/etc/initrc.

Bepcus OnucaHue

2.05.C.3 HobaeneHa komaHga opkg initrc.

3.57 opkg timezone

OnucaHue

HacTponTtb nepemeHHyto okpyxeHus TZ n pain /opt/var/TZ gns opkg. MNo
YMOIn4YaHWI0 YaCoBOM MOSIC HE ONpeaerneH.

3HaueHwne TZ 3aBucut ot C 61Mbnunotekmn opkg, OT TOro, Kak TaM MHTEPNPETUPOBAH
Yacool nosic. OHo MoxeT 6bITb U B POSIX cdopmarte
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Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

stdoffset[dst[offset][,start[/time],end[/time]]] vnu B BuaOe nmeHu
thanna 6a3sbl JaHHbIX MHGPOPMaLMK 0 30Hax (Mcnonb3yeTcs B glibc n novtn BoO
Bcex GNU-cuctemax).

KomaHpa ¢ I'Iped)I/IKCOM Nno yCTtaHaBnMBaeT 3Ha4eHne no ymondaHuio.

[a
[a

Het

I (config)> opkg timezone (auto | <(timezone>)

I (config)> no opkg timezone

AprymeHT

3HauyeHue

OnucaHue

timezone

Crpoka

YacoBow nosic ong 3anicu B
nepemMeHHy OKpyXeHna TZ n B
/opt/var/TZ.

auto

Keyword

ABTOMaTN4ECKOE Ha3Ha4YeHne
YyacoBoro nosica. Cneuundukaums
reHepupyeTcsi U3 HACTPOEK CUCTEMBI,
cM. Pasgen 3.81.3 Ha cTpaHuue 256.

(config)> opkg timezone auto
Opkg::Manager: Enabled automatic timezone.
(config)> opkg timezone UTC
Opkg: :Manager: Enabled timezone "UTC".
(config)> no opkg timezone
Opkg: :Manager: Timezone reset to undefined.

Bepcus

OnucaHue

2.05.C.3

[o6GaeneHa komaHga opkg timezone.

3.58 ping-check profile

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

BxoxnaeHue B rpynny

HocTtyn k rpynne koMang 4ns HacTporikm BbibpaHHoro npoduns Ping Check. Ecnn
npodunb He HaMAeH, KOMaHAa NblTaeTCsa ero co3narhb.

KomaHga ¢ npedmkcom no ygansiet npodunb Ping Check.

Oa
Ha
[a
(config-pchk)
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CuHoncuc

AprymeHThl

UcTtopusa nameHeHun

I (config)>  ping-check profile <name>

I (config)> no ping-check profile name>

AprymeHT 3HaveHue OnucaHue

name CTtpoka Wma npocdhunnsa. Cnucok gOCTynHbIX Ans
BbliGopa npodunen MOXHO yBUAETb BBEAS
komaHgy ping-check profile ?.

Bepcus OnucaHue

2.04 HobaeneHa komaHga ping-check profile.

3.58.1 ping-check profile host

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

YKkasaTb agpec unv nms yganeHHoro xocta ans TeCTMpoBaHus.

Het

[a

Het

I (config-pchk)>  host <hostname»

AprymeHT 3HaveHue OnucaHue

hostname WUMa xocTa Nmsa unn agpec yganeHHoro xocTta.

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: profile "TEST" uses host 8.8.8.8 for testing.

Bepcus OnucaHue

2.04 [o6GaeneHa komaHaa ping-check profile host.

3.58.2 ping-check profile max-fails

OnucaHue

Mpedukc no
MeHsieT HacTpoukm

MHorokpaTHbI BBOJ,

YkasaTb KONM4ecTBO NocrieqoBaTeribHbIX HeyAauHbIX 3anpoCcoB K yAaneHHOMY
XOCTY, MO AOCTWXEHUIO KOTOPOrO MHTEPHET Ha MHTepdelice cunTaeTcs
oTCyTCTBYOWMM. 10 yMOMnYaHWio UCrosb3yeTcs 3HadYeHue 5.

KomaHga ¢ npedmnkCoM no yCTaHaBNMBAET 3HAYEHME MO YMONYaHUIO.
[a
[a

Het
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Cunoncuc I (config-pchk)>  max-fails count)
I (config-pchk)> no max-fails
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
count Yenoe umcro |KonmyecTtBo HeygayHbix 3anpocos. MoxeT
NpyYHUMaTbL 3HaYeHus B npegenax ot 1 oo
10 BKNIOYMTENBHO.
Mpumep (config-pchk)> max-fails 7
PingCheck: :Profile: profile "TEST" uses 7 fail count for »
disabling interface.
MCTOpVIﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.04 [obGaeneHa komaHga ping-check profile max-fails.

3.58.3 ping-check profile min-success

OnucaHue YKkasaTtb KonnM4ecTBO NocneaoBaTenbHbIX yAa4HbIX 3anpoCcoB K yaarneHHOMY XOCTY,
No OOCTUXEHUIKO KOTOPOro MHTEPHET Ha VIHTep(beVICG CUHMTaETCA HalMM4YeCTBY LM,
Mo YMOJM4YaHUIO UCMOJb3YETCA 3Ha4YeHne 1.

KomaHaa ¢ npedmkcom no ycTaHaBnMBaeT 3Ha4YeHne Nno yMOon4aHuio.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTHbIi BBog  Hert

CuHoncue I (config-pchk)>  min-success «count»
I (config-pchk)> no min-success
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
count UYenoe uucno |KonnyectBo yaayHbix 3anpocoB. Moxet
NpVYHUMaTb 3Ha4YeHus B npegenax ot 1 oo
10 BKNIOYMTENBHO.
Mpumep (config-pchk)> min-success 3
PingCheck: :Profile: profile "123" uses 3 success count for »
enabling interface.
MCTopMﬂ M3MeHeHV“)’| Bepcuﬂ OHMcaHMe

2.04 HobaeneHa komaHaa ping-check profile min-success.
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3.58.4 ping-check profile mode

OnucaHue

Mpedukc no

MeHsieT HacTpounku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YctaHoButb pexxum Ping Check. o ymonyaHuio yCTaHOBMNEHO 3Ha4YeHme icmp.
KomaHga ¢ nperKcom no ycTaHaBNUBAET 3HAYEHME MO YMOSYAHWIO.

Ja

Oa

Het

I (config-pchk)>  mode (mode>»

I (config-pchk)> no mode

AprymeHT 3HayeHue OnucaHue

mode icmp TecTupoBaHue OOCTYNHOCTU yaaneHHoro
XocTa ByaeT ocyLlecTBMATLCA NOCPEACTBOM
otnpasku emy ICMP-echo request (ping).

connect TecTupoBaHue JOCTYNHOCTU yAarneHHoro
XxocTa OyaeT oCyLeCTBASATLCS NOCPEACTBOM
ycTtaHoBkn TCP-nogkntodYeHns Ha 3agaHHbIN
rnopr.

(config-pchk)> mode connect
PingCheck: :Profile: profile "TEST" uses connect mode.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa ping-check profile mode.

3.58.5 ping-check profile port

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Ykasatb nopT 4518 NOAKMNYEeHNS K yaaneHHoMY XOCTy. HacTpoika MMeeT CMbICH
npu pexume connect (cMm. komaHgy ping-check mode).

Het

Oa

Het

I (config-pchk)>  port <number»

AprymeHT 3HauyeHue OnucaHue

number Lenoe uucno |Homep nopta.
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Mpumep

Uctopusa nameHeHun

(config-pchk)> port 80
PingCheck::Profile: profile "TEST" uses port 80 for testing.

Bepcus OnucaHue

2.04 [o6GasneHa komaHaa ping-check profile port.

3.58.6 ping-check profile power-cycle

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BkniounTb ynpaeneHne nutaHnem ceteBoro nHtepderica USB. Mo ymonyaHuio
BKITHOYEHO.

KomaHga ¢ npedurKComM no OTKMOYaeT HaCTPOWKY.
Oa
Ha

Het

I(config-pchk)> power-cycle

I (config-pchk)> no power-cycle

(config-pchk)> power-cycle
PingCheck: :Profile: profile "123" enable usb power cycle.

Bepcus OnucaHue

2.04 HobasneHa komaHaa ping-check profile power-cycle.

3.58.7 ping-check profile restart-interface

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

BkniounTb Nnepesanyck uHTepdgenca npu orcytcteum MIHtepHeta. Mo ymonyaHuio
HacTpOMKa OTKMo4YEHa.

KomaHga ¢ npenKcoM no OTKNIYaeT HACTPOWKY.
Oa
Ja

Het

I (config-pchk)>  restart-interface

I (config-pchk)> no restart-interface

(config-pchk)> restart-interface
PingCheck::Profile: Profile "test" enabled restarting interface.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.05 HobaeneHa komaHga ping-check profile restart-interface.

3.58.8 ping-check profile timeout

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YcTaHoBUTL MakcuManbHoe BpemMA oxXnaaHma oTeeTa yaaneHHoOro Xxocta Ha ogmH
3anpoc B cekyHgax. 1o ymonuaHuio ucnonb3yetcs 3HadeHue 1.

KomaHga ¢ npecrKcom no ycTaHaBNMBAET 3HAYEHME MO YMOSTYAHWIO.
Ja
Oa

Het

I (config-pchk)>  timeout (time»

I (config-pchk)> no timeout

AprymeHT 3HayeHue OnucaHue

time Uenoe uucno |Bpems oxumagaHus B cekyHaax. Moxet
npuHUMaThb 3HadeHus ot 1 go 10
BKINHOYNTENBHO.

(config-pchk)> timeout 4
PingCheck: :Profile: profile "TEST" timeout is changed to 4 »
seconds.

Bepcus OnucaHue

2.04 [o6GasneHa komaHaa ping-check profile timeout.

3.58.9 ping-check profile update-interval

OnucaHue

Mpedoumkec no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

YCTaHOBUTb NEPUOANYHOCTb BbINOMHEHUS NPoBepok Ping Check B cekyHaax.

Het

Ja

Het

I (config-pchk)>  update-interval (time»
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AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.59 ppe

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue

time Uenoe uucno |lMepuog obHoBNEHMA B cekyHaax. MoxeT
npUHUMaThL 3Ha4vyeHus ot 3 go 3600
BKINHOYNTENBHO.

(config-pchk)> update-interval 60
PingCheck: :Profile: profile "TEST" interval is changed to 60 »
seconds.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa ping-check profile update-interval.

BkniounTb MexaHn3m nakeTHom ob6paboTku. Mo ymonuaHuio HacTponKa BKOYEHa
n ona HWNAT, n ans SWNAT.

KomaHga ¢ npedunKcom no oTKMo4aeT BblOpaHHbIA YCKOPUTENb.
Oa

Oa

Het

I (config)>  ppe <engine»

I (config)> no ppe [engine]

AprymeHT | 3HauYeHue |Onuca|-w|e
engine |software MporpaMMHbIN yCKOPUTEND.
hardware AnnapaTtHbI ycKopuTenb.
hardware-ipv6 AnnapatHbIn yckopuTene ans IPv6. MNo
YMOMNUYaHUIO OTKITHOYEH.

(config)> ppe software
Network::Interface: :Rtx::Ppe: Software PPE enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga ppe.

2.05 HobaBneH aprymeHT engine.

2.07 [o6GasneH napameTtp hardware-ipv6.
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3.60 pppoe pass

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHunmn

BknoumTb OyHKLMIO CKBO3HOTO nponyckaHus. MoxHo BeBecTh 40 10 nokanbHbIX
CeTeBbIX Y3MOB.

KomaHga ¢ npedmkCom no oTKMoyaeT hyHKLNIO.

Ja
[a
Het

Ethernet

| (config)>

pppoe pass through «from (to»

I (config)> no pppoe pass through

AprymeHT 3HayeHue OnucaHue

from Ums HavanbHbIn MHTEpdenc.
MHTeppelica

to Ums KoHeuHbI nHTepdelc.
MHTepderica

(config)> pppoe pass through Home ISP

PPPoE pass-through enabled.

Bepcus

OnucaHue

2.00

[loGaBreHa koMaHZa pppoe pass.

3.61 schedule

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CuHoncuc

,D,OCTyI'I K rpynne KOMaHg aonsa HaCTDOVIKM Bbl6paHHOFO pacnncaHus. Ecnn

pacnncaHune He HanaeHo, KomaHAa NbiTaeTcs ero co3natb.

Komanpa ¢ npecukcom no ygandaeT pacnmcaHue.

Oa
[a
Ja

(config-sched)

I (config)>

schedule name»
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AprymeHThI

Uctopusa nameHeHunmn

I (config)> no schedule <name»

AprymeHT 3HaveHue OnucaHue

name CTpoka HasBaHwue pacnucaHus.
Bepcus OnucaHue

2.06 [obaeneHa komaHga schedule.

3.61.1 schedule action

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3apatb OencTBuUS, BbIMOMHSAEMbIE COMMacHO Bbl6paHHOMy pacnncaHuto.

KomaHpaa ¢ npedmkcomM no OTMEHSIET AeNCTBure.

Oa
Ja
Ja

I (config-sched)>

action caction> anin» <hour» «dow»

I (config-sched)> no action [ <actions min> chour» «dow> ]

AprymeHT 3HauyeHue ‘OnwcaHMe
action start [encTteue Havana.
stop [encteune koHua.

min Uenoe 4yucno |MUHyTHI.

hour Llenoe uucno |Yacsl.

dow Yenoe uucso |OHn Hepenu, pasgeneHHble 3andatbiMu. 0 1
7 03Ha4aloT BOCKpeceHbe. * o3Ha4aeT
eXeaHEeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHue

2.06

[obasneHa komaHaa schedule action.

3.61.2 schedule description

OnucaHue

3apatb onvcaHve ang Bbl6paHHOF0 pacnncaHunsa.

Komanpa c I'Ipe(*)VIKCOM No CTUpaeT onncaHue.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Ja
Het

Het

I (config-sched)>  description «description

I (config-sched)> no description

AprymeHT 3HaveHue OnucaHue

description CTpoka TekcT onucaHus.

(config-sched)> description "Schedule for on/off Access Point"
Core::Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus OnucaHue

2.06 [obaeneHa komaHga schedule description.

3.62 service cloud-control

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntountb cnyx6y Cloud Control. [1na koppekTHoro 3anycka Tpebyetcs
WNHTEPHET-COEAMHEHME.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
[a

Het

I (config)>  service cloud-control

I (config)> no service cloud-control

(config)> service cloud-control
CloudControl::Agent: The cloud control service enabled.

Bepcus OnucaHue

2.05 [obaeneHa komaHaa service cloud-control.
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3.63 service dhcp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntountb DHCP-cepsep. Ecnu onsa 3anycka cry0bl HE4OCTaTOYHO HACTPOEK
(cm. ip dhep pool), cnyxba He BygeT oTBeyaTh No ceTu. Kak TonbKo HacTpoek
CTaHeT 4OoCTaTo4HO, Cryba BKMYMTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
Oa
Ha

Het

I (config)>  service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa service dhcp.

3.64 service dhcp-relay

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb petpaHcnaTop-DHCP. Ecnu gns 3anycka cry6bl He4oCTaToqHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxba He Byger oTBeyaTb Mo ceTh. Kak TonbKo HAaCTPOEK CTaHET LOCTAaTO4YHO,
cnyx6a BKMOYMUTCA aBTOMaTUYECKM.

KomaHga ¢ npedkCoM no OCTaHaBIMBAET CyXOy.
Oa
Ha

Het

I (config)>  service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa service dhcp-relay.
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3.65 service dns-proxy

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHnmn

Bkntountb DNS-npokcu. [1nst HaCTpOnKn napamMeTpoB Cry>XObl, NCNONb3ynTe

rpynny komang Pasgen 3.15 Ha cTpaHuue 69.
Het

Ja

Het
I (config)>  service dns-proxy

(config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

Bepcus OnucaHue

2.00 [obGaBneHa komaHga service dns-proxy.

3.66 service dpi

OnucaHue

Mpedukc no

MeHsieT HacTpoOMnKu

MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb cnyx6y DPI. T1o ymon4aHuio CepBUC OTKITHOYEH.
KomaHga ¢ npednkCcomM no oCTaHaBIMBAET CyXOy.

Oa

[a

Het

I (config)>  service dpi

I (config)> no service dpi

(config)> service dpi
Dpi::Manager: Enabled.

Bepcus OnucaHue

2.06 [obaeneHa komaHga service dpi.

3.67 service http

OnucaHue

Bkntounts HTTP-cepBep, KOTOpbIv NpeaocTaBnaeT nosb3oBaTesto
Web-uHTepdenc gns Hactponkn Keenetic Lite lIl.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

UcTopusa nameHeHun

KomaHpa c I'Ipe(*)VIKCOM NOo OCTaHaBlnnBaeT CJ'Iy)K6y.

[a
Oa

Het

| (config)>

service http

I (config)> no service http

(config)> service http
HTTP server enabled.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa service http.

3.68 service igmp-proxy

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

Uctopus nameHeHumn

3.69 service ipsec

OnucaHue

Bkntountb IGMP-npokcu. [1ns pabotbl crny6bl HE0OX0AMMO HanMymne OgHOro
nHTepgenca upstream n xotst 6bl ogHoro nHTepdenca downstream. Ecrnv gns
3anycka cnyx0bl He4OCTaTOYHO HACTPOEK, OHa He ByaeT paboTaTtb. Kak Tonbko
HaCTpOeK CTaHeT AOCTaTO4HO, cny>|<6a BKJTHOUYNUTCA aBTOMaTU4YECKW.

Komanpa c ﬂpe(bMKCOM No OoCTaHaBlnnBaeT CJ'Iy)K6y.

Da
Oa

Het

I (config)>

service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy
IGMP proxy enabled.

Bepcus

OnucaHue

2.00

[loGaBneHa komaHga service igmp-proxy.

3anyctutb cnyx6y /Psec. Mo ymonyaHuio cryxG6a oTKIoYeHa.

210

Keenetic Lite Il CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

KomaHpa c I'Ipe(*)VIKCOM NOo OCTaHaBlnnBaeT CJ'Iy)K6y.

Mpedukc no Oa
MeHsieT HacTpoMnKku Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I(config)> service ipsec
I (config)> no service ipsec
MNpumep (config)>service ipsec

IpSec: :Manager: Service enabled.

UcTopusa nameHeHun Bepcus

OnucaHue

2.06

[obGaBneHa komaHa service ipsec.

3.70 service ntp-client

OnucaHue Bkntounte NTP-KNNeHT.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.

Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbIi BBog  Hert

Cunoncune I (config)>  service ntp-client
I (config)> no service ntp-client
Mpumep (config)> service ntp-client

NTP client enabled.

UcTopusi uameHeHnint  |Bepcusi

OnucaHue

2.00

[obGaeneHa komaHaa service ntp-client.

3.71 service snmp

OnucaHue 3anyctutb cnyxby SNMP . o ymonyaHuto cny6a oTknodeHa.

Komanpga c I'Ipe(bVIKCOM No oCTaHaBlnnBaeT CJ'Iy)K6y.

Mpedukc no Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

3.72 service telnet

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

Uctopusa nameHeHumn

3.73 service udpxy

OnucaHue

Mpedukc no

Ja

Het

I (config)>

service snmp

I (config)> no service snmp

(config)> service snmp

Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp

Snmp: :Manager: SNMP service was disabled.

Bepcus

OnucaHue

2.08

[obaeneHa komaHga service snmp.

BkniounTh cepBep telnet, koTopbi NpegocTaBnAeT nonb3oBaTento nHTepdenc
KOMaHOHOW CTPOKM ANS HACTPOMKM YCTPOWUCTBA.

Komanpa c ﬂpe(bVIKCOM NOo OCTaHaBlnnBaeT CJ'Iy)K6y.

Ja
Oa

Het

I (config)>

service telnet

I (config)> no service telnet

(config)> service tel
Telnet server enabled.

Bepcus

OnucaHue

2.00

JobasneHa komaHaa service telnet.

BkntounTb cnyx6y udpxy.

KomaHga ¢ npedukcom no octaHaBnmBaeT Crnyxoy.

Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

3.74 service upnp

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

UcTopusa nameHeHun

Ja

Het

I (config)>

service udpxy

I (config)> no service udpxy

(config)> service udpxy
Udpxy: :Manager: a service enabled.

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa service udpxy.

Bkntountb cnyx6y UPnP.

Komanpa c ﬂpe(bMKCOM No OCTaHaBlnnBaeT CJ'Iy)K6y.

Ja
Oa

Het

I (config)>

service upnp

I (config)> no service upnp

Bepcus

OnucaHue

2.00

[lobaeneHa komaHga service upnp.

3.75 service vpn-server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

Bkntounts cepep VPN.

KomaHga ¢ npedukcom no octaHaenueaeT cnyxoy.

Ja
Ja

Het

I (config)>

service vpn-server

I (config)> no service vpn-server
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Mpumep

Uctopusa nameHeHun

3.76 show

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

(config)> service vpn-server
Core::Configurator: done.

Bepcus OnucaHue

2.04 [obGasneHa komaHaa service vpn-server.

[ocTtyn Kk rpynne komaHg ons npocMoTpa AnarHoctTuyeckon nHgopmaumm o
cucteme. Bce komaHgbl 9TOM rpynnbl HE U3BMEHAIOT CUCTEMHbIE HACTPOMKM.

Het
Het
Het

(show)

I (config)>  show

Bepcus OnucaHue

2.00 [obasneHa komaHaa show.

3.76.1 show associations

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb cnMcok 6ecnpoBoAHbLIX CTAHLMIA, CBSA3aHHbIX C TOYKOM gocTyna. Ecnu
BbINOMHWUTL KOMaHay 6e3 aprymeHTa, To Ha 3KpaH GyaeT BbiBeeH BeCb CNMUCOoK
6eCcnpoBOAHbLIX CTAHLWIA.

Het
Het
Het

Access Point

I (show)>  associations [ <name> ]

AprymeHT 3HavyeHue OnucaHue

name Ctpoka HaseaHwue Toukn goctyna. CnmMcok 4OCTYMNHbIX
Ans Bblbopa ToYek 4oCTyna MOXHO YBUAETb
BBeOs KomaHay associations ?.

(show)> associations GuestWiFi
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Uctopusa nameHeHun

station:
mac: 10:0b:a9:2f:d7:d0
ap: 1
authenticated: 1
txrate: 54
station:
mac: a0:88:b4:40:9c:98
ap: 1
authenticated: 1
txrate: 54
Bepcus OnucaHue
2.00 [lobaeneHa komaHga show associations.

3.76.2 show clock date

Moka3saTb TeKyllee CUCTEMHOE BpeMmsi.

OnucaHue
Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Het
Het

Het
I(shomo> clock date

(show)> clock date

date:
weekday: 4
day: 24
month: 5
year: 2012
hour: 23
min: 50
sec: 6
msec: 275
dst: inactive

tz:

locality: Moscow
stdoffset: 14400
dstoffset: -1

Bepcus

OnucaHue

2.00

[obasneHa komaHaa show clock date.
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3.76.3 show clock timezone-list

OnucaHue

[NokasaTb CANCOK OOCTYMHbIX YAaCOBbIX NMOACOB.

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

Het
Het

Het

CuHoncuc

Mpumep

I(show)> clock timezone-list

(show)> clock timezone-list

UcTopusa nameHeHunmn

timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
Bepcus OnucaHue
2.00 [obaeneHa komaHaa show clock timezone-list.

3.76.4 show crypto ike key

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

216

Moka3zaTb HopmaLmio o BbibpaHHOM krtode IKE. Ecnu BbINONHWUTL KOMaHay
6e3 aprymeHTa, TO BeCcb cnmcok /KE krntoven bynet BbiBEAEH HA 3KpaH.

Het

Het
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MHorokpaTHbii BBog  Hert

Cuuoncue I (show)> crypto ike key [name]
AprymeHThI AprymeHT 3Ha4yeHune OnucaHue
name CTpoka HasBaHune BbIGpaHHoro /KE kntoya.
Mpumep (show)> crypto ike key
IpSec:
ike key, name = test:
type: address
id: 10.10.10.10
ike key, name = test2:
type: any
id: »
UcTopusa usmeHeHnt  (Bepcus OnucaHune
2.06 [o6GaeneHa komanga show crypto ike key.
3.76.5 show crypto map
OnucaHue MokasaTb MHopMaLno 0 BbIDpaHHONM kpunTokapTte IPsec. Ecniv BbINONHUTD
KomaHay 6e3 aprymeHTa, TO BECb CMIMCOK KpUNTOKapT /Psec ByaeT BbiBeEH Ha
3KpaH.
Mpedukc no Het
MeHsieT HacTpoMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncnc I(showﬁ>crypto map [map - name]
AprymeHThI AprymeHT 3Ha4yeHune OnucaHue
map-name CTpoka HasBaHue BbIGpaHHON KpUMNTOKapThI.
Mpumep (show)> crypto map test
IpSec:
crypto map, name = test:
config:

remote peer: ipsec.example.com
crypto_ipsec profile name: profl
mode: tunnel
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local network:
net: 172.16.200.0
mask: 24
protocol: IPv4

remote network:
net: 172.16.201.0
mask: 24
protocol: IPv4

status:
primary peer: true

phasel:

name:
unique id:

ike state:
establish time:
rekey time:
reauth time:
local addr:
remote addr:
ike version:
local spi:
remote spi:
local init:

ike cypher:

ike hmac:

ike dh group:

test

572

ESTABLISHED
1451301596

0

1451304277
10.10.10.15
10.10.10.20

2
00abebfc9d90f1c2
3cd201ef496df75¢
yes

aes-cbc-256

shal

2

phase2 sa list:

phase2 sa, index = 0:

unique id:
request id:
sa_state:
mode:
protocol:
encapsulation:
local spi:
remote spi:
ipsec_cypher:
ipsec_hmac:
ipsec_dh group:
in bytes:

in packets:

in time:

out bytes:

out packets:
out time:
rekey time:
local ts:
remote ts:

304

185

INSTALLED
TUNNEL

ESP

yes

cab9bfcf
cde23d83
esp-aes-256
esp-shal-hmac

7152

115

1451302507

6008

98

1451302507
1451305159
172.16.200.0/24
172.16.201.0/24

state: PHASE2 ESTABLISHED
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UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHga show crypto map.

3.76.6 show dot1x

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
Tun nHTepcpenca
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

MokasaTb coctosHMe knmeHTa 802.1x Ha nHTepdence. [ins BO3MOXHOCTU
ynpaBneHus coctosHmem knuneHTa 802.1x Ha uHTepdpence gomnxkHa 6bITb
HaCTpoeHa aBTopm3aLums Npu nomoLLm rpynnel komaHg interface authentication.

Het
Het
Ethernet

Het

I (show)>  dotlx[interface]

AprymeHT 3HaueHue OnucaHue

interface Nms HasBaHue nHTepdelica Ethernet. Cnncok
MHTepgesica |QOCTYNHbIX ANsi Beibopa MHTEpPdEncoB
MOXHO yBUOEeTb BBeas komaHay dot1x 2.

(config)> show dotlx ISP
dotlx:
id: FastEthernet0/V1lan2
state: CONNECTING

Core::Configurator: done.

Bepcus OnucaHue

2.02 [obasneHa komaHaa show dot1x.

3.76.7 show dpi hosts

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

MokasaTb CNNCOK XOCTOB, onpeaeneHHbIX cnyx6on DPI, nx onepaumoHHyo
CUCTEMY N CMINCOK NPUMOXEHNIA Ha HUX.

Het
Het

Het

I (show)>  dpi hosts
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Mpumep (show)> dpi hosts

host:

mac: 20:aa:4b:5c:09:0e

class _name: unknown
device name: unknown

flow types:
flow type: skype

UcTopusa nameHeHun Bepcus

OnucaHue

2.06

[o6asneHa komaHaa show dpi hosts.

3.76.8 show drivers

OnucaHue
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

CuHoncuc

I (show)>

drivers

lNokasaTb CMCOK 3arpyXeHHbIX ApanBepoB aapa.

Mpumep

(show)> drivers

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:

rt2860v2 sta
546736
0

rt2860v2_ap
554192
2

rndis host
5024
0

dwc_otg
68416

lm
1344
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Uctopusa nameHeHun

subs: dwc otg, [permanent]

Bepcus

OnucaHue

2.00

JobaBneHa komaHaa show drivers.

3.76.9 show interface

MokasaTb faHHble yKadaHHOro MHTepderica. Ecnu BeINONHUTL KOMaHay 6e3
aprymeHTa, TO Ha 3KkpaH OygeT BbiBejeH BECb CMIUCOK CETEBbIX MHTEP(ENCOB.

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Het

Het

Het

IP

I (show)>  interface <name,

AprymeHT 3HayeHue OnucaHue

name Nms MonHoe ums nnn NnceegoHUM NHTepdeinca,
MHTEpgesica |MHopmMauuo o KoTopom Tpebyetcs

oTObOpa3snThb.

Mpumep 3.1. MpocMoOTp COCTOSAHMA NOPTOB KOMMYyTaTOopa

KomaHga show interface BbiBOAUT pasnuyHyo MHGOOPMAaLMIO B 3aBUCUMOCTM OT
TMna uHTepdenca. B yactHocTn, ana kommyTtaTopa FastEthernetd oHa nomumo
0o6LLUMX cBEAEHMI NOKa3blBAET TEKyLLEee COCTOAHNE (U3NYECKNX MOPTOB, CKOPOCTb

n aynnekc.

config)> show interface FastEthernet0

index: 0
type: Switch
description:

state: up

link: up

port, index = 1:
link: up
speed: 106M

duplex: full

port, index = 2:

link: down
speed:
duplex:
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port, index = 3:

link: down
speed:
duplex:
port, index = 4:
link: down
speed:
duplex:
port, index = 5:
link: up
speed: 100M

duplex: full

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga show interface.

3.76.10 show interface bridge

OnucaHue [NokasaTb COCTOSIHME MHTEepdenca MocTa.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert
Tun nutepcpenca Bridge

CuHoncuc I (show)> interface name> bridge

AprymeHTbI AprymeHT 3HaueHue Onucanue

name Wmsa nHTepgerica|lNonHoe NMst UNu NCeBOOHUM
nHTEepgenca, uHpopmauumo o
KOTOpoM TpebyeTcst oTobpasunTh.

Buisoa 3nemeHT 3HaueHue
members KopHeBon y3en.
interface Nms nHtepdenca.
link CocTosiHMe coegmHeHust nHtepdenca.
inherited Mpn3Hak HacnegoBaHus.
Mpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.03

HobaeneHa komaHaa show interface bridge.

3.76.11 show interface channels

OnucaHue
Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

BbiBOa

Mpumep

MokasaTb gaHHblE O KaHanax ykasaHHoro 6ecnpoBOAHOrO UHTepdenca.

Het
Het
Het

Radio

I(shom0> interface (name»> channels

AprymeHT 3HaveHue OnucaHue
name Nms lMonHoe nms nnn NncesgoHUM NHTepdeinca,
MHTEpgerica |MHopmauuo o KoTopom Tpebyercs
oTobpasunTb.
AnemeHT 3HayeHue
channels KopHeBon yzern.

channel, index

Homep 3arnncu B Crincke.

number

Homep kaHana.

ext-40-above

BoamMOXXHOCTb paclmpeHna KaHana BBepx.

ext-40-below

Bo3moxHOCTb paclmpeHna KaHana BHU3.

vhc-80

Bo3moxHOCTb paclumnperunst kaHana go 80 MIu.

(show)> interface WifiMaster@® channels

channels:
channel, index = 0:

number: 1

ext-40-above: yes
ext-40-below: no

vht-80: yes

channel, index = 1:

number: 2

ext-40-above: yes
ext-40-below: yes

vht-80: yes

channel, index = 2:

number: 3
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UcTopusa nameHeHun

3.76.12 show interface country-codes

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

Tun nHTepcpenca

224

ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 8

ext-40-above: yes

ext-40-below: yes

vht-80: yes
Bepcus OnucaHue
2.03 [obaeneHa komaHga show interface channels.

Het
Het
Het

Radio

[NokasaTb CIMCOK JOCTYMNHbIX KaHanoB Ha paguo-uHTepgence.
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CuHoncuc

AprymeHThI

BbiBOa

Mpumep

Uctopusa nameHeHumn

3.76.13 show interface mac

OnucaHue

Mpedoumkec no

I(shom0> interface (name»> country-codes

AprymeHT 3HayeHue OnucaHue

name Wmsa nHTepgerica|lNonHoe NMst N NCeBOOHUM
UHTepdenca, nHpopmaumio o
KOTopoM TpebyeTcsi oTo6pasunTb.

AnemMeHT 3HayeHue

country-codes

KopHeBon y3en.

code

Kopg cTtpaHbl.

country

HasBaHue cTpaHbl.

(show)> interface WifiMaster® country-codes

country-codes:

country-code:

code: AL
country:

country-code:

code: DZ
country:

country-code:

code: AR
country:

country-code:

code: AM
country:

country-code:

Albania

Algeria

Armenia

Argentina

code: AU
country: Australia
Bepcus OnucaHue
2.03 [o6GaeneHa komaHga show interface country-codes.

MokasaTtb Tabnmuy MAC-agpecoB kKommyTaTopa.

Het
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MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Tun nntepcpenca Switch
Cunoncuc I (show)>  interface (names mac
AprymeHTbI AprymeHT 3HaveHue OnucaHue
name Nms MonHoe nms nnn NncesgoHUM NHTepdeinca,
MHTEepgesica |MHpopMauuo o KoTopoM Tpebyetcs
oTObOpasnTb.
Mpumep (show)> interface FastEthernet0 mac
Port MAC Aging
1 20:6a:8a:1a:58:€9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00: fc 7
UcTopus nameHeHun Bepcus OnucaHue
2.00 [obaeneHa komaHga show interface mac.
3.76.14 show interface rf e2p
OnucaHue lMokasaTb TeKyllee COAepPKMMOE BCEX SUeeK KanMbpoBOYHbIX AaHHbIX.
Mpedukc no Het
MeHsieT HacTpouKu Het
MHorokpaTHbI BBog  Hert
Tun nHTepcpenca Radio
Cunoncuce I (show)>  interface name> rf e2p
AprymeHThI AprymeHT 3HayeHue OnucaHue
name Umsa MonHoe ums nnn NncesgoHUM NHTepdeinca,
MHTEpgesica |MHopMauuo o KoTopoM Tpebyetcs
oTobpasunThb.
MNpumep (show)> interface WifiMaster® rf e2p

[0x0000]:5392 [0x0002]:0103 [0x0004]:43EC [0x0006]:04F6
[0x0008]:042B [0x000A]:5392 [0x000C]:1814 [OxO00E]:8001
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[0x0010]
[0x0018]
[0x0020]
[0x0028]
[0x0030]
[0x0038]:
[0x0040]
[0x0048]
[0x0050] :
[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]
[0x0080] :
[0x0088]
[0x0090]
[0x0098] :
[0x00A0]
[0x00A8]
[0x00BO] :
[0x00B8]
[0x00CO]
[0x00C8] :
[0x00DO]
[0x00D8]
[0XO0EO]
[0XOOE8]
[0XO0F0]
[OXO0F8] :
[0x0100]
[0x0108]
[0x0110]:
[0x0118]
[0x0120]
[0x0128]:
[0x0130]
[0x0138]
[0x0140]:
[0x0148]
[0x0150]
[0x0158]:
[0x0160]
[0x0168]
[0x0170]:
[0x0178]
[0x0180]
[0x0188]:
[0x0190]
[0x0198]
[0x01A0]
[0x01A8]
[0x01BO]
[0x01B8] :

:0000
10001
:FFFF
:43EC
: 758E

FFFF

:88CC
:0000

FFFF

11011
11111
:1313
:00F1
10000

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF
: AAAA
: AAAA
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF

FFFF

[0x0012]
[0x001A]
[0x0022]
[0x002A]
[0x0032]
[0x003A]
[0x0042]
[0x004A]

[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]

[0x008A]
[0x0092]

[0x00A2]
[Ox00AA]

[0x00BA]
[0x00C2]

[0x06D2]
[Ox00DA]
[Ox00E2]
[OXO0EA]
[0x00F2]

[0x0102]
[Ox010A]

[0x011A]
[0x0122]

[0x0132]
[Ox013A]

[0x014A]
[0x0152]

[0x0162]
[Ox016A]

[Ox017A]
[0x0182]

[0x0192]
[0x019A]
[0x01A2]
[Ox01AA]
[6x01B2]

15392
: FFBA
:FFC1
:04F6
14301
:012D
:FFFF
10000
[0x0052]:
:1010
11211
11413
:1133
10000
[0x0082]:
:FFFF
:FFFF
[Ox009A] :
:FFFF
:FFFF
[0x00B2] :
:FFFF
:FFFF
[0x0OCA] :
:FFFF
:FFFF
16688
16688
:FFFF
[OxO0FA] :
:FFFF
:FFFF
[0x0112]:
:FFFF
:FFFF
[0x012A]:
:FFFF
:FFFF
[0x0142]:
:FFFF
:FFFF
[0x015A]:
:FFFF
:FFFF
[0x0172]:
:FFFF
:FFFF
[0x018A]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x01BA]:

1111

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0014]
[0x001C]
[0x0024]
[0x002C]
[0x0034]

[0x0044]
[0x004C]

[0x005C]
[0x0064]

[0x0074]
[0x007C]

[0x008C]
[0x0094]

[0x00A4]
[0x00AC]

[0x00BC]
[0x00C4]

[0x00D4]
[0x006DC]
[0x00E4]
[0x00EC]
[0x00F4]

[0x0104]
[0x010C]

[0x011C]
[0x0124]

[0x0134]
[0x013C]

[0x014C]
[0x0154]

[0x0164]
[0x016C]

[0x017C]
[0x0184]

[0x0194]
[0x019C]
[0x01A4]
[0x01AC]
[0x01B4]

:1814
10213
19201
:052B
:FF22
[0x003C] :
:FFOA
:0000
[0x0054] :
:1010
11212
[0x006C] :
:0000
:0000
[0x0084] :
:FFFF
:FFFF
[0x009C] :
:FFFF
:FFFF
[0x00B4] :
:FFFF
:FFFF
[6x00CC] :
:FFFF
:FFFF
:AAAA
:AAAA
:FFFF
[0XOOFC] :
:FFFF
:FFFF
[0x0114]:
:FFFF
:FFFF
[0x012C]:
:FFFF
:0000
[0x0144] :
:FFFF
:FFFF
[6x015C] :
:FFFF
:FFFF
[0x0174] :
:FFFF
:FFFF
[6x018C] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x01BC] :

FFFF

1111

1414

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0016]
[Ox001E]
[0x0026]
[0x002E]
[0x0036]
[Ox003E]
[0x0046]
[Ox004E]

[OxO05E]
[0x0066]
[Ox006E]
[0x0076]
[OxO07E]

[OxO08E]
[0x0096]

[0x00A06]
[0xO0AE]

[OxO0BE]
[0x00C6]

[0x00D6]
[0xO0DE]
[0x00E6]
[OxO0EE]
[0x00F6]

[0x0106]
[Ox010E]

[0x011E]
[0x0126]

[0x0136]
[0x013E]

[Ox014E]
[0x0156]

[0x0166]
[Ox016E]

[Ox017E]
[0x0186]

[0x0196]
[0x019E]
[0x01A6]
[OxO1AE]
[0x01B6]

10000
:FFFF
:FFFF
:FFFF
:0025
: FAD9
10000
:FFFF
[0x0056] :
:1010
11312
12264
:FC62
10000
[0x0086] :
:FFFF
:FFFF
[0x009E] :
:FFFF
:FFFF
[0x00B6] :
:FFFF
:FFFF
[0x0OCE] :
:FFFF
16666
16688
16688
:FFFF
[OXOOFE] :
:FFFF
:FFFF
[0x0116]:
:FFFF
:FFFF
[0x012E] :
:FFFF
:FFFF
[0x0146] :
:FFFF
:FFFF
[0x015E] :
:FFFF
:FFFF
[0x0176]:
:FFFF
:FFFF
[0x018E] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x01BE] :

1111

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF
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Uctopusa nameHeHun

[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO] :FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [Ox01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
[OXO1EO] :FFFF [Ox01E2]:FFFF [OxO01E4]:FFFF [Ox01E6]:FFFF
[0XO1E8]:FFFF [Ox01EA]:FFFF [OxO1EC]:FFFF [OXO1lEE]:FFFF
[0xO1FO]:FFFF [Ox01F2]:FFFF [OxO01F4]:FFFF [Ox01F6]:FFFF
[0xO1F8]:FFFF [Ox01FA]:FFFF [OxO1FC]:FFFF [OXxO1FE]:FFFF
Bepcus OnucaHue

2.04 [o6GasneHa komaHga show interface rf e2p.

3.76.15 show interface stat

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

lNokasaTb CTaTUCTUKY NO MHTEPIENCY.

Het

Het

Hert

I (show)>  interface name> stat

AprymeHT 3HavyeHue OnucaHue

name Wmsa MonHoe umsa nHTepdenca nnm NCEBLOHNM.
MHTEpgelica

(show)> interface Home stat

rxpackets: 564475

rxbytes: 68729310

rxerrors: 0

rxdropped: 0

txpackets: 796849

txbytes: 870960214

txerrors: 0

txdropped: 0

Bepcus

OnucaHue

2.00

[obasneHa komaHaa show interface stat.
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3.76.16 show interface wps pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

BbiBog

Mpumep

UcTopusa nameHeHum

Mokasate WPS PIN Toukn goctyna.

Het

Het

Het

WiFi

I (show)>  interface <name> wps pin

AprymeHT 3HayeHue OnucaHue

name Ums [MonHoe umsa uHTepdenca unm NCesaoHNM.
MHTepdelica

AnemeHT 3HayeHue

pin Homep PIN.

(show)> interface WifiMaster0/AccessPoint0 wps pin

pin: 60180360

Bepcus

OnucaHue

2.00

HobaeneHa komaHaa show interface wps pin.

3.76.17 show interface wps status

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbl

MokasaTtb ctatyc WPS Touku goctyna.

Het

Het

Het

WiFi

I (show)>  interface (name> wps status

AprymeHT 3HauyeHue OnucaHue

name Nms MonHoe ums nHTepderca nnm NCeBAOHNM.
nHTEpgeica
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BbiBoa

Mpumep

UcTopusa nameHeHum

OnemMeHT 3Ha4yeHue
wps KopHeBon y3en.
configured HactpoeH nu WPS anga gaHHOM Touku gocTyna.
auto-self-pin CocTtosiHme pexuma auto-self-pin.
status disabled
enabled
active
direction send
receive
mode pbc
self-pin
peer
left Bpems 0o 3aKpbITUSI CECCUU B CEKYHAAX.

(show)> interface WifiMaster0/AccessPoint0@ wps status

wps:
configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite

Bepcus OnucaHue

2.00 [obaeneHa komaHga show interface wps status.

3.76.18 show ip arp

OnucaHue
Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

OtobGpaxxaeTt cogepxnmoe kewa ARP.
Het
Het
Het

I (show)> iparp

(show)> ip arp

IP MAC Interface
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Uctopusa nameHeHun

192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e€:07:1d  Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc  Home
10.10.30.34 a0:88:b4:40:9¢:98 GuestWiFi
192.168.75.203 7c:61:93:€€:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:¢9:¢c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP
Bepcus OnucaHue

2.00 HobasneHa komaHaa show ip arp.

3.76.19 show ip dhcp bindings

OnucaHue

Mpedumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTtb ctatyc DHCP-server. Ecnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO Ha

3KpaH OyaeT BbiBeleH BeCb CNMCOK BblaeneHHbIX |P ans Bcex nynos.

Het

Het

Hert

I(shom0> ip dhcp bindings [ (pooDs ]
AprymeHT 3HaveHue OnucaHue
pool CTpoka Nmsa nyna.

(show)> ip dhcp bindings _WEBADMIN

le

h
le

h

ase:

ip:

mac:
expires:
ostname:

ase:

ip:

mac:
expires:
ostname:

192.168.15.211

00:26:c7:4a:€0:

289
lenovo

192.168.15.208

00:19:d2:48:d6:

258
evo

16

dc
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa show ip dhcp bindings.

3.76.20 show ip dhcp pool

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

MokasaTb nHopmaumio 06 onpegeneHHom nyne. Ecnv BeinonHuTe komaHady 6e3
aprymeHTa, TO Ha 3KpaH Oyaet BbiBeaeHa MHdopmaLmsi 060 BCcex nynax CUCTEMbI.

Het
Het

Het

I (show)>  ip dhcp pool [ «pools]

AprymeHT 3HayeHue OnucaHue

pool Ctpoka Nmsa nyna.

(show)> ip dhcp pool 123

pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0

router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no

Bepcus OnucaHue

2.03 [obaeneHa komaHga show ip dhcp pool.

3.76.21 show ip name-server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

MokasaTb cnuncok Tekywmux agpecos DNS-cepeepoB B nopsgke ybbiBaHWS
npuopuTera.

Het
Het

Het

I (show)>  ip name-server
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Mpumep

Uctopusa nameHeHun

(show)> ip name-server

server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130
domain: zydata.ru

global: yes
Bepcus OnucaHue
2.00 [o6GasneHa komaHga show ip name-server.

3.76.22 show ip nat

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

MokasaTb Tabnmuy TpaHCNALUN CETEBLIX aApECOB.
Het
Het

Het

I(shom0> ip nat [tcp]

AprymeHT 3HaveHue OnucaHue
tcp Knwyesoe Tonbko 3anucu ¢ Tunom TCP 6yayT
c/10BO BblBeJEeHbl Ha 3KpaH.

(show)> ip nat

Type | In | Source Port Destination Port Packets
| Out |

udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1

tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
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Uctopusa nameHeHun

84.201.228.162 44423 82.138.7.164 6482 16

tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1

Bepcus

OnucaHue

2.00

HobasneHa komaHga show ip nat.

3.76.23 show ip route

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

MokaszaTtb TekyLlylo Tabnuuy MapLipyTM3auum.

Het
Het

Het

I (show)>  ip route[sort«criteria>«direction]

AprymeHT 3HavyeHue OnucaHue
direction ascending |3anucu Tabnuubl MapwpyTusauum dygyT
YNOPSiAOYEHbI NO BO3pacTaHuIo.
descending |3anucu Tabnuubl mapLipyTusaumm byoyT
ynopsiiodeHbl No yobIBaHUIO.
criteria interface |CopTupoBka 3anvcen OyaeT ocyllecTBneHa

no UMeHn nHtepdenca.

gateway CopTupoBka 3anucen 6ygeTt ocyLLecTBIeHa
no agpecy Lnw3a.

destination|CopTupoBka 3anucen byaeT ocyLlecTBreHa
no agpecy HasHa4eHwus.

(show)> ip route sort destination ascending

Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
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89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
UcTopus nsmeHeHun Bepcus OnucaHue
2.00 [o6GasneHa komaHga show ip route.
3.76.24 show ipsec
OnucaHue Mokasatb uHopmaumto o coctosaHumn IPsec/IKE cnyx6bl strongSwan.
Mpedumkc no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert

CuHoncuc

Mpumep

I(shom0> ipsec
(show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c_r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES_CBC=256/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o

Keenetic Lite Il CnpaBo4HUK kOMaHA

235




Masa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes

test{304}: 172.16.200.0/24 === 172.16.201.0/24
Bepcus OnucaHue
2.06 [o6GasneHa komaHaa show ipsec.

3.76.25 show ipv6 addresses

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

lMokasaTb cnncok Tekywux IPv6-agpecos.
Het
Het

Het
I(shomo> ipv6 addresses

(show)> ipv6 addresses

address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:ceb5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite

Bepcus OnucaHue

2.00 [obGaeneHa komaHga show ipv6 addresses.

3.76.26 show ipv6 prefixes

OnucaHue

Mpedukc no

MokasaTtb cnucok Tekywmx IPv6-npedukcos.

Het
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Het

Het
I(shomo> ipv6 prefixes

(show)> ipv6 prefixes

prefix:
prefix: 2001:db8::/64
interface: ISP
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd3c:4268:1559::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
prefix:
prefix: fd0l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
Bepcus OnucaHue
2.00 [obGaeneHa komanga show ipv6 prefixes.

3.76.27 show ipv6 routes

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA

CuHoncuc

Mpumep

MokasaTb cnucok TekyLwimx IPv6-mapLupyToB.

Het
Het

Het

I(shom0> ipv6 routes

(show)> ipv6 routes

route :
destination:
gateway:
interface:

route :
destination:
gateway:
interface:

route :

2001:db8::/64
Home
fd3c:4268:1559::/64

Home
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Uctopusa nameHeHun

3.76.28 show last-change

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

destination: fd01:db8:43::/64
gateway:
interface: Home

Bepcus

OnucaHue

2.00

[obGasneHa komaHaa show ipv6 routes.

lNokasaTb KTO U Korga nocrneaHnin pas BHOCUIT U3MEHEHUS B HACTPOMKM.

Het
Het

Het

I (show)>

last-change

(show)> last-change

date: Thu, 12 Jul 2012 10:01:47 GMT

agent: cli
Bepcus OnucaHue
2.00 HobasneHa komaHaa show last-change.

3.76.29 show log

MokaszaTb cogepXXMMoe CMCTEMHOTO XXypHara (3anvMcu, KoTopble COXpPaHUITUCh B
umknunyeckom bydepe), a Takke HOBbIE 3anncu No Mepe Kx noctynnexHus. KomaHaa
paboTaeT B )OHOBOM peXnUMe, TO ECTb A0 NPUHYAUTENBbHON OCTaHOBKU
nonb3oBaTenem no Haxatuio [Ctrl]+[C].

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Het

Het

Het

I (show)>  log [ wmax-1lines>][once]

AprymeHT 3HauyeHue OnucaHue

max-lines Uenoe uucno |Konnyectso Bo3BpaLLaeMbIX CTPOK JIOroB.
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AprymeHT 3HayeHue OnucaHue
once KnwyeBoe MokasaTb TekyLmi nor u BoliTK B CLI.
CJ10BO
Mpumep (show)> log
Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster@/AccessPoint0: »
STA(d8:b3:77:36:05:c1) had

deauthenticated.

UcTopusa usmeHeHnt  (Bepcus OnuncaHne

2.00

[o6GaeneHa komaHga show log.

3.76.30 show ndns

OnucaHue Mokasatb napameTpbl KeenDNS, nony4eHHble U3 nocrneaHero 3anpoca Ha cepeep
(cm. komangbel ndns get-booked 1 ndns get-update).

Mpeduke no Het
MeHsieT HacTpoMnKu Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(shom0> ndns
Mpumep (show)> ndns
name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56

Keenetic Lite Il CnpaBo4HUK kOMaHA

239




Masa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

updated: yes
access: direct

ttp:
direct: yes

interface: GigabitEthernetl
address: 41.189.34.56

Bepcus OnucaHue

2.07 [obaeneHa komaHga show ndns.

3.76.31 show netffilter

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

UcTtopusa nameHeHun

MokasaTb MHopmaLmio o0 paboTe ceTeBoro skpaHa. Heobxogmumo ans
obecnedeHus yganeHHon TexnoaaepxKu.

Het
Het

Het

I (show)>  netfilter

Bepcus OnucaHue

2.00 JobasneHa komaHaa show netffilter.

3.76.32 show ntp status

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

lNokasaTb cnuctemMHble HacTponkn NTP.
Het
Het

Het
I(show)> ntp status

(show)> ntp status

status:
elapsed: 168141
server: 2.pool.ntp.org
synchronized: yes
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.00 [obGaeneHa komaHaa show ntp status.

3.76.33 show ping-check

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHThbl

Mpumep

UcTopusa nameHeHum

Mokasatb uHopmaumto o npocdune Ping Check. Mpn ncnonb3oBaHumn KOMaHabl

6e3 aprymeHTa BbIBOASATCS AaHHbIe 060 BCeX NpOUnsx.

Het
Het
Het
I(shom0> ping-check [ (profile name> ]
AprymeHT 3HayeHue OnucaHue

profile name CTpoka

HassaHue npoduns.

(show)> ping-check

pingcheck:
profile:
host:
port:
max-fails:
timeout:
mode:

interface:

TEST
8.8.8.8
80

7

1
connect

ISP

fail count: 0
status: pass

pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
Bepcus OnucaHue
2.04 HobasneHa komaHaa show ping-check.
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3.76.34 show running-config

OnucaHue [NokasaTb TekyLme HaCTPONKN, KOTOpble coaepXXuT dhann
system:running-config TOYHO TaK e, Kak 9TO AenaeT KoMaHga more

Mpedukc no Het
MeHsieT HacTpouKu Het
MHorokpaTHbii BBog  Hert

CuHoncuc I(shom0> running-config

Mpumep (show)> running-config
I $$$ Model: ZyXEL Keenetic
I $$$ Version: 2.0
I $$$ Agent:
I $$$ Last change: Fri, 13 Jul 2012 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
clock timezone Moscow
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|
access-list _WEBADMIN_ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
|
isolate-private
dyndns profile ABCD
|
dyndns profile WEBADMIN
type dyndns
|
interface FastEthernet0

up
I

interface FastEthernet0/0
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switchport mode access
switchport access vlan 1
|
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up
!
ip route 82.138.7.141 ISP auto
ip route 82.138.7.132 ISP auto
ip route 82.138.7.27 PPTPO auto
ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home
|
ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi
|
ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:
ip nat Home

05 1.1.1.1
06 1.1.1.2
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ip nat GuestWiFi
ipv6 subnet Default
bind Home
number 0
mode slaac
|
ipv6 local-prefix default
no ppe
upnp lan Home
torrent
rpc-port 8090
peer-port 51413
|
user admin
password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp
|
user test
password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly
|
service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp

cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive
!
!
!
UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.00 HobasneHa komaHga show running-config.
3.76.35 show self-test
OnucaHue lMokasaTb COBOKYMHYH MHpOPMaLIMIO O CUCTEMHOW akTUBHOCTU. Heobxoanumo

anga obecneveHns yganeHHoN TeXNoaaepKKu.
Mpedoumkec no Het

MeHsieT HacTpouku Het
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MHorokpaTHbIl BBOA

CunHoncuc

UcTopusa nameHeHunmn

Het

I (show)>  self-test

Bepcus OnucaHue

2.00 [obaeneHa komaHaa show self-test.

3.76.36 show site-survey

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

MokaszaTb JOCTyNHble 6GecnpoBOAHbIE CETU.
Het
Het
Het

Radio

I (show)>  site-survey (name»

AprymeHT 3HavyeHue OnucaHue

nHTepperica |Cnmcok OCTYNHbLIX Ang Bblibopa
NHTepdencoB MOXHO YBUAETL BBEAS
KomaHgy site-survey ?.

name Wmsa MonHoe umsa nHTepdenca nnm NCEBOOHNM.

(show)> site-survey WifiStation0

ESSID MAC Ch Rate Q
ZyXEL Keenetic 00:23:f8:5b:d3:f5 11 300Mbit/s 100
NDM Systems, Inc. 00:23:f8:5b:d3:f4 11 300Mbit/s 100
NATS 40:4a:03:b4:5d:18 4 54Mbit/s 34
Bepcus OnucaHue

2.00 [obGaeneHa komaHga show site-survey.

3.76.37 show skydns profiles

OnucaHue
Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIl BBOA

BbiBecTu crnvcok npodunen SkyDNS.
Het
Het

Het
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CuHoncuc

Mpumep

UcTopusa nameHeHun

I(shom0> skydns profiles

(show)> skydns profiles

profile:
name: Main
token: 821766297
profile:
name: Kids
token: 840106815

SkyDns::Client: Profile list is loaded.

Bepcus OnucaHue

2.01 [o6GasneHa komaHga show skydns profiles.

3.76.38 show skydns userinfo

OnucaHue
Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopus nameHeHunmn

MokasaTb nHpopmaumto o nonb3oearene SkyDNS.

Het
Het

Het

I(shom0> skydns userinfo

(config)> skydns userinfo
plan:

name: Premium
code: PREMIUM

SkyDns::Client: SkyDNS info is loaded.

Bepcus OnucaHue

2.01 HobasneHa komaHaa show skydns userinfo.

3.76.39 show system

OnucaHue

Moka3zaTb 0bLLee COCTOsIHUE CUCTEMDI.

OCHOBHbIe cBeeHUsA O COCTOSIHUU CUCTEMbI

©® 3arpyska LeHTpanbHOro npoLeccopa, B NpoLeHTax.
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Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

® VHdopmauns o 3aHATON M UMEKOLLENCS B HAaNM4YumM NaMmsaTu, B kunobanTax.
© UHudopmauusa 06 ucnonb3osaHum anna nogkadku, B knnobantax.
O Bpewms paboTbl cMCTEMBI C MOMEHTA 3anycka, B CeKyHaax.

Het
Het

Hert
I (show)>  system

(config)> show system

hostname: Undefined
domainname: WORKGROUP

cpuload: 0 ©
memory: 13984/28976 ©
swap: 0/0 ©

uptime: 153787 ©

Bepcus OnucaHue

2.00 [obGaeneHa komaHga show system.

3.76.40 show tags

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHum

MokasaTb JOCTYMNHbIE NONb30BATENbLCKME TETU.
Het
Het
Het
I (show)>  tags
(show)> tags
tag: cli

tag: readonly
tag: printers

tag: cifs
tag: http
tag: ftp

tag: torrent

Bepcus OnucaHue

2.00 [obasneHa komaHaa show tags.
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3.76.41 show upnp redirect

OnucaHue MokasaTtb npaBuna TpaHcnsumm noptoB UPnP. Ecnu BLINOMHUTL KOMaHay 6e3
aprymeHTa, TO BECb CMMCOK NpaBwi TpaHcnsaumm 6yaeT BoiBe4eH Ha 3KpaH.

Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Tun nntepcpenca P
Cunoncuce I (show)>  upnp redirect [( (protocols <interfaces ¢port>) | <index> ]
AprymeHTbI AprymeHT 3HayeHue ‘Onwcal-wle
protocol tcp Ha akpaH G6yayT BbiBeaeHbl npasuna TCP.
udp Ha akpaH G6ygyT BbiBegeHbl npasuna UDP.
interface Ums Ha akpaH GyayT BbiBeAeHbI NpaBuna ¢
MHTepPesica |ykasaHHbIM UHTEpdENCcoM.
port lenoe uucno |Ha sakpaH OyayT BbiBeAEHbI NMpaBuna ¢
yKa3aHHbIM MOPTOM.
index Lenoe uucno |Ha akpaH 6yaeT BbiIBEAEHO NpaBumo ¢
yKa3aHHbIM MOPSAKOBbIM HOMEPOM.
Mpumep (show)> upnp redirect udp ISP 11175
entry:
index: 1
interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
packets: 0
bytes: 0
MCTOpVIﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe
2.00 [obGaeneHa komanga show upnp redirect.
3.76.42 show version
OnucaHue MokasaTb BEpCUMIO MUKPONPOrpaMmbl.
Mpedukc no Het
MeHsieT HacTpouku Het
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MHorokpaTHbii BBog  Hert

CuHoncuc I(ShOWO> version

Mpumep (show)> version

release: v2.00(BFW.3)B7

date: 20 Jun 2012

arch: mips
manufacturer: ZyXEL Communications Corp.

vendor: ZyXEL

series: Keenetic series

model: Keenetic

hw _revision: A
device: Keenetic
class: Internet Center

MCTOpMﬂ U3MeHeHUn Bepcun OnucaHue

2.00 [obasneHa komaHaa show version.

3.76.43 show vpn-server

OnucaHue MokasaTb Tekywme nogknodeHus k cepsepy VPN.
Mpedukc no Het
MeHsieT HacTpouKu Het

MHorokpaTHbii BBog  Hert

CuHoncue I(shom0> vpn-server

Mpumep (show)> vpn-server

tunnel:
clientaddress: 172.16.1.33
username: printer
uptime: 94

statistic:
rxpackets: 1627
rxbytes: 276543
rxerrors: 0
rxdropped: 0
txpackets: 1504
txbytes: 652230
txerrors: 0
txdropped: 0

Core::Configurator: done.
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.04

[obGaBneHa komaHaa show vpn-server.

3.77 skydns

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
BxoxageHue B rpynny

CuHoncuc

Uctopus nameHeHumn

HocTtyn k rpynne komaHg Ansa HacTporiku napameTtpos SKyDNS.

Het
Het
Het

(skydns)

| (config)>

skydns

Bepcus

OnucaHue

2.01

[o6GaeneHa komaHga skydns.

3.77.1 skydns assign

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

UcTopusa nameHeHun

HasHaunTb TokeH gna xocta (MAC-agpeca).

Oa
Oa
Ja

| (skydns)>

assign ( «mac> <token | ctokens )

I (skydns)> no assign [ (mac> ]

AprymeHT 3HayeHue OnucaHue

mac MAC-appec |MAC-agpec, KOTOPOMY Ha3Ha4YaeTCs TOKEH.

token Yenoe uucno |oeHTndukaumoHHbIn HoMep npoduns
dunsTpauun.

Bepcus OnucaHue

2.01 HobasneHa komaHaa skydns assign.

3.77.2 skydns check-availability

OnucaHue

MpoBepuTb [OCTYNHOCTL Cryx0bl SKYDNS.

250

Keenetic Lite Il CnpaBo4HUK kOMaHA




maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHun

Het
Het

Het
I (skydns)>  check-availability

(skydns)> check-availability

available
Bepcus OnucaHue
2.06 Hobaenena komaHaa skydns check-availability.

3.77.3 skydns enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

Bkntountb cryx0y SkyDNS.

KomaHaa ¢ npedukcom no octaHaenveaeT Cnyxoy.
Oa

Ha

Het
I (skydns)>  enable

I (skydns)> no enable

(skydns)> enable
SkyDns::Client: SkyDNS is enabled.

Bepcus OnucaHue

2.01 HobaBneHa komaHaa skydns enable.

3.77.4 skydns login

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

Ykasatb NoruH ang yyetHow 3anvcu SkyDNS.

KomaHga ¢ npedukcom no cbpacbiBaeT BCe HACTPOMKN YHETHOW 3amnmncu.
[a

Oa

Het
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Cunoncuce I (skydns)>  login «logins [ <password> ]
I (skydns)> no login
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
login CTpoka JlornH yyetHom 3anncu SkyDNS.
password Crpoka Maponb y4yeTHom 3anucu SkyDNS.
Mpumep (skydns)> login test_user 1234
MCTOpVISl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe
2.01 [o6GaeneHa komaHga skydns login.

3.77.5 skydns password

OnucaHue YkasaTb naponb Ang yyetHoun 3anucu SkyDNS.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbii BBog  Hert

CuHoncuc I (skydns)>  password (password»
I (skydns)> no password
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
password Ctpoka Maponb y4eTHomn 3anucn SkyDNS.
Mpumep (skydns)> password 7654
MCTOpMﬂ M3MeHeHV“\;| Bepcun OnucaHMe
2.01 HobaeneHa komaHaa skydns password.

3.78 snmp community

OnucaHue 3apaTtb HoBoe uMsa ana SNMP coobuwecTtsa. 1o ymonyaHuio, Ncnonb3yeTcs
cTaHgapTHoe ums public.

KomaHaa ¢ npedunkcom no Bo3BpaLLaeT 3Ha4YeHNe No YMOIYaHuHo.

Mpedoumkc no Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

Ja

Het

I (config)>  snmp community <community>

I (config)> no snmp community

AprymeHT 3HauyeHue OnucaHue

community CTpoka Hoeoe HasBaHWe coobluecTBa.

(config)> snmp community Co_test

Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community

Snmp: :Manager: SNMP community reset to "public".

Bepcus OnucaHue

2.08 [oGaBrneHa komaHga snmp community.

3.79 snmp contact

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHumn

MpucBouTb KOHTakTHOE UMA SNMP areHTy. Mo ymonyaHunio UMs He onpeaeneHo.

KomaHpa ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa
Oa

Het

I (config)>  snmp contact <contact,

I (config)> no snmp contact

AprymeHT 3HauyeHue OnucaHue

contact Ctpoka

KoHTakTHasa nHgopmaums SNMP.

(config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact

Snmp: :Manager: SNMP community info reset.

Bepcus OnucaHue

2.08 [oGaBneHa komaHga snmp contact.
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3.80 snmp location

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

3.81 system

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

254

YkasaTb pacnonoxeHne SNMP areHTa. 1o yMOn4aHuio pacnonoXxeHne He
onpegeneHo.

KomaHga ¢ npedukcom no yaansiet HaCTPONKY.
Oa
Oa

Het

I (config)>  snmp location «location»

I (config)> no snmp location

AprymeHT 3HavyeHue OnucaHue

location CTpoka PacnonoxeHne SNMP yctponcTsa.

(config)> snmp location Odintsovo

Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location

Snmp: :Manager: SNMP device location reset.

Bepcus OnucaHue

2.08 [o6GasneHa komaHga snmp location.

[ocTyn K rpynne KkoMaHg, Anst HACTPOMKM rMobanbHbIX NapaMeTpoB.
Het
Het
Het

(system)

I (config)>  system

Bepcus OnucaHue

2.00 HobaBneHa komaHaa system.

Keenetic Lite Il CnpaBo4HUK kOMaHA



maBa 3 OnucaHne KomaHp,

3.81.1 system button

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

HacTpouTb KHOMKM Ha Koprnyce YCTPOMCTBa Ha BbINOMHEHUE ONpeaeneHHbIX
aencteuni. Habop 06paboTunkoB 3aBMCUT OT annapaTHOW KOHUrypaumm m
YCTaHOBMEHHbIX MOAYyNEN.

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.
Oa
[a

Het

I (system)>  button <button> on caction» do <handler

I (system)> no button button>

AprymeHT 3HavyeHue OnucaHue

button RESET KHonka cbpoca.
WLAN KHonka WLAN.

action click OOMHOYHBIN KNUK.
double-click [1BOMHOW KNUK.
hold HaxaTb 1 yaepxusaTtb B

TeveHue 3 cekyHa. KHonky
RESET yaepxuBaeTtcs B
TedeHune 10 cekyHa.

handler FactoryReset C6poc cnctembl B 3aBOACKME

3HaAYEHUS MO YMOSYaHMIo.

Reboot [Mepesarpyska cuctemsl.

WifiToggle BkntoveHue/BbikntoveHne Wi-Fi.

WifiGuestApToggle BkntoveHue/BbIkIto4EHNE
roctesoro Wi-Fi.

WpsStartMainAp 3anyctute WPS (Tonbko ans
2,4 TTu).

(system)> button WLAN on double-click do WifiGuestApToggle
Peripheral: :Manager: "WLAN/double-click" handler set.

Bepcus OnucaHue
2.03 HobaBneHa komaHaa system button.
2.06 [o6asneH obpabotumk OpkgRunScript.
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3.81.2 system clock date

OnucaHue YCTaHOBUTb CUCTEMHbBIE AaTy U BpeEMS.
Mpedouke no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (system)>  clock date (date-and-time»
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
date-and-time |[CTpoka Tekywas garta v Bpems B pbopmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.00 HobaBneHa komaHaa system clock date.

3.81.3 system clock timezone

OnucaHue YcTaHOBUTL 4acoBOMW NOSIC CUCTEMBI.

KomaHga c npechmkcom no yctaHaBnmBaeT YacoBOW NOsic No ymonyaHuto (GMT).
Mpedukc no Oa
MeHsieT HacTpoWnKu Ha

MHorokpaTHbii BBog  Hert

CuHoncue I (system)>  clock timezone (locality,
I (system)> no clock timezone <locality,
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
locality CTpoka HasBaHue ropoga, 0603HavaloLero 4YacoBom
nosic.
MNpumep (system)> clock timezone Dublin

the system timezone is set to "Dublin".
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa system clock timezone.

3.81.4 system configuration factory-reset

OnucaHue BoccTaHoBWTL 3aBOACKME HACTPOWKKN ANS BCEX PEXUMOB.
Mpedukc no Het
MeHsieT HacTpouKu Ha

MHorokpaTtHbii BBog  Hert

Cunoncuc I(system)> configuration factory-reset

Mpumep (system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.

UcTopusa usmeHeHnt  (Bepcus OnuncaHne
2.00 [o6GaeneHa komaHga system configuration factory-reset.

3.81.5 system configuration save

OnucaHue CoxpaHuTb CUCTEMHbIE HACTPOWIKU.
Mpecduke no Het
MeHsieT HacTpoOMnKu Oa

MHorokpaTHbii BBog  Hert

Cunoncuc I(system)> configuration save

Mpumep (system)> configuration save
Saving configuration.

MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OHMcaHMe

2.05.B1 HobaBneHa komaHaa system configuration save.

3.81.6 system debug

OnucaHue Bkntountb 0TnagKy CUCTeMbl. Mo YMOJYaHUIO NapamMeTp OTKIHYEH.

KomaHaa ¢ npedmKcoM no OTKMYaeT HAaCTPOWKY.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Ja

[a

Het

I (system)>  debug

I (system)> no debug

(system)> debug
Core: :Debug: System debug enabled.

Bepcus OnucaHue

2.03 [obGaBneHa komaHga system debug.

3.81.7 system domainname

OnucaHue

Mpedoumkec no

MeHsieT HacTpourku

MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

MpncBoUTb cUCTEME JOMEHHOE NMSI.

KomaHga ¢ npecukcom no ygandet 4OMEHHOE UMS.
Oa

[a

Het

I (system)>  domainname <domain»

I (system)> no domainname

AprymeHT 3HayeHue OnucaHue

domain Crtpoka [lomeHHOe nmsi.

(system)> domainname zydata
Domainname saved.

Bepcus OnucaHue

2.00 [obGaBneHa komaHga system domainname.

3.81.8 system hostname

OnucaHue

YcTaHOBWTL CUCTEMHOE UM XOCTa. VIMs XocTa Ucnorb3yeTcst NS uaeHTudukaumm
y3na B ceTu. 3To Heobxoaumo Ans obecneveHmns paboTbl HEKOTOPbIX BCTPOEHHbIX
cnyx6, Takmnx kak CIFS.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

KomaHnpa c ﬂpe(*)MKCOM Nno yCTtaHaBIiMBaeT 3Ha4eHue no ymosryaHui, 3aBucqdLllee
OT Ha3BaHNA ModeNnn yCTpOVICTBa.

[a
Oa

Het

I (system)>  hostname <hostnames

I (system)> no hostname

AprymeHT 3HayeHue OnucaHue

hostname CTpoka Nms xocTa cuctemslt.

(system)> hostname zyxel
Hostname saved.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa system hostname.

3.81.9 system led shutdown

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

BbikntounTb CBETOAMOABI HA YCTPOMCTBE.

KomaHaa ¢ npedmnkcomM no BKIOYaeT CBETOAMOAbI.
[a

Oa

Het

I (system)>  led shutdown (mode>

I (system)> no led shutdown

AprymeHT 3HayeHue |Onuca|-me

mode all ‘BbIKJ'HOl-IMTb BCe cBeToamoabl.

(system)> led shutdown all
Peripheral::Manager: LED shutdown mode set to "all".

(system)> led no shutdown
Peripheral::Manager: LED shutdown mode reset.
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.08

HobaeneHa komaHaa system led shutdown.

3.81.10 system log clear

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHun

OunCTUTL CUCTEMHBIN XXypHan.

Het
Het

Het

I (system)>

log clear

(system)> log clear
Syslog: the system log has been cleared.

Bepcus

OnucaHue

2.00

Hob6aeneHa komaHga system log clear.

3.81.11 system log reduction

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb cokpalleHne NOBTOPHbLIX COOBLLEHNIA B CUCTEMHOM KypHare. Mo
YMOJTYaHMIO NMapaMeTp BKITHOYEH.

KomaHga ¢ npedurKComM no OTKMOYaeT HaCTPOWIKY.

Ha
[a

Het

I (system)>

log reduction

I (system)> no log reduction

(system)> log reduction
Core::Configurator: done.

Bepcus

OnucaHue

2.04

HobaBneHa komaHaa system log reduction.
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3.81.12 system log server

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

[lo6aBnTb yaaneHHbIn cepBep AN XpaHeHUs CUCTEMHOIO XXypHara.

Oa
Ja
[a

I (system)>

log server address» [: (port]

I (system)> no log server [ <address, [: «port)] ]

AprymeHT 3HayeHue OnucaHue

address IP-agpec Afpec yganeHHoro cepsepa gns
XpaHEeHUs1 CUCTEMHOTO XypHana.

port Lenoe uucro Homep nopta yganeHHoro cepsepa.

(system)> log server 192.168.1.1:8080
Syslog: server 192.168.1.1:8080 added.

Bepcus

OnucaHue

2.00

HobaeneHa komaHga system log server.

3.81.13 system log suppress

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

[o6aBnTb NpaBuno NnogasneHnsa coobLLeHNN.

Oa
Ja
Ja

I (system)>

I (system)> no log suppress [ <ident> ]

log suppress <ident»

AprymeHT

3Ha4yeHue

OnucaHue

ident

Crpoka

WpoeHTudukaTop npouecca,
COO0OLLEHMS KOTOPOTO HYXXHO
NnogaBuTb.

(system)> log suppress kernel
Syslog: added suppression "kernel".
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UcTopusa nameHeHum

Bepcus OnucaHue

2.04 HobaeneHa komaHaa system log suppress.

3.81.14 system mode

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

BeibpaTtb pexxum pabotel Keenetic Lite 11

Het

Ja

Het

I (system)>  mode (mode»

AprymeHT 3HayeHue OnucaHue
mode router OCHOBHOW pexuMm.
client Pexwum ceTeBoro agantepa gn4g
noaknoyeHns yctponcts Ethernet k
cetn Wi-Fi.
repeater Pexum ycunuTens ons paclumpeHums

cetn Wi-Fi c nomolLsto
©ecnpoBOAHOro coeguMHEHMS.

ap Pexum Tovkn goctyna gns
paclumpeHus cetn Wi-Fi ¢ nomoubto
nposoaHoro Ethernet coeanHeHuns.

(system)> mode repeater
Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

Bepcus OnucaHue

2.05 HobaeneHa komaHga system mode.

3.81.15 system reboot

OnucaHue

BbinonHuTb nepesarpysky cuctembl. Ecnu ykasaH napametp, nepesarpyska
BbINOSTHUTCS 3annaHNMpoBaHO Yepes 3aJaHHbI MHTEpBarn B CEKyHAax.
Mcnonb3oBaHne KoMaHabl MPU yXe YCTaHOBNEHHOM TanMepe 3aMeHsieT cTapoe
3HayeHue TariMepa HOBbIM.

Wcnonb3oBaHue 3annaHWpoBaHHON nepesarpy3ku yaoo6Ho B ToM cryyae, Koraa
OCYLLECTBSAETCA yaaneHHoe yrnpaeneHne YCTPoCTBOM, U Nomnb3oBaTernto
HeunsBecTeH 3pdEKT OT NPUMEHEHMs Kaknx-nmbo komaHa. /13 onaceHns notepsitb
KOHTPOIb Haj YCTPOMCTBOM MOSb30BaTerNlb MOXET BKIOYMTb 3arnfiaHUpoBaHHYHo
nepesarpysky, kotopasi cpaboTaeT Yepes 3ajaHHbI MHTepBan BpemeHu. Cuctema
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

BEPHETCA B NepBoHa4yalibHOE COCTOAHME, B KOTOPOM OHa CHOBa 6yp,eT OO0CTynHa
no cetTn.

KomaHga ¢ npedmkComM no OTMEHSIET 3arnfaHMPOBaHHYIO Nepe3arpyskKy.
Oa
Het

Het

I (system)>  reboot [ interval]

I (system)> no reboot

AprymeHT 3Ha4yeHue OnucaHue

interval Uenoe uucno |HTepBan, Yepes KOTOPbI BbIMOSTHUTCA
3annaHupoBaHHasd nepesarpyska. Ecnn He
yKasaH, nepesarpyska BbIMONTHUTCSA

HemeaJIeHHO.
(system)> reboot 20
Rebooting in 20 seconds.
Bepcus OnucaHue
2.00 HobaBneHa komaHaa system reboot.

3.81.16 system set

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

YCTaHOBUTb 3Ha4YeHUe YKa3aHHOro CMCTeMHOro napamMeTpa n COXpaHUTb
M3MEHEHNA B TEKYLLUUX HaCTDOIZKaX.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT napaMeTpy 3HaYeHue, KOTopoe Obio
YCTaHOB/EHO MO YMOM4YaHuio, 4O NepBOoro M3MeHeHusl.

Oa
Oa
[a

I (system)>  set cname> <value,

I (system)> no set <name>

AprymeHT 3HaveHue OnucaHue
name CTpoka NaoeHTndmkaTop cucteMHoro napametpa.
value CTpoka HoBsoe 3Ha4eHne cuctemMHoro napameTpa.
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Mpumep (config)> system
(system)> set net.ipv4.ip forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive_time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGasneHa komaHaa system set.

3.82 tools

OnucaHue HocTtyn k rpynne komaHg Ans TeCTUPOBaHUSA CUCTEMHOW cpeapbl.
Mpedumkec no Het

MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

BxoxageHue B rpynny  (tools)

CuHoncuc I (config)>  tools

MCTOPMH N3MeHeHun Bepcuﬂ OnucaHue

2.00 [obaeneHa komaHaa tools.

3.82.1 tools arping

OnucaHue [JencTtBrne koMmaHabl aHaNorM4yHo komaHae tools ping, HO B oTnMyMe OT Heé
paboTaeT Ha BTopoM ypoBHe Mogenu OSI u ncnonbayet npotokon ARP.

Mpedukc no Het
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

Het

Het

(tools)> arping(address> source-interface «source-interface;[count
«count>][wait-time wait-time> ]

AprymeHT 3HayeHue OnucaHue

address IP-agpec OnpawwnBaemsbin IP-agpec.

source-interface|lms Nmsa nHTepderica-ncTovHmKa 3anpocos.

uHTEpPenica

count Yenoe uucno |KonuyectBo 3anpocos. Ecnu He ykasaHo,
KomaHga byaet pabotaTtb 40 NpepbiBaHUs
nonb3oBaTenem.

wait-time Uenoe uucno |MakcumanbHoe BpeMsl OXXMOaHUs OTBETA,
yKasblBaeTCsd B MUNNIUCEKYHOAX.

(tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000

Starting the ARP ping to "192.168.15.51"...

ARPING 192.168.15.51 from 192.168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.

Process terminated.

Bepcus OnucaHue

2.00 HobaeneHa komaHga tools arping.

3.82.2 tools ping

OnucaHue

Mpedukc no
MeHsieT HacTpouKu

MHorokpaTHbIW BBOA

OtnpaeuTb 3anpockl Echo-Request npotokona ICMP ykazaHHOMY y3ny ceTu u
3acmkecnpoBath noctynatoLmne otBeTbl Echo-Reply. Bpemsa mexay oTnpaBkon
3anpoca u nony4veHmem oreeta Round Trip Time (RTT) no3BonsieT onpeaensitb
OBYCTOPOHHME 3a4ep>KKN MO MapLUPYTY U YacToTy NOTEPU MNaKeToB, TO eCTb
KOCBEHHO onpeAensaTb 3arpyXeHHOCTb Ha KaHanax nepegayn gaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcytcTBMe ICMP-0TBETOB MOXET TakKe 03HaYaTb, YTO yAanéHHbIN y3en
(Mnn kakon-NMBO N3 NPOMEXYTOYHbIX MapLpyTm3aTtopos) bnokmpyet ICMP
Echo-Reply nnu urHopupyet ICMP Echo-Request.

Het
Het

Het
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CuHoncuc

AprymeHThI

Mpumep

Uctopusa nameHeHun

I (tools)>  ping chost [ count ccounts ][ size (packetsize]

AprymeHT 3HayeHue OnucaHue
host Crpoka OomeHHoe nmsa nnm IP-agpec xocra.
count UYenoe uucno |Konnyectso 3anpocos ICMP Echo. Ecnin He

yKasaHo, komaHnga byaet pabotatb 4o
npepbiBaHKs Nonb3oBaTenem.

packetsize Uenoe uucno |Pasmep nons gaHHeix ICMP Echo-Request
B 6anTax. No ymonyaHuto — 56, 4To BMECTe
¢ 8-6aMTOBBLIM 3arofiOBKOM 3aaeT pa3mep
ICMP-naketa — 64 Gawnra.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1l, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa tools ping.

3.82.3 tools ping6

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

OtnpaeuTb 3anpockl Echo-Request npotokona ICMPV6 ykazaHHOMY y3ny ceTu
1 3adhukcmpoBaTb nocTynatowme oteeTbl Echo-Reply. Bpema mexay oTnpaskomn
3anpoca u nony4veHmem oreeta Round Trip Time (RTT) no3BonseTt onpeaensito
OBYCTOPOHHME 3a4€ep>KKN MO MapLUPYTY U YacToTy NOTEPU MNaKeToB, TO €CTb
KOCBEHHO onpeensaTb 3arpyeHHOCTb Ha KaHanax nepegayn gaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcyTtcTBMNEe ICMPV6B-0TBETOB MOXET TaKXKe 03Ha4YaTb, YTO yAaNEHHbIN
y3en (Unu Kakon-nmbo 13 NPOMEXYTOYHbIX MapLupyTusaTopos) 6nokupyet ICMP
Echo-Reply nnu urHopupyet ICMP Echo-Request.

Het
Het

Het

I (tools)>  ping6 chost> [ count «count, ][ size (packetsize) ]
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HayeHue OnucaHue
host Crpoka [omeHHoe ums nnu IPv6-agpec xocTa.
count Yenoe uucno |Konnyectso 3anpocos ICMPv6 Echo. Ecrnin

He yka3aHo, komaHga b6yaet paboTatb o
npepbiBaHUA Nofnb3oBaTenem.

packetsize UYenoe uucno |Pasmep nons aaHHbix ICMPV6 Echo-Request
B 6anTax. No ymonyaHuto — 56, 4To BMEcTe
¢ 8-6aMTOBBLIM 3aroriOBKOM 3aaeT pa3mep
ICMPv6-naketa — 64 Gavta.

(tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100

Sending ICMPv6 ECHO request to »
fd4b:f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=1l, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) : icmp reg=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

Bepcus OnucaHue

2.00 HobaeneHa komaHga tools ping6.

3.82.4 tools pppoe-discovery

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

CkaHnpoBatb JocTynHble cepeepbl PPPOE.
Het
Het

Het

(tools)> pppoe-discovery interface (source-interface:[retry-count
«count>][wait-time (seconds, ]
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AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT

3Ha4yeHue

OnucaHue

source-interface

Wms uHTepgesica

MonHoe umsi nHTEpdenca unm
NCEBOOHMM.

count

Lenoe uucno

KornnyectBoO nomnbITOK.

seconds

Lenoe uucno

Mepuopn npoBepkn B CeKyHAaXx.
MoxeT npuHMMaTh 3Ha4YeHns ot 1 4o
10.

(tools)> pppoe-discovery interface ISP retry-count 5 wait-time 9
Discovering PPPoE access concentrators on eth2.2...

AC name
HW address:
Service:
AC name
HW address:
Service:

: accel-ppp

2a:09:a0:11:64:44

: accel-ppp

de:06:21:02:b3:e2

process terminated

Bepcusa

OnucaHue

2.00

[obGasneHa komaHaa tools pppoe-discovery.

3.82.5 tools traceroute

OnucaHue
Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

MokasaTb MapLUPYT K CETEBOMY XOCT.

Het
Het
Het
(tools)>  traceroute <host> [count «count)] [interval cintervaly]
[wait-time wait-time] [packet-size (packet-sizes]
[max-ttlwax-tt ] [port (porty] [source-address (source-address)]
[source-interface (source-interfaces] [type (types] [tos (tos)]
AprymeHT 3HayeHue OnucaHue
host CTtpoka Mmsa ueneBoro xocra.
count Uenoe 4ucno KonnyecTBo NpoBEepOYHLIX NAKETOB
3a oauH npoxogd. o ymonyaHuio
3HavyeHne — 3. 3HayeHune AO0MKHO
ObITb B AnanasoHe [1;10].
interval Lienoe 4ucno Bpems B cekyHOax Mexay oTnpaBKkom
nakeToB. 3Ha4YeHne No yMOMYaHUIo
— 0. 3HaveHune gonxHo ObITh B
AunanasoHe [0;15].
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AprymeHT

3Ha4yeHue

OnucaHue

wait-time

Lenoe 4ucno

Bpemsi oxngaHns peakunmn Ha
NPOBEPOYHBIN NAKET (B CEKyHAAX).
3HayeHne no ymonyaHuw — 1.
3HaveHue AomkHO ObITb B
AwanasoHe [1, 15].

packet-size

Lenoe uucno

Pa3mep nakeTa cornacHo NpoToKony
type.

Ona Tnna tcp pasmep nakera no
YMOIYaHUIo cocTaBnsaeT 52.
[wanasoH 3HayeHui [52].

Ons Tunos udp u icmp pasmep
nakeTa no yMOSTYaHWIO COCTaBNAET
60. Juana3soH 3Ha4eHui [28;65535].

max-ttl

Lenoe uucno

MakcrmanbHoe KOnMyecTBo
NpoxodoB (3HayeHne
MaKCMMaribHOro CPOKa >KU3HW)
TpaccupoBKn. 3Ha4YeHne no
ymonyanuto — 30. 3HaveHune
OOIMKHO 6bITb B AnanasoHe [1;255].

port

Llenoe uucno

MopT Ha3Ha4eHus.

[ns Tuna tcp no ymonyaHuio
ncnons3ayetca nopt 80.

[nsa Tvna udp no ymon4axuio
ncnonb3yetca nopt 33434.

Ona Tmna icmp no ymonyaHuio
ncnonb3yercd nopt 1.

source-address Ctpoka Agpec ncxogsiero nHTepdenca.
source-interface CTtpoka WHTepenc ana ncnonb3oBaHna B
KayecTBe nHTepdenca-nctTouHnka B
NCXOAALMNX NaKkeTax.
type tcp TCP npotokon.
udp UDP npotokon. Ncnonb3yeTcsa no
YMOMYaHMIo.
icmp ICMP npotokon.
tos Lenoe uucno Tun O6cnyxumBaHua. 3HavyeHne no
ymon4aHuto — 0. 3HayeHre JOrmKHO
ObITb B AnanasoHe [0;255]
Mpumep (tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte »

packets.

1 192.168.111.1 (192.168.111.1)
11.275 ms

10.934 ms

0.958 ms 0.885 ms 2.946 ms »
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2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146 »
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399 »
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831 »
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *

process terminated

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga tools traceroute.

3.83 udpxy

OnucaHue [ocTtyn Kk rpynne KomaHA onsi HACTPOWKN NapamMeTpoB udpxy.
Mpecduke no Het
MeHsieT HacTpouku Het

MHorokpaTHbii BBog  Hert
BxoxaeHue B rpynny  (udpxy)

Cunoncuce I (config)> udpxy

MCTopMﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.03 HobaBneHa komaHaa udpxy.

3.83.1 udpxy buffer-size

OnucaHue YctaHoBUTh pasmep bydepa udpxy. No ymonyaHuio UCNOmnb3yeTcs 3HaYeHne
2048.
KomaHga ¢ npedmkcom no copacbkiBaeT pasvep bydepa B 3Ha4yeHme no
YMOMYaHuio.

Mpedukc no Oa
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Ja

Het

I (udpxy)>  buffer-size(size;

I (udpxy)> no buffer-size

AprymeHT 3Ha4yeHue

OnucaHue

size llenoe u4ucno

Pasmep Oydgepa B banTtax. Moxet
npuUHUMaThL 3HavyeHus oT 1 go 1048576.

(udpxy)> buffer-size 500

Udpxy::Manager: a buffer size set to 500 bytes.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa udpxy buffer-size.

3.83.2 udpxy buffer-timeout

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHumn

YcTaHOBUTE TaMayT AN XpaHeHus AaHHbIX B Bydepe udpxy. No ymonyaHuio

ucnonb3yeTtcd 3HadeHue 1.

KomaHga ¢ npenkcom no yctaHaBnmBaeT TanMayT MO YMOMYaHUIo.

Oa
Ja

Het

I (udpxy)>  buffer-timeout (timeout»

I (udpxy)> no buffer-timeout

AprymeHT 3Ha4yeHue

OnucaHue

timeout Lenoe u4ucno

3HaueHve TanmayTa B cekyHaax. Moxer
NPUHUMaTbL 3HavyeHus ot -1 0o 60. -1 —
HeorpaHWyeHHbIN TamayT.

(udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data

timeout set to 10 sec.

Bepcus OnucaHue

2.04 [o6GaeneHa komaHga udpxy buffer-timeout.
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3.83.3 udpxy interface

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

Uctopus nameHeHumn

Cesazatb udpxy ¢ ykaszaHHbIM UHTepdencom. o ymonyaHmio npuesiaka He
HaCTpOEeHa 1 UCMONb3yeTCH TEKyLLee NOAKMIOYEHNE K UHTEPHETY.

KomaHga ¢ npedukcom no Bo3BpaLlaeT 3Ha4YeHNe No yMonyaHuio.

Ja
Da

Het

I (udpxy)>  interface cinterface’

I (udpxy)> no interface

AprymeHT

3HauyeHue OnucaHue

interface

Wmsa MonHoe umsa nHTepdenca nnm NCEBOOHNM.
nHTepperica |Cnmcok 4OCTYNHbLIX Ang Bblibopa
NHTEPdENCOB MOXHO YBMAETHL BBEAS
komangy interface ?.

(udpxy)> interface ISP

Udpxy: :Manager:

bound to FastEthernet0/Vlan2.

Bepcus

OnucaHue

2.02

[obGaeneHa komaHga udpxy interface.

3.83.4 udpxy port

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHThl

272

YctaHosuTb nopt ana HTTP-3anpocoB.. 1o ymonyaHuio ucnonb3yercs 3HadeHme

4022.

KomaHza ¢ npedvkcoM no BO3BpaLLaeT 3Ha4YeHNe Mo yMondaHuio.

[a
Da

Het

I (udpxy)>  port «port,

I (udpxy)> no port

AprymeHT

3HauyeHue OnucaHue

port

Lenoe uucno |Homep nopta. MoXeT npuHMMaTh 3Ha4YeHUsI
ot 0 go 65535.
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Mpumep

Uctopusa nameHeHun

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.

Bepcus OnucaHue

2.03 [obGasneHa komaHga udpxy port.

3.83.5 udpxy renew-interval

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YcTaHoBUTL Nepuoa BO30GHOBMNEHMS NOAMMCKM Ha MynbTUKacT-kaHan. o
YMOIN4YaHUIO UCMornb3yeTcs 3HadyeHne 0, To eCTb Noanncka He BO306HOBMSIETCA.

KomaHga ¢ npedukcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
Ja
Oa

Het

I (udpxy)> renew-interval (renew-interval,

I (udpxy)> no renew-interval

AprymeHT 3HayeHue OnucaHue

renew-interval |lenoe u4ucso |[Neprnon BO30GHOBMNEHMS NOAMUCKM B
cekyHaax. MoxeT npyHMMaTh 3Ha4YeHusi oT
0 oo 3600.

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

Bepcus OnucaHue

2.03 HobaeneHa komaHaa udpxy renew-interval.

3.83.6 udpxy timeout

OnucaHue

Mpedukc no
MeHsieT HacTpounku

MHorokpaTHbIl BBOA

YcTaHOBUTb TarMmayT coeguHeHus. 1o ymonyaHuio NCnosnb3yeTcs 3HavyeHme 5.
KomaHga ¢ npecurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.

Ja

Oa

Het
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

3.84 upnp forward

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

| (udpxy)>

timeout (timeout;

I (udpxy)> no timeout

AprymeHT

3HauyeHue

OnucaHue

timeout

Lenoe w4ucno

3HaveHne TanmayTa B cekyHaax. Moxet
npyvHUMaTb 3HaveHus ot 5 o 60.

(udpxy)> timeout 10
Udpxy::Manager: a stream timeout set to 10 sec.

Bepcus

OnucaHue

2.03

[obGaeneHa komaHga udpxy timeout.

[ob6aBnTb nepeHanpasnstoLlee npasuno UPnP.

Komanga ¢ npecmkcom no ygansieT npasusio U3 cnmcka.

Oa
[a
Da
P

I (config)>

upnp forward (protocols> [ interface ] address» (port,

I (config)> no upnp forward [ <index) | («protocols <address, <port,)]

AprymeHT 3HaveHue ‘Onwcal-wle
protocol tcp HobaBuTb/yaannTe NpaBuIio A4S NpomokKosna
TCP.
udp [obaButb/yaanutb NpaBuno ns npomokosna
UDP.
interface Ums Bynet nobaBneHo npaBuno ans ykasaHHOro
MHTepPesica |NHTepdenca.
address IP-agpec Bynet nobaeneHo/yganeHo npasunio ang
ykasaHHoro IP-agpeca.
port Uenoe uucno |byner pobasneHo/yganeHo npaBumo ans
yKa3aHHOro nopra.
index Lenoe uucno |byget yoaneHo NpaBuio ¢ yKasaHHbIM

NopsAKOBbIM HOMEPOM.
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHga upnp forward.

3.85 upnp lan

OnucaHue Ykasatb LAN-uHTEpdenc Ha koTopom 3anyleHa cnyxba UPnP.
KomaHaa ¢ npedmnKCoM no OTMEHSET HACTPOWKY.

Mpedukc no Ha

MeHsieT HacTpounku Ja

MHorokpaTHbii BBOog  Hert

Tun nHTepdenca IP

CuHoncuc I (config)>  upnp lan cinterfaces

I (config)> no upnp lan

AprymeHTbI AprymeHT 3HaveHue OnucaHue

interface Nms MonHoe ums nHTepderca nnm NCeBAOHNM.
nHTepgesica |CnMcok JOCTYMNHbLIX Ans Bbibopa
NHTEPENCOB MOXHO YBUAETb BBEAS
KomaHgy upnp lan ?.

Mpumep (config)> upnp lan PPTPO
using LAN interface: PPTPO.

MCTOpMﬂ U3MeHeHUn Bepcun OnucaHue

2.00 HobaeneHa komaHga upnp lan.

3.86 upnp redirect

OnucaHue Hob6asuTtb npasuno TpaHcnsauun UPnP noprta.

KomaHga c FlperMKCOM no yaandet npasuio 13 Crnncka. Ecnu BbINONHWTL KOMaHOy
6es aprymeHTa, 1o BeCb CMUCOK MnpaBui 6yp,eT OYULLEH.

Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTtHbii BBog [a

Tun nHtepdenca IP
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CuHoncuc

AprymeHTbl

UcTopusa nameHeHunmn

3.87 user

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxaeHue B rpynny

CuHoncuc

(config)>
to-port]

(config)> no

1l

upnp

upnp

redirect (protocols <interfaces «port> <to-address) |

redirect [and forward |[index) | (<«protocols «ports)

AprymeHT 3HayeHue ‘Onwcal-wle
protocol tcp HobaBnTb/yganuTb NpaBuio Ans npoTokona
TCP.
udp HobaBuTb/yganuTe NpaBmio AN NpoTokona
UDP.
interface Ums Bynet nobaeneHo npaBuno Ang ykasaHHOro
MHTepPerica |NHTepdenca.
port Lenoe uucno |bynet pobaeneHo/yaaneHo npasuno ans
yKasaHHoro nopta.
to-address IP-agpec Bynet nobaeneHo/yganeHo npasuio ans
yKasaHHOro agpeca HasHavyeHus.
to-port Lenoe uucno |byger pobasneHo/yganeHo npaBumo ans

YKa3aHHOro nopta Ha3Ha4eHu4.

and forward

KnwyeBoe
CJ10BO

Cnunckn npaswui nepecbisikn n
nepeHanpaBneHnaA 6ynyT yOanexobl.

index Uenoe uucno |bynet yaaneHo npaBunno ¢ ykasaHHbIM
NopsiAKOBbLIM HOMEPOM.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga upnp redirect.

,D,OCTyI'I K rpynne KOMaHg ansa HaCTpOIZKI/I napamMmeTpoB yquHon 3anmcu
none3oBatens. Ecnu y4eTHad 3anncb He HangeHa, KoMaHaa NbITaeTcs ee co3aathb.

MpumevaHwue:

Y4yeTHas 3anucb C 3ape3epBMpOBaHHbLIM MMeHeM admin He
MOXeT 6bITb yaaneHa. Kpowme Toro, y none3osartens admin
Henb3s yaanuTb NpaBo AO0CTyNa K KOMaH4HOW CTPOKe.

Komanpa c I'Ipe(bVIKCOM no yaander y4eTHYH 3arnncb nosfib3oBaTerid.

Oa
Oa
Ja

(config-use

I (config)>

r)

user (name)
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AprymeHThI

Uctopusa nameHeHunmn

I (config)> no user (name»

AprymeHT 3HayeHue OnucaHue

name Ctpoka Nmsa nonb3oBaTtens.
Bepcus OnucaHue

2.00 [lobaeneHa komaHga user.

3.87.1 user password

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

YkasaTb naposib nonb3oartens. [Naponb xpaHuTtca B Buae MD5-xewwua,
BbIYMCINEHHOIO U3 CTPOKU «user: realm:passwordy». realm3To Ha3BaHWe Mogenu
ycTponcTea n3 ¢pamna startup-config. txt.

Komanga NpMHUMAaET aprymMmeHT B Buae OTKprTOVI CTPOKN UJTN 3HaYEHUA
XeLLI-(byHKLI,VII/I. COXpaHeHHbIVI naporib NCNorb3yeTcA and ayTeHTVId)VIKaLI,VII/I
nonb3oBaTtens.

KomaHga ¢ npedukcom no cbpacbiBaeT 3Ha4eHne naponsi Takum obpasom, 4To
nonb3oBaTenb TepseT AOCTYN K yCTponcTay. [Ina nonb3osatend admin npegukc
no cbpacbiBaeT 3Ha4YEeHWEe Naporsi Ha 3aBOACKUE HAaCTPONKn — 1234.

Oa

Oa

Het

I (config-user)>  password ( md5 chash» | (password> )

I (config-user)> no password

AprymeHT 3HayeHue OnucaHue
hash Crpoka 3HayeHne MD5-xewwa.
password Ctpoka 3HayeHue naporns B OTKPLITOM BuAe, U3

KOTOpPOro aBToMaTn4eCKku BblHUCNAETCA
3Ha4veHune xellia.

(config-user)> password 1111

event, class = Event::User, raise time = »
690.903618:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
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€84d037613721532e6b6d84d215854b6
tag: cli
tag: http

(config-user)>
password set has been changed for user "test".

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGasneHa komaHaa user password.

3.87.2 user tag

OnucaHue [MpucBOMTE YYETHOM 3aNncy cneuunanbHy0 METKY, HanMyne KOTopoK NpoBepsieTcs
B MOMEHT aBTOpU3aLMmn NONb30BaTenNs 1 BbINOMHEHUN UM FHOObIX AEACTBU B
cucteme. Habop JonyCcTMMbIX 3HAYEHUI METKM 3aBUCUT OT OYHKLIMOHATbHbIX
BO3MOXXHOCTEN cuCTEMBI. [1OMNHbIA CNMCOK NpUBeaEeH B Tabnuue Huxe.

OpfHOM y4eTHOM 3annc MOXHO Ha3Ha4YMTb HECKOIbKO pa3HbIX METOK, BBOASA
KOmMaHZy MHOrokpaTtHo. Kaxxayto MeTKy MOXHO paccMmaTpuBaTh Kak
npeaocTaBneHne Nnn orpaHudeHne onpeaeneHHbIX npas.

KomaHga c npedukcom no ygansieT 3agaHHyro MeTKY.
MpumevaHwue: YyeTHOM 3anmncu admin Henb3s NpUCBoUTL MeTKY readonly u
yoanuTb meTky cli.
Mpedomkec no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

Cunoncuc I (config-user)>  tag (tag»
I (config-user)> no tag (tag»
AprymeHThI AprymeHT 3HavyeHue OnucaHue
tag cli JocTyn K nHTEpdency komaHaHON CTPOKN.
http Hoctyn k Web-uHTtepdeicy.
ftp MoakntoveHme kK BcTpoeHHoMy FTP-cepsepy.
cifs MogkntoyeHune k cnyxbe dannos n

npuHTepos Windows.

torrent Bxopg B HTepderc ynpaBneHns KnmeHTomM
dannoobmeHHbIx ceTen BitTorrent.

readonly 3anperT BbINOMHEHWSI KOMAHA, MEHSIOLLINX
HaCTPOWKN.

vpn MogkntoveHune k BctpoeHHoMy VPN-cepsepy.
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Mpumep

Uctopusa nameHeHun

(config-user)> tag http
user "test" tagged with "http".
(config-user)>

event, class = Event::User, raise time = »
567.225033:
action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6

tag: cli
tag: http
Bepcus OnucaHue
2.00 [obGasneHa komaHaa user tag.

3.88 vpn-server

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

[ocTtyn Kk rpynne KomaHa anst HAaCTponkn napameTpoB cepsepa VPN.
Het
Het
Hert

(vpn-server)

I (config)>  vpn-server

Bepcus OnucaHue

2.04 [obGaBneHa komaHga vpn-server.

3.88.1 vpn-server interface

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku

MHorokpaTHbI BBOA

Cesasatb cepBep VPN ¢ ykazaHHbIM UHTEpdEencom.
KomaHga ¢ npeduKcom no paspbiBaeT CBA3b.

Oa

[a

Het
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

3.88.2 vpn-server Icp echo

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

I (vpn-server)>

I (vpn-server)> no interface

interface (interface;

AprymeHT 3HaveHue OnucaHue
interface Wms MonHoe umsa nHTepdenca nnm NCEBLOHNM.
nHTepperica |Cnmcok OCTYNHbIX Ang Bblibopa

NHTEP(EeNCcoB MOXHO yBUAETb BBEAS
komangy interface ?.

(vpn-server)> interface FastEthernet0/Vlanl
Core::Configurator: done.

Bepcus

OnucaHue

2.04

[o6GaBneHa komaHga vpn-server interface.

Onpegenutb Nnpasuna TectupoBannst PPTP-noakntovennii cpegcteamm LCP echo.

KomaHga ¢ npedmkcom no otkntodaet LCP echo.

Oa
Ja

Het

I (vpn-server)>

I (vpn-server)> no Lcp echo

lcp echo <intervals ccount) [adaptive]

AprymeHT

3Ha4yeHue

OnucaHue

interval

Lenoe u4ucno

WHTepsan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B Te4yeHne ykasaHHOro
WHTepBana BpeMeHW OT yAaneHHON CTOPOHbI
He ObIn nonyyeH LCP 3anpoc, en 6yget
OTNpaBneH TakoW 3anpoc C oXugaHnem
oTtBeTa LCP reply.

count

Lenoe u4ucno

KonnyecTBo oTNpaBneHHbIX Noapsag
3anpocoB LCP echo Ha KoTopble He Oblin
nonyyeH oreeT LCP reply. Ecnin count
3anpocoB LCP echo octanuck 6e3 oTBeTa,
coeguHeHune Byaget pasopsBaHo.

adaptive

KnwyeBoe
CJ/10BO

Pppd 6ynet otnpaenats 3anpoc LCP echo
TONbKO B TOM Crny4yae, ecnv OT yaaneHHoro
yana HeT Tpadmka.
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Mpumep (vpn-server)> lcp echo 5 3
LCP echo parameters updated.

UcTopusa nameHeHun Bepcus

OnucaHue

2.06

[obGasneHa komaHaa vpn-server lcp echo.

3.88.3 vpn-server mppe

OnucaHue YcTaHoBUTb pexum Ans wudposanna MPPE. o ymon4aHuio MCNonb3yeTes Koy

AnvnHon 40 6uT.

KomaHaa ¢ npeduKcom no OTKMYaEeT BbIOpaHHbIN PEXUM.

Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTtHbii BBog [a

Cunoncuc I (vpn-server)>  mppe mode»
I (vpn-server)> no mppe «node»
AprymeHThI AprymeHT 3HaveHue OnucaHue
mode 40 OnuHa kntova wudgposanus 40 ouT.
128 OnuHa kntova wudgposaHus 128 our.
Mpumep (vpn-server)> mppe 40

VpnServer: :Manager: Set encryption 40.

UcTopus nameHeHun Bepcus

OnucaHue

2.05

[loGaBneHa KkoMaHga vpn-server mppe.

3.88.4 vpn-server mppe-optional

OnucaHue BkniounTb Wwingposanne MPPE.

KomaHga ¢ nperkcomMm no oTKN4aeT WndposaHme.

Mpedukc no Oa
MeHsieT HacTpoWnku Ja
MHorokpaTHbii BBog  Hert

CuHoncuc

I (vpn-server)>

mppe-optional
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Mpumep

UcTopusa nameHeHun

I (vpn-server)> no mppe-optional

(vpn-server)> mppe-optional
Core::Configurator: done.

Bepcus OnucaHue

2.04 [obGasneHa komaHaa vpn-server mppe-optional.

3.88.5 vpn-server mru

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIY BBOA

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

YcraHoBuTb 3Ha4yeHne MRU kotopoe 6yaet nepeaaHo PPTP-cepsepy. Mo
YMOS4YaHUIo Ucrnorb3yetcs 3HavyeHne 1350.

KomaHaa ¢ npecrKCom no ycTaHaBNMUBAET 3HAYEHME MO YMOSTYAHWIO.
Ja
Oa

Het

I (vpn-server)>  mru (value»

I (vpn-server)> no mru

AprymeHT 3HayeHue OnucaHue

value Yenoe uucno |3HaveHne MRU. MoxeT npuHumarTh
3Ha4eHuns ot 128 go 1500 BKAOYNTENBHO.

(vpn-server)> mru 200
VpnServer::Manager: mru set to 200.

Bepcus OnucaHue

2.04 [oGaBneHa kOmaHga vpn-server mru.

3.88.6 vpn-server mtu

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM

YctaHoBUTb 3HaveHne MTU, koTopoe bynet nepegaHo PPTP-cepsepy. o
YMOM4YaHUIo UCrnorb3yeTcs 3HavyeHne 1350.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME N0 YMONYaHUIO.
Ja
Oa
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

Het

I (vpn-server)>  mtu value»

I (vpn-server)> no mtu

AprymeHT 3HaveHue OnucaHue

Uenoe u4ucno |3HaveHne MTU. MoxeT npyHMMaTh 3Ha4YeHUs
oT 128 no 1500 BKMNOUYUTENBHO.

value

(vpn-server)> mtu 200
VpnServer: :Manager: mtu set to 200.

Bepcus OnucaHue

2.04

HobaeneHa komaHga vpn-server mtu.

3.88.7 vpn-server multi-login

OnucaHue

Mpedukc no
MeHsieT HacTpoukm
MHorokpaTHbI BBO

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

PaspewunTtb nogkntoyeHue k cepeepy VPN Heckonbkux nornb3oBarenen ¢ 0gHoro
aKkayHTa.

KomaHga ¢ npedmnkcomM no OTKYaeT 3Ty BO3MOXHOCTb.
[a
[a

Het
I(vpn-server)> multi-login
I (vpn-server)> no multi-login

(vpn-server)> multi-login
VpnServer: :Manager: multi login enabled.

Bepcus OnucaHue

2.04

HobaBneHa komaHga vpn-server multi-login.

3.88.8 vpn-server pool-range

OnucaHue

Mpedukc no

HasHaunTb nyn agpecoB AN KNMEHTOB, nogkntodatowmxcs k cepsepy VPN.
KomaHga ¢ npecukcom no ygandert nyn.

Oa
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (vpn-server)>  pool-range <begins[(size)]
I (vpn-server)> no pool-range
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
begin IP-appec HavanbHbIn agpec nyna.
size UYenoe uucno |Pasmep nyna. Ecnu s3HayeHne He ykasaHo,
ucnornb3yetca pasmep nyna 10.
Mpumep (vpn-server)> pool-range 192.168.1.22 7
Core::Configurator: done.
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.04 HobaBneHa koMaHaa vpn-server pool-range.

3.88.9 vpn-server static-ip

OnucaHue HasHauutb IP-agpec nonb3oBatento. lNMonb3oBaTens B CUCTEME OOMKEH UMETh
METKy vpn.

KomaHga ¢ npeukcom no yganaeT npuBsA3Ky.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

Cunoncuc I (vpn-server)>  static-ip name» caddress,
I (vpn-server)> no static-ip name>
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
name CTpoka JloruH.
address IP-agpec HasHavaembii IP-agpec.
MNpumep (vpn-server)> static-ip admin 192.168.1.22
Core::Configurator: done.
MCTOpMﬂ M3MeHeHMﬁ Bepcuﬂ On“caHMe

2.04 [obGaBneHa komaHaa vpn-server static-ip.
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maBa 3 OnucaHne KomaHp,

3.89 yandexdns

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CuHoncuc

UcTopusa nameHeHunmn

3.89.1 yandexdns assign

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

UcTopusa nameHeHun

[ocTyn B rpynny koMaHg ans HacTpoviku npocdunen Yandex.DNS.

Het
Het

Het

(yandexdns)

| (config)>

yandexdns

Bepcus

OnucaHue

2.01

HobaBneHa komaHaa yandexdns.

HasHauntb Tunbl Ana xocToB. 1o ymMmonuaHuio ANs BCEX XOCTOB UCMOMb3yeTcs
1N safe. default moxeT ObITb Ha3HaYeH TONbKO OOHOMY XOCTY.

KomaHga ¢ npedmkcom no BO3BpaLLaeT 3Ha4eHne No yMOn4aHuio.

Ja
Ja
Oa

I (yandexdns)>

assign [ chost> ] ctype>

I (yandexdns)> no assign [ chost) ]

AprymeHT 3Ha4yeHue OnucaHue
host MAC-agpec |XOCT, K KOTOPOMY NPUMEHSIETCS TUN
duneTpaunn. Ecnn He ykasaH, Tmn
NPUMEHSETCS KO BCEM XOCTaM.
type default dunbTpaumsa He UCMNonb3YyeTCs.
safe 3alumTa oT BpegoHOCHbIX M MOLLEHHUYECKNX
canToB.
family 3akpbIT 4OCTYN K BPeOOHOCHbIM U
MOLLIEHHNYECKMM CanTaMm, a TaKkke K
pecypcam ans B3pocCrbiX.
Bepcus OnucaHue
2.01 HobaeneHa komaHga yandexdns assign.
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Masa 3 OnucaHne KomaHp,

3.89.2 yandexdns check-availability

OnucaHue MpoBepuTb OCTYNHOCTL CNyx0Obl Yandex.DNS.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuc I (yandexdns)>  check-availability
Mpumep (yandexdns)> check-availability
available
MCTOpVIH N3MeHeHUNn Bepcuﬂ OnucaHue
2.06 HobaeneHa komaHaa yandexdns check-availability.

3.89.3 yandexdns enable

OnucaHue 3anyctutb cnyx0y Yandex.DNS.

KomaHga ¢ npedukcom no ocTaHaBnmMBaET Cryxoy.
Mpedomkec no Oa
MeHsieT HacTpouku Oa

MHorokpaTHbii BBog  Hert

Cunoncuc I (yandexdns)>  enable

I (yandexdns)> no enable
Mpumep (yandexdns)> enable

YandexDns::Client: Yandex DNS is enabled.
UcTopus nameHeHun Bepcus OonucaHue

2.01 [obGasneHa komaHga yandexdns enable.
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[JononHutenbHasa nHcpopmauus

4.1 HTTP Core Interface

Keenetic Lite lll npegoctaenser HTTP XML API. API poctyneH Yyepes uHTepdenc /ci , KoTopbl
npuHumaeT POST-3anpockl B dpopmate XML un Bosspaiaetr XML KIMEHTCKOMY NPUAOXKEHNIO,
npoLueLemMy Npoueaypy asTopmsaumn.

Mocne cbpoca Keenetic Lite Il Ha 3aBoackme HacTponkm aBTopm3auns He TpebyeTcs.

Mpumep 4.1. BbizoB XML API

BoeinonHutb koMaHay «show interface» ona WAN-nHTepdeinca c umeHem ISP. 3TOT uHTEpdenc
NPUCYTCTBYET B 3aBOACKMX HacTponkax Keenetic Lite 111

POST /ci HTTP/1.1

Host: 192.168.1.1

Connection: keep-alive

Content-Length: 177

Origin: http://192.168.1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
Content-Type: application/xml

Referer: http://192.168.1.1/

<packet ref="/">
<request id="1" ref="former.ifaces[load]">
<command name="show interface">
<name>ISP</name>
</command>
</request>
</packet>

YCTpoMCTBO BO3BpALL@ET TekyLlee COCTOsIHNE uHTepdenca ISP:

HTTP/1.0 200 OK

Server: Ag [47]

Set-Cookie: authorized=*; path=/
Content-type: text/xml
Content-Length: 760

<packet>
<response id="1">
<interface name="ISP">
<mac>ec:43:f6:d3:22:d9</mac>
<id>FastEthernet0/Vlan2</id>
<index>2</index>
<type>VLAN</type>
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Maa 4 [JononHutensHas nHgpopmaums

<description>Broadband connection</description>
<link>down</1link>
<connected>no</connected>
<state>up</state>
<mtu>1500</mtu>
<tx-queue>1000</tx-queue>
<global>yes</global>
<defaultgw>no</defaultgw>
<priority>700</priority>
<security-level>public</security-level>
<auth-type>none</auth-type>
</interface>
<message code="268370345" ident="Network::Interface: :Base"
source="">done</message>
</response>
</packet>

OneMeHT <request> JomKeH BCerga npucyTCTBOBATb B 3aMpoce OT KIMEHTCKOro NPUNoXeHUs
K YCTPOWCTBY. YCTPOWCTBO BCerfga oreevaeT coobLlueHnem <response>. ATpubyT id moxet
NCnonb30BaThbCs AN YCTAaHOBNEHNS COOTBETCTBUS MEXAY HUMMW.

PucyHok 4.1. dopmat 3anpoca
<request id="identifier">

<!-- request content -->
</request>

PucyHok 4.2. ®opmaTt oTBeTa
<response id="identifier">

<!-- response content -->
</response>

CyuiecTByeT oBa OCHOBHbIX Tvna 3anpocoB XML:

BbinonHeHue komaHabl  BbINONHUTL onpeaeneHHyo KomaHay Ha ycTporcTee. [locTynHble
KOMaHAbl onncaHbl B pasgene Maea 3 Ha cTpaHuue 27

3anpoc HaCTpoOeK |-|OJ'Iy‘-II/ITb napamMmeTpbl, HACTPOEHHbIE MO onpep,eneHHon KOMaHge.

4.1.1 BbinonHeHne KOMaHAbI

288

Sanpoc command No3BOMSAET BbIMNOMHUTL onpeneneHHyrn KoMaHagy Ha yCTpOVICTBe.

PucyHok 4.3. BbinonHeHne KOMaHAbI

<request id="identifier">
<command name="command">
<no/>
<argument>value</argument>

</command>
</request>
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Maea 4 [JononHutenbHas nHdopmaums

command MonHoe nmsa koMaHabl, pasgeneHHoe npobenamu. [locTynHble KOMaHabI
nepevncrieHsl B pasgene maea 3 Ha cTpaHuue 27.

argument Wwms aprymeHTa. ApryMeHTbl Kaaon KOMaHabl nepedncrneHbl B pasgene
maBa 3 Ha cTpaHuue 27. HekoTopble koMaHabl He TPebyoT kaknx-nnbo

apryMeHTOB.
value 3HadeHne aprymeHTa.
no Heobsa3aTenbHbIN ar1ieMEHT, KOTOPbI MCMNONb3yeTest ANs OTpULaHns 4eNCTBUS

komaHgpbl. OH JeNCTBYET Tak Xe, kak npedmke no, cMm. Pasagen 2.3 Ha cTpaHuue 24.

4.1.2 3anpoc HacTpoeK

3anpoc config ncnonb3yeTcsa Ans NnonyYyeHns HaCTPOEHHbIX NapameTpoB. Beb-nHtepderic
ncnonb3yeT Takoun 3anpoc Ans 3anonHeHns HTML-dopm.

PucyHok 4.4. 3anpoc HacTpoek

<request id="identifier">
<config name="command" />
</request>

4.1.3 lNaKkeTHbIN 3anpoc
Heckonbko 3anpocoB MOXHO 06‘be,EI,I/|HF|Tb B NMakeTbl ANnda onTuMmn3aumnm npon3BoanNTeribHOCTU.

PucyHok 4.5. NakeTHbIX 3anpoc

<packet>
<request id="1">
<!-- request content -->
</request>
<request id="2">
<!-- request content -->
</request>
</packet>

OTBeTHble aNeMeHTbI NPUXOAAT B BuAe NakeToB. MoeHTudmkaTopbl oTBETa UCMONb3YOTCA A
YCTaHOBMEHMs1 COOTBETCTBUSI MEXY OTBETaMu 1 3anpocamiu. Ecnu HeT oTBeTa, BO3BpalLlaeTcs
MyCTOWN 3NEeMEHT <response/>.

PucyHok 4.6. lNakeTHbIN oTBeT

<packet>
<response id="1">
<!-- response content -->
</response>
<response id="2"/>
<!l-- no response for id=2 -->
</packet>
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Moccapwit

Address and Control Field
Compression

Address Resolution Protocol

Challenge-Handshake
Authentication Protocol

Command Line Interface

Compression Control
Protocol

Dead Peer Detection

Deep Packet Inspection

moccapum

LCP HacTpoWika, obecne4mBatoLlas cxatue nonen Address n Control
KaHarnbHOro YpoBHSI.

NPOTOKON onpeaeneHns agpeca, NPOTOKON KaHaNbHOrO YPOBHS,
npeaHasHa4veHHbli ans onpegenexds MAC-agpeca no n3BecTHoOMy
IP-agpecy. Hambonbluee pacnpocTpaHeHne STOT MPOTOKOI NOMyYnn
Gnarogaps noBceMecTHOCTU ceTen IP, nocTpoeHHbIx noBepx Ethernet,
nockonbky npaktnyecku B 100% cnyyaeB npy TakoM COMETaHUU
ncnonb3ayetcst ARP. NpeobpasoBaHne agpecoB BbIMOMHSAETCA NyTEM Moucka
B Tabnuue, Tak HasbiBaemon ARP-Tabnuue. OHa cogepXXuT CTpoku ans
Kaxxgoro y3na cetu. B aByx ctonbuax cogepxarcs IP- n Ethernet-agpeca.
Ecnu TpebyeTcs npeobpasoBath IP-agpec B Ethernet-agpec, To nwertcs
3anuchk ¢ cooTeeTcTByoWwmuM IP-agpecom.

LUMPOKO pacrnpOCTPaHEHHLIN anropuTM NPOBEPKM NOAMMHHOCTMH,
npegycMaTpuBaloLLnin nepegavy He camoro napons nonb3oBartens, a
KOCBEHHbIX cBeageHunn o Hém. CHAP sBnsieTca 6onee 6e3onacHbIiM
mMeToaoM, Yem Password Authentication Protocol.

UHTepdenc KOMaHOHOW CTPOKN, pa3HOBMOHOCTL TEKCTOBOrO MHTEpdenca
Mexay 4YenoBeKOM M KOMMbIOTEPOM, B KOTOPOM UHCTPYKLUKU KOMMNBIOTEPY
0aloTcs B OCHOBHOM NyTEM BBOAA C KNaBMaTypbl TEKCTOBbIX CTPOK (KOMaHL).
Takke M3BECTEH MO HAa3BaHWEM KOHCOSb.

ncnonb3yeTca Oanda yCtaHOBKU U HaCTpOVIKVI anroputMoB CXXaTua AaHHbIX
Ha PPP.

3TO MEeTOof, UCNOMNb3yeMbIll CETEBLIM YCTPONCTBaAMM AN NPOBEPKM
CYLLECTBOBaHNSA 1 AOCTYMHOCTM OPYrMX CETEBbIX YCTPOWCTB.

TEXHOMOISI HAKOMIEHMS CTAaTUCTUYECKUX AaHHBIX, MPOBEPKN 1 (ONMLTPaLmm
CEeTeBbIX MAKETOB MO UX cogepknumomy. B otnnyne ot 6paHgmayapos,
Deep Packet Inspection aHanuaupyeT He TOMbKO 3arofoBKM NakeToB, HO
1 NonHoe coaepxumoe Tpaduka Ha ypoBHAX mogenun OSI co BToporo u
Boiwe. Deep Packet Inspection cnocobHo obHapyxuBaTb 1 brioknpoBaTb
BMpYCbl, UNLTpoBaTh MHGOOPMALIMIO, HE YAOBMNETBOPSIIOLLYIO 334aHHBLIM
KpUTepusaMm.

Deep Packet Inspection yacto ncnonbayeTtcsi npoBangepamm ans KOHTPors
Tpadmka, a MHorga v ans GroKMPOBKM HEKOTOPbIX MPUITOXKEHWI, TAKMX KakK
BitTorrent. C nomouubto Deep Packet Inspection MoxxHO onpegenuTb, kakoe
NPUIOXEeHe CreHepupoBaro WUnu noryyaeT AaHHble, U Ha OCHOBaHWUN
3TOro NpeanpuHATL Kakoe-nnbo aencteure. NMommmo 6noknpoBaHus, Deep
Packet Inspection moxeT cobupartb NnogpobHy CTaTUCTUKY COeaMHEHUS
KaXkgoro nonb3oBartens No oTAenbHOCTU. Takke, Npu nomolum quality of
service Deep Packet Inspection MoxeT ynpaBnaTb CKOPOCTbIO Nepegayn
OTAENbHbIX NaKeTOB, NMOAHSAB €€ UNW, HaNpPOTMB, YMEHbLLUB.
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Moccapui

DHCP

DHCP-server

Diffie-Hellman

MPOTOKOS AMHAMMYECKOW KOHpMrypauum y3na, 3To CeTeBOW NPOTOKOT,
MO3BONSAOLLMI KOMMbIOTEPaM aBTOMaT4ecky nonyyats IP-agpec v agpyrve
napameTpbl, Heobxoanmble ans padoTbl B ceTn TCP/IP. [laHHbIN NpoTOKON
paboTaeT No Mogenu «KnueHT-cepaep». [ina aBTomaTtnyeckon
KOHbUrypaumm KOMNbOTEP-KMMEHT Ha 3Tane KoHgUrypauum ceteBoro
yCcTponcTBa obpallaercs K Tak HasbiBaemomy cepsepy DHCP, n nonyyaet
OT Hero HyXxHble napameTpbl. CeTeBo agMUHUCTPATOP MOXET 3a4aTthb
AvanasoH aApecoB, pacnpegenseMbiXx CepBepoM Cpean KOMMbIOTEPOB.
OT0 no3BonseT n3bexaTrb PyYHON HAaCTPONKM KOMMbIOTEPOB CETU U
YMeHbLUAET Konm4ecTBo owmnbok. Npotokon DHCP ucnonb3yetcs B
6onbmHcTBe cetent TCP/IP.

DHCP-cepBep ynpaensieT nynom IP-agpecos n nHgopmaumen o
KOHUrypauum KINMEHTCKNX NapaMeTpoB, TakMX Kak LUI03 N0 YMOIMYaHumIo,
OOMEHHOE MMS1, CepBEp MMEH, APYTX CEPBEPOB, TAKNX KaK CEpBEP BPEMEHM
1 Tak ganee. [Nony4mB KOPPEKTHBIN 3anpoc, CepBep BblAAET KOMMbIOTEPY
IP-agpec, apeHay (NpOMeXyToK BpeMeHU, B Te4eHme Kotoporo IP-agpec
OENCTBUTENEH) U ApYrMe HacTpoeyHble napamMeTpsbl |IP, Takme kak macka
MOACETW M LWMO3 MO YMOnYaHuto. B 3aBMcMMOCTU OT peanusauun,
DHCP-cepBep MOXET MMeTb Tpy MeToAa HasHaveHus |P-agpecos:

* QuHamuyeckoe pacripedeneHue: CeTeBON agMUHUCTPATOP Ha3Ha4vaeT
onpegeneHHbIn ananasoH IP-agpecos ans DHCP, n kaxabin KnneHTckuin
KOMMbIOTEP B NOKaNbHOW CETUM HAacTpOeH 3anpawmeaTth |IP-agpeca ot
DHCP-cepBepa npv nHuumnanmsauum cetu. lNpouecc 3anpoca u
npefocTaBneHns NCNonb3yeT NPUHLIMMN apeHabl Ha onpeaeneHHbIN CPoK,
no3sonas DHCP-cepBepy Bo3Bpawiath (1 3aTem nepepacnpenensrtb)
IP-agpeca, koTopble He OBHOBNSAIOTCS.

* asmomamu4yeckoe pacripedeneHue: DHCP-cepBep Ha NOCTOSAHHOE
Mcnonb3oBaHMe BblAENSIET NPOM3BONbHbIV CBOOOAHbIN IP-agpec 13
onpeaenéHHoro agMMHUCTPaToOPOM AnanasoHa. OToT cnocob aHanormyeH
AvHamu4eckomy pacnpegenexuto, Ho DHCP-cepBep xpaHut Tabnuuy
npoLunbiX Ha3HavyeHu IP-agpeca, Tak YTo OH CKopee BCEro Ha3HauuT
KNMeHTy TOT e IP-agpec, 4To 1 paHbLue.

* cmamuyeckoe pacnpedeneHue: Cepep DHCP Bbigensiet IP-agpeca
Ha ocHoBe Tabnuubl ¢ napamm MAC/IP-agpecoB, KOTOpble 3anoNHAKTCS
BPY4HYIO (BO3MOXHO, CETEBLIM aagMmnHUCTpaTopom). IP-agpeca oyayT
BblAENATLCA TONbKO ANd KNMeHToB, Yb MAC-agpeca ykasaHbl B 3TOM
Tabnuue. 3T1a pyHKUMA (KoTopasi nogaepKMBaeTcs He BCEMU cepBepami
DHCP) Takke HasbiBaeTcs Ctatnyeckum HasHadeHnem DHCP
(DD-WRT), domkcmnpoBaHHbIM agpecomM (no gokymeHTtaumm dhepd),
pesepBupoBaHuem agpeca (Netgear), PesepeupoBanne DHCP nnn
Crartudeckmin DHCP (Ciscol/Linksys) u PesepsupoBaHue IP unu MAC/IP
npvBs3ka (NpoM3BOAUTENAMN Pa3NMYHbIX APYrMX MapLUPYTU3aTOPOB).

370 YacTb /KE npoTokona, No3eonsiioLlas AByM 1 6ornee cTopoHam
NonyYnTb OOLLUIA CEKPETHBIN KIHOY, UCMONb3YS HE3ALWULLIEHHBIN OT
npocnyLmnBaHus kaHan ceasu. MNMonyyeHHblr IPsec kntoy ncnonb3yeTcs
Ons wndpoBaHns ganbHenwero obmMmeHa ¢ NOMOLLbH anropuTMoB
CYMMETPUYHOIO LINPOBaHNUS.
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Domain Name System

Encapsulating Security
Payload

Fully Qualified Domain Name

Generic Routing
Encapsulation

Hash Message
Authentication Code

MoemMnoTeHTHOCTb

Internet Control Message
Protocol

Internet Group Management
Protocol

Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

cucTemMa JOMEHHbIX UMEH, KOMMbIOTEPHas pacnpedenéHHas cuctema ans
nony4eHus MHcopMaLm o JoMeHax. Yalle Bcero ncnonb3yercs ans
nonyyeHus IP-agpeca no MMeHu xocTa (KoMMbloTepa UIn yCTpoicTea),
nony4eHnst MHopMaLIMK O MapLIPYTM3aLMK NOYTbI, 06CMY>KUBAOLLUX
y3nax Ansi IPOTOKOIOB B JOMEHE.

3TO YacTb Habopa npotokonoB /Psec . B IPSec oH o6ecneunBaet
NOAJIMHHOCTb NPOUCXOXAEHUS, LIENOCTHOCTb U 3aLUnTy
KOHbMAEHLUMaNbHOCTN NaKeToB.

UMSA AOMEHa, He MMeloLLLee HEOAHO3HAaYHOCTEN B onpeaeneHumn. Bknioyaet
B cebsA MMeHa Bcex poavTenbCKnX AOMeHOoB nepapxmum Domain Name
System.

NPOTOKON TYHHENMPOBAHMWS CETEBLIX NAKETOB, pa3paboTaHHbI KoMNaHWEWN
Cisco Systems. Ero ocHoBHOe Ha3Ha4YyeHne — MHKancynsuus naketos
ceTeBOro ypoBHs ceteson mogenu OSI B IP nakeThbl.

O[VH U3 MEXaHN3MOB MPOBEPKU LIENMOCTHOCTU MHADOpMAaLIMK, NO3BONSAOLLNT
rapaHTUpOBaTb TO, YTO JaHHble, NepeaaBaemMble UMK XpaHsaLWnecs B
HeHaaéxHol cpeae, He ObinM U3MeHeHbl MOCTOPOHHUMU NULLAMM.

CBOWNCTBO MareMaTu4eckoro obbekTa, KoTopoe NPOSABSETCS B TOM, YTO
NMOBTOPHOE AENCTBME Hag 06BLEKTOM HE U3MEHSIET €ro.

NMPOTOKON MEXCETEBbLIX YNPABMSAOLLMX COOOLLEHWIN, CETEBOWN MPOTOKON,
Bxoaawmn B crek npotokonos TCP/IP. B ocHoBHom ICMP ucnonb3yetcs
ONnsa nepegayvn coobLueHni 06 owmnbKax 1 Apyrmx UCKNIOYNTENBHbIX
CUTyauusiX, BOHUKLLUMX NPV NepeaaYe AaHHbIX, Hanpumep, 3anpalumMBaemas
ycnyra HeoCTyrMHa, Uinn XOCT, UM MapLUpyTU3aTop He OTBEYAOT. Takke
Ha ICMP BosnaraloTca HEKOTOpble CePBUCHbIE (DYHKLINN.

3TO MHTEPHET-MPOTOKONT, KOTOPbIN 06ecrne4ynBaeT BO3MOXHOCTb KOMMbIOTEPY
COO6LWNTb O CBOEN NPUHAASIEXHOCTU K Ipynne pacchifiku Ha cocegHue
MapLupyTu3aTopbl. [pynnoBas pacchbirika MO3BONSET OOQHOMY KOMMbIOTEPY
MO MHTEPHETY paccbinaTb KOHTEHT APYrMM KOMMbIOTEPaM,
3aUHTEPECOBaHHbLIM B NOMYyYeHWUM paccbiikv. [pynnoBasi paccbiyika MoXeT
ObITb NCMONBb30BaHa B TaKUX CIlyyasiX, Kak 0OHOBNEHWEe agpeCHbIX KHUT
nonb3oBaTenen MobnnbHbIX KOMMBIOTEPOB, PACChifika UHGPOPMALIMOHHbIX
OtonneTeHer No KoMnaHuu, 1 "aupHoe BellaHne" LWMPOKOMOSOCHbBIX
nporpamMm NOTOKOBOrO MyrsTUMeana Ans ayauTopum, KoTopas
"HacTpounacbk" Ha NonyyYyeHne rpynnoBON PaCChISKU.

3TO CTaH4apTHbIM npoTokon IPsec, ncnonb3yembix Ans obecneyeHns
6e30nacHOCTM B3aUMOAENCTBUS B BUPTYyarbHbIX YacTHbIX ceTsx. Lenb IKE
- CO34aHune 3aLMLLEHHOrO ayTEHTUULMPOBAHHOMO KaHana CBsA3n C
NMoMOLLIbIO anroputma obmeHa kntodamu Diffie—Hellman gnsa cosgaHus
0o0LLEero CeKpeTHOro Kntova ¢ gansHenwmm wudgpoBaHmem IPsec cBssu.

OCHOBHOWN KOMMYHUKALIMOHHbIN NPOTOKON B ceTK VIHTEepHeT. B coBpeMeHHon
cetn MHTepHeT ucnonbayetcs IP yeTBEpTON BEpCUM, Takke U3BECTHbIN
kak IPv4. Ero npeemHunk — Liectas Bepcusi npotokona, IPv6.

MPOTOKON YNpPaBMneHUs CETEBBLIM YPOBHEM A1 YCTAHOBKM, HACTPONKM U
paspbiBa IP nogkntoveHust nosepx Point-to-Point Protocol (PPP)
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Moccapui

Internet Protocol Security

IPinIP

IPv6CP

Link Control Protocol

Microsoft Point-to-Point
Encryption

Maximum Receive Unit

coeguHeHus. IPCP vcnonb3yeT TOT Xe MexaHn3M oOMeHa naketamu, YTo
n LCP. ObmeH naketamu IPCP He npoucxoauT go tex nop, noka PPP He
Ha4yHET basy cornacoBaHUsA NPOTOKOSAa CETEBOrO YPOBHS. Jllobble nakeTbl
IPCP, nony4yeHHble 0 TOro, Kak Ha4YHETCA aTa dasa, AOMKHbI ObITb
OTOPOLLEHbI.

Habop NpOTOKOMNOB A51s 0becneyeHmns 3anTbl AaHHbIX, NepeaaBaeMblX
no mexxceteBoMy npotokony Internet Protocol . No3BonsieT ocyLecTBNATb
nogTBEpPXXAeHME NOANMHHOCTY (ayTEeHTMMKALMIO), NPOBEPKY LIENTOCTHOCTU
n/vunun wndposaHue IP-nakeToB. IPsec Takke BKIto4aeT B cebsi MPOTOKONbI
ANn4 3awmwéHHoro obmeHa knoyamu B cetn ViHTepHet. B ocHOBHOM,
NpUMeHsAeTCH ANnst OpraHn3auumn vpn-coeanHeHNN.

310 NpoTtokon |IP-TyHHenMpoBaHus, KOTOPbLIN MHKancynupyet oauH IP-naket
B Apyrow |IP-naker.

OTBEYAET 3a HACTPOWKY, BKITHOYEHNE N OTKIIOYEHME MoZyel NpoTokona
IPv6 Ha oboux koHuax Point-to-Point (PPP) coeanHenus. IPv6CP
NCNonb3yeT TOT XXe MexaHu3M obMeHa naketamu 4YTo 1 npoTtokon Link
Control Protocol. ObmeH naketamu IPv6CP He npoucxoauT Ao Tex nop,
noka PPP He Ha4yHET hasy cornacoBaHMs NPOTOKOMa CETEBOrO YPOBHSI.
JTio6bie naketbl IPVv6CP, nonyyeHHble A0 TOro, Kak Ha4YHETCA aTa dasa,
OOMKHbI ObITb OTOPOLLEHBI.

NpoTOKON ynpaeneHus coeanHeHneMm, LCP siBnsieTcsa YacTbio NpoToKona
Point-to-Point Protocol . Ipun yctaHoBneHun coegnHeHns PPP nepepatollee
N MpYHUMaLOLLIEE YCTPOMUCTBO 0OMeHmBatoTcs naketamum LCP ons ytouHeHus
cneunduryeckon nHcopmMaLmmn, kotopasa notpebyetca npu nepenave
[JaHHbIX.

Maketbl LCP pgendatca Ha Tpu knacca:

» [lakeTbl ans opraHns3aunn KaHana cBA3N. |/|CI'IO.I'Ib3yIOTCF| ana
opraHun3auunn n Bbl60pa KOH(*)I/IpraLI,I/II/I KaHana

* [lakeTbl ang 3aBeplieHund OencTBus kaHana. MCHOJ‘Ib3yIOTC$| and
3aBepLieHnA OEencTBMs KaHana cBA3n

* [MakeTbl Ans nopgaepxaHns padboTocnocobHoCTM kaHana. McnonbaytoTcs
ON4 nogaep)aHna 1 oTnagku KkaHana

NPOTOKON WNPPOBaAHNS AAHHBIX, UCMONb3YEMbI MOBEPX COEANHEHNI
Point-to-Point Protocol . cnonbayeT anroputm RSA RC4. MPPE
nogaepxmeaet 40-, 56- n 128-OUTHbIE KUK, KOTOPbIE MEHSIIOTCS B
TEeYEeHMe Ceccum (4acToTa CMeHbI KI4en ycTaHaBNMBaETCs B Npouecce
X3HAaLerika coeguHenns PPP, ecTb BO3MOXHOCTb reHEpUpOBaTh N0 HOBOMY
Kntody Ha kaxgbii naket). MPPE obecneynBaeT 6e30nacHOCTb nepeaym
OaHHbIX Ansg nogknodeHns PPTP mexay VPN-knueHtom n VPN-cepsepomM.

onpegensieT MakcuMarnbHbI pa3mep (B banTax) 6roka, KOTopbI MOXET
ObITb NPUHST HA KaHaNbHOM YPOBHE KOMMYHWUKALMOHHOIO NpoTOKona.
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Moccapwit

Maximum segment size

Maximum transmission unit

Network Access Control List

Network Time Protocol

Open Package

Password Authentication
Protocol

Perfect Forward Secrecy

Ping Check

Point-to-Point Protocol

! https://www.openwrt.org/

sBnsieTca napameTpoM npotokona TCP v onpefensieT MakcuMmarbHbIA
pa3mep 6noka gaHHbIX B banTax ans cermeHta TCP. Takum obpasom aToT
napameTp He yuuTbiBaeT aAnvHy 3aronoskos TCP u IP.

MakcuMMarbHbI pa3mep 6rioka (B 6arTax), KOTopbIn MOXET ObITb NepeaaH
Ha KaHanbHOM ypoBHe ceteor mogenu OSI. 3HauyeHne MTU moxeT ObiTb
onpegeneHo ctaHgapTom (Hanpumep ans Ethernet), nnbo moxet
BbIOUpaTbCS B MOMEHT YCTaHOBKU coeanHeHns (06bIYHO B Criyyae npsmbixX
MOAKIMOYEHNI TOYKa-TouKa). Yem Bbiwe 3HadeHne MTU, TeM MeHbLue
3arofioBKOB NepefaéTcs No CETU — a 3HaYMT, BblLle NPOMyCKHas
CMOCOBHOCTb.

npaswna, 3agaHHole ans IP-nHTepdencos, KOTopble AOCTYMHbI Ha
MapLLUpyTU3aTope, KaXaoe CO CMCKOM XOCTOB UINU CEeTen, paspeLuatoLlee
unu 3anpetyarolee ncnornb3osaHue cepauca. Cnncky KOHTpons gocTtyna
MOTYT YNpaBnaTb Kak BXOAALLMM, TakK U UCXOASALLMM TpadUKoMm.

CETEBOW NPOTOKON AN CUHXPOHM3aLMN BHYTPEHHUX YacOB KOMMbIOTEPA
C UCNonb30oBaHWEM ceTel C nepeMeHHon naTteHTHoCTbio. NTP ucnonessyet
ans ceoen padotbl npotokon UDP. Hanbonee wmnpokoe npumeHeHne
npotokon NTP Haxoant ans peannsaumm CEpBEPOB TOYHOIO BPEMEHM.

yMpoLLEeHHas cuctema ynpasneHusi naketamu. lNpegHasHayeHa ons
BCTpamBaeMbIX CUCTEM Ha OCHOBE Linux u ncnonb3yercsi B AaHHOM
KayecTBe B OpenWrt1 n Entware? npoektax. [Naketbl Opkg ncnonb3yoT
pacwmpeHus .ipk .

3TO MPOTOKOI NPOBEPKM NOANIMHHOCTM, KOTOPbIV UCMNonb3yeT naponb. PAP
ucnonb3yetcsa coeguHeHnem Point-to-Point Protocol ons nposepku
nonb3oBaTenen nepes NpegocTaBneHemM UM A40CTYNa K yaaneHHom CEeTH.
PAP nepegaet He 3awumdpoBaHHble naponu B popmate ASCII no ceTtu u,
cnepoBaTenbHO, cYMTaeTcsl Hebe3onacHbIM.

CoBeplueHHas npsimasi CeKPETHOCTb, CBOMCTBO HEKOTOPbIX NMPOTOKOOB
cornacoBaHus kntoya (Key-agreement), KOTOpoe rapaHTUpYeT, YTo
CECCHOHHbIE KIT0YM, NMOMyYeHHbIE NMpKu NoMoLLmM Habopa Kroyen
[OJTTOBPEMEHHOTO MOSb30BaHUs, He GyayT CKOMMNPOMETUPOBAHbI NP
KOMMPOMETALN OLHOTO U3 JONTOBPEMEHHbIX KITHYEN.

onpepenset paboTocnocobHOCTL NOAKMIOYEHUS K UHTEPHETY Mo
OOCTYMNHOCTU 3afaHHOro y3na. PesynsraTt npoBepkn MOXET BbITb
MCMOMNb30BaH Ansi NePEKIIOYEHUST MEXAY OCHOBHbLIM U Pe3epBHbIM
NOOKMIOYEHUAMU K UHTEPHETY.

3TO NPOTOKOM UCMONb3yeMbl A5 YCTAHOBMEHWS NPSIMOMA CBA3UN MexXay
AByms y3namu. OH MoXeT obecneunTb ayTeHTUdMKaLMI0 CoeanHEHS,
LWncppoBaHue nepegayun gaHHbIX 1 cxatue. PPP ncnonbsyercs BO MHOMMX
BMAax usnyecknx ceten, Bkroyas kabenb, TenedoHHY NNHUIO, COTOBYHO
CBsi3b, CMeunann3MpoBaHHble pagno NIMHUKU U ONTOBOJSOKHO. [Nocne
YCTaHOBMNEHWUS] COEAMHEHNS HAYMHAETCS HAaCTPOWKa OOMNOMHUTENBHOW CETH
(ypoBeHb 3). Yawe Bcero ncnoneayetcs Internet Protocol Control Protocol

2 https://github.com/Entware-ng/Entware-ng
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Moccapui

Preamble

Protocol-Field-Compression

Service Set ldentifier

Shared key

SkyDNS

Simple Network Management
Protocol

3TO NepBas YacTb 6noka gaHHbIx npoTokona (PDU) dunanyeckoro ypoBHs
koHBepreHumu (PLCP). 3aronoBkom sIBNSIETCS OCTaBLUASICS YaCTb NaKETOB
OaHHbIX, KOTOpas COAePXUT DonbLUue MHPOPMaLUKN O CXEME MOZYNALNM,
CKOPOCTM nepenayu, 1 o NPOMEXyTKe BpeMeHM, TpebytoLemMcs ans
nepegayv Bcex AaHHbIX Kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHoBe GecnpoBOAHON CBA3M
onpegenset anuHy onoka CRC (Cyclic Redundancy Check) gns
COeMHEHUSI MeX Y TOYKOWM A0CTyna 1 rocTeBbiMU 6€CNPOBOAHBIMU
agantepamu.

[OnuHHaga npeambyna:

* PLCP c gnuHHon npeambynoi nepegaetcs Ha ckopocth 1 MouTt/c
He3aBUCKMMO OT CKOPOCTM Nepefayn AaHHbIX kagpa

* OO0Lwee BpeMsi nepegayn 4SIMHHOW NpeamMOyrbl ABMSETCA KOHCTAHTOM -
192 MUKpOCeKyHAbI

» ComecTuMmo ¢ yctapeBwnmm cuctemamm IEEE 802.11 paboTatoummm
Ha 1 n 2 Mbur/c

KopoTkasi npeambyna:

* [Mpeambyna nepenaetcsi Ha ckopocTn 1 MouT/c, a 3aronoBok — Ha 2
M6uT/c

+ OO6Lee BpeMs nepegadn KOPOTKOM Npeambyrbl ABNAETCS KOHCTAHTON
— 96 MUKpOCeKyHabI

* He coBmecTMMo ¢ ycTapeBwmmMm cuctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 Méut/c

MeTOoA cornacoBaHus cxatua nonsi Protocol B 3aronoskax PPP . o
ymonyaHuto, Bce peanusauuun JOJDKHbI nepepasate nakeTsl ¢ ABYMSA
okteTtamu nonsa Protocol.

3TO NocneaoBaTenbHOCTL CUMBOMOB, KOTOPas YHUKaNbHbIM 06pa3om
nmeHyeT 6ecnpoBogHyto nokaneHyto cetb (WLAN). 3To MMsa no3sonsieT
6ecnpoBOAHbLIM CTAHUMAM NOAKMIOHATLCS K HY>KHOW CETU, ECMU B JAHHOM
MeCTe JOCTYMHO HECKOMbKO HE3aBUCUMBIX CETEW.

3TO PEXUM, B KOTOPOM KOMMbBKOTEP MOXET NONyYnTh OOCTYN K
BecnpoBogHou ceTn, ncnoneaytowlen npotokon Wired Equivalent Privacy.
Mpn nomowwm OBLLEro Kr4a KOMMbIOTEP, OCHALLLEHHbIN 6EeCNPOBOAHBIM
MOLEMOM, MOXET Nofy4nTb JocTyn Kk nitobon cetn WEP n obmeHnBaTtbes
3awmncpoBaHHbIMM MK He3aWndPOBAHHBIMW AAaHHLIMMU.

cnyx6a, koTopas NpeoCTaBnsET BO3MOXHOCTb (hunsTpaLmmn 1 6rokMpoBKku
OonacHbIX Unu HexenaTtenbHbIx canToB. SKyDNS pacLumnpsieTr BO3MOXHOCTU
Domain Name System , nobaBnss Takne yHKLUMM, Kak 3aLimTa oT puLumHra
1 pUNbTPaLMs KOHTEHTA.

3TO CTaHAAPTHbIA MHTEPHET-NPOTOKON ANSs YNpaBeHns yCTPONCTBaMu B
IP-ceTaix Ha ocHoBe apxuTekTtyp TCP/UDP. K nopaepxwusatoium SNMP
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Moccapwit

Transmission Control
Protocol

Tunnel Setup Protocol

User Datagram Protocol

udpxy

Universal Plug and Play

Virtual LAN

Web Proxy Auto-Discovery
Protocol

Wi-Fi Multimedia

yCTpOVICTBaM OTHOCATCA MapLiIpyTM3aTopbl, KOMMYTaTOpPbI, CEpBEpPbI,
pa6oqme CTaHUuun, NnpuHTEPDLI, MOOAEMHbIE CTOWKN N apyrue.

SIBNSAETCA OCHOBHbLIM NPOTOKOSIOM M3 Habopa Internet Protocol . TCP —
3TO TPAHCMNOPTHLIN MexaHn3m, obecneunBaroLLnn NOTOK AaHHbIX, C
npeaBapuTErNbHONM YCTAaHOBKOW COEQUHEHNS], 3@ CHET 3TOrO AaloLnn
YBEPEHHOCTb B JOCTOBEPHOCTM NOMyYaeMblX AaHHbIX, OCYLLECTBIAET
MOBTOPHbIN 3aMpOC AaHHbIX B Cryvae Nnotepu 1 yctpaHseT gybnmposaHne
npw Nony4YeHnn OByX KOMUIA OQHOTO NakeTa.

NPOTOKON HacTPOWKU TYHHENS, 3TOT CETEBOW NPOTOKON ynpaeneHus
ncnonb3yeTcs Ans cornacoBaHus napameTpoB HacTporiku IP TyHHens
Mexay KNMEHTCKMM XOCTOM TYHHENEN 1 CepBepoM Cnyx0Obl TyHHENen.

SIBNSIETCS OCHOBHbLIM NPOTOKONOM M3 Habopa Internet Protocol . 3T1o
TPaHCMOPTHLIV NPOTOKON ANA nepefadn AaHHbIx B ceTax IP 6e3
yCTaHOBINeHns coeanHeHusi. OH SIBNSIETCS OOHMM M3 CaMblIX MPOCTbIX
NPOTOKOMNOB TpaHcnopTHoro yposHsa mogenu OSI. B otnuune ot TCP, UDP
He NoATBEPXAAET AOCTaBKY AaHHbIX, HE 3a00TUTCS O KOPPEKTHOM MOPSiAKe
OOCTaBKM U He JenaeT NOBTOPOB. 3aTo OTCYTCTBME COEANHEHUS,
OOMONHUTENBHOIO Tpadmka U BO3MOXHOCTb LLUMPOKOBELLATENBHbIX
paccbifok AenatoT ero yaobHbIM Anst NPUMEHEHWIA, T4e Marnbl NoTepu, B
MacCOBbIX paccblfikax flokanbHON NOACETH, B MeAMANpOTOKonax v T. M.

cepBepHoOe npunoxeHune (daemon) Ana nepegayn AaHHbIX U3 CETEBOTO
noToka mMynsTuKacT kaHana (Bewwaemoro no UDP) B HTTP coeguHeHne
3anpaluvBatoLLEero KrnmeHTa.

3TO apXMUTEKTYypa MHOIOPAHIOBLIX COEAMHEHWUI MEXOY NepCoHarbHbIMU
KOMMbOTEPAMU U MHTENNEKTYanNbHbIMU YCTPOUCTBAMU, YCTAHOBIEHHBIMN,
Hanpumep, goma. UPnP cTpounTca Ha OCHOBE CTaHOAPTOB U TEXHOMOrMm
nHTepHeta, Taknx kak TCP/IP, HTTP n XML, n obecneumsaet
aBToMaTMyeckoe nogknoyeHne NnogobHbIX YCTPOUCTB OPYT K APYTY U UX
COBMECTHYO paboTy B CETEBOW Cpefe, B pesynbraTe Yero cetb (Hanpumep,
OOMaLLHSS) CTAaHOBUTCS NENKOM A11s HACTPOWMKN BonbLluemMy Yncny
nonb3oBaTenen.

nornyeckas ("BuptyansHasa") nokanbHasa KOMMbOTEPHAsA CEThb,
npencraenseT cobow rpynny XocToB ¢ 06LWmMM Habopom TpeboBaHui,
KOTOpble B3aMMOAENCTBYIOT Tak, Kak ecrnv 6bl OHU BbInv NOAKNIOYEHbI K
LUMPOKOBELLATENBHOMY JOMEHY, HE3aBUCUMO OT NX (DU3NYECKOTO
MecToHaxoxaeHusa. VLAN nMmeeT Te e CBOWCTBa, YTO 1 hmsmnyeckas
nokarbHas CeTb, HO NMO3BONISIET KOHEYHBLIM CTaHLMAM FPyNnNMpoBaTbCst
BMECTE, AaXke eCN OHU HE HaxoadaTcs B O4HON dmnandeckon cetn. Takas
peopraHusauns MoXeT ObITb caenaHa Ha OCHOBE NPOrpPaMMHOro
obecneveHns BMECTO PU3NHECKOTO NepeMeLLEHNS YCTPONCTB.

3TO MEeToA, Ucnonb3yemblt KnneHTamu ansa noncka URL-agpeca anna
KoHdurypaumm npy nomowm DHCP n/unmn DNS meTtogoB oGHapyXeHus.
Mocne okoH4YaHWMst OOHapPYXXeHUs 1 3arpy3ku danina koHdurypauum, oH
MOXET ObITb BINONTHEH AJ15 onpeaerneHnst Npokcu ykasaHHoro URL-agpeca.

asndaetca ceptucpumkaumen Wi-Fi Alliance, 6asupytoienca Ha ctaHgapTe
IEEE 802.11e. OH obecneumBaeT OCHOBHbIE BO3MOXHOCTU Q0S (quality
of service) ans ceten IEEE 802.11 nocpenctBoM nprMopeTnsaLmm nakeTos
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Wi-Fi Protected Access

Wi-Fi Protected Setup

Wired Equivalent Privacy

Extended Authentication

Yandex.DNS

OaHHbIX Mo YeTbipem kaTeropusim: rorioc (AC_VO), sugeo (AC_VI),
HerapaHTupoBaHHasa goctaska (AC_BE), n Huskuin nproputet (AC_BK).

npeacrasnsger cobon 06HOBMEHHYIO NPorpaMmMmy cepTudmkaLumn ycTponcTs
6ecnpoBoaHou ceaA3n. TexHonorua WPA npuiuna Ha 3ameHy TeXHomnorum
3awmTbl 6ecnposogHbix ceten WEP. MNntocamun WPA sBnsioTcs yeuneHHas
6€e30MacHOCTb JaHHbIX N YXKECTOYEHHbIN KOHTPONb A0CTYNa K
BGecnpoBoaHbIM ceTAM. HemanoBaXXHOW XxapakTepUCTUKON ABMSETCA
COBMECTMMOCTb MeXay MHOXEeCTBOM 6eCcnpoBOAHbIX YCTPONCTB Kak Ha
annapaTtHOM YpPOBHe, Tak U Ha nporpaMMHoM. Ha aaHHbin MoMmeHT WPA 1
WPA2 paspabatbiBatoTcs 1 npoasuratotest opraHmsanmen Wi-Fi Alliance.

CTaHZapT (M OAHOUMEHHbIV NPOTOKOIT) MONyaBTOMAaTUYECKOro CO3AaHns
6ecnpoBoaHon cetn Wi-Fi, cosagaHHbin Wi-Fi Alliance. Llenbto npoTokona
WPS sBnsieTcs ynpoLleHue npoLecca HacTporiku 6ecrnpoBoOgHON CETH,
noaTomy m3HadanbHo oH Ha3biBanca Wi-Fi Simple Config. MpoTokon
NMp13BaH Oka3aTb MOMOLLb MOSb30BATENSAM, KOTOPbIE HE ObnagarT
LUMPOKMMM 3HaHUSMK 0 Be3onacHOCTN B GECNPOBOAHbBIX CETAX, U KaK
CnencTByE, UMEIOT CITOXHOCTY NpW ocyLlecTBrieHnn Hactpoek. WPS
aBTOMaTMyeckn 0003Ha4YaeT UMS CETU U 3a4aeT LWndpoBaHue, ANs 3auUThbl
OT HECAHKLUMOHMPOBAHHOIO A0CTYNa B CETh, NPW 3TOM HET HEOBXOAMMOCTM
BPYYHYIO 3aaBaTb BCE NapaMeTpbl.

anroputm ans obecneyennst 6esonacHoctn ceten Wi-Fi. Mcnonbayetca
Ans obecneyeHns KOHPMOEHUMANBHOCTUN 1 3aLLUThI epedaBaembiX 4aHHbIX
aBTOPM30BaHHbIX NOMNb3oBaTenen 6ecnpoBOAHON CETU OT NPOCHYLLNBAHNUS.
CywectByeT gBe pasHoBugHoctn WEP: WEP-40 n WEP-104,
pasnuyaroLmecs TonbKO ANMHOM Kntoya. B HacToswee BpeMsa gaHHas
TEXHOMNOMNS ABMSETCA yCTapeBLUEen, Tak Kak ee B3NTOM MOXeT bbiTb
OCYLLECTBIIEH BCETO 3a HECKOMNBbKO MUHYT. TeM He MeHee, OHa NPOAOIKaeT
LUMPOKO ncnosnb3oBatbes. WPA2.

nnn XAUTH, obecneunsaeT JONONHUTENBHbLIA YPOBEHL NPOBEPKU
NOANMHHOCTW, NO3BONAA W3y /Psec 3anpalunBaTb paclUMPEHHYIO
aBToOpM3aLMIo yaaneHHbIX nornb3oBarenen, Takum obpasom 3actaBnsas
yAaneHHbIX Nonb3oBaTenen NpegocTaBnATb UX y4eTHbIe AaHHbIe, Npexae
Yem nony4untb goctyn K VPN.

cepBUC KOMNaHUM SHOEKC AnsA 3aWwuThl AoMallHel ceTu. ObecnedynsaeTt
TpY pexxrma uUnsTpaLum:

» 6e3 unbTpaunn: pecypcbl He BNoKnpyoTCs

* 6e3onacHbIN pexum: BriokMpyrTCA BPe4OHOCHbIE U MOLLEHHUYECKMe
canTbl

* CEeMEeVHbIN PEXNM: 6J'IOKVIpy}OTCF| Bpe€OOHOCHbIE N MOLLUEHHUNYECKNE CauThbl,
a TaKxe pecypcCbl Ana B3pOCIbIX
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SNMP MIB

basbl ynpaensowen nHgpopmaumm (MIB) gocTynHbl TONbKO ANt UTEHMS.

Mopaepxwmsatotcsa cnegytowme MIB:

A.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoppepxvBaloTcs crneayolme 3aneMeHTbl AaHHbIX:
* SNMPv2-MIB::sysDescr

* SNMPv2-MIB::sysUpTime

+ SNMPv2-MIB::sysContact

* SNMPv2-MIB::sysName

+ SNMPv2-MIB::sysLocation

+ SNMPv2-MIB::sysServices

A.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31
MopaepxunBatoTcs crneayroLwmne anemMeHTbl AaHHbIX:
Ba3oBbI BapuaHT OID: 1.3.6.1.2.1.2

+ IF-MIB::ifNumber

* |IF-MIB::ifiIndex

* |IF-MIB::ifDescr

* IF-MIB::ifType

+ |IF-MIB::ifMtu

* IF-MIB::ifSpeed

+ IF-MIB::ifPhysAddress

« |F-MIB::ifAdminStatus
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MpunoxexHne A SNMP MIB

PacwunpeHHbIn
BapuaHT
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IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB:

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB:

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

;ifOperStatus

ifLastChange

:ifiInOctets

iflnUcastPkts
iflnDiscards
iflnErrors
ifOutOctets
ifOutUcastPkts
ifOutDiscards

ifOutErrors

OID 1.3.6.1.2.1.31

ifName

iflnMulticastPkts

:iflnBroadcastPkts

ifOutMulticastPkts
ifOutBroadcastPkts
ifHCInOctets
ifHCInUcastPkts
ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets

ifHCOutUcastPkts

:ifHCOutMulticastPkts

ifHCOutBroadcastPkts
ifLinkUpDownTrapEnable
ifHighSpeed
ifPromiscuousMode
ifConnectorPresent

ifAlias
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 IF-MIB::ifCounterDiscontinuity Time

MNMpoueccop [(CBUTY YctponcTtBO OnucaHue
MT7621/RT63368| MT7530 Keenetic Giga lll|MopgaepxuBatotcs 64-0UTHbIE
RTL8370M _ cyeTynkn 6anT No nopTam
Keenetic Ultra Il |ceutya, 32-6uTHble cueTumkm
. nakeToB Mo NopTamM CBUTYa.
Keenetic LTE | cry, knaccudpmkanms no tuny
MT7620 RTL8367B Keenetic Viva |naketoB: broadcast, multicast
1 unicast.
Keeentic Extra
WHTerpuposaHhbin| Keenetic 4G 11l (Mogaepxmsatotcs 32-6UTHble
o cYeTYMKM 6anT No nopram
Keenetic Lite Il |ceuTua n 16-6utHble
o CYETYMKM NAKeTOB MO nopTam
Keenetic Lite lll | .g1ya B cnyyae
Keenetic Omni | TEPENOMHEHMSA CHeTHMKOB
BbICTaBISAETCSA BPEMS
Keenetic Omni |1|MOCNeAHero nepenomnHexus
B
IF-MIB:ifCounterDiscontinuity Time.
MT7628 WHTerpuposaHHbii | Keenetic Start Il |MogaepxmuBatoTcs TONbKO
o 16-OUTHbIE CHETUUKMN NaKETOB
Keenetic Lite Il |no nopram cautya. B cnyuae
rev.B NnepenorTHEHNS CHETYMKOB
. BbICTaBIISIETCS BPEMS
Keenetic 4G Il |6cnennero nepenontenms
rev.B B
Keenetic Air IF-MIB::ifCounterDiscontinuity Time.
Keenetic Extra Il

A.3 IP-MIB

OID: 1.3.6.1.2.1.49

MopoepxuBatoTcs cneayowme anemMeHTbl 4aHHbIX:

» TCP-MIB::tcpRtoAlgorithm
* TCP-MIB::tcpRtoMin

+ TCP-MIB::tcpRtoMax

* TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens

* TCP-MIB::tcpPassiveOpens

* TCP-MIB::tcpAttemptFails
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TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB

::tcpEstabResets
::tcpCurrEstab
::tcplnSegs
::tcpOutSegs
.;tcpRetransSegs
::teplnErrs

::tcpOutRsts

A.4 UDP-MIB

OID: 1.3.6.1.2.1.50

MoonepkunsaloTcs creayoLlme areMeHTbl aHHbIX:

UDP-MIB

UDP-MIB::
UDP-MIB::
UDP-MIB::
UDP-MIB::

UDP-MIB:

::udplnDatagrams
udpNoPorts
udplnErrors
udpOutDatagrams
udpHCInDatagrams

:udpHCOutDatagrams

A.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

MoonepkunBaloTcs crieayolime areMeHTbl AaHHbIX:

+ HOST-RESOURCES-MIB::hrSystemUptime

A.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

nOﬂ,D,ep)KI/IBaPOTCFl cneagywwme aneMeHTbl JaHHbIX:

UHdopmaumsa o6 O3Y

ycTponcTBa

« UCD-SNMP-MIB::memTotalReal
* UCD-SNMP-MIB::memAvailReal
« UCD-SNMP-MIB::memShared

« UCD-SNMP-MIB::memBuffer
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UHdopmaums o

USB-Hakonutensax

UHdopmaumsa o

Harpyske Ha cuctemy

UCD-SNMP-MIB:

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

:memCached

:dskindex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

‘lalndex

laNames

‘laLoad

:laConfig
‘laLoadInt
:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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