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BBegeHue

BBepeHme

[JaHHbIN CNpPaBOYHMK COAEPXUT KOMaHAbl 415 ynpaBneHus ycTporictBom Keenetic Start
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
LOCTYMHbIX KOMaHA,. Takxke yKa3aHbl NprIMepbl TOro, Kak UCMNo/ib30BaThk Hanbonee
pacnpocTpaHeHHbIe U3 3TUX KOMaHJ, 06Laa nHGopmaLms o B3auMOCBSA3N MeXAy
KOMaHAaMu 1 MPUHLMNMAAbHbIE OCHOBbI TOrO, Kak MX MCMONb30BaTh.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JlaHHOe pyKoBOACTBO NpeHa3HauYeHo 4/1s CeTEBbIX aAMUHMCTPATOPOB UM CMELNANNCTOB
Mo BbIYNCINTENBHON TEXHVIKE, OTBEUAIOLLMX 33 HAaCTPOWKY 1 NoaAepXKy Keenetic Start
Ha mecTe. OHO Takxe npejgHasHayYeHo A/1s onepaTopoB, KOTOpble ypaBastoT Keenetic
Start. lokyMeHT OxBaTbIBAaEeT TEXHMNYECKME MPOLeAYPbl MOALEPXKKN BbICOKOFO YPOBHS A/15
root-agMVHNCTPATOPOB U COTPYAHNKOB TEXHNUECKOI MoaaepxKkn Keenetic Start.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic

CTPOKOM KOMaHAHoW cTpoku Keenetic Start, ee nepapxuyeckyro
CTPYKTYPY, YPOBHU aBTOPM3aLNL 1 BOSMOXHOCTU
CNpaBKwu.

OnncaHve KOMaHA AndaBUTHbIN CMNCOK KOMaHJ, KOTOpble MOXHO BBOANTb

B KOMaHZHOW CTpoKe Ansa HacTpolikm Keenetic Start.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLme o603HaueHUs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.
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I «0b653aTe/IbHbI 37IEMEHT>

JnemMeHTbI B YrnoBbIX cKobKax ABnsTCA
06s13aTeNIbHbIMU.

x|lyl2 Obs3aTenbHble aflbTepHATUBHbIE KNKO4YeBble
C/1I0Ba rpynnmMpyroTCsa B KPYr/bIX CKOBKaxX 1
pas3AenstoTcs BepTUKanbHOM YepTon.

x|y]z Heobs3aTenbHble anbTepHaTUBHbIE

KntoYueBble CNoBa rpynnupytoTcs B
KBaApPaTHbIX CKOBKaXxX N pasfensoTcs

BEPTUKaNbHON YepToN.

OnuncaHme KaxAoM KOMaH/bl paszeneHo Ha

cneayoLime nojpasgensi:

OnwncaHwe OnuncaHve TOro, YTO KOMaHAa Aenaer.
CuHoncuc O6wuin opmaT KOMaHAbI.
MNpedwukc no B03MOXHOCTb MCMONL30BaHWSA B KOMaHe

npedukca no.

MeHsieT HacTponKu

CNocobHOCTb KOMaHAbI MEHATbL HACTPOIKN.

MHOrokpaTHbIi BBOA

BO3MOXHOCTb M HOrokpaTHOro Beoja
KOMaHAbl.

BxoxzaeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KOoMaHgaa. Ecam rpynnel HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodelica

Tun nHTepdeiica, Ha KOTopbIA BAVAET
KomaHga. Pasgen He oTobpaxaeTcs, ecau
JAAHHBIA KOHTEKCT He MMeeT CMbIc/1a ANs
KOMaHZbl.

NHTepdelickl, ncnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAY HAMW MOKa3aHbl Ha
Anarpamme Hmxe.

AprymeHThI

ApryMEHTbI, eC/in eCTb, N NMOACHEHNA K HNM.

Mpumep

NnntocTpauus Toro, Kak KOMaHAa BbIFNSANT
npwv Bbi3oBe. NocKoNbKy NHTepdenc NpocrT,
HeKOTOopble MPUMEPbI OYEBUAHbI, HO OHU

BK/THOYEHbI 1A ACHOCTW.

MpymeYaHus, NpesynpexaeHns N NpeAocTepexeHs NCNob3yoT caeayoLume

0603HaueHus.

MpnmeyaHue:  O3HadaeTt "umTatesb, NPUMU K CBeAeHUI". lNpnMeyvaHunsa cogepxxaT
nose3Hble COBETLI UM CCbUTKX Ha MaTepuaibl, He cojepKalimecs B
JaHHOM cnpaBoYHMKe.

MNpepyrnpexxaeHe:

O3HauaeT "4unTartenb, BHMMaHMe!". Ballun 4eNcTBmS MOTYT NPUBECTU K

noBpexaeHnmto O60pyAOBaHI/IFI nnan noTtepe AaHHbIX.
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop MediaTek MT7628NN MIPS® 24KEc 575 MHz

OnepatuBHasa namatb Winbond W9751G6KB-25 64Mb DDR2

dnew-namaTb Winbond W25Q128CSIG 16Mb SPI

Ethernet MopTbi Mukpocxema MpumeuaHuns
2 MHTerpnpoBaHHas
MeTka CkopocTb MpumeuaHusa
0 100 M6éuT/c Mopt WAN
1 100 M6uT/c

Wi-Fi YacToTHbIN | MuKpocxema MpuMeyaHus
AvanasoH
247TTy WHTerpnposaHHas 802.11bgn 2x2
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B 37Ol rnaBe onmncaHo, kak NoNb30BaThCs MHTepdencomM KoMaHaHoM cTpoku (CLI) Keenetic
Start, ero nepapxmueckas CTpykTypa, ypoBHM aBTOPM3aLM Y BO3MOXHOCTN KOHTEKCTHOM
Mo/ CKa3Ku.

OcHOBHOe CpeAcTBO ynpaBaeHNs MapLupyTmnsaTtopoM Keenetic Start — 3to HTepdeiic
KOMaHZAHo cTpoku (CLI). HacTpoikmn cncteMbl NOAHOCTLIO ONUCLIBAOTCSA B BUAE
nocnefoBaTe/lbHOCTM KOMaHZA, KOTOPble HY>XHO BbINO/HUTb, YTOObI MPUBECTU YCTPONCTBO
B 3aZ,laHHOE COCTOsIHMeE.

Keenetic Start umeeT Tpu BMAa HacTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLManbHOM CEKTOpPEe SHEProHe3aBNUCMOiA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikm no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anmncbiBatoOTCA Npy Npon3BoAcTBe Ha Keenetic Start. RESET
Ha Koprnyce No3BONSeT C6POCUTL CTaPTOBbIE HACTPONKMN Ha
3aBoJCKMe.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHZHbI nHTepnpeTaTop Keenetic Start paspaboTaH Takum 06pa3om, 4Tobbl UM MOT
NoNb30BaTbCs KAK HAUMHAOLLMIA, Tak 1 OMbITHLIN NONb30BaTeNb. Bce KOMaHAbI 1
napaMeTpbl UMEIT SICHbIe 1 erko 3anoMuUHakoLLMecs Ha3BaHKs.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpumep, IP-agpec ceTeBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAoM
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

26

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Fa[Tab]
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Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0®/Vlanl
FastEthernet0®/Vlan2

(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky Mo TekyLen KOMaHZe BCerga MoXHO 0TO6pa3unTb, Haxae Knasuwy [?].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication

Keenetic Start II — CnpaBOYHVK KOMaHA,
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

28

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

ip route
ip route

[y

.1.1.0 255.255.255.0 PPTPO
.1.3.0 2

1.
3. 55.255.255.0 PPTP1

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnm Keenetic Start HAX0AWTCS HA 3HAUNTENBHOM YAaNneHUN OT orlepaTopa 1 ynpaBnsieTcs
Mo CeTW, BO3HNKAET OMNACHOCTb MOTEPSTh CBA3b C HVM MO NPUYNHE OLUMGOYHbIX AeACTBIIA
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OnucaHwne

Mpedukc no
MeHsieT HacTpoOViKun
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

3.1.2 erase

OnucaHwne

KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

Het
Het

HeTt

(config)>  copy ¢«sources «destinations

AprymeHT 3HayeHne |OnucaHue

source Wms ganna  |MNyTb K paiiny, KOTOPLIA HEO6XOANMO
CKONMPOBAaTh.

destination Wmsa gavina  |MNyTb K KaTanory, Kyga éyaeT ckonmpoBaH
dann.

Hanpumep, coxpaHeHue HacTPoeK AenaeTcs Tak:

(config)> copy running-config startup-config

NmeHa dainnos B 3TOM Npumepe ABAAIOTCA NCeBAOHUMaMU. [1oiHble UMeHa
¢darinoB koHUrypaumm 3To system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

Bepcus OnucaHve

2.00 JobaBneHa KoMaHaa copy.

Yaanutb ¢aiin ns namatn Keenetic Start.
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Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
filename Wms gavina  |MNyTb K paiiny, KOTOPLIA HEO6XOANMO
yAanuThb.
MNpumep (config)> erase FLASH:swap
Erased FLASH:swap.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.00 JobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHwue BbIATW 13 rpynnbl KOMaHA.
MNpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (config)> exit
Mpumep (config-dyndns)> exit
(config)>
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onucaHvie
2.00 JobaBneHa koMmaHaa exit.
314 ls
OnucaHue BbiBeCTU Ha 3KpaH cnmncok ¢panoB B yKazaHHOM KaTasore.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

3.1.5 mkdir

OnucaHwue
MNpejukc no

MeHsieT HacTpoiKmn

(config)> ls[directory]
AprymeHT 3HaueHue |OnucaHue
directory CTpoka MyTb K KaTanory. JlofkeH cogepxatb UMSA

dailinoBoii cncteMbl 1 HEMOCPeACTBEHHO
nyTb K KaTanory B popmate < paiinosas
cuctemMa >: < nyThb >. MprMepbl parinoBbIxX
cuctem — flash, temp, proc, usb n 1. 4.

(config)> ls temp:

rel: temp:

entry, type = R:

name: resolv.conf
size: 107

entry, type = D:
name: db

entry, type = D:
name: dhcp6c
entry, type = R:
name: TZ
size: 6
entry, type = R:
name: passwd
size: 128
entry, type = D:
name: dnscache
entry, type = D:
name: mnt
entry, type = D:
name: tmp
entry, type = D:
name: ppp
entry, type = D:
name: lib
entry, type = D:
name: run

Bepcus

OnucaHune

2.00

JobaBneHa koMmaHaa ls.

Co3paTb HOBBIV KaTanor.

Het

Het
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config)> mkdir «directory»
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
directory CTpoka MMyTb K KaTanory.
NMpumep (config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.
(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue
2.12 JobaeneHa komaHaa mkdir.
3.1.6 more
OnucaHue BbiBeCTV Ha 3KpaH cofepXXMMoe TeKCToBOro gaiina NoCcTpPoUHO.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> more «filename>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
filename Ums gavina  |NMonHoe nma daina nnm NCeBAOHUM.
MNpumep (config)> more temp:resolv.conf
nameserver 82.138.7.15
nameserver 82.138.7.251
nameserver 82.138.7.130
options timeout:1 attempts:3 rotate
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa more.

3.2 access-list

OonuncaHmne JocTyn K rpynne KoOMaHz, ANst HACTPOVKM BbIBPAaHHOIO CNCKa NpaBu
dunbTpaumm nakeToB. ECM CNNCOK He HaAeH, KOMaHAA NbITaeTCs ero
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co3gaTtb. Takom CrMMCOK MOXeT 6bITb MPUCBOEH CeTeBOMY MHTepericy ¢
nomolLLero koMaHabl interface ip access-group.

KomaHgaa ¢ npedurkcom no yaanseT cincok npasui.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

Bxo>xaeHue B rpynny (config-acl)

Cunoncuc (config)> access-list name»
(config)> no access-1list name»
AprymeHTbI AprymMeHT |3HaueHue |OnucaHue
name CTpoka HasBaHuve cnucka npasun ¢unbTpaumm (Access
Control List, ACL).
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.00 JlobaBneHa koMmaHa access-list.

3.2.1 access-list deny

OnucaHune Job6aBuTb 3anpeLuatoLee npasuno dGnnbTpaummy NakeTos B yKaszaHHbIN ACL.
KomaHga ¢ npedunkcom no yaanseTt npasuio.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

CuHoncuc (config-acl)>  deny (tcp | udp) <sources <source-mask»
[ port((<src-port-operators <source-port)|
( range <source-ports <source-end-port,))]
<destinations «destination-mask>

[ port((<«dst-port-operators«destination-port)|
(range «destination-port> «destination-end-port))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-port)|
( range <source-ports <source-end-port;))]
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«destinations «<destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>

AprymeHTsl

AprymeHT 3HayeHue |OnucaHue
tecp Knoyesoe TCP npoToKko7.
CJ10B0O
udp Knwyesoe UDP npoTokonn.
CJ10BO
icmp Knwyesoe ICMP npoTokon.
CJ1080
esp Knwyesoe ESP npoTtokonn.
CJ1080
gre Kmouesoe GRE npoToKoi.
CJ1080
ipip KnwyeBoe IP in IP NpOTOKO.
CJ10BO
ip KnwyeBoe IP-npoTokon (BkAtoyaeT B ceba TCP, UDP,
CJ/I0BO ICMP v npoyne).
source IP-agpec Ajpec NCToYHMKa B 3aronoske IP-nakeTta.
source-mask IP-macka Macka, npumeHeHsemMas K agpecy

MCTOYHVKa B 3arosioBke IP-nakeTa, nepey,
cpaBHeHVeM c source. CyllecTByeT ABa
cnocoba BBOAA MaCKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOI ANVHBI NpeduKca
(Hanpumep, /24).

source-port

Lenoe w4ucno

MopT nctouHmka B TCP vnn UDP 3aronoske.

source-end-port

Lenoe u4ucno

OKoHuaHWe AranasoHa nopTos
NCTOYHMKA.

src-port-operator|lt OnepaTop «MeHbLUe» A5 CPaBHEHUS
nopTa C yKasaHHbIM source-port.
eq OnepaTop «paBHO» A1 CPaBHEHKA NOPTa
C YKa3aHHbIM source-port.
gt OnepaTtop «6onbLue» 419 CpaBHEHUS
rnopTa C yKa3aHHbIM source-port.
destination IP-appec Afpec Ha3HadeHUA B 3aronoske IP-nakera.
destination-mask|IP-macka Macka, npumeHeHseMas K agpecy

Ha3HauyeHwWs B 3arosioske IP-nakeTa, nepes
CpaBHeHMeM c destination. CywecTsyer
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AprymeHT

3HauyeHue

OnucaHue

JBa cnocoba BBOJA Macku: B
KaHOHMYecKon popMe (Hanpumep,
255.255.255.0) 1 B BUAE BUTOBOI ANNHBI

npegukca (Hanpumep, /24).

destination-port

Lenoe u4ucno

MopT Ha3HauyeHwa B TCP nnn UDP
3arosoBke.

destination-end-port

Llenoe uucno

OkoOH4YaHVe ananasoHa nopTtoB

dst-port-operator

Ha3HayeHwus.
1t OnepaTop «MeHbLUe» A5 CPaBHEHUS
rnopTa C yKa3aHHbIM destination-port.
eq OnepaTop «paBHO» A1 CPaBHEHKA NOPTa
C YKa3aHHbIM destination-port.
gt OnepaTtop «6obLUe» 418 CPpaBHEHWS

nopra C ykasaHHbIM destination-port.

Mpumep

(config-acl)> deny icmp 192.168.0.0

255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Jlo6aBneHa komaHaa access-list deny.

2.06

HoBoe 3HaueHwe ip 66110 f06aBAEHO B apryMeHT

protocol.

2.08

JlobaBneHbl HOBbIE MPOTOKO/bI eSp,gre v ipip.

2.09.A.2.1

Bbinn AO6aBﬂeHbI AWana3oHbl MOPTOB.

3.2.2 access-list permit

OnuncaHwmne

Jo6aBnTb paspeLuatoLLiee NpaBuaIo GuabTpaLv NakeToB B yKa3aHHbIN ACL.

KomaHza c npedurkcom no yaansiet npasuso.

Mpe¢ukc no [Ja
Ja

MHorokpaTtHbIiA BBOg, [a

MeHsieT HacTpouiKun

CuHoncuc (config-acl)>

permit (tcp | udp) <source <source-mask>

[ port((<«src-port-operator <source-port)|

( range <source-port> <source-end-port))]
«destinations «<destination-mask»

[ port((<«dst-port-operator: «destination-ports)|
(range «destination-ports «destination-end-port))]
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AprymeHTsl

(config-acl)>

permit (icmp | esp | gre | ipip | ip)<sources<source-mask»

«destinations «<destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<src-port-operators <source-ports)|
( range <source-ports<source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operators«destination-port)|
( range «destination-port> «destination-end-port>))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
<destinations «destination-mask>

AprymeHT 3HayeHue |OnucaHue
tecp Knoyesoe TCP npoToKko”.
CJ10B0O
udp Knwyesoe UDP npoTokonn.
CJ10BO
icmp Knwyesoe ICMP npoTokon.
CJ1080
esp Knwyesoe ESP npoTtokonn.
CJ1080
gre Kmouesoe GRE npoTokKoi.
CJ1080
ipip KnwyeBoe IP in IP NpOTOKO.
CJ10B0O
ip KnwyeBoe IP-npoTokon (BkAtouyaeT B ceba TCP, UDP,
CJ/I0BO ICMP v npoyne).
source IP-agpec Ajpec NCToOYHMKa B 3aronoske IP-nakeTta.
source-mask IP-macka Macka, npumeHeHsemMas K agpecy

MCTOYHVKa B 3arosioBke IP-nakeTa, nepey,
cpaBHeHVeM c source. CyllecTByeT ABa
cnocoba BBOAA MaCKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOI ANVHBI NpeduKca
(Hanpumep, /24).

source-port

Lenoe w4ucno

MopT nctouHmka B TCP vnm UDP 3aronoske.

source-end-port

Lenoe u4ucno

OKoHuaHMe AranasoHa nopTos
NCTOYHMKA.

src-port-operator

1t OnepaTop «MeHbLUE» ANst CPaBHEHWS!
nopTa C yka3aHHbIM source-port.
eq OnepaTop «paBHO» AN CPAaBHEHUSA NopTa

C YKa3aHHbIM source-port.
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AprymeHT 3HauyeHue ‘Onwcal-me
gt OnepaTtop «bonbLue» 419 CpaBHEHUS
nopra C yKasaHHbIM source-port.
destination IP-appec Ajpec Ha3HayveHUA B 3aronoske IP-nakera.
destination-mask|IP-macka Macka, npumeHeHaemMas K agpecy

Ha3Ha4yeHus B 3aronoske IP-nakeTa, nepes
CpaBHeHMeM c destination. CywecTBsyer
ABa cnocoba BBOJA Macku: B
KaHOHMYecKon popme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOIN ANIVHbI
npedukca (Hanpumep, /24).

destination-port

Llenoe u4ucno

MopT Ha3HaueHwa B TCP nan UDP
3arosioBke.

destination-end-port

Llennoe u4ucno

OKOH4YaHMe gmarnasoHa nopToB

Ha3HayeHunA.

dst-port-operator

1t OnepaTop «MeHbLLe» A1 CpaBHEHUS
rnopTa C yKa3aHHbIM destination-port.

eq OnepaTop «paBHO» ANIS1 CPAaBHEHWUSA NOPTA
C yKasaHHbIM destination-port.

gt Onepatop «bonbLue» A cpaBHEHNS

rnopTa C yKa3aHHbIM destination-port.

Mpumep

(config-acl)> permit icmp 192.168.0.0

255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

JobaBneHa KkomaHaa access-list permit.

2.06

HoBoe 3HaueHue ip 6bi10 J06aBNEHO B apryMeHT

protocol.

2.08

JlobaBneHbl HOBblE MPOTOKO/IbI esp,gre 1 ipip.

2.09.A.2.1

bbln AO6aBl'IeHbI ANanasoHbl NMOPTOB.

3.2.3 access-list rule

OnucaHwne

OTKNUNTL NPaBKAo ACL NN OFPaHNYNTL BPeMs ero paboTbl pacnmcaHreM.

KomaHga ¢ nped)l/n(com No BK/IKOYAaET NpaBUIO NN OTMEHAET pacnncaHne.

Mpejukc no Ja
[Ja

MHorokpaTtHbIiA BBOg, [a

MeHsieT HacTpoiKmn
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CuHoncuc (config-acl)>  rule «index> (disable | schedule <schedules)
(config-acl)> no rule <index> (disable | schedule)
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
index UYenoe uucrio |Homep npasuna ACL.
disable Knwyesoe OTknrounTe nNpasuio ACL.
CJ10BO
schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLuwm rpynnel KoMaHa schedule.
Mpumep (config-acl)> rule 0 disable
Network::Acl: Rule disabled.
(config-acl)> rule 0 schedule acl_schedule
Network::Acl: Rule schedule set to "acl schedule"”.
(config-acl)> no rule 0 disable
Network::Acl: Rule enabled.
(config-acl)> no rule 0 schedule
Network::Acl: Rule schedule removed.
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.08 JlobaBneHa koMmaHa access-list rule.

3.3 adguard-dns

OnucaHune JocTtyn K rpynne KoMaHa Ans HacTporkm npodbunei 3awmnTel AdGuard DNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiia BBog Het

Bxo>xaeHue B rpynny (adguard-dns)

CunHoncuc (config)> adguard-dns
UcTopus nsmeHeHni Bepcus OonucaHue
212 [JobasneHa komaHaa adguard-dns.
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3.3.1 adguard-

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

dns assign

HasHaunTb npodunb 3amThl XOCTY. 10 yMONYaHMIO A/15 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLLaeT 3HaueHre no yMonyaHmo — npodusib
standard.

[Ja
Ja
Ja
(adguard-dns)>  assign [ <host» ] <types

(adguard-dns)> no assign [ <host> ]

AprymeHT |3Ha4yeHwue OnucaHve

host MAC-agpec XOCT, K KOTOpOMY NpuMeHsieTcs npodunb
3aWnThl. ECnn He yKasaH, npopuib
NPUMEHSIETCA KO BCEM XOCTaM.

type default 3almTa He UCNoJIb3yeTCs.
standard Bnoknposka peknamel, TpekuHra n ¢uLinHra.
family BnokupoBKka peknamebl, TpeKUHra, puLLMHra,

CaToOB A/151 B3POC/IbIX, BKIOUNTL 6e30MnacHbI
nouck B bpaysepe.

(adguard-dns)> assign default
AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "standard" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "family" profile.

(adguard-dns)> no assign a8:1e:84:85:f2:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign
AdguardDns::Client: Default type set.

Keenetic Start II — CnpaBOYHVK KOMaHA,

41



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.12

[JobaeneHa komaHaa adguard-dns assign.

3.3.2 adguard-dns check-availability

OnucaHune
Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.3.3 adguard-dns enable

OnucaHwue
MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIiA BBOA,

CvHoncuc

Mpumep

UcTopus nsmeHeHwnii

MpoBepuTb AOCTYNHOCTb CNyX6bl AdGuard DNS.

Het
Het

HeTt

I(adguard-dns)> check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.

Bepcus

OnucaHue

2.12

Jlo6aBneHa komaHaa adguard-dns check-availability

BrntounTe cnyxby AdGuard DNS.

KomaHgaa c npedprkcom no ocTaHaBNMBAET CNyXo6y.

Ja
Ja

HeTt

I(adguard—dns)> enable

I(adguanﬁdnsﬁ>noenab1e

(adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

Bepcus

OnucaHune

2.12

[Jlo6baBneHa komaHza adguard-dns enable.
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3.4 bwmeter run

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoAKM

3MepuTb MaKCUManbHY MPOMYCKHYH CMOCOBHOCTL MHTepdeiica.

Het

Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> bwmeter run<interface
AprymeHT |3HauyeHue OnucaHwue
interface |Wmsa uHTepgeiica|llonHoe nMs HTepderica Nan NCeBAOHMM.

(config)> bwmeter run

download:

current:
maximum:

download:

current:
maximum:

download:

current:
maximum:

download:

current:
maximum:

download:

current:
maximum:

download:

current:
maximum:

download:

maximum:
average:

ISP

0
0

(o}

75886929
76628563

75886929
76628563

75886929
76628563

75886929
76628563

76670127
73928630

Bwmeter::Client: Run completed.

Bepcusa

OnucaHune

2.10

Jlo6aBneHa komaHaa bwmeter run.
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3.5 cloud control agent buffer-size

OonucaHue YCTaHOBUTb MaKCUMaNbHbIA pa3Mep AaHHbIX, NOAyYaeMbIX
MapLUpyTMU3aTopoM. Mo ymonyaHuo ncnonb3yeTtcs 3HaveHre 384 K6aliT.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> cloud control agent buffer-size«<in-bytes>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
in-bytes Uenoe umucno |Pa3mep bydepa B bainTax. MoxeT NpnHUMAaTL
3HauyeHue B gMnanasoHe oT 32768 1o 16777216
BK/IHOUYNTENBHO.
Mpumep (config)> cloud control agent buffer-size 500000
CloudControl::Agent: Receive buffer size set to 500000 bytes.
(config)> no cloud control agent buffer-size
CloudControl: :Agent: Buffer size configuration reset to default.
VICTOleH I/I3MEHeHI/II7I Bepcwﬂ Onv'caHv'e

212 Job6asneHa komaHaa cloud control agent buffer-size.

3.6 cloud control client connect

OnucaHwue 3apeFI/ICTpI/IpOBaTb HOBOrO K/IeHTa. MakcMasibHoe KONMYeCTBO KIINEHTOB
5.

KomaHga ¢ npedunkcom no yganset kKineHTa.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config)> cloud control client id> connect names [ modulus>

<exponent ]

I (config)> no cloud control client[<«id>] connect
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HayeHue |OnucaHue

id CTpoka 256-6UTHBIN naeHTUdUKaTOp KIneHTa
3anmMcaHHbIN B LUECTHaALATepPNYHOM
dopmate PprKCMpoBaHHOM ANHBI.

name Ctpoka Mpon3BonbHOE NMS, A/IHA KOTOPOTro He
npesbillaeTt 64 cumsosios UTF-8.

modulus lenoe 4ucno |KOMNOHEHT OTKPLITOro RSA-kto4a
KnneHTa. Ero pasmep AosxeH 6biTb B
Anana3oHe [1024, 1536] 6uT. Echm He
yKa3saH, wndpoBaHme He BbINOAHAETCS.

exponent UYenoe uyucso |KOMMNOHEHT OTKPbLITOro RSA-k/roua

KAneHTa. Ecnm He ykasaH, WwudpoBaHme
He BbIMOJIHSAETCS.

(config)> cloud control client a78d...30ab connect test_client

connect:

PHI1c3VsdD48Y21kPmRhMDQ1MGNiNzhjOTNhZmMwZWZjNGNmMGIyY2MyNDE2Y jF
JNDAZNTZmODRUTYWNkKZDE3Mzc10WI20WUWNTEXZGY8L2NpZD48ZGV2aWN1X25hbW
U+S2V1bmVOaWMgVml2YTwvZGV2aWN1X25hbWU+PC9yZXN1bHQ+

CloudControl::Agent: Client connection initiated.

Bepcus

OnucaHune

2.05

JobaBneHa komaHaa cloud control client connect.

3.7 cloud control client name

HGDEVIMEHOBaTb 3aperncTpmMpoBaHHOro KIMEHTa.

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

Het

Ja

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(config)> cloud control client <id> name <name>
AprymeHT 3HaueHue |OnucaHue
id CTpoka 256-6UTHbIN naeHTUdUKaTOp KAneHTa
3anncaHHbIN B LUECTHAALATEPUYHOM
dopmaTe PUKCMPOBAHHON ANVHBI.
name CTpoka Mpown3BosibHOE UMS, AINHA KOTOPOro He
npesbiwaeT 64 cumeosios UTF-8.
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Mpumep

WcTopusa nsmeHeHum

(config)> cloud control client a78d...30ab name "New Client"
CloudControl::Agent: A client name changed.

Bepcus

OnucaHmne

2.05

Jo6aBneHa komaHaa cloud control client name.

3.8 cloud control client session timeout

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

YCTaHOBUTL TaliM-ayT K/IMEHTCKOW Ceccumn B CekyHaax.

KomaHga ¢ npedpurKcom no yctaHaBAMBaeT 3HavYeHMe TaliM-ayTa no
ymMosidaHuio (300 cekyHA).

Ja
Ja
Aa

(config)>

cloud control client <id> session timeout <seconds>

(config)> no cloud control client[<id>] session timeout

AprymeHT 3HayeHne |OnucaHue

id CTpoka 256-6UTHbIN aeHTUdUKATOP KINEHTA
3anncaHHbIl B LLECTHaALATEPUYHOM
dopmaTe PprKCMpoBaHHOM ANHBI.

seconds Lenoe umncno |Mepnog BpeMeHu, B TeHYEeHNe KOTOPOro

ceccust MoxeT be3zieicTBOBaTh, 6e3
Kakoro-nm6o B3anMoAencTBus c
KOHeYHbIM Nonb3oBaTesneM. Moxet
NPUHNUMAaTL 3HayYeHus B gnanasoHe ot 30
[0 600 cekyHZ, BKIFOUNTENBHO.

(config)> cloud control client a78d...30ab session timeout 35
CloudControl: :Agent: "test client" session timeout set to 35 »

seconds.
Bepcus OnucaHve
2.05 JobaBneHa komaHaa cloud control client session

timeout.

3.9 components

OnucaHwne

,ﬂ,OCTyﬂ Krpynne KoMaHA AN ynpaBneHnAa KOMMNOHEHTaM MUKPOTMporpamMmmbl.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het

Bxo>xaeHue B rpynny (config-comp)

CnHoncuc (config)> components
UcTopus nsmeHeHnii Bepcums OonucaHue
2.00 JobaBneHa KOMaHAa components.

3.9.1 components auto-update disable

OnucaHue CDyHKLl,I/Iﬂ aBTOMaTUNYeckoro 06HOBNEHUSA KOMIMOHEHTOB. o YMO/TYaHUIO
aBTOMaTU4Yeckoe 06HOB/IEHME BKIHOUEHO.

KomaHaa ¢ npedrkcom no BktoUaeT aBToMaTUYeckoe 06HOBNEHNE.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CnHoncuc I(config—comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.09 [Job6aesneHa komaHAa components auto-update disable.

3.9.2 components check-update

OonuncaHmne MpoBepuTb 06HOBNAEHME MNPOLUNBKA AN1A KaHAMAATa UAN BEAOMOTO
ycTpoictBa MogynbHoi Wi-Fi Cuctembl.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-comp)>  check-update [ force]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
force Knoyesoe [MoCTOAHHO NMPOBEPATL Hannyne
C/10BO 06HOBNEHUIA.
NMpumep (config-comp)> check-update
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
(config-comp)> check-update force
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
WcTopuns nsmeHeHUA |yersion Description
2.14 JobasneHa komaHaa components check-update.

3.9.3 components commit

OnuicaHue MpUMeHUTb U3MeHeHUs, BHeCeHHble kKoMaHAamu components install n
components remove.

MNpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-comp)>  commit
VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onvcaHue
2.00 JlobaBneHa KoMaHAa components commit.

3.9.4 components install

OnucaHue OTMeTUTb KOMMOHEHT Ana nocne,qyrou_q,e|7| YCTaHOBKW. OkoHu4aTenbHas
YCTaHOBKa BbIMOJIHAETCA KOMaH,D,OI7| components commit.

Mpedukc no Het
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

[Ja
Ja
(config-comp)>  install <component;
AprymeHT 3HayeHne |OnucaHue
component Crpoka HasBaHue komnoHeHTa. Cnncok

components list.

[LOCTYMHBIX A/151 YCTAHOBKM KOMMOHEHTOB
MOXeT ObITb BbiBeAEeH Ha 3KpaH KOMaHAOM

(config-comp)> install ntfs
Component is queued for installation: ntfs

Bepcusa

OnucaHue

2.00

[Jlo6aBneHa koMaHAa components install.

3.9.5 components list

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

ﬂepEKﬂI'OLII/ITbCFI Ha Bbl6paHHyI-O necoYyHnMuy n OTMETUTbL ANA YCTaHOBKW BCe
KOMIMOHEHTbI, Tpe6yrou.u/|e M3MeHeEHNA ANA COOTBETCTBUA BEPCN B

necoyHuue. Ecim BbINOMIHNTL KOMaHAY 6e3 aprymeHTa, 1o 6y,£|,eT BbiBEAEH
BeCb CNMMCOK BCEX KOMIMOHEHTOB TeKyu.|,e|7| rnecoYHunLbl (YCTAHOBNEHHbIX U
AOCTYMNHbIX AN1F YCTAaHOBKM). ECNn OTCYTCTBYET NOAKNOUEHME K MHTepHeT, TO
6y,u,eT BblBeEH TOJIbKO CMMCOK y>XXe YCTaHOBJ/IEHHbIX KOMMOHEHTOB.

Het
Het

Het

(config-comp)>

list [ sandbox ]

AprymeHT 3HayeHue

OonvicaHune

sandbox CTpoka

YpaneHHasa necoyHuua, HanpumMep stable
nnu beta.

(config-comp)> list

firmware:
version: 2.13.C.0.0-1

sandbox: stable

local:
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

sandbox: beta

component:
name: base

priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb58t40
installed: 2.13.B.1.0-1

preset: minimal
preset: recommended
queued: yes

Bepcus OnucaHue
2.00 JobasneHa koMaHaa components list.
2.06.A.6 [JlobaeneH napameTp sandbox. KomaHza components

list Ao/KHa NCNONB30BaTLCSA BMECTO yCTapeBLUeit
components sync.

3.9.6 components preset

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

BbibpaTb roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKAa Habopa BbINOJHAETCS
KOMaHZoM components commit.

Mpexae YemM ycTaHOBUTbL Habop KOMMOHEHTOB, MPOBepbTe NOoC/IeHMEe BepCUmn
KOMMOHEHTOB Ha cepBepe 06HOBMEHNIN KOMaHAoM components list.
TpebyeTcsa nogkntoueHme K MHTepHeTy.

Het
Ja
HeT

I (config-comp)>  preset «preset;

KonnuectBo 1 HazBaHWA roTOBbIX HAOOPOB KOMMOHEHTOB MOTYT 6bIThb
N3MeHeHbl, M03TOMY PpeKOMeHAyeTCs MPOBePUTb CMIMCOK AOCTYMHbIX HA6OPOB
KoMaHZzol preset ?.

AprymeHT 3HayeHne |OnucaHue

preset minimal MWHVIManbHO BO3MOXHbI AS1A paboThbl
YCTPOMCTBa Habop KOMMOHEHTOB byaeT

OoTMeuYeH.

recommended |PekomeHAyeMbli HA6Op KOMMOHEHTOB
byAeT oTMeuyeH A9 YCTaHOBKW.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-comp)> preset recommended
lib::libndmComponents error[268369922]: updates are available »
for this system.
(config-comp)> commit
Core::System::UConfig: done.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa KOMaHAa components preset.

3.9.7 components preview

OonucaHue MokasaTb pa3Mep NPOLUNBKMN, COCTaBAEHHOW N3 KOMMOHEHTOB, BbI6paHHbIX
C NOMOLLbI KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncnc I(conﬁg_comp)> preview
Mpumep (config-comp)> preview
preview:
size: 7733308
UcTopuns nsmeHeHnim Bepcus OonucaHue

2.06 JobasneHa KOMaHAa components preview.

3.9.8 components remove

OnucaHue OTMeTUTb KOMMOHEHT ANs nocneayroLwiero yganeHum4a. OkoHu4aTenbHoe
yAaneHume BbINMOJIHAETCA KOME]HAOI7I components commit.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  remove «component»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

component Crtpoka HaszBaHue koMmrnoHeHTa. Cnncok
AOCTYMNHbIX ANA YAaneHNs KOMNOHEHTOB
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HayeHue |OnucaHue

MOXeT 6bITb BbiBeeH Ha 3KpaH KOMaHAOoMN
components list.

(config-comp)> remove ntfs
Component is queued for removal: ntfs

Bepcus OnucaHve

2.00 JobasneHa KOMaHAa components remove.

3.9.9 components validity-period

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTbL CPOK aKTyaslbHOCTU IOKANbHOrO CNcka KOMMOHEHTOB. Mo
NCTeYEeHUM 3TOro BpeMeHu byeT aBToMaTUYeCck BbIMOAHEeHa KOMaHAa
components list 4na nonyyeHms TekyLLLero cnucka KOMMNOHEHTOB C cepBepa
06HOB/IEHUA.

KomaHga c npedprkcomM no ycTaHaBNMBaET 3HauYeHMe Mo yMONYaHMIo, KOTopoe
pasHo 1800.

Ja

[Ja

HeTt

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnucaHwue

seconds Lenoe uucno CpoK aKTyanbHOCTU IOKaIbHOr 0O
CMnCKa KOMMNOHEHTOB B CeKyHAaxX.
MoxeTt NMPUHNMAaTb 3Ha4YeHNA B
AvanasoHe ot 0 go 604800

BKIHOYNTENBbHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 Jlo6baBneHa komaHAa components validity-period.
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naBa 3 OnncaHme KOMaHA,

3.10 crypto engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.11 crypto

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

BbibpaTb T1n 06paboTku ESP IPsec nakeToB. [10 yMOAYaHMUIO UCMONb3yeTcs
NPOrpaMMHbIi PeXxunMm.

KomaHga c npedunkcom no ycTaHaBAMBaeT 3HaUYeHe Mo YMOAYaHUI0.
Ja

Ja

Het

(config)> crypto engine <type>

(config)> no crypto engine

AprymeHT 3HaueHve |OnucaHve

type software |[porpaMMmHbIN pexmnm.

hardware |AnnapaTHbI peXnMm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

Bepcus OnucaHve

2.06 JlobasneHa KoMaHaa crypto engine.

ike key

Jo6aButb kntou IKE ¢ naeHTNGUKaToOpoM yAaneHHOM CTOPOHBI.
KomaHga c npedunkcom no yganseT yKasaHHbIA KoY.

Ja

Ja

Ja

(config)> crypto ike key names psk> (<type> <ids | any)

(config)> no crypto ike key name»

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka Ha3BaHwve kitoya. JlonyckaeTtcs
NCMONb30BaHWe CMMBOJIOB IaTUHCKOrO
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naBa 3 OnncaHme KoMaHp,

Mpumep

NcTopus nsmeHeHum

3.12 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

AprymeHT 3HauyeHue OnuncaHwue
andasuTa, UNp, TOUKKW, NOAYEPKUBAHUA N
Jeduca.
psk CTpoka Maponb ans ayTeHTUGUKaL M.
type address NaeHTudunkatopom asnsetcs IP-agpec.
fqdn NaeHTudnKaTopom SBNAETCH NOAHOE
JOMEHHOe NMA.
dn NaeHTndrkaTopom SBASETCA JOMEHHOE NMS.
email NaeHTndunKaTopom ABNSETCA 3N1eKTPOHHbIN
agpec e-mail.
id CTpoka 3HadeHne naeHTUdMKaTopa yaaneHHom
CTOPOHBbI.
any Kriw4yesoe Paspeluaet ncrnosib3oBaHme Kao4a NS
C/10BO 0601 yAaneHHO CTOPOHBI.

(config)> crypto ike key test 12345678 email ipsec@example.org
IpSec: :Manager: Crypto ike key "test" successfully added.

Bepcus

OnucaHune

2.06

JobasneHa KomaHaa crypto ike key.

ike nat-keepalive

YcTaHOBUTL TalimayT Mexay naketamu keepalive B ciydae obHapy>KeHus
NAT mexay KnneHToMm n cepsepom IPsec. 1o ymon4aHuMIo yCTaHOBNEHO

3HayeHue 90.

KomaHga ¢ npe¢|/||<c0M No BO3BpalLlaeT 3HaveHne No ymoa4aHuio.

Ja
Ja

Het

(config)>

crypto ike nat-keepalive «nat-keepalives

(config)> no crypto ike nat-keepalive

AprymeHT

3HaueHve

OnucaHue

nat-keepalive

Lenoe uucno

TaimayT mexzy naketamu
keepalive B cekyHgax. MoxeTt
NMPUHMMaTL 3HaYeHWs oT 5 0 3600

BK/THOYNTENBHO.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

3.13 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> crypto ike nat-keepalive 20
IpSec::Manager: Set crypto ike nat-keepalive timeout to 20 s.

Bepcus

OnucaHmne

2.06

JobasneHa komaHgaa crypto ike nat-keepalive.

ike policy

JocTyn K rpynne KoMaHZ4 ANs HaCTPOMKKW BbIbpaHHOW noantukn IKE. Ecnn
nonntuka IKE He HaligeHa, KOMaHAa NbITaeTcs eé co34aThb.

KomaHga c npedurkcom no yaanset nonutuky IKE. Mpuv 3TOM aHHas NoAnT1Ka
IKE aBTOMaTu4yeckn yganseTcs 13 scex npodunein IPsec.

Ja
Ja
Aa

(config-ike-policy)

(config)>

crypto ike policy name>

(config)> no crypto ike policy name»

AprymeHT

3HauyeHve

OnucaHwune

name

Crpoka

Ha3saHue nonutmnku IKE.
JlonyckaeTcsa ncnonb3oBaHme
CIMBOJIOB JIaTUHCKOro andaBunTa,
uMdp, TOUKN, NOAYEPKNBAHNA U
aednuca.

(config)> crypto ike policy test

IpSec::Manager: Crypto ike policy "test" successfully created.

Bepcusa

OnucaHune

2.06

[JobasneHa KomaHza crypto ike policy.

3.13.1 crypto ike policy lifetime

OnucaHwne

ncnonb3lyetcd 3HaveHVe 86400.

YcTaHOBWUTL BpeMsA XN3HW accoumaumm IPsec IKE. o ymonvaHmio

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Ja

Ja

Het

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HaueHue OnucaHwue

lifetime Lenoe uucno Bpemsa xunsHu accoumauymmn IPsec
IKE B cekyHAax. MoxeT npHUMaTb
3Ha4veHWs oT 60 o 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: Crypto ike policy "test" lifetime set to 3600 s.

Bepcus OnucaHve

2.06 JobasneHa koMmaHgaa crypto ike policy lifetime.

3.13.2 crypto ike policy mode

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

3afaTb Bepcuto npoTtokosa IKE. [To yMon4YaHUIo UCMOJIb3YeTCa 3HaYeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Ja

Ja

Het

(config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHT 3HayeHue OnuncaHwue

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

(config-ike-policy)> mode ikevl
IpSec::Manager: Crypto ike policy "test" mode set to "ikevl".
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy mode.

3.13.3 crypto ike policy negotiation-mode

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YcTaHoBUTb pexxm obmeHa ans IKEv1 (cm. komaHgy crypto ike policy mode).
Mo yMonyaHWo NCNob3yeTcs 3HadeHMe main.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHve No yMOAYaHUIO.
Ja

[Ja

HeTt

(config-ike-policy)> negotiation-mode <negotiation-mode>

(config-ike-policy)> no negotiation-mode

AprymeHT 3HauyeHue ‘Onwcal-me

negotiation-mode main OCHOBHOV pexum, 3almuiaeT
naeHTndMKaumo nmpa.

aggressive |ArpeccmBHbIN pexunMm, He 3almiiaeT
naeHTndbMKauuo nmpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: Crypto ike policy "test" negotiation-mode set »
to "aggressive".

Bepcus OnucaHve

2.06 JlobaBneHa komaHga crypto ike policy
negotiation-mode.

3.13.4 crypto ike policy proposal

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

Jlo6aBnTb B NoAUTUKY IKE CCbINKY Ha BblbpaHHbIN IKE proposal. OuepegHOCTb
f06aBneHns MeeT 3HaveHne Ans obMeHa JaHHbIMKY No npoTokony IKE.

KomaHga c npedurkcom no yaanseTt ccoinky Ha IKE proposal.
Ja
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

3.14 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

BxoXkaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HaueHue OnucaHwue

CTpoka HasaHue IKE proposal.
JonyckakTca CMMBO/IbI
natunHckoro andasuTa, undpsl,

TOUKUN, NoAYEPKNBAHNA N Aeq)VICbI.

proposal

(config-ike-policy)> proposal test
IpSec::Manager: Crypto ike policy "test" proposal "test" »
successfully added.

Bepcus OnucaHve

2.06

JobasneHa komaHgaa crypto ike policy proposal.

ike proposal

JocTyn K rpynne KoMaHg, 415t HacTpoliku BbibpaHHoro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaHAa NbITaeTcs ero co3aathb.

KomaHga c npedurkcom no yaansieT IKE proposal. Mpu 3ToM 13 Bcex NoANTUK
IKE aBTOMaTM4YeCcKn yaansaTcsa CCbIIKU Ha AaHHbIN IKE proposal.

Ja
Ja
Aa

(config-ike-proposal)
(config)> crypto ike proposal name»

(config)> no crypto ike proposal name»

AprymeHT 3HauyeHue OnucaHwue

HassaHue IKE proposal.
JonyckarTca CMMBObI
natunHckoro andasuTa, undpbl,
TOUKM, NOAYEePKNBaHNS N fedUChI.

name Crpoka

(config)> crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" successfully created.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike proposal.

3.14.1 crypto ike proposal dh-group

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

Jo6asuTb BblibpaHHyto DH rpynny B IKE proposal Ans paboTbl B pexume PFS.

OuepegHoCTb f06aBNEHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BolbpaHHYO rpynny.
Ja

Aa

[Ja

(config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT 3HauyeHue |OnucaHve

2
5

14
15
16
17

18

dh-group 1 DH rpynna ans paboTbl B pexume PFS.

(config-ike-proposal)> dh-group 14
IpSec: :Manager: Crypto ike proposal "test" DH group "14" »
successfully added.

Bepcus OnucaHue

2.06 Job6asneHa komaHaa crypto ike proposal dh-group.

3.14.2 crypto ike proposal encryption

OnuncaHune

J06aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. O4epeaHOCTb
L06aBneHNs UMeeT 3HaveHne 415 obMeHa AaHHbIMUY No npoTokony IKE,

KomaHgaa ¢ npedurkcom no yaanset BblopaHHbIA TUN WindpoBaHuS.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-ike-proposal)>  encryption «encryption»

(config-ike-proposal)> no encryption «encryption;

AprymeHT 3HauyeHue |OnucaHve

encryption des Tvn wndposanus IKE.
3des

aes-128-cbc
aes-192-cbc
aes-256-cbc

(config-ike-proposal)> encryption des
IpSec::Manager: Crypto ike proposal "test" encryption algorithm »
"des" added.

Bepcus OnucaHue

2.06 JobasneHa komaHgaa crypto ike proposal encryption.

3.14.3 crypto ike proposal integrity

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHTsl

Jo6aBnTb BbIbpaHHOe 3HaueHne anropmutMma nognucn HMAC B IKE proposal.
OuepegHocTb fo6aBneHNs MMeeT 3HaueHne 419 obMeHa JaHHbIMM NO
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseT BbI6paHHbIA anroputMm.

Ja

Ja

[Ja
(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HayeHue |OnucaHve
integrity md5 Anropuntm nognucu HMAC IKE
shal COOBLLEHWIA.
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AprymeHT 3HauyeHue |OnucaHve
sha256
sha384
sha512
Mpumep (config-ike-proposal)> integrity sha256

IpSec::Manager: Crypto ike proposal "test" integrity algorithm »
"sha256" successfully added.

WcTopus nsmeHeHni |Bepcus

OnucaHue

2.06

[JlobaBneHa komaHga crypto ike proposal integrity.

3.15 crypto ipsec incompatible

OnucaHune OTKNHOUUTL NPOBEPKY COBMECTUMOCTU [Psec TyHHenel. o ymonvaHuio
HaCTpoOMKa OTK/AKYeHa.

KomaHga ¢ npedurkcom no BKAKOYaeT NpoBepKy obpaTHO.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CvHoncuc I(config)> crypto ipsec incompatible
I (config)> no crypto ipsec incompatible
Mpumep (config)> crypto ipsec incompatible

IpSec::Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.10

JlobaBneHa komaHAa crypto ipsec incompatible.

3.16 crypto ipsec mtu

OnucaHue YcTaHOBUTL 3HaueHme MTU, koTopoe byaeT nepesaHo [Psec. Mo ymonyaHuto
NCNosib3yeTcsi 3HaYeHme auto.

Mpedukc no Het
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

3.17 crypto

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Het

Het

(config)> crypto ipsec mtu(auto | <value)

AprymeHT 3HauyeHue OnuncaHwue

auto KrwyeBoe MTU Ha3Ha4vaeTcd aBTOMaTU4YeCcku.
C/10BO
value UYesoe uucso |3HauveHme MTU. MoXeT NpUHUMaTb 3HaYeHNs

o1 128 go 1500 Bk/IHOUNTENBHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcus OnucaHue

2.08 JobasneHa koMaHaa crypto ipsec mtu.

ipsec profile

JocTyn K rpynne KoMaHZ4 ANs HaCTPOMKKW BbibpaHHOro npoguns IPsec. Ecan
npoounb He HanAeH, KOMaHAA NbITAETCA ero Co3Aathb.

KomaHga c npedunkcom no yganseT npodunb. Mpu 3TOM CCbIKM Ha AaHHbI
npodrab aBTOMaTUYECKN YAANAIOTCA N30 BCEX KPUMTOKAPT IPsec.

Ja

Ja

Ja

(config-ipsec-profile)

(config)> crypto ipsec profile <name>

(config)> no crypto ipsec profile <name>

AprymeHT 3HaueHue OnucaHwue

name Ctpoka HasBaHue npoduns IPsec.
JonyckarTca CMMBObI
natuHckoro andasuTa, undpsl,
TOYKW, NogYepkmBaHNA N geducol.
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NMpumep (config)> crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" successfully created.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa koMmaHgaa crypto ipsec profile.

3.17.1 crypto ipsec profile authentication-local

OnucaHue 3afatb TMN ayTeHTUGMKaLUMKM IOKaNBHOro XocTa. 1o ymonyaHuio
NCMoNib3yeTca 3HayeHune pre-share.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ipsec-profile)>  authentication-local «auth
(config-ipsec-profile)> no authentication-local

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

auth pre-share Ha AaHHbIA MOMEHT eNHCTBEHHOE
JOCTYrNHOe 3HayeHwue.

NMpumep (config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: Crypto ipsec profile "test" authentication-local »
type "pre-share" is set.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.06 JobasneHa KoMmaHaa crypto ipsec profile
authentication-local.

3.17.2 crypto ipsec profile authentication-remote

OnucaHue 3afaTtb TMN ayTeHTUdMKaUMN yaaneHHOoro xocrta. 1o ymonyaHumio
MNCMoNib3yeTcsa 3HayeHune pre-share.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme no yMOAYaHUIo.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

(config-ipsec-profile)>

authentication-remote auth;

(config-ipsec-profile)> no authentication-remote

AprymeHT

3HayeHue

OnucaHue

auth

pre-share

Ha aaHHbIi MOMEHT eJHCTBEHHOEe
AOCTYMHOE 3HaueHue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec: :Manager: Crypto ipsec profile "test" authentication-remote »
type "pre-share" is set.

Bepcus

OnucaHune

2.06

JobasneHa KoMmaHga crypto ipsec profile
authentication-remote.

3.17.3 crypto ipsec profile dpd-clear

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3ajaTb CNocob AecTBMA Npy 06HapyXeHnn HepaboTatoLero nupa IKE. Mo
YMONYaHMI0 NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne MHopmaLmm o

nvpe.

KomaHza c npedurKcom no ycTaHaBnMBaeT geiicTeue B restart.

Ja
Ja

HeTt

I (config-ipsec-profile)>  dpd-clear

I(conﬁg4pseoproﬁmy>nodpd-clear

(config-ipsec-profile)> dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Bepcus

OnucaHune

2.1

JobaBneHa

KoMaHga crypto ipsec profile dpd-clear.
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naBa 3 OnncaHme KOMaHA,

3.17.4 crypto ipsec profile dpd-interval

OnucaHue 3agaTb NapamMeTpbl MeToa 4151 06HapyxXeHns HepaboTarowmx IKE nMpoB.
Mo ymonuaHwuio 3HaveHme interval paBHo 30, retry-count paBHoO 3.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHMs No YMOJTHAHMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-ipsec-profile)>  dpd-interval<intervals [retry-count]
(config-ipsec-profile)> no dpd-interval
AprymeHTbI AprymeHT 3HaueHune OnucaHue
interval Lenoe uucsno VHTepBan oTnpasku DPD nakeToB
B CeKyHAax. MoXeT npuHMmaTh
3HayeHua oT 2 A0 3600.
retry-count Lenoe 4ucno KonnyectBo nonbITOK OTMpaBKy
DPD naketoB. MoXeT NpuHMMaTb
3Ha4yeHus oT 3 40 60.
Npumep (config-ipsec-profile)> dpd-interval 5 30
IpSec: :Manager: crypto ipsec profile "test" dpd-interval is set »
to 5 s.
IpSec::Manager: crypto ipsec profile "test" dpd retry count is »
set to 30
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.06 JobasneHa komaHga crypto ipsec profile dpd-interval.

3.17.5 crypto ipsec profile identity-local

OnucaHune 3afaTtb IoKanbHbIA UaeHTUPUKATOP A8 npoduns IPsec.
KomaHga ¢ npedurkcom no yaanseT NoKaabHbIA naeHTUGMKaTop.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ipsec-profile)>  identity-local «type> <id>
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-ipsec-profile)> no identity-local
AprymeHT 3HauyeHue |OnucaHve
type address Tuvn nageHTnomkatopa — IP-agpec.
fadn Tun naeHTndmnkaTopa — NoaHoe
JOMeHHoe Nms.
dn Tun ngeHTndnKaTopa — AOMeHHoe
NMs.
email Tun ngeHTudurkaTopa — agpec e-mail.
id Ctpoka 3HaueHVe NoKabHOro
naeHtTudumnkarTopa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec: :Manager: Crypto ipsec profile "test" identity-local is »
set to "10.10.10.5" with type "address".

Bepcus

OnucaHune

2.06

[JlobaeneHa komaHaa crypto ipsec profile identity-local.

3.17.6 crypto ipsec profile match-identity-remote

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

3afatb MAEHTNPNKATOP YAANEHHOr0 XOCTa ANl BbIbpaHHOro npoduns IPsec.

KomaHza c npedurKcom no yaansieT naeHTMoukaTop yaaneHHoro xocra.

Ja
Ja

Het

(config-ipsec-profile)> match-identity-remote ( <types<id> | any)

(config-ipsec-profile)> no match-identity-remote

AprymeHT 3HauyeHue OnucaHwue
type address Tun naeHtnoukatopa — IP-agpec.
fqdn Tun naeHTndmkaTopa — NoJHOe JOMEeHHOoe
M.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun naeHtTndurkatopa — agpec e-mail.
id CTpoka 3HadveHne naeHTUdMKaTopa yaaneHHoro
XocTa.
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AprymeHT 3HauyeHue OnuncaHwue
any Knouesoe PaspelunTb ncrnonb3osaHve 11060ro
C/10B0 yAaneHHoro xocra.
NMpumep (config-ipsec-profile)> match-identity-remote any

IpSec: :Manager: Crypto ipsec profile "test" match-identity-remote »
is set to any.

WcTopuns nsmeHeHWit |Bepcus

OnucaHune

2.06

JobasneHa KoMmaHga crypto ipsec profile
match-identity-remote.

3.17.7 crypto ipsec profile mode

OnucaHue YCTaHOBUTL pexuM paboTsl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne

tunnel.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-ipsec-profile)>  mode mode>
(config-ipsec-profile)> no mode
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mode tunnel TYHHEeNbHbIN peXxuM, NpY KOTOPOM
Beck IP nakeT wndpyetcs n/nnm
npoBepseTcs Ha MOA/IMIHHOCTb.
transport |TpPaHCNOPTHbLIN pexum, Koraa

LWNPPYeTCs TONLKO CoAepXnmMoe
IP-nakera.

Npumep (config-ipsec-profile)> mode tunnel

IpSec: :Manager: Crypto ipsec profile "test" mode set to "tunnel".

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.06

Jlo6aBneHa koMaHga crypto ipsec profile mode.

Keenetic Start II — CnpaBOYHVK KOMaHA,

67/



naBa 3 OnncaHme KoMaHp,

3.17.8 crypto ipsec profile policy

OnucaHue 3ajaTb CCbIIKY Ha CyulecTByrOLLYO noanTuky IKE (cM. KomaHay crypto ike
policy).

KomaHga ¢ npednkcom no yaanser cCbiky.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config-ipsec-profile)>  policy «policy»
(config-ipsec-profile)> no policy
AprymeHTbI AprymeHT 3HaueHune OnucaHue
policy CTpoka Ha3saHue nonutmku IKE. CNncok
AOCTYMHbIX MOANTUK MOXHO
YyBUAETb C MOMOLLbHO KOMaHAbI
policy 2.
Mpumep (config-ipsec-profile)> policy test
IpSec: :Manager: Crypto ipsec profile "test" policy set to "test".
VICTOleﬂ I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuie

2.06 JobasneHa komaHga crypto ipsec profile policy.

3.17.9 crypto ipsec profile preshared-key

OnuicaHue 3ajaTb CBA3aAHHYHO Kto4eByto dpasy ansg jaHHOro npoduns IPsec.
KomaHga ¢ npedpurKcom no yaanseT kKar4eByto ¢ppasy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc (config-ipsec-profile)>  preshared-key preshare-key>
(config-ipsec-profile)> no preshared-key
AprymeHTbI AprymeHT 3HaueHue OnucaHue
preshare-key CTpoka 3HauveHue KatoueBon ppasbl.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config-ipsec-profile)> preshared-key testkey
IpSec: :Manager: Crypto ipsec profile "test" preshared key was set.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto ipsec profile
preshared-key.

3.17.10 crypto ipsec profile xauth

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

BrntoumnTb foNonHUTeNbHY0 ayTeHTugmKaumio XAuth ansa pexxuma IKEv1. Mo
YMOAYaHUIO QYHKLMSA OTKIOYEHa.

KomaHza ¢ npedrKcomM no oTKIOYaEeT AOMONHNTENbHYH NPOBEPKY
NOANMHHOCTM.

Ja
Ja
Hert
(config-ipsec-profile)>  xauth <type>

(config-ipsec-profile)> no xauth

AprymeHT 3HaueHve |OnucaHwve
type client KnneHTckuin pexmnm.
server CepBepHbI pexumM.

(config-ipsec-profile)> xauth client
IpSec::Manager: Crypto ipsec profile "test" xauth set to "client".

Bepcus OnucaHve

2.06 JobasneHa KoMaHaa crypto ipsec profile xauth.

3.17.11 crypto ipsec profile xauth-identity

OnuncaHwme

Mpedukc no

MeHsieT HacTpoViKKn

YKa3zaTb NOrMH 419 LONONHUTENIbHOW ayTeHTUGUKALMK XAuth B KITIMEHTCKOM
pexunme.

KomaHga ¢ npedprKcom no yaansiet N0rviH.
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-ipsec-profile)>  xauth-identity <identity
(config-ipsec-profile)> no xauth-identity

AprymeHTbI AprymeHTt 3HaueHue OnucaHue
identity Ctpoka JIorviH Ans KNMEHTCKOro pexvma

XAuth.

Mpumep (config-ipsec-profile)> xauth-identity ident
IpSec::Manager: Crypto ipsec profile "test" xauth-identity is »
set to "ident".

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.06 JlobaBneHa komaHga crypto ipsec profile xauth-identity.

3.17.12 crypto ipsec profile xauth-password

OonucaHue YKaszaTb naposib Ans AONONHUTENbHON ayTeHTUdMKaLmMN XAUth B KIMEHTCKOM
pexvme.

KomaHaa ¢ npedunKcom no cTvpaeT 3Ha4YeHne napons.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-ipsec-profile)>  xauth-password password»
(config-ipsec-profile)> no xauth-password
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
password Crpoka Maponb AN KNNEeHTCKOro pexvma
XAuth.
NMpumep (config-ipsec-profile)> xauth-password password
IpSec::Manager: Crypto ipsec profile "test" xauth-password is set.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
xauth-password.
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naBa 3 OnncaHme KOMaHA,

3.18 crypto

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.19 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

ipsec rekey delete-delay

3agaTb VHTepBan nepeg yaaneHmem IKE SA nocsie nonyyeHus KoMmaHabl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMon4aHMIo ncnonb3yeTcs 3HayeHve 10.

KomaHza c npe$urkcom no BO3BpaLLAET 3HaYeHMe Mo YMONYAHNIO.
Ja

Ja

Het

(config)>  crypto ipsec rekey delete-delay «delay»

(config)> no crypto ipsec rekey delete-delay

AprymeHT 3HauyeHue OnuncaHwue

delay lenoe 4ucno |3HayeHve 3afepXKn B cekKyHAax. MoxeT
NPUHNUMAaTbL 3HaYeHVA B Anana3oHe ot 1 go
60.

(config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Bepcus OnucaHve

2.11 [JobaeneHa KkomaHza crypto ipsec rekey delete-delay.

ipsec rekey make-before

BrkirounTb pexxmm yctaHoBKW HOBbIX IKE SA 0 paspbiBa npegblayyx. Mo
YMONYaHUIO QYHKLMA OTKIOYEHa.

KomaHAa ¢ npedrKcom no OTKAOYAET 3TOT PeXuMm.
Ja

Aa

Het

I (config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before
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Mpumep

UcTopuns nameHeHuii

3.20 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

(config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec rekey make-before.

ipsec transform-set

JocTyn K rpynne KoMaHA A5t HACTPOKW BbIBpaHHOro npeobpasosaHns IPsec
ESP BO 2 ¢a3ze. Ecnm npeobpa3oBaHme He Hal4eHo, KOMaHAa MblTaeTcs ero
Co34aThb.

KomaHga ¢ npedunkcom no yaanaet npeobpasosaHue. Npu 3ToM 13 BCex

KPpUNTOKapT IPsec aBTOMaTMyeCcKkmn YAANAKTCA CCbIZIKN Ha AaHHOE
npeobpasoBaHue.

Ja
Aa
Ja

(config-ipsec-transform)

(config)> crypto ipsec transform-set name>

(config)> no crypto ipsec transform-set name>

AprymeHT 3HaueHue OnucaHue

name CTpoka HasBaHuve npeobpasoBaHus IPsec.
JlonyckarTca CMMBObI
naTuHckoro andasuTa, udpsl,

TOYKN, NOAHEPKMBAHNA U Ae(I)I/ICbI.

(config)> crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" successfully »
created.

Bepcus OnucaHve

2.06 [JlobaBneHa koMaHgaa crypto ipsec transform-set.
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3.20.1 crypto ipsec transform-set cypher

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

[o6aBuTb BbibpaHHbIN TN WndpoBaHUA B NpeobpasoBaHue IPsec.
OuepegHoCTb fo6aBneHNA MMeeT 3HaueHe 419 obMeHa JaHHbIMU NO
npotokony IKE.

KomaHgaa ¢ npedurkcom no yaanseT BolbpaHHbIA TUN WindpoBaHKUS.

Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Ja
(config-ipsec-transform)>  cypher <«cypher>
(config-ipsec-transform)> no cypher <«cypher>
AprymeHT 3HauyeHue |OnucaHve
cypher esp-des Tun wndpoBaHUsA Npeobpa3oBaHNA
IPsec ESP.
esp-3des
esp-aes-128
esp-aes-192
esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: Crypto ipsec transform-set "test" cypher »
"esp-3des" successfully added.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.20.2 crypto ipsec transform-set dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOVKMN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

Jo6aBuThb BeibpaHHyto DH rpynny B npeobpasoBaHue IPsec anst paboTbl B
pexunme PFS. OuepesHOCTb A0DBaBNEHVA MeeT 3HadeHne Ans obMeHa
JaHHbIMK 1o npoTtokony IKE.

KomaHgaa c npedurkcom no yaansieT BblbpaHHyo rpynnmny.
Ja
Ja
[Ja

I (config-ipsec-transform)>  dh-group «dh-group>
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(config-ipsec-transform)> no dh-group «dh-group>

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

dh-group 1 DH rpynna ans pa6oTbl B pexume PFS.
2

5

14
15
16
17
18

Npumep (config-ipsec-transform)> dh-group 14
IpSec: :Manager: Crypto ipsec transform-set "test" dh-group "14" »
successfully added.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
dh-group.

3.20.3 crypto ipsec transform-set hmac

OnucaHune Jo6aBuTb Bbi6paHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npednKcom no yaanseTt BbIOpaHHbI anropuTM.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbI/i BBog, /[la

CuHoncuc (config-ipsec-transform)>  hmac <hmac>
(config-ipsec-transform)> no hmac <hmac>
AprymeHTbI AprymeHT (3HauyeHue OonucaHmne

hmac esp-md5-hmac Anroputm noanmuecn HMAC
npeobpasoBaHuns IPsec ESP.

esp-shal-hmac

esp-sha256-hmac
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Mpumep (config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: Crypto ipsec transform-set "test" hmac »
"esp-shal-hmac" successfully added.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobaBneHa koMaHga crypto ipsec transform-set hmac.

3.20.4 crypto ipsec transform-set lifetime

OnucaHue YCTaHOBUTb BpeMs XM3HW BbIBpaHHOro npeobpasoBaHus IPsec. Mo
YMONYaHWIO NCMOJIb3yeTcs 3HaueHve 3600.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ipsec-transform)>  lifetime <lifetimes
(config-ipsec-transform)> no lifetime
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
lifetime Lenoe uucrno Bpems xun3H1 npeobpazoBaHms
IPsec B cekyHpax. MoxeTt
NpUHMMaTb 3HavyeHus ot 60 ao
2147483647.
Npumep (config-ipsec-transform)> lifetime 8640
IpSec::Manager: Crypto ipsec transform-set "test" lifetime set »
to 8640 s.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.06 Job6asneHa koMaHgaa crypto ipsec transform-set
lifetime.

3.21 crypto map

OnucaHune JocTyn K rpynne KoOMaHA ANS HaCTPOMKW BbIBPAaHHOM KpUNTOKapThl IPsec.
Ecnn kpunTokapTa He HallAdeHa, KOMaHAa NblTaeTcs e€ co3aaThb.

KomaHza c npedurKcom no yaansiet KpUnTokapTy.

Mpe¢ukc no [Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Bxo>xaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

(config-crypto-map)

(config)> crypto map <name»

(config)> no crypto map <name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Ha3BaHue KpunToKapThl IPsec.
JlonyckarTca CUMBOJIbI
naTtuHckoro andasuTa, udpsl,

TO4YKN, NOAHEPKMBAHNA U ,qed)mcu.

(config)> crypto map test
IpSec::Manager: Crypto map "test" successfully created.

Bepcus OnucaHue

2.06 JobaBneHa koMaHaa crypto map.

3.21.1 crypto map connect

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

BkntounTb aBTOMaTMYeckoe 6e3ycnoBHoe coeaviHeHve [Psec C yaaneHHom
CTOPOHOI. HacTpolika He MMeeT CMbIC/1a, eCIN OCHOBHOMY YAaeHHOMY XOCTY
MpMCcBOeHO 3HauveHue any (CM. KoMaHAy crypto map set-peer). 1o
YMOYaHMIO HAaCTPOIiKa OTK/IlOUeHa 1 coegnHeHne byaeT yCTaHOBAEHO Mpu
nonbITke NepegaTb Tpaduk Yepes npeobpasoBaHune IPsec ESP.

KomaHga ¢ ﬂpeq)I/IKCOM Nno OTK/IF0YaeT aBToOMaTun4yeckoe 6eByCﬂOBHOE
coeanHeHwue.

Ja
Ja
Het
I(config-crypto-map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec::Manager: Crypto map "test" autoconnect enabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobaeneHa komaHaa crypto map connect.

3.21.2 crypto map enable

OonucaHue BkntoUMTb BbIBpaHHYH KpUnToKapTy IPsec. Mo yMonyaHuio napameTp
BKJTOYEH.

KomaHga ¢ npednKcom no OTKAKUYaET KPUNTOKAPTY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-crypto-map)>  enable
I (config-crypto-map)> no enable
Npumep (config-crypto-map)> enable
IpSec::Manager: Crypto map "test" enabled.
WcTopuns nsmeHeHWit |Bepcua onucaHue

2.06 JobasneHa KoMaHAa crypto map enable.

3.21.3 crypto map fallback-check-interval

OnucaHwue Bknountb nepmnoan4yeckyro npoBepky A0CTYNMHOCTUN OCHOBHOIO XOCTa
BO3BpaTa Ha HEro B TOM C/iydae, Korga HasHa4eHbl U OCHOBHOW 1 pe3epBHb||71
yAaneHHble XOCTbl. Mo YMONYaHUKO HaCTpOI‘;IKa OTK/IKOYeHa.

KomaHga ¢ npednkcom no oTKIoUaeT NpoBepky.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-crypto-map)>  fallback-check-interval <interval-value
(config-crypto-map)> no fallback-check-interval
AprymeHTbI AprymeHT 3HaueHune OnucaHue
interval-value lenoe uucro MNepuog NpoBepkn B CEKYHAAX.
MoxeT NpUHMMaTb 3HauYeHns oT
60 g0 86400.
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NMpumep (config-crypto-map)> fallback-check-interval 120
IpSec: :Manager: Crypto map "test" fallback check interval is set »
to 120.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.06 JobasneHa KoMaHaa crypto map
fallback-check-interval.

3.21.4 crypto map force-encaps

OnucaHue MpUHYANTENbHO BKAOUYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP anst o6xoaa
firewall n NAT.

KomaHga ¢ npedrKcom no OTKA0YAET 3TOT PEXUM.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  force-encaps
I (config-crypto-map)> no force-encaps
Mpumep (config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.
(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.
WcTopuns nsmeHeHWit |Bepcua onucaHue
2.08 JobasneHa komaHaa crypto map force-encaps.

3.21.5 crypto map I2tp-server dhcp route

OnucaHue HasHaunTb MapLupyT, nepesaBaeMbiii Yepes coobLyeHmns DHCP INFORM,
KnneHTtam L2TP-cepBepa.

KomaHza ¢ nped1KcomM no oTMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCcTV KOMaHAy 6e3 apryMeHToB, byeT OTMEHEHO NoJyYeHre BCex
MapLUpyTOB.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

(config-crypto-map)>  12tp-server dhcp route <address» inask»

(config-crypto-map)> no 12tp-server dhcp route [ <addresss amasks ]

AprymeHT 3HayeHue |OnucaHue
address IP-agpec Ajpec ceTeBOro K/iMeHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLlecTsyeT ABa

cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANMHBLI NpedurKca

(Hanpumep, /24).

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec: :Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus OnucaHue
2.12 JobasneHa koMaHaa crypto map I2tp-server dhcp
route.

3.21.6 crypto map I2tp-server enable

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

Bknrountb L2TP-cepBep Ha kpunTokapTe IPsec. [1o ymon4aHuio napameTp
BK/IHOYEH.

KomaHga ¢ npedprKcoM no oTK/0UaeT HacTPOWKY.
Ja
Ja

Het

I(conﬂg«xyptoqnapﬁ> 12tp-server enable

I(conﬁg«xyptownapﬁ>nothp-serverenable

(config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.

(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa crypto map I2tp-server enable.

3.21.7 crypto map I2tp-server interface

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

CesizaTb cepBep L2TP € yKa3aHHbIM UHTepdelicoMm.

KomaHga ¢ npedurkcom no paspbiBaeT CBA3b MeXAy CepBepoM U
nHTepdericom.

Ja

Aa

Het

(config-crypto-map)>  12tp-server interface <interface

(config-crypto-map)> no 12tp-server interface

AprymeHT |3HauyeHune OnuncaHwue

interface |WMa uHTeppenca MonHoe uma nHTepderica NN NCeBAOHNM.
Cnncok AOCTYMHbIX Ans Bblibopa
nHTepdelricoB MOXHO YBUAETL BBEAS
KomaHgy interface ?.

(config-crypto-map)> 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

Bepcusa OnucaHue

2.1 JobasneHa koMaHAa crypto map I12tp-server interface.

3.21.8 crypto map I2tp-server Icp echo

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

3a4aTh Npaswn/ia TeCTUPOBaHUSA coeanHeHus L2TP-cepsepa cpeacTsamu LCP
echo.

KomaHga c npedumkcom no otkntouaet LCP echo.
Aa
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-crypto-map)>  12tp-server lcp echo <interval> «count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uyucno |VIHTepBan mexgy otnpaskamu LCP echo, B
cekyHpAax. Ecnu B TeyeHune ykasaHHOro
NHTepBasia BpeMeHW OT YAaneHHOW CTOPOHbI
He 6bI1 nony4eH LCP 3anpoc, eli byaeT
OTMpaB/ieH Takol 3anpoc C OXnAaHnem
oTBeTa LCP reply.

count lenoe uucno |Konuuectso oTrpasieHHbIX NOAPSAZ 3anpocoB
LCP echo Ha KOTOpble He 6b11 NonyyeH oTBeT
LCP reply. Ecnn count 3anpocoB LCP echo
ocTanuce 6e3 oTBeTa, coeAnHEHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHve

2.1 JobasneHa koMaHaa crypto map I2tp-server Icp echo.

3.21.9 crypto map I2tp-server mru

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YcTaHoBUTL 3HaveHue MRU, koTopoe byaeT nepesfaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3YyeTca 3HadeHre 1200.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HaUEHWE MO YMOAYAHUNIO.
Ja

Ja

Het

I (config-crypto-map)>  12tp-server mru aru»

I (config-crypto-map)> no 12tp-server mru
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3.21.10 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

mru UYenoe uucro |3HauveHue MRU. MoxeT MpUHNMAaTb 3HaUeHns
oT 128 go 1500 BkAOUNTENLHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHve

2.11 [Jo6asneHa komaHga crypto map I2tp-server mru.

map I12tp-server mtu

YcTaHoBUTL 3HaueHune MTU, koTopoe 6yaeT nepesaHo L2TP. o ymonyaHuto
ncnonb3yetca 3HaueHve 1400.

KomaHga ¢ npedurkcom no yctaHaBAMBaET 3HaUEHKMeE MO YMOAYaHUIO.
Ja

Aa

Het

(config-crypto-map)>  12tp-server mtu wmtuw

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu UYesoe uucro |3HaveHme MTU. MoxeT NPpUHUMAaTb 3HaUeHNs
oT 576 po 1500 Bk/IHOUUTENBHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHue

2.11 [JobaBneHa KoMaHaa crypto map l2tp-server mtu.
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naBa 3 OnncaHme KOMaHA,

3.21.11 crypto map I2tp-server multi-login

OnucaHue PazpewnTtb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
O HOro aKKayHTa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

Mpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobaBneHa koMaHaa crypto map I2tp-server
multi-login.

3.21.12 crypto map I2tp-server nat

OnucaHune Bkntoumntb TpaHCaaLUuio agpecos ana cepsepa L2TP.
KomaHga ¢ npedrnkcom no oTKIUaeT TpaHCIAUUIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat
Mpumep (config-crypto-map)> 12tp-server nat

IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.21.13 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-crypto-map)> no 12tp-server nat

IpSec: :Manager:

SNAT is disabled.

"VPNL2TPServer": crypto map L2TP/IPsec server »

Bepcus

OnucaHmne

2.1

JobasneHa koMaHaa crypto map l2tp-server nat.

map I2tp-server range

Ha3HaunTb nyn agpecos ANF KINEHTOB cepBepa L2TP. [1o yMon4yaHuio
ncnonb3yeTca pasmep nyna 100.

KomaHga c npedurkcom no yaanset nyn.

Ja
Ja

HeTt

(config-crypto-map)>  12tp

-server range <begin (cends | «<size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHwue

begin IP-appec HauvanbHbIll agpec nyna.
end IP-apgpec KoHeuHbIl agpec nyna.
size Uenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range

IpSec::Manager:

pool range deleted.

"VPNL2TPServer": crypto map L2TP/IPsec server »

Bepcus

OnucaHune

2.1

JobasneHa koMaHaa crypto map I2tp-server range
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naBa 3 OnncaHme KOMaHA,

3.21.14 crypto map I2tp-server static-ip

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. Monb3oBaTenb B cucTeMe
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHgaa ¢ npedurKcom no yaanset npuBa3ky.

Ja

Ja

Hert

(config-crypto-map)>  static-ip wsenr address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HayeHue OnuncaHue

user CTtpoka Mms nonb3oBarensi.

address IP-agpec HasHauaemsblin IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga crypto map l2tp-server static-ip.

3.21.15 crypto map match-address

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YCTaHOBUTb CCbISIKY Ha CYLLIECTBYHOLLMI CANCOK NPaBua GuabTpaLmmv NnakeTos
(cM. KoMaHay access-list). NepBoe NpaBwWo B Cincke byAeT NCNob30BaThCs
ansa ¢asbl 2 IPsec.

KomMaHgaa ¢ npedurKcom no yaansaeT cCbiaky.
Ja
Ja

Het

I (config-crypto-map)> match-address <access-list
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naBa 3 OnncaHme KoMaHp,

(config-crypto-map)> no match-address

AprymeHTbI AprymeHTt 3HayeHue OnucaHue

access-list CTpoka Ha3BaHue cnvcka npasun
bdunbTpaumn. Habop JoCTynHbIX
415 BbI6GOPaA CMNCKOB MOXHO
yBUAeTb BBeAA KOMaHay
match-address 2.

NMpumep (config-crypto-map)> match-address acll
IpSec: :Manager: Crypto map "test" match-address set to "acll".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.06 JobaBneHa koMaHaa crypto map match-address.

3.21.16 crypto map nail-up

OnucaHwue BrkntounTb aBTOMaTMYeCcKoe nepecorjiacoBaHve npeobpasoBaHnin IPsec ESP
npu nx yctapesaHuu. Mo yMmon4aHuIo napaMmeTp OTK/IHOUEH.

KomaHaa c npepurKcom no oTkNtoUaeT aBToOMaTUYeckoe nepecornacoBaHue.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue I(config-crypto-map)> nail-up

I (config-crypto-map)> no nail-up
Mpumep (config-crypto-map)> nail-up

IpSec::Manager: Crypto map "test" SA renegotiation enabled.
VlCTOpI/Iﬂ M3MeHeHunA BepCVlﬂ onvcaHue

2.06 [JlobaBneHa koMaHga crypto map nail-up.

3.21.17 crypto map priority

OnucaHwne YCTaHOBUTL NPUOPUTET ANA KPUNTOKaPTbI [Psec. 10 yMOMYaHWIO NCMO/b3yeTCs
3HayeHue 0.

KomaHga ¢ npedurkcom no ycTaHaBAMBAET 3HAUEHME MO YMOAYAHUIO.

MNpejukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.21.18 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

Ja

Het

(config-crypto-map)>  priority priority»

(config-crypto-map)> no priority

AprymeHT 3HauyeHue OnucaHue

priority Uesoe uucso |3HayveHMe npuopmteTa. MoxeT NpnH1MaTb
3Ha4veHus B gnanasoHe ot 0 go 255
BKJ/IIOUMTE/IbHO.

(config-crypto-map)> priority 255
IpSec::Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority
IpSec: :Manager: "VPNL2TPServer": crypto map priority reset.

Bepcus OnucaHve

2.06 JobaBneHa KOMaHAa crypto map priority.

map reauth-passive

BKNHOUMTE NacCMBHYH NepenpoBepKy NOANMHHOCTA KPUNTOKapTbl IPsec. Mo
YMOJTYaHUIO NapameTp BK/HOUEH.

KomaHza ¢ nped1KcomM no oTKAOYaEeT NacCMBHYHO NepenpoBepKy
NOANMHHOCTM.

Ja
Ja

Het

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec: :Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 [JobaeneHa komaHza crypto map reauth-passive.

3.21.19 crypto map set-peer

OonucaHune HasHau4nTb OCHOBHOW yjaneHHbI XOCT 419 YCTaHOBNEHNs coeAnHeHus IPsec.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-crypto-map)>  set-peer <remote-ip»
(config-crypto-map)> no set-peer
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
remote-ip CTpoka IP-agpec nnv goMeHHoe UMS YAaNeHHOro
xocTa.
any MpuHUMaTL Ntobble BXoAsLME COeANHEHNS.
Npumep (config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: Crypto map "test" primary remote peer is set to »
"ipsec.test.com".
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.06 [JlobaBneHa KkoMaHAa crypto map set-peer.

3.21.20 crypto map set-peer-fallback

onucaHmne Ha3HaunTb pe3epBHbI yaaneHHbI XOCT AN1A YCTaHOBEHWS COeANHEHNS
IPsec. 3Ta HaCTpOMKa MOXET 6bITb BbIMO/IHEHA MNOC/e Ha3HAaYeHWs1 OCHOBHOTO
y3na (CM. KOMaHay crypto map set-peer).

KomaHga ¢ npedurkcom no yganseTt HacTPOWKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config-crypto-map)>  set-peer-fallback «remote-ip»
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3.21.21 crypto

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HaueHue OnucaHue

remote-ip Ctpoka IP-agpec nnm goMeHHoe nms
YAaJIeHHOro XocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec: :Manager: Crypto map "test" fallback remote peer is set »
to "test.com".

Bepcus OnucaHue

2.06 JobaBneHa komaHaa crypto map set-peer-fallback.

map set-profile

3afaTb CCbIIKY Ha cyLecTByOLWMIA Npodunb IPsec (cM. komaHgy crypto ipsec
profile).

KomaHga c npedunkcom no yaanseT cCbliky.

Aa

Ja

HeTt

(config-crypto-map)>  set-profile profile»

(config-crypto-map)> no set-profile

AprymeHT 3HauyeHue OnucaHue

profile CTpoka Nmsa npoduns IPsec. Cnncok
AOCTYNHbIX A1 Bblbopa npoduner
MOXHO YBUAETb BBeAA KOMaHAy
set-profile 2.

(config-crypto-map)> set-profile test
IpSec: :Manager: Crypto map "test" ipsec profile is set to "test".

Bepcus OnucaHue

2.06 JobaBneHa koMaHaa crypto map set-profile.
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naBa 3 OnncaHme KoMaHp,

3.21.22 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.21.23 crypto

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

map set-tcpmss

YCTaHOBUTbL OrpaHnYeHrie MakCMMaibHOro pasmepa cerMeHTa NcxoAsaLLmx
ceccmin TCP B pamMKax AaHHOro TyHHens [Psec. Ecnm 3HaveHune MSS, koTopoe
nepegaeTcs B rone 3arososka SYN-nakeTos, NpeBbILLaeT 3aJaHHOe, KOMaHja
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT asToMaTn4ecku
onpeaenATb orpaHnyeHme MSS.

KomaHga ¢ npedpurKcom no CHMMaeT BCe orpaHnyeHms c MSS.
Ja

Ja

Het

(config-crypto-map)>  set-tcpmss anss-values

(config-crypto-map)> no set-tcpmss

AprymeHT 3HauyeHue OnuncaHwue

mss-value Lenoe 4ucno |3HauveHwne BepxHen rpaHmubl MSS. MoxeT
npMHMMaTbL 3HayeHus ot 576 go 1500.

pmtu Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: Crypto map "test" tcpmss set to 1280.

Bepcus OnucaHve

2.06 [JobaeneHa KkomaHaa crypto map set-tcpmss.

map set-transform

3ajaTb CCbIIKY Ha CyLlecTByloLLee npeobpa3oBaHue IPsec ESP (CM. KOMaHAay
crypto ipsec transform-set).

KomaHgaa ¢ npedprKcoM no yaanseT cCbinky.

Ja

[Ja

Het

I (config-crypto-map)>  set-transform«transform-set»

I (config-crypto-map)> no set-transform
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.21.24 crypto

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HaueHue OnucaHwue

transform-set CTpoka HasBaHuve npeobpasoBaHus IPsec.
Cnurcok AOCTYMHbIX
npeo6bpa3oBaHUN MOXHO YBUAETb
C MOMOLLbI0 KOMaHAbI
transform-set 2.

(config-crypto-map)> set-transform test
IpSec: :Manager: Crypto map "test" ipsec transform-set is set to »
“"test".

Bepcus OnucaHve

2.06 JobasneHa koMaHaa crypto map set-transform.

map virtual-ip dns-server

YkazaTb DNS-cepBep 414 BblJaun KAveHTaM B cepBepHoOM pexume Virtual
IP.

KomaHga c npedunkcom no yganseT agpec cepeepa.

Ja

[Ja

HeTt

(config-crypto-map)>  virtual-ip dns-server «address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec IP-appec cepBepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: crypto map "test" Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec::Manager: crypto map "test" Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHaa crypto map virtual-ip dns-server.
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naBa 3 OnncaHme KoMaHp,

3.21.25 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.21.26 crypto

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

map virtual-ip enable

BkntounTb cepBepHbIi pexxim Virtual IP, npy KOTopoM KnneHTam
NpoOV3BOAMTCA pasjava ajpecoB 13 3aaHHOro guanasoHa. lMpy aTom B
KayecTBe yAaneHHON nogcetn B cooTBeTCTBYOLEM ACL MOXHO yKasaTb
Npoun3BOAbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMOAYaHWMIO
PEXVM OTKJIHOYEH.

KomaHga ¢ npedprKcoM no OTK/0UaeT HaCTPOIKY.
Ja
Ja

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec: :Manager: crypto map "test" Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: Crypto map "test" Virtual IP mode disabled.

Bepcus OnucaHve

2.08 JlobaeneHa koMmaHaa crypto map virtual-ip enable.

map virtual-ip nat

BKNOUNTb TPAHC/ISILIMIO 4PECOB ANS KIMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga c npedumkcom no yganseTt npaBuso.
Ja

[Ja

Het

I (config-crypto-map)>  virtual-ip nat

I (config-crypto-map)> no virtual-ip nat

(config-crypto-map)> virtual-ip nat
IpSec: :Manager: crypto map "test" Virtual IP NAT rule enabled.

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: Crypto map "test" Virtual IP NAT rule disabled.
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naBa 3 OnncaHme KOMaHA,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.08

[JlobaeneHa komaHaa crypto map virtual-ip nat.

3.21.27 crypto map virtual-ip range

OnucaHune HaCTpOVITb AWanasoH ajgpecoB 414 BblAa4 KIIMEHTAM B CEPBEPHOM peXnme

Virtual IP.

KomaHza c npedrKcom no yaansieT AnanasoH.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-crypto-map)>  virtual-ip range <begins (<ends | <size»>)
(config-crypto-map)> no virtual-ip range
AprymeHTbl AprymeHT 3HaueHue |OnucaHmne
begin IP-apgpec Hauano ananasoHa agpecos.
end IP-appec KoHeL agnana3oHa agpecos.
size Uenoe uyucsno |Pa3mep AgranasoHa ajpecos.
Mpumep (config-crypto-map)> virtual-ip range 10.5.0.0 20

IpSec: :Manager: Crypto map "test" Virtual IP pool range set from »

"10.5.0.0" to

"10.5.0.20".

(config-crypto-map)> no virtual-ip range
IpSec::Manager: Crypto map "test" Virtual IP pool range deleted.

WcTopuns nsmeHeHunit |Bepcus

OnucaHue

2.08

JobaeneHa koMaHaa crypto map virtual-ip range.

3.22 dns-proxy

OnucaHue JocTtyn K rpynne KomaHa ans yrnpasneHus cnyxooi DNS-npokcu.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (config-dnspx)
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

WcTopus nsmeHeHum

(config)>  dns-proxy
Bepcus OnucaHue
2.04 JobasneHa KomaHaa dns-proxy.

3.22.1 dns-proxy bantime

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

YcTaHOBUTL BpeMs, B TeueHme Kkotoporo DNS-cepBep He byaeT
ncnosib3oBathes. [10 yMOYaHWIO NCMOJb3YyeTca 3HaueHmne 30000.

KomaHga ¢ npe¢|/||<c0M Nno yCTaHaBNMBaeT 3Ha4YeHne Nno yMmoa4aHuio.

Ja
Ja

Het

(config-dnspx)>

(config-dnspx)> no bantime

bantime <bantime>

AprymeHT

3HayeHue

OonvcaHune

bantime

Lenoe uucno

3HaueHVie BpeEMEeHHOro NpomeXyTka B
MUANNCeKYHAAX. MoXeT NpuHUMaTb
3HaueHus ot 1 go 30000.

(config-dnspx)>bantime 25

Dns::Proxy: Dns-proxy set 25 msec. bantime.

(config-dnspx)>no bantime

Dns::Proxy: Dns-proxy bantime reset.

Bepcus

OnucaHune

2.04

JobasneHa komaHaa dns-proxy bantime.

3.22.2 dns-proxy max-ttl

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOA,

3afaTb MakcMManbHbIn TTL Ana KawmpoBaHHbIX 3anucet DNS-npokcu.

KomaHpaa ¢ npedurkcom no yaanset 3HadeHue TTL.

Ja
Ja

Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

(config-dnspx)>  max-ttl max-ttl

(config-dnspx)> no max-ttl

AprymeHT 3HauyeHue OnuncaHwue

MunancekyHa (1 Hegens).

max-ttl Lenoe uucno |MakcmmanbHoe 3HaueHue TTL. Moxet
npMHMMaTL 3HayeHus oT 1 Ao 604800000

(config-dnspx)>max-ttl 10000

Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)>no max-ttl

Dns::Proxy: Dns-proxy max-ttl cleared.

Bepcus OnucaHve

2.05 JobasneHa komaHaa dns-proxy max-ttl.

3.22.3 dns-proxy proceed

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

3agaTb MHTepBa/ MeXay napanneibHbiM 3anpocaMmn, KOTOpPbIe OTNPaBAdAeT

DNS-npokcn HeckoibknM DNS-cepsepam. o ymonyaHmo Ncnosb3yeTcs

3HayeHue 500.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

Het

(config-dnspx)>  proceed proceed>

(config-dnspx)> no proceed

AprymeHT 3HayeHue OnuncaHwue

proceed lenoe umucno |Bpems paboTbl DNS-npokcu B
MUINNCEKYHAAX. MoxXeT npruH1MMaTh
3HauyeHus ot 1 go 50000.

(config-dnspx)>proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)>no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 [JobaeneHa komaHaa dns-proxy proceed.

3.22.4 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Yepes KoTopoe byseT cbpacbiBaTbCA PENTUMHT
3anpocoB-oTBeToB DNS-MpoKcK. Mo YMONYaHNIO NCMONb3YeTCst 3HaYeHne
600000.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre Mo YMONYaHUI0.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dnspx)>  srr-reset«srr-reset
(config-dnspx)> no srr-reset
AprymeHTbl Argument |3HauyeHue |OnucaHue
srr-reset Lenoe 4ucro |3HaveHVe BpeMEeHHOro NpoMeXyTka B
MuaancekyHaax. MoxeT npuHMMaTb
3HauyeHusa ot 0 go 600000.
Mpumep (config-dnspx)>srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.
(config-dnspx)>no srr-reset
Dns::Manager: Reset send-response rating reset time to default.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa dns-proxy srr-reset.

3.22.5 dns-proxy threshold

OnucaHune 3ajaTb KOJINYECTBO NocnefoBaTeNbHbIX HeyAauHbIX 3aMpoCcoB ANA 3anpeTa
DNS-cepsepa. 1o yMON4aHUIO UCMO/b3yeTcs 3HaueHve 3.

Bce DNS-cepBepbl He MOTyT 6bITb 3anpeLLeHbl 04HOBPEMEHHO.

KomaHza c nped1Kcom no ycTaHaBNMBaeT MOPOroBoe 3HaueHue no
YMOIYaHUIO.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>  threshold <threshold>

(config-dnspx)> no threshold

AprymeHT 3HauyeHue OnuncaHwue

threshold lenoe 4ucno |3HayeHue nopora DNS-npokcn. Moxet
npuHMMaThL 3HayeHunsa ot 1 go 10.

(config-dnspx)>threshold 5

Dns::Proxy: Dns-proxy set 5 threshold.
(config-dnspx)>no threshold

Dns::Proxy: Dns-proxy threshold cleared.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHaa dns-proxy threshold.

3.23 dyndns profile

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncunc

AprymeHThl

WcTopusa nsmeHeHum

JocTyn K rpynne KOMaHZA AN51 HACTPOMKM ykasaHHoro npoéuna DynDns. Ecin
npodub He HalijleH, KOMaHAa NbITaeTcs ero co3gatb. MOXHO co3jaTh He
6onee 32 npodunei.

KomaHga c npedukcom no yganset npoduab DynDns.

Ja

Aa

Ja

(config-dyndns)

(config)> dyndns profile name>

(config)> no dyndns profile name>

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HasBaHune npodunsa. MakcnmanbHas g1mHa
NMeHn — 64 cnmMmBona.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa dyndns profile.
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naBa 3 OnncaHme KoMaHp,

3.23.1 dyndns

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

profile domain

HasHauuTb MK nocTtosiHHOe AOMeHHOe NMA. I'Iepep, BbIMNOJ/IHEHNEM KOM?HAbI
HeO6XOAI/IMO 3aperncTpmpoBaTtb JOMEHHOE NMA Ha cante dyndns.com nnn
no-ip.com-.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.

Ja

Ja

Het

(config-dyndns)>  domain name>

(config-dyndns)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain Ctpoka JomeHHoe nva. MakcmmanbHasa 41vMHa
AOMEHHOro uMeHn — 254 cumBeona.

(config-dyndns)> domain systems
DynDns::Profile: "test": domain saved.

Bepcus OnucaHve

2.00 Job6asneHa komaHaa dyndns profile domain.

3.23.2 dyndns profile password

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHThl

! http:\\www.dyndns.com
http:\\www.no-ip.com

YcTaHOBWUTL Naposib 4N goctyna Yepes DynDns.
Aa

Ja

Het

(config-dyndns)>  password passwords

(config-dyndns)> no password

AprymeHT 3HauyeHue OnucaHue

password CTpoka Maponb anda asTopusaymn. MakcrmanbHas
ANVHa napons — 64 cmBona.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-dyndns)> password 1234
DynDns::Profile: "test": password saved.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa dyndns profile password.

3.23.3 dyndns profile send-address

OnucaHue BkntounTb HEOOX0ANMOCTL YKazaHua IP-agpeca HTepHeT-coeANHEHNS B
3anpoce DynDns.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config-dyndns)> send-address
I (config-dyndns)> no send-address
Npumep (config-dyndns)> send-address
DynDns::Profile: a send address enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.03 JobasneHa komaHaa dyndns profile send-address.

3.23.4 dyndns profile type

OnucaHwue Mpuceonte DynDns-npodwunto TMn, B 3aBUCMMOCTM OT CaliTa, Ha KOTOPOM
6b1/10 3aperncTpMpoOBaHO JOMEHHOE NMSL.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het

CuHoncuc I (config-dyndns)>  type ctypes

I (config-dyndns)> no type
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii
3.23.5 dyndns
OnucaHue

Mpedukc no

MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

3 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru

AprymeHT |3HauyeHme |OnucaHue

type dyndns YKa3blBaeTcd, ecnv JOMEHHOE NMS 3
3aperncTpupoBaHo Ha caite dyndns.com”.

noip YKasblBaeTcs, ecin JOMeHHOoe UMS 4
3aperncTpupoBaHo Ha caiite no-ip.com .

rucenter YKa3sblBaeTcd, ecnm JOMeHHOe MS 5
3aperncTpmpoBaHo Ha cavite rucenter”.

custom YKa3blBaeTcs, eciv OMeHHOe UMS
3aperncTprupoBaHO Ha APYrom canmTe (canT
onpegensetca komaHgor dyndns profile url).

(config-dyndns)> type dyndns
DynDns::Profile: "test": type saved.

Bepcus OnucaHve

2.00 Job6asneHa komaHaa dyndns profile type.

profile update-interval

YcTaHOBUTL NHTepBan obHoBAeHUS agpeca aAna DynDns.
KomaHga ¢ npedprKcOM No oTMeHsieT BO3MOXHOCTb O6HOBNEHMS.
Ja

Ja

Het

(config-dyndns)>  update-interval «days> days [ <hours> hours ]
[ minutes> minutes ] [ <seconds> seconds 1]

(config-dyndns)> no update-interval

AprymeHT 3HayeHue OnuncaHwue

days lenoe umucno |BpemeHHOWN NHTepBan B AHAX.
hours Uenoe 4ucno |BpemeHHOIN MHTepBa B Yacax.
minutes lenoe uyncno |BpeMeHHOI MHTepBaa B MUHYTaX.
seconds Lenoe umucno |BpemMeHHON NHTepBan B cekyHAax.

(config-dyndns)> update-interval 7 days
DynDns::Profile: a timeout set to 604800.
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http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru
http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru

naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aBneHa komaHaa dyndns profile update-interval.

3.23.6 dyndns profile url

OnucaHwue Yka3zaTb URL ncnonbsyemoro caiita cnyxosl DynDns.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-dyndns)>  urlwrl
(config-dyndns)> no url
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
url CTpoka Monb3oBaTenbckmini URL-agpec cnyx6bl
DynDns.
Mpumep (config-dyndns)> url http://members.dyndns.org/nic/update
DynDns::Profile: "test": url saved.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onucaHvie

2.05 Job6asneHa komaHaa dyndns profile url.

3.23.7 dyndns profile username

OnucaHue YKa3aTb NOrMH y4eTHON 3anucuy Ansa goctyna vyepes DynDns.
Mpe¢ukc no Ja

MeHsieT HacTpoiiku  [la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-dyndns)>  username username»
(config-dyndns)> no username
AprymeHTbI AprymeHT 3HaueHue OonucaHue
username CTpoka ViMa nonb3oBaTens A1 aBTopu3ayunm.
MakcmanbHaga gnmHa uMeHn — 64 cumBona.
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-dyndns)> username test_user
DynDns::Profile: "test": username saved.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa dyndns profile username.

3.24 eula accept

OnucaHue MprHATL NosIb30BaTeNbCKOe cornaweHve EULA. 1o MPUHATUA cornawleHus
KOHUrypaTop He NMpUHMMAaeT HMKaKme KOMaHAbl, KoOMe KOMaHA Ha YTeHue.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(config)> eula accept
Mpumep (config)> eula accept

Core::Eula: "20181001" license accepted.
WcTopuns nsmeHeHwnii |Bepcus onucaHue

2.15 JobaeneHa koMaHaa eula accept.

3.25 igmp-proxy

OnucaHune JocTtyn K rpynne KomMaHa Ans HacTpowku IGMP.
MNpedukc no Het

MeHsieT HacTpouikm  Het

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHwe B rpynny (igmp-proxy)

CuHoncuc I(config)> igmp-proxy

Mpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopusa nsmeHenuii |version Description

2.06 JlobaBneHa komaHAa igmp-proxy.
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naBa 3 OnncaHme KOMaHA,

3.25.1 igmp-proxy force

OnucaHue MprHYANTENLHO BKAOUYNTL CTapyro Bepcuto IGMP. Mo ymonyaHmio 31a
HaCTPOIKa OTK/IFOYEHa 1 BEpCKA NPOTOKO/a BbI6MpaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (igmp-proxy)>  force «protocols
(igmp-proxy)> no force
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
protocol igmp-vl MpuMeHUTb GUNLTPALMIO K BXOAALLUM
naketam.
igmp-v2 MpUMEHUTb GUABLTPALMIO K NCXOASALLIAM
naketam.
NMpumep (igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.
(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHAaa igmp-proxy force.

3.26 igmp-snooping disable

OnucaHue OTknrounTe IGMP snooping. KomaHza A0CTynHa TONbKO B pexxumMax KnveHT,
Ycunutens nnu Touka Joctyna.

KomaHga ¢ npedukcom no srkatovaeT IGMP snooping.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> igmp-snooping disable
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa igmp-snooping disable.

3.27 interface

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

UcTopuns nameHeHuii

JocTtyn K rpynne KOMaHA Ans HaCcTPoriku BblbpaHHOro nHtepderica. Ecnm
NHTepdelic He HalijeH, KOMaHAA NbITAaeTCA ero Co34aThb.

Vmsa nHtepdeiica 3agaeT ero Kiacc, KOTopblii HacneayeT onpejeneHHble
CBOWCTBA, CM. AnarpamMmel B [prinoxeHunr. KomaHabl paboTatoT
npUMeHUTeNbHO K knaccam. COOTBETCTBYHOLLNI KlacC nHTepdeiica ykasaH
B OMMCaHNU KOMaHAbI.

KomaHga ¢ npedurkcom no yaanset nHtepoeiic.

Aa

Ja

Ja

(config-if)

(config)> interface name>

(config)> no interface name>

AprymeHT |3HayeHue OnucaHue

name Ums uHTepgesica|llonHoe nmst nHTepderica Unn NCeBAOHUM.
CrncoK AOCTYMHbIX NHTepdEicoB MOXHO
yBUAETb C MOMOLLbIO KOMaHAb! interface ?.

Bepcus OnucaHve

2.00 JlobaBneHa komaHaa interface.

3.27.1 interface authentication chap

OnucaHwne

BkntounTb noasaepxky ayreHTudmnkaumm CHAP.

KomaHga ¢ npedpurkcom no oTkarouaeT CHAP.

104

CnpaBoyHuK kKoMmaHa — Keenetic Start II




naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Tun nutepdeiica Secure

CuHoncnc I (config-if)> authentication chap
I (config-if)> no authentication chap

NMpumep (config-if)> authentication chap
CHAP authentication enabled.

WcTopuns nsmeHeHwnit |Bepcua onucaHue

2.00 JobasneHa komaHga interface authentication chap.

3.27.2 interface authentication eap-md5

OnucaHwue BkntounTb noasepxky ayteHTndumkaumm EAP-MD5.
KomaHga ¢ npedpurkcom no oTknrovaet EAP-MDS5.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun uHTepdderica Secure

CuHoncnc I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5

NMpumep (config-if)> authentication eap-md5
EAP-MD5 authentication enabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JlobaBneHa komaHga interface authentication eap-md5.

3.27.3 interface authentication eap-ttls

OnucaHwue BkntounTb noasepxky ayteHTudbumkaumm EAP-TTLS.

KomaHga ¢ npedpurkcom no oTkntovaet EAP-TTLS.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Secure

I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

Bepcus OnucaHve

2.00 Job6aeneHa komaHAa interface authentication eap-ttls.

3.27.4 interface authentication identity

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

YKaszaTb MS Nonb3oBaTens Ang ayTeHTdrKaLmm ycTpoincTea Ha yaaneHHon
cucTeme. Vicnonb3yeTcs ana nogkntodeHunin PPTP, PPPoE v L2TP.

KomaHga ¢ npednKcom no cTmpaeT paHee 3alaHHOE 1MS NoAb30BaTens.
Ja

Ja

Het

Secure

(config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHT 3HayeHue |OnucaHue

identit CTpoka MmMsa nonb3oBaTens ANnsa ayTeHTudunkaumn.
y

(config-if)> authentication identity test
Identity saved.

Bepcus OnucaHve

2.00 [JlobaeneHa komaHga interface authentication identity.
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naBa 3 OnncaHme KOMaHA,

3.27.5 interface authentication mschap

OnucaHue BkntounTb noasaepxky ayteHTudumkaumm MS-CHAP.
KomaHga ¢ npedpurkcom no oTkntovaet MS-CHAP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication mschap
I (config-if)> no authentication mschap

Mpumep (config-if)> authentication mschap
MSCHAP authentication enabled.

WcTopuns nsmeHeHwnit |Bepcus onuvcaHuve

2.00 Job6aeneHa komaHaa interface authentication mschap.

3.27.6 interface authentication mschap-v2

OnucaHwue BkntounTb noaaepxky ayreHTudmnkaumm MS-CHAPV2.
KomaHga ¢ npedpurkcom no oTknroyaet MS-CHAPV2.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica Secure

CuHoncnc I (config-if)> authentication mschap-v2

I (config-if)> no authentication mschap-v2

NMpumep (config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa komaHaa interface authentication
mschap-v2.
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naBa 3 OnncaHme KoMaHp,

3.27.7 interface authentication pap

OnucaHue BkntounTb noasepxky ayteHTudumkaumm PAP.
KomaHga ¢ npedurkcom no oTkatouaeT PAP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication pap

I (config-if)> no authentication pap

Mpumep (config-if)> authentication pap
PAP authentication enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa koMmaHga interface authentication pap.

3.27.8 interface authentication password

OnucaHue YKaszaTb Naponb Ansa ayteHTudumkaumm ycTpoicTBa Ha yaaneHHoM cucteme.
Wcnonb3yeTtca ana nogkntoyeHuin PPTP, PPPoOE n L2TP.

KomaHaa ¢ npedurKcom no cTpaeT 3Ha4YeHne napons.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica Secure

CuHoncnc (config-if)> authentication password password»

(config-if)> no authentication password

AprymeHTbI AprymeHT 3HauyeHue |OnucaHue
password CTpoka Maponb ans ayTeHTUPUKaLmNn.
Mpumep (config-if)> authentication password 1234

Password saved.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa komaHaa interface authentication
password.

3.27.9 interface authentication peap

OnucaHwue Bkntountb nogaepxky EAP-PEAP meTofa NpoBepKy MOAJIVHHOCTW.
KomaHga ¢ npedpurkcom no oTkatouaeT wudposaHmne EAP-PEAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  authentication peap

I (config-if)> no authentication peap

Mpumep (config-if)> authentication peap
Network: :Interface::Ethernet: "WifiMaster0/AccessPointl": »
configured authentication: PEAP.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface authentication peap.

3.27.10 interface authentication shared

OnucaHune BrtounTb pexunM ayTeHTUGUKALNK C pa3desnsdemsim KH4YoM. DTOT PeXUM
MCNOb3YyeTCs TONIbKO B COMeTaHWM ¢ lundppoBaHmeM WEP. Pazdesdemele kao4vu
3ajaloTca komaHgow interface encryption key.

KomaHga c npedrkcomM no nepeBoanT ayTeHTUOUKALMIO B OTKPbIThIV PEXUM.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica WiFi

Cunoncuc I (config-if)> authentication shared

I (config-if)> no authentication shared
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config-if)> authentication shared
Shared authentication enabled.

Bepcus OnucaHue

2.00 JobaBneHa komaHga interface authentication shared.

3.27.11 interface authentication wpa-psk

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTL NpeABapUTe/IbHO COrNacoBaHHbIN KN4 Ans ayTeHTudrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3agaHue kato4ya B Buge 256-6MTHoro
LWecTHaALATePMYHOro Ymcna, nnbo B Buge ctpokm ASCII-cmumBonos. Bo
BTOPOM CJly4ae CTPOKa UCMOJb3yeTcs Kak KogoBas ppasa /15 reHeprpoBaHus
Kntoya (napons).

KomaHga c npednkcom no oTMeHseT HaCTPOIAKY.
Ja

Ja

Hert

WiFi

(config-if)> authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHT 3HauyeHue |OnucaHue

psk CTpoka MNpeaBapuTENbLHO COrNacoBaHHbIM K4
B BUAe 256-61THOrO LLeCTHaALLATEPUYHOrO
yucna, CocTosaLLero us

64 WecTHaguaTepnyHbIx unép, N1bo B
Buae ctpoku ASCII gnmHol oT 8 fo 63

CNMBOJIOB.

(config-if)> authentication wpa-psk 12345678
Pre-shared key saved.

Bepcus OnucaHve

2.00 JlobaBneHa koMmaHaa interface authentication wpa-psk.
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naBa 3 OnncaHme KOMaHA,

3.27.12 interface bandwidth-limit

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTL TapUPHYH CKOPOCTb NHTEPHET-CoOeANHEeHNs ANna nHTepdeiica.
Ncnonb3yeTtca Ana onpegeneHns 3arpy3kim kaHana npu aHanuse tpaduka
(komaHpa service ntce).

KomaHga ¢ npedrkcoM No 0TMeHSAeT HaCTPOIAKY.
Ja

Ja

Het

(config-if)>  bandwidth-limit «limit>

(config-if)> no bandwidth-limit

AprymeHT 3HayeHne |OnucaHue

limit Uenoe 4ucno |3HaveHne TapuPHOIN CKOPOCTU
VHTepHeT-coeanHeHuns B K6uT/c.

(config-if)> bandwidth-1imit 50000
Ntce::BandwidthLimits: Set bandwidth limit 50000 Kbps to ISP.

Bepcus OnucaHve

2.06 JobaBneHa komaHaa interface bandwidth-limit.

3.27.13 interface ccp

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BkntounTb noaaepxky npotokosa CCP Ha 3Tare ycTaHOBNeHWSA COeUHEeH M.
KomaHga ¢ npedurkcom no oTknroyaet CCP.

Ja

Ja

Het

PPP

I (config-if)>  ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface ccp.

3.27.14 interface channel

OnucaHue YCTaHOBUTb pagnoKaHan (4acToTy BeLlaHumsa) s 6ecnpoBoHbIX
nHTepodericos. IHTepdeincel Wi-Fi npuHMMaloT B KayecTBe HOMepa KaHana
Lenble uncna ot 1 Ao 14 (AnanasoH yactoT ot 2.412 Ty Ao 2.484 I'Tw). Mo
YMOJ/TYaHUIO UCMONb3YeTca 3HayeHue auto.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTYaHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Radio

CuvHoncuc (config-ify>  channel «channel>

(config-if)> no channel

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
channel number Homep paavo kaHana.
auto Homep paano kaHana onpegensieTcs
aBTOMaTUYecKu.
MNpumep (config-if)> channel 8

Channel saved.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6aBneHa koMmaHa interface channel.

3.27.15 interface channel auto-rescan

OonucaHmne 3afaTb pacnucaHue 418 aBTOMaTUUYECKOro CKaHNPOBaHWSA PaAno KaHaloB.
Mo yMo/luaHWIo NapamMeTp OTK/IHOUEH.

KomaHza ¢ npeprKcom no oTKNtoUYaeT HaCTPOVKY.
Mpedunkc no Ja
MeHsieT HacTpouiku  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica Radio

CuHoncnc (config-if)>  channel auto-rescan <hh>:xmm> interval <intervals

(config-if)> no channel auto-rescan

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
interval 1 VIHTepBa/ NOBTOPHOIro CKaHMPOBaHUSA B
yacax.
6
12
24
Mpumep (config-if)> channel auto-rescan interval 1

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": auto rescan »

disabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.07 JobaeneHa komaHaa interface channel auto-rescan.

3.27.16 interface channel width

OonucaHue YCTaHOBUTb LUMPUHY NOAOCHI MPOMYCKaHWSA AN yKa3aHHOro kaHana. Mo
YMOTYaHUNIO NCMONb3YeTCs 3HaUeHue 40 -below.

KomaHaa ¢ npedurKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTYAHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica Radio

Cunoncuc (config-if)>  channel width widths

(config-if)> no channel width

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
width 20 YcTaHOBUTL NMOJIOCY NPOMNYCKaHUA PaBHYHO
20 Mru,
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HayeHue |OnucaHue

40-above Pacwmputb nosocy nponyckaHusa o 40
Ml ncnonb3ysa cneayoLmia KaHan.

40-below Pacwumnputb nonocy nponyckaHunsa go 40
Mly ncnonb3ysa npeabIAyLnii KaHan.

(config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: a channel bandwidth setting »
applied.

Bepcus OnucaHve

2.04 JobaeneHa komaHaa interface channel width.

3.27.17 interface chilli coaport

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

Yka3zaTb UDP-nopT, Ha KOTOPbI 6yAyT OTNPaBAATbLCA 3anpoChl Ha OTKAOYeHMe
oT RADIUS-KnuneHTa.

KomMaHza ¢ npedprKcom no yaanset HaCTPOKY.
Ja

Ja

Het

Chilli

(config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHT 3HauyeHue OnucaHwue

coaport lYenoe uucsio |Homep nopta CoA.

(config-if)> chilli coaport 3940
Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

Bepcus OnucaHve

2.10 JobasneHa komaHga interface chilli coaport.
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naBa 3 OnncaHme KOMaHA,

3.27.18 interface chilli dhcpif

OnucaHwne HasHaunTb nutepdeiic Chilli ceteBomy cuctemHomy nHTepdericy.
KomaHga ¢ npednkKcom no oTMeHsET NpuBA3KY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Chilli

CuHoncuc (config-ifi>  chilli dhcpif «dhcpifs

(config-if)> no chilli dhcpif

AprymeHTbI AprymeHT |3HauyeHue OnucaHue
dhcpif Wms uHTepgesica|llonHoe nMs nHTepderica Mnn NCeBAOHNM.
NMpumep (config-if)> chilli dhcpif Bridgel

Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli®": unbound.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aeneHa komaHgaa interface chilli dhcpif.

3.27.19 interface chilli dns

OnucaHue Yka3aTb IP-agpec cepsepa DNS.
KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncnc I (config-if)>  chillidns «dns1[<«dns2>]

I (config-if)> no chilli dns
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-anpec Appec BTopryHoro DNS-cepBepa.

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns

Chilli::Interface:

"Chilli®": DNS servers reset to default.

Bepcus

OnucaHune

2.10

JobaeneHa komaHga interface chilli dns.

3.27.20 interface chilli lease

OnucaHune

Mpejukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

HacTpouTb BpemMs apeHAbl NOAKIOYEeHHOro KineHTckoro IP-agpeca. No
YMOJIYaHUIO NCNOJIb3YyeTca 3HadeHue 3600.

KomaHza c npedrkcom no BO3BpaLLaeT 3HaYeHMe No YMONYaAHUIO.

Ja
Ja
Het

Chilli

(config-if)>

chilli lease ¢

(config-if)> no chilli lease

leases

AprymeHT

3HayeHue

OnuncaHue

lease

Lenoe uucno

Bpemsa apeHabl B cekyHAax. MakcvmanbHoe
3HayeHune 259200.

(config-if)> chilli lease 1000

Chilli::Interface:

"Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease

Chilli::Interface:

(3600 seconds).

"Chilli0": lease has been reset to default »

Bepcusa

OnucaHune

2.11

JobaeneHa komaHaa interface chilli lease.
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naBa 3 OnncaHme KOMaHA,

3.27.21 interface chilli logout

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

MpuHyanTensHo otkar4YnTe MAC-agpec yka3saHHOro K/ineHTa.

Tun nHTepdeiica Chilli

CuHoncuc (config-ifi>  chilli logout (macs | all)

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec MAC-agpec 3aperncTpMpoBaHHOro KAneHTa.
all Keyword OTkntounTb Bce MAC-agpeca.

NMpumep (config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all
Chilli::Interface: "Chilli®": service restarted.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.10

Jlo6aBneHa komaHga interface chilli logout.

3.27.22 interface chilli macauth

OnucaHwne

ocHoBaHUM npoeepkn MAC-agpeca.

KomaHza c nped1KcomM no oTKIOYaEeT HaCTPOWAKY.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica Chilli

CunHoncunc

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

Mpumep

(config-if)>

chilli macauth

Chilli::Interface: "Chilli®": macauth set to "".
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli macauth
Chilli::Interface: "Chilli@": macauth cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 JobaeneHa komaHaa interface chilli macauth.

3.27.23 interface chilli macpasswd

OnucaHue YcTaHOBUTL NMaposib Ans nposepku nogavHHoctn MAC-agpeca.
KomaHga ¢ npednkcom no yganseTt HacTPOnKy.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli macpasswd macpasswd>

(config-if)> no chilli macpasswd

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
macpasswd CTpoka Maponb nonb3oBaTens.
NMpumep (config-if)> chilli macpasswd 1234567890

Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 Jo6aeneHa komaHga interface chilli macpasswd.

3.27.24 interface chilli nasip

OnucaHue YcTaHOBUTBE 3HayeHue RADIUS napameTtpa IP-agpec NAS. MNMo3sonseT
HaCTPOUTb M NCMOSIb30BaTb NPON3BObLHLIN IP-agpec.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHTbI AprymeHT |3HaueHune OnucaHue
address |IP-agpec KoHkpeTHbIl IP-agpec cepBepa.
wan Wmsa uHtepgerica |IP-agpec ykasaHHoro WAN-uHTepddeiica.
auto Krmiwyesoe cnoso |IP-agpec Tekywero WAN-nHTepdeiica.
Mpumep (config-if)> chilli nasip 95.213.215.187

Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli®": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli@": NAS IP address cleared.

WcTopuns nsmeHeHnit |Bepcua onucaHue

2.10 Job6aeneHa komaHgaa interface chilli nasip.

3.27.25 interface chilli nasmac

OnucaHwne YcraHoBuTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
yMon4aHuo ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nHtepdeiica Chilli

CuHoncuc I (config-if)>  chilli nasmac mac>

I (config-if)> no chilli nasmac
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec HoBbin MAC-aapec agna RADIUS
Called-Station-ID.

(config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

Bepcus OnucaHve

2.11 JobaeneHa komaHga interface chilli nasmac.

3.27.26 interface chilli profile

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

HasHaunTb npodunb Chilli cooTBeTCcTBYOWEMY NHTEpdeCy.
KomaHga ¢ npedunkcom no yganseTt HacTPOWKY.

[Ja

Ja

Het

Chilli

(config-if)>  chilli profile profile

(config-if)> no chilli profile

AprymeHT 3HayeHne |OnucaHue

profile CTpoka HasBaHune npodunsa RADIUS-cepBepa.

(config-if)> chilli profile Wi-Fi_SYSTEM
Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

Bepcus OnucaHve

2.10 Job6asneHa komaHgaa interface chilli profile.
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naBa 3 OnncaHme KOMaHA,

3.27.27 interface chilli radius

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

JobaBuTb agpeca RADIUS-cepBepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.
Ja

Ja

Het

Chilli

(config-if)>  chilli radius <serverl [ «server2s]

(config-if)> no chilli radius

AprymeHT 3HayeHne |OnucaHue
serverl Ctpoka Appec nepsuyHoro RADIUS-cepBepa.
server2 CTpoka Agpec BTopuyHoro RADIUS-cepBepa.

(config-if)> chilli radius radius.wifisystem.ru »
radius2.wifisystem. ru

Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

Bepcus OnucaHue

2.10 Job6aBneHa komaHza interface chilli radius.

3.27.28 interface chilli radiuslocationid

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

Tun untepdeiica

3agaTb naeHTUdMKaTOp MecTonosioxxeHns RADIUS-cepsepa. OH A0MKeH ObiTb

B dopmate isocc=, cc=, ac=, network=.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

Het

Chilli
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHve |OnucaHune

radiuslocationid |Crpoka 3HauveHne naeHTndmnKaTopa
MeCTOrMOJIOXEHNSA.

NMpumep (config-if)> chilli radiuslocationid »
isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli0@": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, " .

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.27.29 interface chilli radiuslocationname

OnucaHune 3a4aTb Ha3BaHMe MecTononoxeHus RADIUS-cepsepa.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

MNpedukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationname|CTpoka HasBaHVe MeCcTonoN0XeHUA.

Mpumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli@": radiuslocationname cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 JobaeneHa komaHzaa interface chilli
radiuslocationname.

3.27.30 interface chilli radiusnasid

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTaHOBUTb NaeHTUdMKaTOp cepBepa CeTeBoro AocTyna.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Chilli

(config-if)>  chilli radiusnasid <radiusnasiad>

(config-if)> no chilli radiusnasid

AprymeHT 3HaueHue |OnucaHue

radiusnasid CTpoka NaeHTrndunkaTop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli@": radiusnasid cleared.

Bepcus OnucaHue

2.10 Job6aBneHa komaHaa interface chilli radiusnasid.

3.27.31 interface chilli radiussecret

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YcTaHOBUTbL 06LWMIA KNtoY Ans 06oux RADIUS-cepBepoB.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja

Ja

Het

Chilli
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

radiussecret CTtpoka 3HaueHue Kaua.

Npumep (config-if)> chilli radiussecret 12df34fd
Chilli::Interface: "Chilli@": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.27.32 interface chilli uamallowed

OonucaHue YKa3aTb pecypc, K KOTOPOMY K/IMEHT MMeeT A0CTyn 6e3 nepBUYHOIA
ayTeHTUdMKaLuu.

KomaHAa ¢ npedurkcom no yganseT pecypc 13 cnucka. Ecnv BbINoAHUTL
KOMaHzy 6e3 apryMeHTa, To BeCb CMNCOK PeCypCcoB ByAeT OUULLEH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

Mpumep (config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled »
garden.

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled »
garden.
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naBa 3 OnncaHme KOMaHA,

UcTopusa nsmeHeHwnii

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from »
walled garden.

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli0@": "www.example.link" removed from »
walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHgaa interface chilli uamallowed.

3.27.33 interface chilli uamdomain

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb fOMeH, K KOTOPOMY K/INEHT UMeeT JOCTyn 6e3 nepBrUYHOW
ayTeHTUPUKaLmmn.

KomaHaa ¢ npepurkcom no yaanseT JoOMeH 13 cnucka. Ecam BeINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMUNCOK AOMEHOB byzeT OUKLLeH.

Aa

[Ja

Ja

Chilli

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«uamdomains ]

AprymeHT 3HayeHue OnuncaHwue

uamdomain CTpoka JloMeHHoe 1MA yaaneHHOoro XocTa.

(config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" added to walled »
garden.

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.10

JlobaeneHa komaHaa interface chilli uamdomain.

3.27.34 interface chilli uamhomepage

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcraHoBUTb URL-agpec goMalluHelr cTpaHuLbl 419 nepeHanpaBieHus
HeaBTOPM30BaHHbIX MOAb30BaTeNel.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli uamhomepage (wamhomepages

(config-if)> no chilli uamhomepage

AprymeHT

3HauyeHne |OnucaHvie

uamhomepage

Crtpoka Monb3oBaTenbckmin URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)>

no chilli uamhomepage

Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcus

OnucaHune

2.10

Job6asneHa komaHaa interface chilli uamhomepage.

3.27.35 interface chilli uamport

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOA,

Ykasatb TCP-nopT A8 NOAKIH0UYEHNA aBTOPN30BaHHbLIX KNMeHTOB. 1o
YMONYaHWIO NCMOJIb3yeTcs 3HaueHre 3990.

KomaHga ¢ Hpe¢MKCOM No yCTaHaBAMBaeT NOPT MO yYMO/YaHNIO.

Ja
Ja

Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Chilli

(config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHT 3HauyeHue OnuncaHwue

uamport lenoe 4ucno |Homep nopra.

(config-if)> chilli uamport 3922
Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

Bepcus OnucaHue

2.10 Job6aBneHa komaHaa interface chilli uamport.

3.27.36 interface chilli uamsecret

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

YcTaHoBUTb 06LWwmin knto4 mexay UAM-cepsepom u Chilli. UAM-kntou

ncnonb3yeTca ana XawmpoBaHWMA 3anpoca nepej BblyncieHNeEM naposd.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Aa

Ja

Het

Chilli

(config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHT 3HauyeHne |OnucaHue

uamsecret CTpoka 3HaueHue Kua.

(config-if)> chilli uamsecret 12df34fd
Chilli::Interface: "ChilliO0": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli uamsecret.

3.27.37 interface chilli uamserver

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

YcraHoBuTb URL-agpec Beb-cepBepa AN NpoBepKM NOASTMHHOCTU KNMEHTOB.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

Chilli

(config-if)>  chilli uamserver wamserver;

(config-if)> no chilli uamserver

AprymeHT 3HaueHue |OnucaHue

uamserver Crtpoka Monb3oBaTenbcknini URL-agpec
Beb-cepBepa.

(config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli@": uamserver cleared.

Bepcus OnucaHve

2.10 Job6aBneHa komaHaa interface chilli uamserver.

3.27.38 interface chilli uamuiport

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

Ykazatb TCP-NOpPT 415 06CTYXXMBAHNS BCTPOEHHOIO KOHTeHTa. 10 ymonyaHuio
1ncnonb3yeTca 3HaueHre 4990.

KomaHga ¢ npedprKcom no yctaHaBAMBaeT MOPT MO YMOAYAHUIO.
Ja
Ja

Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Chilli

(config-if)>  chilli uamuiport wamuiport,

(config-if)> no chilli uamuiport

AprymeHT 3HayeHue |OnucaHue

uamuiport lenoe 4ucno |Homep nopta.

(config-if)> chilli uamuiport 3945
Chilli::Interface: "Chilli@": uamuiport set to 3945.

(config-if)> no chilli uamuiport
Chilli::Interface: "Chilli@": uamuiport reset to default.

Bepcus OnucaHue

2.10 Job6aBneHa komaHga interface chilli uamuiport.

3.27.39 interface compatibility

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTbL CTaHAapThl 6eCNpoBOAHON CBA3M, C KOTOPbLIMUK AOJIXXEH bbITb
COBMeCTUM AaHHbI becnpoBogHon agantep (MHTepdeiic). ina nHtepdelicos
Wi-Fi coBMecTMOCTb 3ajaeTcs CTPOKOM 13 naTUHCKnX 6yks B, G, N,
0603HavarLLMX AoNoNHeHWs K cTaHgapTy IEEE 802.11. K npumepy, Hannune
B CTPOKe COBMeCTUMOCTU BykBbl N ByfeT 03HauaTb, YTO JaHHbIN agantep
CMOXKeT B3anmMogencTeoBaTth € 802.11n-COBMeCTUMbIMN YCTPONCTBaMU Yepes
pagvokaHan. Habop fonycTUMBIX CTPOK COBMECTUMOCTM OonpejenseTcs
annapaTHbIMY BO3MOXHOCTSAMW KOHKPETHOro ajantepa 1 TpeboBaHuaMN
COOTBETCTBYIOLLMX AONONHEHN K cTaHAapTy IEEE 802.11.

Mo ymonuaHwuio ang yactotsl 2,4 Iy ncnonb3yetca ctpoka «BGN».
Het

Ja

Het

Radio

(config-if)>  compatibility annex>

AprymeHT 3HaueHue ‘OnwcaHme

annex B, G, N Ana 2,4T1Tu.

(config-if)> compatibility GN
Compatibility set.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface compatibility.

3.27.40 interface connect

OnuncaHmne 3anycTuTb NPoLEeCcc NOAKNYEHNS K YAANEHHOMY Y3y.
KomaHga ¢ npedunkcom no npepbiBaeT coejnHeEHMe.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica PPP, IP

Cunoncuc (config-if)>  connect [ viainterface]

(config-if)> no connect

AprymeHTbI AprymeHT 3HayeHue |OnucaHue

via ms NHTepdelic, yepes KOTOPbIN
uHTepgeiica |OCYLLECTBAETCSA NOAK/OUEHME K
yaaneHHomy y3ny. [ina PPPoOE sToT
napameTp siBAseTCa 06593aTeNbHbIM.

Mpumep (config-if)> connect via UsbModem3
PPP connection enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHga interface connect.

3.27.41 interface country-code

OnucaHue HasHaunTb nHTepdency 6yKBeHHbIV KO CTPaHbl, KOTOPLIV BANSET Ha Habop
pajno-KaHanos. Mo ymonyaHuo ycTaHoBAEeHO 3HaueHune RU.

Mpedukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Radio

CuHoncuc I (config-if>  country-code «code
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
code CTpoka Kog cTpaHsbl.
Mpumep (config-if)> country-code RU

Country code set.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHaa interface country-code.

3.27.42 interface debug

OnucaHwue BKOUNTL OTNAAOUHbIN pexirM NoakntoueHuns PPP. B 0Tnaf04vyHOM pexurme
B CUCTEMHbIV XXypHan BbIBOAUTCA NogpobHas nHpopmMaums o xoje
noaxntoyveHus. No ymonyaHuo GyHKLNA OTKAOUEHaA.

KomaHga ¢ npednkcom no oTKAoYaeT OTNAALA0UHbIA PEXUM.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica PPP

CuHoncumc | (config-if)>  debug

I (config-if)> no debug

Mpumep (config-if)> debug
Debug enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface debug.

3.27.43 interface description

OonuncaHmne Ha3HaunTb Npon3BOabHOE ONKrcaHNe ceTeBOMY UHTepdericy.
KomaHaa ¢ npedurKcom no cTpaeT onucaHue.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het
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CuHoncuc (config-if)>  description «description»
(config-if)> no description
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
description CTtpoka Mpon3BonbHOe onvcaHne nHtepdeiica.
Mpumep (config-if)> description 111 2222 33333

Interface description saved.

WcTopus nsmeHeHum

Bepcus

OnucaHmne

2.00

JobasneHa komaHaa interface description.

3.27.44 interface down

OnuncaHwne

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuvHoncuc

I (config-if)>  down

I (config-if)> no down

Mpumep

(config-if)> down

Interface disabled.

OTKNOUYNTL CETEBOV MHTEepdENC 1 3anncaTh B HACTPOMKM COCTOAHME «down».,

KomaHga c npedunKcom no BKAKOHaeT ceTeBol MHTepdeinc n yaanset «down»
N3 HacTpoOeK.

NcTopusa nsmeHeHum

Bepcus

OnucaHune

2.00

Job6aBneHa koMmaHaa interface down.

3.27.45 interface duplex

OnucaHue YCTaHOBUTL AynaeKcHbIn pexuMm Ethernet-nopTa. Mo ymonyaHuio 3ajaHo

3HayeHue auto.

Mpejukc no Ja

MeHsieT HacTpolikm  [a

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HayeHne No ymoa4aHuio.
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

Het

Ethernet

(config-if)>  duplex mode>

(config-if)> no duplex

AprymeHT 3HayeHne |OnucaHue
mode full Pexwvm nonHoro gynnekca.
half MonyaynnekcHbIn pexume.
auto ABTOMaTUNYECKN AYNNEKCHBIN PeXUM.

(config-if)> duplex full
Network::Interface::Ethernet: Duplex set to "full".

Bepcus OnucaHve

2.06.B.1 JobasneHa komaHgaa interface duplex.

3.27.46 interface dyndns profile

OnuncaHwne

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

MpwvBs3aTh k ceTeBOMY MHTepdericy npodunb DynDns. MNepes BbINOAHEHVEM
KOMaHZAbl NPodub AOMKEH bbITb CO34aH U HACTPOEH rpynnoi komaHa dyndns
profile.

KomaHaa ¢ npedrKcom no paspbiBaeT CBsA3b MeXAy npoduaem n
nHTepdericom.

Ja
Ja
Het
(config-if)>  dyndns profile (profile

(config-if)> no dyndns profile

AprymeHT 3HauyeHue OnuncaHwue

profile Crpoka HasBaHune npodunsa DynDns.

(config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

Keenetic Start II — CnpaBOYHVK KOMaHA, 1 33



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.02 Jlo6aBneHa komaHga interface dyndns profile.

3.27.47 interface dyndns update

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

O6HOoBUTL BpY4HYto IP-agpec ana DynDns. o ymonyaHuio KoMaHaa pabotaeT
B COOTBETCTBMW C NOAUTMKOM NocTaBLmka ycayr DynDns, KOTopblIi He
no3BosiseT 06HoBNATL IP cavwkom yacTo. KntoueBoe c/ioBo force no3sonsiet

06HOBUTb IP B 06X04 MONUTUKM NOCTaBLLUMKA YCAYT.

HeT

Ja

HeTt

(config-if)>  dyndns update [ force]

AprymeHT 3HaueHue |OnucaHue
force Knwoyesoe He yunTbIBaTh peKOMEeHA0BaHHYH YacToTy
cnoBo O06HOBNEHUS.

(config-if)> dyndns update
DynDns: :Profile: "test" update started.

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga interface dyndns update.

3.27.48 interface encryption anonymous-dh

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Bknrountbe Anonymous DH gnsa SSTP-cepBepoB 6e3 ceptudumkaTa.
KomaHga c npedumkcom no otkaroyaetr Anonymous DH.

Ja

Ja

Het

SSTP

I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh
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Mpumep (config-if)> encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.13 Jlo6aBneHa koMmaHga interface encryption
anonymous-dh.

3.27.49 interface encryption disable

OnucaHune OTknunThL WndpoBaHme Ha 6ecnpoBOgHOM NHTepdeiice.
Mpedukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica WiFi

CnHoncuc I (config-if)>  encryption disable

NMpumep (config-if)> encryption disable
wireless encryption disabled

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface encryption disable.

3.27.50 interface encryption enable

OnucaHue BktounTs lWnppoBaHme Ha becnpoBoAHOM MHTepdelice. o ymonyaHuto
ncnonbsyetcs wndpoBaHue WEP.,

KomaHaa ¢ npepurkcom no oTkntoyaeT WwindpoBaHme Ha 6ecrpoBOgHOM
nHTepoderice.

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica WiFi

CuHoncuc I (config-if)>  encryption enable
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Mpumep

WcTopusa nsmeHeHwnii

I (config-if)> no encryption enable

(config-if)> encryption enable
Wireless encryption enabled.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface encryption enable.

3.27.51 interface encryption key

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

HasHaunTtb Kntoum windpposaHuns WEP. B 3aBUCUMOCTI OT pas3psgHOCTHY, KoY
MOXeT 6bITb 3agaH 10 WwecTHaauaTepuydHbiMn uydpamm (5 cumsonamm ASCII)
— 40-6UTHbIN Kntod, WEP — 40-6UTHBIN K/THOY, U 26 LLIECTHAALATEPUYHBIMN
umdpamu (13 cumeonamm ASCII) WEP Bcero MmoxeT 6bITb 3a4aHo oT 1 40 4
Kntoven WndpoBaHUS, U OAMNH U3 HUX JO/KEH 6bITb Ha3HAYeH KJA0YOM Mo
YMOTYaHWIO.

KomaHga ¢ npedurkcom no yaansieT Kitou,

Ja

Ja

Ja

WiFi

(config-if)>  encryption key «ids («values [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HayeHue |OnucaHve

id Uenoe uucro |Homep kntova. Bcero MoxxHo 3agath A0
yeTblipex KAKuYern.

value CTpoka 3HayeHue K4Ya B BUe
LecTHaALUaTepPUYHOro YCAa, COCTOALLEro
13 10 nnv n3 26 undp.

default Knioyesoe YKasbIBaeT, YTO AaHHbIN KoY byaeT
C/10B0 NCMOAb30BaH Mo YMOAYaHUIO.

(config-if)> encryption key 1 1231231234
Encryption key saved.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface encryption key.
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3.27.52 interface encryption mppe

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb noasaepxky wndposaHua MPPE.

KomaHga ¢ npedurkcom no oTkatovaeT wundposaHune MPPE.

Ja
Ja

Het

PPTP

I (config-if)>  encryption mppe

I(conﬁg-ﬁﬁ>noencryptionmppe

(config-if)> encryption mppe
MPPE enabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHgaa interface encryption mppe.

3.27.53 interface encryption owe

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

BkNHOUMTE anropuTMbl obecneyeHmnst 6esonacHoctn OWE Ha 6ecnpoBOgHOM

nHTepoderice.

KomaHga ¢ npedunkcom no oTkato4aeT nogaepxky OWE,

Ja

Ja

Het

WifiMaster

I (config-if)>  encryption owe

I (config-if)> no encryption owe

(config-if)> encryption owe

Network: :Interface: :Rtx: :AccessPoint:

OWE algorithms enabled.

(config-if)> no encryption owe

Network: :Interface: :Rtx: :AccessPoint:

OWE algorithms disabled.

"WifiMaster0@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.00 Job6aBneHa komaHAa interface encryption owe.

3.27.54 interfa

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopuns nameHeHuii

3.27.55 interfa

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

ce encryption wpa

BrtounTb anropntmel obecneveHms 6esonacHocTn WPA Ha 6ecnpoBOAHOM
nHTepodeice. becnpoBogHON NHTepdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3osaHmne WPA n WPAZ, oagHako nogaep>ka WEP aBToMaTUUeCKn
OTKOHaeTCs Npu BKAKOYEHUN ntoboro 13 WPA.

KomaHga ¢ npedpurkcom no oTkatouaeT WPA.
Ja

Aa

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHga interface encryption wpa.

ce encryption wpa2

BkntounTb anroputMmel obecneveHns 6esonacHocty WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBoAHOM NHTepdelice. becnpoBoAHON MHTepdelic MoXeT pa3peLlaTb
coBmecTHoe ncnonb3osaHue WPA n WPAZ, opHako noaaepxka WEP
aBTOMAaTMYeCKN OTK/IIOHAETCA NpU BKAKOYEHUN 1106010 13 WPA.

KomaHga c npedumkcom no otkatouaet WPA2.
Ja

Aa

Het

WiFi

I (config-if)>  encryption wpa2
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Mpumep

WcTopusa nsmeHeHwnii

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2

WPA2 algorithms enabled.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface encryption wpa2.

3.27.56 interface encryption wpa3

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

Bknoumntb anropmtMmbl obecneveHmns 6esonacHoct WPA3 Ha 6ecnpoBOAHOM
nHTepdeice. becnpoBoaHOM NHTepdeNC MOXeT NoAAepXMBaTb COBMECTHOE

ncrionb3oBaHue WPA2 n WPAS3.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky WPA3.

Ja
Ja
Het

WifiMaster

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3

Network::Interface: :Rtx::AccessPoint:

WPA3 algorithms enabled.

(config-if)> no encryption wpa3

Network: :Interface: :Rtx: :AccessPoint:

WPA3 algorithms disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHve

3.00 JobasneHa komaHgaa interface encryption wpa3.

3.27.57 interface flowcontrol

OnuncaHwune

Mpedukc no

HacTtpolika ynpaBneHua notokom Ethernet Tx/Rx. Mo ymonyaHuto GyHKUNS

BKJ/IFOYEeHa.

KomaHza c npedurKcom no oTkao4HaeT GyHKLMIO.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
send Knwyesoe YnpaBneHne NnoTokom paboTaer
CJ10BO ACNHXPOHHO.
NMpumep (config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JlobaBneHa komaHaa interface flowcontrol.

3.27.58 interface ft enable

OnucaHwue BrntounTb nogaep>ky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
cTaHpapTa IEEE 802.11r. o ymMonuyaHuIo napameTp OTK/HOYEH.

[na npaBuabHOM paboTsl FT Mexay Toukamu goctyna 2,4 n 5 My Heobxoavmo
BbIMNO/IHUTL C/ieAytoLLve yC10BUSA:

* BK/OYeHbl 06e Touku goctyna 2,4 My n 5 My,
* Y HUX OfMHaKkoBble SSID

* OHV MMerT OAVHAKOBbIe NapaMeTpbl 6e30nacHoOCTY (TN WndpoBaHNA —
WPA2 nnn 6e3 napons, naponb, U T. 4.).

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica AccessPoint
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CuHoncunc I (config-ify>  ft enable

I (config-if)> no ft enable

Mpumep (config-if)> ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

213 JobaBneHa komaHaa interface ft enable.

3.27.59 interface ft mdid

OnucaHune YcraHoBUTb ngeHTndumkatop Mobility Domain gns FT. Mo ymon4aHuio
ncnonb3yetca 3HaveHe KN.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun nutepdeiica AccessPoint

CuHoncuc (config-if)>  ft mdid wmdid>

(config-if)> no ft mdid

AprymeHTbI AprymeHT 3HaueHue OonucaHue
mdid CTpoka 3HaueHwue ngeHTndurkatopa Mobility Domain.
CocTtounT 13 2 cmeosios ASCIL.

Mpumep (config-if)> ft mdid 1F
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
fast transition MDID reset to default.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.13 JobaeneHa komaHaa interface ft mdid.

3.27.60 interface ft otd

BkntounTb noagepxky FT Over-the-DS (Distribution System) B pamkax
cTaHgapTa IEEE 802.11r. 3TOT TMN FT UCNONb3yeTca A1 POYMUHra B
ycTapeBLUMX abOHEHTCKNX YCTPOMCTBaX, Hanpumep, B TenedoHe iPhone 4s.

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Mo YMONYaHUIO NapaMeTp OTKJ/TKOYEH.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja

Aa

Het

AccessPoint

I (config-if)>  ftotd

I (config-if)> no ft otd

(config-if)> ft otd

Network: :Interface: :Rtx: :AccessPoint:

fast transition OTD enabled.

(config-if)> no ft otd

Network::Interface: :Rtx::AccessPoint:

fast transition OTD disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Bepcus OnucaHue

2.13 JobasneHa komaHga interface ft otd.

3.27.61 interface hide-ssid

BrntoumnTb pexum ckpbiTus SSID. Mpy ncnonb3oBaHUM 3TON GYyHKLMN, TOUKa
[0CTyna He oTobpakaeTcs B CIMCKe AOCTYMHbIX 6eCcnpoBOAHbIX ceTel. Ho
eC/I1 Nob30BaTesto U3BECTHO O CyLLeCTBOBAHWM 3TOM CeTU 1 OH 3HaeT ee
SSID, TO CMOXeT MOAKNHUNTLCA K 3TOM ceTW. 10 YMOTYaHUIO pexum

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

OTKJ/TKOYEH.

KomaHga ¢ I'Ipeq)I/IKCOM NO OTKNIKOYaET 3TOT PEXUNM.

Aa
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Access Point
I(config-if)> hide-ssid
I (config-if)> no hide-ssid

(config-if)> hide-ssid
SSID broadcasting disabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface hide-ssid.

3.27.62 interface iapp key

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb KJ1H0Y MOBUNBLHOrO loMeHa IAPP ANnS ycneLHOM CUHXPOHM3aLMmn
MeXxay ToukaMm A0oCTyna, rae BkatoueH FT (komaHaa interface ft enable).
Toukm focTyna fOMKHbI NpuHagnexaTb ogHoi IP-noacetn. Mo ymonyaHumio
K/IFOY He Ha3HauyeH.

KomMaHza ¢ npedprKcomM No yaanseT K.

Ja

Ja

Het

Bridge
(config-if)>  iapp key <key»

(config-if)> no iapp key

AprymeHT 3HayeHue OnucaHue

key CTpoka 3HaueHwue kntoYa IAPP. MakcManbHasa AvHa
Kn4Ya — 64 cumBona.

(config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network::Interface::Rtx::Iapp: Bridge0® key cleared.

Bepcus OnucaHve

2.13 JobasneHa koMmaHgaa interface iapp key.
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naBa 3 OnncaHme KoMaHp,

3.27.63 interface igmp downstream

OnucaHue BkntounTb pexuim paboTel IGMP Ha nHTepdeiice No HanpaBAeHUIO K
noTpebuTensm rpynnoBo paccbUikn. Ha ycTponcTee foKHa 6bITh 3anyLueHa
cyx6a service igmp-proxy. JonyckaeTcs Haanvme HeCKoNbKNX MHTepdelicos
downstream.

KomaHga ¢ npednkKcom no oTMeHseT feiiCTBUE KOMaHAbI.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-ify>  igmp downstream

I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream
added downstream interface ISP.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 JobasneHa komaHaa interface igmp downstream.

3.27.64 interface igmp fork

OnucaHwue BkntounTb gybnnpoBaHme NcxoaaLimx naketos /GMP upstream B 3afaHHbIN
nHTepoderic. lonyckaeTcs Hannume TobKO 0AHOro nHTepdeiica fork.

KomaHga ¢ npednkcom no oTMeHseT feiicTBUE KOMaHAbI.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-ify>  igmp fork

I (config-if)> no igmp fork

Mpumep (config-if)> igmp fork
fork role assigned to ISP.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Job6aBneHa komaHAa interface igmp fork.

3.27.65 interface igmp upstream

OnucaHwue BkntounTb pexum paboTel IGMP Ha nHTepdeiice No HanpaBAeHUIO K
NCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe Ao/IKHa 6bITh 3anyLyeHa
cnyxb6a service igmp-proxy. lonyckaeTca Haanyume TobKo OAHOro

nHTepderica upstream.

KomaHga ¢ nped)l/n(com Nno oTMeHdeT ,Cl,eI7ICTBI/Ie KOMaH/Abl.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CrHoncuc I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

MNpumep (config-if)> igmp upstream
upstream role assigned to ISP.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa koMmaHga interface igmp upstream.

3.27.66 interface include

OnucaHwne Yka3zaTb Ethernet-uHtepdeiic, koTopblii byaeT Ao6aBneH B NPOrpaMmMHbIi

MOCT B Ka4yecCTBe nopTa.

KomaHgza ¢ npedpurkcom no yaanset nHtepoderic s MocTa.

MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica Bridge

CuHoncuc I (config-if)>  include <interface;

I (config-if)> no include <interface»
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HayeHue |OnucaHue

interface Ums Vims mnu nceesgoHmm Ethernet
uHTepgesica |VHTepderica, KOTOPbIV JO/IXKeH 6bITh
BKJIHOYEH B MOCT.

(config-if)> include WifiStation®
Interface acquired.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface include.

3.27.67 interface inherit

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

Yka3zaTb Ethernet-uHtepdeliic, koTopblin byaeT Ao6aBneH B NporpaMmMHbIi
MOCT B KayecTBe nopTta. B otanume ot komaHapl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPbIE HAacTPOIiKn fobaBnsemMoro nHTepderica, Takme
kak IP-agpec, macky u IP-nceBgoHMMBI. Mpun yaaneHn nnb6o camoro MocTa,
nnbo nHtepdeiica N3 MOCTa, 3T HACTPOIKU, AaXKe eCIN OHW BbLIV U3SMEHEHbI,
6yayT CKONMpOBaHbl 06PaTHO Ha 0CBOBOAMBLUNICA MHTepdeiC.

KomaHga nossonseT fob6aBUTb B MOCT MHTepdeiic, Yepes KOTopbIi
OCyLLeCcTBASETCS ynpaB/ieHne YCTPOMCTBOM, N He NMOTepsTb ynpaBfieHune.

KomaHga ¢ npedpurkcom no yaanset nHtepderic n3 MocTa, Bo3Bpallaer
NHTepdency HaCTPOIKK, yHacneLOBaHHbIE paHee MOCTOM, 1 cbpackiBaeT 3Tn
HaCTPOWKM y MOCTa.

Ja

Ja

Ja

Bridge

(config-if)>  inherit <interface

(config-if)> no inherit <interface»

AprymeHT 3HayeHne |OnucaHue

interface NUms Mma nnn ncesgoHmm Ethernet
uHTeppeiica |VHTepderica, KOTOPbI A0/KEH 6bITb
BK/IHOYEH B MOCT.

(config-if)> inherit WifiStation®
Interface acquired.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHaa interface inherit.

3.27.68 interface ip access-group

OnucaHune MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dpunbTpaunm (ACL, cm. access-list)
K nHTepdelicy. NapameTp in nam out ykasblBaeT HanpasneHve Tpapurka Ans

KOTOporo byaeTt npumeHATbcA ACL. K ogHOMY MHTepdelicy MoXeT 6biTb
npmBs3aHoO Heckonbko ACL.

KomaHaa ¢ npedpurkcom no oTkntouaet ACL Anst ykazaHHOro nHtepdeiica u
HanpaBneHus Tpaduka.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config-if)>  ip access-group acl> «direction

(config-if)> no ip access-group «acls> «direction

AprymeHTbI AprymeHT 3HayeHue |OnucaHue

acl CTpoka Cnuncok npasun ¢uabTpaLmy,
npegsapuTenbHO CO3AaHHbIM C MOMOLLbHO
KoMaHAbl access-list.

direction in MNpUMeHUTb PUNbTPaLNIO K BXOAALLINUM
nakertam.
out MNpUMeHUTbL PUNLTPALMIO K UCXOAALLMM
naxkeTtam.
Mpumep (config-if)> ip access-group 111 in

Access group applied.

WcTopuns nsmeHeHwnit |Bepcua onucaHue

2.00 JobaeneHa koMmaHga interface ip access-group.

3.27.69 interface ip address

OonuncaHmne N3meHnTb IP-agpec 1 macky ceTeBoro nHTepdeiica. Ecnm Ha nHtepdeiice
3anylieHa cnyxba aBToMaTUYeCKOn HacTPOMKM aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MOXeT 6bITb Nepe3anucaH.
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naBa 3 OnncaHme KoMaHp,

MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncunc

AprymeHTsl

Mpumep

KomaHga c npedurkcom no copacbiBaeT agpec Ha 0.0.0.0.

Ja
Aa
HeTt

IP

(config-if)>  ip address address> mask>

(config-if)> no ip address

AprymeHT 3HauyeHue |OnucaHue
address IP-agpec Azpec ceTeBOro nHTepdeiica.
mask IP-macka Macka ceTeBOro nHTepdeiica. Ectb aBa

cnocoba BBOJA MacKU: B KAHOHNYECKOM
BUAe (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANNHbI NpedurKca
(Hanpuvmep, /24).

OAHO 1 TO Xe 3HauYeHue agpeca ceTu, coctoswero us IP-agpeca 1 mackuy,
MO>HO BBECTU ABYyMS CIOCOHaMM: yKa3aTb Macky B KAHOHNYECKOM BUAE NN
3a/iaTb OUTOBYHO ANVHY NpeduKca.

(config)> interface
FastEthernet0/Vian43
Created interface FastEthernet0/V1an43.
(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.
(config-if)> ip address 172.17.24.9/24
Network address saved.
(config-if)> [Ctrl]+[D]
(config)> show interface FastEthernet0/Vlan43

mac: 00:23:f8:5b:d3:f4

index: 43
type: Vlan
description:
state: up
link: down

address: 172.17.24.9
mask: 255.255.255.0
mtu: 1500
global: no

(config)>

148

CnpaBoyHuK kKoMmaHa — Keenetic Start II



naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip address.

3.27.70 interface ip address dhcp

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopus nsmeHeHwnii

3anyctuTe DHCP-KAMeHT Ana aBTOMaTUYeCKOM HacTPOIKN ceTeBblX
napameTpoB: IP-agpeca 1 mackm nHTepdeiica, cepsepos DNS n winto3a no
YMONYaHUIo.

KomaHga ¢ npedpurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
ANHaMN4YecKn HacTpoeHHble NapaMeTpbl 1 BO3BPAaLLL@eT npebiayLime
HacTpolku IP-agpeca 1 macku.

Ja
Aa
HeTt

Ethernet

(config-if)>  ip address dhcp [ hostname <hostname> ]

(config-if)> no ip address dhcp

AprymeHT 3HaueHue |OnucaHue

hostname CTpoka MMsa xocTa, KOTopoe nepejaeTcs B nose
12-oin onuymum DHCP. 310 nms He
0653aTeNIbHO AOMKHO 6bITb TaKMM Xe, Kak
NMS XOCTa, BBeJeHHOe B npoLiecce
rno6anbHOM HACTPOKMN.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on FastEthernet@/Vlan2.

Bepcusa OnucaHue

2.00 JobasneHa komaHaa interface ip address dhcp.

3.27.71 interface ip adjust-ttl

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

M3meHnTb NnapameTp TTL nepBoro naketa Ans BCeX BXOAALLMX COeANHEHWNI
nHTepderica.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Aa
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3.27.72 interface ip adjust-ttl send

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

IP

(config-if)>

(config-if)> no ip adjust-ttl

ip adjust-ttl (inc | dec | set)walue

AprymeHT 3HayeHne |OnucaHue

inc KnoueBoe KnroueBoe c/10B0O, 0603HavatoLLee
C/10BO yBenundeHmne TTL.

dec KnoyeBoe KnroueBoe c/10BO, 0603HavatoLlee
CJ/10BO yMeHbLueHune TTL.

set Knwyesoe Vi3amMmeHUTb NnapameTp TTL Bcex BXOAALLUX
CJ/10BO MNakeToB.

value Uenoe uucno |BennunHa nameHeHus TTL. MoxeT

NprHMMaTb 3HayeHusa oT 1 Ao 255
BK/IIOUYNTENBHO.

(config-if)> ip adjust-ttl inc 10
Network::Interface::IP: TTL adjustment enabled.

Bepcus OnucaHve
2.00 JobasneHa KomaHaa interface ip adjust-ttl.
2.09 JlobaBneHo K/o4YeBoe C/10BO set.

N3meHnTb NnapameTp TTL Bcex NakeToB AN UCXOAALLNX COeAVHEHWT

nHTepoderica.

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.

Ja
Aa

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuHoncuc

IP

I (config-if)>  ip adjust-ttl send «<send>

I (config-if)> no ip adjust-ttl send
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
send lenoe 4ucno |BennumHa nameHeHnsa TTL. MoxeTt
NnprHMMaTb 3HayeHusa oT 1 Ao 255
BK/IHOUNTE/ILHO.
Mpumep (config-if)> ip adjust-ttl send 10

Network::Interface::IP: Outgoing TTL set to 10.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.09 JobasneHa komaHgaa interface ip adjust-ttl send.

3.27.73 interface ip alias

OnucaHue YCTaHOBUTbL AOMNONHUTENbHBIN IP-agpec 1 Macky ceTeBoro nHTepdeiica
(nceBROHUM).

KomaHga c npedrkcom no copacbiBaeT yKaszaHHbIN NCEBAOHM Ha 0.0.0.0,

TEM CaMbIM yaansdaqa ero. Ecnm BbINONHNTE KOMaHA4y 6e3 aprymeHTa, To BeCb
cnncok ncesgoHNMoOB 6yp,eT oYyunLEH.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP, Ethernet

CuHoncuc (config-if)>  ip alias address> anask»

(config-if)> no ip alias [ <address> amasks ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHmne
address IP-agpec JloNoNHUTENbHBIN ajpec CeTeBoro
nHTepderica.
mask IP-macka JononHnTeNbHaA Macka ceTeBoro

nHTepodelica. EcTb ABa cnocoba BBOAa
MacKu: B KAHOHUYECKOM BUZe (Hanprmep,
255.255.255.0u1 B BUAe 6UTOBOI ANNHBI

npedukca (Hanpumep, /24).

Mpumep (config-if)> ip alias 192.168.1.88/24
IP alias saved.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface ip alias.
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3.27.74 interface ip dhcp client broadcast

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

YcraHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha crnocob oTnpaBKy oTBeTa 06paTHO KMeHTY. Mo ymonyaHuio napameTp
OTKJIFOYEH.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.

Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

(config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

Version Description

2.15 [JlobaBneHa komaHga interface ip dhcp client broadcast.

3.27.75 interface ip dhcp client class-id

OnucaHwmne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

YKkasaTb Npon3BoANTENS YCTPOMCTBA, Ha KOTOPOM paboTaeT DHCP-KNUeHT
(onumsa dhcp 60).

KomaHgza ¢ npedpurKcom no yaanset HaCTPOKY.
Ja

Ja

Het

(config-if)>  ip dhcp client class-id «class»

(config-if)> no ip dhcp client class-id

AprymeHT 3HauyeHue OnucaHue
class-id CTpoka HasBaHWVe npovsBoanTens
yCTpocTBa.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-if)> ip dhcp client class-id "Keenetic Start"
Dhcp::Client: ISP DHCP client vendor class is set to "Keenetic »
Start".

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.02 Job6asneHa komaHgaa interface ip dhcp client class-id.

3.27.76 interface ip dhcp client debug

OnucaHue BKHOUMTL OTNAA0UHBIN pexXnM. B 0TNag0uHOM pexirMe B CUCTEMHbIV XXypHan
BbIBOAMTCHA NOAPOOHasa nHpopmaumnsa o pabote DHCP-knveHTa.

KomaHga ¢ npednkcom no oTkAoYaeT 0TNALA0UHbIA PEXUM.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

Cunoncnc I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

Mpumep (config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.01 JobasneHa komaHaa interface ip dhcp client debug.

3.27.77 interface ip dhcp client displace

OnucaHune BbITeCHUTB CTaTUyecknin agpec nHTepéeiica interface B ciydae ecnum oH
KOH}NNKTYeT C agpecom, nonyvyeHHsiM DHCP-k11MeHTOM OCHOBHOIO
nHTepodelica.

[JaHHasi KOMaHAa BbIMOHAETCA aBTOMATNYeCKM NpU nogkatoyeHnn USB
Ethernet aganTtepa. Mocne 3Toro NPOVCXOANT COXPaHeHMe KOHGUrypaumm 1
nepesarpyska yCcTpoiicTBa.

KomMaHgza ¢ npeprKCOM NO OTMEHSIeT BbITECHEHWE AN YKAa3aHHOIO
nHTepderica.

MNpedukc no Ja

MeHsieT HacTpoilikn  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Ethernet

Cunoncuc (config-if)>  ip dhcp client displace <interface»

(config-if)> no ip dhcp client displace <interface

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface ms NMs nnm nceBAOHUM nHTepdeiica, yei
uHTepdesica |CTAaTUUECKMNA aapec ByAeT BbITECHEH.

Mpumep (config-if)> ip dhcp client displace Home
Dhcp::Client: added CdcEthernet® Home displacement.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 [Jlo6baBneHa komaHza interface ip dhcp client displace.

3.27.78 interface ip dhcp client dns-routes

OnucaHwue BrntounTb aBTOMaTUYeckoe gobaBneHue xocT-MapLUpyToB Ao DNS-cepsepos,
nosiydyeHHbIx oT DHCP-cepBepa. 1o yMOn4aHMIO BKIHOYEHO.

KomaHga ¢ npedrkcom no oTKAYaeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

Mpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: Home DHCP client DNS host routes enabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHga interface ip dhcp client
dns-routes.
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3.27.79 interface ip dhcp client fallback

OnucaHune YCTaHOBUTb 3alaHHbIi NOMIb30BaTeNleM CTaTUYeCcKUiA agpec B ciyvae
BO3HWKHOBEHWSA oLLn60K Npu pabote DHCP.

KomaHza ¢ nped1rKcoM no 0TMeHsIeT HacTPOIiKy, 1 ycTaHaBVBaeT agpec
0.0.0.0..

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

Cutoncnc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHune
type Crpoka Tun IP-agpeca. B HacTosiLee BpeMs
peannsoBaH TONIbKO OAMH TN — static.

Npumep (config-if)> ip dhcp client fallback static
Dhcp::Client: a DHCP address fallback is static.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.05 Jlo6aBneHa komaHga interface ip dhcp client fallback.

3.27.80 interface ip dhcp client hostname

OnucaHwue Ha3HaunTb nms xocTta, koTopoe oTnpasnsetca B DHCP-3anpoce.
KomaHga ¢ npedunkcom no Bo3BpaLlaeT XocTy MMs Mo YMONYaHUIO.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica Ethernet

Cunoncuc I (config-if)>  ip dhcp client hostname <hostnames

I (config-if)> no ip dhcp client hostname
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
hostname Crtpoka MIMa xocTa Ana Ha3Ha4veHus.
Mpumep (config-if)> ip dhcp client hostname HostName

Dhcp::Client: Home DHCP client hostname is set to HostName.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 Job6aBneHa komaHaa interface ip dhcp client hostname.

3.27.81 interface ip dhcp client name-servers

OnucaHue Vcnonb3oBaTh agpeca cepsepos DNS nonyyeHHsble no DHCP. 1o ymon4aHuio
3Ta $yHKLMSA BKAOYEHA.

KomaHga c npedurkcom no 3anpeLLaeT NCnonb3oBaTh agpeca DNS-cepeepos
nosyyeHHble no DHCP.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica Ethernet

CuHoncnc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

NMpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jo6aBneHa komaHgaa interface ip dhcp client
name-servers.

3.27.82 interface ip dhcp client release

OnucaHwue DHCP-knueHT ocBoboxaaeT apeHay IP-agpeca n yxoanT B CASALLNA pexXmMm.
ELle ogHO BbINONHEHMe 3TOW KOMaHAbl nepeBoauT DHCP-knreHT B pexunm
aBToMaTtumyeckoro nosydeHuns IP-agpeca.

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Tun nutepdeiica Ethernet

CuHoncnc I (config-if)>  ip dhcp client release

I (config-if)> no ip dhcp client release

Npumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Job6asneHa komaHgaa interface ip dhcp client release.

3.27.83 interface ip dhcp client renew

OnucaHwue DHCP-knueHT ocBoboxaaeT apeHay IP-agpeca n nepexoanT B pexunm
NnoJly4eHnst HoOBOro.

Mpedunkc no Het
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CnHoncuc I (config-if)>  ip dhcp client renew

I (config-if)> no ip dhcp client renew

NMpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ OonucaHvie

2.03 Job6asneHa komaHaa interface ip dhcp client renew.

3.27.84 interface ip dhcp client routes

OnucaHune BknounTb nonyyeHne MapLUpyToB OT npoBaligepa (onuum dhep 33, 121,
242). Mo ymon4aHuo BKIKOYEHO. B HacTpoiikax oTobpaxaeTcs ToNbKO C
npedrKcom no.

KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

Bepcus OnucaHue

2.05 Job6asneHa komaHaa interface ip dhcp client routes.

3.27.85 interface ip flow

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

BkntounTb ceHcop NetFlow Ha 3agaHHOM nHTepderice. Mo yMonYaHMIo 3TOT
napameTp OTKIHOYEH.

KomaHga ¢ npedurkcom no oTktouaeT ceHcop NetFlow.
Ja

Ja

Het

IP

(config-if)> ip flow«directiom

(config-if)> no ip flow

AprymeHT 3HayeHue |OnucaHue
direction ingress Céop BxogdLLero Tpaduka.
egress C6op ncxogsuiero Tpaduka.
both C6op 1 BXOAALLErO, U UCXOAALLErO
Tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface ip flow.

3.27.86 interface ip global

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTb Anst HTepdelica cBolicTBO «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMoa4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnath global-nHtepdeincel, kak
BejyLLue B r106anbHy0 CeTb (B MHTEPHET).

MapameTp ceoicTBa «global» BavseT Ha npuopuTeT nHTepdelica B npase
YCTaHOBUTb MapLUpYT N0 yMOAYaHWI0. Yem npropuTeT 6onbLue, Tem
XenatenbHee 4151 NO/1b30BaTess BbIXOJ, B r1106a1bHY0 CeTb Yepes yKa3aHHbIN
nHTepdeiic. C NOMOLLIbIO NpropuUTeTa peanmsyeTcs PyHKLNSA pe3epBUpOBaHNSA
noaxntoveHus B HTepHeT (WAN backup) «global».

Mo ymonyaHuo HacTpolika OTKAOUYEHa.
KomaHgaa ¢ npedurKcom no yaanseTt CBOMCTBO.
Ja

Ja

HeTt

IP

(config-if)> ip global (xpriority> | order <order> | auto)

(config-if)> no ip global

AprymeHT 3HauyeHue |OnucaHue

priority Lenoe uucno |MproputeT nHTepderica npm ycTaHOBKe
MapLupyTa no ymon4daHuio. Moxer
npMHMMaTb 3HayeHnsa ot 1 4o 65534.

order Lenoe umncno |OTHOCUTENBHbLIN NPUOPUTET MEXAY
nHTepdericamn. MoxeT NPUHNMATb
3HaueHuns ot 0 10 65534, Ho He 6onee, uem
KONN4YecTBO rnobanbHbIX MHTepdencos.

auto Kno4yesoe ABTOMaTM4YeCcKoe BblUMCNeHne

C/1080 npuoputeta nHTepdeiica. iHtepdeiic
pacnonaraeTcs 6mxe K KOHLLY CrncKa, HO
BblLLe nopsaaka X.

(config-if)> ip global 10
Network::Interface::IP: "L2TPO": global priority is 10.

(config-if)> ip global order 0
Network: :Interface::IP: "L2TPO": order is 1.

Keenetic Start II — CnpaBOYHVK KOMaHA,

159



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

(config-if)> ip global auto
Network::Interface::IP: Global priority recalculated.

(config-if)> no ip global
Network::Interface::IP: "L2TP0": global priority cleared.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga interface ip global.
2.09 Jlo6aBneHbl aprymeHThl order v auto.

3.27.87 interface ip mru

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

YcTtaHoBUTbL 3HaveHne MRU koTopoe byaeT nepesaHo yaaseHHOMY Y31y Npu
yCTaHOBeHNW coeanHeHna PPP (IPCP). [lo ymon4yaHuIo Ucnonb3yeTca
3Ha4yeHue 1460.

KomaHga c npedunkcom no oTMeHseT fecTBNe KOMaHAbI.

Ja

Aa

HeTt

PPP

(config-if)>  ip mru amru

(config-if)> no ip mru

AprymeHT 3HayeHne |OnucaHue

mru Llenoe uwucno |MRU 3HaueHMe.

(config-if)> ip mru 1400

MRU saved.
Bepcus OnucaHue
2.00 Job6aBneHa komaHgaa interface ip mru.

3.27.88 interface ip mtu

OnucaHune

YCTaHOBUTL 3HaueHKe MTU Ha ceTeBOM UHTepdeiice. MNpun ycTaHOBIEHUN
coefMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y3/1y 6yAyT OTAPaBASTLCA
nakeTbl yka3zaHHoOro pasmepa MTU aaxe ecnw ToT 3anpocun MTU MmeHbLLero
3HaveHws.
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KomaHga ¢ npedprikcoM no copackiBaeT 3HaueHue MTU Ha To, koTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc (config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mtu Uenoe uyucsno |3HadeHne MTU. MoxXeT NpUHUMaTh
3Ha4veHus oT 64 f0 65535 BkNtoUNTENBHO.

Npumep (config-if)> ip mtu 5000
MTU saved.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa interface ip mtu.

3.27.89 interface ip nat loopback

OnucaHune BrntounTtb 06paTHyto TpaHcnauuio agpecos (NAT loopback) ana otnpasku
JIoKaNbHbIX 3aMpoCoB /I0KanbHOMY cepBepy 13 NHTepHeTa. Mo ymonyaHuto
3TOT NapamMeTp BK/OYeH 419 nHTepdelicos lomallHel ceTn (ypoBeHb
6e3onacHocTu private).

KomaHgaa ¢ npedurkcom no otknrouvaet NAT loopback.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".
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WcTopusa nsmeHeHum

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

Bepcus OnucaHue

2.1 JobasneHa KomaHaa ip nat loopback.

3.27.90 interface ip remote

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTL CTaTUYeCKUiA agpec yAaneHHoro ysna.
Aa

Ja

HeTt

PPP

(config-if)>  ip remote address>

(config-if)> no ip remote

AprymeHT 3HauyeHne |OnucaHue

address IP-agpec Ajpec yaaneHHoro ysna.

(config-if)> ip remote 192.168.2.19
Remote address saved.

Bepcus OnucaHue

2.00 Job6asneHa KkomaHga interface ip remote.

3.27.91 interface ip tcp adjust-mss

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YCTaHOBUTbL OrpaHnYeHre MakCMMaabHOro pasmepa cerMeHTa NcxoAsaLLmx
ceccuii TCP. Ecnun 3HaveHme MSS, KoTopoe nepejaeTcs B NoJie 3arosoBka
SYN-nakeToB, npeBbIllaeT 3ajaHHOe, KOMaHAa MeHdeT ero. KomaHza
npuMeHseTcs K nHTepdeiicy 1 AelicTByeT Ha BCe ncxoasaiyme TCP SYN-nakeTbl.

KomaHgaa ¢ npedrKcoM no oTMeHsieT AeiCTBMEe KOMaHAbI.
Ja

Ja

Het

IP
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CuHoncuc (config-if)>  ip tcp adjust-mss (pmtu | anss>)
(config-if)> no ip tcp adjust-mss

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

pmtu Knwyesoe YcTaHOBUTL BEPXHIOK rpaHuuy MSS,

CJ10BO paBHYO MUHUManbHoMy MTU Ha nyTn K
yAaNeHHOMY y3/y.

mss Lenoe 4ucno |MSS BepxHaa rpaHunLa.
Mpumep (config-if)> ip tcp adjust-mss pmtu

TCP-MSS adjustment enabled.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface ip tcp adjust-mss.

3.27.92 interface ipcp default-route

OnucaHue Ncnonb3oBaTh agpec yAaneHHOoro y3/a Kak L3 No YMOAYaHUIO.
KomaHaa ¢ npedrkcom no 3anpeLlaeT M3MeHeH e LWa3a No YMOAYaHMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica PPP

CrnHoncuc I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface ipcp default-route.

3.27.93 interface ipcp dns-routes

OnucaHwue Mcnonb3oBaTb MapLUpyThl NofyYeHHble o IPCP. 1o yMon4YaHUo HacTpoiKa
BKJIIOYEHa.
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KomaHgaa ¢ npedurkcom no yaansieT HacTporiky.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

CuHoncuc

I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep (config-if)> ipcp dns-routes
DNS routes enabled

WcTopus nsmeHeHni |Bepcus

OnucaHue

2.02

[Jlo6baBneHa komaHga interface ipcp dns-routes.

3.27.94 interface ipcp name-servers

OnucaHwne

Mcnonb3oBaTk agpeca cepsepos DNS, nonyyeHHble no IPCP.

KomaHga c npedrkcom no 3anpeLyaeT NCNoab30BaTh ajpeca cepsepoB DNS
nony4veHHble no IPCP.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp name-servers
I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers

Using remote name servers.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

JobaBneHa komaHAa interface ipcp name-servers.

3.27.95 interface ipcp vj

OnucaHune

Bxkaountb cxkaTtue 3aronoskoB TCP/IP meTtoaom BaH AkobcoHa.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

KomMaHza ¢ npedpurKcom no oTKAKUaEeT oxaTue.
Ja

Aa

HeTt

PPP

(config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHT 3HayeHne |OnucaHue
cid KnwyeBoe Bknrountb cxatne Connection ID B
CJ10BO 3arojioBkax.

(config-if)> ipcp vj cid
V] compression enabled.

Network: :Interface: :PPP: done.

Bepcus OnucaHve

2.03 [JlobaBneHa komaHga interface ipcp vj.

3.27.96 interface ipsec encryption-level

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

3ajaTb YpoBeHb WdpPoBaHWS aas [Psec-CoefVIHEHS, aBTOMATUYECKM
CBA3AHHOIO C TYHHeneM. 3Ha4eHre No yMoYaHuio — normal.

MoapobHoe onrcaHme Kaxaoro ypoBHSA NPUBOAUTCS B [1puIoxeHN .

KomaHza ¢ npedurKcom no ycTaHaBNMBaeT ypoBeHb LUMbPOBaHNSA Mo
YMONIYaHUIO.

Ja
Ja
Het

Secure

I (config-if)>  ipsec encryption-level <level

I (config-if)> no ipsec encryption-level
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
level weak Cnabblii ypoBeHb, BK/HOUEHbI anropuTMbl
DES n MD5.
normal CoBMeCTUMBIN C 60BbLLINHCTBOM CUCTEM
ypoBeHb, npuoputet otaaetca AES128 n
SHA1.
normal-3des |CoBMeCTUMBbIN C 6ONBLLINHCTBOM CUCTEM
ypoBeHb, npuoputeT otgaetcs 3DES v
SHA1.
strong CaMblI CUNIbHBIV YPOBeEHb, 06s13aTeNlbHO
BK/tOUeH PFS, npuoputeT oTaaetca AES256
n SHA1.
weak-pfs To e camoe, 4To 1 weak, HO Ans BTOpOIi
¢dasbl BkatoveH PFS group 1 m 2.
normal-pfs |To>ecamoe, YTo v normal, HO NS BTOPOA
¢dasbl BkAtoYveH PFS group 2 n 5.
normal-3des-pfs| To ke camoe, 4To 1 normal-3des, HO ANnd
BTOpOW ¢pa3bl BkAtoueH PFS group 5 n 14.
Npumep (config-if)> ipsec encryption-level weak

Network: :Interface: :Secure:

"Weak"

"Gre0": security level is set to »

(config-if)> no ipsec encryption-level
Network: :Interface: :Secure:

"Gre0@": security level was reset.

WcTopuns nsmeHeHwnit |Bepcus

OnucaHune

2.08

JobasneHa koMmaHgaa interface ipsec encryption-level.

3.27.97 interface ipsec force-encaps

OnucaHue BkntounTb noaaepxky NpUHYyANTeNbHOW nHKancynaumm ESP 8 UDP ans
KANEHTCKMX TyHHenel. Mo yMonyaHuto ata yHKLMSA OTKI0YEHa.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Her

Tun nutepdeiica Secure

CuHoncuc I (config-ify>

ipsec force-encaps

I (config-if)> no ipsec force-encaps
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Mpumep (config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »

disabled.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.12 Jlo6aBneHa komaHga interface ipsec force-encaps.

3.27.98 interface ipsec ignore

OnucaHune OTKNOUNTL 06paboTKy BXOAALLMX IKE-NakeToB CnyX6bbl IPsec Ha nHTepdeiice.
KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec ignore

I (config-if)> no ipsec ignore

Mpumep (config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore
IpSec: :Manager: Interface "Gre0" removed from IPsec ignore list.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHaa interface ipsec ignore.

3.27.99 interface ipsec ikev2

OnucaHwune Bkntoumntb npotokon IKEV2 ana IPsec-coeHeHVs, aBTOMaTUYeCKMn
CBSA3aHHOrO C TyHHeneMm. 1o ymonyaHuio ncnonbsyercs npotokon IKEv1.

KomaHaa ¢ npeprKcom no Bo3BpaLLaeT 3HayYeHre Mo YMONYaHWIO.
Mpe¢ukc no Ja

N3meHUTb HacTpokmn /a
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Secure

CuHoncuc

I (config-if)>  ipsec ikev2

I (config-if)> no ipsec ikev2

Mpumep (config-if)> ipsec ikev2
Network: :Interface: :Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2
Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

2.10

Job6asneHa komaHaa interface ipsec ikev2.

3.27.100 interface ipsec nail-up

OnucaHwue BkntounTb aBTOMaTNUECKME N3MEHEHNS CEKPETHBIX KNHYein Ans TYHHenein
L2TP/IPsec, EoIP/IPsec, Gre/IPsec, IPIP/IPsec. [To ymonyaHuto napameTrp

BKJ/TFOYEH.

KomaHza c nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuvHoncuc

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

NMpumep (config-if)> ipsec nail-up
Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up
Network::Interface::Secure: SA renegotiation disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.12

Jo6aBneHa koMmaHga interface ipsec nail-up.
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naBa 3 OnncaHme KOMaHA,

3.27.101 interface ipsec preshared-key

OnuncaHwne YctaHoBUTb KoY PSK ansa IPsec-coegHeHWs, aBTOMaTUYeCK CBA3aHHOIo
C TYHHesieM. Takxe BK/IoYaeT UCrnoib3oBaHue IPsec ANs 3TOro TyHHenNs.

KomaHaa ¢ npedunKcom no cobpacbiBaeT 3Ha4YeHMe KaYa.
Mpedukc no Ja
N3meHuTb HacTpoiiku [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Secure

Cutoncnc (config-if)>  ipsec preshared-key key>

(config-if)> no ipsec preshared-key

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
key Crpoka 3HaueHue cekpeTHoro PSK-kntoua.
Mpumep (config-if)> ipsec preshared-key 12345678

Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network: :Interface::Secure: "Gre0": preshared key was reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHaa interface ipsec preshared-key.

3.27.102 interface ipsec proposal lifetime

OnucaHwue YCTaHOBUTb BPeMs XN3HU TpaHchopMaumm IPsec Phase1 Ha nHTepdeiice.
Mo ymonuaHumio ncnonb3yetcs 3HadveHve 28800.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec proposal lifetime (lifetime>

I (config-if)> no ipsec proposal lifetime
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AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

lifetime Uenoe uncno |Bpems Xn3HU npeobpasoBaHuns IPsec B
cekyHzax. MoxeT npyHMMaTb 3Ha4YeHUs oT
60 0 2147483647.

Mpumep

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

UcTopus nsmeHeHwnii

Bepcus OnucaHve

2.1 [Jlo6baBneHa komaHaa interface ipsec proposal lifetime.

3.27.103 interface ipsec transform-set lifetime

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb BpeMs XN3HU TpaHchopMaunm IPsec Phase2 Ha nHTepodeiice.
Mo ymonyaHuio ncnosib3yeTtcs 3HadeHvie 28800.

KomaHza ¢ npedprKcomM no Bo3BpaLLaeT 3HAUYEHNE MO YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec transform-set lifetime («lifetime»

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnucaHwue

lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHus IPsec B
cekyHAax. MoxeT npvH1UMaTh 3Ha4YeHns ot
60 f0 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface::Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.1 Jlo6aBneHa komaHga interface ipsec transform-set
lifetime.

3.27.104 interface ipv6 address

OnucaHwue HactpouTtb IPv6-agpec Ha nHTepderice. Ecnv ykasaH aprymeHT auto, agpec

HacTpanBaeTCcd aBTOMaTUN4YeECKN. Beoga ajpeca Bpy4Hyto genaet ero
CTaTn4eCcKnM.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-if)>  ipv6 address (<address> | auto)

(config-if)> no ipv6 address [ «address; | auto]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

address IPv6-agpec |Appec DNS-cepsepa.

auto Krniouesoe Bkrountb gMHaMn4yeckoe HasHaveHve

CJ10B0 ajpeca.

NMpumep (config-if)> ipvé address 2001:db8::1

Static IPv6 address saved.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface ipv6 address.

3.27.105 interface ipv6 force-default

OonucaHue Mcnonb3oBaTb MHTepdelic B KayecTse LW3a No ymonyaHuto ans IPvé. Mo
YMOJTYaHWNIO NMapameTp OTK/HOYEH.

KomaHga ¢ npedprKcom no yaanset HacTPOMKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default

(config-if)> ipv6 force-default
interface is forced to be the default IPv6 gateway

Bepcus OnucaHue

2.00 Job6asneHa KkomaHaa interface ipv6 force-default.

3.27.106 interface ipv6 name-servers

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

HactponTb nonyyeHmne nHpopmaumm ot DNS. Ecnm ykasaH aprymeHT auto,
BktoyatoTcad DNS-3anpocsl DHCPv6.

KomaHgaa ¢ npedurKcom no yaanset HaCTPOKY.
Aa

Ja

Het

(config-if)>  ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HauyeHue |OnucaHue
auto Knoyesoe Bkntountb aBTokoH$uUrypauumto DNS.
C/1080

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcusa OnucaHue

2.00 Job6aBneHa komaHaa interface ipv6 name-servers.

3.27.107 interface ipv6 prefix

OnucaHune

Mpejukc no

HacTtpounTb generaumnto npedukca. Ecim ykasaH apryMeHT auto , npedukc
3anpawmnBaeTcd Yepes DHCPv6-PD.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ «prefix> | auto]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

auto Kmiw4yesoe BkntounTb generauuto npedukca.

CJ10B0

prefix lpegukc YKazaTb npeduKc BPyUHYHo.
Npumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface ipv6 prefix.

3.27.108 interface ipv6cp

OnucaHwue Brnrountb nogaepxky IPv6CP Ha 3Tarne yCTaHOBNEHUS COeVIHEH VS,

KomaHpga ¢ npedurkcom no oTkatouaet IPv6CP.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun untepdeiica PPP

CuHoncuc I (config-if)>  ipvécp

I (config-if)> no ipv6cp

NMpumep (config-if)> ipv6cp
IPv6CP enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface ipve6cp.
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3.27.109 interface Icp acfc

OonucaHue BintoumnTb cornacoBaHme napamMeTpoB CKaTUS nosell KOHA/bHO20 YPOBHS
Address u Control.

KomaHga ¢ npednkcom no oTKI0YaeT aHHYIO OMNLUIO 1 BCe 3anpochl
yAaneHHOI CTOPOHbI Ha cornacoBaHme ACFC OTKIOHAKOTCS.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica PPP

CnHoncuc (config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
cid Knwyesoe Brknrountb coxkatmne Connection ID B
CJZ10BO 3arojioBkax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled.

Network: :Interface: :PPP: done.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aBneHa komaHga interface Icp acfc.

3.27.110 interface Icp echo

OnucaHune 3agaTb NpaBufa TeCTUPOBaHUA coeanHeHnsa PPP cpeactBamun LCP echo.
KomaHga ¢ npedpurkcom no oTkntouaeT LCP echo.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica PPP

Cunoncuc I (config-if)>  lcp echo <intervals <count> [adaptive]

I (config-if)> no Lcp echo
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AprymeHTbl

Mpumep

NcTopus nsmeHeHum

3.27.111 interface Icp pfc

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOMKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

AprymeHT

3HaueHMe |OnwucaHue

interval

Uenoe 4ucno |NHTepBan mexay otnpaskamu LCP echo,
B cekyHAax. Ecnv B TeueHue yka3aHHOro
MHTepBasna BpemMeHu oT yaaneHHow
CTOPOHbI He 6b11 NonyyeH LCP 3anpoc, e
6yAeT oTNpaBaeH Takol 3anpoc C
oxugaHviem oteeTta LCP reply.

count

Lenoe 4uncno [Konnyectso oTnpaB/ieHHbIX NOAPAA
3anpocoB LCP echo Ha KOTOpbIe He 6bla
nony4eH oteeT LCP reply. Ecin count
3anpocoB LCP echo ocTanuck 6e3 oTBeTa,
coeAnHeHMe byfeT pa3opBaHo.

adaptive

Knwouyesoe Pppd 6yaeT otnpaBnsaTb 3anpoc LCP echo
C/10B0 TOJIbKO B TOM CJly4ae, eciv OT yaneHHOro
y3na HeT Tpaduka.

(config-if)> lcp echo 5 3
LCP echo parameters updated.

Bepcus OnucaHue
2.00 Job6asneHa komaHga interface Icp echo.
2.06 JobasneH napameTp adaptive.

BknwounTe cornacoBaHume napamMeTpoB OKaTnA noJiA Protocol e 3a20108KkaX

PPP.

KomaHga ¢ ﬂpe¢I/IKCOM Nno OTKNKYaeT JaHHYH ONUUI0 1 BCe 3anpocChl
yAaHEHHOVI CTOPOHbI Ha corsinacoBaHne PFC OTK/IOHAIOTCA.

Ja
Ja
Het

PPP

(config-if)>

lcp pfc [cid]

(config-if)> no lcp pfc

AprymeHT 3HayeHue |OnucaHue
cid KnwuyeBoe Bkntountb cxxatne Connection ID B
CJ10BO 3arojioBkax.
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Mpumep (config-if)> lcp pfc cid
PFC compression enabled.

Network: :Interface: :PPP: done.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 JobasneHa komaHgaa interface lcp pfc.

3.27.112 interface lldp disable

OnucaHwne OTKNOUNTL areHT LLDP Ha nHTepdeiice. Mo ymonuyaHuto GyHKLNS BKIOYEHA.
KomaHga ¢ npedurkcom no BkarouaeT LLDP areHT.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(conﬂg-if)> 1ldp disable

| (config-if)> no Lldp disable

Mpumep (config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network::DiscoveryManager: LLDP agent is enabled on interface »

"ISP".
WcTopuns nsmeHeHWit |Bepcua onucaHue
2.1 JobasneHa komaHaa interface lldp disable.

3.27.113 interface mac access-list address

OnucaHune Jobasutb MAC-agpec B cnncok npasua ¢uabtTpaunm uHtepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTcs koMaHaol interface mac access-list type.

KomaHga ¢ npedurkcom no yaansiet ykasaHHbln MAC-agpec ns ACL.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

Tun nutepdeiica Access Point
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

(config-if)>

mac access-list address address>

(config-if)> no mac access-list address «address>

AprymeHT

3HauyeHue

OnucaHue

address

MAC-apgpec

MAC-agpec, KOTopblii HEO6X0ANMO
AobaBuTb BACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added

Bepcus

OnucaHune

2.00

JobaeneHa komaHAa interface mac access-list address.

3.27.114 interface mac access-list type

OnuncaHwne

MNpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb TWM CN1cka NpaBun ¢punbTpauum nHtTepoerica. Mo ymonyaHmo
TUN He onpegeneH (NPYCBOEHO 3HAaYeHMenone).

HeTt

Ja

Het

Access Point

(config-if)> mac access-list type <type
AprymeHT 3HayeHne |OnucaHue
type none Tun cnucka npaBun GunbTpPaLnm He
onpejeneH.
permit B cnucok 6yayT A06aBAATLCA TOBKO
paspeweHHble MAC-agpeca.
deny B cnncok 6yayT 406aBNATLCS TONLKO
3anpeweHHble MAC-agpeca.

(config-if)> mac access-list type permit
set access-policy: permit

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHga interface mac access-list type.
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3.27.115 interface mac address

OnuncaHwne

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

HasHaunTtbe MAC-agpec Ha yka3aHHbIN ceTeBol nHTepdeiic. Agpec 3agaetcs
B LLWeCTHaauaTepuyHoM popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT
YCTaHOBUTL 110601 afpec, HO NpedynpexaaeT nosib3oBaTens, eciv B HOBOM
ajpece yctaHoBeH 6UT «multicast» nnn cépolueH 6uT «OUI enforced».

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdeiicy ncxogHeli MAC-agpec.

MpeaynpexxaeHve: N3meHeHne MAC-agpeca Ha nHTepderice Wi-Fi 3anpewyeHo.

Aa
Ja
Het

MAC

(config-if)>

mac address «address»

(config-if)> no mac address

AprymeHT

3HauyeHue

OnuncaHue

mac

MAC-apgpec

HoBbln MAC-agpec nHtepdeiica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA
MAC address saved.

Bepcus

OnucaHune

2.00

Job6aBneHa komaHaa interface mac address.

3.27.116 interface mac address factory

OnucaHue

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

HasHauunTb 3aBogckoin MAC-agpec Ha YKa3aHHbIN ceTeBO MHTepdelic.

HeTt
Ja
Het

MAC

| (config-ify>

mac address factory <name>
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue ‘Onwcal-wle
name lan NHTepdelicy byaeT npmucsoeH "LAN"
MAC-aapec.
wan NHTepdelicy byaeT npmucsoeH "WAN"
MAC-agpec.

(config-if)> mac address factory lan
Core::System: :UConfig: done.

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHga interface mac address factory.

3.27.117 interface mac bssid

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHni

YcTtaHoBUTb HOBbI MAC-aapec Touku goctyna 2,4 unn 5Ty B pexvime WISP,
KomaHga c npedurkcom no Bo3BpaLlaeT nHtepdeiicy ncxogHeli MAC-agpec.
Ja

Ja

Het

WifiStation

(config-if)>  mac bssid <bssid

(config-if)> no mac bssid

AprymeHT 3HauyeHue OnucaHwue

bssid MAC-agpec HoBsblin MAC-agpec nHtepdeiica ToUkun

A0CTyra.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus OnucaHve

213 JobaBneHa komaHaa interface mac bssid.
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3.27.118 interface mac clone

OnucaHue MpucBonTtb nHTepdelicy MAC-agpec Bawero MMK.
Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica MAC, IP

CuHoncnc I (config-if)>  mac clone

Mpumep (config-if)> mac clone
MAC address saved.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHga interface mac clone.

3.27.119 interface mac repeater

OnucaHue Brkarountb pexxum MAC-Repeater 6e3 npeobpasoBaHus MAC-agpecos.
PYHKUMA AOCTYMHA B peXXmMax yCTponcTea Ycunutenb nam Agantep. Mo
yMonyaHuto pexnm MAC-Repeater oTK/tOUEH.

KomaHga ¢ npedrkcom no OTKA0YAET 3TOT PeXUM.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WifiStation

CuHoncumc I (config-if)>  mac repeater

I (config-if)> no mac repeater

Mpumep (config-if)> mac repeater
Network: :Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
MAC repeater enabled.

(config-if)> no mac repeater
Network::Interface: :Rtx::WifiStation: "WifiMasterQ@/WifiStation0": »
MAC repeater disabled.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.13

Job6aBneHa komaHaa interface mac repeater.

3.27.120 interface openvpn accept-routes

OonucaHue BKNHOUMTE NOyYeHMEe MapLLPYTOB OT YAaNeHHOW CTOPOHbI Yepe3 OpenVPN.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica OpenVPN

CuHoncuc I (config-ify>

openvpn accept-routes

I (config-if)> no openvpn accept-routes

Mpumep (config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface::0OpenVpn: "OpenVPNQ@": disable automatic routes »
accept via tunnel.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.10

JobaBneHa komaHga interface openvpn accept-routes.

3.27.121 interface openvpn connect

OnucaHwue Yka3aTtb nHTepderic gnsa coegnHeHuns OpenVPN. Ecav aprymeHT He 3ajaH,
coefIIHEeHVe yCTaHaBAMBaEeTCs Yepes Nboli nHTepoelic.

MNpejukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

Tun nHTepdeiica OpenVPN
CuHoncuc I (config-ify>
I (config-if)>

openvpn connect [via«wia]

openvpn connect
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

via nms MNonHoe nma nHTepderica Nam NCeBLOHUM.
MHTepPenca

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHga interface openvpn connect.

3.27.122 interface peer

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

Ha3HauuTb ngeHTNdMKaTOP YAaNneHHOro y3nia K KoTopomy byaet
OCYLLECTBNIATLCA NOAKNOUEeHVE PPP. bosiee TOUHbI CMbIC/T HACTPOMKM 3aBUCUT
oT TMna nHTepodeinca. Hanpumep, ans PPPoE koMmaHia interface peer 3agaet
MMSA KOHLIeHTpaTopa AocTyna, ana PPTP — nma yaaneHHOro Xxocta Wamn ero
IP-agpec, a ana SSTP — 3agaeT yAaneHHbI cepsep C NOPTOM 443 nam nobsIm

APYrMm.

KomaHga ¢ npeprkcomM No OTMEeHSeT HAaCTPOIKY.
Ja

Aa

HeTt

PPP

(config-if)>  peer peenr

(config-if)> no peer

AprymeHT 3HayeHne |OnucaHue

peer Ctpoka NaeHTrdunkKaTop yaaneHHOM ToUKN
NOAKNKYEHNS AU agpec yAaneHHOoro
cepBepa host.example.net:port. o

yMo/i4aHuto, HomMep nopTa 443.

(config-if)> peer 111

(config-if)> peer host.example.net:5555
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHga interface peer.

2.12 JlobaBneHa BO3MOXHOCTb U3MEHSTL NOPT YAaNE€HHOro
cepsepa.

3.27.123 interface peer-isolation

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

Mpumep

WcTopus nsmeHeHum

BkarounTb n30nAumM0 6€CNpoBOAHbLIX KTMEHTOB B JOMAaLLHeM CerMeHTe.
Hactpoiika npumeHseTcs Ha uHTepdelice Bridge n pacnpocTpaHsaeTcs Ha
BCe BK/IOYEHHbIe B HEro Toukm goctyna. Kpome Toro, 6/10kmpyeTcd nepegaya
Tpadurka oT 6ecnpoBOAHbIX KNIVEHTOB BHYTpWY L2-ceTu.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
[Ja

Ja

Hert

Bridge

I(config-if)> peer-isolation

I (config-if)> no peer-isolation

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHue

2.10 JobasneHa komaHaa interface peer-isolation.

3.27.124 interface ping-check profile

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoWiKKn

HasHaunTb nHTepdeincy npodunes Ping Check.
KomaHga ¢ npednkcom no oTMeHSAET HAaCTPOIKY.
Ja

Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

I (config-if)>  ping-check profile profile
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(config-if)> no ping-check profile

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile CTpoka HasBaHune Ha3Hayaemoro npoouns.
Mpumep (config-if)> ping-check profile TEST

PingCheck::Client: added "ISP" to "TEST" profile.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHaa interface ping-check profile.

3.27.125 interface pmf

OnucaHwue BrkntoumnTtb QyHKLMOHaNbHOCTL PVIF.
KomaHga ¢ npedrkcom no oTKAYaeT HaCTPOKY.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncurc I (config-if)>  pmf

I (config-if)> no pmf

Mpumep (config-if)> pmf
Network: :Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF enabled.

(config-if)> no pmf
Network: :Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »
PMF disabled.

VICTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.09 JobasneHa koMmaHga interface pmf.

3.27.126 interface power

OnucaHue YCTaHOBUTb MOLLHOCTb nepegatymka ans paAI/IO-I/IHTep(I)eI\/’ICOB.
MakcrmManbHast MOLHOCTb nepejatymka orpaHmyeHa ero annapaTtHbIMn
BO3MOXHOCTAMU U TOCyaapCTBEHHbBIMN 3aKOHAMW O PagnNoCBA3N. JaHHas
KOMaHJa No3BOJIAET INLb YMEeHbLUNTb MOLLHOCTb NepeAatoLlero yCTpOVICTBa

1 84 CnpaBoyHuK kKoMmaHa — Keenetic Start II



naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

OTHOCUTE/IbHO ero MakCVMaibHOM MOLLHOCTH, C LieNbio BO3MOXHOr0
CHUXXEHWSI MOMeX ANt APYTMX YCTPOMCTB B 3TOM AManasoHe.

Het
Aa
Het

Radio

(config-if)>  power power

AprymeHT 3HayeHue |OnucaHue

power Lenoe 4ucsio |[MOWHOCTL MepeaaTyrka B NPoLeHTax ot
MaKCcMManbHoM MowHocTK (0T 1 4o 100).

(config-if)> power 90
Power level applied.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface power.

3.27.127 interface pppoe service

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Yka3aTtb cnyk6y PPPoE. Ecan cnyxba He onpeaeneHa, To PPPoE-knneHT bygeT
NOAKAYEH K MPOM3BOALHON cnyxbe.

Ja
Ja
Het

PPPOE

(config-if)>  pppoe service «<service;

(config-if)> no pppoe service

AprymeHT 3HauyeHue OnuncaHwue

service CTpoka HaseaHwue cnyx6bl PPPOE.

(config-if)> pppoe service TEST
Network::Interface: :Pppoe: "PPPOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPoOEQ": service removed.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.05

JobasneHa

KoMaHga interface pppoe service.

3.27.128 interface preamble-short

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

Mcnonb3oBaTb KOPOTKYH npeambysy.

Ja
Ja
Het

Radio

I (config-if)>  preamble-short

I(conﬁg-WP>nopreamble-short

(config-if)> preamble-short
Short preamble enabled.

Bepcusa

OnucaHue

2.00

JobasneHa komaHaa interface preamble-short.

3.27.129 interface reconnect-delay

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

YCTaHOBUTb nepunoj BpeMeHn Mexay nonbiTkaMmuy nepenogkitoyeHnd. Mo
YMOJTYaHUIO NCNONb3yeTCd 3Ha4YeHne 3.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpallaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

PPP

(config-if)>

reconnect-delay «sec»

(config-if)> no reconnect-delay

AprymeHT

3HayeHue

OonwucaHune

sec

Lenoe u4ucno

MNepuoj BpemeHun B cekyHaax. MoxeT
npuHMMaTb 3HayeHusa ot 3 Ao 600.
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Mpumep (config-if)> reconnect-delay 3
Network::Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network: :Interface::Ppp: "PPTPO": reconnect delay reset to »

default.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.11 Jlo6aBneHa koMmaHga interface reconnect-delay.

3.27.130 interface rekey-interval

OnucaHune YKasaTtb nepvoj BpeMeH Mexay aBToMaTtnyeckuMmm n3MmeHeHnsamMm
CeKPEeTHbIX K/toYer Ana A0CTyna K CeTeBbIM YCTPONCTBaMm. 1o ymMonyaHuo
ncnonb3yeTca 3HadeHue 3600.

KomaHaa ¢ npedrKcom no oTKNOYaeT N3MEHEHME K/oYen.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica WiFi

Cunoncuc (config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHTbI AprymeHT 3HaueHue OonucaHue
interval lesoe uucso |3HayveHMe B CeKyHAaX NMHTepBasa CMeHbl
KAo4a.
Npumep (config-if)> rekey-interval 3000

Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network: :Interface::Rtx::WifiMaster: "WifiMasterQ": rekey »
interval disabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.06 Job6asneHa komaHaa interface rekey-interval.
2.15 JobasneHo 3Ha4veHMe no ymonyaHuto 3600 cekyHA,.
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3.27.131 interface rename

OnuncaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ha3HaunTb NPOM3BO/IbHOE UMS CeTEBOMY UHTepdelicy. K HTepdeiicy MOXHO
o6palllaTbcsi N0 HOBOMY MMeHM Kak no ID.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

MpegynpexaeHre; He nepevimeHoBbIBanTe MHTepdeic Home. 3TO MOXeT

Aa
Ja

Het

(config-if)>

rename <rename»

(config-if)> no rename

npmeBecTn K HenpeackasyeMblM CUCTEMHbBIM oLwirbkam.

AprymeHT

3HayeHue

OnwvcaHune

rename

CTpoka

HoBoe nmsa nHtepdeiica.

(config-if)> rename New_interface_name
Network: :Interface: :Base:
to "New interface name".

"WifiMasterQ/AccessPointl": renamed »

Bepcus

OnucaHune

2.08

JobaeneHa komaHga interface rename.

3.27.132 interface rf e2p set

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CuHoncuc

N3MeHUTb 3HaueHre SUYeik NaMsATN KaIMB6POBOYHbIX AaHHbIX, HAXOASLLECs
no cMeLLeHnto offset Ha 3HadeHue value Ana yKa3aHHOTo MHTepdelica.

Het
Het
HeT

Radio

I (config-if) rf e2p set«wffset>walue

188

CnpaBoyHuK kKoMmaHa — Keenetic Start II



naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHui

3.27.133 interface role

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

AprymeHT 3HayeHue |OnucaHue

offset lecran preprt+oe| CMeLLeHMe aYelnk namaT. MoxeT
yucsio NMPUHVMaTL 3HayeHus oT 1E0 go 1FE.

value lecren preptHoe| HoBOE 3HaUeHMe 414 3anncK B S4eiky

4yuciio

namaTtn. Moxer I'IpI/IHI/IMaTb 3HayeHnd oT
0 g0 FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

Bepcusa

OnucaHune

2.04

Jlo6aBneHa komaHga interface rf e2p set.

HasHaunTb ponb nHTepdeincy. OgHomMy nHTepdelicy MOXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnonb3yeTcs 415 NpaBuUabHOro oTobpaxeHus
cBsizer VLAN B Beb-nHTepdeiice 1 He BnmsieT Ha GyHKLUMOHAN.

KomaHgaa ¢ npedpurkcom no yaanset posb. ECnv BbINOAHUTE KOMaHgy 6e3
aprymMeHTa, T0 BeCb CNCOK posiei nHTepderica byaet oUnLLeH.

Ja

Het

Ja

(config-if)>

role «roles [ for «<ifors ]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue
role inet WNHTepdeic ncnonbsyetcs A8 NOAKII0YEHNS
K IHTepHeTy.

iptv NHTepdelic ncnonbayetca ansa cny6bl IPTV.
voip NHTepdelic ncnonb3yetcsa ans cnyxosl VoIP.
misc NHTepdeiic ncnonbsyetca ans IP Policy.

ifor Nma MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
MHTEpPenca

(config-if)> role iptv for GigabitEthernetl
Network: :Interface: :Base:
"iptv" for GigabitEthernetl.

"GigabitEthernetl": assigned role »
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UcTopuns nameHeHuii

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role

Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHve
2.06 JobaeneHa komaHaa interface role.
2.10 [JlobaBneH aprymeHT misc.

3.27.134 interface rrm

Bkntountb RRM ansa nomncka cocefHUX ToYyek AocTyna no ctaHgapty IEEE
802.11k c yenbto NpeAocTaBNEHNS CMIMCKA 3TUX TOYEK AOCTYNa abOHEHTCKOMY
YCTPOWCTBY No 3anpocy. [0 yMOAYaHWIO 3Ta OMums OTKJIIOUEHa.

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Ja
Ja
Het

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm

Network::Interface: :Rtx::AccessPoint:

RRM enabled.

(config-if)> no rrm

Network: :Interface: :Rtx: :AccessPoint:

RRM disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHue

2.13 JobaBneHa komaHaa interface rrm.

3.27.135 interface schedule

MpucBonTh NHTepdeiicy pacnvcaHue. Mepes BoINOAHEHNEM KOMaHAbI,
pacnuncaHmne JOMXKHO BbiTb CO34aHO U HACTPOEHO MPY MOMOLLM KOMaHAbI

OnuncaHwune

schedule action.
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KomaHga c npedurkcom no paspbiBaeT CBSA3b MeXAy pacrnmcaHem u
nHTepdericom.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-if)>  schedule <schedule»
(config-if)> no schedule
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHA schedule.
Mpumep (config-if)> schedule WIFI
Network: :Interface::Schedule: Assigned schedule "WIFI" to »
WifiMaster@.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue
2.06 JobaeneHa komaHaa interface schedule.

3.27.136 interface security-level

OonucaHue YCTaHOBUTb YpOBeHb 6€30MacHOCTY ANt JaHHOTO NHTepdeiica. YpoBHU
6e30MacHOCTY onpeAensitoT IOrnKy paboTbl MeXCeTeBOro 3KkpaHa:

+ Pa3pelueHo ycTaHaBAMBaTb COeANHEHWS B HarnpasieHnn
private - public.

* 3anpeLleHo yCTaHaBANBaTb COeANHEHMS, MPUXoAsLLMe Ha MHTepdelic
public, T. e. B HanpasneHun public - private n public - public.

+ CaMo yCTPOICTBO NPUHMMAET CeTeBble NOAKNOYEHMS (pa3peLuaeT
ynpas/ieHue) ToNbKO ¢ MHTepdeiicoB private.

+ lNepeaaya faHHbIX Mexay HTepdelicamu private MOXeT 6bITb pa3peLleHa
WK 3anpeLlieHa B 3aBUCUMOCTY OT YCTaHOBKM rnobanbHOro napameTpa
isolate-private.

+ protected nHTepdelicbl He MMerT AOCTyMNa K YCTPOMNCTBY U APYTrvM
private/protected nogcetsiM, HO OHM UMeEIOT JOCTYM K public
nHTepdericaM n nHTepHeTy. YCTPOWCTBO obecneymBaeT 3aLUnLLEeHHbIM
CerMeHTam TOJIbKO AocTyn K cny>xx6am DHCP 1 DNS.
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* MNepeaaya gaHHbIX OT private nHTepdeiica k protected No ymonuyaHuto
3anpeLyeHa. YTobbl paspeLlumnTb Takoe B3aMMOAeNCTBME, HEOBXOANMO
BbINOJIHUTL KOMaHAy no isolate-private.

MNpumMeyaHue: o ymMOAYaHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnnckm goctyna access-list nmetoT 60o51ee BbICOKUIA
nNpUopuTeT, YeM YPOBHM 6€30NacHOCTK, MO3TOMY C
MOMOLLBIO HMX MOXHO BBOAUTL AOMONHUTENbHbIE NPaBMa
dunbTpPaLMM NakeTos..

Mpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)> security-level (public | private | protected)

Mpumep HecmoTpsi Ha To, UTO He cyLlecTByeT QYHKLMN MONHOIO OTK/HOUYEH S
MEXCeTEeBOro 3KpaHa,MOXHO OTK/IH0UaThb €ro Ha OTAE/IbHbIX HarnpaBAeHUsX.
Jonyctm, TpebyeTcs NOMHOCTBIO paspeLLnTb nepesady AaHHbIX MeXay
«fOMaLlHeN» ceTbto Home 1 rnobanbHoM ceTbto PPPOEO. [ns 3Toro o6onm

nHTepdericam Hy>XHO Ha3HaAYNTb YPOBEeHb 6e30MacHOCTU private n
oTkMuUNTL GyHKUMto isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOEO security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MpuMeyaHne:  MexceTeBOW aKpaH U TpaHCALMA agpecoB — GyHKLMN,
npesHasHavYeHHble 419 peLleHVsa NPUHLMNVANBHO Pa3HbIX
3agady. BkntoueHne NAT mexay nHtepdericamm Home n
PPPOEO B KOHGUrypaumm, MokasaHHOW BbILLIe, He 3aKpbiBaeT
JOCTYyn B ceTb Home CO CTOPOHBI rnobanbHon ceTn. [laxe
Npv BKAKOYEHHOW TPaHCNALMY a4pecoB KOMaHAoM ip nat
Home nakeTbl 13 PPPOEO 6yayT cBO6OAHO NPOXOANTL B CETb

Home.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa KomaHaa interface security-level.
2.06 JobasneH napameTp protected.
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3.27.137 interface speed

OonucaHue HactpouTtb ckopocTb Ethernet nHTepdeiica. Mo yMonuaHWio 3a4aH0 3HaUYeHKe

auto.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

CuvHoncuc

(config-if)>

speed «speed>

(config-if)> no speed

AprymeHTbI AprymeHT 3HaueHue |OnucaHune
speed 10 10 MéwuT/c.
100 100 MéuT/c.
1000 1réunt/c.
auto ABTOMaTM4YeCKas HacTPolika CKOPOCTH.
Mpumep (config-if)> speed 1000

Network::Interface::Ethernet: Speed set to 1000.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.06.B.1

JobasneHa komaHgaa interface speed.

3.27.138 interface speed nonegotiate

OnwucaHue OTKNHOUYNTb aBTOMATNYECKYH HAaCTPOIKY CKOPOCTW.

KomaHza ¢ nped1Kcom no BKItOYaeT aBTOMATUYECKYH HAaCTPOIKY.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-ify>

speed nonegotiate
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I (config-if)> no speed nonegotiate

Npumep (config-if)> speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernet0/0": »
autonegotiation will be disabled for fixed speed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 [Jlo6aBneHa komaHga interface speed nonegotiate.

3.27.139 interface ssid

OnucaHwue Yka3aTb nmsa 6ecnposogHoii ceTi (SSID) ana nHtepdeincos «becnposogHas
CTaHLMSA» N «TOYKa JOCTYMNa». B 3aBUCMMOCTY OT TMNa MHTepdelica 3HaveHne
SSID obpabaTbiBaeTCs MNoO-pasHoOMY.

« [lns Toukum goctyna SSID — HeobxoAMMMasn HacTpolika, 6e3 KOTOPOW OHa
He 6yAeT NPUHMMAaTb MNOAKIHOUYEHMS.

+ Ana ctaHumm SSID onpegensieT, K Kako ToYke JOCTyna oHa byaeT
nogkntoyaTbcs. bes 3agaHHOro SSID cTaHLUMS MOXET MOAKIUUTLCSA K
no6oi AoCTynHOM 6ecnpoBOAHOM CeTU MO CBOEMY YCMOTPEHUHO.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica SSID

CuHoncuc (config-if)>  ssid (auto | <ssid>)

(config-if)> no ssid

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
ssid Ctpoka Vms 6ecnpoBogHoii ceTu (SSID).
auto Kniwyesoe SSID 6yseT HazHa4vyeH aBTOMaTUYeCKu.
CJ10BO
Mpumep (config-if)> ssid WIRELESS
SSID saved.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHgaa interface ssid.
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3.27.140 interface switchport access

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTraHoBUTb naeHTUdUKaTop VLAN Ha NopTy AN paboThl B pexumMe JocTyna.
Paspeluaet nepegady Kagpos ykasaHHoro VLAN B MOpPT v BKIKOYAET yaaneHue
Mapkepa VLAN n3 nepegaBaembiX KagpoB.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Port

(config-if)>  switchport access vlan «vid>

(config-if)> no switchport access vlan

AprymeHT 3HayeHne |OnucaHue

vid Uenoe umncno |NaeHtndukatop VLAN docmyna. MoxeT
npMHMMaTb 3HayeHuns ot 1 go 4094
BK/IIOUMTE/NBHO.

(config-if)> switchport access vlan 1
Network::Interface: :Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport access.

3.27.141 interface switchport friend

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

HacTpouTb ogHOHanpaeneHHbl VLAN ansa rpynnoBoro Tpadduvika B
aononHeHwue K VLAN docmyna. NMopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIlOUaeT nepeajpecaumio ncxoaailero Tpaduka ¢
apyroro VLAN docmyna (Ha3eiBaemoro "friend"). MakeTol "friend" nepeaatotca
6e3 Tera.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
Ja

Aa

Het

Port
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Cunoncuc (config-if)>  switchport friend vlan «vid>
(config-if)> no switchport friend vlan
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
vid Uenoe uucno |NgeHtndukartop "friend" VLAN. MoxeT
NpMHMUMaTbL 3HaueHus ot 1 Ao 4094
BKJIHOUNTENLHO.
Mpumep (config-if)> switchport friend vlan 2
Network: :Interface::Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.06 JobasneHa komaHgaa interface switchport friend.

3.27.142 interface switchport mode

OnucaHue YCTaHOBUTL pexunM access unu trunk ans BeiopaHHoro VLAN. Mo ymonyaHuto
YyCTaHOB/IEH PEXNM access.

KomaHga ¢ npedrkcom no ycTaHaBAIMBAET 3HAaUEHME MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Port

CuHoncuc (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHTbI AprymeHT 3HaueHue |OnucaHune

mode access Bknrounts pexum gocryna VLAN, To ecTb
Takom pexunm, Korga yepes nopt
nepejaroTcsd TO/IbKO HEMaPKNPOBAaHHbIE
Kagpbl. Ha BxogsLuve Kaapbl CTaBUTCA
mMapkep PVID, ycTaHOBNEHHbII KOMaHAOM
switchport access. [opT aBnseTcs
BbIXO4HbIM TO/IbKO And VLAN ¢
naeHtTndukatopom PVID. Mpn nepegauve
Kagpos B nopt, Mapkep VLAN ¢ HUX
CHUMaeTCH.
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AprymeHT 3HayeHue |OnucaHue

trunk BkrounTb pexvim MynbTUNIEKCMPOBaHNSA
VLAN, korga 4yepes nopT nepegaroTca
KaApbl, NpUHaAexallme HeCKONbKUM
VLAN. MNpwn 3TOM Kaxabln Kagp noMeyeH
MapkepoM. CAncoK naeHTUPrKaTopos
ceteln VLAN, B KOTOpble BXOAUT NOPT,
yCTaHaB/MBaeTca KoMaHaom switchport

trunk.
g-in-q Kmwyesoe BklounTb ABOVIHOE TErnpoBaHue.
C/10B0O
Mpumep (config-if)> switchport mode access
Network: :Interface::Switch: "FastEthernet0/1": access mode »
enabled.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue
2.06 Jlo6aBneHa komaHga interface switchport mode.

3.27.143 interface switchport trunk

OnucaHwue Jo6asuTtb nopt BO VLAN. PaspelunTs Nnprem 1 nepeaavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN n3 nepegaBaembiX KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosibko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT 13 ykasaHHoro VLAN. Ecan
NCNONb30BaTb KOMaHAy 6e3 aprymeHToB, NOpT byaeT yaaneH 3 scex VLAN.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, [a
Tun nHTepdeiica Port

Cunoncuc (config-if)>  switchport trunk vlan «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
vid Uenoe uucno (ageHtndukaTtop VLAN. JranasoH
AONYCTUMbIX 3HaYeHU — oT 1 fo 4094,

Mpumep (config-if)> switchport trunk vlian 100
Network: :Interface: :Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa komaHga interface switchport trunk.

3.27.144 interface traffic-shape

OonucaHue YCTaHOBUTL Npesen CKopoCTY NepeaaYn AaHHbIX 4151 yKazaHHOro HTepdeiica
B 06€e CTOPOHBI. [0 YMONYAHWNIO CKOPOCTb He OrpaHnYeHa.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-if)>  traffic-shape rate<rate
(config-if)> no traffic-shape
AprymeHTbl AprymeHT 3HaueHue |OnucaHmne
rate Uenoe 4ucno |3HaveHMe CKOPOCTU Nepesaydn JaHHbIX B
KéuTt/c. OrpaHnyeHne fomkHO ObiTh B
AnanasoHe oT 64 Kéut/c go 1 Frémnt/c.
Mpumep (config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.05 Jlo6aBneHa koMmaHga interface traffic-shape.

3.27.145 interface tsp

OnucaHune JocTtyn K rpynne KoOMaHA Ans HacTporkn TSP.
KomaHga ¢ npepurkcom no oTkarouaeT TSP.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica TunnelSixInFour

Bxo>xaeHue B rpynny (config-if-tsp)
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CunHoncmc (config-if)>  tsp
(config-if)> no tsp
MCTOpMﬂ N3MeHeHUn Bepc”ﬂ onvicaHue
2.00 JobasneHa koMmaHga interface tsp.

3.27.145.1 interface tsp password

OnucaHwue Ha3HaunTb Nnaponb 414 goctyna yYepes TSP.
KomaHaa ¢ npedurkcom no yaanseT naponb.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica TunnelSixInFour

CuHoncuc (config-if-tsp)>  password (password

(config-if-tsp)> no password

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
password Crtpoka Maponb TSP.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.00 JobasneHa komaHgaa interface tsp password.

3.27.145.2 interface tsp prefix-length

OnucaHue Yka3aTb Heobxoanmyo aAnviHy npedukca.
KomaHaa ¢ npepunKCcom no oTMeHseT HaCTPONKY.

Mpe¢ukc no Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica TunnelSixInFour

CuHoncuc I (config-if-tsp)>  prefix-length <length;

I (config-if-tsp)> no prefix-length
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
length lenoe uucno |AnnHa npedukca. MoxeT NpUHMMaTL
TOJIbKO 3HaueHus 48, 56 nnun 64.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface tsp prefix-length.

3.27.145.3 interface tsp server

OnucaHmne IPv4-aapec cepepa, MONyYeHHbI OT TYHHe/IbHOro cepBuca.
KomaHga c npedurkcom no yaanset IP cepsepa.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica TunnelSixInFour

CunHoncuc (config-if-tsp)>  server «<server

(config-if-tsp)> no server

AprymeHTbI AprymeHT 3HaueHme |OnucaHue

server IPv4-agpec |IPv4-appec cepBepa.
WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.00 JobasneHa KkomaHgaa interface tsp server.

3.27.145.4 interface tsp user

OnucaHwue YKa3aTb M4 Monb3oBaTtens An4 Joctyna yepes 7SP.
KomaHaa ¢ npedurkcom no yaanset nvs.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica TunnelSixInFour

CuHoncuc I (config-if-tsp)>  user wser
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(config-if-tsp)> no user
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
user Crpoka J1oruH TSP.
VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue
2.00 JobasneHa KomaHaa interface tsp user.

3.27.146 interface tunnel destination

OnucaHwue 3agatb yﬂ,aHEHHbIIz KOHEeU TyHHenA. Ecnn oH ncnosib3yeTcd COBMeCTHO C
aBToMaTu4yecknm IPsec-coegnHeHneM, CBA3aHHbIM C TyHHEenewm, MHTep¢e|7|c
CTaHOBUTCA NHNLMNATOPOM IPsec-coegmHeHmns.

KomaHAa ¢ npedurKcom no oTMeHseT HaCTPONKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Tunnel

CuHoncuc (config-if)>  tunnel destination «destination

(config-if)> no tunnel destination

AprymeHTbI AprymeHTt 3HaueHue |OnucaHmne
destination Ctpoka IP-agpec nnn goMeHHoe MA yAaNeHHOoro
XocTa.
Mpumep (config-if)> tunnel destination ya.ru

Network: :Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface: :Tunnel: "Gre0": destination was reset.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JobaeneHa komaHga interface tunnel destination.

3.27.147 interface tunnel eoip id

OnucaHwue 3agatb ngeHtuodukatop EoIP-tyHHens.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHga c npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja

Aa

Het

Eoip

(config-if)>  tunnel eoip id «id>

(config-if)> no tunnel eoip id

AprymeHT 3HayeHne |OnucaHue

id Lenoe uucno |\ageHTUGUKATOP TYHHENS.

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa interface tunnel eoip id.

3.27.148 interface tunnel gre keepalive

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Brntountb nogaepxky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHmio
interval paBHo 5, count paBHoO 3.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Het

Tunnel

(config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uncno |NHTepBan oTnpaBku nakeToB keepalive B
cekyHAax. MoxeT NpMHUMaTb 3HaYeHUs OT
0 fo 60. Ecnv npucBouTb 3HaYeHMe 0, TO
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Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

BK/IKOYAETCHA TONbKO OTBeT Ha keepalive n
poyTep He ByfeT pearmpoBaThb Ha M3MeHeHne
COCTOAHMUSA TYHHenNs.

count lenoe uyncno |Konnmuyectso NOMbITOK OTAPAaBKM NakeToB
keepalive. MoxeT npMHUMaTb 3HaYeHWs OT
1 po 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network::Interface::Gre: "Gre0": enable only GRE keepalive »
replies.

Bepcus OnucaHve

2.10 JobasneHa komaHga interface tunnel gre keepalive.

3.27.149 interface tunnel source

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

3afaTb IOKaNbHbIA KOHeL, TYHHens. ECm oH ncnonb3yeTcs COBMECTHO C
aBTOMaTUYeCcKUM IPsec-coeiHeHVieM, CBA3aHHbIM C TYHHeNeMm, TO BK/IHYaeTcs
pexum npuema coeanHeHuni IPsec IKE Ha yctaHOBNEeHMe 3aLWyLeHHOro
TYHHens.

KomaHga ¢ npedrkcomM no oTMeHsAeT HacTPOIAKY.
Ja
Ja
Het

Tunnel

(config-if)>  tunnel source (auto | <interface | <address>)

(config-if)> no tunnel source

AprymeHT 3HayeHue |OnucaHue

auto Knwouyesoe YCTaHOBUTb TeKyLniA paboTatoLLniA
C/10B0 WAN-nHTepodeiic.

interface nms MonHoe nma nHTepderica NN NCeBAOHUM.
MHTEpgelica
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AprymeHT 3HayeHue |OnucaHue
address IP-agpec NokanbHbI IP-agpec TyHHens.
Mpumep (config-if)> tunnel source auto

Network: :Interface::Tunnel: "Gre0": source interface set to auto.

(config-if)> no tunnel source
Network: :Interface::Tunnel: "Gre0": source was reset.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvicaHue
2.08 JobaeneHa komaHaa interface tunnel source.
2.09 JlobaBneH aprymeHT auto.

3.27.150 interface tx-burst

OnucaHue BkarounTb arperaumio naketos Ha yposHe Wi-Fi gparisepa (Tx Burst). No
YMOJIHaHUIO NapaMeTp OTKJIHOYEH.

KomaHAa ¢ npepunKCcom no oTKNHOYaeT HAaCTPOUKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config-if)>  tx-burst

I (config-if)> no tx-burst
Mpumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
VICTOpI/Iﬂ V|3MEHEH|/||7| Bepcmﬂ onucaHvie

2.07 JobaeneHa komaHaa interface tx-burst.

3.27.151 interface tx-queue

OnucaHue YCTaHOBUTbL pa3mMep o4vepesn NCXOAALLMX MakeToB Ha nHTepdeiice. Mo
YMONYaHUIO YCTaHOBNEeHO 3Ha4veHme 1000.

KomaHga ¢ npedurkcom no ycTaHaBAMBAaET 3HaUEHME MO YMOAYAHUIO.
MNpedukc no Ja

MeHsieT HacTpouikm  /[la
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>

(config-if)> no tx-queue

tx-queue <length»

AprymeHT

3HauyeHue

OnucaHue

length

Lenoe u4ucno

JAnnHa ouepean B npegenax ot 0 4o 65536.

(config-if)> tx-queue 255
Tx queue length saved.

Bepcusa

OnucaHwmne

2.02

Jlo6aBneHa komaHaa interface tx-queue.

3.27.152 interface up

BkntounTb ceTeBol MHTepdeliC 1 3anncaTb B HACTPOIKW COCTOSIHME «Up».

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

KomaHga ¢ npednKcom no OTKIKOUYaET ceTeBOM MHTepdenc n yaanseTt «up»
13 HacTpoek. Takxke MOXeT 6bITb MCMoJ/iIb30BaHa koMaHza interface down.

Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3.27.153 interface wmm

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

I (config-if)> up

I (config-if)> no up

(config-if)> up

Interface enabled.

Bepcus

OnucaHune

2.00

JobasneHa KomaHaa interface up.

Bkntounts WMM Ha nHTepdelice.

Aa
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Access Point

CuHoncuc I (config-if)>  wmm
I (config-if)> no wmm

MNpumep (config-if)> wmm

WMM extensions enabled.

WcTopus nameHeHnit |Bepcus

OnucaHue

2.00

JlobaBneHa komaHaa interface wmm.

3.27.154 interface wps

OnucaHwue BkntounTb ¢yHKUMOHaNbLHOCTL WPS.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun uHTepdderica WiFi

CuHoncuc I (config-if)>  wps
I (config-if)> no wps

MNpumep (config-if)> wps

WPS functionality enabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Jlo6aBneHa koMmaHga interface wps.

3.27.155 interface wps auto-self-pin

OnucaHwune BrntounTb pexum WPS auto-self-pin. Mo ymonuaHuio pexnm auto-self-pin

BK/THOYEH.

KomMaHgaa ¢ npedrKcomM No OTK/IOYAET 3TOT PEXUM.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het
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Tun nutepdeiica WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JobasneHa koMmaHga interface wps auto-self-pin.

3.27.156 interface wps button

OnucaHwue HauaTb npouecc WPS c ncnonb3oBaHMeM KHOMKW. [pouecc AnnTca 2 MUHYTHI,
NIV MEHbLLUE, ec/in CoefAHeHNe YCTaHOBJIEHO.

Mpedunkc no Het
MeHsieT HacTpouikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
CuHoncuc (config-if)>  wps button «direction
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive MonyunTb HacTpoikm Wi-Fi ot Keenetic
Start.
Mpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 JobasneHa koMmaHgaa interface wps button.

3.27.157 interface wps peer

OnucaHue Hauatb npouecc WPS ncnonbsya PIN yaaneHHoro ysna. lMpouecc agnntca 2
MUHYTbI, U MEeHbLLIE, eC/IN COeAVHEHVEe YCTaHOB/IEHO.

Mpe¢ukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica WiFi
Cunoncuc (config-if)>  wps peer «direction> pin
AprymeHTbI AprymeHT 3HaueHue ‘OnwcaHme

direction send OTnpaBuTb HacTpoiiku Wi-Fi.

receive Mony4unTb HacTpoikm Wi-Fi oT Keenetic
Start.

pin CTpoka ‘PIN-KOA yAaneHHoro ysna.

Mpumep (config-if)> wps peer receive 99586683

Receiving WiFi configuration process started (peer PIN mode).

WcTopuns nsmeHeHnii |Bepcus

OnucaHune

2.04

Jlo6aBneHa komaHga interface wps peer.

3.27.158 interface wps self-pin

OnucaHwue HauaTb npouecc WPS ncnonb3ys PIN ycTpoiicTBa. [Mpouecc AnnTes 2 MUHYTHI,
NIV MeHbLLE, ec/IN CoeANHEHNE YCTaHOBJIEHO.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica WiFi
CuHoncuc (config-if)>  wps self-pin «direction
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive MonyunTb HacTpoikm Wi-Fi ot Keenetic
Start.
NMpumep (config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

JobaeneHa koMmaHga interface wps self-pin.
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3.28 ip arp

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3agaTb cTaTUYecKkoe cornoctasneHne mexay IP n MAC agpecamu 4519 XOCTOB,
He NoAAepPXMBAOLLNX AHaMUYeckuin ARP.

KomaHga c npedurkcom no yaanseT 3anuch 13 tabamusl ARP. ECnv BbINOAHUTL
KOMaHZy 6e3 aprymMeHTOoB, BeCb CNUCoK 3anucein ARP byaeT ounLLeH.

Ja
Ja
Aa
(config)> ip arp «ips> mac

(config)>noip arp[«ips]

AprymeHT 3HaueHue OnucaHwue

ip IP-agpec IP-agpec B Buje yeTbIpéx
AeCATUYHBIX Yncen, pa3fenéHHbIX
TOYKaMU, COOTBETCTBYHOLLNI
NloKasnbHOMY ajpecy.

mac MAC-agpec MAC-agpec B Buje LecTy rpymnn
LecTHagLaTepuyHbix u1op,
pa3jefieHHbIX 4BOETOUNAMMU.

(config)> ip arp 192.168.93.52 00:A0:CC:23:AF:4A
Network: :ArpTable: Static ARP entry saved.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga ip arp.

3.29 ip dhcp class

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Bxo>kaeHue B rpynny

JocTtyn K rpynne KOMaHA AN HacTporkn BeHAop-knacca DHCP (60 onuus).
Ecnn knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcs ero co3aathb.

KomaHga c npedunkcom no yganseT BoIbpaHHbIN Knacc.
Ja

Het

Ja

(config-dhcp-class)
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)>

ip dhcp class «class»

(config)> no ip dhcp class «class»

AprymeHT

3HauyeHve OnucaHue

class

Ctpoka HasBaHune BeHA0p-Knacca.

(config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus

OnucaHmne

2.00

Job6asneHa komaHgaa ip dhcp class.

3.29.1 ip dhcp class option

OnuncaHwne
Mpe¢ukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

YKa3aTb 3HaueHwve onuuu 60 Ana NpncBoeHUs BeHA0p-Kaacca.

KomaHza ¢ npedurKcom no yaansieT ykasaHHbIA knacc.

Ja
Ja
Aa

(config-dhcp-class)>

option <number; hex «data»

(config-dhcp-class)> no option <number>

AprymeHT 3HayeHue OnuncaHwue

number lenoe umncno |Homep onumn. Ceinyac MCNoNb3yeTcs TONbKO
3HaueHue 60.

data CTpoka 3HadeHue onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcusa

OnucaHune

2.00

JobasneHa komaHga ip dhcp class option.
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3.30 ip dhcp host

OnucaHwue HactpouTb cTaTuyeckyro npusasky IP-agpeca Kk MAC-agpecy xocta. Ecnm xoct
C YKa3aHHbIM IMEHeM He HalifjleH, KOMaHAa NbITaeTcs ero cos3atb. Ecnu
yKasaHHbI IP-agpec He BXOANT B A1ana3oH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HAaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga nossonget nomeHaTb MAC-agpec, ocTaBuB MpexHee 3HayueHne
IP-agpeca, n Hao6opoT — NoMeHATL [P-agpec, ocTaBMB NpeXxHee 3HaYeHne
MAC-agpeca.

KomaHaa ¢ npepurkcom no yaanseT XocT.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIli BBog, /[la

CuHoncuc (config)> ipdhcp host chosts[mac ][ ip]
(config)> no ip dhcp host <host»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
host CTpoka Mpown3Bo/ibHOE MMS XOCTa, UCMOJIb3yeTCs
ansa naeHtnoukaumm napsl MAC-IP B
HacTpoKax.
mac MAC-agpec |MAC-agpec xocTa Ans CTaTUYeckomn
npwueasku IP-agpeca. Ecnv He ykasaH,
3HayeHne bepeTca U3 NpeablayLuel
HaCTPOMKMN.
ip IP-agpec IP-agpec xocTta. ECv He yKa3aH, 3HadeHune
6epeTca U3 NpeablayLieit HacTPOrKN.
Mpumep (config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.
VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onucaHvie

2.00 Job6asneHa komaHaa ip dhcp host.

3.31 ip dhcp pool

OnucaHue JocTyn K rpynne komaHg ansa Hactpoiiku DHCP-nyna. Ecan nyn He HaingeH,
KOMaHga nbiTaeTcs ero co3gaTtsh. [ng nyna 3agaetca cnmcok DNS-cepsepos
(komaHaa dns-server), W03 N0 ymondaHuio (komaHaa default-router) n
BpeMms apeHabl (koMaHa lease), a Takke granasoH AnHamuyeckux IP-agpecos
(komaHga range).
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Mocne HacTPOIKM NyI0B HEOH6XOANMO BKIOUNTE CiTyX6y DHCP ¢ MOMOLLIbIO
KoMaHgbl service dhcp.

Mo>HO co34aTb He 6onbLue 32 nynoB. MakcMManbHasa ANVHA UMEeHU nyna
— 64 cumBona.

MpuMeyaHune: B TekyLlein BepcUn CUCTEMbI peann3oBaHa NoAdepXKKa He
6onee ogHOro Nyna Ha nHTepdeic. 1na KoppekTHON paboThbl
cepsepa DHCP TpebyeTcs, uTobbI AMana3oH IP-agpecos,
YyCTaHOBNEHHbI KOMaHAOoM range, NpuHaaiexan cety,
HacTpoeHHo Ha ogHoM 13 Ethernet-nHtepdeiicos
YCTPOICTBaA.

KomaHga c npedumkcom no yganset nyn.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIli BBog, /[la

BxoxxaeHue B rpynny (config-dhcp-pool)

CuHoncuc (config)>  ip dhcp pool <name>
(config)> no ip dhcp pool <name>
AprymeHTbl AprymeHT 3HaueHme |OnucaHue
name CTpoka Wmsa nyna DHCP.
NMpumep (config)> ip dhcp pool test_pool
pool "test pool" has been created.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga ip dhcp pool.

3.31.1 ip dhcp pool bind

OnucaHune MpwvBs3aTb Nyn K yKkazaHHOMY nHTepdericy.
Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

Tun nHTepdeiica Ethernet

CuHoncuc I (config-dhcp-pool)>  bind <interfaces
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AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-dhcp-pool)> no bind <interfaces

AprymeHT 3HaueHue |OnucaHue
interface nms MonHoe nma nHTepderica NN NCeBAOHUM.
MHTepdelica

(config-dhcp-pool)> bind FastEthernet0/Vlan2
pool "test pool" bound to interface FastEthernet@/Vlan2.

Bepcus OnucaHue

2.00 JobasneHa komaHga ip dhep pool bind.

3.31.2 ip dhcp pool class

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

JocTyn K rpynne KoMaHz4 A9 HacTpOMKn BeHAop-knacca DHCP BbIbpaHHOro
nyna agpecos. Ecnu knacc BeHAOPOB He HalAeH, KOMaHAa MblTaeTcs ero
co3AaThb.

[na KoppekTHOM paboThl MMSA Kacca AO/IKHO 6bITb TaKMM Xe, KaK U B
koMaHge ip dhcp class.

KomaHga ¢ npedpurkcom no yaanseT Bbl6paHHbI Knacc.
Ja

Ja

Aa

(config-dhcp-pool-class)

(config-dhcp-pool)>  class «class>

(config-dhcp-pool)> no class «class>

AprymeHT 3HauyeHue OnucaHwue

class CTtpoka Ha3BaHue BeHAOp-KNacca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus OnucaHve

2.00 JobasneHa komaHga ip dhcp pool class.
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3.31.2.1 ip dhcp pool class option

OnuncaHwne

Mpedunkc no
MeHsieT HaCTPOUKN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YcTaHOBWUTL A0OMNOJIHUTE/NIbHBIE onunmn anga DHCP knneHTa B c/lyyae
coBrajeHuns BeHAO0p-Kacca.

KomaHga ¢ npedpurKcom no yaansieT yKa3aHHYH OMnLuuio.

Ja

Ja

Aa

(config-dhcp-pool-class)>  option <cnumber> <type> «data»

(config-dhcp-pool-class)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number 6 Onuunsa 6, DNS-cepsep.
42 Onuwusa 42, NTP-cepsep.
43 Onuws 43, nogpobHas nHpopmaums o
npouvssoguTtene.
type ip Tun aprymeHTa data — IP-agpec. 3T0T TUN
He 1cnosb3yeTca 4na onunm 43.
hex Tnn aprymeHTa data — wectHaguarepnyHoe
yumncso.
data Ctpoka 3HayeHve onuun.

(config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.

Bepcus OnucaHve

2.00 Job6asneHa komaHaa ip dhcp pool class option.

3.31.3 ip dhcp pool debug

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

ﬂ,06aBI/ITb OoTnajgou4yHble COOb6LLEHNS B CUCTEMHBIV XypHarn. Mo YMONYaHUNKO
HaCTPOVIKa OTK/IKOYeHa.

KomaHga ¢ npednKcom no OTKAKOUYAET OTaLKY.
Ja
Ja

HeT
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CuvHoncuc

UcTopuns nameHeHuii

(config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

Bepcus OnucaHve

2.01 JobasneHa komaHga ip dhcp pool debug.

3.31.4 ip dhcp pool default-router

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.31.5ip dhcp

OnuncaHwne

Mpedukc no

MeHsieT HacTpoViKKn

HactpouTtb IP-agpec wnto3a no ymondaHuto. Ecnv He ykasaH, To byget
NCNONb30BaTbCSA afjpec, HaCTpPoeHHbI Ha Ethernet-nHtepdeiice,
orpeesieHHOM aBTOMaTUYeCKM A5 3aJaHHOro JManasoHa range.

KomaHga c npednkcom no oTMeHseT HaCTPOIKY.
Ja

[Ja

HeTt

(config-dhcp-pool)>  default-router <address

(config-dhcp-pool)> no default-router

AprymeHT 3HayeHne |OnucaHue

address IP-agpec Afpec wro3a rno yMmoayaHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

Bepcus OnucaHve
2.00 JobasneHa komaHaa ip dhcp pool default-router.

pool dns-server

HactpouTs IP-agpeca cepsepoB DNS (DHCP-onuus 6). Ecnn He ykasaH, 1o
byneT 1Ccnonb30oBaThCA agpec, HacTpoeHHbI Ha Ethernet-uHTtepdoderice,
onpegeseHHOM aBTOMaTUYeCcKn 419 3alaHHOro AnanasoHa range.

KomaHga ¢ npedprkcoM No OTMeHSAEeT HaCTPOIAKY.
Ja
Ja

MHorokpaTtHbiia BBog Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-dhcp-pool)>

dns-server (<addressl [ address2] | disable)

(config-dhcp-pool)> no dns-server

AprymeHT 3HauyeHue OnucaHwue

addressl IP-agpec Agpec nepsnyHoro DNS-cepBepa.
address2 IP-agpec Agapec sBTopryHoro DNS-cepsepa.
disable Knwyesoe cnoso |OTknounts DHCP onuwio 6.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcusa

OnucaHwune

2.00

Jlo6aBneHa komaHga ip dhcp pool dns-server.

2.1

JobasneH aprymeHT disable.

3.31.6 ip dhcp pool domain

OnucaHune

Mpejukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOA,

CunHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YKa3aTb JJOMEHHOE VMS, KOTOPOe KANEHT JO/MKEH UCMO/b30BaTh Npu
paspeLueHnn rmeH yepes DNS (option 15).

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.

Ja
Ja

Het

(config-dhcp-pool)>

(config-dhcp-pool)> no domain

domain «domain»

AprymeHT

3HaueHve

OnucaHue

domain

Crpoka

JlokanbHOEe JOMeHHOoe NMS.

(config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.

Bepcus

OnucaHue

2.05

[Jlo6aBneHa komaHga ip dhcp pool domain.
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3.31.7 ip dhcp pool enable
OonuncaHmne HauaTb ncnonb3oBathb Ny B cUCTEME.
KomaHaa ¢ npedurKcom no oTkNtoYaeT NCNOoNb30BaHMe nyna.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
MNpumep (config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa ip dhcp pool enable.

3.31.8 ip dhcp pool lease

OnucaHwue HactpouTts Bpems apeHabl IP-agpecos nyna DHCP.

KomaHga c npe$purkcoM no ycTaHaBNVBaET 3HaYeH Ve N0 YMONYaHUIo, paBHOe
86400 cekyHa,.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue (config-dhcp-pool)>  lease <lease
(config-dhcp-pool)> no lease
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
lease Uernoe uucno |Bpems apeHAbl B CEKyHAAX.
NMpumep (config-dhcp-pool)> lease 100500
pool "test pool" lease has been changed.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa ip dhcp pool lease.

Keenetic Start II — CnpaBOYHVK KOMaHA, 21 7



naBa 3 OnncaHme KoMaHp,

3.31.9 ip dhcp pool option

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3agaTb gononHuTenbHble napameTpbl ana DHCP-kaveHTa.
KomaHga ¢ npedurkcom no yaanseTt AONOJHUTENbHYO HAaCTPOWKY.
Ja

Ja

Aa

Ethernet

(config-dhcp-pool)>  option <numbers «<type> «data»

(config-dhcp-pool)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number 4 Onuwsa 4, cepsep BpeMeHMU.
6 Onumna 6, DNS-cepsep.
42 Onuwsa 42, NTP-cepBep.
44 Onuua 44, NetBIOS-cepBep.
26 Onuymsa 26, MTU.
121 Onuyuna 121, becknaccoBble cTaTnyeckue
MapLUpyThl.
249 Onuwsa 249, MS MapLupyThl.
type ip Tun aprymeHTa data — IP-agpec. 3T1oT T"nN
He 1Crosib3yeTcsa ANa onuun 26.
hex Tun aprymeHTa data — wectHaguaTepmyHoe
ymcno.
ascii Tun aprymeHTa data — umcno ASCIL
mtu Twnn aprymeHTta data — pasmep MTU.
data CTpoka 3HadeHue onuun.

(config-dhcp-pool)> option 4 hex 00010203
(config-dhcp-pool)> option 4 ascii test
(config-dhcp-pool)> option 6 8.8.8.8,8.8.4.4,192.168.1.1

(config-dhcp-pool)> no option 6 8.8.8.8,8.8.4.4,192.168.1.1

Bepcus OnucaHue

2.09 Job6asneHa komaHaa ip dhcp pool option.
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3.31.10 ip dhcp pool range

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HacTtpouTtb AnanasoH gHaMNYyeckmnx aapecos, BblgaBaemMblix DHCP-kineHTam
HekoTopol noaceTu. lnanasoH 3ajaeTcsa HayanbHbIM N KOHEYHbIM
IP-agpecom, 60 HavanbHLIM agpecomM 1 paamepoM. CeTeBoli MHTepdelic,
K KOTOpOMY 6yAyT NPUMeHeHbl HaCTPOIKK, BbIOMPaeTcs aBTOMaTUYECKN.
Ajpec BbI6paHHOro nHTepdeinca Ncnosib3yeTcs B KadecTse LLK03a No
ymonyaHuto 1 DNS-cepBepa, ecin He 3ajaHbl Apyrve agpeca KoMaHAgamMu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHaa ¢ npedurkcom no yaanseT gnanasoH.

Ja

Ja

Het

(config-dhcp-pool)>  range <begins (<end> | <size»)

(config-dhcp-pool)> no range

AprymeHT 3HayeHne |OnucaHve

begin IP-appec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size Lenoe 4ucno |Pa3mep nyna.

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga ip dhcp pool range.

3.31.11 ip dhcp pool update-dns

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Job6aenatb cTatuyeckme 3anmcm B DNS-npokcu npu Beigave DHCP-agpecos.
B kauecTBe MeHW ncnonbsyeTtca nms xocta s DHCP-3anpoca. Mo
YMOYaHUIO QYHKLMSA OTKIOYEHaA.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Ja
Aa

HeTt

I (config-dhcp-pool)>  update-dns
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Mpumep

WcTopusa nsmeHeHwnii

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga ip dhcp pool update-dns.

3.31.12 ip dhcp pool wpad

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

Hactpouts DHCP onuwuto 252 — npoTtokon WPAD. 1o ymMoi4aHuio onuus
OTKJIHOYEHaA.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
Ja

Ja

Het

(config-dhcp-pool)>  wpad wpad>

(config-dhcp-pool)> no wpad

AprymeHT 3HaueHue |OnucaHue

wpad CTpoka URL-agpec npokcu-cepeepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHve

2.05 [Jlo6aBneHa komaHga ip dhcp pool wpad.

3.32ip dhcp relay lan

OnucaHwne

YKkaszaTtb, Ha KakoM ceTeBoM MHTepdelice peTpaHcnaTop DHCP 6yaet
0obpabaTtbiBaTh 3aNpPOChl KAMEHTOB. MOXHO yKa3aTb HECKO/IbKO NHTepdencoB
«lan», ANa 3TOro HY>XHO BBECTU KOMaHAY HeCKo/IbKO pas, ykasaB Bce
HeobxoAnMble NHTepdelicbl M0 OAHOMY.

KomaHga ¢ npedurkcom no oTktouaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecam ncnonb3osate KOMaHAy 6€3 apryMeHTOB, peTpaHCIsaTop
DHCP byaeT oTKNO4EH Ha BCeX MHTepdelicax.

220

CnpaBoyHuK kKoMmaHa — Keenetic Start II




naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> ip dhcp relay lan <interface
(config)> no ip dhcp relay lan [ interface]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface Umsa MonHoe nmsa nnn NceBgoHNM NHTepdelica
MHTepgelica Ethernet, Ha KOTOpOM peTpaHcATOpP
DHCP 6ygeT npyHMMaTh 3anpocsk!
KNMEHTOB.
Npumep (config)> ip dhcp relay lan Home
added LAN interface Home.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.00 JobasneHa komaHgaa ip dhcp relay lan.

3.33 ip dhcp relay server

OnucaHue YkazaTb IP-agpec cepsepa DHCP, Ha KOTOpbI peTpaHciaTop byaeT
nepeHanpasaaTb 3aNpoCkl KIVEHTOB 13 IOKASIbHOWN CeTu.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config)> ip dhcp relay server <address
(config)> no ip dhcp relay server [ address ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec cepsepa DHCP.
Mpumep (config)> ip dhcp relay server 192.168.1.11

using DHCP server 192.168.1.11.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHza ip dhcp relay server.

3.34 ip dhcp relay wan

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

YKa3blBaeT, yepes Kakoi ceTeBol MHTepdeiic peTpaHcaaTop DHCP 6yaet
06paLLaThCa K BblLecTosweMmy cepsepy DHCP. B cncteme MOXeT 6bITb TONbKO
OAMNH NHTepdelic Takoro Tuna. ECv ToUHbIN agpec cepBepa He yKasaH (cMm.
ip dhcp relay server), 3anpockl 6yayT nepefaBaTbCs LUMPOKOBELLAaTeNbHO.
PekomeHayeTcs yKasblBaTb ajpec cepeepa.

KomaHga ¢ npedunKcom no yaanset HacTpOnKy.
Ja

Aa

Het

(config)> ip dhcp relay wan <interface»

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HayeHue |OnucaHue

interface ms MonHoe Nmsa nan NceBAOHUM NHTepdelica
uHTeppeiica |Ethernet, Ha koTopkI 6yayT
HaNpaBnATbLCSA 3anpockl OT
DHCP-knveHTOB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.

Bepcus OnucaHve

2.00 [JobasneHa komaHaa ip dhcp relay wan.

3.35 ip flow-cache timeout active

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

YCTaHOBUTb BpeMsi XpaHeHUst akTUBHbIX ceCccuii B Kelle. 1o ymonyaHuto
ncnonb3lyeTca 3HadveHWe 10.

KomaHga ¢ npedrKcom no BO3BpALLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja
Ja

HeT
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)>  ip flow-cache timeout active «timeout>

(config)> no ip flow-cache timeout active

AprymeHT 3HayeHne |OnucaHue

timeout lienoe uucno |3HaveHve TaiMayTa B MUHYTax. MoxeT
NPUHUMAaTb 3HaYeHVe B Anana3oHe oT 1
4o 30.

(config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip flow-cache timeout active.

3.36 ip flow-cache timeout inactive

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTb BpeMsi XpaHeHUs1 HeaKTUBHbIX CeCcCUiA B Kelle. [10 yMonYaHuto
ncnonb3lyeTca 3HadveHue 20.

KomaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUEHME MO YMONYAHUIO.,
Ja

Aa

Het

(config)> ip flow-cache timeout inactive <timeout>

(config)> no ip flow-cache timeout inactive

AprymeHT 3HaueHne |OnucaHue

timeout lenoe u4mucno |3HaueHVe TalimayTa B ceKyHAax. MoxeT
NPUHVMAaTL 3HaYeHVe B AnanasoHe oT 1
Z0 600.

(config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 Jo6aeneHa komaHga ip flow-cache timeout inactive.

3.37 ip flow-export destination

OnuncaHmne 3aAaTb NnapameTpbl konnekTopa NetFlow.
KomaHaa ¢ npedpurkcom no yaanseT napameTpsl.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

Cunoncnc (config)> ip flow-export destination address port»
(config)> no ip flow-export destination
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
address IP-anpec IP-agpec coopLumKa JaHHBIX.
port Lenoe 4ucno |Homep nopta UDP konnektopa. Moxert
npuHMMaTh 3HaueHusa 2055, 2056, 4432,
4739, 9025, 9026, 9995, 9996, 6343.
Mpumep (config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.
(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.1 Job6asneHa komaHgaa ip flow-export destination.
3.38 ip host
OnucaHue Jlo6aBuUTb JOMEHHOE nMA 1 agpec B Tabanuy DNS,
MNpejukc no Ja

MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

CuHoncuc I (config)>  ip host «domains «address»
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopuns nameHeHui

(config)> no ip host [ <domains <address> ]

AprymeHT 3HaueHue |OnucaHue
domain Crpoka JomMeHHOe nvs xocTa.
address IP-agpec IP-agpec xocTa.

(config)> ip host zydata.local 192.168.1.22
Dns: :Manager: Added static record for "zydata.local", address »
192.168.1.22.

(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.

Bepcus OnucaHve

2.00 [JobasneHa komaHza ip host.

3.39 ip hotspot

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

UcTopuns nsmeHeHnii

JocTtyn K rpynne KOMaHA AN HacTporkn YnpaeneHus JomaluHer CeTbho.
HeTt
HeTt
Het

(config-hotspot)

(config)> ip hotspot

Bepcus OnucaHve

2.06 JobasneHa komaHgaa ip hotspot.

3.39.1 ip hotspot auto-scan interface

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbliA BBOJ,

BkntounTe GOHOBOE CKaHMpPOBaHMe Ha 3ajaHHOM UHTepdelice. Mo
YMOJTYAHUNIO BK/THOYEHO.

KomaHga ¢ npedrKcoOM no OTK/OUaEeT HaCTPOIKY.
Ja
Ja
Aa

Keenetic Start II — CnpaBOYHVK KOMaHA, 225



naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

IP

(config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface;

AprymeHT 3HauyeHue OnucaHwue
interface Wms uHTepgesica|llonHoe nms nHTepderica nam
nceBAOHNM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is enabled.

(config-hotspot)> auto-scan no interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip hotspot auto-scan interface.

3.39.2 ip hotspot auto-scan interval

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

3ajaTb NHTepBaa NPOBEPKU XOCTOB, HAXOAALLMXCA OHNAMH.
KomaHgza ¢ npedprKcom no Bo3BpaLLaeT 3HAUYEHME MO YMOIYAHUIO,
Ja

Aa

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

IP

(config-hotspot)> auto-scan interval <intervals

(config-hotspot)> no auto-scan interval

AprymeHT 3HauyeHue OnucaHue

interval Lenoe 4ucro MHTepBan ckaHMpoBaHVA B
cekyHgaax. o ymonydaHuo
ncrnonb3yeTca 3HaueHume 30.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> auto-scan no interval
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naBa 3 OnncaHme KOMaHA,

Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.08 Job6asneHa komaHgaa ip hotspot auto-scan interval.

3.39.3 ip hotspot auto-scan passive

OnucaHue 3afaTb CKOPOCTb MAaCCMBHOIO CKAHNPOBAHMA B XOCTaX B CEKyHAY.
KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan passive <rate> hps

(config-hotspot)> no auto-scan passive

AprymeHTbl AprymeHT 3HaueHue OnucaHue

rate Lenoe uucro CKopoCTb NaccMBHOTO
cKaHmpoBsaHwus. 1o ymon4aHuio
1CNo/b3yeTcsa 3HaueHue 3.

Npumep (config-hotspot)> auto-scan passive 5 hps
Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.
(config-hotspot)> auto-scan no passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHaa ip hotspot auto-scan passive.

3.39.4 ip hotspot auto-scan timeout

OnucaHwne YcTaHoBUTb 0ddNaliHOBLIV TaliMayT AN XOCTOB. [Nocne ykazaHHOro BpeMeH
OTCYTCTBYIOLLY XOCT yAANAETCA U3 CrCKa 0BHapY>XeHHbIX XOCTOB XOT-CroTa.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUIo.
Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Het

IP

(config-hotspot)>  auto-scan timeout <timeout>

(config-hotspot)> no auto-scan timeout

AprymeHT 3HauyeHue OnucaHue

timeout Lenoe uucno OddnaiHoBbI TaMayT B
cekyHgaax. 1o ymonydaHuio
ncrnonb3yeTca 3HaueHume 35.

(config-hotspot)> auto-scan timeout 31

Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> auto-scan no timeout

Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHue

2.08 JobasneHa komaHaa ip hotspot auto-scan timeout.

3.39.5 ip hotspot default-policy

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

OnpegennTb NOANTUKY YNpasneHus [lomawHen CeTbio NS BCex
NHTepdercoB nam HasHaunTb Npodunb AocTyna B VIHTepHeT. MNoantunka
NPUMEHSETCS KO BCeEM HTepdeincam, He MMerLLMM CO6CTBEHHOrO NpaBuaa
4ocTyna, ip hotspot policy.

Monutnka no ymonyaHuto: permit.

KomaHga ¢ ﬂped)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHUne NoJINTUKU No
yMO/14aHuHO.

Ja
Ja
Ja
IP
I (config-hotspot)>  default-policy (<access» | policys)

I (config-hotspot)> no default-policy
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT |(3HayeHue OnucaHwue

access permit PaspewnTb goctyn K cet HTepHerT.
deny 3anpeTuTb JOCTynN K ceTu VIHTepHeT.

policy Mpogunb HasBaHune npoduns goctyna.
gocrtyna

(config-hotspot)> default-policy permit
FHotspot::Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot::Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot::Manager: Default policy "Policy0" applied.

(config-hotspot)> no default-policy
Hotspot: :Manager: Default policy cleared.

Bepcus OnucaHve
2.09 [Jlo6aBneHa komaHga ip hotspot default-policy.
212 Job6asneH aprymeHT policy.

3.39.6 ip hotspot host

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHT

HactpouTb npaBmia AocTyna nam 610KMPOBKN A onpeseNieHHbIX KTMEeHTOB
Ynpaenenus [lomawHen CeTbro. laHHbIE NMpaBuia MMeRT 60Jiee BbICOKUN
NPUOPUTET, YeM HACTPOIKa NOAUTUKM (CM. KoMaHAy ip hotspot policy).

KomaHga c npedunkcom no yganseTt HacTPOKy.
Aa
Ja
Ja
IP

(config-hotspot)>  host @ac» (<access» | schedule <schedules | policy
policys)

(config-hotspot)> no host wmac» (<access» | schedule | policy)

AprymeHT 3HauyeHue OnuncaHue

mac MAC-agpec MAC-agpec xocTa. XocT A0/1KeH 6bITb
3aperncTprpoBaH 3apaHee C NOMOLLbIO
komMmaHabl known host.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

access permit PaspewwnTb goctyn K ceT HTepHer.
deny 3anpeTuTb JOCTYyn K ceTu NIHTepHerT.
schedule Pacnucanne |HasBaHMe pacnmcaHums, CO34aHHOro npwu
nomMoLuwy rpynnel KomaHg schedule.
policy Mpogunb HasBaHune npodung goctyna.
fgocryna

(config)> known host MYTEST 54:e4:3a:8a:f3:a7
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot::Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy0
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHue
2.06 JobasneHa komaHgaa ip hotspot host.
2.12 Job6aBneHbl aprymeHTbl permit, deny, schedule, policy.

3.39.7 ip hotspot policy

OnuncaHwne

Mpejukc no

OnpeaenuTb NOANTUKY YNpaBneHus JomailHein CeTbto A5 BbIOpPaHHOTO
nHTepderica. NMoanTnka NpUMeHNETC KO BCeM XOCTaM, He MIMetoLLMM
cobcTBeHHOro npasuna goctyna ip hotspot host.

MonnTtmnka no ymonuaHuio: permit.

KoMaHAa ¢ npedrkcom no ycTaHaBAMBaET 3HaUeHMe NOANTUKNA Mo
YMOTYaHWIO.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP
Cunoncuc (config-hotspot)>  policy <interfaces (<accesss | policys)
(config-hotspot)> no policy <interface»
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interface nms MonHoe nmsa Ethernet nHTepderica nnm
nHTEeppesica |NCEBAOHVM.
access permit PaspewwnTb goctyn K ceT HTepHer.
deny 3anpeTuTb JOCTYyn K ceTu NIHTepHerT.
policy Mpo¢unb HasBaHune npoduns goctyna.
goctyna
Mpumep (config-hotspot)> policy Home permit

Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.06 [Jlo6aBneHa komaHga ip hotspot policy.
2.12 Job6asneH aprymeHT policy.

3.39.8 ip hotspot wake

OnucaHue OTtnpasutb Wake-on-LAN nakeT Ha private n protected nHtepdericbl xocTa.
MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica IP

CuHoncuc

I (config-hotspot)>  wake wmac>
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

WcTopus nsmeHeHwnii

AprymeHT 3HaueHue OnucaHwue

mac MAC-apgpec MAC-aapec xocTa.
Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip hotspot wake.

3.40 ip http lockout-policy

OnucaHwne

MNpejukc no

MeHsieT HaCTPOMKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

3aAaTb NapamMeTpbl OTCEXMBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeit HTTP gns ny6nnyHbiX nHTepdericos. Mo ymondaHuto GyHKLUNS
BK/IHOYEHa.

KomaHga ¢ npedurkcom no oTk/r04aeT obHapyxeHme nogbopa.
Ja

Ja

Hert

IP

(config)>  ip http lockout-policy <thresholds [«durations
[cobservation-window]]

(config)> no ip http lockout-policy

AprymeHT 3HauyeHue OnucaHue

threshold llenoe uucno Konnyectso HeygauHbIX MOMbITOK
BX0J4a B cucTeMy. [1o yMO/I4YaHWIO
YCTaHOB/IEHO 3HaueHue 5.

duration Lenoe uucrno MpogoknTenbHOCTL 3anpeTa
aBTopuM3aLnn ANA yKasaHHOro
IP-agpeca B MyHyTax. 1o
YMOJIHaHWIO YyCTaHOBNEHO
3HayeHwue 15.

observation-window |lenoe 4ucro MpofoMKNTENBHOCTE HABNAEHNS
3a NOA03pUTENbHON aKTUBHOCTLHO
B MUHYyTax. 1o ymon4yaHuto
YCTaHOB/IEHO 3HayeHve 3.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is reconfigured.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHza ip http lockout-policy.

3.41 ip http log access

OonucaHue BkOUNTb pexiM 0TNaAKM Ha Beb-cepBepe (Nginx). Mo ymon4aHuio GyHKLMS
OTK/ItOYeHa.

KomaHga ¢ npeprKcoOM No OTKAHOYAET OTAAA0UHBIA PEXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config)> ip http log access

I (config)> no ip http log access

Mpumep (config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 Job6asneHa komaHga ip http log access.

3.42 ip http log auth

OnucaHue Bk/1l0UNTBL NOrMpoBaHve NOMNbITOK HeYyAauHOW aBTopu3aumm B cucteme. Mo
YMONYaHUIO GYHKLNSA OTKIOUEHa.

KomaHga ¢ npedrkcom no oTKA0YaeT N0rMpoBaHue.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncunc I (config)>  ip http log auth
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I (config)> no ip http log auth

Mpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

2.08

JobasneHa komaHgaa ip http log auth.

3.43 ip http port

OnucaHune HasHauuTtb HTTP nopT anqa Be6-nHTepdelica Keenetic Start. Mo ymonvaHumio
ncnonb3yeTca nopt 80.

KomaHza c nped1Kcom no ycTaHaBAMBaeT MNOPT MO YMOAYaHUIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuvHoncuc (config)>

ip http port port»

(config)> no ip http port

AprymeHTbI AprymeHT 3HaueHue OnucaHue
port llenoe u4ucno HoBbih mopT HTTP.
Mpumep (config)> ip http port 8080

Http::Manager: Port changed to 8080.

WcTopuns nsmeHeHnit |Bepcua

OnucaHune

2.08

Job6asneHa koMmaHga ip http port.

3.44 ip http proxy

OnucaHue JocTtyn K rpynne KomaHa ans Hactpoikm HTTP npokcun. Ecam npokcn He
HalfeH, KOMaH/a MblTaeTcs ero co3gaTb.

KomaHza c npedurKcom no yaansieT npokcu.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-http-proxy)

Cutoncnc (config)>  ip http proxy name>
(config)> no ip http proxy name;
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
name Ctpoka Vmsa HTTP npokcw.
NMpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JlobasneHa komaHgaa ip http proxy.

3.44.1 ip http proxy allow

OnucaHwue YctaHoBUTb goctyn ana HTTP-npokcn. Mo ymonyaHuio, goctyn K HTTP-npokcn
3anpeLyeH.

KomaHaa ¢ npedpurkcom no 3anpeLiaet A40CTyn K MPOKCU.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-http-proxy)>  allow public
(config-http-proxy)> no allow
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
public Kniwyesoe Joctyn public gna HTTP-npokcwu.
cs1080
Mpumep (config-http-proxy)> allow public

Http::Manager: Proxy security level is set to "public".
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.08

JlobasneHa komaHga ip http proxy allow.

3.44.2 ip http proxy auth

OnucaHwne

OTK/THOYEeH.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

I(config-http—proxy)> auth

I (config-http-proxy)> no auth

Mpumep

(config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth

Bkntoumntb aBTopmsauymto ana HTTP-npokcu. Mo ymonyaHuio napameTp

KomaHga ¢ npedunkcom no oTkaroHaeT aBTopmsaumio ans HTTP-npokcu.

Http::Manager: Proxy password auth is disabled.

UcTopuns nameHeHuii

Bepcusa

OnucaHwune

2.10

Jlo6aBneHa komaHga ip http proxy auth.

3.44.3 ip http proxy domain

OnucaHune YcTaHOBWUTL flOMeHHOe M4, onpejensatoee FQDN BUPTyanbHOro XocTa.

KomaHga c npedunkcom no yganseTt HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

CnHoncuc (config-http-proxy)>  domain static «domain»
(config-http-proxy)> no domain
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
domain Ctpoka JomeHHoe nm4.

236

CnpaBoyHuK kKoMmaHa — Keenetic Start II




naBa 3 OnncaHme KOMaHA,

Mpumep (config-http-proxy)> domain static example.net
Http::Manager: Configured base domain for proxy: TEST.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 Job6asneHa komaHaa ip http proxy domain.

3.44.4 ip http proxy domain ndns

OnucaHue VMcnonb3oBatb jomMeHHOoe 1Ms, nosyyeHHoe oT cepsuca NDNS. Ecnun gaHHas
onuusa BKAKOYEHa, HacTpolika ip http proxy domain ctupaetcs.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config-http-proxy)> domain ndns

I (config-http-proxy)> no domain ndns
Npumep (config-http-proxy)> domain ndns

Http::Manager: Configured ndns domain for proxy: TEST.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.08 JobasneHa komaHgaa ip http proxy domain ndns.

3.44.5 ip http proxy preserve-host

OonucaHune YCTaHOBUTb NapamMeTp 4151 COXPaHeHNsi NCXOAHOr0 3aro/ioBka npu
MPOKCUPOBaAHUN.

KomaHAa ¢ npepurKCcom no oTKNHOYaeT HaCTPOUKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue I (config-http-proxy)> preserve-host
I (config-http-proxy)> no preserve-host
Npumep (config-http-proxy)> preserve-host

Http::Manager: Proxy HTTP Host header preservation is enabled.
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(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.13

JobasneHa komaHgaa ip http proxy preserve-host.

3.44.6 ip http proxy upstream

OnucaHue YcraHoBUTL agpec HTTP-cepBepa, Ha KOTopbI ByayT nepeHanpaBATbLCA

3anpochl.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-http-proxy)>  upstream http «address-types [ports]
(config-http-proxy)> no upstream
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address-type mac Agpec HTTP-cepBepa aBnaeTca
MAC-agpecom.
ip Agpec HTTP-cepBepa — IP-agpec.
fqdn Appec HTTP-cepBepa — nosiHoe JOMeHHoe
NMs.
port lYenoe uyucso |Homep nopra.
NMpumep (config-http-proxy)> upstream http 192.168.1.1 8080

Http::Manager: Proxy "TEST" upstream was set.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.08

JlobaBneHa komaHAa ip http proxy upstream.

3.45 ip http security-level

OnucaHue YCTaHOBUTL ypoBeHb 6e3onacHocT HTTP, o ymMon4aHuio yCTaHOB/IEHO
3HayeHue private.

MNpedukc no Het

MeHsieT HacTpoiikn  [la
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

Cunoncuc (config)> ip http security-level (public | private | protected)

AprymeHTbI AprymeHT 3HauyeHue OnucaHue
public Kmwyesoe cnoso|[Joctyn K HTTP cepBepy paspeLueH
ans public, private n protected
nHTepdelicos.
private Kmiwyesoe cnoso|foctyn K HTTP cepBepy pa3peLueH
Aans private nHTepdeincos.
protected Knouesoe cnoso|loctyn K HTTP cepBepy pa3peLueH
Ans private n protected
nHTepdericos.
Npumep (config)> ip http security-level protected

Http::Manager: Security level changed to protected.

VICTOleﬂ V|3Me|'|e|'||/||7| Bepcwﬂ OonvcaHuie

2.08 Job6asneHa komaHgaa ip http security-level.

3.46 ip http ssl acme get

OnucaHwue Co3patb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHu
(no ymonyaHuto, KeenDNS). [lna Hero AosXeH bblTb NpefocTaBAeH AOCTYN
13 NHTepHeTa.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> ip http ssl acme get [ <domains ]
AprymeHTbI Argument 3HaueHne |OnucaHue

domain Ctpoka JomeHHoe nms KeenDNS.
Mpumep (config)> ip http ssl acme get mytest.keenetic.pro

Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa ip http ssl acme get.

3.47 ip http ssl acme revoke

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

OTMeHUTb 1 yaanuTb SSL-cepTndmkat Ana ykasaHHOro AOMeHHOro UMeHn
(KeenDNS, no ymon4aHwuio).

Het
Het

HeTt

(config)> ip http ssl acme revoke <domain

AprymeHT 3HayeHne |OnucaHue

domain Crpoka JdomeHHoe nvs KeenDNS.

(config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.

Bepcus OnucaHue

2.1 JobasneHa komaHAa ip http ssl acme revoke.

3.48 ip http ssl acme list

OnucaHwue

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

MokasaTb cnncok becnnaTHbIx cepTudukaTos Let s Encrypt B cucteme.
Hert
Hert

Het

I(config)> ip http ssl acme list

(config)> ip http ssl acme list
certificate:
domain: cc6b5a71a7644903b51a5454 . keenetic.io
should-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z
expiration-time: 2018-09-17T09:16:30.000Z
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certificate:
domain: mytest.keenetic.pro
should-be-renewed: no
is-expired: no
issue-time: 2018-06-28T16:36:56.000Z
expiration-time: 2018-09-25T16:36:56.000Z

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.1 Job6asneHa komaHga ip http ssl acme list.

3.49 ip http ssl enable

OnucaHue Bkarountb SSL Ha HTTP cepsepe. Mo ymonyaHuto, SSL oTktoUeH.
KomaHga ¢ npedurkcom no oTkarouaet SSL.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

Tun nHtepdeiica IP

CnHoncuc I (config)> ip http ssl enable

I (config)> no ip http ssl enable

Mpumep (config)> ip http ssl enable
Http::SslServer: SSL server was enabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.07 JobasneHa komaHgaa ip http ssl enable.

3.50 ip http ssl redirect

OnucaHune BrnounTb aBTOMaTUUeCKOE NepeHanpaBneHmne Ha JOMeHax ¢ cepTudrKaTom
SSL. No ymonyaHuio nepeHanpas/ieHVie BKIFOYEHO.

KomaHga ¢ npednkcom no oTKIOYaeT rnepeHarpasneHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

(config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

Bepcus OnucaHve

2.1 JobasneHa komaHgaa ip http ssl redirect.

3.51 ip name-server

OnucaHune

Mpe¢ukc no

MeHsieT HacCTpouiKKn

HactpouTtsk IP-agpeca cepeepoB DNS. CoxpaHeHHble TakiiM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTUYECKUMMU, B MPOTUBOMOJIOXKHOCTb JUHAMUYECKUM —
3aperncTpmpoBaHHbIM ciyxbamu PPP nnn DHCP.

AKTUBHbBIMW, TO €CTb NCMO/b3yeMbIMU B JaHHbIA MOMEHT agpecamMu, ABASI0TCA
Te, KOTopble 6bINY 3aperncTpmMpoBaHbl NO3Xe 0CTaibHbIX. OBbIYHO cucTeMa
ncnonb3yeT ajgpeca, NojiyyeHHble HeECKO/IbKUMW MocaeAHUMU ycneLHo
NOAKNHUMNBLLUNMUCS cyX6amu PPP nnn DHCP. ECAX HX OfHa U3 CyX6 He
perncTpupyet agpeca DNS akTUBHbIMW ByAyT cTaTUYeckme HacTPOMKN.
OaHako, ecnv nocsie perncTpaumm JUHaMmm4eckmnx afpecos rnoJib3oBartesnem
6111 U3MEHeHbI CTaTUYecKne HaCTPOMKIN, OHM CTAHOBATCSA akTUBHbLIMU, MOKa
He ByayT 3aperncTpmpoBaHbl HOBblE VHAMUYeCKMe ajpeca.

ip hame-server MOXHO BBOAMTb MHOTOKPaTHO, ecn TpebyeTcs HacTpouTb
Heckosibko agpecoB DNS-cepsepoB. Kpome Toro, Kaxaomy BBeieHHOMY
aZipecy MOXHO COMOCTaBUTb OHO NN HECKO/IBKO JJOMEHHbLIX UMEH A5
paboTbl co cneyndryeckMmn 30HaMK, HanprMep, N0KabHBIMU UMEHaM B
KOpnopaTuBHOM ceTu.

KomaHza c npedurKcom no yaansieT ykasaHHbli agpec cepsepa DNS 13
CTaTMYEeCKOro 1 akTUBHOIO CNCKa, eC/IV KOMaHAA AaeTcs C apryMeHTamu,
NMB0 OUMLLLAET CMMCOK CTaTUYECKMX afpecoB, e/l KOMaHAa JaeTcs 6e3
aprymMeHTOB.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CviHoncmc

(config)> dipname-server<address>[: port>][«domains[on<interface

11

(config)> no ip name-server [ <addresss [ : <port>]][ «domain [ on
<dnterfaces]]
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AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.52 ip nat

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

AprymeHT 3HayeHue |OnucaHue

address IP-agpec Afpec cepBepa NMeH.

port Lenoe 4ucno |lopT cepBepa VIMeH.
domain Crpoka JlomeH, ans KoToporo byaet

rcnonb3osBaTbca cepsep. DNS-npokcy npw
paspeLleHnn MeHN B MepByto oyepelb
BblOVpaeT agpec cepsepa € Hanbonee
6/IM3KMM K 3anpocy AoMeHOoM. Ecav gomeH
He yKasblBaTb, cepBep byaeT
1CMob30BaTLCA A7 BCEX 3aMpoCoB.
BblpaxeHune "" 1cnonb3yeTcd Kak JoMeH

no ymosi4yaHuio.

interface msa Nms nHTepdelica ans HacTpOMKU.
MHTeppelica
(config)> ip name-server 8.8.8.8 "" on ISP

Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

Bepcus OnucaHue
2.00 Job6aBneHa koMaHAa ip name-server.
2.14 Jlo6aBneH aprymeHT port.

BKAHOUNTL TPAHCAALMIO «/I0KaNbHbIX» aApecoB ceTu network nan cetn 3a
nHTepdericom interface. Hanpumep, komaHga ip nat Home o3HauaerT, uTto
415 BCeX MaKeToB 13 ceTu Home, MPOXOAALLMX Yepe3 MapLupyTusaTop, byaet
BbIMOJ/IHEHA MOAMEeHa ajpecoB MCTOYHMKA.

Ja
Aa
Ja
IP
(config)> ipnat (<interfaces | <address> imask>)

(config)> no ip nat (<interfaces | <address> imask>)

AprymeHT 3HayeHne |OnucaHue

interface nms NmMs nHTepdeiica ncTtouHmnKa (MonHoe nms
uHTeppeiica |VHTepderica Nnn NCeBAOHNM).
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Mpumep

UcTopuns nameHeHui

AprymeHT 3HayeHue |OnucaHue

address IP-agpec BmecTe ¢ mackon mask 3agaeT gmnanasoH
IP-appecoB ncToUHMKA, NOANeXaLUX
TpaHCaUnn.

mask IP-macka Macka gmanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOAA MaCKU: B KAHOHNYECKOM
BuAe (Hanpumep, 255.255.255.0) B
BUAe 6UTOBOV ANMHBI NpedurKca
(Hanpumep, /24).

(config)> ip nat PPTPO

NAT rule added.

Bepcusa

OnucaHune

2.00

[JobaeneHa KkomaHaa ip nat.

3.53 ip nat sstp

BkntoumnTb TpaHCAaLUIo agpecoB AN KaneHTos SSTP.

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurKcom no yaansiet npasuso.

Ja
Ja
Het

IP

I(conﬁgp> ip nat sstp

I(conﬂgﬁ>noipnatsstp

(config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.

Bepcus

OnucaHune

2.04

JlobaBneHa koMaHAa ip nat sstp.
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3.54 ip nat udp-port-preserve

OnucaHwue 3ameHATb UDP-nopT nctouHmnka npy npoxoxaeHunu NAT Ha NpoV3BObHbIN,
OT/INYHBIN OT UCXOAHOrO. 10 YMOIYaHMIO 3TOT NapameTp OTK/IIOYeH.

KomaHga ¢ npednkcom no oTkAroYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

Cutoncnc I (config)> ip nat udp-port-preserve

I (config)> no ip nat udp-port-preserve

NMpumep (config)> ip nat udp-port-preserve
Network::Nat: UDP port preserve enabled.

(config)> no ip nat udp-port-preserve
Network::Nat: UDP port preserve disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHga ip nat udp-port-preserve.

3.55 ip nat vpn

OnucaHue Bxknountb TpaHcnaymio agpecos and VPN-KIMEHTOB.
KomaHga ¢ npedurkcom no yaansieT npasuio.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncnc I (config)>  ip nat vpn

I (config)> no ip nat vpn

Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.
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(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHgaa ip nat vpn.

3.56 ip policy

OnucaHue JocTyn K rpynne KomaHa Ans HacTporiky npoduna goctyna B VIHTepHeT —
npasuna Bblbopa MapLUpyTa MO YMOAYAHWNIO AN XOCTOB 1 CErMEeHTOB
AoMaluHel cetu. Ecnv npodunb gocTyna He HalijeH, KOMaHAa NbiTaeTcs ero
co3gatb. MOXHO co3gaTb He 6onee 16 npodunei.

KomaHga c npedurkcomM no yaanseT ykasaHHbIA Npoduab ocTyna 13 cnmcka.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-policy)

Cunoncnc (config)>  ip policy name>
(config)> no ip policy name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Wms npoguns |HassaHume npodwuns goctyna. JlonyckaeTcs
MCMNOAb30BaHVe CMBOJIOB IATUHCKOIO
andasuTta, undp, nogyepkmneaHma u geduca.
He 6onee 32 cumBO/IOB.
Mpumep (config)> ip policy Policy0
Network: :PolicyTable: Created policy "Policy0@".
(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0@".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.12 [Jlo6baBneHa komaHgaa ip policy.

3.56.1 ip policy description

OonucaHune Ha3HaunTb NPOM3BO/IbHOE ONKcaHne NPodUIto A0CTyNa B VIHTEpHeT.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomaHga ¢ npepurkcom no CTMpaeT onvcaHue.
Ja

Aa

HeTt

IP

(config-policy)>  description «descriptiom

(config-policy)> no description

AprymeHT 3HayeHne |OnucaHue

description CTpoka Mpon3BonbLHOe onucaHme Npodus
JocTyna. Jlonyckaetca ncnosib3oBaHue
CUMBOJIOB JIATUHCKOro andasunTa, Lndp,
nogyepkmaHus n geduca. He 6onee 256
CIMBOJIOB.

(config-policy)> description PolicyOne
Network: :PolicyTable: "Policy0": updated description.

(config-policy)> no description
Network: :PolicyTable: "Policy0": updated description.

Bepcus OnucaHve

2.12 JobasneHa komaHgaa ip policy description.

3.56.2 ip policy multipath

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Brntountb GyHKLNIO O4HOBPEMEHHOrO Mcnosib3oBaHUa WAN-noakatoueHnin
B pexunme 6anaHCUPOBKU.

KomaHga ¢ npedurkcom no oTkaro4aeT GyHKLMIO.
Ja

Ja

Het

IP

I(config-policy)> multipath

I (config-policy)> no multipath
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Mpumep

UcTopuns nameHeHuii

(config-policy)> multipath
Network: :PolicyTable: "Policy0": enable multipath.

(config-policy)> no multipath
Network: :PolicyTable: "Policy0": disable multipath.

Bepcus OnucaHve

2.14 [JobaeneHa komaHzaa ip policy multipath.

3.56.3 ip policy permit

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

Pa3peLuunTb Mcnonb3oBaHWe Npoduasa AocTyna Ans rnobanbHoro nHTepdeiica.
Ecnv ognH npodunb AocTyna paspeLueH Anst HECKONbKMX MHTepdelicoB,
MOXHO yKa3aTb MPUOPUTET AN KAXKAOr0 U3 HUNX.

KomaHga c npedurkcom no 3anpeLLaeT NCnosb3oBaHMe Npoduas JocTyna
415 yKasaHHoro nHtepderica. Ecnm BBeCTn KOMaHAy 6e3 aprymeHToB,
npodunb foctyna byaeT 3anpeLLeH A5 Bcex MHTepdelicoB.

Ja
Aa
Ja
IP
(config-policy)>  permit global <interfaces [ order orders]

(config-policy)> no permit [ global <interface ]

AprymeHT |3HauyeHue OnucaHue

interface |Wmsa uHTepgeiica|llonHoe nms HTepderica Nan NCeBAOHMM.

order Lenoe uucno MpuopuTeT rnobanbHoro nHTepdelrica, ans
KOTOpOro paspetueH npodusb AocTyna.

MoxeT NprHUMaTb 3Ha4eHns oT 1 [0 65534,
HO He 60Jiee, YeM KOIMYECTBO r106abHbIX

nHTepdelicos.

(config-policy)> permit global L2TPO order 0
Network: :PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy0": set no permission to use L2TPO.

Bepcus OnucaHve

2.12 JobasneHa KomaHaa ip policy permit.
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3.56.4 ip policy permit auto

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

ABTOMAaTMYECKM pa3peLlaTb HOBbIE MOAKIYEHWS ANl Npoduns JocTyna.
Mo ymonuaHuo GyHKUMUS OTK/IOYEHA.

KomaHga ¢ npedurkcom no yaansiet aBToMaTnyeckoe paspeLleHue.
Ja

Ja

Het

IP

I(config-policy)> permit auto

I (config-policy)> no permit auto

(config-policy)> permit auto
Network::PolicyTable: "Policy0": set auto permission.

(config-policy)> no permit auto
Network::PolicyTable: "Policy0": set auto permission.

Bepcus OnucaHve

2.12 Jlo6aBneHa komaHga ip policy permit auto.

3.57 ip route

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKMK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

[lo6aBuTb B TabAMLy MapLUPYyTU3aLMN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajlaeT NpaBuo nepegaun IP-nakeToB Yepes onpeaeneHHbIl L3 Uan
ceTeBON UHTepdeiic.

B KauecTBe ceTn Ha3HavyeHMA MOXHO yKasaTb Katoyesoe 1080 default. B
3TOM C/lyyae byZeT co34aH MapLUpyT Mo YMOAYaHUIO.

KomaHga ¢ npedurkcom no yaansieT MapLIpyT C yka3aHHbIMWU NapaMeTpamu.
Aa
Ja
Ja
IP

(config)>  ip route ( «networks <mask> | <host> | default) («gateway> [
interface] | <interface» ) [auto] [metric]
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(config)> no ip route ( <network> amask> | <host> | default) [ «gateway: |
<dnterfaces][metric]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
network IP-agpec IP-agpec cetT Ha3zHaveHwWs.
mask IP-Macka Macka ceTn HasHayeHu4. ECcTb ABa

cnocoba BBOJA MackU: B KAHOHNYECKOM
BUAe (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANNHBI NpedurKca
(Hanpumep, /24).

host IP-agpec IP-agpec y3na HasHayeHVs.

default Kmouesoe Vicnonb3yeTcs Ans 3aj,aHuns MapLUpyToB
CJ/1I0BO no ymosidyaHuio.

interface msa MonHoe nmsa nHTepdernca nam NCeBLOHNM.

uHTepdesica |YKa3blBaeTCA B Ka4ecTBe Hanpas/ieHs
nepesayu NakeToB, eCn K UHTepdency
noAKtYeH KaHan Touka-Touka, He
TpebyoLnii 40NONHUTENbHOM agpecauynmn
BHYTPW KaHana.

Ecnv Ha nHTepodeiice yctaHoBneH
npuopwuTteT interface ip global, mapwpyT
fobaBnseTcs B CUCTEMHYHO TabnmLy
TO/IbKO B TOM C/lyYae, eCn He cyLlecTeyeT
APYroro MapLupyTa C TeM Xe agpecomM
Ha3Ha4YeHVs 1 661bLUVIM NPUOPUTETOM.

gateway IP-agpec IP-agpec mapLpyTmsatopa B
HenocpeACTBEHHO NOAKNHOYEHHOM CeTU.
MoxeT 6bITb 3a/laH BMeCTe C UMeHeM
nHTepderica, ecnn TpebyeTcs ykasaTb
npuopwuTteT interface ip global. Echu
MHTepderic He yKka3aH, OH onpejenseTrcs
CUCTEeMOW aBTOMATUYeCKN N3 TeKYLLNX
HacTpoek IP.

auto Knwyesoe MNo3BonseT NPUMEeHNTL MapLLpPyT Toraa,
c/0BO KOrAa CTaHeT JOCTYrMeH YKa3aHHbIN B HeM
LLTHO3.
metric Lenoe umucno |MeTpuka mapLupyTa. B TekyLiei

peanusaunm UrHopupyeTcs.

Mpumep (config)> ip route default Home
static route added.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.00 [JobaBneHa koMmaHza ip route.
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3.58 ip search-domain

OnucaHune YKa3aTb fJOMeH rnoncka Aas paspeLleHnss HenosHbIX IMEH XOCTOB.
KomaHga ¢ npednkcom no yganser HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc (config)> ip search-domain «domain>
(config)> no ip search-domain
AprymeHTbI AprymeHT 3HaueHune OnucaHue
domain CTtpoka JomeHHoe nwvs.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.00 [JobaeneHa komaHaa ip search-domain.

3.59 ip sip alg direct-media

OnucaHwue 3ameHuTb IP-agpec B none Owner npotokona SDP. 3Ta dyHKUMA ncnonb3yeTcs

YTObbI HE HAaCTpPanBaTh OTAE/bHbLIM Npobpoc nopToB Ans VoIP-Tpaduka. Mo
YMONYaHMIO HaCcTPOIKa OTK/IOHeHa.

KomaHaa ¢ npepurKcom no oTKN0OUYaeT HaCTPONKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc I(config)> ip sip alg direct-media
I(config)> noip sip alg direct-media
Mpumep (config)> ip sip alg direct-media

Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 [JobaeneHa komaHaa ip sip alg direct-media.

3.60 ip sip alg port

OnucaHune Yka3aTb HoMep nopTa A5 SIP coobLeHniA, OTANYHBIN OT CTaHAapTHoro. Mo
YMOJIYaHUIO NCNOo/Ib3yeTcss HoMep nopTa 5060.

KomaHaa ¢ npedunKcom no ycTaHaBAMBaET MOPT MO YMOUYAHWIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

Cunoncnc (config)> ip sip alg port «port>
(config)> no ip sip alg port
AprymeHTbI AprymeHT 3HaueHue OnucaHue
port Lenoe 4ucro Homep nopra.
Npumep (config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.
(config)> no ip sip alg port
Sip::Alg: Port reset to default.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.12 [Jlo6baBneHa komaHga ip sip alg port.
3.61 ip ssh
OnucaHune JocTtyn K rpynne KomaHa Ansa ynpaeneHus SSH-cepeepom.
Mpedukc no Het

MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het
BxoxxgeHue B rpynny (config-ssh)

CuHoncuc I (config)>  ip ssh
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.12

[JobasneHa komaHza ip ssh.

3.61.1 ip ssh keygen

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

O6HoBNEHME K/TH04a 3aaHHOro TUMa.

Tun nHtepdeiica IP
Cunoncnc (config-ssh)>  keygen keygen>
AprymeHTbl AprymeHT 3HaueHue OnucaHue
keygen default ABTOMaTMUecCKas reHepauuns HOBOro
OTKpbITOro Kitoua RSA2048 +
ECDSA-NISTP521.
rsa-1024 ABTOMaTMUeCKas reHepaums HOBOro
OTKpbITOro knto4va RSA gnaviHon 1024
6uT.
rsa-2048 ABTOMaTMYeCKasa reHepaLa HOBOro
OTKpbITOro knto4a RSA gnnHoin 2048
6uT.
rsa-4096 ABTOMaTMYeCKas reHepaLa HoBOro
OTKpbITOro knto4a RSA gnnHoin 4096
6uT.
ecdsa-nistp256 |ABTOMaTU4YecKas reHepaums HOBOro
OTKpbITOro kntova ECDSA gnaviHon 256
6uT.
ecdsa-nistp384 |ABTOMaTU4YecKas reHepaLys HOBOro
OTKpbITOro knto4va ECDSA annHoi 384
6uT.
ecdsa-nistp521 |ABTOMaTU4YecKas reHepaumsa HOBOro
OoTKpbITOro knto4va ECDSA gnvHoin 521
6uT.
Mpumep (config-ssh)> keygen default

Ssh::Manager: Key generation is in progress...

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

2.12

Job6asneHa komaHga ip ssh keygen.
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3.61.2 ip ssh lockout-policy

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3aAaTb NapameTpbl OTCNEXMBAHWSA NOMbITOK BTOPXEHUS NyTéM nepebopa
naponeii SSH ans nybnuyHeix nHTepdeincos. Mo ymonvaHmo ¢yHKLmMA
BK/tOYEHA.

KomaHga ¢ npedurkcom no oTk/touaeT obHapyxeHmne nogbopa.
Ja

Ja

Het

IP

(config)>  ip ssh lockout-policy <threshold: [«durations
[cobservation-windows]]

(config)> no ip ssh lockout-policy

AprymeHT 3HauyeHue OnuncaHwue

threshold Llenoe uucno Kosinyectso HeyfauHbIX MNOMbITOK
BXOZa B cuctemy. [1o ymonuaHuo
yCTaHOBJIEHO 3HaveHune 5.

duration Uesoe yucno Mpofo/mKNTeNbLHOCTL 3anpeTa
aBTopmM3auumn AN yKasaHHoOro
IP-agpeca B mnHyTax. Mo
YMOJTYaHWIO YCTAaHOB/IEHO 3HaYeHune
15.

observation-window|lenoe 4ucno MpoAoMKNTENbHOCTL HabnAeHNS
3a NOAO3PUTENLHON aKTUBHOCTbLIO
B MUHYyTax. 1o yMOn4aHuo
YCTaHOBJ/IEHO 3HayeHune 3.

(config-ssh)> lockout-policy 10 30 2
Ssh::Manager: Bruteforce detection is reconfigured.

Bepcus OnucaHue

2.12 JobasneHa komaHaa ip ssh lockout-policy.

3.61.3 ip ssh port

OnuncaHune

Ha3HauuTb nopT ana SSH-coegriHeHMSA. 10 yMOTYaHUIO UCNOJIb3YeTCc HOMep
nopra 22.

KomaHza c npedurKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no
YMONIYaHUIO.

254

CnpaBoyHuK kKoMmaHa — Keenetic Start II



naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-ssh)>  port <number;
(config-ssh)> no port
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
number Uenoe uucso |Homep nopta. MoxeT NnpuHMUMaTh
3HauyeHus B npegenax ot 1 go 65535
BK/IHOUNTE/ILHO.
Mpumep (config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.
VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.12 JobasneHa koMmaHgaa ip ssh port.

3.61.4 ip ssh security-level

OnucaHue YcTaHoBUTL ypoBeHb 6e3onacHocTy SSH. Mo ymon4aHmio yctaHoBAEHO
3HayeHue private.

MNpe¢ukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-ssh)>  security-level (public | private | protected)

AprymeHTbI AprymeHT 3HaueHue OnucaHue

public Kriwyesoe cnoso|locTyn K SSH-cepBepy paspeLueH
ans public, private u protected
nHTepdelicos.

private Knwuyesoe cnoso|floctyn K SSH-cepBepy pa3peLueH
Ans private nHTepdeincos.

protected Kmwyesoe cnoso|focTyn kK SSH-cepBepy pa3peLueH
4ns private n protected
nHTepdericos.
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Mpumep (config-ssh)> security-level protected
Ssh::Manager: Security level changed to protected.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 Job6asneHa komaHgaa ip ssh security-level.

3.62 ip static

OnucaHue Co3gaTtb NpaBuIo TpaHCNALUUN NoKanbHbIX IP-agpecoB B rnobanbHble namn
HaoboporT. Ecnn interface nnv network cooTBeTcTBYyeT NHTepdelicy ¢

ypoBHem 6e3onacHocTy public, To ByAeT BbIMOAHATLCA TPAHCAALUMSA agpeca
Ha3Ha4veHus (DNAT). Ecnv to-address cooTBeTCTBYyeT MHTepdelicy C ypoBHEM
6e3omnacHocTy public, To 6ygeT BbINOAHATLCA TPAHCAALMSA agpeca MCTOYHMKA
(SNAT). Homep nopTa TCP/UDP Bceraa paccmaTpmBaeTcs Kak nopT
Ha3HayeHwus.

Echum network cooTBeTCTBYeT O4HOMY ajipecy, 1 3TOT ajpec paBeH to-address,

TO Takoe NpaBuIo byzeT 3anpeLlaTe TPAHCIALMIO YKa3aHHOTo ajpeca,
KoTopasi Morna 6bl 6bITb BbINOMHEHA MCXOAS U3 3aAdHHbIX NpaBun ip nat.

Mpasuna ip static nmetoT 6051€e BLICOKUIA MPUOPUTET MO CPAaBHEHMIO C
npaswnamu ip nat.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

CuHoncuc (config)> ip static protocols> (<«interfaces | («address» nask>))
(¢«port> through «end-ports (<to-addresss | <to-hosts) |
[port] (<to-address» | <to-hosty) [to-port] |

<to-addresss | <to-hosts | <to-interface»)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(¢«port> through «end-ports (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |
<to-address | <to-host> | <to-interfaces)

AprymeHTbI AprymeHT 3HaueHue ‘Onwcal-wle
protocol tcp MpoTokon TCP.
udp MpoTokon UDP.
interface msa Vmsa BxogHoro nHtepderica (moaHoe nms
uHTeppeiica |VHTepderica Nnmn NCeBAOHNM).
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AprymeHT 3HayeHue |OnucaHue

comment Ctpoka 3ameTKM noJjib3oBaTensd ¢ CMMBOJIOM !
nepej HUMU.

address IP-agpec BmecTe ¢ Mackoln mask 3agaeT AnanasoH
IP-agpecoB Ha3HaueHKA, NoAnexalumx
TpaHcasauun.

mask IP-macka Macka gmanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOJA MacKU: B KAHOHNYECKOM
BuAe (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANNHBLI NpedurKca
(Hanpumep, /24).

port Lenoe umucno |Homep nopta TCP/UDP, Ha KOTOPbI
NPUXOAUT 3aNpoc, NoANeXaLLnin
TpaHcaumn. Ecnm He ykasaH, TpaHonsaums
6yAeT BbINOJIHATLCA 415 BCEX BXOAALLMX

3arpocos.
end-port Yenoe uucro |OKOHYaHMe Amnara3oHa rnopTos.
to-address IP-agpec Afpec HasHayeHns nocae TpaHcIauun.
to-host MAC-apgpec |MAC-agpec HasHayeHUs nocne

TpaHcaAummn. icnonb3syeTcs ToNbKO
MAC-agpec 13 cnncka known host. Ecan
known host yaanseTcs, To CBA3aHHble C
HVM Mpasuaa Takxe 6yayT yaaneHsbi.

to-port lenoe 4ucno |Homep nopta TCP/UDP nocne TpaHcAsuyn.
Ecnuv He yka3aH, NopT Ha3HavyeHns
0CTaeTCsa NPeXXHNM.

Mpumep MycTb MeeTCa MapLUPYTU3aTOP MeXAY «/10KaJIbHOM» CeTbto 172.16.1.0/24
(ypoBeHb 6esonacHOCTM private) 1 «rnobanbHOM» ceTbto 10.0.0.0/16
(ypoBeHb bezonacHocTV public). TpebyeTcs, UTO6bI BCE 3anNpoChl,
nNpuxoAsLLMe Ha «rnobanbHbI» MHTepdeic 3Toro MapLUpyTM3aTopa Ha NopT
80, TpaHCNMpPOBaNUCh Ha «NOKa/bHbIM» cepBep C agpecoM 172.16.1.33.
lNocneaoBaTeNbHOCTL KOMaHA, PeanvsyoLLMX Takyto CXeMy, MOXET BbIrIAAeTb
Tak:

interface Home
ip address 172.16.1.1/24
!
interface Internet
ip address 10.0.0.1/16
ip global 1

ip nat Home

ip static tcp ISP 80 172.16.1.33 80

ip static tcp ISP 80 172.16.1.35 80 !web
ip static tcp ISP 21 a8:1e:84:85:f1:12 21
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UcTopuns nameHeHuii

3.63 ip static rule

OnucaHwne

MNpedukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

Bepcus OnucaHve
2.00 [JobaeneHa komaHzaa ip static.
2.06 [Jlo6baBneH aprymeHT to-host.

OTKNHOUUTL NPABUAO TPAHCASALUMK IP-afpecoB UM OrPaHNYNTL BPEMS ero
paboTbl pacnucaHmem.

KomaHga ¢ I'Ipeq)VIKCOM No BK/IKOYaET NpPaBUNIO NN OTMEHAET pacnncaHne.

Ja
Ja
Ja
IP

(config)>

ip static rule <index> (disable | schedule <schedule»)

(config)> no ip static rule <index> (disable | schedule)

AprymeHT 3HauyeHue OnucaHue

index Lenoe 4ucro Homep npaBuna TpaHcaauun.
disable Knwyesoe c1080|OTKIIOUNTL NPaABUIO TPAHCAALMN.
schedule Pacnucanune HasBaHue pacnucaHus,

CO34,aHHOrO NPY NOMOLLY Fpynnbl
KomaHg schedule.

(config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.

(config)> ip static rule 0 disable
Network::StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network::StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network::StaticNat: Static NAT rule schedule removed.

Bepcusa

OnucaHune

2.08

[JlobaeneHa komaHaa ip static rule.
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3.64 ip telnet

OnucaHue JocTyn K rpynne komaHa Ans ynpaeneHus Telnet-cepsepom.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (config-telnet)

CuHoncuc (config)>  ip telnet
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.08 JobasneHa koMmaHgaa ip telnet.

3.64.1 ip telnet lockout-policy

OnucaHwue 3afaTb NapameTpbl OTC/IEXMBAHWSA MOMbITOK BTOPXEHUSA NyTéM nepebopa
naponei Telnet ans Nny6anYHbIX MHTepdencoB. Mo ymonyaHnio GyHKLMS
BKJ/IFOYEHa.

KomaHaa ¢ npedurKcom no oTkntouaeT obHapyeHne nogbopa.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncnc (config)>  ip telnet lockout-policy «thresholds [«duration»

[<observation-windows]]

(config)> no ip telnet lockout-policy

AprymeHTbI AprymeHT 3HaueHune OnucaHue

threshold Llenoe uuncno Konvuyectso HeyAauHbIX MOMbITOK
BXOZa B cucTtemy. [1o ymonyaHuo
YCTaHOBJ/IEHO 3HayeHwue 5.

duration Lenoe uucno MpogonXkKnTensHOCTL 3anpeTa
aBTopusaLumn 418 yKasaHHOro
IP-agpeca B muHyTax. Mo
YMOJIHaHWIO YCTaHOBNEHO
3HayeHwue 15.

observation-window |lenoe 4ucro MpofomKNTENBHOCTL HabAeHNS
3a NOAO3PUTENbHON aKTUBHOCTLHO
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HaueHue OnucaHwue

B MUHYyTax. 1o ymonyaHuto
YCTaHOB/IEHO 3HaveHve 3.

Mpumep (config)> ip telnet lockout-policy 10 30 2
Telnet::Manager: Bruteforce detection is reconfigured.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.08 JobasneHa KomaHaa ip telnet lockout-policy.

3.64.2 ip telnet port

OnucaHue HasHauuTb nopT Ans telnet-coegnHeHs. Mo yMOAYaHMIO UCMONb3YeTcs
HoMep nopTa 23.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBNMBaeT HOMepP NopTa B 3Ha4YeHUe no
yMO/T4aHWHO.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-telnet)>  port <cnumber>
(config-telnet)> no port
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
number Yenoe uucno |Homep noprta. MoxeT npuHUMaTh
3HaueHus B npegenax ot 1 go 65535
BKJTHOUNTENBHO.
Mpumep (config-telnet)> port 2525
Telnet::Server: Port unchanged.
(config-telnet)> no port
Telnet::Server: Port unchanged.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.08 Jlo6aBneHa komaHga ip telnet port.
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3.64.3 ip telnet security-level

OnucaHume YcTaHoBUTL ypoBeHb 6e3onacHocTy Telnet. Mo ymonyaHuMo yCTaHOBAEHO
3HayeHue private.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-telnet)>  security-level (public | private | protected)

AprymeHTbI AprymeHT 3HaueHue OnucaHue

public Knwo4yesoe cnoso|Joctyn k Telnet-cepsepy
paspeLueH a4na public, private n
protected nHTepdeiicos.

private Knwyesoe cnoso|floctyn Kk Telnet-cepsepy
paspeLueH ans private
nHTepdelicos.

protected Knw4yesoe cnoso|[octyn k Telnet-cepeepy
paspeLueH ans private n protected
nHTepdelicos.

Mpumep (config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHaa ip telnet security-level.

3.64.4 ip telnet session max-count

OnucaHune YCTaHOBUTb MakKCMMaJibHOE YNCI0 O4HOBPEMEHHbIX ceccum ans
telnet-coegnHerus. Mo YMO/THaHWIO NCMNO/Ib3YHTCA MakCMyM 4.

KomaHga c npedurkcom no ycTaHaBAMBaET KONMYECTBO CECCUM MO YMONYAHNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc I (config-telnet)> session max-count «count»

I (config-telnet)> no session max-count
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

count lenoe 4ucno |MakcrmmasibHOE YMCN0 O4HOBPEMEHHbIX
ceccuin. MoxeT NpUHVMAaTb 3HaYeHVs B
npegenax ot 1 Ao 4 BKJIHOUYNTENLHO.

Mpumep (config-telnet)> session max-count 2
Telnet::Server: the maximum session count set to 2.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobaeneHa koMmaHgaa ip telnet session max-count.

3.64.5 ip telnet session timeout

OnucaHue YCTaHOBUTb BpemMA cyecTtBoBaHNA HeaKTUBHOI ceccnmn ana
te|net-C06AVIHEHI/Iﬂ. Mo YMONYaHNIO Tal7|MayT paBeH 0, YTO 3HaUUT YTO
CI)yHKU,I/IFI OTCNeXnBaHNA aKTUBHOCTUN BHYTPU CECCN OTKJ/THOUEHA.

KomaHga ¢ npedunkcom no ycTaHaB/IMBaET TallMayT Mo YMOYaAHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc (config-telnet)> session timeout «timeout>
(config-telnet)> no session timeout
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout Lenoe uucno |Bpems cyLlecTBoBaHUSA HEaKTVBHOMN
ceccnun. MoxeT NPUHUMAaTbL 3HaYeHs B
AnanasoHe oT 5 go 2321 CeKyH/,
BKJIOUNTE/NBHO.
Mpumep (config-telnet)> session timeout 6
Telnet::Server: a session timeout value set to 6 seconds.
VICTOleﬂ I/I3M(EH€HI/II7I Bepcwﬂ Orlv'caHv'e

2.08 JobasneHa KoMaHgaa ip telnet session timeout.
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naBa 3 OnncaHme KOMaHA,

3.65 ip traffic-shape host

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTaHOBUTb npeaen CKopocTtn nepegayn JaHHbIX 1A YKa3aHHOro yCTpOI7ICTBa
,U,OMaLLIHeI7I ceTu B 0be CTOPOHDbI. Mo YMONYaHUKO CKOPOCTb HE OrpaHmn4yeHa.

KomaHaa ¢ npedpunkcom no yaansieT HaCTPOiKy A5 YKa3aHHOro YCTPOiCTBa.
Ecnu BbINONHWTL KOMaHAY 6e3 apryMeHTOB, BCe OrpaHNYeHns Ana BCexX
YCTPOWCTB 6yAyT OTMEHEHbI.

Ja
Ja
Aa

(config)> iptraffic-shapehost mac> rate«rate>[schedule«schedule;

]

(config)> no ip traffic-shape host [ mac> ]

AprymeHT 3HayeHne |OnucaHve
mac MAC-agpec |MAC-agpec yCTpoCTBa AOMaLLHel ceTu.
rate Lenoe uymcno|3HauyeHne CKOPOCTY Nepesayn JaHHbIX B

KéuTt/c. OrpaHnyeHve foaXHO ObiTh B
AnanasoHe oT 64 Kéut/c go 1 Frémnt/c.

schedule Pacnucanne |Ha3BaHue pacnuvcaHus, CO34aHHOro npu
nomoLum rpynnel kKoMaHg schedule.

(config)> ip traffic-shape host f0:de:f1:c8:99:ff rate 800
TrafficControl::Manager: "f0:de:f1:c8:99:ff" host rate limited »
to DL 800 / UL 800 Kbits/sec.

(config)> no ip traffic-shape host fO:de:f1:c8:99:ff
TrafficControl::Manager: Rate limit removed for host »
"fO:de:f1:c8:99:ff".

(config)> ip traffic-shape host f0:de:fl:c8:99:ff rate 800 »
schedule SPEED

TrafficControl: :Manager: "f0:de:f1:c8:99:ff" host rate limited »
to DL 800 / UL 800 Kbits/sec (controlled by schedule SPEED).

Bepcus OnucaHve
2.05 Jlo6aBneHa komaHga ip traffic-shape host.
2.08 [Jlo6aeneH aprymeHT schedule.
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3.66 ip traffic-shape unknown-host

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb OrpaHUYEeHVe CKOPOCTUN NepeAaYn aHHbIX AN1s
He3aperncTpUpPOBaHHbIX yCTPOCTB B 060X HanpaBaeHUsX. Mo yMonYaHno
CKOPOCTb He orpaHuyeHa.

KomaHgaa ¢ npedrKcoOM no yaanset HaCcTPOMKY.

Ja

Ja

Het

(config)> ip traffic-shape unknown-host rate <rate»

(config)> no ip traffic-shape unknown-host rate

AprymeHT 3HayeHne |OnucaHve

rate Uenoe u4ucno |CKOpOCTb Nepefaymn jaHHbIX B K6UT/C.
3HayeHue J0/KHO 6bITh B B AlAaNa30oHe
oT 64 Kéut/c go 1 rémt/c.

(config)> ip traffic-shape unknown-host rate 800
TrafficControl: :Manager: Rate limit for unknown hosts set to 800 »
Kbits/sec.

(config)> ip traffic-shape no unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga ip traffic-shape unknown-host.

3.67 ipv6 firewall

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

BkntounTb 6paHamayap IPv6. Mo ymonyaHuio napaMeTp OTKIOYEH.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

Ja

Aa

Het

I(config)> ipve firewall

I (config)> no ipv6 firewall
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobaBneHa komaHga ipve6 firewall.

3.68 ipv6 local-prefix

OnucaHwue HacTponTb nokanbHbIn npedurkc (ULA). ApryMeHT MOoXeT 6bITb 6yKBEHHbIM
npeduKcom nnm kntoyesbiM ciosom default, KoTopoe aBToMaTMUECKN

reHepupyeT NOCTOAHHbIN YHUKaNbHbIV npedukc.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config)> ipv6 local-prefix (default | prefix)
(config)> no ipv6 local-prefix [default | prefix ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
default Knoyesoe leHepypoBaTb MOCTOSAHHbIN YHUKaNBbHbIN
C/10B0 npedukc.
prefix lMpegpukc NokanbHbi npedurkc (ULA). J01KHO BbiTb
KOppeKTHOe 3HaueHue npedukca B 6noke
d00: : /8 c annHom npedukca He 6onee
48.
Mpumep (config)> ipv6 local-prefix fd0l:db8:43::/48
ULA prefix saved.
VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvcaHue
2.00 Job6asneHa KkomaHaa ipv6 local-prefix.

3.69 ipv6 name-server

OnucaHue HactpounTb IP-agpeca cepepos DNS. CoxpaHeHHble TakuM 06pas3om agpeca
Ha3bIBaKOTCA CTaTNYECKUMMU, B MPOTUBOMOJIOXKHOCTL JUHAMUYECKUM —
3aperncTpupoBaHHbIM cnyxxb6amu PPP nan DHCP.

ipv6 name-server MOXHO BBOAUTb MHOIOKPaTHO, eC/IN TpebyeTcs HaCTPOoUTb
HeckonbKo agpecoB DNS-cepsepos.

KomaHga ¢ npedunkcom no yaanseT ykasaHHbI agpec cepeepa DNS u3
CTaTU4eCKoro N aktTMBHOIo Cnncka, ecsin KoMaHza faeTcd C aprymMmeHTamMmu,
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn

NM60 0UMLLAET CMNCOK CTaTUYECKMX aApecoB, eC/in KOMaHAa aaeTcs 6e3

aApryMeHTOB.

Ja
Aa

MHorokpaTHbIl/i BBog, /[la

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)>

ipv6 name-server <address»

(config)> no ipv6 name-server [ «address> ]

AprymeHT

3HauyeHue

OnucaHue

address

IPv6-agpec

Ajpec cepBepa MIMeH.

(config)> ipv6 name-server 2001:db8::2
added name server 2001:db8::2, domain (default).

Bepcusa

OnucaHwmne

2.00

JlobaBneHa KoMaHzAa ipv6 name-server.

3.70 ipv6 pass

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

BktounTb CKBO3HOW pexurM Ha MapLupyTu3aTope A5 naketos IPv6. Mo
YMOMYAHUIO 3Ta GYHKLNS OTKITIOUEHA.

KomaHga ¢ npepurkcom no oTkAoHaeT GyHKLMIO.

Ja
Aa

Het

(config)>

(config)> no ipv6 pass

ipv6 pass through wan-ifaces <lan-1iface»

AprymeHT 3HaueHne |OnucaHue

wan-iface Nmsa MonHoe nmsa nHtepdpeinca WAN nnm
nHTEepperica |NCEBAOHUM.

lan-iface msa MonHoe nmsa nHtepdeiica LAN nnm
nHTepperica |NCEBAOHUM.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config)> ipv6 pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHve

2.06 [JlobaeneHa KomaHza ipv6 pass.

3.71 ipv6 route

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

CunHoncuc

AprymeHTbl

Mpumep

Jo6aBuTb B TabAMLy MapLUpyTU3aLMN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBuao nepegayumn IPv6-nakeTos Yepes onpejenieHHbIN LWA3 UIn
ceTeBoW nHTepoderic.

B kauecTBe ceTM Ha3HayYeHMA MOXHO yKa3aTb kitoyeBoe coBo default. B
3TOM C/lyyae 6yAeT co3jaH MapLUPYT MO YMONYAHMIO.

KomaHgaa ¢ npedrkcom no yaanseT MapLUpPyT € yKazaHHbIMY NapamMeTpamMu.
Ja
Ja
Ja

(config)>  ipv6 route («prefix> | default) (<interfaces [gateway’] |
<gateway:)

(config)> no ipv6 route (prefix> | default) (<interface: [«gateway] |
gateway»)

AprymeHT 3HauyeHue OnuncaHwue

prefix Mpegukc Mpedwukc IPv6.

default Knoyesoe Mpedurkc No ymonyaHuio.
C/10B0

interface nmsa MonHoe nmsa nHtepderica nan NCeBAOHUM.
MHTeppeica

gateway IP-agpec IP-agpec mapLupyTmnsaTopa B

HernocpeACTBEHHO NOAK/IHOYEHHON CeTU.

(config)> ipv6 route 2002:c100:aeb5::/48 ISP

route added

(config)> no ipv6 route 2002:c100:aeb5::/48 ISP

route erased
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

(config)> ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased

Bepcus OnucaHve
2.00 [JlobaeneHa KkomaHaa ipvé route.
2.11 [JlobaBneH aprymeHT gateway.

3.72 ipv6 static

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOA,

CviHoncmc

AprymeHThl

Mpumep

Co3gaTb NpaBw/o, paspeLuatoLLee BXoAsLLEee MOAKIOYEHME K 3aaHHOMY
MopTY 3aperncTPUPOBaHHOMO YCTPONCTBA AOMALLHEN ceTu.

ipv6 firewall gonxeH 6bITb BK/IOYEH.
KomaHga ¢ npedumkcom no yaanseT npasuo.
Ja

Ja

Het

(config)>  ipv6 static protocols[«interfaces]wmac> ports [ through
<end-port]

(config)> no ipv6 static [ protocols [ <interfaces ] wmac> ports [through
<end-port>]]

AprymeHT 3HayeHue OnucaHue

protocol tcp MpoTtokon TCP.

udp MpoTtokon UDP.

interface ms Vimsa BxogHoro nHTepoderica (nonHoe nms
uHTeppeiica |NHTEpPdEenca nnm nNcesaoHNM).

mac MAC-agpec MAC-agpec xocrTa.

port lenoe uncno |Homep nopta TCP/UDP, Ha KOTOPpbIiA
NPUXOANT 3aMPOC NOAK/IOUEHUNS.

end-port Lenoe 4ucno |OKOHYaHWE AMana3oHa NopToB.

(config)> ipvé static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza ipv6 static.

3.73 ipv6 subnet

OonucaHue JocTyn K rpynne KOMaHz ANst HACTPOWMKM CermMeHTa 1oKanbHoM ceTun IPv6.
Ec/v cerMeHT He HallieH, KOMaHZa NbITaeTcs ero co3aaTb.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-subnet)

CuHoncuc (config)>  ipv6 subnet name>
(config)> no ipv6 subnet [ <name> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka VIMSA nnu nceBaoHNM NoACETU.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.00 Jlo6baBneHa koMaHga ipv6 subnet.

3.73.1 ipv6 subnet bind

OnucaHune MpuvBsi3aTb NoACeTb K UHTEpdecy.

KomaHga ¢ npedurkcom no oTMeHsAeT NprBA3KY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CuHoncnc (config-subnet)>  bind <interface
(config-subnet)> no bind [ <interface;]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
interface Nmsa MonHoe nmMsa nHTepdenca nam NCeBLOHUM.
MHTEppelica
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config-subnet)> bind WifiMaster0/AccessPointl
Interface bound.

Bepcus OnucaHue

2.00 JobasneHa KomaHaa ipv6 subnet bind.

3.73.2 ipv6 subnet mode

OnuncaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

BbIbpaTb pexuM HacTporikmn aapecos A/ XOCTOB B nogceTu. oCTynHbl ABa
BapvaHTa — dhcp 1 slaac. MNepBbIli BktOYaeT okaneHbIi DHCPv6-cepeep

C Lenbio NPUCBOEHSA aapecoB, BTopoii BkitovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Ja

Ja

Het

(config-subnet)>  mode <mode>

(config-subnet)> no mode <mode>

AprymeHT 3HaueHue |OnucaHue
mode slaac Bkntountb SLAAC (aBTOKOHUTYpaLmto
ajpecos).
dhcp Bknrounte DHCPv6-cepBep.

(config-subnet)> mode slaac
Mode changed.

Bepcus OnucaHue

2.00 JobasneHa komaHaa ipv6 subnet mode.

3.73.3 ipv6 subnet number

OnuncaHune

MNpedukc no
MeHsieT HaCTPOMKMN

MHorokpaTHbIiA BBOA,

MpucBonTb NoaceTn ngeHTUGMKaTOP, KOTOPbIV ByAeT onpeaensiTb
ny6nnyHbIv npedukc cermeHTa. aeHTUdMKaTOP JOMKEH ObITb YHUKANBbHBIM
cpeav noaceTei.

HeTt
Ja

HeTt
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-subnet)>  number <>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
n Uenoe umncno |YHUKaNbHbIA UaeHTUGUKATOP NoACeTH.
MNpumep (config-subnet)> number 3
Number changed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 Job6aBneHa KkomaHaa ipv6 subnet number.

3.74 isolate-private

OonuncaHmne 3anpeTuTb nepegavy AaHHbIX MeXAy N6bIMU NHTepdelricaMm € YypoBHEM
6e3onacHocTy private.

KomaHgaa ¢ npedprKcomM no oTMeHsIeT AeliCTBMEe KOMaHAbl, pa3peLuas
nepeAaBaTb AaHHble Mexay HTepdericamm private.

Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> isolate-private
I (config)> no isolate-private
Mpumep (config)> isolate-private
Applied.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga isolate-private.

3.75 kabinet

OnucaHwue JocTyn K rpynne KoMaHA Anst HacTPoik NnapameTpo. aBTopu3atopa KABINET.

KoMaHAa ¢ npeprkcom no BO3BpaLL,AET 3HAUEHMS MO YMONUYAHUIO BCEM
napameTpam.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
Bxo>xaeHue B rpynny (kabinet)

CuHoncuc I (config)>  kabinet

I (config)> no kabinet

Mpumep (config)> kabinet
(kabinet)>

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.02 Jo6aBneHa komaHaa kabinet.

3.75.1 kabinet access-level

OnucaHwue 3agaTb ypoBeHb gocTyna Ana asTopusaTopa KABINET. Mo ymonyaHuio
NCNONb3yeTCA YpoBeHb AocTyna internet.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT YPOBEHb MO YMOAYAHNIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (kabinet)>  access-level <levels

(kabinet)> no access-level

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
level lan 3HaueHVe ypoBHS JOCTyra.
internet
MNpumep (kabinet)> access-level lan

Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level
Kabinet: :Authenticator: An access level reset to "internet".
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.02 JobaBneHa komaHaa kabinet access-level.

3.75.2 kabinet interface

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MpuBasaTtb aBTopu3aTop KABINET K yKazaHHOMY NHTepdeiicy.
KomaHga c npedunkcom no paspbiBaeT CBA3b.

Ja

Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

(kabinet)> interface <interface»

(kabinet)> no interface

AprymeHT |(3HauyeHue OnucaHwue

interface |Wmsa uHTepgeiica|llonHoe nMs HTepderica NAn NCeBAOHMM,
Cnncok AOCTYMHbIX ANS BbIbopa
MHTepdEeicoB MOXHO YyBUAETL BBEAS
KomaHay interface ?.

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

Bepcusa OnucaHue

2.02 JobaeneHa komaHaa kabinet interface.

3.75.3 kabinet password

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

3agaTb naponb and astopusatopa KABINET. 1o ymonuaHuoo naponb He
YyCTaHOBJIEH.

KomaHgaa ¢ npedrKcom no cTmpaeT 3HayeHne Naporns.
Aa
Ja

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(kabinet)>

(kabinet)> no password

password password»

AprymeHT

3HayeHue

OnucaHue

password

CTpoka

Maponb ans ayTeHTUUKaLmun.

(kabinet)> password 123456789
Kabinet: :Authenticator: A password set.

(kabinet)> no password
Kabinet: :Authenticator: A password cleared.

Bepcusa

OnucaHwmne

2.02

Jo6aBneHa komaHaa kabinet password.

3.75.4 kabinet port

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBUTL NMOPT cepBepa Ansa asTopmsatopa KABINET. Mo ymonyaHuio
ncnonb3ytoTca 3HadeHns 8314 naum 8899.

KoMaHAa ¢ npepurkcom no ycTaHaBAMBAET MNOPT MO YMOYAHUIO.

Ja
Ja

HeT

(kabinet)>

port port»

(kabinet)> no port

AprymeHT

3HavyeHue

OnucaHue

port

Llenoe u4ucrno

Homep nopra.

(kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

Bepcus

OnucaHue

2.14

[JlobaBneHa komaHaa kabinet port.
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3.75.5 kabinet protocol-version

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3ajaTtb Bepcuio NpoTokona asTopusatopa KABINET. o ymonyaHwuio,
NCNONb3YyeTCA BEPCUSA MPOTOKOA 2.

KomaHpaa c npedurkcom no BO3BpaLLAeT 3HaUeHre No yMONYaHWIO.
Ja

Ja

Het

(kabinet)>  protocol-version wversion»

(kabinet)> no protocol-version

AprymeHT 3HayeHue OnuncaHue

version Ctpoka Bepcusa npoTtokona.

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet: :Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet protocol-version.

3.75.6 kabinet server

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonesyetca IP 10.0.0. 1.

KomMaHga ¢ npepurKcoM No ycTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(kabinet)> server <address>

(kabinet)> no server

AprymeHT 3HayeHue OnuncaHwue

address IP-agpec Appec cepBepa ayTeHTUbMKaLNN.
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Mpumep (kabinet)> server 77.222.111.1
Kabinet: :Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.02 JobasneHa komaHza kabinet server.

3.76 known host

OnucaHwne Jl06aBUTb YCTPOMCTBO AOMALLHER ceTu.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config)>  known host <name> <mac»
(config)> no known host [ mac ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka MNpown3BosibHOEe NMS XocCTa.
mac MAC-agpec |MAC-agpec xocTa.
Mpumep (config)> known host 123 4C:0F:6E:4B:3C:BA
Core: :KnownHosts: new host "123" has been created.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobaBneHa komaHaa known host.

3.77 mws acquire

OnucaHwue MpucoeanHNTL HOBOE YCTPONCTBO K MIVS.

KomaHga ¢ npedunkcom no npekpallaet npucoesmHeHme.
Mpedunkc no Ja
MeHsieT HacTpoiikn  Het

MHorokpaTHbI BBOA, HeT
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config)> mws acquire «candidates [eula-accept]

(config)> no mws acquire «candidate»

AprymeHT 3HaueHue OnucaHwue

candidate CTpoka ID ycTpoiictBa — MAC-agpec nnu
CID.

eula-accept Knw4yesoe croso|BbinonHUTL KOMaHgy eula accept.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept

Mws::Controller: Candidate "ab1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

Bepcus OnucaHue

2.15 JlobaBneHa kOMaHAa mws acquire.

3.78 mws member

OnucaHune

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KomaHgaa c npedurKcomM no yaansieT 3anmcb 0 3aXBaYeHHOM ycTpoiicTee MINVS.
Ecnm BbINONHUTE KOMaHAy 6€3 apryMeHTa, TO BeCb CMMCOK 3aXBaY€HHbIX
YCTPOICTB ByAeT yAaneH.

Ja
Het

Het

(config)> no mws member [ member ]

AprymeHT 3HauyeHue OnuncaHwue

member CTpoka ID yctpoiictBa — MAC-agpec nnn CID.

(config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

Bepcus OnucaHue

2.15 JobaBneHa komaHAa mws member.
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3.79 mws member check-update

OnucaHwue 3anycTnTb NpoBepKy 06HOBAEHWIA ANS 3aXBaYeHHOro ycTporictaa MIVS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  mws member <nember> check-update
AprymeHTbI AprymeHT 3HaueHue OonucaHue
member Ctpoka ID ycTpoiictea — MAC-agpec nawn CID.
Npumep (config)> mws member ahl409a2-0f87-11e8-8f23-3d5f5921b253 »
check-update
Mws: :MemberList: Member "50:ff:20:08:7a:6a" »
(ab1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.15 Jlo6aBneHa komaHaa mws member check-update.

3.80 mws revisit

OnucaHune MepeynTaTb COCTOAHME NOTEHUMAaNBLHOrO ycTporcTea MIVS.
Mpedukc no Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> mws revisit «candidate»
(config)> no mws revisit «candidate»
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
candidate Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.
Mpumep (config)> mws revisit 50:ff:20:08:71:62

Mws::Controller: Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.15 JobaBneHa kKOMaHAa MWS revisit.

3.81 mws acquire

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbI

Mpumep

NcTopus nsmeHeHum

3.82 ndns

OnwucaHue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Bxo>xaeHue B rpynny

MprcoeanHNTL HOBOE YCTPONCTBO K MIVS.

KomaHga ¢ npedpurkcom no npekpaLlaeT npucoegnHeHme.
Ja

Het

HeTt

(config)> mws acquire «candidates [eula-accept]

(config)> no mws acquire «candidates

AprymeHT 3HaueHue OnucaHwue

candidate CTpoka ID ycTpoictBa — MAC-agpec nan
CID.

eula-accept Kni4esoe cnoso|BbinonHUTL KOMaHay eula accept.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept

Mws::Controller: Candidate "ab1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

Bepcus OnucaHue

2.15 JobaBneHa kOMaHAa mws acquire.

JocTyn K rpynne KomaHa Ans ynpasneHus cnyxooi KeenDNS.
Het
Het
Het

(ndns)
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CuvHoncuc

WcTopus nsmeHeHum

(config)> ndns

Bepcus OnucaHue

2.07 JobaBneHa koMmaHAa ndns.

3.82.1 ndns book-name

OnuncaHune

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

3apesepBupoBaTth MMA xocTa B DNS.

Ansa nepefaun 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha Apyroe ycTporicTBo
Keenetic ncnone3syetca napametp transfer-code.

Ans nepesayn MMeHN XxocTa He06X0ANMO:

1. BeInonHUTbL KOMaHAy ¢ napameTpoM transfer-code Ha nepegatoLlei
CTOpOHe.

2. BbINOMHUTB Ty e CamMyto KOMaHAy C TEMU Xe caMbIMU NapamMeTpamu Ha
NPUHUMatoLLLEl CTOPOHE.

Ctpok geincteus transfer-code ogHa Hegens.
HeTt
Ja

Het

(ndns)>  book-name name> <domain [ <access» | <transfer-codes ]

AprymeHT 3HayeHne |OnucaHue
name CTpoka VimMsi XocTa Ans pesepBMPOBaHUS.
domain CTpoka JloMeH BTOpPOro ypoBHSA.
access auto ABTOMaTMYECKUIA TUM AOCTYyNa.
cloud Vims xocTa 3aperncrprposaHo Ha IP-agpec

obnayHoro cepsepa, HTTP-Tpaduk
TYHHenmpyeTtca Ha Keenetic Start.

direct MimMa xocTa 3aperncTprpoBaHo Ha
WAN-agpec Keenetic Start.

transfer-code |lectranprearHoe|Kog ans nepesayum UMeHW Apyromy
yucro ycTporicty Keenetic. AnvHa koga 32
cMMBONa.

(ndns)> book-name testname mykeenetic.kz

done, title = NDSS::ndns/bookName (Public DNS »
Hostname Booking), code = 200,
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icon = tick, hl = true, layout = message:

client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
14T10:10:35.9997, standalone = false:

reason: The name booking was successful.

detail, layout = list:

columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"testname",
"domain":"mykeenetic.kz","license":"243992935221479"}], t = 0:
item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 0:
item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 0:
item, hl = false, o
Success: prepare, [NDSS
(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),
dst="/148.251.63.154:17047")1, [MsgCack], quorumLeft=2, t = 4:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('fS9sKO03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayl'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1, t = 20:
item, hl = false, o = lock-reply, d = Quorum »
reached, finalizing, t = 20:
item, hl = false, o = finalize, d = local »
changes commited., t = 423:
item, hl = false, o = refreshed, d = address »
updated: 81.200.27.56, t = 444:
item, hl = false, o
post-process triggers executed., t = 444:
item, hl = false, o
Success: finalize, [NDSS
(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 444:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0"'),
dst="/91.218.112.165:16047")], [MsgCack], quorumLeft=0, t = 444:
item, hl = false, o = lock-reply, d
Success: prepare, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5lWMdYcfDtANqg'),
dst="/91.218.112.118:17047")]1, [MsgCack], quorumLeft=0, t = 444:
item, hl = false, o = lock-reply, d = Done, »
all replies collected., t = 444:
item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS

lock-reply, d = »

finalize, d = »

commit-reply, d = »

>
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(key=Binary('fS9sKO03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayl'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 451:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0"'),
dst="/91.218.112.165:16047")]1, [MsgCack], t = 494:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5lWMdYcfDtANqg'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 531:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 532:

item, hl = false, o = complete, d = All »

done., t = 532:

Ndns::Client: Booked "testname.mykeenetic.kz".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c¢

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title

The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:
fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name Updated, type »

= date, variant = date:

updated, title

field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:

field, name = address6, title IPv6 Address:

field, name Access Mode »

unknown:

accessb6, title

IPv6, default

field, name transfer, title = Transfer:
nnttnn

keenetic.pro

LE

2018-12-13T08:47:11.014Z

0.0.0.0

cloud

none

true

name:
domain:
acme:
updated:
address:
access:
access6:
transfer:
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suffix, layout = message, code = 200, message =
The name booking was successful.:
detail, layout = list:

\J

columns:
column, id = o, title = Operation:
column, id = d, title = Detail:

\J

column, id = t, title = Time, variant
= period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"nnttnn", "domain":
>

"keenetic.pro","license":"730102642155400"}], t = 0:

item, hl = false, o = lock-local, d = »
the name is locked (for current transaction), t = 1:

item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

\J

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1M"),
dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

\j

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),
dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

\J

\j

item, hl = false, o = lock-reply, d =
Quorum reached, finalizing, t = 57:

\J

finalize, d = »

item, hl = false, o
local changes commited., t = 65:

item, hl
address updated: 0.0.0.0, t = 77:

false, o refreshed, d = »

finalize, d = »

item, hl = false, o
post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:
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item, hl = false, o = lock-reply, d = »

Done, all replies collected., t = 79:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1M'),
dst="/192.168.21.14:17047")]1, [MsgCack], t = 84:

\J

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary( 'EbxdTB4nedef/+p/'), alt=Binary('lc+3/pP6zaUjuE5w'), »
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'), »
dst="/46.105.148.85:17047")1, [MsgCack], t = 133:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSeOs'), »
dst="/88.198.177.100:16047")1, [MsgCack], t = 145:

item, hl = false, o = commit-reply, d »
= Commit stage complete., t = 146:

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.07 JobaBneHa komaHaa ndns book-name.

3.82.2 ndns check-name

OnucaHue [MpoBepnTb AOCTYMHOCTL MEHW XOCTa ANA pe3epBaLnm.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (ndns)>  check-name name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
name CTtpoka Nms xocTa Ans pesepBUpPOBaHUS.
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Mpumep

WcTopusa nsmeHeHum

3.82.3 ndns drop-name

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiAKK

(ndns)> check-name testname

list:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

testname

mykeenetic.

no

testname

mykeenetic.

yes

testname

mykeenetic.

yes

testname

mykeenetic.

yes

testname

mykeenetic.

yes

Ndns::Client: Check completed.

by

kz

ru

com

net

Bepcusa

OnucaHmne

2.07

Jo6asneHa komaHaa ndns check-name.

OTMeHNTbL pernctpauuno nmeHu xocta B DNS.

HeTt

Ja

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(ndns)>  drop-name <name> <domain»

AprymeHT 3HayeHne |OnucaHue

name CTpoka VMg xocTa ana yaaneHusa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBH#.
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NMpumep (ndns)> drop-name testname mykeenetic.net
done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.
detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:
item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:
item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:
item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1l, t = 72:
item, hl = false, o = lock-reply, d = Quorum »
reached, finalizing, t = 73:
item, hl = false, o = finalize, d = local »
changes commited., t = 79:
item, hl = false, o = refreshed, d = address »
cleared, t = 85:
item, hl = false, o = finalize, d = »
post-process triggers executed., t = 85:
item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:
item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], t = 161:
item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk"'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:
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WcTopusa nsmeHeHum

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

Bepcus OnucaHue

2.07 Job6asneHa komaHaa ndns drop-name.

3.82.4 ndns get-booked

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Mony4unTb akTyanbHy MHPOPMALMIO C cepBepa O TekyLleMm
3ape3epBMpPOBaHHOM MMeHN xocTa B DNS.

HeTt
Het

HeTt
I(ndn$> get-booked

(ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name

name, title = Public Name:

field, name domain, title = Domain Name:

field, name

address, title = IP Address:
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field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.08 Job6asneHa komaHaa ndns get-booked.

3.82.5 ndns get-update

OnucaHue O6HOBUTL perncTpaynto nmeHn xocta B DNS Ha cepeepe.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

CuHoncuc (ndns)> get-update[access]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
access auto ABTOMaTMYeECKMIA TUM AOCTYNa.
cloud Mima xocTa 3apermctpripoBaHo Ha IP-agpec
obnayHoro cepeepa, HTTP-Tpaduk
TYHHenunpyeTcs Ha Keenetic Start.
direct Vima XocTa 3aperncTtprypoBaHo Ha
WAN-agpec Keenetic Start.
Mpumep (ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »
xml, date = 2016-09-
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22T12:07:32.746Z, standalone = false:
menu, src = »

/index? auth=force& role=context-

menu&ref=%2fndns%2fupdateBooking:

fields:
field, name name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title = Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

Ndns::Client: Get-update completed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.07 JobasneHa komaHaa ndns get-update.

3.83 ntce black-list

OnucaHue BKAHOUNTBL peXMM YepHOro CrncKa, YTobbl OrpaHNYNTL TOppPeHT-Tpaduk. Mo
YMOAYaHUIO QYHKLMSA OTKIOYEHa.

KomaHza c nped1Kcom no Bo3BpaLLaeT WeNUHN No XO0CTaM, KayatoLLmM
TOPPEHTbI.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

CuHoncuc I (config)>  ntce black-list

I(conﬁgﬁ>nontceblack-list

Mpumep (config)> ntce black-list
Ntce::Manager: Black list shaping enabled.

(config)> no ntce black-list
Ntce::Manager: Black list shaping disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.09 JobaBneHa komaHaa ntce black-list.

3.84 ntce shaping

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb werinuHr Tpadrika 4as XoOCTOB € TOPPEHTaMU. 3TO 3HAUUT, YTO
npwv NOAHOW 3arpyske KaHana byaeT orpaHMYeHa CKOpoCTb A5 KIMEHTOB,
KaydaroLmx ToppeHThl. LLeinnHr paboTaeT TO/IbKO NpY BKAKOUEHHOW ciyxbe
NTCE (koMaHga service ntce). [1o yMoOA4aHUIO HaCTPoOKa BKJIHOYEHa.

KomaHga ¢ npeprKcoM Nno OTKAHOUYAET HAaCTPOIKY.
Ja
Aa

HeTt

I (config)> ntce shaping

I (config)> no ntce shaping

(config)> ntce shaping
Ntce::Manager: Shaping enabled.

(config)> no ntce shaping
Ntce::Manager: Shaping disabled.

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga ntce shaping. MNpexHee Ha3BaHMe
koMmaHzabl dpi shaping.

3.85 ntce white-list

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

BrtoumnTb pexxum 6enoro cnucka A1 co3faHuns BblZeneHHON Noiockl A1A
cneayomx BugoB Tpaduka — video, youtube, vimeo v skype. 1o ymonuyaHuio
bYHKUMA OTKAOYEHa.

KomMaHza ¢ npedprKcomM no BO3BpALLAET LIENMMHT MO XOCTaM, KayaroLym
TOPPEHTHI.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.86 ntp

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

UcTopuns nameHeHuii

I (config)> ntcewhite-list

I (config)> no ntce white-list

(config)> ntce white-list
Ntce::Manager: White list shaping enabled.

(config)> no ntce white-list
Ntce::Manager: White list shaping disabled.

Bepcus OnucaHve

2.09 JobaBneHa komaHaa ntce white-list.

JocTtyn K HacTpoiike NTP-knneHTa.

KomaHgaa c npedunkcom no copacbiBaeT HacTpOnKkm NTP-KnreHTa B HaCTPOKK
Mo YMONYaHUIO.

Ja
Het

HeT

(config)> ntp

(config)> no ntp

Bepcus OnucaHve

2.00 [JlobaBneHa KomaHaa ntp.

3.87 ntp server

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBO,

Jo6aBuTb B cNUCOK HOBbI NTP-cepBep. MOXHO A06aBUTb He 6onee 8
NTP-cepBepoB.

KomaHga c npedukcom no yaanset NTP-cepBep 13 cnncka. Ecav BbINOAHNTL
KOMaHZAy 6e3 apryMeHTa, To BeCb CMCcok NTP-cepBepoB byAeT OUMLLIEH.

Ja
Aa
Ja

Keenetic Start II — CnpaBOYHVK KOMaHA, 291



naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> ntp server <host>

(config)> no ntp server [ host ]

AprymeHT 3HayeHne |OnucaHue

host Ctpoka Appec NTP-cepBepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.

Bepcus OnucaHue

2.00 JobasneHa KoOMaHAa ntp server.

3.88 ntp sync-period

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

YcTaHOBUTbL Nepros CMHXPOHM3aLMM BpeMeH . [10 yMOn4YaHIo NCNoNb3yeTcs
3HauveHve 1 Hegens.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT BpeMA CMHXPOHU3aUnnm no
yMO/T4aHUHO.

[Ja

Ja

Het

(config)> ntp sync-period <time>

(config)> no ntp sync-period

AprymeHT 3HayeHne |OnucaHue

time lenoe uucno |Bpemsa CMHXpPOHM3aLMN, B MUHYTaxX.
Mo>xeT NpuHUMaTb 3HaueHve oT 60 MUHYT
A0 1 mecdua.

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

Bepcus OnucaHue

2.00 JobasneHa koMaHaa ntp sync-period.
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3.89 opkg chroot

OonucaHue BkntoumnThb chroot ansi opkg. ECiv BKNHOUEHO, KOPHEBO KaTanor U3MeHsieTcst
Ha /opt nepea BbinonHeHVeM Nto6oro cLueHapust opkg. Mo ymonuaHuto

HaCcTpoiKa OTK/AoYeHa.

KomaHga ¢ npedrnKcom no OTKNHOUAET JaHHbIN PeXnM.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncurc I(conﬂg)> opkg chroot

I (config)> no opkg chroot

Mpumep (config)> opkg chroot
Opkg: :Manager: Chroot enabled.
(config)> no opkg chroot
Opkg: :Manager: Chroot disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.05.C.3 Job6asneHa komaHaa opkg chroot.

3.90 opkg disk

OnucaHwue HactpounTb pasgen ans opkg. 3ToT napaMeTp HEO6XOANM AN YCTaHOBKM U
3anycka opkg.

Mocne HaCTpOIZKM, pasaen 6yp,eT MOHTMPOBAaTLCA B /0pt C NCNOJIb30BaHNEM

mount --bind 1 nocneaytoum 3anyckom ckpunTa initre cm. Takke
Pasgen 3.92 Ha cTpaHuLe 294.

Ecnun katanor /opt/install He NycT, Bce cojepallyeca B HEM apXVBbl
*.ipkwn *.tgz pacnakoBbIBatoTCA B /opt Nepes BbinosHeHeM initrc. lNocne
YCTaHOBKW apXmBbl YAaNAKOTCA.

KomaHga ¢ npedukcom no oTkato4aeT opkg.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> opkg disk «disk»
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(config)> no opkg disk

AprymeHTbI AprymeHTt 3HayeHue OnucaHue
disk CTpoka MeTka pa3gena van UUID.
Mpumep (config)> opkg disk 681ED0631ED02C36

Opkg::Manager: Disk is set to: 681EDO631ED02(C36.
(config)> no opkg disk
Opkg::Manager: Disk is unset.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.05.C.3 JobasneHa komaHaa opkg disk.

3.91 opkg dns-override

OnucaHwue OTknrounTL DNS-NpoKcy Npu NOAKIIOYEHHOM AKcKe opkg.

OTtkntoueHre DNS no3BosiseT 3aMeHUTb BCTpOoeHHbI DNS-npokcn
cobcTBeHHOW cnyxboii, Hanpumep BIND nan Dnsmasq.

KomaHga ¢ npedrnkKcom no oTKI0UaeT JaHHYH GYHKLNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(conﬂg)> opkg dns-override

I (config)> no opkg dns-override

Npumep (config)> opkg dns-override
Opkg: :Manager: DNS override enabled.
(config)> no opkg dns-override
Opkg: :Manager: DNS override disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05.C.3 Job6asneHa komaHaa opkg dns-override.

3.92 opkg initrc

OnucaHwue 3afaTb CTapTOBbIV CKPUMT. 3HaYeHMe No yMonyaHuo — /opt/etc/initrec.
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MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopus nsmeHeHwnii

Koraa opkg disk cMOHTVpOBaH 1 NakeTbl YCTAaHOB/EHbI, CUCTEMa BbIMOAHUT
CTapTOoBbIN ckpunT. Ecnv path 370 KaTanor, cnctema 6yaeT BoINOHATL BCE

coaepxallmecs B HEM CKpUNTbI B andaBUTHOM Mopsaake.

KomaHpaa ¢ npedrkcom no cobpacbiBaeT initrc B 3HaveHme no ymon4daHuio.
Ja

Ja

Het

(config)> opkg initrc path

(config)> no opkg initrc

AprymeHT 3HaueHue OnucaHue
path Wms ¢anna ®aiin nnm katanor co CTapToOBbIM
CKPUNTOM.

(config)> opkg initrc /opt/etc/init.d/rc.unslung
Opkg::Manager: Configured init script: »
"/opt/etc/init.d/rc.unslung".

(config)> no opkg initrc

Opkg::Manager: Init script reset to default: /opt/etc/initrc.

Bepcus OnucaHve

2.05.C.3 JobaBneHa komaHAa opkg initrc.

3.93 opkg timezone

OnucaHune

Mpedunkc no

MeHsieT HacTpoiAKK

HactpounTb nepemeHHyto okpyxeHus TZ u daiin /opt/var/TZ pna opkg. Mo
YMONYaHMIO YaCoOBOW NOSAC He onpejeneH.

3HaueHue TZ 3aBucKT oT C 61MbnnoTekn opkg, OT TOro, Kak Tam
NHTepnpeTUpPOBaH YacoBoi Nosc. OHo MoxeT 6biTb nn B POSIX popmate
stdoffset[dst[offset][,start[/time],end[/time]]] vnuv BBNAE NMEHU
daiina 6a3bl AaHHBIX MHPOPMaLMKM O 30HaX (Mcnonb3yeTcs B glibc n nouTtn
Bo Bcex GNU-cncremax).

KomaHga ¢ npedurkcom no yctaHaBAMBaeT 3HaveHme rno yMoa4aHuio.
Ja
Ja

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)> no opkg timezone

(config)> opkg timezone (auto | <timezone»)

AprymeHT 3HaueHue OnucaHwue

timezone CTpoka YacoBoii nosic 4ns 3anmcu B
rnepemMeHHy oKpy>xeHna TZ n B
/opt/var/TZ.

auto Knwuyesoe croso|ABTOMaTMyeckoe HasHaueHme

yacosoro nosca. Cneundunkauns
reHepupyeTcs U3 HacTpoek
CUCTEMBI, CM.

Pasgen 3.123.3 Ha cTpaHuue 405.

(config)> opkg timezone auto

Opkg: :Manager: Enabled automatic timezone.

(config)> opkg timezone UTC

Opkg: :Manager: Enabled timezone "UTC".

(config)> no opkg timezone

Opkg::Manager: Timezone reset to undefined.

Bepcusa

OnucaHune

2.05.C.3

JobasneHa komaHaa opkg timezone.

3.94 ping-check profile

JocTtyn K rpynne KoMaHa A8 HaCcTPorKn BelbpaHHoro npodowuna Ping Check.
Ecnv npodunb He HaligeH, KOMaHAA NbITAaeTCA ero Co34aThb.

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

KomaHga ¢ npedpurkcom no yaanset npodunb Ping Check.

Ja
Ja

MHorokpaTtHbIiA BBOA, [a

BxoXkaeHue B rpynny

CuvHoncuc

AprymeHTbl

(config-pchk)

(config)> ping-check profile name>

(config)> no ping-check profile name>

AprymeHT

3HayeHue

OonvcaHune

name

CTpoka

Nma npoduns. CANCok JOCTYMHbIX ANS
Bblbopa Npodurnein MOXHO yBUAETL BBEAS
komaHay ping-check profile 2.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHaa ping-check profile.

3.94.1 ping-check profile host

OonucaHune YKa3zaTb aApec UiV UMs yAaneHHoro xocta ANt TeCTUPOBaHUS.
MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-pchk)>  host <hostname>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

hostname Wma xocta |VIMa nnu agpec yaaneHHoro xocTa.
NMpumep (config-pchk)> host 8.8.8.8

PingCheck: :Profile: profile "TEST" uses host 8.8.8.8 for testing.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHAa ping-check profile host.

3.94.2 ping-check profile max-fails

OonuncaHmne YKazaTb KONNYECTBO NoC/ie0BaTe/IbHbIX HeyAa4YHbIX 3anpoCoB K yAaneHHOMY
XOCTY, MO AOCTUXXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
OTCYyTCTBYHOLMM. [10 yMONYaHMIO NCNONb3yeTcs 3HaYeHue 5.

KomaHga ¢ npedurkcom no ycTaHaBAMBAaET 3HaUEHKE MO YMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-pchk)>  max-fails «count»
(config-pchk)> no max-fails
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
count Uenoe umncno |KonnuecTBo HeyAauHbIX 3arnpocoB. MoxeT
NPUHMMaTbL 3Ha4YeHWs B Npegenax ot 1 go
10 BKIHOUUTENBHO.
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Mpumep

WcTopusa nsmeHeHum

(config-pchk)> max-fails 7
PingCheck::Profile: profile "TEST" uses 7 fail count for »
disabling interface.

Bepcus OnucaHue

2.04 Job6asneHa komaHaa ping-check profile max-fails.

3.94.3 ping-check profile min-success

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

YKasaTb KONNYeCTBO NocneoBaTeNIbHbIX YAauHbIX 3aNpPOCOB K yAaeHHOMY
XOCTY, MO JOCTUXXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
HaANYeCcTBYHOLUMM. 10 YMONYaAHMIO NCNONb3YeTCs 3HayeHre 1.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAUEHME MO YMOAYAHWNIO.
Ja

Ja

Het

(config-pchk)>  min-success «count»

(config-pchk)> no min-success

AprymeHT 3HauyeHue |OnucaHue

count Lenoe umucno |Konn4yecTBo yaauHbIX 3anpocoB. MoxeT
NPUVHUMAaTb 3HaYeHWs B Npegenax ot 1 4o
10 BKAOUUTENBHO.

(config-pchk)> min-success 3
PingCheck: :Profile: profile "123" uses 3 success count for »
enabling interface.

Bepcus OnucaHve

2.04 JobasneHa komaHaa ping-check profile min-success.

3.94.4 ping-check profile mode

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoWKKn

YcTaHoBUTL pexum Ping Check. Mo ymon4aHWio yCTaHOBEHO 3HayeHve icmp.
KomaHga ¢ npedrkcom no ycTaHaBAMBAET 3HaUEHME MO YMOAYAHUIO.

Ja

Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-pchk)>  mode wmode>
(config-pchk)> no mode
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
mode icmp TecTrpoBaHue AOCTYMHOCTA YAanieHHOro
X0CTa byfeT OCyLLecTBATLCA MOCPeACTBOM
oTnpasku emy ICMP-echo request (ping).
connect TecTnpoBaHve JOCTYNHOCTY YAa/IeHHOro
XOCTa byZeT OCyLLecTBATLCA NOCPECTBOM
ycTaHoBkuM TCP-nogkntoueHnsa Ha
3a/laHHbIN NOPT.
NMpumep (config-pchk)> mode connect
PingCheck: :Profile: profile "TEST" uses connect mode.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHAa ping-check profile mode.

3.94.5 ping-check profile port

OnucaHue YKasaTtb NopT A9 NOAKHYEeHNS K yaaneHHOMY X0CTy. HacTpoiika nmeet
CMbICA Npu pexxurme connect (cM. komaHay ping-check mode).

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-pchk)>  port <number;
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
number lenoe uucso |Homep nopra.
Mpumep (config-pchk)> port 80
PingCheck::Profile: profile "TEST" uses port 80 for testing.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.04 Job6asneHa KkomaHaa ping-check profile port.
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3.94.6 ping-check profile power-cycle

OnucaHue BintounTb ynpaBneHmne nutaHmeMm ceteBoro nHTepdeiica USB. Mo ymonyaHuto
BKJIFOYEHO.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config-pchk)> power-cycle

I (config-pchk)> no power-cycle
NMpumep (config-pchk)> power-cycle

PingCheck: :Profile: profile "123" enable usb power cycle.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHue

2.04 JobasneHa komaHaa ping-check profile power-cycle.

3.94.7 ping-check profile restart-interface

OnucaHwue BikntounTb nepesanyck nHTepdeica npu otcytcteum MiHTepHeTta. Mo
YMOYaHMIO HAaCTPOIKa OTK/IOHeHa.

KomaHga ¢ npedrkKcom no oTKA0UaeT HaCTPOKY.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-pchk)>  restart-interface

I (config-pchk)> no restart-interface
NMpumep (config-pchk)> restart-interface

PingCheck: :Profile: Profile "test" enabled restarting interface.
VlCTOpI/Iﬂ M3MeHeHuA BepCVlﬂ onvcaHue

2.05 JobasneHa komaHaa ping-check profile
restart-interface.
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3.94.8 ping-check profile timeout

OnucaHwue YCTaHOBUTb MakcUMasibHoe BpeMA OXXnhaHNA OTBeTa yAa/1eHHOIo XO0CTa Ha
O4WH 3anpoc B CeKyHAax. Mo YMONYaHUIO NCNONb3yeTcAd 3HavYeHne 1.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-pchk)>  timeout «time>
(config-pchk)> no timeout
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
time Yenoe uucno |Bpems oxugaHuma B cekyHaax. Moxet
NpUHMUMaTb 3Ha4veHus ot 1 2o 10
BK/IKOUNTENBHO.
Mpumep (config-pchk)> timeout 4
PingCheck: :Profile: profile "TEST" timeout is changed to 4 »
seconds.
VICTOleH I/I3MEHeHI/II7I Bepcwﬂ Orlv'caHv'e
2.04 JobasneHa komaHaa ping-check profile timeout.

3.94.9 ping-check profile update-interval

OnucaHue YCTaHOBUTb NePUOANYHOCTb BbINOJHEHNSA NPOBEPOK Ping Check B ceKyHAaXx.
Mpe¢ukc no Het

MeHsieT HacTpoikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-pchk)>  update-interval «time>
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
time Lenoe umucno |MNepuog o6HoBNEeHUS B CeKyHAaX. MoxeT
NpYHMMaTb 3HayeHusa oT 3 fo 3600
BK/IIOUMTENBHO.
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Mpumep (config-pchk)> update-interval 60
PingCheck: :Profile: profile "TEST" interval is changed to 60 »
seconds.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.04 JobasneHa koMmaHgaa ping-check profile
update-interval.

3.95 ppe

OnucaHune BKHOUMTL MeXaHM3M NakeTHOM 06paboTKK. Mo yMOAYaHUIO HacTpoiika
BK/IHOYEHa.

KomaHga ¢ npednkcom no oTkAoYaeT BblIOpaHHbI yCKopUTeb.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

CuHoncuc (config)>  ppe <engine»
(config)> no ppe [engine]

AprymeHTbI AprymeHT | 3HaueHune OnucaHue

engine |software MporpaMMHBbI ycKopUTenb.
MNpumep (config)> ppe software

Network::Interface: :Rtx::Ppe: Software PPE enabled.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa KoMaHaa ppe.

2.05 JlobaBneH aprymeHT engine.

3.96 pppoe pass

OnucaHue BkntounTb GyHKLMIO CKBO3HOIO nponyckaHusa. MoxHo Beectn 4o 10
JIOKaNbHbIX CETEBbIX Y3/108B.

KomaHaa ¢ npedrKcom no oTkntouaeT GyHKLMIO.
Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CuHoncuc

(config)> pppoe pass through «from «to»

(config)> no pppoe pass through

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
from ms HauvanbHbIl nHTEpdeiic.
MHTEepderica
to Ums KoHeuHbI nHTepdeiic.
MHTEepdelica
Mpumep (config)> pppoe pass through Home ISP

PPPoE pass-through enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JlobaBneHa KOMaHAa pppoe pass.

3.97 schedule

OnucaHwue JocTyn K rpynne KOMaHA A9 HaCTPOMKM BblIbpaHHOro pacnucaHus. Ecam
pacnucaHne He HalileHo, KOMaH/a NbITaeTCcs ero cos3athb.

KomaHza c npedurkcom no yaansieT pacnmcaHue.

Mpejukc no Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-sched)

CuHoncuc (config)>  schedule name>
(config)> no schedule name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka Ha3sBaHwe pacnucaHus.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.06 JobaBneHa komaHaa schedule.
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3.97.1 schedule action

OnucaHune 3afaTb 4eCTBMSA, BbIMNOAHAEMble COr1acHO BbIBPAHHOMY pacnmncaHmio.
KomaHga ¢ npedurkcom no oTMeHsIeT AeiicTBure.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-sched)>  action action» wmins <hours «dows
(config-sched)> no action [ <actions mins <hours «dows ]
AprymeHTbI AprymeHT 3HaueHue ‘Onwcal-wle
action start [JencTBme Havana.
stop [JencTBme KoHUa.
min Uenoe 4ucmo |MnHyThI.
hour Llenoe wuwncso |Yacobl.
dow lenoe uucno |AHV Hegenwn, pasgeneHHble 3anaTbiMn. 0
1 7 03HaYalT BOCKpPeCeHbe. * 03HayaeT
exxeAHEeBHO.
NMpumep (config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.06 Job6aBneHa komaHaa schedule action.

3.97.2 schedule description

OnucaHwue 3afaTb onncaHme Ans BbIGPaHHOro pacnmcaHus.
KomaHga ¢ npedunkcom no cTpaeT onncaHuve.,

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  HeTt

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-sched)>  description «description

I (config-sched)> no description
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
description CTpoka TekcT onmncaHus.
Mpumep (config-sched)> description "Schedule for on/off Access Point"

Core::Schedule: :Manager: Updated description of schedule "WIFI".

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.06 JobasneHa komaHaa schedule description.

3.98 service cloud-control

OnucaHwne BkntounTs cnyx6y Cloud Control. Ans KOppeKTHOro 3anycka TpebyeTcs
NHTEepPHeT-CoeANHeHMe.

KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbI BBOA, HeT

CuHoncuc I (config)> service cloud-control

I (config)> no service cloud-control
Mpumep (config)> service cloud-control

CloudControl::Agent: The cloud control service enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.05 JobaBneHa komaHaa service cloud-control.

3.99 service dhcp

OnucaHwue Brntountb DHCP-cepeep. Ecnu ans 3anycka cny>K6bl HeOCTaTOUHO HacTpoeK
(cm. ip dhcp pool), cnyxxba He bygeT oTBeuaTb No ceTu. Kak ToNIbKO HacTpoek
CTaHeT AOCTaTOYHO, Cy>K6a BKAOUNTCA aBTOMaTUYECKN.

KomaHga ¢ npedrkcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config)> service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa service dhcp.

3.100 service dhcp-relay

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

Mpumep

UcTopusa nsmeHeHwnii

Brkntountb petpaHcnaTop-DHCP. Ecam gns 3anycka cnyx6bl He40CTaTOUHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyx6a He byseT oTBeYaThb Mo ceTu. Kak TO/IbKO HacTPOeK CTaHeT JO0CTaTOUHO,
cnyxba BKIIOYNTCA aBTOMaTUYECKMU.

KomaHgaa ¢ npedrKcom no octaHaBAMBaET Cayxoy.
Ja

Ja

Het

I (config)> service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

Bepcusa OnucaHue

2.00 JobasneHa komaHaa service dhcp-relay.

3.101 service dns-proxy

OnucaHune

MNpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBO,

Bintoumtb DNS-npokcu. 11a HacTpolikm napaMeTpoB CYX6bl, CMOb3ynTe
rpynny komaHg Paszen 3.22 Ha cTpaHuLe 93.

Het
Aa

Het
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CuHoncuc I(config)> service dns-proxy

Mpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHAa service dns-proxy.

3.102 service http

OnucaHue Bknrountb HTTP-cepBep, KOTOPbIV NpesoCcTaBAseT NoAb30BaTeNto
Web-nHTepderic ana HacTporiku Keenetic Start.

KomaHga ¢ npedurkcom no ocTaHaBAMBAET CyX6y.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> service http
I (config)> no service http
Mpumep (config)> service http
HTTP server enabled.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa koMaHgaa service http.

3.103 service igmp-proxy

OnucaHwue Brntounte IGMP-npokcn. Ans paboTbl C1y>K6bI HEO6X0AMMO Hann4vmne 0gHOro
nHTepdeiica upstreamm xota 661 0ogHOrO MHTEepdelica downst ream. Ecim ans

3arnycka Cl'ly)K6bI HEAO0CTAaTOYHO HAaCTPOEK, OHa He 6yAET pa60TaTb. Kak T0/16K0
HaCTpoOeK CTaHeT AO0CTaTO4HO, cny>|<6a BK/TOYNTCA aBTOMaTUYECKN.

KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config)> service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy
IGMP proxy enabled.

Bepcus OnucaHue

2.00 JobaBneHa KOMaHAa service igmp-proxy.

3.104 service internet-checker

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoKK
MHorokpaTtHbIiA BBOJ,

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

BrntounTte Internet-checker gna koHTpons coctosiHna MHTepHeT coegrHeHns
Ha ycTporicTse. [1o ymonyaHmio yHKLMA BKAKOYEHa.

KomaHgaa ¢ npedurKcom no octaHaBAUBaET Cnyxoy.
Ja
Ja

Het

I (config)> service internet-checker

I (config)> no service internet-checker

(config)> service internet-checker
Network: :InternetChecker: Hosts check enabled.

(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

Bepcus OnucaHue

2.13 JobaBneHa koMmaHAa service internet-checker.

3.105 service ipsec

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

3anyctuTb CyXo6y IPsec. Mo ymonyaHuio ciyxba oTkatoueHa.
KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.

Ja

Ja

HeTt
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CuHoncuc I(config)> service ipsec

I (config)> no service ipsec
NMpumep (config)>service ipsec

IpSec: :Manager: Service enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.06 JobaBneHa KoMaHAa service ipsec.

3.106 service kabinet

OnucaHune Brntoumntb cnyx6y aBTopmsatopa KABINET. Mo ymonuaHuio cnyxba
OTK/tOYeHa.

KomaHga ¢ npedrkcom no ocTaHaBIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I (config)> service kabinet

I (config)> no service kabinet

Mpumep (config)> service kabinet
Kabinet: :Authenticator: Authenticator enabled.

(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.02 JobaBneHa koMmaHza service kabinet.

3.107 service mdns

OnucaHwne Brntoumntb cnyxx6y mDNS. Mo ymonyaHuto cyxba oTKatoYeHa.
KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

I(config)> service mdns

I (config)> no service mdns

Mpumep

(config)>service mdns

(config)>no service mdns

UcTopuns nameHeHuii

Bepcusa

OnucaHune

2.15

JobaBneHa komaHaa service mdns.

3.108 service ntce

OnucaHwue 3anyctnTb cnyxby NTCE. Mo yMOAYaHNIO CEPBUC OTK/HOYEH.

KomaHga ¢ npedrKcom no ocTaHaBAMBAET C/IYXKOY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I (config)> service ntce

I (config)> no service ntce

Mpumep

(config)> service ntce

Ntce::Manager: Enabled.

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

2.09

JlobaBneHa komaHza service ntce. [pexHee Ha3BaHWe
KoMaHzAbl service dpi.

3.109 service ntp-client

OnuncaHwne Bkntountb NTP-KANEHT.

KomaHza c nped1KcomM no ocTaHaBNNBAET CAyX6by.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Cunoncuc I (config)> service ntp-client
I (config)> no service ntp-client

Mpumep (config)> service ntp-client
NTP client enabled.

VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa KoMmaHaa service ntp-client.

3.110 service snmp

OnucaHune 3anyctuTb cayx6y SNMP . Mo ymonyaHuto cyxba oTKIYeHa.
KomaHga ¢ npedrkcom no ocTaHaBIMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  service snmp

I (config)> no service snmp

Mpumep (config)> service snmp
Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobaBneHa KoMaHAa service snmp.

3.111 service ssh

OnucaHue BkarounTb cepBep SSH, KoTopbI NpeAocTaBaseT Nojb3oBaTento nHTepdeinc
KOMaHAHOW CTPOKN AN HACTPOMKM YCTPOWCTBaA.

KomaHga ¢ npedpurKcom no octaHaBAMBaET Cayxoy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I (config)>  service ssh

I (config)> no service ssh

Mpumep (config)> service ssh
Ssh::Manager: SSH server enabled.

(config)> no service ssh
Ssh::Manager: SSH server disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

212 JobaBneHa komaHaa service ssh.

3.112 service sstp-server

OnucaHune BkntouunTts cepsep SSTP.

KomaHga ¢ npedrKcom no ocTaHaBAMBAET C/IYXKOY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> service sstp-server
I (config)> no service sstp-server
Mpumep (config)> service sstp-server
SstpServer: :Manager: Service enabled.
(config)> no service sstp-server
SstpServer: :Manager: Service disabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza service sstp-server.

3.113 service telnet

OonucaHue BrtounTh cepBep telnet, KOTopbI NpesoCcTaB/seT NoAb30BaTeNtO UHTepdEIiC

KOMaHZAHOW CTPOKW AN HAaCTPOMKW YCTPOWCTBA.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.

Mpejukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config)> service telnet
I (config)> no service telnet

Mpumep (config)> service tel
Telnet server enabled.

NcTopus nsmeHeHuimi Bepcus onucaHue

2.00 JobaBneHa komaHaa service telnet.

3.114 service udpxy

OnucaHwue BkntounTb cnyxey udpxy.

KomaHga ¢ npedurkcom no ocTaHaBAMBAaET CyX6y.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service udpxy

I (config)> no service udpxy
Mpumep (config)> service udpxy

Udpxy: :Manager: a service enabled.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.03 [JobaeneHa KomaHza service udpxy.

3.115 service upnp

OnucaHune BkntounTs cnyxey UPnP.

KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

UcTopuns nameHeHuii

(config)> service upnp

(config)> no service upnp

Bepcus OnucaHve

2.00 JlobaeneHa KoMaHga service upnp.

3.116 service vpn-server

OnucaHune
Mpedunkc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.117 show

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

BkntoumnTts cepsep VPN.

KomaHga ¢ npednKcom no ocTaHaBAMBAET CNYXKOy.
Ja

Ja

HeT

I (config)> service vpn-server

I (config)> no service vpn-server

(config)> service vpn-server
VpnServer: :Manager: Service enabled.

(config)> no service vpn-server
VpnServer: :Manager: Service disabled.

Bepcus OnucaHve

2.04 [JlobaeneHa KomaHza service vpn-server.

[oCTyn K rpynne KOMaHZ A1 TpoCcMoTpa AMarHocTUYeckoi nHGopmaumm o
cucTeMe. Bce KOMaHZAbI 3TOW rpynnbl HE U3MEHSOT CUCTEMHbIE HACTPOIKM.

Het
Het
HeTt

(show)

I (config)>  show
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa show.

3.117.1 show acme

OnucaHune MokasaTb cTatyc knneHTa ACME B cncteme.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncmc I(show)> acme
Npumep (show)> acme
acme:
real-time: yes
ndns-domain: mytest.keenetic.pro
ndns-domain-acme: yes
ndns-domain-error: no
default-domain: cc6b5a71a7644903b51a5454. keenetic.io
account-pending: no
account-running: no
get-pending: no
get-running: no
revoke-pending: no
revoke-running: no
reissue-queue-size: 0
revoke-queue-size: 0
retries: 0
checker-timer: 82499
apply-timer: 0
acme-account: 36902346
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.11 JobaeneHa komaHga show acme.

3.117.2 show adguard-dns availability
OnucaHwue MpoBepuTb N NOKasaTb JOCTYNHOCTb AdGuard DNS.
Mpejukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het
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Cunoncuc I (show)> adguard-dns availability
Mpumep (show)> adguard-dns availability
available: yes
port: 53
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.12 JobasneHa komaHaa show adguard-dns availability.

3.117.3 show adguard-dns profiles
OnucaHwue Mokasate npodunn AdGuard DNS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I (show)> adguard-dns profiles
Npumep (show)> adguard-dns profiles
profiles:
profile: default
profile: standard
profile: family
WcTtopuna nsmeHeHui |yersion Description

2.1 Job6asneHa komaHaa show adguard-dns profiles.

3.117.4 show associations

OonucaHue MokasaTb CNNCOK 6eCNpPOBOAHbLIX CTAHLMIA, CBA3AHHbIX C TOUKOM A0CTynNa.
Ecnv BbINONHUTE KOMaHAY 6€3 apryMeHTa, TO Ha 3KpaH byAeT BbiBeAeH BeCb
CMMCOK 6eCnNPOBOAHbIX CTAHLINA.

MNpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Access Point
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CuvHoncuc

(show)> associations [ <name;]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HasBaHume Toukm goctyna. Cnmcok
AOCTYMHbIX 415 BbI6Opa ToYeK JocTyna
MOXHO yBUAETb BBEeASA KOMaHay
associations ?.
NMpumep (show)> associations GuestWiFi
station:
mac: 10:0b:a9:2f:d7:d0
ap: 1
authenticated: 1
txrate: 54
station:
mac: a0:88:b4:40:9c:98
ap: 1
authenticated: 1
txrate: 54
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6aBneHa komaHaa show associations.

3.117.5 show button

OnuncaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

MokasaTb MHGOPMALMIO MO YKa3aHHOM CMCTEMHOM KHorKe, Ecan BeINOHUTL
KOMaHAy 6e3 aprymeHTa, To Ha 3KpaH byzeT BbiBeieH BeCb CMNCOK KHOMOK
Ha ycTporicTee. Habop KHOMOK 3aBMCUT OT annapaTHOM KOHPUrypaumu.

Het
Het

HeTt

(show)> button [<name>]

AprymeHT 3HauyeHue OnuncaHwue

name Ha3BaHme KHonKu.

CTpoka

(show)> button FN1

buttons:
button, name =
is switch: no
position: 2

FN1:
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WcTopusa nsmeHeHum

position count: 2
clicks: 0
elapsed: 0

hold delay: 3

Bepcus OnucaHue

2.00 JobaBneHa komaHaa show button.

3.117.6 show button bindings

MNMoka3aTb CANCOK AeNCTBUIA, Ha3HAUYeHHbIX Ha KHOMKKW YCTPOICTBaA.

OnucaHue
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

bindings:

I(shom0> button bindings

(show)> button bindings

binding, index = 0:

button:

action:

active handler:
default handler:
protected:

RESET
click
Reboot
Reboot
yes

binding, index = 1:

button:

action:

active handler:
default handler:
protected:

RESET

hold
FactoryReset
FactoryReset
yes

binding, index = 2:

button:

action:

active handler:
default handler:
protected:

WLAN

click
WpsStartMainAp
WpsStartMainAp
no

binding, index = 3:

button:
action:
active handler:
default handler:

WLAN
double-click
WpsStartMainAp5
WpsStartMainAp5
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protected:

no

binding, index = 4:

button:

action:

active handler:
default handler:
protected:

WLAN

hold
WifiToggle
WifiToggle
no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:

button:

action:

active handler:
default handler:
protected:

FN1
double-click

no

binding, index = 7:

button:

action:

active handler:
default handler:
protected:

FN1
hold

no

binding, index = 8:

button:

action:

active handler:
default handler:
protected:

FN2

click
UnmountUsb2
UnmountUsb2
no

binding, index = 9:

button:

action:

active handler:
default handler:
protected:

binding, index =

button:

action:

active handler:
default handler:
protected:

FN2
double-click
no

10:

FN2
hold

no
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.03

[JobaeneHa komaHaa show button bindings.

3.117.7 show button handlers

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

lMokasaTb CNMCoK AOCTYNMHbIX O6pa6OTLWIKOB KHOMOK B CUCTEME.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

I(shom0> button handlers

(show)> button handlers

defaults

files

short _description:

short _description:

short _description:

short _description:

short _description:

handlers:

handler, name = LedToggle:

protected: no
switch related: no

toggle system LED states

handler, name = FactoryReset:

protected: yes
switch related: no

reset a configuration to factory »

handler, name = UnmountUsbl:

protected: no
switch related: no

unmount USB 1 port storages

handler, name = UnmountUsb2:

protected: no
switch related: no

unmount USB 2 port storages

handler, name = Reboot:

protected: yes
switch related: no

reboot the system

handler, name = DlnaDirectoryRescan:
short _description: rescan DLNA directory for newer media »

protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
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short description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no

handler, name = DectHandsetPagingToggle:
short description: toggle a DECT handset paging
protected: no
switch related: no

handler, name = OpkgRunScript:
short description: run Opkg script
protected: no
switch related: no

handler, name = TorrentAltSpeedToggle:
short description: toggle a Torrent alternative speed »

mode
protected: no
switch related: no
handler, name = TorrentClientStateToggle:
short description: toggle a Torrent client state
protected: no
switch related: no
handler, name = WifiToggle:
short description: on/off all Wi-Fi interfaces
protected: no
switch related: no
handler, name = WpsStartMainAp:
short description: start WPS (2.4 GHz main access point)
protected: no
switch related: no
handler, name = WpsStartMainAp5:
short description: start WPS (5 GHz main access point)
protected: no
switch related: no
handler, name = WifiGuestApToggle:
short description: toggle a guest access point state »
(2.4 GHz)

protected: no
switch related: no

handler, name = WpsStartStation:
short description: start WPS (2.4 GHz Wi-Fi station)
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protected: no
switch related: no

handler, name = WpsStartStation5:
short description: start WPS (5 GHz Wi-Fi station)
protected: no
switch related: no

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.03 JobaBneHa komaHAa show button handlers.

3.117.8 show chilli profiles

OnucaHwne MokasaTb CNNCOK AOCTYNHbIX Npodunel RADIUS-cepBepa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CvHoncunc | (show)>  chilli profiles

Mpumep (show)> chilli profiles

profile:
name: GetWiFi
url: https://getwi.fi/
description: GetWiFi - user identification in public »
networks
WiFi.

preset:
uamallowed: 193.161.193.102

uamallowed: getwi.fi
uamallowed: paypal.com
uamallowed: www.paypal.com
uamallowed: money.yandex.ru
radius:
serverl: 193.161.193.102
server2: 193.161.193.102

radiussecret: getwi.fi
uamserver: https://getwi.fi/auth
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dns:

dnsl: 8.8.8.8

custom: uamsecret

custom: radiusnasid

VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.10 Job6asneHa komaHaa show chilli profiles.
3.117.9 show clock date
OnucaHue lNMokasaTb Tekyllee CUCTEMHOE BpeMs.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> clock date
Npumep (show)> clock date
weekday: 4
day: 18
month: 1
year: 2018
hour: 8
min: 46
sec: 2
msec: 660
dst: inactive
tz:
locality: GMT
stdoffset: 0
dstoffset: 0
usesdst: no
rule: GMTO
custom: no
WcTopusa nsmeHeHunm Bepcus onwvcaHve
2.00 JobaBneHa komaHaa show clock date.
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3.117.10 show clock timezone-list

OnuicaHue lNMoka3aTb CNWCOK AOCTYMHbIX YaCOBbIX MOSICOB.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
UcTopuns nsmeHeHnim Bepcus onuvcaHue

2.00 JobaBneHa komaHza show clock timezone-list.

3.117.11 show configurator status
OnucaHwue MokasaTb nHPopMaLMIo O CUCTEMHOM KOHUrypaTope.
Mpedunkc no Het

MeHsieT HacTpoiikm  Het
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(show)> configurator status
Mpumep (show)> configurator status
touch: Thu, 18 Oct 2018 14:37:25 GMT
header, name = Model: Keenetic Giga
header, name = Version: 2.06.1
header, name = Agent: http/rci
header, name = Last change: Thu, 18 Oct 2018 14:37:25 »
GMT
serving:
name: Session /var/run/ndm.core.socket
time: 0.000397
request, host = 192.168.1.42, name = admin:
parse: show configurator status
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.06 Job6asneHa komaHaa show configurator status.

3.117.12 show crypto ike key

OnucaHue MokasaTb MHPOopMaLMO 0 BbIBpaHHOM Kntoue IKE. Ecnv BbINOAHUTE KOMaHAYy
6e3 aprymeHTa, TO BeCb CNMcok IKE Kntoyein byaeT BbiBeJeH Ha 3KpaH.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> crypto ike key [name]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HasBaHue BbI6paHHoOro IKE knroua.
NMpumep (show)> crypto ike key
IpSec:

ike key, name = test:
type: address

Keenetic Start II — CnpaBOYHVK KOMaHA, 325



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

id: 10.10.10.10

ike key, name = test2:

type: any
id: »
Bepcus OnucaHue
2.06 Job6asneHa komaHaa show crypto ike key.

3.117.13 show crypto map

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

MokasaTb MHbOpPMaLMIO 0 BbiIbpaHHOW KpunTokapTe IPsec. Ecnv BbINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMUCOK KPUMTOKapPT IPsec byaeT BbiBeAeH

Ha 3KpaH.
HeTt
Het

Het

(show)> crypto map [map-name]

AprymeHT

3HavyeHue OnwucaHue

map - name

CTpoka HasBaHuve BbIGpaHHOM KPUMTOKAPTHI.

(show)> crypto map test

IpSec:
crypto _map, name = test:
config:
remote peer: ipsec.example.com
crypto _ipsec profile name: profl
mode: tunnel

local network:
net: 172.16.200.0
mask: 24
protocol: IPv4

remote network:
net: 172.16.201.0
mask: 24
protocol: IPv4

status:
primary peer: true

phasel:
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name:
unique id:

ike state:
establish time:
rekey time:
reauth time:
local addr:
remote addr:
ike version:
local spi:
remote spi:
local init:

ike cypher:

ike hmac:

ike dh group:

test

572

ESTABLISHED
1451301596

0

1451304277
10.10.10.15
10.10.10.20

2
00abebfc9d90f1c2
3cd201ef496df75¢
yes

aes-cbc-256

shal

2

phase2 sa list:

phase2 sa, index = 0:

unique id: 304
request id: 185
sa_state: INSTALLED
mode: TUNNEL
protocol: ESP
encapsulation: yes
local spi: ca59bfcf
remote spi: cde23d83
ipsec_cypher: esp-aes-256
ipsec _hmac: esp-shal-hmac
ipsec_dh group:
in bytes: 7152
in packets: 115
in time: 1451302507
out bytes: 6008
out packets: 98
out time: 1451302507
rekey time: 1451305159
local ts: 172.16.200.0/24
remote ts: 172.16.201.0/24
state: PHASE2 ESTABLISHED
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.06 Job6asneHa komaHaa show crypto map.
3.117.14 show dot1x

OnuncaHune

Moka3saTb cocTosHMe kKaneHTa 802.1x Ha nHTepdeiice. ns BO3IMOXHOCTA

ynpaBfeHunsi CocTosiHMeM kneHTa 802.1x Ha nHTepdelice L0MKHa 6bITb

HacTpoeHa aBTopmM3aLMsa NPV NOMOLLM rpynnbl KOMaHg interface

authentication.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
Tun nHTepdeiica Ethernet
MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

(show)> dotlx|[interface]
AprymeHTbI AprymeHT |3HaueHue OnucaHue
interface |Wms uHTepgesica|HasBaHue nHTepdelica Ethernet. Cnncok
AOCTYNHbIX ANs Bolbopa nHTepdericos
MOXHO yBUAeTb BBeAs komaHay dot1x ?.
Mpumep (config)> show dotlx ISP
dotlx:
id: FastEthernet0/Vlan2
state: CONNECTING
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.02 JobaBneHa komaHaa show dot1x.

3.117.15 show drivers

OnucaHune Moka3aTb CANCOK 3arpy>KeHHbIX JpaiiBepos a4pa
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> drivers

Mpumep (show)> drivers

module:
name: rt2860v2 sta
size: 546736
used: 0
subs: -

module:
name: rt2860v2 ap
size: 554192
used: 2
subs: -

module:
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name: rndis host

size: 5024
used: 0
subs: -
module:
name: dwc_otg
size: 68416
used: 0
subs: -
module:
name: 1m
size: 1344
used: 1

subs: dwc otg, [permanent]

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue

2.00 JobaBneHa komaHAa show drivers.

3.117.16 show dyndns updaters

OnucaHue lMoka3aTb CNMCOK AOCTYMHbIX NocTaBLLkos DynDNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbliA BBog, Het

CuHoncunc I(Shom0> dyndns updaters

Mpumep (show)> dyndns updaters

updater:
type: dyndns
url: https://account.dyn.com/dns/dyndns
api: http://members.dyndns.org/nic/update

updater:
type: noip
url: https://www.noip.com/
api: http://dynupdate.no-ip.com/nic/update

updater:
type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.12

[JobaeneHa komaHaa show dyndns updaters.

3.117.17 show eula document

OnucaHwue lMoka3aTb TeKCT cornawleHuns EULA.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
CuHoncuc (show)> eula document [«version] [<language>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
version Ctpoka Bepcusa EULA. Ecnn He yka3aHa, oTobpaxaeTcs
nocneiHsAs Bepcus.
language CTpoka AA3bIK EULA. Ecnun He yka3aH, oTobpaxaeTcs
Ha aHTINNCKOM fA3bIKe.
Mpumep (show)> eula document 20181001

20181001

KEENETIC LIMITED
End User License Agreement

This End User

a valid and binding agreement between Keenetic Limited, including
all affiliates and subsidiaries (“Keenetic”, “us

and You (as

defined below) of the Software (as defined below), including the
Software installed onto any one of our Keenetic products (the
“Product”) and/or the Software legally obtained from or provided

\J

License Agreement (this “Agreement”) constitutes

\j

n

, "OUr" Or Mwe")

\j

\J

\J

\j

by an App Platform

(as defined below) authorised by Keenetic. Keenetic and You shall
be collectively referred to as the “Parties”, and individually

as a “Party”.

(show)> eula
20181001

\J

\J

document 20181001 ru

KEENETIC LIMITED

JInueH3noHHoe

cornalleHme C KOHeYHbIM MOoJib30BaTeJNIEM

HacTosuwee JIMLEH3MOHHOE COrJlalleHMe C KOHEYHbIM MOJIb30BATENIEM »
(HacTosuwee «CornaweHne») npenctasnfser cobol OENCTBUTENLHOE U »

obs3aTenbHoe

cornaweHune Mexpy Keenetic Limited, Bkmw4vas Bce »

CBfi3aHHble C HEW KOMMNaHMM U BCe
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WcTopusa nsmeHeHum

3.117.18 show

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

eé nopgpaspenenna («Keenetic», «Ham», «Haw» WM «Mbl»), M Bamu »
(kak onpepeneHo Huxe) o lporpamvMHoM obecnevyeHnn (Kak ONpPeneneHo »
HuxXe) , BK4Yas MporpaMmHoe obecnevyeHne, yCTaHaB/IMBAaeMoe Ha NioboM »

U3 MPOOYyKTOB

npouseoactBa Keenetic («MpomykT») u/wnu lMNporpammMHoe obecnevyeHune, »
NoNy4YeHHOE Ha 3aKOHHbLIX OCHOBAHUAX WM NpepocTaBneHHoe Mara3uHoM »

MpunoxeHnn (Kak OMpefeneHo Hu¥e), aBTOpu30oBaHHOW Keenetic. »

Keenetic u Bbl BMecTe

yrnoMnHaeTecb Kak «CTOpPOHbI», @ MO OTOENbHOCTU — «CTOpPOHa».

Bepcus OnucaHue
2.15 JobaeneHa komaHaa show eula document.
eula list

MokasaTb cNnCoK cornallueHnn EULA, LOCTYNHbIX B CUCTEME.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> eula list

(show)> eula

list
eula:

version: 20181001

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

en

md

txt

ru

md

txt

tr

md

txt
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WcTopusa nsmeHeHum

document:
lang: uk
format: md
format: txt
Bepcus OnucaHue
2.15 Job6aBneHa komaHaa show eula list.

3.117.19 show interface

OnucaHune MNMoka3aTbk AaHHble yKa3aHHOro nHTepdeica. Ecnv BelNOAHUTL KOMaHAy 6e3
aprymMeHTa, TO Ha 3KpaH byjeT BbiBejeH BeCb CNCOK CeTeBbIX MHTepdericoB.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

Cunoncuc (show)> interface names

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Wmsa MonHoe nMsa nnn NCeBAOHUM MHTepdeiica,

uHTeppeiica |NHGOPMAaLMIO O KOTOPOM TpebyeTca
0oTO6pasnTb.
Mpnmep Mpumep 3.1. MpocMOTpP COCTOAHUA NOPTOB KOMMYyTaTopa

KomaHga show interface BbiBOANT pa3nnyHyro MHPOPMALIMIO B 3aBUCMMOCTH
OT Tuna nHTepdeiica. B yactHocTK, Ana kommyTatopa FastEthernet0 oHa
MOMMMO O6LLMX CBeAeHMI MoKa3biBaeT TeKyLee COCTosAHNE GU3MYecKnX
MOPTOB, CKOPOCTb U AyraeKc.

(config)> show interface FastEthernet0/Vlanl

interface-name:

id: GigabitEthernet0

index: 0
type: GigabitEthernet
description:
GigabitEthernet0
link: up
connected: yes
state: up
mtu: 1500

tx-queue: 2000
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port, name
id:
index:
interface-name:
type:
link:
speed:
duplex:
auto-negotiation:
flow-control:
eee:
last-change:
last-overflow:
public:

name
id:
index:
interface-name:
type:
link:
last-change:
last-overflow:
public:

port,

port, name

id:
index:

interface-name:
type:
link:

role,

speed:
duplex:
auto-negotiation:
flow-control:
eee:
last-change:
last-overflow:
public:
port, name
id:
index:
interface-name:
type:
link:
last-change:
last-overflow:
public:

= 1:
GigabitEthernet0/0
0
1
Port
up
1000
full
on
on
of f
4578.185413
0
no

= 2:
GigabitEthernet0/1
1
2
Port
down
4590.205656
0
no

= 3:
GigabitEthernet0/2
2
3
Port

up
for =

100

full

on

off

off
4570.078144
0

yes

= 4:
GigabitEthernet0/3
3
4
Port
down
4590.202571
0
no

GigabitEthernet0/Vlan2:

inet
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHaa show interface.

3.117.20 show interface bridge

OnucaHue Moka3aTb cocTosiHMe nHTepderica MocTa.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Bridge

CuHoncuc (show)> interface <names bridge

AprymeHTbl AprymeHT 3HaueHue OnucaHue

name Wms muHTepgesica|lloNHOE NMSA UKW NCEBAOHUM
nHTepodelica, nHPopmaLumio o
KOTOpOM TpebyeTca oTobpasnThb.

BeiBog, 3nemMeHT 3HaueHue
members KopHeBow y3en.
interface Nmsa nHtepderica.
link CocTosiHMe coeguHeHUs NHTepdeiica.
inherited Mpur3HaK HacneaoBaHUA.
NMpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMasterQ/AccessPoint2
interface, link = yes: UsbLte0

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa show interface bridge.

3.117.21 show interface channels

OnucaHune MNMoka3aTb AaHHble O KaHanax yKa3aHHOro 6ecrnpoBoAHOro nHTepdeiica.

MNpejukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Radio
CuHoncuc (show)>  interface <name> channels
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name ms MonHoe Ma N NceefoHNM nHTepderica,
uHTepgeiica |VHPOPMaLMIO O KOTOPOM TpebyeTcs
0TO6pPasnTb.
BoiBog dnemeHT 3HaueHune
channels KopHeBoii y3en.
channel, index Homep 3anucy B cnucke.
number Homep kaHana.
ext-40-above BO3MOXHOCTb pacllpeHns KaHana BBepX.
ext-40-below BO3MOXHOCTb pacllmpeHnsa KaHana BHU3
vhc-80 Bo3mMoXxHOCTb pacwmpeHmns kaHana go 80 Mru,
Mpumep (show)> interface WifiMaster0 channels
channels:
channel, index = 0:
number: 1

ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index = 1:
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 2:
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 3:
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

Keenetic Start II — CnpaBOYHVK KOMaHA, 335



naBa 3 OnncaHme KoMaHp,

channel, index = 4:
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 5:
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 6:
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 7:
number: 8
ext-40-above: yes
ext-40-below: yes

vht-80: yes
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.03 JobaBneHa komaHaa show interface channels.

3.117.22 show interface chilli

OnucaHue MokazaTb MHPOPMALMIO O CTAaTUCTUKE KNNEHTOB, MOAKIOYEHHbIX K XOT-CNOTY
RADIUS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> interface name> chilli
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Nmsa MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
uHTEpPenca
Mpumep (show)> interface Chilli@ chilli
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host:
session-id: 4bf7c55f00000006
user: 44w3cl
ip: 10.1.30.3
mac: 55:a3:19:51:b4:11
start-time: 3884
end-time: 0
idle-time: 9
idle-time-limit: ©
tx-bytes: 695682
tx-bytes-limit: 0
rx-bytes: 1627453
rx-bytes-limit: 0
tx-speed: 0
tx-speed-limit: O
rx-speed: 0
rx-speed-limit: 0
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.10 JobasneHa komaHaa show interface chilli.

3.117.23 show interface country-codes

OnucaHwue MokasaTb CNNCOK AOCTYMHbIX KAHA/IOB Ha paguo-nHTepoderice.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

Tun nHTepdeiica Radio
CuHoncuc (show)> interface name> country-codes
AprymeHTbI AprymeHT 3HaueHue OnucaHue
name Wmsi nHtepgesica|llonHOE NMSA NN NCEBAOHUM
nHTepdelica, MHbopmauuio o
KOTOpPOM TpebyeTca 0TO6pasnTb.
BoiBog dnemeHT 3HaueHune
country-codes KopHeBoii y3en.
code Kog cTpaHsbl.
country Ha3BaHue cTpaHsbl.
Mpumep (show)> interface WifiMaster0 country-codes
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country-codes:
country-code:
code: AL
country: Albania

country-code:
code: DZ
country: Algeria

country-code:
code: AR
country: Argentina

country-code:
code: AM
country: Armenia

country-code:
code: AU
country: Australia

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.03 Job6asneHa komaHaa show interface country-codes.

3.117.24 show interface mac

OnucaHue Moka3aTte Tabnnuy MAC-agpecoB KOMMYyTaTopa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Switch
Cunoncuc (show)> interface names> mac
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Nms MonHoe MMSA NI NCeBAOHUM UHTepdelica,
uHTepgeiica |VHOOPMAaLMIO O KOTOPOM TpebyeTcs
0oTO6pasnTb.
Mpumep (show)> interface FastEthernet® mac
Port MAC Aging
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WcTopusa nsmeHeHum

1 20:6a:8a:1a:58:€9 1

3 cc:5d:4e:4f:aa:b2 1

3 cc:5d:4e:4f:aa:b2 3

1 01:00:5e:00:00: fc 7

Bepcus OnucaHue

2.00 JobaBneHa komaHaa show interface mac.

3.117.25 show interface rf e2p

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

MokasaTb TekyLlLiee CoAepPXMMOe BCeX AyeeK KaNMbpoBOUYHbIX AaHHbIX.

Hert
Het
Hert
Radio
(show)> interface name> rf e2p
AprymeHT 3HayeHne |OnucaHue
name Mms MonHoe 1MsA NIK NceBfoHUM UHTepdelica,
uHTeppeiica |VHOOPMAaLMIO O KOTOPOM TpebyeTcs
0TO6pasnTb.

(show)> interface WifiMaster0® rf e2p

[0x0000]
[0x0008]
[0x0010]
[0x0018]
[0x0020]
[0x0028]
[0x0030]
[0x0038]
[0x0040]
[0x0048]
[0x0050]
[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]
[0x0080]

[0x0090]

15392
:042B
:0000
10001
:FFFF
:43EC
: 758E
:FFFF
:88CC
:0000
:FFFF
11011
11111
11313
:00F1
:0000
:FFFF
[0x0088] :
:FFFF

FFFF

[0x0002]
[Ox000A]
[0x0012]
[0x001A]
[0x0022]
[0x002A]
[0x0032]
[0x003A]
[0x0042]
[0x004A]
[0x0052]
[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]
[0x0082]

[0x0092]

:0103
:5392
:5392
: FF6A
:FFC1
:04F6
14301
:012D
:FFFF
10000
11111
:1010
11211
11413
11133
10000
:FFFF
[Ox008A] :
:FFFF

FFFF

[0x0004]
[0x000C]
[0x0014]
[0x001C]
[0x0024]
[0x002C]
[0x0034]
[0x003C]
[0x0044]
[0x004C]
[0x0054]
[0x005C]
[0x0064]
[0x006C]
[0x0074]
[0x007C]
[0x0084]
[0x008C] :
[0x0094]

:43EC
:1814
:1814
10213
19201
:052B
:FF22
:FFFF
: FFOA
:0000
11111
:1010
11212
11414
:0000
:0000
:FFFF

FFFF

: FFFF

[0x0006]
[0x000E]
[0x0016]
[0x001E]
[0x0026]

[0x0036]
[0x003E]
[0x0046]
[0x004E]
[0x0056]
[0x005E]
[0x0066]
[0x006E]
[0x0076]
[0x007E]
[0x0086]

[0x0096]

:04F6
18001
:0000
:FFFF
:FFFF
[0x002E] :
10025
: FAD9
10000
:FFFF
11111
:1010
11312
12264
:FC62
10000
:FFFF
[0x008E] :
:FFFF

FFFF

FFFF
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[0x0098]:FFFF [0x009A]:FFFF [0x009C]:FFFF [OxO09E]:FFFF
[0XO00A0]:FFFF [0x00A2]:FFFF [0x00A4]:FFFF [Ox00A6]:FFFF
[0XO00A8]:FFFF [0x00AA]:FFFF [OXxO00AC]:FFFF [OxO0AE]:FFFF
[0x00BO]:FFFF [0x00B2]:FFFF [0x00B4]:FFFF [0x00B6]:FFFF
[0x00B8]:FFFF [0x00BA]:FFFF [0x00BC]:FFFF [Ox00BE]:FFFF
[0x00CO]:FFFF [0x00C2]:FFFF [0x00C4]:FFFF [0x00C6]:FFFF
[0x00C8]:FFFF [0x0O0CA]:FFFF [0x00CC]:FFFF [OxOO0CE]:FFFF
[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0OGDA]:FFFF [0x00DC]:FFFF [OxOO0DE]:6666
[OXOOEQ] : AAAA [0OxOOE2]:6688 [OxO00E4]:AAAA [OxO0E6]:6688
[OXOOE8]:AAAA [OxOOEA]:6688 [OxO0EC]:AAAA [OxOOEE]:6688
[0XO00FO]:FFFF [0x00F2]:FFFF [Ox00F4]:FFFF [Ox00F6]:FFFF
[0xO00F8]:FFFF [0x00FA]:FFFF [0XxO0OFC]:FFFF [OxOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [Ox010E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO]:FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [0x01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
[0XO1EQ]:FFFF [0x01E2]:FFFF [Ox01E4]:FFFF [Ox01E6]:FFFF
[0xO01E8]:FFFF [OxO1EA]:FFFF [OxO@1EC]:FFFF [OxO1EE]:FFFF
[0x01FO]:FFFF [0x01F2]:FFFF [Ox01F4]:FFFF [Ox01F6]:FFFF
[0x01F8]:FFFF [0x01FA]:FFFF [0x01FC]:FFFF [OxO1FE]:FFFF

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.04 Job6asneHa komaHaa show interface rf e2p.
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3.117.26 show interface rrd

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MNMokasaTb 3arpysky ceteBoro nHtepderica no npmuHumny Round Robin

Database.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)>  interface namesrrd «attributes [ «details]
AprymeHT 3HauyeHue OnuncaHwue
name msa MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
MHTEpderica
attribute rxspeed 3HayeHne T1na CKOPOCTY Nepeaaydn JaHHbIX.
txspeed
detail 0 YpoBeHb geTann3saumm 1 cekyHAa.
1 YpoBeHb feTannsaumm 2 cekyHAbl.
2 YpoBeHb geTannsaumnm 3 cekyHAbl.
3 YpoBeHb feTanusaumm 5 cekyHa
4 YpoBeHb feTanusaumu 15 cekyHA.
5 YpoBeHb geTanusaumuv 30 cekyHA.
6 YpoBeHb getanmsauyun 1 MruHyTa.
7 YpoBeHb geTanusaymv 2 MUHYTHI.
8 YpoBeHb getann3saumm 3 MUHYTbI.
9 YpoBeHb getanvsaumm 5 MUHYT.
10 YpoBeHb geTanusaumuv 15 MUHYT.
11 YpoBeHb getanusayun 30 MUHYT.

(show)> interface GigabitEthernetl rrd rxspeed

data:
t:
v
data:
t
Vi
data:
t
Vi

: 90083.990183
: 200880

: 90082.990128
152392

: 90081.990193
110976

Keenetic Start II — CnpaBOYHVK KOMaHA,

341



naBa 3 OnncaHme KoMaHp,

data:
t: 90080.990142
v: 48000

data:
t: 90079.990178
v: 38366

(show)> interface GigabitEthernetl rrd txspeed

data:
t: 87771.249486
v: 148202

data:
t: 87768.248974
v: 10694

data:
t: 87765.248977
v: 19070

data:
t: 87762.249105
v: 48909

data:

t: 87759.249105
v: 149277

(show)> interface GigabitEthernetl rrd rxspeed 1

data:

t: 90176.990054
v: 164766

data:
t: 90174.990061
v: 121828

data:
t: 90172.990052
v: 95430

data:
t: 90170.990085
v: 57559

data:

t: 90168.990119
v: 97759
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.10

JobaeneHa komaHaa show interface rrd.

3.117.27 show interface stat

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

MokasaTb CTAaTUCTMKY MO UHTepdeNicy.

(show)> interface name> stat

AprymeHT 3HayeHne |OnucaHue

name ms MonHoe nma nHTepderica NN NCeBAOHUM.
MHTEepperica

(show)> interface Home stat

rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
Bepcus OnucaHve
2.00 JobaeneHa komaHza show interface stat.

3.117.28 show interface wps pin

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

Het

Het

MokasaTtb WPS PIN Touku gocTtyna.
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica WiFi
CnHoncuc (show)> interface name> wps pin
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
name Wmsa MonHoe nmMsa nHTepdenca Nam NCeBLOHUM.
MHTEppelica
BeiBog, 3nemMeHT 3HaueHue
pin Homep PIN.
Mpumep (show)> interface WifiMaster0/AccessPoint0 wps pin

pin: 60180360

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHaa show interface wps pin.

3.117.29 show interface wps status

OnucaHue MokasaTb ctatyc WPS Touku goctyna.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTHbI BBOA, HeT

Tun nHtepdeiica WiFi
CuHoncnc (show)> interface names> wps status
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
name nms MonHoe nmsa nHTepderica NI NCEBLOHNM.
MHTEepdeica
BeiBog, 3nemMeHT 3HaueHue
wps KopHeBow y3en.
configured HactpoeH nn WPS ans gaHHOI TOUKM AOCTyna.
auto-self-pin CocTosiHMe pexuma auto-self-pin.
status disabled
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dnemMeHT 3HaueHue
enabled
active
direction send
receive
mode pbc
self-pin
peer
left Bpemsa Ao 3aKkpbITUS ceccun B CEKYHAAX.
Mpumep (show)> interface WifiMaster0/AccessPoint@ wps status
wps:

configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa show interface wps status.

3.117.30 show internet status

OnucaHue MpoBepnTb HanM4me NoAKIOYeHVs K IHTepHeTy Ha ycTpoiicTee. VIHAMKaTop
"MIHTepHeT" (rnobyc) Ha Kopnyce yCTPOCTBa ropuT, ecauv npoeepka
NOAK/IIOYEHMA K MOMYASPHbBIM CaiTamM NPOLL/Ia YCNeLLHO.

MNpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CrnHoncuc I(Sh0W0> internet status

Mpumep (show)> internet status

checked: Tue Apr 24 17:14:37 2018
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
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internet: yes

gateway:
interface: GigabitEthernetl
address: 192.168.1.1
failures: 0
accessible: yes
excluded: no
hosts:
host:
name: example.net
failures: 0
resolved: yes
accessible: yes
host:
name: google.com
failures: 0
resolved: no
accessible: no
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.11 JobaBneHa komaHaa show internet status.
3.117.31 show ip arp
OnucaHue OTobpaxaeT cogepxmmoe Ketua ARP.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> iparp

Mpumep (show)> ip arp
IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc Home
10.10.30.34 a0:88:b4:40:9c:98 GuestWiFi
192.168.75.203 7Cc:61:93:e€:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:c9:c6:53:cf ISP
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192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home

82.138.72.129 00:30:48:89:b5:9f ISP
WcTopusa nsmeHeHum Bepcus onuvcaHve
2.00 Job6asneHa komaHaa show ip arp.

3.117.32 show ip dhcp bindings

OnucaHwue Moka3aTtk cTtatyc DHCP-server. ECAv BbINONHNTE KOMaHAy 6€3 aprymeHTa, To
Ha 3KpaH byAeT BbiBeAeH BeCb CMMCOK BblAeneHHbIX IP Ana Bcex nynos.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue (show)>  ip dhcp bindings [ <pool>]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
pool Ctpoka Wma nyna.
NMpumep (show)> ip dhcp bindings _WEBADMIN
lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:e0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

2.00 [JobasneHa komaHaa show ip dhcp bindings.

3.117.33 show ip dhcp pool

OonucaHue Moka3aTb MHbOpPMaLMIO 06 onpeaeneHHOM nyne. Eciv BbINOAHWUTE KOMaHAy
6e3 apryMeHTa, TO Ha 3KpaH byaeT BbiBeAeHa MHbOopMaLMs 060 BCex nynax
CUCTEMBI.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Cunoncuc (show)>  ip dhcp pool [ pool>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
pool Crpoka VMg nyna.
Mpumep (show)> ip dhcp pool 123
pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.03 JlobasneHa komaHaa show ip dhcp pool.
3.117.34 show ip hotspot
OonucaHue MNMoka3aTb CNUCOK XOCTOB, MOAKNOUEHHbIX K XOT-CMOTY.

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (show)>  ip hotspot

Mpumep (show)> ip hotspot

host:
mac: 24:92:0e:92:e5:44
via: 24:92:0e:92:e5:44
ip: 192.168.1.41
hostname: android-41d997d510af8ff9
name:

interface:
id: Bridge0

348 CnpaBoyHuK kKoMmaHa — Keenetic Start II



naBa 3 OnncaHme KOMaHA,

name: Home

description: Home network (Wired and wireless hosts)

expires:
registered:
access:
schedule:
active:
rxbytes:
txbytes:
uptime:
link:

ssid:

ap:
authenticated:
txrate:

ht:

mode:

gi:

rssi:

mcs:

host:

mac:

via:

ip:
hostname:
name:

interface:

207328
no
permit

yes

0

0

4911

up
Bewilderbeast
WifiMaster@/AccessPoint0
yes

65

20

11ln

800

-24

7

20:aa:4b:5c:09:0e
20:aa:4b:5c:09:0e
192.168.1.51
Julia-PC

id: Bridge0

name: Home

description: Home network (Wired and wireless hosts)

expires:
registered:
access:
schedule:
active:
rxbytes:
txbytes:
uptime:
link:

ssid:

ap:
authenticated:
txrate:

ht:

mode:

gi:

rssi:

mcs:

212967
no
permit

yes

0

0

884

up
Bewilderbeast
WifiMaster@/AccessPoint0
yes

130

20

11ln

800

-37

15
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.09

Jlo6aBneHa komaHaa show ip hotspot.

3.117.35 show ip hotspot rrd

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

MokasaTb NHPopMaLMIO O TpadrKe 3aperncTpMpOBaHHOrO XoCTa No
npuHuMny Round Robin Database.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHThl

(show)>  ip hotspot wmac> rrd«attribute [ «details]
AprymeHT 3HauyeHue OnucaHue
mac MAC-agpec MAC-agpec
3aperncTpmpoBaHHOro
XOoCTa.
attribute rxspeed Tnn ckopocTu Nepeaaymn
txspeed AaHHBIX.
rxbytes
txbytes
detail 0 YpoBeHb geTanunsauummn 1
CeKkyHAa.
1 YpoBeHb geTanunsaunm 2
CeKyHAbl.
2 YpoBeHb feTanmsaunn 3
CeKyHabl.
3 YpoBeHb feTanmsaunm 5
CeKyHA,.
4 YpoBeHb geTannsaymm
15 cekyHa.
5 YpoBeHb geTanusaymn
30 cekyHA.
6 YpoBeHb geTanumsauummn 1
MUHYTa.
7 YpoBeHb geTtanmsauunm 2
MUHYTBI.
8 YpoBeHb feTanusaunn 3
MWHYTbI.
9 YpoBeHb feTannsaunnm 5
MWHYT.
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Mpumep

AprymeHT 3HaueHue OnucaHwue
10 YpoBeHb geTanusaymu

15 MUHYT.
11 YpoBeHb geTanusaymu

30 MUHYT.

(show)> ip hotspot a8

data:
data:

t

v
data:

t
data:

v

(show)> ip hotspot a8

:1e:84:85:12:11 rrd rxspeed

1 2180.491855

16298

1 2177.492050
: 9026

1 2174.491916

11450

1 2171.491843
: 626

:1e:84:85:f2:11 rrd txspeed

data:
t: 2228.491841
v: 952

data:
t: 2225.491920
v: 8813

data:
t: 2222.492053
v: 28746

data:
t: 2219.491845
v: 22474

(show)> ip hotspot a8

:1e:84:85:12:11 rrd rxbytes

data:
t: 2279.491860
v: 4197

data:
t: 2276.492050
v: 362
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data:
t: 2273.492040
v: 14337

data:
t: 2270.491862
v: 3281

(show)> ip hotspot a8:1e:84:85:f2:11 rrd txbytes

data:
t: 2360.491865
v: 3342

data:
t: 2357.491853
v: 142

data:
t: 2354.491949
v: 3333

data:
t: 2351.491847
v: 3390

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.14 [JobaeneHa komaHaa show ip hotspot rrd.

3.117.36 show ip hotspot summary

OnuncaHmne MokasaTb MHPOopMaLMIO 0 TpadrKe HECKONBKMX 3aperncTpMpPOBaHHBLIX XOCTOB
no npuHumny Round Robin Database.

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)>  ip hotspot summary «attribute; [ detail «detail>][ count
c«counts ]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
attribute rxspeed 3HayeHne T1na CKOpPoCTY nepeaaydn JaHHbIX.
txspeed
rxbytes
txbytes
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Mpumep

AprymeHT 3HauyeHue OnuncaHwue
detail 0 YpoBeHb geTannsaymm 3 ceKyHAbI.
1 YpoBeHb geTanusaumun 60 cekyHA.
2 YpoBeHb geTanusaumu 180 cekyHA,.
3 YpoBeHb getanmsauun 1440 cekyHA.
count Lenoe 4ucno |KonmuectBo xocToB. Ecinm He ykasaHo,
oTOb6paxaeTcs BeCb CNMCOK XOCTOB.

(show)> ip hotspot summary rxspeed

t: 255

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

yes
toshiba
143964

yes
Inx
24749

yes
oneplus6
2558

(show)> ip hotspot summary rxspeed detail 0

t: 0

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

host:
active:
name:
rxspeed:

yes
toshiba
186519

yes
oneplus6
94298

yes
lnx
8237

(show)> ip hotspot summary rxspeed count 3

t: 255

host:
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active: yes
name: toshiba
rxspeed: 390322

host:
active: yes
name: 1nx
rxspeed: 53518

host:
active: yes
name: oneplus6
rxspeed: 5284

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.14 Job6asneHa komaHaa show ip hotspot summary.

3.117.37 show ip http proxy
OnucaHue MokasaTb ctatyc HTTP-npokcw.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(shom0> ip http proxy
Mpumep (show)> ip http proxy
proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80

allow: public

ndns: yes
WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.09 JobasneHa komaHaa show ip http proxy.

3.117.38 show ip name-server

OnucaHwne MokasaTb cnncok TekyLmx agpecos DNS-cepBepoB B nopsijke yobiBaHWS
npuopuTeTa.
Mpedukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(shom0> ip name-server
Mpumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130
domain: zydata.ru
global: yes
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHaa show ip name-server.
3.117.39 show ip nat
OnucaHune MokasaTb Tabnuuy TPaHCASLNM ceTeBbIX afpecos.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip nat [tcp]
AprymeHTbI AprymeHTt 3HayeHue |OnucaHune

tecp Knoyesoe Tonbko 3anucu c Tunom TCP byayT

C/10B0 BblBeJeHbl Ha 3KPaH.

Mpumep (show)> ip nat

Type | In | Source Port Destination Port Packets

| Out |
udp 10.1.30.34 6482 111.221.77.159 40005 1

111.221.77.159 40005 82.138.7.164 6482 1
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WcTopusa nsmeHeHum

udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11
udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443 82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show ip nat.

3.117.40 show ip policy

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

MokasaTk cTaTyc Nnpoduas 4ocTyna B VIHTepHer.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ippolicy[«policy]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
policy Mpogunb HasBaHune npoduns goctyna.
gocryna
Mpumep (show)> ip policy
policy, name = Policy®, description = VPN-OpenVPN:
mark: fffffdoo
table: 42
route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no
route:
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destination: 172.16.3.33/32
gateway: 0.0.0.0
interface: L2TPVPN
metric: 0
proto: boot
floating: no

route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no

policy, name = Policy3, description = Home:
mark: fffffdo3
table: 45

route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no

route:
destination: 172.16.3.33/32
gateway: 0.0.0.0
interface: L2TPVPN
metric: 0
proto: boot
floating: no

route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no

(show)> ip policy Policy®
policy, name = Policy0:
mark: fffffdoo
table: 42

route:
destination: 0.0.0.0/0
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
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WcTopusa nsmeHeHum

floating: no
route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no
route:
destination: 185.230.127.84/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no
route:
destination: 193.0.174.0/24
gateway: 0.0.0.0
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.0/25
gateway: 193.0.174.10
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
Bepcus OnucaHue
2.12 Job6asneHa komaHaa show ip policy.
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3.117.41 show ip route

OonucaHune MokasaTb TeKyLLyt TabauLy MapLUpyTM3aL K.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> ip route[sort«riterias«direction ]
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
direction ascending [3anucy Tabavubl MapLLpyTU3aunm 6yayT
ynopsiioyeHbl Mo BO3pacTaHuHo.
descending |3anucm Tabanubl MapwpyTu3aummn oyayTt
ynopsiio4eHbl No yobIBaHUIO.
criteria interface |CopTupoBKa3anucer bygeT ocyLlecTeieHa
no umeHn nHtepdeiica.
gateway CopTurpoBKa 3anucei byaeT ocyLLecTB/IEHa
no ajpecy wnto3a.
destination|CopTupoBka 3anunceri byaeTt ocyLlecTBaeHa
no ajpecy HazHa4veHus.
Mpumep (show)> ip route sort destination ascending
Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 [Jlob6aBneHa komaHaa show ip route.
3.117.42 show ipsec
OnucaHwue MokasaTb nHPopmMaLumio o cocTosHUK IPsec/IKE cnyx6bbl strongSwan.
Mpejukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc I(shom0>ipsec

Mpumep (show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00a6ebfc9d90flc2 i* »
3cd201ef496df75¢c_r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES_CBC=256/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC_SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes
test{304}: 172.16.200.0/24 === 172.16.201.0/24

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobaeneHa komaHza show ipsec.

3.117.43 show ipv6 addresses

OnucaHwue MNMoka3aTb cNUCcok Tekywmx IPv6-agpecos.
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Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(shom0> ipv6 addresses
Mpumep (show)> ipv6 addresses
address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
VICTOleﬂ N3MeHeHUn Bepcuﬂ onucaHvie
2.00 [Jlob6aBneHa komaHza show ipv6 addresses.

3.117.44 show ipv6 prefixes

OnucaHwue MokasaTb cnncok TekyLmx IPve-npedukcos.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CrHoncuc I(shom0> ipv6 prefixes
Mpumep (show)> ipv6 prefixes
prefix:
prefix:
interface:

valid-lifetime:
preferred-lifetime:

prefix:

2001:db8:
ISP
infinite
infinite

:/64
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prefix:

fd3c:4268:1559::/48

interface:

valid-lifetime:
preferred-lifetime:

infinite
infinite

prefix:
prefix: fd01l:db8:43::/48
interface:
valid-lifetime: infinite

preferred-lifetime: infinite

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHue
2.00 JobasneHa komaHaa show ipv6 prefixes.

3.117.45 show ipv6 routes
OnucaHue lNoka3aTb cnncok TekyLwmnx IPv6-mapLUpyTOB.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 routes
Mpumep (show)> ipvé routes
route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01l:db8:43::/64
gateway: ::
interface: Home
WcTopusa nsmeHeHum Bepcus onuvcaHuve
2.00 JobasneHa komaHaa show ipv6 routes.
3.117.46 show kabinet status
OnucaHwue MpoBepuTb cocTosiHUE N KOHbUrypaumto aBTopusaTopa KABINET.

Mpedukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(shom0> kabinet status
Mpumep (show)> kabinet status
kabinet:
enabled: yes
wan: yes
state: STOPPED
server: 10.0.0.1
access-level: internet
protocol-version: 2
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.02 JobaBneHa komaHza show kabinet status.

3.117.47 show last-change

OnucaHune Moka3aTbk KTO U KOrAa Noc/iefiHN pa3 BHOCUST U3MEHEHWNS B HaCTPOKMN.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> last-change
Mpumep (show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT
agent: cli
WcTopus nsmeHeHum Bepcus onucaHuve
2.00 [Jlo6aBneHa komaHaa show last-change.

3.117.48 show led

OnucaHmne MokasaTb MHPOPMaLMIO MO YKa3aHHOMY CBETOAMOAHOMY NHAMKATOPY. Ecan
BbIMNOMHUTBL KOMaHAy 6e3 apryMeHTa, To Ha 3KpaH byAeT BbiBeeH BeCb CMINCOK
CBETOAMNOAHBIX MHAMKATOPOB Ha ycTpoicTee. Habop NHANKATOPOB 3aBUCUT
OT annapaTHOM KoHbUrypaumn.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het

CuHoncuc (show)>  led [ name> ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name SYS Ha3BaHVve nHavkartopa. Konnyecrtso

EN JAOCTYMNHbIX NHANKATOPOB 3aBNCUT OT
Bbl6paHHOro yCTPOWNCTBA.

Fw_UPD

ACT ACK
WAN
DSL
WLAN
WLANS
wPS 1
WPS 2
WPS_3
WPS 4
WPS5 1
WPS5 2
WPS5 3
WPS5 4
USB_1
USB_2
LTE

Mpumep (show)> led FN_1

leds:
led, index = 0:
name: FN 1
user _configurable: yes
virtual: no

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 Job6aBneHa komaHaa show led.
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3.117.49 show led bindings

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMokazaTb yl'lpaB}'IFIFOLLI,I/IVI 06BbEKT, CBA3aHHbIN C YKa3saHHbIMW CBETOANOAHBIM
MHAMKaTOpOM.EUH4BHHOﬂHMTbKOMaHAy6e3aprMEHTa,6yAETBHBEAEH
BeCb CNMNCOK CBETOANOAHBIX MHANKATOPOB C X yNpaBaArLWNMN obbekTaMu.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)>

led [ <name> Jbindings

AprymeHT

3HayeHue

OnucaHune

name

SYS

FN

FW_UPD

ACT ACK

WAN

DSL

WLAN

WLANS5

WPS 1

WPS 2

WPS_3

WPS_4

WPS5 1

WPS5 2

WPS5_3

WPS5_4

USB_1

USB 2

LTE

HaseaHwue nHgmkaTopa. Habop AOCTYMHbIX
NHAVKATOPOB 3aBUCUT OT BbIOpaHHOro
yCTpOWNCTBa.

(show)> led bindings

bindings:

binding, index

=0:

led: SYS
user_configurable: no
active control: SystemState
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default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
user_configurable: yes
active control: Usb2PortDeviceAttached
default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW_UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity

binding, index = 7:
led: WPS 1
user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
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default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
user_configurable: no
active control: WstaWpsActivity
default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity

binding, index = 16:
led: WPS5 4
user_configurable: no
active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

binding, index = 17:
led: WPS5 STA
user_configurable: no
active control: WstaSWpsActivity
default control: WstaSWpsActivity

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

Job6asneHa komaHaa show led bindings.
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3.117.50 show led controls

OonuncaHmne MokasaTb CMMCOK YNPaBASOLWNX 06 EKTOB CBETOAMOAHBIX MHANKATOPOB
cncteMsbl. IocTynHble ynpaBastoLme 06bekTbl 3aBUCAT OT KOHPUIypaLmm
obopyaoBaHMs.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> led controls

Mpumep (show)> led controls

controls:
control, index = 0:
name: SystemState
short description: System state
owner: ndm
user _configurable: no

control, index = 1:
name: ButtonActivityAcknowledgement
short _description: Button activity acknowledgement
owner: ndm
user _configurable: no

control, index = 2:
name: SelectedSchedule
short description: Selected schedule is active
owner: ndm
user_configurable: yes

control, index = 3:
name: SelectedWan
short _description: Selected WAN interface has default »
route
owner: ndm
user_configurable: yes

control, index = 4:
name: BackupWan
short description: Backup WAN interface has default route
owner: ndm
user_configurable: yes

control, index = 5:
name: WanConnected
short _description: WAN interface connected
owner: ndm
user _configurable: no
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control, index

name:
short description:

owner:
user _configurable:

control, index

6:

UsblPortDeviceAttached

USB port 1 known device attached
ndm

yes

7:

name: Usb2PortDeviceAttached
short description: USB port 2 known device attached
owner: ndm
user_configurable: yes
control, index = 8:
name: UpdatesAvailable
short description: Firmware updates available
owner: ndm
user_configurable: yes
control, index = 9:
name: OpkglLedControl
short description: OPKG LED control
owner: ndm
user_configurable: yes
control, index = 10:
name: Wlan5Activity
short description: WLAN 5GHz interface activity
owner: mt7615 ap
user _configurable: no
control, index = 11:
name: Wlan5WpslActivity
short description: WLAN 5GHz SSID 1 WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 12:
name: Wlan5Wps2Activity
short description: WLAN 5GHz SSID 2 WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 13:
name: Wlan5Wps3Activity
short description: WLAN 5GHz SSID 3 WPS activity
owner: mt7615 ap
user _configurable: no
control, index = 14:
name: Wlan5Wps4Activity
short description: WLAN 5GHz SSID 4 WPS activity
owner: mt7615 ap
user _configurable: no
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control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

15:
WlanActivity
WLAN 2.4GHz interface activity
mt7615 ap
no
16:
WlanWpslActivity
WLAN 2.4GHz SSID 1 WPS activity
mt7615 ap
no
17:
WlanWps2Activity
WLAN 2.4GHz SSID 2 WPS activity
mt7615 ap
no
18:
WlanWps3Activity
WLAN 2.4GHz SSID 3 WPS activity
mt7615 ap
no
19:
WlanWps4Activity
WLAN 2.4GHz SSID 4 WPS activity
mt7615 ap
no
= 20:
Wsta5WpsActivity
Station 5GHz WPS activity
mt7615 ap
no
= 21:
WstaWpsActivity
Station 2.4GHz WPS activity
mt7615 ap
no

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

JobaBneHa komaHAa show led controls.

3.117.51 show log

OnuncaHune

MokaszaTb COAEPXMMOE CUCTEMHOTO XypHana (3anmcu, KOTopble COXPaHUINCh

B LMKANYeckoM bydepe), a Takxke HOBble 3anncy No Mepe NX MNOCTYNAeHs.
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KomaHgza paboTaeT B $OHOBOM pexrMe, TO eCTb A0 MPUHYANTENbHON
OCTaHOBKW Nonb3oBaTteneM no Ha)xatuto [Ctri]+[C].

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (show)>  log [ @nax-lines>] [once]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
max-lines Yenoe uucno |Konnyectso BO3BpaLLaeMbIX CTPOK SIOrOB.
once Knwouyesoe MokaszaTk TekyLwmii nor v BblnT B CLI.
CJ10BO
Npumep (show)> log
Time Message
I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)
occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster®/AccessPoint0Q: »
STA(d8:b3:77:36:05:cl)
occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)
pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl1) had
deauthenticated.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobasneHa komaHaa show log.

3.117.52 show mws candidate

OonucaHue MokasaTb CMVCOK KaHANAATOB U/W OMVCaHNe onpeseneHHOro kKaHanaaTa
no 3aZlaHHOMY MAeHTUUKaTOpY.

Mpedukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (show)> mws candidate [ <candidates ]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
candidate CTpoka ID yctpoiictea — MAC-agpec nawm CID.
Mpumep (show)> mws candidate 50:ff:20:08:71:61
candidate:
mac: 50:ff:20:08:71:61
cid:
mode:
model:
state: DISCONNECTED
(show)> mws candidate 50:ff:20:08:71:61
candidate:
mac: 50:ff:20:08:71:61
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
mode: ap
model: Extra (KN-1710)
state: COMPATIBLE
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
license: 273720056272398
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.15 JobasneHa komaHga show mws candidate.

3.117.53 show mws log

OnucaHue MokasaTb XypHaa NOAKAYEHN U NePEXOA0B OT OAHOM TOUKM A0CTYNa K
apyroi B npegenax M/S. Komanaa pabotaet B POHOBOM pexumme, To eCTb
[0 NPUHYAUTENBbHOV OCTaHOBKM Nojib30oBaTeneM no Haxatuto [Ctri]+[C].

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

CnHoncuc I(shomn> mws log [ <max-lines> ] [once]
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HayeHue |OnucaHue
max-lines Uenoe 4ucno |OrpaHmnyeHme Koam4vecTea 3anmcei B
oTBeTe.
once Knwyesoe MNokasaTb nocnegHMe 3anncK B XypHarne,
C/1080

(show)> mws log 1

Time Message

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

(show)> mws log once

Time Message

[Jan 17 14:46:37] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

[Jan 17 15:04:50] : 64:a2:f9:51:b1:82: 50:ff:20:00:11:82 (5 »
GHz) -> disassociated

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

Bepcus OnucaHue

2.15 Job6asneHa komaHaa show mws log.

3.117.54 show mws member

OnucaHune

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

MokasaTb CNNCOK 3aXBaYeHHbIX YCTPOMCTB AW ONVCaHKE OnpeAeneHHOoro
YCTPOMCTBA MO 3aZaHHOMY UAeHTUdUKaATOPY.

Het
Het

Het

(show)>  mws member [ <member; ]

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID ycTtpoiictBa — MAC-agpec nan CID.

(show)> mws member abl409a2-0f87-11e8-8f23-3d5f5921b253

member:
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cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
model: Extra (KN-1710)
mac: 50:ff:20:08:7a:6a
ip: 192.168.1.43

mode: ap
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1

dual-band: yes

system:
cpuload: 3
memory: 32680/131072
uptime: 2696

rci:
errors: 0
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvcaHue
2.15 JobaBneHa komaHaa show mws member.

3.117.55 show ndns

OnucaHue lNokasaTb napameTpbl KeenDNS, nonyyeHHble U3 nocneHero 3anpoca Ha
cepsep (cMm. komaHAbl ndns get-booked v ndns get-update).

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

CuHoncmc I@hom0> ndns
Mpumep (show)> ndns
name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct
ttp:
direct: yes
interface: GigabitEthernetl
address: 41.189.34.56
WcTopusa nsmeHeHum Bepcus onucaHve

2.07 JobaBneHa komaHaa show ndns.
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3.117.56 show netfilter

OonucaHue Moka3aTb MHPOpMaLMo 0 paboTe ceTeBOro skpaHa. Heo6xoanmo Ans
o6ecneyeHns yaaneHHoM TeXNoAAepXKKM.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuiHoncuc (show)> netfilter
UcTopuns nameHeHui Bepcus onucaHue
2.00 JobaeneHa komaHaa show netfilter.

3.117.57 show ntce hosts

OonucaHmne Moka3aTb CNWCOK XOCTOB, ONpeAeneHHbIX Cny>x60ii NTCE, X onepauyioHHYH
CUCTEMY W CINCOK MPUJIOXKEHUIA Ha HUX.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(show)> ntce hosts
Mpumep (show)> ntce hosts
host:
mac: 20:aa:4b:5c:09:0e

class _name: unknown

device name: unknown

flow types:

flow_type: skype

NcTopusa nsmeHeHum Bepcus onucaHue

2.09 Job6asneHa komaHaa show ntce hosts. MNpexHee
Ha3BaHWe KoMaHAbl show dpi hosts.

3.117.58 show ntp status

OnucaHue Moka3saTb cucTeMHble HacTponkm NTP.
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OcHOBHbIe cBeaeHusa o cocTosHUM NTP

©® Bpewms, npoluejllee C MOMEHTa NOoc/IeAHelr CUHXPOHM3ALMN B CEKYHAAX.
® T[pu3HaK nocnieAHen CUHXPOHM3aLNN.
© [IpM3HaK HayaNnbHOM CUHXPOHM3aLNN.
® Bpems yCcTaHOBNEHO B COOTBETCTBUMU C cepBepoM NDSS.
© Bpewms ycTaHOBNEHO NoJ/Ib30BaTeNneM BPYUHYHO.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> ntp status
MNpumep (show)> ntp status
status:
elapsed: 435146 ©
server: 1l.pool.ntp.org
accurate: yes @
synchronized: yes ©
ndsstime: no @
usertime: no ©
WcTopus nsmeHeHum Bepcums OonucaHue

2.00 Jlo6aBneHa komaHza show ntp status.

3.117.59 show ping-check

OnucaHwue Moka3saTtb nHPopmaumto o npodune Ping Check. Mpwn NCNONbL30BaHNM
KOMaH/bl 6e3 apryMeHTa BbIBOAATCS AaHHble 060 BCeX Npodunsx.

Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc (show)>  ping-check[<«profile name>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile name CTpoka HasBaHune npoduns.
Npumep (show)> ping-check
pingcheck:
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WcTopuns nsmeHeHunit |Bepcus

profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1
mode: connect
interface: ISP
fail count: 0
status: pass
pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
OnucaHwme

2.04 Job6asneHa komaHaa show ping-check.
3.117.60 show ppe
OnucaHwne MNMoka3aTb COCTOSHME MeXaHM3Ma NakeTHOM 06paboTku.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbliA BBog, Het

CuHoncuc

Mpumep (show)>

hw nat:

I(shom0> ppe

ppe

Total Entry Count = 2

IPv4 NAPT=1122 :

IPv4 NAPT=5454 :

done

13.33.96.244:443->10.77.140.59:56457 => »
13.33.96.244:443->192.168.232.44:56457
173.194.220.97:443->10.77.140.59:56553 => »
173.194.220.97:443->192.168.232.44:56553

WcTopuns nsmeHeHnit |Bepcusa

OnucaHune

2.03

JobasneHa komaHaa show ppe.
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3.117.61 show processes

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

lMokasaTb CTaTUCTNKY NCMNOJSIb30BaHWMA NpoLeccopa cny>|<6aM|/| mnpoueccamn.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> processes

(show)> processes

process, id

= NETBIOS browser:

name: nqnd
arg: -i
arg: 50ff20001e87
state: S (sleeping)
pid: 629
ppid: 192
vm-size: 3188 kB
vm-data: 1548 kB
vm-stk: 136 kB
vm-exe: 4 kB
vm-lib: 1448 kB
vm-swap: 0 kB
threads: 1
fds: 15
statistics:
interval: 30
cpu:
now: 17319.483753
min: O
max: 0
avg: 0
cur: 0
service:
configured: yes
alive: yes
started: yes
state: STARTED

process, id = Dns::Proxy::Policy0:

name: ndnproxy

arg:

=
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arg:
arg:
arg:

state:
pid:
ppid:
vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

statistics:

/var/ndnproxy Policy@.conf
-p
/var/ndnproxy Policy0.pid

S (sleeping)

630

192
1676 kB
504 kB
136 kB
108 kB
896 kB
0 kB

1

10

interval: 30

service:

cpu:
now: 17319.483764
min: 0
max: 0
avg: 0
cur: 0

configured: yes

alive: yes

started: yes
state: STARTED

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.09

JobasneHa komaHaa show processes.

3.117.62 show running-config

OnucaHwne MokasaTb TekyLlme HaCTPOWKN, KOTOpble coaepXnT darin
system:running-config TOYHO TaK Xe, Kak 3TO AefiaeT KOMaHJa more.

MNpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CunHoncuc

I(shom0> running-config
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Mpumep (show)> running-config
I $$$ Model: Keenetic Start
I $$$ Version: 2.06.1
I $$$ Agent: http/rci
I $$$ Last change: Fri, 12 Jan 2017 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi
deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
|
access-list _WEBADMIN_ ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
|
isolate-private
dyndns profile ABCD
|
dyndns profile WEBADMIN
type dyndns
|
interface FastEthernet0

up
!
interface FastEthernet0/0
switchport mode access
switchport access vlan 1
|
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0

up
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interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up
!
ip route 82.138.7.141 ISP auto
ip route 82.138.7.132 ISP auto
ip route 82.138.7.27 PPTPO auto
ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home
|
ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi
|
ip dhcp host A 00:01:02:03:04:05 1.1.1.
ip dhcp host B 00:01:02:03:04:06 1.1.1.
ip nat Home
ip nat GuestWiFi
ipv6 subnet Default
bind Home
number 0
mode slaac

1
2

ipv6 local-prefix default
no ppe
upnp lan Home
torrent
rpc-port 8090
peer-port 51413
|
user admin
password md5 2320924ba6e5clfec3957e587a21535b
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WcTopusa nsmeHeHum

3.117.63 show

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

tag cli
tag cifs
tag http
tag ftp

|
user test

password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly

service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp

cifs
share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive
!
!
!
Bepcusa OnucaHue
2.00 Job6asneHa komaHaa show running-config.
schedule

MNMoka3aTb NapameTpbl onpeAeneHHoro pacnucaHus. Ecam BeinonHNTE
KOMaHZAy 6e3 aprymeHTa, To 6yAeT oTobpaXkeH BeCb CMUCOK pacnmcaHnii B

cncteme.
HeTt
Het

Het

(show)>

schedule [ <name> ]

Argument

3HavyeHue

OnucaHue

name

Crpoka

Ha3BaHVe pacnucaHus.

(show)> schedule 123

schedule,

name

= 123:

action, type = start, left = 561514, next = yes:
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dow: Tue
time: 01:29

action, type = stop, left = 564274:

dow: Tue
time: 02:15
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.06 JobaBneHa komaHaa show schedule.

3.117.64 show self-test

OnucaHwne Moka3aTb COBOKYMHYH MHPOPMALLMIO O CUCTEMHOM aKTUBHOCTW. Heobxoanmo
Ans obecneyveHUs yaaneHHoM TeXnoAaepxKu.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CviHoncuc (show)> self-test
WcTopus nsmeHeHuimi Bepcus onucaHue
2.00 JobaeneHa komaHaa show self-test.

3.117.65 show site-survey

OnucaHue MNMoka3zaTb AOCTYyMNHbIe 6ecnpoBOAHbIE CETU.
Mpejukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Radio

CuHoncnc (show)> site-survey name;

AprymeHTbI AprymeHT 3HaueHue |OnucaHune

name nms MonHoe nmsa nHtepderica N NCEBLOHNM.
uHTeppeiica |CNUCOK AOCTYMHbIX AN Bblibopa
NHTepdericoB MOXHO yBUAETb BBEAA
KOMaHAy site-survey ?.
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Mpumep (show)> site-survey WifiStation0
ESSID MAC Ch Rate Q
Gena 00:23:f8:5b:d3:f5 11 300Mbit/s 100
Keenetic-2034 00:23:f8:5b:d3:f4 11 300Mbit/s 100
Sonar 40:4a:03:b4:5d:18 4 54Mbit/s 34
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobasneHa komaHaa show site-survey.

3.117.66 show skydns profiles

OnucaHwne BbiBecTn cnucok npodunein SkyDNS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main
token: 821766297
profile:
name: Kids
token: 840106815
SkyDns::Client: Profile list is loaded.
WcTopusa nsmeHeHum Bepcus onucaHve

2.01 Job6asneHa komaHaa show skydns profiles.

3.117.67 show skydns userinfo

OnucaHune MokasaTtb nHGopmaLmto 0 nonb3oBaTtene SkyDNS.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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Cunoncuc I(shom0> skydns userinfo
Mpumep (config)> skydns userinfo
plan:
name: Premium
code: PREMIUM
SkyDns::Client: SkyDNS info is loaded.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.01 Job6asneHa komaHaa show skydns userinfo.

3.117.68 show ssh fingerprint

OnucaHue MokasaTb TekyLure kir4n SSH-cepsepa.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> ssh fingerprint
Mpumep (show)> ssh fingerprint
rsa: MD5:d0:b0:d4:f7:da:7b:c0:e0:d0:c8:8f:ea:85:3c:09:00
rsa: SHAL:Nhxg8KNeE62E8zAZJIngImcrJkmA
rsa: SHA256:1M7MyrIagq4qFGT/dyF/t8TbJk5tCzreeGuh03zaydu4
ecdsa: »
MD5:a6:db:b4:fb:3c:b9:ae:31:ca:6d:ca:ed:62:73:a5:7e
ecdsa: SHA1l:ndWg/dx/dP/P8rMkJcVC3XB8nFo
ecdsa: »
SHA256 : Wp1K9d8MsquQBt1BeB1pV1yKdCN1Vay3BtBWbjOxs+0
NcTopusa nsmeHeHum Bepcus onucaHuve

2.12 Job6asneHa komaHaa show ssh fingerprint.

3.117.69 show sstp-server

OnucaHwue lNoka3saTb TekyLMe NoakItoYeHns K cepsepy SSTP.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(shom0> sstp-server
Mpumep (show)> sstp-server
enabled: yes
ndns-name: mymy.keenetic.link
has-ndns-certificate: yes
tunnel:
clientaddress: 172.16.3.33
username: mymy
uptime: 29
statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0O
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000
VICTOleﬂ U3MeHeHU Bepcuﬂ onucaHvie
2.12 Jlo6baBneHa komaHza show sstp-server.
3.117.70 show system
OnucaHwune MokasaTb 0bLLee COCTOSIHME CUCTEMBI.

OCHOBHbIe cBeAeHNA 0 COCTOSAHUN CUCTEMbI

©® 3arpyska LieHTpanbHOro npoueccopa, B NpoLeHTax.

® VIHbopmMaLWs 0 3aHATON N NMEKLLENCA B HaIMYUW NaMATy, B
KmnnobarTax

©® ViHbopmauus 06 ucnonb3oBaHUK daliia NoAKaydku, B kunobarrtax.

® Bpewms paboTbl CUCTEMbI C MOMEHTA 3anycka, B CekyHJaax.

386 CnpaBoyHuK kKoMmaHa — Keenetic Start II



naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(shom0> system

(config)> show system

hostname: Undefined
domainname: WORKGROUP
cpuload: 0 ©
memory: 13984/28976 ©

swap: 0/0 ©

uptime: 153787 O

Bepcus

OnucaHune

2.00

Jlo6aBneHa komaHza show system.

3.117.71 show system cpustat

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKmn

Het

HeTt

MHorokpaTtHbiiA BBog Het

CvHoncuc

Mpumep

MokasaTb cBeAeHMSA 06 NCNONb30BaHNN npoueccopa yCTpOVICTBa.

I(shom0> system cpustat

(show)> system cpustat

interval: 36

busy:
cur: 1
min: 0
max: 11
avg: 2
user:
cur: 0
min: 0
max: 10
avg: 1
nice:
cur: 0
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system:

iowait:

irq:

sirq:

(<]

min:
max:
avg:

[N}

cur:
min:
max:
avg:

ONOOO

cur:
min:
max:
avg:

[cNoNoNo]

cur:
min:
max:
avg:

[cNoNoNo]

cur:
min:
max:
avg:

[cNoNoNo]

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.09 Job6asneHa komaHaa show system cpustat.
3.117.72 show tags
OnucaHue lNMokasaTb AOCTYMHbIE MONbL30BaTe/IbCKME TEru.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep (show)> tags

I(shom0> tags

tag:
tag:
tag:
tag:
tag:

cli
readonly
http-proxy
http
printers
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tag: cifs
tag: ftp
tag: ipsec-xauth
tag: ipsec-12tp

tag: opt
tag: sstp
tag: torrent
tag: vpn
WcTopusa nsmeHeHum Bepcus onuvucaHve
2.00 JobasneHa komaHaa show tags.
3.117.73 show threads
OnucaHue lNMokasaTb CNUCOK aKTVBHbLIX MOTOKOB B NDM.
Mpe¢ukc no Het
MeHsieT HacTpoiikn  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc I(shom0> threads
Mpumep (show)> threads
thread:
name: Cloud agent service
tid: 518
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481435
min: 0
max: 0
avg: 0
cur: 0
thread:
name: FTP brute force detection
tid: 519
lock list complete: yes
locks:
statistics:

interval: 30
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cpu:
now: 17771.481440
min: O
max: O
avg: 0
cur: 0
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.09 JobaBneHa komaHaa show threads.
3.117.74 show torrent status
OnucaHue MNoka3aTb cocTosiHMe KnneHTa BitTorrent.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc I (show)>  torrent status
Mpumep (show)> torrent status
state: running
rpc-port: 8090
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.03 JobaBneHa komaHaa show torrent status.
3.117.75 show upnp redirect
OnucaHwue MokasaTb Npaswnna TpaHcaauMy noptos UPnP. Ecin BLIMOAHNTL KOMaHAY
6e3 aprymeHTa, TO BeCb CNNCOK NpaBua TpaHCSaLUK byaeT BbiBeAeH Ha
3KpaH.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuvHoncuc

I (show)>  upnp redirect [( protocol> <interfaces ports) | <index> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
protocol tcp Ha skpaH 6yayT BbiBeAeHbl npaBuna TCP.
udp Ha akpaH 6yayT BbiBefeHbl npasunaa UDP.
interface nms Ha skpaH 6yayT BbiBeAeHbI NpaBuia C

uHTeppeiica |yKasaHHbIM MHTepdericoM.

port Uenoe uucno |Ha akpaH 6yayT BbiBeAeHbl NpaBuna ¢
yKa3aHHbIM MOPTOM.

index Uenoe u4ucno |Ha sakpaH 6yaeTt BbiBEAEHO NPaBU/IO C
yKasaHHbIM NOPAAKOBLIM HOMEPOM.

Mpumep (show)> upnp redirect udp ISP 11175
entry:
index: 1

interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)

packets: 0
bytes: 0
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.00 JobasneHa komaHaa show upnp redirect.
3.117.76 show version
OonuncaHmne MokasaTb BepCMo MUKPONPOrpaMmsi.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(Shom0> version

Mpumep (show)> version

release: 2.10.C.1.0-0
arch: mips

ndm:
exact: 0-d32118a
cdate: 11 Dec 2017
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bsp:
exact: 0-cbe0525
cdate: 11 Dec 2017

ndw:
version: 4.2.3.92
features: »
wifi button, flexible menu,emulate firmware progress
components: »
ddns,dotlx,interface-extras,miniupnpd, nathelper-ftp,
>
nathelper-pptp,nathelper-sip,ppe,trafficcontrol,
>
cloudcontrol, base, components, corewireless,dhcpd, 12tp,

>

igmp,easyconfig, pingcheck, ppp, pptp, pppoe, ydns

manufacturer: Keenetic Ltd.

vendor: Keenetic
series: KN

model: Start (KN-1110)

hw version: 10118000

hw id: KN-1110
device: Start

class: Internet Center

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobaBneHa kKomaHAa show version.

3.117.77 show vpn-server

OnucaHue lNoka3saTb TekyLmMe nogkntoyveHus K cepsepy VPN.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(Shom0> vpn-server

Mpumep (show)> vpn-server

tunnel:
clientaddress: 172.16.1.33
username: test
uptime: 3

statistic:
rxpackets: 51
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rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 5440
rxerrors: 0
rxdropped: 0
txpackets: 46
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 9229
txerrors: 0
txdropped: 0
timestamp: 146237.254244
last-overflow: 0.000000

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHaa show vpn-server.

3.118 skydns

OnucaHue JocTyn K rpynne KOMaHA A8 HaCcTponku napameTpoB SkyDNS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (skydns)

CuHoncuc (config)>  skydns
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.01 Job6asneHa komaHaa skydns.

3.118.1 skydns assign

OnucaHwne Ha3HauunTb TokeH anga xocta (MAC-agpeca).
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

CuHoncnc I (skydns)>  assign (mac> <token> | <tokens)

I (skydns)> no assign [ wmac> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec |MAC-agpec, KOTOPOMY Ha3HaYaeTCsd TOKEH.
token Uenoe umncno |NaeHTUPUKALNOHHBIA HOMep Npodus
dunbTpaumn.
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.01 JobasneHa komaHaa skydns assign.

3.118.2 skydns check-availability

OnucaHwue MpoBepuUTb JOCTYMHOCTb CYX6bI SkyDNS.
MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (skydns)>  check-availability
Mpumep (skydns)> check-availability
available
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.06 Job6asneHa komaHaa skydns check-availability.

3.118.3 skydns enable

OnucaHune Brntoumntb cnyx6y SkyDNS.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CAyXOy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (skydns)>  enable
I (skydns)> no enable
MNpumep (skydns)> enable

SkyDns::Client: SkyDNS is enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.01 [JobaeneHa komaHaa skydns enable.

3.118.4 skydns login

OnucaHune YKaszaTb NOrMH AN y4eTHoW 3anmncn SkyDNS.

KomMaHgza ¢ npedpurkcom no c6packiBaeT BCe HACTPOMKM YYETHOW 3anmncu.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (skydns)>  login <logim [ password>]
(skydns)> no login
AprymeHTbl AprymeHT 3HaueHue |OnucaHmne
login Ctpoka JlornH yueTtHowm 3anucu SkyDNS.
password Ctpoka Maponb yyeTHo 3anucu SkyDNS.
Mpumep (skydns)> login test_user 1234
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.01 Job6aeneHa komaHaa skydns login.

3.118.5 skydns password

OnucaHue YKa3aTb Naponb Ans ydeTHoW 3anncn SkyDNS.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbI BBOA, HeT

CuHoncuc (skydns)>  password passwords
(skydns)> no password
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
password Ctpoka Maponb yyeTHoOW 3anucm SkyDNS.
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Mpumep (skydns)> password 7654
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.01 Job6asneHa komaHaa skydns password.

3.119 snmp community

OnucaHwue 3azaTb HoBoe nMs ana SNMP coobuiectBa. 1o ymMon4aHmMio, MCNONb3yeTCcs
CTaHAapTHOe nms public.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)>  snmp community «community>
(config)> no snmp community
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
community Crpoka HoBoe Ha3BaHue coobuiecTBa.
MNpumep (config)> snmp community Co_test
Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community
Snmp: :Manager: SNMP community reset to "public".
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 JobaBneHa kKOMaHAa shmp community.

3.120 snmp contact

OnucaHwue MpnceBouTb KOHTakTHOE UMA SNVIP areHTy. [0 yMONYaHMIo MA He
ornpegeneHo.

KomaHga ¢ npedrnkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

(config)>  snmp contact «contact>

(config)> no snmp contact

AprymeHT 3HayeHne |OnucaHue

contact CTtpoka KoHTakTHas nHdopmauma SNVP.

(config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact

Snmp: :Manager: SNMP community info reset.

Bepcus OnucaHue

2.08 JobasneHa koMaHAa snmp contact.

3.121 snmp location

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YKasatb pacrnosioxeHune SNVP areHTa. [10 yMon4aHUIO pacnonoxXeHve He
orpegeneHo.

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.
[Ja

Ja

Het

(config)>  snmp location <location

(config)> no snmp location

AprymeHT 3HayeHne |OnucaHue

location CTpoka PacnonoxeHve SNMP ycTpoicTBa.

(config)> snmp location Odintsovo

Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location

Snmp: :Manager: SNMP device location reset.

Bepcus OnucaHue

2.08 JobasneHa komaHaa snmp location.
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naBa 3 OnncaHme KoMaHp,

3.122 sstp-server

OnucaHwue JocTtyn K rpynne KoMaHA AN HAaCTPOMKM NapaMeTpoB cepBepa SSTP.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (sstp-server)

CuHoncuc (config)> sstp-server
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.12 JobaBneHa KoMaHaa sstp-server.

3.122.1 sstp-server dhcp route

OnucaHwue Ha3HaunTb MapLupyT, nepegaBaemblii Yepes cooblieHns DHCP INFORM,
KnueHtam SSTP-cepsepa.

KomaHza c nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCcTV KOMaHAy 6e3 apryMeHToB, 6yieT OTMEHEHO NoJyYeHre BCexX
MapLUpyTOB.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBOg, [a

Cunoncuc (sstp-server)>  dhcp route caddress» anask»
(sstp-server)> no dhcp route [ «addresss anasks ]
AprymeHTbI AprymeHT 3HaueHme |OnucaHue
address IP-agpec Afpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTByeT ABa
cnocoba BBOAA MacKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANNHBI NpedurKca
(Hanpumep, /24).
Mpumep (sstp-server)> dhcp route 192.168.2.0/24

SstpServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.
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naBa 3 OnncaHme KOMaHA,

(sstp-server)> no dhcp route
SstpServer: :Manager: Cleared DHCP INFORM routes.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 JobasneHa komaHgaa sstp-server dhcp route.

3.122.2 sstp-server interface

OnucaHwne Cesi3aTb cepBep SSTP € ykasaHHbIM nHTepdericom.
KomaHga ¢ npedunkcom no paspeiBaeT CBA3b.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (sstp-server)>  interface <interface»
(sstp-server)> no interface
AprymeHTbI AprymeHT |3HaueHune OnucaHuve
interface |WUmMa uHTepgerica |[MonHoe nmsa MHTepdeinca nav NCeBAOHNM.
CnncoK AOCTYNHLIX AN BbI6Opa
NHTepdericoB MOXHO yBUAeTb BBeAA
KoMaHgy interface ?.
Npumep (sstp-server)> interface Bridge@
SstpServer: :Manager: Bound to Bridge0.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.12 JobasneHa komaHaa sstp-server interface.

3.122.3 sstp-server Icp echo

OnucaHue OnpeaenuTb NpasBuia TecTUpoBaHus SSTP-noaxkntoveHnin cpeacteamm LCP
echo.

KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

(sstp-server)>

(sstp-server)> no lcp echo

lcp echo <intervals <count> [adaptive]

AprymeHT

3HauyeHue

OnucaHue

interval

Llennoe uucno

WHTepBan mexay oTnpaskamu LCP echo,
B cekyHAax. Ecnn B TedeHme ykasaHHOro
WHTepBasa BpeMeHW OT yAaeHHOW
CTOPOHBbI He 6b1a1 nonyyeH LCP 3anpoc, e
6yaeT oTnpasaeH Takol 3anpoc c
oxugaHviem oteeTta LCP reply.

count

Lenoe u4ucno

KonnuyecTBo oTnpaBieHHbIX NOAPAL
3anpocos LCP echo Ha KoTopble He bbin
nonyueH oteet LCP reply. Ecnm count
3anpocoB LCP echo ocTanuck 6e3 oTBeTa,
coesHeHVe byaeT pa3opBaHo.

adaptive

KnwyeBoe crioBo

Pppd 6yaeT otnpaBnsaTb 3anpoc LCP echo
TOJIbKO B TOM CJlyYae, eCiv OT yAaneHHOro
y3na HeT Tpaduka.

(sstp-server)> lcp echo 5 3
SstpServer: :Manager: LCP echo parameters updated.

Bepcus

OnucaHune

2.12

JobaBneHa komaHAa sstp-server Icp echo.

3.122.4 sstp-server mru

OnucaHune

MNpedukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

YcTaHOBUTL 3HaueHne MRU koTopoe byaeT nepeaaHo SSTP-cepsepy. Mo
YMONYaHUIO NCMOJIb3yeTcd 3HaueHne 1350.

KomaHaa ¢ npepurKCcom no ycTaHaBNMBaET 3HaYEHMEe M0 YMOTYAHNIO.

Ja
Ja

Het

(sstp-server)>  mru wvalue

(sstp-server)> no mru

AprymeHT

3HayeHue

OnvcaHune

value

Lenoe wucno

3HaueHuve MRU. MoxeT npuHMMaTh
3HauyeHnsa oT 128 o 1500 BkAOUNTENBHO.
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naBa 3 OnncaHme KOMaHA,

Mpumep (sstp-server)> mru 200
SstpServer: :Manager: MRU set to 200.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 JobaBneHa KOMaHAa sstp-server mru.

3.122.5 sstp-server mtu

OnucaHue YcTaHoBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo SSTP-cepsepy. Mo
YMONYaHWIO NCMOJIb3yeTcs 3HaueHve 1350.

KomaHga ¢ npedrkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHWNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (sstp-server)>  mtu walue»

(sstp-server)> no mtu
AprymeHTbI AprymeHT 3HaueHme |OnucaHue

value lenoe 4ucno |3HaveHne MTU. MoxeT nNpyHUMaTh

3HaueHus oT 128 o 1500 BKAOUMTENBHO.

Mpumep (sstp-server)> mtu 200

SstpServer: :Manager: MTU set to 200.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 JobasneHa KoMaHAa sstp-server mtu.

3.122.6 sstp-server multi-login

OnucaHue Pazpewntb nogkntoueHme K cepepy SSTP HeCkoNbKMX Nofb3oBaTenei ¢
OJlHOTO aKKayHTa.

KomaHga ¢ npedrnkKcom no oTKA0UaET 3Ty BO3MOXHOCTb.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I (sstp-server)>  multi-login

I (sstp-server)> no multi-login
Mpumep (sstp-server)> multi-login

SstpServer: :Manager: Enabled multiple login.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 JobaBneHa komaHaa sstp-server multi-login.

3.122.7 sstp-server pool-range

OnucaHwue HasHaunTb nNyn agpecos A/S KIMEHTOB, NOAKN0YaoLLNXCa K cepBepy SSTP.
KomaHga ¢ npedumkcom no yganset nyn.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (sstp-server)>  pool-range <begim [«size]
(sstp-server)> no pool-range
AprymeHTbI AprymeHT 3HaueHme |OnucaHue
begin IP-agpec HauvanbHbIll agpec nyna.
size UYenoe uucno |Pasmep nyna. Ecnv 3HaueHme He ykasaHo,
ncnosnb3yeTcd pasmep nyna 10.
Mpumep (sstp-server)> pool-range 192.168.1.22 7
SstpServer: :Manager: Configured pool range 192.168.1.22 to »
192.168.1.28.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.12 JobasneHa KoMmaHaa sstp-server pool-range.

3.122.8 sstp-server static-ip

OnucaHue Ha3HauunTb NocTosAHHbIN IP-agpec nonb3oBaTento. Nosnb3oBaTenb B CUCTEME
JOJIKeH VMeTb MeTKy sstp.

KomaHza c npedurKcom no yaansieTt npusssky.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (sstp-server)>  static-ip name> <address»
(sstp-server)> no static-ip <name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTtpoka JlorvH.
address IP-agpec HasHauaemsblin IP-agpec.
Mpumep (sstp-server)> static-ip admin 192.168.1.22
SstpServer: :Manager: Static IP 192.168.1.22 assigned to user »
"admin".
VICTOpI/IH N3MeHeHUm Bepcmﬂ onvicaHue
2.12 JlobaBneHa KoMaHaa sstp-server static-ip.

3.123 system

OnucaHue JocTyn K rpynne KoMaHZ ANS HaCTPOMKK rnobanbHbIX NapaMeTpos.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (system)

CuHoncuc (config)> system
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.00 JobaBneHa KoMaHaa system.

3.123.1 system button

OonuncaHmne HacTpouTb KHOMKM Ha KOpMyce yCTPONCTBA Ha BbIMOHEHWEe onpeAeneHHbIX
AencTeuii. Habop 06paboTumKoB 3aBUCUT OT annapaTHON KOHGUrypawumm u
YCTaHOBNEHHbIX MOZynei.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het
Cunoncuc (system)>  button <buttons on actions do <handler
(system)> no button <button
AprymeHTbI AprymeHT  |3HaueHune OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OAVIHOYHBIN KNNK.
double-click [BONHOW KNNK.
hold HaXaTb 1 yaepXunBaTb B
TeyeHwue 3 cekyHZA. KHormky
RESET yaepxviBaeTcs B
TeueHwne 10 cekyHA.
handler FactoryReset C6poc cnctembl B 3aBojckme
3HaYeHus rno yMo4YaHWIo.
Reboot Mepe3arpyska cMcTeMmsl.
WifiToggle BknroyveHwne/BbIKIHOYEHNEe
Wi-Fi.
WifiGuestApToggle BrkroyveHwne/BbIkItOYEeHNE
rocresoro Wi-Fi.
WpsStartMainAp 3anyctutb WPS (TON1bKO AN
2,4T1Tw).
Mpumep (system)> button WLAN on double-click do WifiGuestApToggle

Peripheral: :Manager: "WLAN/double-click" handler set.

UcTopuns nameHeHuii

Bepcus OnucaHve

2.03 JobaeneHa komaHaa system button.

3.123.2 system clock date

OnucaHwne

Mpe¢ukc no

YCTaHOBUTb CUCTEMHbIE AdTy U BpeEMA.

Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOJ,

Het
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CuHoncuc (system)> clock date «date-and-time>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
date-and-time |[CTpoka Tekywas gata v Bpems B popmaTte DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JobaBneHa komaHaa system clock date.

3.123.3 system clock timezone

OnucaHune YCTaHOBWTb YaCOBOW MOSC CUCTEMBI.

KomaHaa ¢ npeprkcom no ycTaHaBnMBaeT YacoBOWM MOSAC MO YMONAYaAHWIO
(GMT).

MNpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (system)>  clock timezone <locality»

(system)> no clock timezone <locality»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

locality Crpoka HasBaHue ropoga, o603HauvatoLLero

YacoBo NosicC.

Mpumep (system)> clock timezone Dublin

the system timezone is set to "Dublin".
WcTopus nsmeHeHuii Bepcus onucaHue

2.00 JobaBneHa komaHaa system clock timezone.

3.123.4 system configuration factory-reset

OnucaHune BoccTaHOBUTL 3aBOACKME HACTPOMKN /151 BCEX PEXVMOB.

MNpejukc no Het
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

UcTopuns nameHeHuii

Ja

Het

I(system)> configuration factory-reset

(system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »

defaults.
Bepcus OnucaHve
2.00 Jlo6aBneHa koMaHga system configuration

factory-reset.

3.123.5 system configuration save

OnucaHwne
Mpe¢ukc no

MeHsieT HaCTpoViKKn

COXpaHI/ITb CNCTEMHbIE HaCTpOVIKVI.

HeT

Ja

MHorokpaTtHbiiA BBog, Het

CviHoncmc

Mpumep

WcTopus nsmeHeHwnii

3.123.6 system debug

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

I(system)> configuration save

(system)> configuration save
Saving configuration.

Bepcusa

OnucaHue

2.05.B.1

Jlo6aBneHa komaHga system configuration save.

Bknrountb OoTnagky cMctemMbl. Mo YMOJTYaHWIO NMapamMeTp OTK/IKOYEH.

KomaHga c npedurkcom no oTkAoYaeT HaCTPOKY.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

I (system)>  debug

I (system)> no debug

406

CnpaBoyHuK kKoMmaHa — Keenetic Start II



naBa 3 OnncaHme KOMaHA,

Mpumep (system)> debug
Core::Debug: System debug enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 JobasneHa komaHaa system debug.

3.123.7 system description

OnucaHue 3afaTb onMcaHme CUCTeMbI B BUAE NMPOU3BOJIBHOM CTPOKMK. 10 ymonyaHmio
ncnonb3yetcsa cTpoka Keenetic Start II.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT onvcaHne rno yMoadaHuo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (system)> description «descriptions
(system)> no description
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
description CTpoka OnucaHue cncTemMbl 4IMHON He 6onee 256
6anr.
Mpumep (system)> description DEVICE

Core::System::Info: Description saved.

(config)> show version

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw_version: 10188000
hw _id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: DEVICE

(config)> show running-config

set vm.swappiness 60

set vm.overcommit memory O

set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
domainname WORKGROUP
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hostname Keenetic Ultra
description DEVICE

(system)> no description
Core::System::Info: Description reset to default.

(config)> show version

manufacturer: Keenetic Ltd.

vendor: Keenetic

series: KN

model: Ultra (KN-1810)

hw_version: 10188000

hw_id: KN-1810

device: Ultra

class: Internet Center

region: RU

description: Keenetic Ultra (KN-1810)

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.15 JobasneHa komaHAa system description.

3.123.8 system domainname

OnucaHue MpucBOUTE CUCTEME JOMEHHOE NMS.

KomaHga ¢ npedurkcom no yaanset JOMeHHOe 1Ms.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (system)>  domainname «domain»
(system)> no domainname
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
domain Crtpoka JomMmeHHOoe nwvs.
Npumep (system)> domainname zydata
Domainname saved.
VICTOleﬂ N3MeHeHun Bepcmﬂ onucaHvie

2.00 [Jlo6baBneHa KkomaHza system domainname.

408 CnpaBoyHuK kKoMmaHa — Keenetic Start II




naBa 3 OnncaHme KOMaHA,

3.123.9 system hostname

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb CUCTEMHOE MMS XOCTa. VIMSA XoCTa ncnosb3yeTcs ANs
naeHTUdMKaLmMmM y3na B cetn. 3To HeOH6XOANMO ANs obecneyeHns paboTsl
HEeKOTOPbIX BCTPOEHHbIX CyX6, Takmx Kak CIFS.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHWe Nno yMmoa4daHumto,
3aBucqdLllee OT Ha3BaHA MO4ENN yCTpOVICTBa.

Ja
Ja

Het

(system)>  hostname chostname>

(system)> no hostname

AprymeHT

3HauyeHne |OnwucaHue

hostname

Ctpoka M§a XoCTa cncTemMbl.

(system)> hostname zyxel

Hostname saved.

Bepcusa

OnucaHmne

2.00

JobasneHa komaHaa system hostname.

3.123.10 system led shutdown

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

BbIkNtOUNTE CBETOAMOALI HA YCTPOCTBe.

KomaHga ¢ ﬂpe¢I/IKCOM No BK/IKOYaeT cBeToAMNObI.

Ja
Ja

HeTt

(system)>  led shutdown tmode»

(system)> no led shutdown

AprymeHT 3HauyeHue OnucaHwue
mode all BbikN0UNTL BCe CBEeTOA4NOAbI.
front BbIKNHOUNTL CBETOAMNO/AbI HA
nepegHei naHenu.
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AprymeHT

3HauyeHve

OnucaHwue

back

BbIKNOUNTL CBETOAMOALI HA
3aHeln naHenu.

Mpumep

(system)> led shutdown all
Peripheral::Manager: LED shutdown mode set to "all".

(system)> led no shutdown
Peripheral::Manager: LED shutdown mode reset.

UcTopus nsmeHeHwnii

Bepcus

OnucaHue

2.08

Jlo6aBneHa komaHaa system led shutdown.

3.123.11 system log clear

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

OUMCTUTb CUCTEMHbIN XypHan.

Het

Het

HeT

I (system)>  log clear

(system)> log clear
Syslog: the system log has been cleared.

WcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.00

JobaBneHa komaHAa system log clear.

3.123.12 system log reduction

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

BkAOUNTL COKpaLLeHVe MOBTOPHbIX COOBLLEHUIA B CUCTEMHOM XypHarne. Mo
YMONYaHMIO NapameTp BK/IOYEH.

KomaHza c nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Aa
Ja

Het

I (system)>  log reduction
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naBa 3 OnncaHme KOMaHA,

I (system)> no log reduction

Mpumep (system)> log reduction

(system)> no log reduction

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHaa system log reduction.

3.123.13 system log server

OnucaHwue J06aBnTb yaaneHHbI cepeep A8 XpaHeHWs CUCTEMHONO XypHana.
MNpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (system)>  log server <addresss [: port]
(system)> no log server [ <address; [: port>]]
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
address IP-agpec Ajpec yaaneHHoro cepsepa A4
XPaHeHWNs CUCTEMHOIO XypHana.
port Lenoe 4ucno Homep nopta yaasneHHoro
cepsepa.
Mpumep (system)> log server 192.168.1.1:8080
Syslog: server 192.168.1.1:8080 added.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa system log server.

3.123.14 system log suppress

OnucaHue [lo6aBuTb NpaBnIo NoAaBNEHUSA COOBLLEHWIA,
KomaHga ¢ npedurkcom no yaanseT npasuso.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

(system)>  log suppress <ident»
(system)> no log suppress [ <ident> ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
ident Crtpoka VaeHTndmnkatop npoLecca, CoobLeHmns
KOTOPOro HY>KHO NO4aBUTb.
Mpumep (system)> log suppress kernel

Core::Syslog: Added suppression "kernel".

(system)> no log suppress kernel
Core::Syslog: Deleted suppression "kernel".

(system)> log suppress transmissiond
Core::Syslog: Added suppression "transmissiond".

(system)> no log suppress transmissiond
Core::Syslog: Deleted suppression "transmissiond".

UcTopus nsmeHeHnii

Bepcus

OnucaHune

2.04

JobasneHa KoMmaHaa system log suppress.

3.123.15 system mode

OnuncaHwne

Mpe¢ukc no

BbibpaTtk pexxvm paboTbl Keenetic Start.

Het

MeHsieT HacTpoliku  [a

MHorokpaTtHbiiA BBog, Het
CuHoncuc (system)>  mode wmode»
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
mode router OCHOBHO pexuMm.
client Pexum ceTeBoro agantepa 4n4
noAakntoyeHmns yctpoincts Ethernet
K ceTn Wi-Fi.
repeater Pexxunm ycunutens ans
pacwupeHuns cetn Wi-Fi ¢
NoMoLLbI0 6ecnpoBOAHOro
coefuiHeHus.
ap Pexxm Toukn goctyna ans
pacwupeHus cetn Wi-Fi ¢
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HaueHue OnucaHwue

noMoLLbH NpoBogHoro Ethernet
CoefIHeHWs.

(system)> mode repeater
Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

Bepcus OnucaHve

2.05 JobasneHa koMaHaa system mode.

3.123.16 system reboot

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

BbINonHWTL Nepe3arpysky cuctembl. Eciv ykasaH napametp, nepesarpyska
BbINOAHUTCA 3aMn1aHNPOBAHO Yepes 3aZaHHbI MHTepPBa B CEeKYHAAX.
Micnonb3oBaHMe KOMaHZAbI NP yXe yCTaHOBNEHHOM TaliMepe 3aMeHsieT
CTapoe 3Ha4eHVe TaliMepa HOBbIM.

Micnonb3oBaHMWe 3aniaHNPOBaHHOW nepe3sarpyskn yA06HO B TOM C/lyyae,
KOrAa OCyLLECTBASETCS YAa/leHHOe yrpaB/eHe YCTPOCTBOM, U
NoNb30BaTeNto HensBecTeH 3pdekT OT NPUMEHEHUS KaKUX-TMB0 KOMaHA,.
3 onaceHns NoTepsaTb KOHTPOJIb HaZ YCTPOICTBOM MO/b30BaTe/lb MOXET
BK/IIOUMTb 3aM1aHMPOBAHHYHO Nepe3arpysky, KoTopasi cpaboTaeT yepes
3ajaHHbI MHTepBan BpemeHU. CUcTemMa BepHeTCs B NepBOHaYaibHoe
COCTOsIHVE, B KOTOPOM OHa CHOBa 6yZeT JOCTYMHa Mo CeTu.

KomaHaa ¢ npedurKCcom no oTMeHsieT nepesarpysKky Uan yaanset npuBasKy
K pacnucaHmtio.

Ja

Het

Het

(system)> reboot [ <intervals> | schedule <schedules]

(system)> no reboot [ schedule]

AprymeHT 3HaueHue |OnucaHue

interval Lenoe umncno |NHTepBan, Yepes KOTOPbIV BbINOAHUTCS
nepesarpyska, B cekyHzaax. Ecnm He ykasaH,
nepesarpyska BbIMOJIHUTCA HeMe1eHHO.

schedule Pacnucanne |Ha3BaHue pacnucaHus, CO34aHHOro npu
nomMoLuwy rpynnel KoMaHa schedule.

(system)> reboot 20
Core::System: :RebootManager: Rebooting in 20 seconds.
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

(system)> no reboot
Core::System: :RebootManager: Reboot cancelled.

(system)> reboot schedule rebootroute
Core::System: :RebootManager: Set reboot schedule "rebootroute".

(system)> no reboot schedule
Core::System: :RebootManager: Schedule disabled.

Bepcus OnucaHue
2.00 JobaBneHa komaHaa system reboot.
2.12 Job6asneH aprymeHT schedule.

3.123.17 system set

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuviHoncuc

AprymeHTsl

Mpumep

YCTaHOBUTb 3HaYeHKe yKazaHHOro CUCTEMHOr0 NapameTpa 1 COXPaHUTb
N3MEeHEHUS B TeKYLLIMX HaCTPOMKaX.

KomaHga c npedrkcom no Bo3BpaLLaeT napaMeTpy 3HaueHue, KOTopoe BbL10
YCTaHOB/IEHO MO YMONYaHWIO, 0 MEPBOro N3MEeHeHMs.

Ja
Ja
Ja
(system)>  set names «value»

(system)> no set <name

AprymeHTt 3HayeHue |OnucaHue
name CTpoka NaeHTdnKaTop CUCTEMHOrO NapameTpa.
value Crtpoka HoBoe 3HaueHne cMCTeEMHOro NapameTpa.

(config)> system
(system)> set net.ipv4.ip forward 1
(system)> set net.ipv4.tcp_fin_timeout 30
(system)> set net.ipv4.tcp_keepalive_time 120
(system)> set »
net.ipv4.netfilter.ip_conntrack tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.124 tools

OnucaHwue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

WcTopus nsmeHeHum

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

Bepcus OnucaHue
2.00 JobasneHa koMaHaa system set.

JocTtyn K rpynne KOMaHA AN TeCTUPOBaHUS CUCTEMHOI Cpeabl.
Het
HeTt
HeTt

(tools)

(config)> tools

Bepcus OnucaHue

2.00 Job6aBneHa komaHaa tools.

3.124.1 tools arping

OnuncaHune

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

[JelicTBre KOMaHAbl aHaNoOrM4YHoO KomaHge tools ping, HO B oTIMUMe OT Heé
paboTaeT Ha BTOPOM ypoBHe Mmogenn OSI n ncnonb3yet npoTokosn ARP.

Het
Het

HeTt

(tools)> arping<address>source-interface«source-interface:[count
«count>][wait-time wait-time>]

AprymeHT 3HayeHne |OnucaHve

address IP-agpec OnpawwnBaemsbliii IP-agpec.

source-interface|lms Nms nHTepdelica-ncToUHMKa 3anpocos.
uHTEepPenica
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HayeHue |OnucaHue

count Yenoe uucno |Konnyectso 3anpocos. Ecnm He ykasaHo,
KoMaHZa byzeT paboTaThb A0 NpepbIBaHSA
noJib3oBaTesnieM.

wait-time Lenoe 4ucno |MakcrmanbHoe BpeMs OXXMAaHnA oTeeTa,
yKa3blBaeTCa B MUAINCEKYHAAX.

(tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000

Starting the ARP ping to "192.168.15.51"...

ARPING 192.168.15.51 from 192.168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.

Process terminated.

Bepcus OnucaHve

2.00 JlobaBneHa komaHAa tools arping.

3.124.2 tools ping

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

OTnpaBuTb 3anpockl Echo-Request npoTtokona ICMP ykasaHHOMY y31y ceTu
1 3aduKcMpoBaTh noctynawLime oteeTbl Echo-Reply. Bpems mexay
0TNpaBKoO 3anpoca 1 noayvyeHvieM oreeta Round Trip Time (RTT) no3sonset
onpeaenaTb ABYCTOPOHHME 3a4eP>KKM Mo MapLUPYTy U YacToTy noTtepu
MaKeToB, TO eCTb KOCBEHHO OnpeAensTh 3arpy>KeHHOCTb Ha KaHanax nepeaayn
AAHHbIX U MPOMEXYTOUHbIX YCTPOMCTBAX.

MonHoe oTcyTcTBrEe ICMP-0TBETOB MOXET TakxXe 03HayaTb, UTO YAANEHHBIN
y3en (MAn Kakon-n1mbo 13 NPOMEXYTOUHbIX MapLUpPyTN3aTOpPOB) 610KMpyeT
ICMP Echo-Reply nan nrHopupyet ICMP Echo-Request.

Het
HeT

HeTt

(tools)>  ping <hosts [ count «count>][ size packetsize]

AprymeHT 3HayeHne |OnucaHue
host CTtpoka JomeHHoe rmsa unn IP-agpec xocTa.
count Uenoe uucno |Konnyectso 3anpocos ICMP Echo. Ecin

He yKa3aHo, KoMaHja byaeT paboTaTb A0
npepbiBaHWS NOMb30BaTeNeM.

packetsize Uenoe uucno |Pasmep nonsa gaHHbix ICMP Echo-Request

B 6anTax. [lo ymon4aHmo — 56, 4To
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopus nsmeHeHnii

AprymeHT 3HayeHue |OnucaHue

BMecCTe € 8-6aTOBbIM 3aro/IOBKOM 3aJaeT
pasmep ICMP-naketa — 64 6ariTa.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

Bepcus OnucaHve

2.00 JobasneHa KomaHaa tools ping.

3.124.3 tools ping6

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMPV6 ykazaHHOMY y31y
ceTu 1 3apumKcMpoBaTh noctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKol 3anpoca 1 noayyeHem otseta Round Trip Time (RTT) nossonsier
ornpesenaTb ABYCTOPOHHME 3a4ePXXKM MO MapLUPYTY 1 4acToTy NoTepun
NakeToB, TO eCTb KOCBEHHO OMpejeNiATh 3arpy>XeHHOCTb Ha KaHanax nepegaym
AAHHbBIX N MTPOMEXYTOUHbIX YCTPOCTBaXx.

MonHoe otcyTcTBUE ICMPV6-0TBETOB MOXKET Tak)Ke 03HayaTb, YTO YAANEHHbIN
y3en (Mnv Kakol-nMbo 13 MpoMeXXyTOUHbIX MapLUpyTLU3aTopoB) 610KMpyeT
ICMP Echo-Reply nnu nrHopupyet ICMP Echo-Request.

Het
Het

Het

(tools)>  ping6 <host> [ count «count> ][ size packetsizes]

AprymeHT 3HaueHue |OnucaHue
host Crtpoka JomeHHoe nms nnm IPve-agpec xocTa.
count Lenoe uucno |Konnyectso 3anpocosICMPv6 Echo. Ecnn

He yKasaHo, komaHAa byzeT paboTaTb A0
npepbIBaHNSA MO/Ib30BaTENEM.

packetsize lenoe 4ucno |Pasmep nons gaHHbIXx ICMPv6
Echo-Request B 6aliTax. o ymonyaHumo —
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HayeHue |OnucaHue

56, UTO BMecTe C 8-6aiTOBbIM 3aroJI0BKOM
3agaet pa3mep ICMPv6-nakeTa — 64
bawiTa.

Mpumep

(tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100

Sending ICMPv6 ECHO request to »
fd4b:f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=1l, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) : icmp reg=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp reg=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

UcTopus nsmeHeHnii

Bepcus OnucaHve

2.00 JobasneHa koMmaHaa tools ping6.

3.124.4 tools pppoe-discovery

OnuncaHwne
Mpe¢ukc no
MeHsieT HaCTpPOUKM

MHorokpaTHbIVi BBOA,

CkaHnpoBaTtb AOCTyrMHble cepsepbl PPPOE.
Het
Het

Het

Cunoncuc (tools)> pppoe-discovery interface«source-interface [ retry-count
«count>][wait-time <seconds> ]
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
source-interface Wms uHTepgesica|llonHoe nms nHTepderica nam
NceBAOHNM.
count Lenoe uucno Konnuectso nonbIToOK.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HaueHue OnucaHwue
seconds Lenoe uucro MNMeproa NnpoBepKkn B CEKYHAAX.
Mo>keT NpUHUMaTb 3HayYeHus oT
1 80 10.
Mpumep (tools)> pppoe-discovery interface ISP retry-count 5 wait-time 9
Discovering PPPoE access concentrators on eth2.2...
AC name : accel-ppp
HW address: aa:09:a0:11:64:44
Service:
AC name : accel-ppp
HW address: de:06:21:02:b3:e2
Service:

process terminated

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa koMmaHgaa tools pppoe-discovery.

3.124.5 tools traceroute

OnucaHune MNMokasaTb MapLUPYT K ceTEBOMY XOCT.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het

Cunoncuc (tools)>  traceroute <hosts [count «count>] [interval <intervals]
[wait-time wait-time>] [packet-size packet-sizes]
[max-ttlmax-tt D] [portports][source-address <source-address,]
[source-interface «<source-interfaces] [type <types] [tos «tos>]
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
host Ctpoka Vmsa ueneBoro xocTa.
count Lenoe uncno Konnyectso npoBepoyYHbIX

nakeToB 3a 0A4MH npoxoa. o
YMOJIHaHUIO 3HaueHne — 3.
3HayeHue A0/IKHO BbITb B
AvanasoHe [1;10].

interval Lenoe 4ucrno Bpemsa B cekyHAax mexay
OTMNPaBKOW NakeToB. 3HayeHme no
ymMosidaHuio — 0. 3HaueHune
JO/MKHO 6bITb B AMnanasoHe [0;15].

wait-time lenoe uucro Bpemsa oxungaHuna peakum Ha
NPOBEPOYHbIA NaKeT (B ceKyHAax).
3HayeHve no ymonyaHuwo — 1.
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HaueHue OnucaHwue

3HayeHve A0IKHO BbiTh B
AvanasoHe [1, 15].

packet-size Lenoe 4ucno Pasmep nakeTa cornacHo
npoTokony type.

Ansa tuna tep pa3Mep nakeTa no

YyMONYaHWIo cocTaBnsaer 52.
[AnanasoH 3HauyeHwu [52].

[na Tmnos udp 1 icmp pa3mep
nakeTta no yMoJI4aHWIO COCTaBNsAeT
60. lnanasoH 3HaueHnn
[28;65535].

max-ttl Llenoe uucno MakcrmanbHoe Kon4ecTBo
MPoOXoA0B (3HayeHne
MaKCMMa/IbHOro CPOKa XXN3HW)
TPaccMpoBKW. 3HaYeHMe No
yMmonyaHuto — 30. 3HaueHune
JIOJIXKHO 6bITh B AMana3oHe [1;255].

port Lenoe 4ucso MopT HasHaueHwus.

Ansa Tmna tcp No ymonvaHuio
ncnonbsyetcs nopt 80.

Ana Tmna udp No yMon4aHuio
ncnosb3yeTcd Nopt 33434,

[na Tmna icmp No ymMon4yaHuio
ucnonb3yercs nopt 1.

source-address CTpoka Aapec ucxogsuiero nHTepdeiica.

source-interface CTpoka NHTepdelic 4ns ncnonb3oBaHuA B
KayecTBe MHTepdelica-nCToUHMKa
B MCXOAALLMX NaKeTax.

type tcp TCP npoTokorn.
udp UDP npotokon. Vicnonb3yeTtcs rno
YMOJIHaHUIO.
icmp ICMP npoTokon.
tos Llenoe 4ucno Tun O6cnyxmBaHus. 3HaveHme rno

ymMosiyaHuio — 0. 3HaueHune
JO/IKHO 6bITh B AMana3oHe [0;255]

Npumep (tools)> traceroute ya.ru count 5 interval 5
starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte »
packets.
1 192.168.111.1 (192.168.111.1) ©0.958 ms 0.885 ms 2.946 ms »
11.275 ms 10.934 ms
2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146 »
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399 »
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831 »
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *

process terminated

Bepcus OnucaHue

2.00 JobaeneHa komaHaa tools traceroute.

3.125 udpxy

OnuncaHwmne
Mpejukc no

MeHsieT HacTpoiAKK

JocTtyn K rpynne KoMaHA Ana HaCTPOVK/ NnapaMeTpoB udpxy.
HeTt

HeTt

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny

CviHoncmc

NcTopusa nsmeHeHum

3.125.1 udpxy

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

(udpxy)

(config)>  udpxy

Bepcus OnucaHue
2.03 JlobaBneHa komaHAa udpxy
buffer-size

YcTaHoBUTL pasmep bydepa udpxy. o yMONUYaHMIO NCMONb3YETCA 3HaYeHNe
2048.

KomaHga ¢ npedurkcom no cbpacbiBaeT pa3mep bydepa B 3HaveHume no
YMONYaHUIO.

Aa
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (udpxy)> buffer-size sizes
(udpxy)> no buffer-size
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
size Lenoe umucno |Pa3mep bydepa B 6aritax. MoxeT
npuHMMaTb 3HaveHuns ot 1 Ao 1048576.
NMpumep (udpxy)> buffer-size 500
Udpxy::Manager: a buffer size set to 500 bytes.
VICTOpI/Iﬂ MN3MeHeHUM Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa komaHaa udpxy buffer-size.

3.125.2 udpxy buffer-timeout

OonucaHue YCTaHOBUTL TaiMayT AN1st XpaHeHWs AaHHbIX B 6ydepe udpxy. Mo yMonyaHuo
Mcnonb3yeTcs 3HaveHue 1.

KomaHaa ¢ npepurKcom no ycTaHaBAMBaeT TaliMayT MO YMONYAHWUIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (udpxy)>  buffer-timeout <timeout>
(udpxy)> no buffer-timeout
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
timeout lenoe 4mucno |3HaueHVe TalimayTa B ceKyHAax. MoxeT
NnpMHMMaTbL 3HayeHunsa ot -1 4o 60. -1 —
HeorpaH4YeHHbIN TaiMayT.
Mpumep (udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jo6aBneHa komaHaa udpxy buffer-timeout.
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naBa 3 OnncaHme KOMaHA,

3.125.3 udpxy interface

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.125.4 udpxy

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

CBsi3aTb UdpXy C yKa3aHHbIM MHTepdelicoM. Mo yMonyYaHnio NprBsiaka He
HaCcTpOeHa 1 UCMOoNb3yeTcs TekyLlee NOAKIOYEHME K MHTEPHETY.

KomaHaa c npedrkcom no BO3BPALLAET 3HaUEHME MO YMONYAHMIO.
Ja

Ja

Het

(udpxy)>  interface dnterface

(udpxy)> no interface

AprymeHT 3HayeHne |OnucaHue

interface Nmsa MonHoe nmsa nHTepderica NI NCEBLOHNM.
uHTeppeiica |CNNCOK AOCTYMHBIX ANs Bblibopa
VHTepdericoB MOXHO yBUAETb BBEAA
komaHgy interface ?.

(udpxy)> interface ISP
Udpxy: :Manager: bound to FastEthernet®/Vlan2.

Bepcus OnucaHve
2.02 JobasneHa komaHaa udpxy interface.
port

YctaHoBUTb NopT gna HTTP-3anpocos. 10 yMO4YaHMIo NCMob3yeTcs
3HaueHVe 4022.

KomaHza ¢ npe$rKcom no Bo3BpaLLAeT 3HaueHne No YMONYaHNIO.
Ja

Ja

Het

I (udpxy)>  port «port>

I (udpxy)> no port
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HayeHue |OnucaHue

port lenoe 4ucno |Homep nopta. MoxeT NpUHMMaTL
3HauyeHus ot 0 go 65535.

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.

Bepcus OnucaHve

2.03 JobasneHa koMmaHaa udpxy port.

3.125.5 udpxy renew-interval

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb nepunoj BO306HOB/IEHNS NnoANMNCKN Ha MY/IbTUKACT-KaHain. Mo
YMONYaHW0 NCNONb3YeTCA 3HaYeHe 0, To eCTb MoAnmcka He BO306HOBNSAETCS.

KomaHza ¢ npe$rKkcom no Bo3BpaLLaeT 3HaueHne o yMoUYaHuIo.
Ja

Ja

Het

(udpxy)>  renew-interval <renew-intervals

(udpxy)> no renew-interval

AprymeHT 3HayeHne |OnucaHve

renew-interval |Uenoe uucno |lepmnog BO306HOBAEHNS NOAMNCKA B
cekyHAax. MoxeT npnHMMaTh 3HaUYeHus
o1 0 go 3600.

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

Bepcus OnucaHve

2.03 JobasneHa komaHaa udpxy renew-interval.

3.125.6 udpxy timeout

OnuncaHwne

YCTaHOBUTb Ta|7|MayT coegnHeHuns. Mo YMONYaHUIO NCNOJIb3YyeTCA 3HaueHne
5.

KomaHga ¢ ﬂpeq)I/IKCOM No BO3BpallaeT 3HayeHne no yMmoad4aHuio.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (udpxy)>  timeout <timeout>
(udpxy)> no timeout

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

timeout Lenoe umcno|3HayeHne TalimayTa B cekyHAax. MoxeT

NpMHMMaTbL 3HayeHwsa ot 5 go 60.

Mpumep (udpxy)> timeout 10

Udpxy: :Manager: a stream timeout set to 10 sec.
VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.03 JobasneHa komaHaa udpxy timeout.

3.126 upnp forward

OnucaHue Jo6aBuTb NnepeHanpasnstoLlee npasuno UPnP.
KomaHga ¢ npedunkcom no yaanaeT npasuio U3 crmcka.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica IP

CuHoncuc (config)> upnp forward protocols [ interface]<address: port»

(config)> no upnp forward [ <indexs | («protocols <caddress; port>)]

AprymeHTbI AprymeHTt 3HaueHue ‘Onmcal-me

protocol tcp JobaBuTb/yaanutb NpaBuno Ans
npomokosaa TCP.

udp Jo6aBuTb/yaanuTb NpaBuo Ans
npomokosaa UDP.

interface Nms ByaeT gobasneHo NpaBuIo AN
uHTepgeiica |yKasaHHOro nHTepoerica.

address IP-agpec byneT fobaBneHo/yaaneHo NpaBuio ANs
yKasaHHoro IP-agpeca.
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naBa 3 OnncaHme KoMaHp,

WcTopus nsmeHeHum

3.127 upnp

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiiKkmn
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.128 upnp

OnucaHune

AprymeHT 3HayeHue |OnucaHue

port Lenoe uncno |ByaeT ao6aBneHo/yzaneHo npaBuio Ans
yKasaHHOro nopTa.

index lenoe uucrno |byaet yaaneHo npaBuiio C yKkazaHHbIM
NopsAAKOBLIM HOMEPOM.

Bepcus OnucaHue
2.00 Job6asneHa komaHaa upnp forward.
lan

YkaszaTb LAN-uHTepdelic Ha KOTOpoM 3anyLeHa ciyxba UPnP.
KomaHga c npedrkcomM no oTMeHsIeT HaCTPOIAKY.

Ja

Ja

Hert

IP

(config)> upnp lan<interface>

(config)> no upnp lan

AprymeHT 3HayeHne |OnucaHue

interface ms MonHoe uma nHTepderica NN NCeBAOHNM.
uHTepgesica |CNMCOK AOCTYMHbIX AN BbI6Opa
NHTepHEicoB MOXHO YBUAETL BBEAS
KoMaHay upnp lan ?.

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

Bepcus OnucaHve
2.00 JobasneHa komaHaa upnp lan.
redirect

Jo6aBuTb NnpaBuao TpaHcsauum UPnP nopTa.

KomaHga ¢ npedunkcom no yganseTt npaBuio U3 cnncka. Ecim BeINoHUTE
KOMaHAy 6e3 aprymMeHTa, To BECb CMCOK NpaBua 6yAeT OUNLLIEH.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

Cutoncnc (config)> upnp redirect protocols <interfaces port> <to-address [

to-port]

(config)> no upnp redirect [and forward | [ <index> | (¢protocols ports)

1l

AprymeHTbI AprymeHT 3HaueHue ‘Onmcal-me
protocol tcp JobaBuTb/yaanutbe NpaBunio Ans
npoTtokona TCP.
udp JobaBuTb/yaanuTb NpaBuo Ans
npoTtokona UDP.
interface Wmsa ByaeT gobasneHo NpaBuIo AN
uHTepgeiica |yKasaHHOro nHTepoerica.
port Uenoe uucno |byaet gobasneHo/ysaneHo npaBuao ans
yKa3aHHOro nopra.
to-address IP-agpec Byaet gobaBneHo/yganeHo NpaBuIo AN
yKa3aHHOro agpeca Ha3HaueHus.
to-port Lenoe uucno |bypet pobaBneHo/yganeHo npaBuio ans
YyKa3aHHOro rnopTa HazHaveHus.
and forward Knyesoe Cnvckun Npasua NepecbINKn U
C/10BO nepeHanpasneHus 6yayT yaaneHsbl.
index UYenoe uucno |byaet yaaneHo npasuio C yKazaHHbIM

nopAaAKOBbIM HOMEPOM.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHza upnp redirect.

3.129 user

OonucaHue [oCTyn K rpynne KOMaHz ANst HACTPOMKM NapameTpoB YUYETHON 3anmncu
nosnb3oBaTtens. Ecnm yyeTHasi 3anvck He HaliieHa, KOMaHAA NblTaeTcs ee
co3aaTth.

MprMmeyaHve:  Y4yeTHas 3annchb C 3apesepBUPOBaHHBIM MMeHeM admin He
MOXeT 6bITb yaaneHa. KpomMe Toro, y nosnb3oBartens admin
Henb3s YAanUTb NPaBo AOCTyNa K KOMaHAHON CTpoOkKe.

KomaHaa ¢ npepunKcom no yaanseT yyeTHyH 3anncb Nonb3oBaTens.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

BxoXkaeHue B rpynny

CuvHoncuc

AprymeHTbl

UcTopus nsmeHeHwnii

(config-user)

(config)>  user name>

(config)> no user name>

AprymeHT 3HaueHue |OnucaHue

name CTpoka Mms nonb3oBatens.
Bepcus OnucaHue

2.00 JobaBneHa koMaHaa user.

3.129.1 user password

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

YKa3aTb Naponb nosb3oBaTtens. [Naponb xpaHuTca B Buge MD5-xeLua,
BbIYNCNEHHOTO U3 CTPOKU «user:realm:password». realm3To Ha3BaHWe

MoZenun ycTpoicTea 13 ¢airina startup-config. txt.

KomaHga npvHMMaeT aprymMeHT B BUAE OTKPbITOM CTPOKM UM 3HaYEeHUA
xew-$pyHKLUMM. CoOXpaHeHHbI Napo/ib MCNOJIb3yeTcs AN ayTeHTUdmKaumm
nosib3oBaTens.

KomaHga c npedurKcom no yaansieT naposb, YTobbl NoAb30BaTeNb MOT
NoNyYnTb AOCTYN K YCTPONCTBY 6€3 ayTeHTUdMKaLmK.

Aa
Ja
Het
(config-user)>  password ( md5 <hash> | passwords)

(config-user)> no password

AprymeHT 3HayeHne |OnucaHue

hash CTpoka 3HauveHVe MD5-xewwa.

password CTpoka 3HaueHMe Napons B OTKPbITOM BUAE, U3
KOTOPOro aBTOMaTU4YeCckn BblUMCAAETCH
3HayeHue xeLla.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-user)> password 1111
Core::Authenticator: Password set has been changed for user »
"test".

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobasneHa komaHaa user password.

3.129.2 user tag

OonuncaHmne MpUCBONTL YHETHOI 3anucK creumnanbHyo MeTKy, Han4vme KOTOpoi
npoBepsieTcs B MOMEHT aBTOpPM3aLnn NoNb30BaTeNs U BbINONHEHUN UM
NobbIX feNncTBMiA B cucTeMe. Habop AoMNyCTUMbIX 3HaYEHUIN MeTKU 3aBUCUT
OT GYHKLMOHANBHbBIX BO3MOXHOCTEl cncTembl. MNMoAHbIN CNMCOK NpuBeaeH
B Tabnumue Huxe.

OpHoi yquHOVI 3afncn MO>XHO Ha3Ha4YUTb HECKOJ/IbKO pa3HbIX METOK, BBOAA
KOMaHA4Yy MHOIOKpaTHO. Ka>|<,u,yro MeTKY MO>XHO pacCMaTpuBaTb KakK
npeaocraBneHne nnm orpaHmn4yeHme onpeageneHHbIX npas.

KomMaHgaa c npedurKkcom no yaanseT 3aZlaHHY MeTKY.

MNpuMeyaHune:  YyeTHoOV 3anmncy admin Henb3sA NpMCcBONTEL MeTKy readonly
1 yaanutb MeTky cli nam ssh.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-user)>  tag (tag»
(config-user)> no tag <tag»
AprymeHTbI AprymeHT |3HauyeHune onucaHue
tag cli JocTtyn Kk komaHaHom ctpoke (TELNET n SSH).
readonly 3anpeT BbINOJIHEHVA KOMaHJ, MEeHSOLLUX
HaCTPOMKMW.

http-proxy Joctyn K HTTP proxy.

http Joctyn K Web-nHtepdeiicy.

printers Joctyn Kk USB-npmnHTEpam no nNpoToKoy
SMB/CIFS.

cifs MoakntoueHme K cnyxbée ¢pannos v

npuHTepoB Windows.

ftp MNMoakntoyeHvie K BcTpoeHHOMY FTP-cepsepy.
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naBa 3 OnncaHme KoMaHp,

AprymeHT

3HauyeHve

OnucaHwune

ipsec-xauth

MoaxknoueHre K BCTPOEHHOMY
IPsec/XAuth-cepsepy.

ipsec-12tp MoaxknoueHre K BCTPOEHHOMY
L2TP/IPSec-cepsepy

opt JlocTyn K cepBucam nog ynpasneHnsm
OptWare.

sstp MoaknoYeHme K BCTPOEHHOMY
SSTP-cepBepy.

torrent Bxog B nHTepdelic ynpaBieHus KIMEHTOM
dainnoobmeHHbIX ceTeln BitTorrent.

vpn MoaknoYeHme K BCTPOEHHOMY

PPTP-cepBepy.

Mpumep

(config-user)> tag cli
Core::Authenticator: User "admin" tagged with "cli".

(config-user)> tag readonly
Core::Authenticator: User "my" tagged with "readonly".

(config-user)> tag http-proxy

Core::Authenticator:

(config-user)> tag http

Core::Authenticator:

User

User

"admin" tagged with "http-proxy".

"admin" tagged with "http".

(config-user)> tag printers

Core::Authenticator:

(config-user)> tag cifs

Core::Authenticator:

(config-user)> tag ftp

Core::Authenticator:

User

User

User

"admin" tagged with "printers".

"admin" tagged with "cifs".

"admin" tagged with "ftp".

(config-user)> tag ipsec-xauth

Core::Authenticator:

User

"admin" tagged with "ipsec-xauth".

(config-user)> tag ipsec-12tp

Core::Authenticator:

(config-user)> tag opt

Core::Authenticator:

(config-user)> tag sstp

Core::Authenticator:

(config-user)> tag torrent
Core::Authenticator:

(config-user)> tag vpn

Core::Authenticator:

User

User

User

User

User

"admin" tagged with "ipsec-12tp".

"admin" tagged with "opt".

"admin" tagged with "sstp".

"admin" tagged with "torrent".

"admin" tagged with "vpn".
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naBa 3 OnncaHme KOMaHA,

(config-user)> no tag readonly

Core: :Authenticator: User "admin": "readonly" tag deleted.
WcTopuns nsmeHeHunit |Bepcus onuvcaHue

2.00 JobaBneHa koMaHga user tag.

2.04 [JobasneHa meTka vpn.

2.06 [Jlo6aBneHbl MeTKM opt 1 ipsec-xauth.

2.10 JlobasneHa meTka http-proxy.

2.1 JobasneHa meTka ipsec-12tp.

2.12 [JlobaeneHa meTka sstp.

3.130 vpn-server

OnucaHwue JocTtyn K rpynne KomMaHa Ana HacTporiky napameTpoB cepeepa VPN.
Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (vpn-server)

CuHoncuc (config)>  vpn-server
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.04 JobaBneHa KOMaHga vpn-server.

3.130.1 vpn-server dhcp route

OnucaHue HasHaunTb MapLLpyT, nepesaBaeMblii Yepes coobLyeHmns DHCP INFORM,
kKnueHtam VPN-cepsepa.

KomaHza ¢ nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCTV KOMaHAy 6e3 apryMeHToB, 6yseT OTMEHEHO NoJyYeHre Bcex
MapLUpyTOB.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a

CuHoncuc I (vpn-server)>  dhcp route caddress» anask»

I (vpn-server)> no dhcp route [ «address» anasks ]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Afpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLiecTsyeT jBa

crnocoba BBOAA MacKW: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe
6UTOBOI ANNHbLI NpeduKca (Hanpumep, /24).

Npumep (vpn-server)> dhcp route 192.168.2.0/24
VpnServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(vpn-server)> no dhcp route
VpnServer::Manager: Cleared DHCP INFORM routes.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 JlobasneHa komaHAa vpn-server dhcp route.

3.130.2 vpn-server interface

OnucaHue Cesa3aTb cepBep VPN ¢ ykazaHHbIM nHTepdericom.
KomaHgaa ¢ npedrkcom no paspbiBaeT CBA3b.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (vpn-server)> interface <interface>
(vpn-server)> no interface
AprymeHTbI AprymeHT |3HaueHue OnucaHue
interface |Umsa uHTepgeiica|llonHoe nms HTepderica Nan NCeBAOHMM.
Cnncok AOCTYMHbIX ANS BbIbopa
nHTepdelicoB MOXHO yBUAETb BBeAs
KoMaHgy interface ?.
Mpumep (vpn-server)> interface FastEthernet0/Vianl

VpnServer::Manager: Bound to FastEthernet@/Vlanl

(vpn-server)> nointerface
VpnServer::Manager: Reset interface binding.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa koMaHga vpn-server interface.

3.130.3 vpn-server Icp echo

OnucaHune OnpeaenuTb NpaBuaa TecTUpoBaHua PPTP-noakntoueHniin cpegcreamu LCP
echo.

KomaHga ¢ npedpurkcom no oTkntoyaet LCP echo.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (vpn-server)>  lcp echo <intervals <counts [adaptive]
(vpn-server)> no lcp echo
AprymeHTbl AprymeHT 3HaueHue |OnucaHune
interval lenoe WHTepBan mexay oTnpaskamu LCP echo, B
yncno cekyHAaax. Ecav B TeueHme ykasaHHOMo
NHTepBasa BpeMeHU OT YAaNeHHOW CTOPOHbI
He 6bln nonydeH LCP 3anpoc, el byaet
OTrMpaB/ieH Takol 3anpoc C OXUAaHMEM OTBETa
LCP reply.
count Uenoe KonnuyecTtBo oTrnpaBneHHbIX NOAPSS 3anpocoB
Yucso LCP echo Ha koTopble He 6bl1 NoNyYeH oTBeT
LCP reply. Ecnu count 3anpocoB LCP echo
oCTanucb 6es3 oTBeTa, coefnHeHne byaeT
pasopBaHo.
adaptive Knwuesoe |Pppd 6yaeT oTnpasnaTk 3anpoc LCP echo
C/10B0 TOJIbKO B TOM CNyyae, ec/iv oT yAafeHHOoro y3na
HeT Tpaduka.
NMpumep (vpn-server)> lcp echo 5 3
LCP echo parameters updated.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JobasneHa KomaHaa vpn-server lcp echo.

3.130.4 vpn-server mppe

OnucaHue YcTaHOBUTb pexunm ans wndposaHus MPPE. [To yMOAYaHNIO MCMO/b3yeTCs
KU AnnHoM 40 6uT.
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naBa 3 OnncaHme KoMaHp,

KomaHga ¢ npedurkcom no oTk/IoYaeT BblIOpaHHbIV pexnm.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (vpn-server)>  mppe anode>
(vpn-server)> no mppe mode>

AprymeHTbI AprymeHTt 3HaueHue ‘Onmcal-me

mode 40 AnviHa knova windposaHma 40 6uT.

128 AnvHa knova wudpoBaHua 128 6uT.

Mpumep (vpn-server)> mppe 40

VpnServer: :Manager: Set encryption 40.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 JlobaBneHa KOMaHza vpn-server mppe.

3.130.5 vpn-server mppe-optional

OnucaHwue BkntounTb winpposaHue MPPE.

KomaHga c npedurkcom no oTkatoYaeT WwWirdpoBaHme.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncnc I (vpn-server)>  mppe-optional

I (vpn-server)> no mppe-optional
Mpumep (vpn-server)> mppe-optional

VpnServer: :Manager: Unencrypted connections enabled.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa KoMaHAa vpn-server mppe-optional.
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naBa 3 OnncaHme KOMaHA,

3.130.6 vpn-server mru

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

YcTraHoBUTL 3HaveHue MRU koTopoe byaet nepeaaHo PPTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHza c npe$urKcom no ycTaHaBNMBaET 3HaUYeHNe Mo yMOoNYaHuIo.
Ja

Ja

Het

(vpn-server)>  mru«alue

(vpn-server)> no mru

AprymeHT |3Ha4yeHue OnucaHve

value Lenoe uncno |MRU3HaueHune

(vpn-server)> mru 200
VpnServer::Manager: mru set to 200.

Bepcus OnucaHue

2.04 JobaBneHa KOMaHAa vpn-server mru.

3.130.7 vpn-server mtu

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKu
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

YcTaHOBUTbL 3HaueHwe MTU, koTopoe byseT nepegaHo PPTP-cepeepy. Mo
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHve 1350.

KomaHga ¢ npedurKcom no yctaHaBAMBaeT 3HaYeHMe No yMOYaHUIo.
Ja

Ja

HeTt

(vpn-server)>  mtu walue»

(vpn-server)> no mtu

AprymeHT |3HauyeHue OnucaHue

value lenoe 4ucno |3HadeHue MTU. MOXeT NPUHUMAaTb 3HaUeHNS

o1 128 go 1500 BkAOUUTENBHO.
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naBa 3 OnncaHme KoMaHp,

Mpumep (vpn-server)> mtu 200
VpnServer::Manager: mtu set to 200.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobaBneHa KOMaHaa vpn-server mtu.

3.130.8 vpn-server multi-login

OnucaHue PazpewnTtb nogkntoveHme K cepepy VPN HeCkonbkuX nosb3oBaTteneil ¢
OZlHOTO aKKayHTa.

KomaHga ¢ npedrnKcom no oTKIUaeT 3Ty BO3MOXHOCTb.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (vpn-server)>  multi-login

I (vpn-server)> no multi-login
Mpumep (vpn-server)> multi-login

VpnServer: :Manager: multi login enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.04 JlobaBneHa komaHAa vpn-server multi-login.

3.130.9 vpn-server pool-range

OnucaHwue HasHaunTb Nyn agpecos A/S KINEHTOB, NoAkntovaroLmxcsa kK cepsepy VPN.
KomaHga ¢ npedumkcom no yganset nyn.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (vpn-server)>  pool-range <begim [«sizes]
(vpn-server)> no pool-range

AprymeHTbI AprymeHT |3HaueHue |OnucaHue
begin IP-agpec |HadanbHbIi agpec nyna.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopus nsmeHeHwnii

AprymeHT |3HauyeHme |OnucaHue

size Yenoe Pasmep nyna. MoxeT NpUHMMaTh 3HayYeHVsa B
yucno AvianasoHe oT 1 go 64 BkntounTenbHo. Ecnn
pa3mep He ykasaH, OH orpejensieTcs

aBToMaTn4yeckm B 3aBUCUMMOCTN OT yCTpOI7ICTBa.

(vpn-server)> pool-range 172.168.1.22 20
VpnServer: :Manager: Configured pool range 172.168.1.22 to »
172.168.1.41.

(vpn-server)> no pool-range
VpnServer: :Manager: Reset pool range.

Bepcus OnucaHve

2.04 [Jlo6baBneHa KoMaHza vpn-server pool-range.

3.130.10 vpn-server static-ip

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

HasHaunTb IP-agpec nonb3oBaTento. lMonb3oBaTeNb B CUCTEME JO/DKEH METb
MeTKy vpn.

KomaHza ¢ npedpurkcom no yaanaet npuBasky.
Ja
Aa
Ja
(vpn-server)>  static-ip «name> «address»

(vpn-server)> no static-ip <name>

AprymeHT 3HaueHue |OnucaHue
name CTpoka JTorvH.
address IP-agpec HasHauvaembili IP-agpec.

(vpn-server)> static-ip test 172.16.1.35
VpnServer: :Manager: Static IP 172.16.1.35 assigned to user "test".

(vpn-server)> static-ip test
VpnServer: :Manager: Static IP address removed for user "test".

Bepcus OnucaHue

2.04 JobasneHa koMaHaa vpn-server static-ip.
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naBa 3 OnncaHme KoMaHp,

3.130.11 vpn-server dhcp route

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb MapLupyT, nepesaBaemMblii Yepes coobLyeHmns DHCP INFORM,
KnneHtam VPN-cepsepa.

KomaHza c nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCTV KOMaHAy 6e3 apryMeHToB, 6yieT OTMEHEHO NoJyYeHre Bcex

MapLLpPYTOB.
Ja
Ja
Aa

(vpn-server)>

dhcp route

<«address» mask»

(vpn-server)> no dhcp route [ «address» anasks ]

AprymeHT 3HauyeHue OnuncaHwue
address IP-appec Afpec ceTeBOro K/neHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLiecTsyeT ABa

crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
6UTOBOI ANNHbLI NpeduiKca (Hanpumep, /24).

(vpn-server)> dhcp route 192.168.2.0/24
VpnServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(vpn-server)> no dhcp route
VpnServer: :Manager: Cleared DHCP INFORM routes.

Bepcusa

OnucaHune

2.12

JobasneHa komaHaa vpn-server dhcp route.

3.131 yandexdns

OnucaHwue

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Bxo>kaeHue B rpynny

JocTtyn B rpynny KoMaHA Ans HacTporkun npodunein Yondex.DNS.

Het
Het
Het

(yandexdns)
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naBa 3 OnncaHme KOMaHA,

CunHoncmc (config)>  yandexdns
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.01 JobasneHa komaHaa yandexdns.

3.131.1 yandexdns assign

OnuncaHune Ha3HauuTb TUNbI 419 XOCTOB. [10 YyMONYaHUIO 47151 BCeX XOCTOB UCMOJIb3yeTcs
Tun safe. default MoxeT ObITb Ha3HaY€eH TO/ILKO OAHOMY XOCTY.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (yandexdns)>  assign [ <host» ] «type>
(yandexdns)> no assign [ <hosts ]
AprymeHTbI AprymeHT 3HaueHme |OnucaHue
host MAC-agpec  |XOCT, K KOTOPOMY NpUMEHSeTCA T1n
dunbTpaumn. Ecnm He ykasaH, Tmn
NPVYIMEHSAETCH KO BCEM XOCTaM.
type default PunnbTpaumsa He NCMob3yeTcs.
safe 3aLmTa oT BPEAOHOCHbIX 1
MOLUEHHNYEeCKNX CanToB.
family 3aKpbIT 4OCTYN K BP€AOHOCHbIM 1
MOLUEHHWNYECKUM cainTaM, a Takxe K
pecypcam A5 B3pOC/ibIX.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.01 JobasneHa komaHaa yandexdns assign.

3.131.2 yandexdns check-availability
OnucaHwne MpoBepuTb JOCTYMHOCTb CYXK6bI Yandex.DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

Cunoncuc I (yandexdns)>  check-availability
Mpumep (yandexdns)> check-availability
available
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.06 JobasneHa komaHaa yandexdns check-availability.

3.131.3 yandexdns enable

OnucaHwue 3anycTnTb cnyxoéy Yandex.DNS.

KomaHga ¢ npedurkcom no ocTaHaBAMBAET CyX6y.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (yandexdns)>  enable

I (yandexdns)> no enable
MNpumep (yandexdns)> enable

YandexDns: :Client: Yandex DNS is enabled.
VICTOpI/Iﬂ N3MeHeHU Bepcmﬂ onvcaHue

2.01 Jlo6aBneHa komaHaa yandexdns enable.
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JononHutensHas MHGopMaLus

4.1 HTTP Core Interface

Keenetic Start npegoctaensieT HTTP XML API. API gocTyneH yepe3 nHtepdeiic /ci, KoTopblii
npuHmnmaeT POST-3anpockl B popmate XML 1 Bo3epaLlaet XML KNMeHTCKOMY NPUNOXKEHNIO,
npotuejliemy npoveaypy asTopusaumn.

Mocne cbpoca Keenetic Start Ha 3aBOACKME HAaCTPOIKM aBTOpM3auus He TpebyeTcs.

Mpumep 4.1. BbizoB XML API

BbinonHnTh KOMaHAay «show interface» ans WAN-nHTepdelica ¢ umeHem ISP. 70T
NHTepdelic NpnCyTCTBYeT B 3aBOACKNX HacTpoikax Keenetic Start.

POST /ci HTTP/1.1

Host: 192.168.1.1

Connection: keep-alive

Content-Length: 177

Origin: http://192.168.1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
Content-Type: application/xml

Referer: http://192.168.1.1/

<packet ref="/">
<request id="1" ref="former.ifaces[load]">
<command name="show interface">
<name>ISP</name>
</command>
</request>
</packet>

YCTpONCTBO BO3BpaLLaeT TekyLlee COCTosiHuE nHTepdeica ISP;

HTTP/1.0 200 OK

Server: Ag [47]

Set-Cookie: authorized=*; path=/
Content-type: text/xml
Content-Length: 760

<packet>
<response id="1">
<interface name="ISP">
<mac>ec:43:f6:d3:22:d9</mac>
<id>FastEthernet0/Vlan2</id>
<index>2</index>
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naBa 4 JlononHuTtenbHas nHoopmaums

<type>VLAN</type>
<description>Broadband connection</description>
<link>down</1link>
<connected>no</connected>
<state>up</state>
<mtu>1500</mtu>
<tx-queue>1000</tx-queue>
<global>yes</global>
<defaultgw>no</defaultgw>
<priority>700</priority>
<security-level>public</security-level>
<auth-type>none</auth-type>
</interface>
<message code="268370345" ident="Network::Interface: :Base"
source="">done</message>
</response>
</packet>

dnemMeHT <request> JO/XEH BCErAa NpUCyTCTBOBATb B 3anpoce OT KANEHTCKOro
MPUNOXEHUNS K YCTPOCTBY. YCTPOICTBO BCerAa oTBeYaeT CoObLLeHNEeM <response>.
ATPUBYT id MOXET MCNONBb30BaTLCSA A1 YCTAHOBEHNSI COOTBETCTBUSA MEXAY HUMMU.

PucyHok 4.1. ®opmart 3anpoca

<request id="identifier">
<!-- request content -->
</request>

PucyHok 4.2. dopmaT oTBeTa

<response id="identifier">

<!-- response content -->
</response>
CyuiecTByeT ABa OCHOBHbIX T/MNa 3anpocos XML:

BbinonHeHVe KoMaHAbl  BbINoAHUTE onpeaeneHHY0 KOMaHAy Ha ycTpoicTee. locTynHble
KOMaHAbl onncaHbl B pasgese [1aBa 3 Ha cTpaHuLe 31

3anpoc HacTpoek MonyunTb NapameTpbl, HACTPOEHHbIE MO ONpeAeNeHHO
KOMaHze.

4.1.1 Bbinos1IHeEHMe KOMaHAbI

3anpoc command No3BOoNSIET BbIMNONHUTL ONPeAeNeHHYH KOMaHAY Ha YCTPOMCTRE.
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lnaBa 4 lononHutensHas nHGopmauns

PucyHok 4.3. BbinosiIHEHWEe KOMaHAbl

<request id="identifier">
<command name="command">
<no/>
<argument>value</argument>

</command>
</request>

command  TlonHOe MMSI KOMaHAbI, pa3geneHHoe npobenamu. JocTyrnHble KOMaHAb
nepeyncneHbl B pasgene [Nasa 3 Ha cTpaHuLe 31.

argument WMsa aprymeHTa. ApryMeHTbl KaX/0W KOMaH/bl nepeyncieHsl B pasgene
[naBa 3 Ha cTpaHuLe 31. HekoTopble KOMaHAbl He TpebytoT Kaknx-11bo

aprymMeHToB.
value 3HayeHVe aprymeHTa.
no Heobs3aTeNbHbIl 31eMeHT, KOTOPbIV UCNOob3yeTcsa A5 OTPULIAHUSA AeCTBUSA

KOMaHgabl. OH AeNCTBYeT Tak Xe, Kak npedurKc no, CM.
Pa3pen 2.3 Ha cTpaHuue 28.

4.1.2 3anpoc HacTpoek

3anpoc config ncnonb3syeTrca Ans NOAyYeHNss HACTPOEHHbIX MapameTpoB. Beb-nHTepderic
NCNoNb3yeT TakoW 3anpoc Ana 3anonHeHus HTML-¢popm.

PucyHok 4.4. 3anpoc HacTpoek

<request id="identifier">
<config name="command" />
</request>

4.1.3 NakeTHbIX 3anpoc

Heckonbko 3arnpocoB MOXHO 06beAVHATL B NAKETbl 418 ONTUMKU3aLUN
npon3BoOANTE/NIbHOCTI.

PncyHok 4.5. NMakeTHbIW 3anpoc

<packet>
<request id="1">
<!-- request content -->
</request>
<request id="2">
<!-- request content -->
</request>
</packet>
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naBa 4 JlononHuTtenbHas nHoopmaums

OTBETHbIE 3/1IEMEHTbI NMPUXOAAT B BUZE NakeToB. aeHTUPNKATOPLI OTBETA UCMO/b3YHTCS
4151 yCTaHOB/IEHWNSI COOTBETCTBUSI MeXy OTBeTaMu 1 3arnpocamu. Ecam HeT oTBeTa,
BO3BpALLlaeTCs NyCcTol 3N1EeMEHT <response/>

PucyHok 4.6. NMakeTHbI oTBET

<packet>
<response id="1">
<!-- response content -->
</response>
<response id="2"/>
<!l-- no response for id=2 -->
</packet>

444 CnpaBoyHuK kKoMmaHa — Keenetic Start II



noccapwin

Address and Control Field
Compression

Automatic Certificate
Management Environment

Address Resolution Protocol

AdGuard DNS

Challenge-Handshake
Authentication Protocol

Change of Authorization

Command Line Interface

[noccapui

LCP HacTpoiika, obecneynBatoLlas cxaTue noneii Address u Control
KaHaNbHOro ypoBHS.

ABNAETCA KOMMYHUKALMOHHbBIM NMPOTOKOJIOM A1 aBTOMaT13aLmm
B3aVMMOAENCTBUIA Mexay opraHamu cepTudukaLmn 1 Beb-cepsepamm
CBOWX MOfib30BaTes1ell, N03BO/SAA aBTOMaTNYecKoe pasBepTbiBaHMe
VHPPaCTPYKTYpPbl OTKPLITLIX KNOYel No 04eHb HU3KOM LeHe. OH 6bin
pa3pabotaH Internet Security Research Group (ISRG) ansa cBoeii cnyx6bl
wunposaHus Let's Encrypt.

NMpPOTOKOJ ONnpejeneHns agpeca, NPOTOKO/ KaHa/NbHOro YPOBHS,
npegHa3sHayveHHbI Ana onpegeneHns MAC-agpeca No N3BecTHOMY
IP-agpecy. Hanbonbluee pacnpocTpaHeHve 3STOT NPOTOKOJ NOAyYn
6narofaps noBcemMecTHOCTU ceTeid IP, mocTpoeHHbIX nosepx Ethernet,
NoCKoNbKY npaxktuyeckn B 100% cnyyvaes nNpy TakoM coyeTaHnmn
ncnonb3yetcs ARP. Npeobpa3oBaHve afpecoB BbINOHAETCS MyTem
nowvcka B Tabnuue, Tak HasblBaeMol ARP-Tabnuue. OHa cofepxnT
CTPOKM AN5 KaXAOro y31a ceTu. B AByx cTtonbuax cogepxatcs IP-
Ethernet-agpeca. Ecnn TpebyeTtca npeobpasoBaTthk IP-agpec B
Ethernet-agpec, To MLLLETCA 3aNnCb C COOTBETCTBYOLWNM IP-agpecom.

cepsuc AdGuard ansa 3awmThl AoMallHeln ceTn. ObecneynBaeT Tpu
pexvma 3alnTbl:

* be3 punbTpauumn: 3aLLMTa He UCMONb3YeTCs;
* be3 peknaMbl: 6I0KMPOBKA pPeKnaMbl, TPEKMHIA Y GULLNHTA;

+ CeMmeliHblli: 610KMPOBKa pekaaMbl, TPEKMHra, GULLVIHIA, CANTOB ANS
B3pOC/IbIX, @ TakXke 6e3onacHbIN Nonck B bpaysepe.

LUINPOKO PacnpoCTPaHEHHbIA anropuTM NpPoBepkn MNOAJTMHHOCTH,
npegycMatpuBalroLni nepegadvy He cCamoro Naposs Noab3oBaTtens, a
KOCBEHHBbIX cBegeHunin o HEM. CHAP aBnsieTcs 6onee 6e3omnacHbIM
MeToAoM, ueM Password Authentication Protocol.

MEeXaHU3M AN USMEeHEeHUs aTpubyToB ceaHca ayTeHTUGMKaLNA U
asTopusauum RADIUS. MNo3BonsieT HaCTPOUTb YXKe aKTUBHBbIN ceaHc
KJINeHTa.

NHTepdeinc KOMaHAHOM CTPOKM, Pa3HOBUAHOCTb TEKCTOBOMO

NHTepdeiica Mexay YenoBeKoM 1 KOMMbIOTEPOM, B KOTOPOM
WNHCTPYKLUUN KOMMbIOTEPY AAOTCS B OCHOBHOM MyTEM BBOZA C
KNaBMaTypbl TEKCTOBBIX CTPOK (KOMaHZ). Takxe 13BeCTeH Noj
Ha3BaHWEM KOHCO/b.
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Compression Control
Protocol
Dead Peer Detection

DHCP

DHCP-server

NCNoNb3yeTca Ana yCTaHOBKU U HaCTpOI‘/JIKI/I aropnTMoB OKaTnA JaHHbIX
Ha PPP.

3TO MeTOoA, I/ICI'IOJ'Ib3yEMbII7I ceTeBblIM yCTpOVICTB&MI/I ANA NpoBepKn
cywiecTtBoBaHMA U AOCTYNMHOCTUN APYTrnX CETEBbLIX yCTpOI‘;ICTB.

NPOTOKON AUHAMUYECKOM KOHPUTypaLmm y3na, 3To ceTeBol NPOTOKON,
NO3BONSAOLLNA KOMMbIOTEPaM aBTOMaTHUYeckn nosyyate IP-agpec u
Apyrve napameTpbl, HeobxoanMble Ans paboTbl B ceT TCP/IP. aHHbI
NPOTOKON paboTaeT Mo MOAeNU «KINeHT-cepBep». 415 aBTOMaTU4eCcKoin
KOHUrypauum KOMMbeloTep-KAMeHT Ha 3Tarne KOHGUrypaummy ceTeBoro
yCTpoOMCTBa 06paLlaeTcs K Tak Ha3biBaeMoMy cepsepy DHCP, 1
NnoJsly4aeT OT Hero Hy>KHble napamMeTpbl. CeTeBon agMUHUCTPATOP
MOXEeT 3ajaTb AMarna3oH agpecos, pacnpejeniemMbix CEpBepoM Cpesmn
KOMIMbIOTEPOB. 3TO NO3BO/SET U36eXaTb PYUHON HACTPONKU
KOMIMbIOTEPOB CETN N YMeHbLUaeT KONMYecTBo owmnb0oK. MpoTokon
DHCP ncnonb3syetcs B 60nbLUMHCTBe ceTell TCP/IP.

DHCP-cepBep ynpasnseT nynom IP-agpecos v nHdopmaumeri o
KOHOUIypaLmnmy KANeHTCKMX MapaMeTpoB, TakMX Kak L3 Mo
YMOJIHaHWVIO, JIOMEHHOE NMS, CeEpBEP MMEH, APYr1X CEPBEPOB, TaKmnX
Kak cepsep BpeMeHn 1 Tak ganee. [onyyns KOPPEKTHLIV 3anpoc,
cepsep BblgaeT KoMnbloTepy IP-agpec, apeHay (MpomMexXyToK BpeMeHu,
B TeueHune KoToporo IP-agpec gencrBuTeneH) n Apyrme HacTpoeyHble
rnapametpsbl IP, Takre Kak Macka NoACceTu 1 W03 Mo YMO/I4aHuto. B
3aBUCKMOCTM OT peanm3aunm, DHCP-cepeep MOXET UMeTb TP MeTo/a
Ha3HauyeHws IP-agpecos:

+ duHamuyeckoe pacnpedeseHue: CeTeBO aAMNHUCTPATOP Ha3HayaeT
onpegeneHHbln AnanasoH IP-agpecos ans DHCP, n kaxabii
K/IMEHTCKWIA KOMMbIOTep B IOKaNbHOW CeTW HacTpOeH 3anpalunBaTb
IP-agpeca ot DHCP-cepBepa npuv nHnumanmsaumm cetu. Npouecc
3anpoca v npejocTaBAeHns NCNOob3yeT NPUHLMM apeHibl Ha
onpegeneHHbIn cpok, no3sonss DHCP-cepBepy Bo3BpaLLath (1 3aTem
nepepacnpegensts) IP-agpeca, KoTopble He 06HOBASIOTCS.

« aemomamuyeckoe pacnpedeneHue: DHCP-cepBep Ha NOCTOsIHHOe
MCNONb30BaHWe BbigeNseT NPOM3BO/bHbIN CBO6OAHBIV IP-agpec 13
onpeAenéHHOro aiMMHNCTPATOPOM AManasoHa. 3ToT cnocob
aHanorvyeH AnMHammn4eckoMy pacrnpegeneruto, Ho DHCP-cepBep
XPaHWT TabNULYy NPOLLbIX Ha3HauYeHW IP-agpeca, Tak YTo OH CKopee
BCEro Ha3Ha4unT KNMEeHTY TOT Xe IP-agpec, YTo 1 paHbLue.

« cmamuyeckoe pacnpedeneHue: Cepep DHCP BbigensieT IP-agpeca
Ha ocHoBe Tabnnupl ¢ napamn MAC/IP-agpecos, KoTopeble
3aroJIHAKTCA BPYUHYH (BO3MOXHO, CETEBbLIM aAMUHVCTPAaTOPOM).
IP-appeca byayT BblAENATLCSA TONLKO ANSA KMEHTOB, b MAC-aapeca
yKa3aHbl B 3TOM Tabauue. 3Ta GyHKUMS (KOTopas NojaepXnBaeTcs
He BceMu cepBepamm DHCP) Takxe HasbiBaeTcsa CTaTnyeckum
HazHaueHnem DHCP (DD-WRT), ¢uKcrpoBaHHbIM agpecom (no
aokymeHTauum dhcpd), pesepBupoBaHuem agpeca (Netgear),
PesepBupoBaHune DHCP nnu Ctatuyeckunii DHCP (Cisco/Linksys) n
PesepsuposaHune IP nan MAC/IP npuBsska (MponsBoanTensiMu
PasAnNYHbIX APYriX MapLUpPyTN3aToOpPoOB).
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noccapwin

Diffie-Hellman

Domain Name System

Encapsulating Security
Payload

End-user license agreement

Fast Transition

Fully Qualified Domain
Name

Generic Routing
Encapsulation

Hash Message
Authentication Code

NpemMnoTeHTHOCTb

Inter-Access Point Protocol

Internet Control Message
Protocol

3T0 yacTb /KE NpoTOKO/a, MO3BONSAOLLANA ABYM 1 60/iee CTOpOHaM
NoAYyYNTb OBLLNIA CEeKPETHBIV KU, NCMOAb3YS He3alUNLLEeHHbIA OT
NpOCAYyLINBaHNA KaHan cBA3W. MNoflydeHHbIn IPsec KoYy Ncnosb3yeTcs
A4N5 WnppoBaHMA JanbHeliwero o6MeHa C MOMOLLbIO aJITOPUTMOB
CUMMETPUYHOrO W$POBaHNS.

CUCTEMA JOMEHHbBIX MMEH, KOMMbIOTEPHAs pacrpejenéHHas cuctema
ANst noNyyYeHns nHbopMaLmm o JoMeHax. Yallle BCero Ucnosb3yeTcs
ANst nonyyeHus IP-agpeca no MeHM XocTa (KoMNbloTepa nam
yCTpOIiCTBa), NoNyYeHUs MHPOPMaLMN O MapLLPYTU3aLUK NOYThI,
06CNYXMBAKOLLMX Y3N1aX A/ MPOTOKO/OB B JOMEHe.

3TO YacTb Habopa NpoTokono. IPsec. B IPSec oH obecneunBaeT
NOAJIMHHOCTb MPOUNCXOXAEHUS, LeJIOCTHOCTb U 3aLnTy
KOHOUAEHLMANBHOCTY NaKeToB.

SABNSIETCS OPUANYECKMM AOTOBOPOM MeXAy aBTOPOM MPOrpaMMHOro
obecneyeHns NIV N3gaTeniemM 1 Nob30BaTeIeM 3TOro NPUIOXKEHWS.

3TO HOBad KoHUenumna poyMmmnHra, Korga Ha4dasibHoe noarsepxgeHme
nogxknto4yeHna K HOBOI TOuKe A0CTyrMa BbINONIHAETCA AaXe npexje
yeM KNMNEeHT NoAKNHUYNTCA K 3TOW TOuKe AoCTyna.

MMS AOMEeHa, He nMetoLLiee HeO4HO3HAYHOCTe B onpeaeneHun.
BkntovaeT B ce65 IMeHa BCex poAUTENbCKUX JOMEHOB UepapXimn
Domain Name System.

NMPOTOKOJ1 TYHHENMPOBaHWSA CeTEBbIX MakeToB, pa3paboTaHHbI
KomnaHwen Cisco Systems. Ero ocHOBHOe Ha3sHayeHne —
VHKaNcynaums nakeTos ceTeBOro ypoBHs cetesoin mogenn OSI B IP
nakethbl.

OAVIH N3 MEXaHN3MOB NPOBEPKN LEeN0CTHOCTU NHPOpMaLmK,
NO3BONAOLLMIA rapaHTUPOBATL TO, UTO AAaHHbIE, MepeAaBaemble UIn
XPaHALLMECs B HEHAAEXHO cpese, He 6bIV U3MEHEHbI MOCTOPOHHVIMM
niuamu.

CBOWCTBO MaTeMaTMYeCKoro 06bLeKTa, KOTOpPOE NPOABIAETCA B TOM,
4YTO NOBTOPHOE AeNCTBME Haj 06EKTOM HE U3MEHSIET ero.

NpPOTOKOJ1 06MeHa cny>xebHom nHopmaLmer Ansd nepesayvn 4aHHbIX
MeXzay TouKaMu AocTyna. laHHbI NPOTOKON ABNSETCS
pekomeHgauen, KoTopas onvcbiBaeT Heobs3aTelbHOe paclunpeHmne
IEEE 802.11, obecneuvBatoLlee 6eCnpoBOAHYH TOUKY AOCTyMa ANS
KOMMYHMKaLUW MeXay CMCTeMaMM pasHbIX Mpou3BoaUTeNe.

NPOTOKO/ MeXCeTeBbIX YNPaBAAOLLNX COO6LLEHNIA, CeTeBOV MPOTOKOS,
BXOZALLWIA B cTek npoTokosioB TCP/IP. B ocHoBHOM ICMP ncnonb3yeTcs
ANS nepegayn coobLieHnin 06 owmnbKax N APYrux NCKIHUYUTENbHBIX
CUTYaLUAX, BOSHUKLLMNX MPY nepejade JaHHbIX, HAanpumMep,
3anpallvBaemas ycnyra HefoCcTynHa, Uan XocT, Wi MapLupyTn3aTop
He oTBeyaroT. Takxe Ha ICMP Bo3nararoTcs HEKOTOpPbIe CePBHCHbIE

byHKUNN.
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3TO MHTEPHEeT-MPOTOKO/, KOTOPbI 0becrneyrBaeT BOSMOXHOCTb
KOMMbIOTEPY COO6LLNTE O CBOEW MPUHAANEXHOCTU K FpyMnne paccbl/ikn
Ha cocefiHVe MapLUpyTu3aTopsbl. [pynnoBas paccbliika No3sosser
OJHOMY KOMMbIOTEPY MO MHTEPHETY PaccbilaTb KOHTEHT APYrm
KOMIMbIOTEpPaM, 3aMHTEPECOBAHHbLIM B MOJIyYEHNN PACCbUIKU.
lpynnoBas paccblika MOXeT 6bITb MCMO/Ib30BaHa B TaKUX CyYasx,
Kak 06HOB/IeHMEe agpecHbIX KHUT Moab3oBaTenei MobUAbHbIX
KOMMbIOTEPOB, paccbliika NHGOPMALMOHHbIX broNi1eTeHel No
KOMMNaHuu, 1 "s¢npHoe BellaHre" LWNPOKOMONAOCHbIX MPOrpaMm
MOTOKOBOrO My/ibTUMeAMa A1 ayAnTOpum, KoTopas "HacTpounack"”
Ha noJslyydeHwe rpyrnnoBoi PaccbliKn.

3TO CTaHAAPTHbIV NpoTokon IPsec, ncnonb3yeMbix AN obecrneyeHns
6e30MacHOCTV B3aMOAEeNCTBUSA B BUPTYasbHbIX YacTHbIX ceTsx. Lenb
IKE - co3aaHume 3aLumLLeHHoro ayTeHTMdLMpoBaHHOro KaHana cBsAsun
C MOMOLLbIO anropmnTma obmMeHa kntodamu Diffie-Hellman ans co3gaHums
06LLLero ceKPeTHOro K/toua C JanbHelimnm windpoBaHmeM IPsec cBsi3u.

OCHOBHOW KOMMYHWKaLMOHHbII NPOTOKON B ceTh VHTepHeT. B
coBpeMeHHol ceTn HTepHeT ncnosb3yetcs IP yeTBEpTOit Bepcmn,
TakXe N3BeCTHbIM Kak IPv4. Ero npeeMHMK — LLecTas Bepcus
npotokona, IPvé6.

NPOTOKO/ YNpaBAeHNs ceTeBbIM YPOBHEM ANA YCTAHOBKM, HACTPONKN
1 paspelBa IP nogknroueHns nosepx Point-to-Point Protocol (PPP)
coeguHeHus. IPCP ncnonb3syeT TOT XXe MexaHM3M 0bMeHa naketamu,
uTto 1 LCP. O6MeH naketamu IPCP He nponcxoanT J0 Tex nop, noka
PPP He HauHET dazy cornacoBaHusa NPOTOKONA CETEBOrO YPOBHS.
Mo6ble nakeTbl IPCP, nonyyeHHbIe J0 TOro, kKak HAYHETCS 3Ta $asa,
LO/MKHBI 6bITb OTOPOLLIEHHI,

Habop NPOTOKONOB AN 06ecneyeHs 3aLLMTbl AaHHbIX, NepejaBaeMbIX
no MexceTeBOMYy NpOToKONY Internet Protocol. Mo3BoNseT oCyLLecTBASATh
NoATBepPXAeHMe NOANNHHOCTY (ayTeHTUPUKALMIO), MPOBEPKY
LenocTHoctTn u/unu wunposaHme IP-nakeToB.. IPsec Taikoke BkoYaeT
B Ce65 NPOTOKO/bI ANSA 3aLLMLLEHHOIO O6MEHa KAtYamun B CeTU
NHTepHeT. B 0OCHOBHOM, NPUMEHSIETCA AN OpraHm3aLmn
VpN-CoeANHEHWIA.

nmeeT dyHAaMeHTanbHoe 3HaveHne ansg IPsec. SA — 370 CBA3b MeXay
ABYMS U HECKONBKMMU CYLLHOCTSAMU, KOTOPAas ONUCbIBaeT Kak
CYyLLHOCTUM BYyAyT MCMONb30BaTh CY>X6bl 6e30MacHOCTY ANS
6e3onacHoro obmMeHa gaHHbIMU. Kaxxgoe nogknroveHme IPsec moxeT
obecneynTb WNPpOBaHME, LLeNOCTHOCTb, MOA/IMHHOCTL UV BCE
BMmecTe. Korga cnyxba 6e3onacHocTn onpegeneHa, Aa nupa IPsec
AOMKHBI ONpefennTb, Kakme anropuTMbl NCMNONb30BaThb (Hanpumep,
DES nnw 3DES gnsa wndposaHus, MD5 nnav SHA ana uenoctHocTw).
Mocne NpUHATUS peLLeHns OTHOCUTENbHO anropuUTMOB, ABa YCTPOICTBa
AOMKHbBI MOAENNTLCS KAK0YaMn AN YCTaHOBNEHNS ceccumn. SA 3TO
MeTOoJ, KOTOpbI ncnonb3yeT IPsec, UTobbl OTC/IeXMBaTE BCe CBeAeHUs,
Kacatowmecsa gaHHoM ceccmm cBsazm IPSec.

3TO NPOTOKOA IP-TYyHHENMpoBaHWA, KOTOPLIM MHKaNcynnpyeT oguH
IP-nakeT B gpyroi IP-naker.
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OTBeYaeT 3a HaCTPOWKY, BK/IKOUEHME N OTKIKUEHVe Moy nei
npoTtokosna IPv6 Ha o6oux KoHUax Point-to-Point (PPP) coegnHeHMs.
IPv6CP ncnonb3yeT TOT e MexaHn3M 06MeHa nakeTamMm 4To U
npoTokon Link Control Protocol. O6meH nakeTamu IPv6CP He
NPOVCXOANT A0 Tex nop, noka PPP He HauHET $pas3y cornacoBaHums
NMpPOTOKOJIa CeTEBOro ypoBHS. Jltobbie nakeTbl IPV6CP, mony4veHHbIe A0
TOro, Kak Ha4YHETCs 3Ta $a3a, A0/KHbI BbITb OTOPOLLEHBI.

NPOTOKOJI TYHHENPOBAHNSA BTOPOro YPOBHSA. B KOMMNbIOTEPHbIX CETAX
TYHHEe/IbHbI MPOTOKO/, NCNOAb3YIOLWMIACS ANA NOAAEPXKKN
BUPTYaNbHbIX YaCTHbIX ceTeil. [naBHoe JOoCTONHCTBO L2TP cocTtonT B
TOM, YTO 3TOT NPOTOKOJ1 MO3BOJIAET CO3/aBaTb TYHHE/b He TOJIbKO B
cetax IP, Ho 1 B Takux, kak ATM, X.25 n Frame Relay. HecmoTps Ha To,
uTo L2TP gelicTByeT Hanogo6ve NPoTOKONa KaHabHOIO YPOBHS
Mogenn OSI, Ha camoM Jiefie OH ABASETCA NPOTOKO/I0OM CeaHCOBOro
YPOBHS 1 CMONb3YeT 3aperucTpmpoBaHHblin UDP-nopT 1701.

NPOTOKON yrpas/ieHns coeriHeHviem, LCP ABnsieTcs yacTbio MpoToKoia
Point-to-Point Protocol. Mpwn ycTaHOBAEHUW coefnHeHns PPP
nepejatoLlee 1 NpUHUMatoLLee yCTpPoONCTBO O6MeHVBAIOTCA NakeTamm
LCP pns yTouHeHns cneumdunyeckoin MHpopmaumm, Kotopas
noTpebyeTcsa Npu nepegave JaHHbIX.

MakeTbl LCP genatca Ha Tpuy knacca:

* TakeTbl ANs OpraHM3aLMmy KaHana ceasu. Micnonb3yroTesa Ans
opraHv3auun 1 Belbopa KOHGUrypaLmm kaHana

* [lakeTbl 4n4 3aBepLlieHna AEeNCTBMA KaHana. V|Cl'|01'|b3yI-OTCFI anda
3aBepLlieHuns AEeNCTBUSA KaHana CBs3n

+ MNakeTbl ANa noaaepXaHus paboTocnocobHOCTY KaHana.
Mcnonb3yrotca ana nogaepxaHusa N oTaagkm KaHana

NPOTOKO/ KaHa/lbHOro YPOBHS, MO3BONAIOLLNA ceTeBOMY
060pyA0BaHMIO OrnoBeLLaTL 060pyA0BaHMe, paboTatoLLee B 10KaNbLHOW
ceTn, 0 CBOEM CyLLLeCTBOBaHUN 1 NepejaBaTb emMy CBOU
XapakTepuUCTUKK, a TakKe NoayyaTb OT HEro aHaNorNYHbIe CBEAEHUS.

WHpopmauums, cobpaHHas nocpeacteoM LLDP, HakannvBaeTcs B
YCTPOWCTBaxX M MOXeT ObITb C HMX 3anpoLleHa nocpeacteoM SNMP.

NPOTOKON LWNPPOBAHNSA AAHHbBIX, NUCMONb3YeMblil MOBEPX COeAVNHEHWIA
Point-to-Point Protocol. icnonb3yeT anropmutm RSA RC4. MPPE
nogaepxmeaet 40-, 56- 1 128-6UTHble KNHOUN, KOTOPbIE MEHSAIOTCA B
TeyeHue ceccmm (4acToTa CMeHbI K/loYel ycTaHaBNMBaeTCA B npoLecce
X3HJLenKa coegnHeHns PPP, ecTb BO3MOXHOCTb FreHeprpoBaTh Mo
HOBOMY KJ1HOUY Ha Kaxablli nakeT). MPPE obecneynBaeT 6e30MacHOCTb
nepeaayv JaHHbIX ang nogknrodeHunsa PPTP mexay VPN-knvneHToM n
VPN-cepBepom.

onpegenset MakCMMasbHbI pa3mep (B 6ainTax) 610Ka, KOTOPbLIA MOXeT
6bITb NPUHAT Ha KaHA/IbHOM YPOBHE KOMMYHWKALIMOHHOMO MPOTOKONA.
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ABNAETCA NnapaMeTpoM nNpoTokona TCP n onpegenset MakCMManbHbIi
pasmep 610Ka AaHHbIX B 6banTax ans cermeHTa TCP. Takmum obpasom
3TOT NapaMeTp He yunTbiBaeT AnHY 3aronoskos TCP u IP.

MaKCMMasbHbIA pa3mep 610ka (B baliTax), KOTOPbIA MOXET ObITb
nepesaH Ha KaHanbHOM ypoBHe ceTeBol mogenu OSI. 3HaueHne MTU
MOXeT 6bITb onpejeneHo ctTaHgapToM (Hanpumep ans Ethernet), anéo
MOXeT BblOMPaTbCA B MOMEHT YCTAaHOBKW COeANHEHNS (06bIYHO B
cyvae NpsAMbIX MOAKAHOYEHWIA TOYKA-TOUKA). YeM Bbille 3HaYeHne
MTU, TeM MeHbLLIe 3aro/IoBKOB NepesaéTcs No CeTV — a 3HaUWT, BbiLle
NPOMyCcKHast CNoco6HOCTb.

cMcTeMa, No3BONAKLLLAS 06 beAVNHUTL HECKOJIBKO yCTpOVICTB KnHeTtuk
B eANHOe NHTEPHET-NPOCTPAaHCTBO, pacripejeneHHoe no njaowaan.
OpHo n3 yCTpOI7ICTB Ha3Ha4vaeTcqa BegywnMm, oCTtajibHble — BE40OMbIMI.

3T0 CNocob MCMoNb30BaHUA 3HAKOMbIX MporpaMmmuipyembix DNS
HTepdericoB, popMaToB MNaKeTOB 1 OMEPaALMOHHON CEMAHTUKN B
HebOobLUOW ceTw, rae He ycTaHOB/eH 06bI4HbIN DNS-cepBep. NMpoTokon
mDNS vcnonb3yet mHoroagpecHsle IP-naketel UDP v peann3osaH B
naketax nporpamm Apple Bonjour 1 Avahi ¢ OTKpbITEIM MCXOAHBIM
KOZOM.

npaBuna, 3agaHHble ans IP-nHTepdelicos, KOTopble AOCTYMHbI Ha
MapLUpyTM3aTope, KaXaoe CO CMNCKOM XOCTOB AW CeTel,
pa3peLuatoLee UK 3anpeLlatoLLee Ncnonb3oBaHme cepauca. Cnmckm
KOHTPO/IA AOCTyMNa MOTyT yNpaBAsTh Kak BXOAALLMM, TaK U UCXOAALLMM
Tpaduvkom.

CeTeBOV NPOTOKON, NpeHa3HauYeHHbI AN y4éTa ceTeBOro Tpaduka,
KoTopbIr ncnonb3yet UDP nnm SCTP NpoTOKOAbI ANS NepesaYn JaHHbIX
0 Tpaduke KonnektTopy. Konnekrop - 370 NpUNoXeHne, paboTaroLLee
Ha cepBepe 1 3aHNMatoLLLeecst C6OPOM CTaTUCTUKK, KOTOpas NoJslyvyeHa
OT CEHCOpPOB. B pon ceHcopa BbICTYMaeT YyCTPONCTBO, KOTOpoe
cobupaeT CTaTUCTUKY O Tpaduke 1 NepeaeT ee KONNeKTopy. B
KayecTBe CeHCOpa MOXET BbICTYMNaTb MapLUpyTU3aTOP U1 KOMMYTATOP
TpeTbero yposHs Cisco.

ceTeBOW NPOTOKOAN ANA CUHXPOHMU3ALMN BHYTPEHHMX YacoB
KOMMbIOTEpPa C UCMOJIb30BaHNEM CeTel C MepeMeHHOMN TaTEHTHOCTLIO.
NTP ncnonb3yeT A5 cBoel paboTbl npotokon UDP. Hanbonee
LLIMpoKoe rnprimeHeHme npoTtokoa NTP HaxoauTt ansa peanmsauum
cepBepoB TOYHOI0 BPEMEHW.

Takoxke DPI, Deep Packet Inspection

TEXHOI0MMSA HaKOMIEHNS CTaTUCTUYECKNX JaHHbIX, MPOBEPKA 1
dunbTPaLMM ceTeBbIX NAKETOB NO UX COAePXUMOMY. B oTanume ot
6paHamayspos, Deep Packet Inspection aHannsnpyeT He TONIbKO
3aro/IoBKM NakeToB, HO 1 MONHOe coAepXnmoe Tpadrka Ha YPOBHSAX
Mogenn OSI co BToporo u Bbilwe. Deep Packet Inspection cnoco6Ho
06HapyXuBaTb 1 6710KMpPOBaTL BUPYChI, PUNLTPOBATL MHPOPMALUIO,
He y0BNeTBOPSIOLLYIO 3aJaHHbLIM KPUTEPUAM.

450

CnpaBoyHuK kKoMmaHa — Keenetic Start II



noccapwin

Open Package

Opportunistic Wireless
Encryption

Password Authentication

Protocol

Protected Extensible
Authentication Protocol

Perfect Forward Secrecy

Ping Check

Point-to-Point Protocol

! https://www.openwrt.org/

Deep Packet Inspection yacTo ncnosb3yeTtcs NnpoBalijepaMu 4as
KOHTpOAA Tpaduka, a MHoraa n anst 6J10KMPOBKN HEKOTOPbIX
NPUAOXeHWIA, Takmx Kak BitTorrent. C nomouubto Deep Packet
Inspection MOXHO onpeaennTs, Kakoe NPUIoXKeHNe creHeprupoBano
VAW MonyyaeT AaHHbIe, M HA OCHOBAHWW 3TOr0 NpeAnpUHATL
Kakoe-nnbo pelcteme. Momurmo 6okmpoBaHus, Deep Packet Inspection
MOXeT cobmpaTb NOAPO6HYO CTaTUCTUKY COeAMHEHNS KaXA0ro
nonb3oBaTens no otaensHocTU. Takke, Npu nomolyy quality of service
Deep Packet Inspection MoxeT ynpaBnsiTb CKOPOCTLIO Nepesaun
OTAeNbHbIX MakeToB, NOAHAB eé UK, HaNPOTUB, YMEHbLLVB.

ynpoLleHHasa cMcTemMa ynpasneHua naketamu. lNpegHasHaveHa A1
BCTpavBaeMbIX CUCTEM Ha OCHOBeE Linux 1 ncnonb3yerca B AaHHOM
Kayectse B OpenWrt1 M Entware? npoekTax. NakeTbl Opkg ncnonb3yroT
pacwimpeHmns . ipk.

ABNAETCA pacwmpeHvem ctaHgapTa IEEE 802.11, cXoXuM C METOZO0M
wrndpoBaHNA 04HOBPEMEHHON NPOBEPKM MOANVNHHOCTY paBHbIX (SAE).
STOT MeToZ LWndpOoBaHNSA NPefOCTaBAAET NOJIb30BaTENSAM NYULLYHO
3aLUTy NPU MOAKIIOYEHUN K OTKPbITbIM Wi-Fi ceTam.

3TO NPOTOKOJ NPOBEPKN NOAANHHOCTN, KOTOPbIA UCMOMb3YyeT Napo/ib.
PAP ncnonb3yetca coegmHeHmnem Point-to-Point Protocol agns npoBepku
nonb3oBaTesiel nepes npejocTaBaeHneM UM JoCTyna K yaaneHHon
ceTun. PAP nepepaet He 3awumndpoBaHHble naponun B dopmate ASCII no
ceTu u, cnegoBaTesibHO, CUMTaeTCa Hebe3omnacHbIM.

NpoTOKON MHKancynmpyrowmii Extensible Authentication Protocol (EAP)
BHYTpU Transport Layer Security (TLS) TyHHens. MNpegHasHaveH ans
ycuneHust ctorikocty EAP, KoTopblil Npegnonaraet, 4to dunsmnyeckunii
KaHan 3alnLéH 1 He NpUMeHsieT cneumanbHbIX Mep ANs 3almThbl
obMeHa.

CoBepLLUEHHas NpsIMasi CEKPETHOCTb, CBOCTBO HEKOTOPbIX MPOTOKO/I0B
cornacoBaHus knto4a (Key-agreement), KOTopoe rapaHTUpYeT, 4YTo
CECCMOHHbIE KUK, NONYyYeHHble NPy NoMoLLM Habopa Kitoyeid
AONIrOBPEMEHHOIO M0/Ib30BaHWs, He 6yAyT CKOMMNPOMETUPOBaHbI NpY
KOMMNPOMETaLMN OLHOFO 13 AONTOBPEMEHHbIX K/THYeiA.

onpegenset paboTocNoCO6HOCTb MOAK/TIOYEHNS K UHTEPHETY Mo
AOCTYMHOCTY 3a4aHHOIO y3/1a. Pe3ynbTaT NpPoBepPKM MOXET 6bITh
MCNOb30BaH AJ15 MepeK/ItoUeHNst MEXAY OCHOBHbLIM 1 PE3EPBHbIM
NOAKNMKOUYEHNAMU K NHTEPHETY.

3TO MPOTOKON NCMONBb3YeMbI 419 YCTaHOBIEHNS NPAMOI CBA3N MeXay
ABYMs y3namu. OH MOXeT obecneynTb ayTeHTUUKALMIO COefNHEHWS,
wndpoBaHme nepeaaym AaHHbIX U okatue. PPP ncnonb3yetcs BO
MHOIMX BUax Gpn3nUecknx cete, Bkovasa kabenb, TenedpoHHyH
JIVHWUIO, COTOBYIO CBA3b, CreLMann3npoBaHHble pagno AVHUN 1
ONTOBONOKHO. [Tocne yCcTaHOB/IeHWS CoefMHEHNS HaYMHaeTcs
HacTpolika JOMONHUTENbHOWM ceTu (ypoBeHb 3). Yallie Bcero
ncnonesyetca Internet Protocol Control Protocol.

2 https://github.com/Entware-ng/Entware-ng
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3TO NepBas YacTb 610Ka JaHHbIX NpoTokona (PDU) dpumsmnueckoro
ypoBHs KoHBepreHumn (PLCP). 3arosioBKoM ABSETCA OCTaBLUASACA
YaCTb MaKeTOB AAHHbIX, KOTOPas COAEPXMUT 6osbLue nHGopmaumnm o
cxemMe MoAynsLmMm, CKOpoCTU nepesaydn, 1 O MPOMeXyTKe BpeMeHu,
TpebytoLeMcs 418 nepegayn Bcex AaHHbIX Kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHOBe 6ecnpoBOAHON CBA3M
onpegenset annHy 6noka CRC (Cyclic Redundancy Check) ans
COoeANHeEHMA MeXAy TOUKOI A0CTyNa U rocTeBbIMIN 6eCrnpoBOAHBIMMA
ajantepamu.

AnviHHas npeambyna:

* PLCP c gnviHHOM npeambynoin nepegaeTcs Ha ckopoctn 1 MéuT/c
HEe3aBMCMMO OT CKOPOCTU NepeAayn AaHHbIX Kagpa

+ OO6LLee BpeMs Nepegaydv ANVIHHOW Npeamby bl sBASETC KOHCTaHTOMN
- 192 MUKpOCEeKYHAbI

+ CoBMecCTUMO C ycTapeBLInMU cucTteMamu IEEE 802.11 paboTatowmmm
Ha 112 Mébut/c

KopoTkas npeambyna:

+ MNpeambyna nepepaetca Ha ckopocTn 1 MBuUT/C, a 3aroNoBoK — Ha
2 MéuT/c

+ ObLee Bpems NepeAayr KOPOTKOV Npeamoby bl ABAAETCA KOHCTaHTOMN
— 96 MUKpPOCEKYHAbI

+ He coBMecTUMO ¢ ycTapeBLUnMun cnctemamm IEEE* 802.11
paboTtatommm Ha 1 n 2 MéuT/c

IEEE 802.11w 3TO CTaHAAPT 3aLLUMThl KaZPOB yrpaBAeHus 13 ceMelicTea
cTaHaapToB IEEE 802.11. 3Ta ¢pyHKLUMOHaNBHOCTL Heob6Xxoa4MMa A4S
NoBbILLEHNA 6€30NacHOCTU NyTem obecneyeHns KOHGUAEHLMaNBLHOCTU
AaHHbIX B Kajpax yrpasaeHus.

MeTOo/, corfiacoBaHus okaTtus nons Protocol B 3aronoekax PPP. Mo
yMoJidaHuio, Bce peanmsaumm IO/DKHbI nepegaBath nakeTsl € 4ByMs
oKTeTamu nons Protocol.

npeacTaBnsieT coboii CUCTEMHBIN ypOBeHb yrpaBieHns
MeXKaHaNbHbIMU NOMeXamu, pagnopecypcamm n Apyrimm
XapaKTepucTKamu paguonepesayn B cucteMax 6eCrpoBOAHON CBA3N.
RRM Bk/toYvaeT B ceba napaMeTpbl yripaBneHus, Takme Kak MOLLHOCTb
nepegaun, pacnpezeneHune nonb3osareneii, bopMrpoBaHme
AvarpamMmbl HarnpaBIeHHOCTM, CKOPOCTY Nepesayn AaHHbIX, KPUTEPU
nepezaun o6Cy>XXMBaHWS, CXeMy MOAYNSLNN, OLLMGKIN CXeMbl
KOAUPOBaHKS.

ceTeBOli NPOTOKO/, NpeAHa3HaYeHHbI Ans obecneyveHst
LleHTpann30BaHHO ayTeHTUMKALMI, aBTOPU3aLUA N YUYéTa
nosib30BaTenei, NoAKNOYAIOLLMXCS K Pa3IMUYHbIM CETEBbIM CNyX6aM.
Mcnonb3yeTcs, Hanpumep, Npy ayTeHTUdMKaLMM Nofb3oBaTenei
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Secure Socket Tunneling
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Shared key
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Transmission Control
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Wi-Fi, VPN, B npowunowm, dialup-nogkntoueHunia, n gpyrnx nogo6HbIX
cny4asx.

NPOTOKON 6€30MacHOro TYHHeIMPOBAaHWS COKETOB, CNPOEKTUPOBaHHbIN
AN5 CO34aHNSA CUHXPOHHOM B3aMMOCBA3M NPY COBMECTHOM ObMeHe
nHdopmMaumein AByx nporpaMm. bnarogaps emy MOXHO co34aTb
HEeCKOIbKO NOAKAHOUEHWIA MPOrpaMMbl MO OA4HOMY COAMHEH IO MeXAY
y3n1amu, B pesy/bTaTe yero goctmraetcs 3¢ eKTMBHOE NCNOoIb30BaHNe
ceTeBbIX pecypcoB. [TpoTokon SSTP ocHoBaH Ha SSL, a He Ha PPTP
ncnonb3yet TCP nopT 443 ans nepegaymn Tpaduka.

3TO Noc/ie0BaTe/IbHOCTb CMBOJIOB, KOTOPas YHUKaIbHbIM 06pa3om
VMeHyeT 6ecnpoBoAHYyto nokanbHyto ceTb (WLAN). 3To nmsa nossonseT
6eCcrnpoBOAHbLIM CTaHLMAM MOAKN0YATLCA K HYXKHON CeTu, ecnun B
AAHHOM MecTe JO0CTYNMHO HECKONbKO He3aBUCUMBbIX CETE.

3TO pexuM, B KOTOPOM KOMMbLIOTEP MOXET MOJyYNTb JOCTYN K
6ecrnpoBoAHO ceTn, ncnonb3ytowlen npotokon Wired Equivalent
Privacy. Mpw nomoLm O6Lero katoya KOMMAbOTEP, OCHALLEHHbI
6ecnpoBOAHbIM MOAEMOM, MOXEeT NOyUYnNTb AOCTYN K itoboi ceTn WEP
1 06MeHMBaTbCA 3aWMPPOBAHHBIMU UK He3aWN$POBaHHBIMU
JaHHbBIMW.

cnyx6a, KoTopas npefocTaBnseT BOSMOXHOCTb GUAbTPaLUN
6710KMPOBKIM ONACHBIX NN HeXxenaTenbHbIX canToB. SkyDNS paclimnpsieTt
BO3MOXHOCTW Domain Name System, ao6aBnss Takme GyHKLMN, Kak
3almMTa oT pULIMHIra 1 GUAbTPaLNA KOHTEHTa.

3TO CTaHAAPTHbLIA MHTEPHET-NPOTOKON A5 YyNPaB/ieHUs YCTPOMCTBaMM
B IP-ceTsix Ha ocHoBe apxuTtekTyp TCP/UDP. K nogaepxvsatoLmm
SNMP ycTpoincTBaM OTHOCATCS MapLUPYTU3aToOpPbl, KOMMYTaTOPbI,
cepBepbl, paboune CTaHLMW, MPUHTEPDI, MOJEMHble CTONKU U Apyrue.

SBNAETCA OCHOBHbLIM MPOTOKOA0M 13 Habopa Internet Protocol. TCP —
3TO TPAHCMOPTHbI MeXaH13M, 06ecrneurBatoLLMiA MOTOK AaHHbIX, C
rnpeABapuUTeNbHOM YCTAaHOBKOW COeAVNHEHMS, 3@ CYET 3TOr0 AA0LLMNIA
YBEPEHHOCTb B IOCTOBEPHOCTY MOJlydaeMblIX JaHHbIX, OCYLLeCTBAAeT
NOBTOPHbI 3aNPOC JaHHbIX B C1y4yae notepu v ycTpaHseT
Ayb6ampoBaHve Npy NoslyvYeHnn AByX KON OZHOrO rnakeTa.

NPOTOKON HAaCTPOIKM TYHHENSs!, 3TOT CeTeBOW NPOTOKON yrNpaB/eHst
NCNONb3YeTCs AN COrnacoBaHUsi NapamMeTpoB HAaCcTPoliku IP TyHHens
MeXAyY KNMEHTCKUM XOCTOM TYHHENEN 1 cepBepOM C/y>6bl TYHHenel.

3TO MeTOJ, KOTOPbI N03BONsIET aBOHEHTY MNONIYUUTb JOCTYN K
6ecnposogHoin ceTy Wi-Fi. IHTepHeT-6pay3ep OTKPOeT CTpaHuLYy BXOAa,
rAe rnosib30BaTe/lb JO/IKEH 3aro/IHNTL CBOV YUYeTHbIE JaHHbIe, npex e
UeM OH CMOXeT NosyunTb gocTtyn. B UAM gna aBTopusaunm
vcnonb3yertcs knmeHT RADIUS v cepsep RADIUS.

ABNAETCA OCHOBHbIM NPOTOKONOM U3 Habopa Internet Protocol. 310
TPaHCMOPTHLIV NPOTOKON ANSA NepeAayn AaHHbIX B ceTsx IP 6e3
yCTaHoOBNeHUA coeariHeHns. OH ABNSETCHA O4HUM M3 CaMbIX MPOCTbIX
MPOTOKO/1I0B TPAHCMOPTHOr0 ypoBHA Mogenu OSI. B otanyuve ot TCP,
UDP He noaTBepxAaeT A0CTaBKY AAHHbIX, HE 3a60TUTCS O KOPPEKTHOM

Keenetic Start II — CnpaBOYHVK KOMaHA,
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udpxy

Universal Plug and Play

Virtual LAN

Web Proxy Auto-Discovery
Protocol

Wi-Fi Multimedia

Wi-Fi Protected Access

nopsiike fOCTaBKM 1 He fenaeT NoBTOPOB. 3aTO OTCYTCTBME
COeAVHEHNSA, AOMONHUTENBHOr0 Tpadurka N BOSMOXHOCTb
LUMPOKOBeLLATeNbHbIX PACCLIIOK AeNaloT ero yai06HbIM ANs
NpUMeHeHWIA, rae Manbl MOTepu, B MacCOBbIX PacCbl/IKax IOKaNbHOM
nozceTu, B MeAManpoTokonax un T. n.

cepBepHoe nNpuioxeHve (daemon) 4nd nepeAayn JaHHbIX U3 CETeBOro
rnoToka My/ibTrKacT KaHana (sewaemoro no UDP) B HTTP coegmHeHme
3anpaluvBaroLLLero KaneHTa.

3TO apXuTeKTypa MHOrOPaHroBbIX COeANHEHWI MeX Ay NepCcoHaNbHbIMU
KOMIMbOTEPaMn U UHTeNNEeKTYalbHbIMW YCTPONCTBaMu,
yCTaHOBJ/IEHHbLIMUW, Hanpumep, goMa. UPnP ctponTca Ha ocHoBe
CTaHAAPTOB W TEXHONIOMNIA MHTEepHeTa, Takux kak TCP/IP, HTTP n XML,
1 obecrneynBaeT aBTOMaTMYeCKOe MNOoAKIYEH Ve MOA006HbIX YCTPONCTB
APYT K APYrY U NX COBMECTHYIO paboTy B CeTeBO cpejie, B pesy/bTaTte
yero ceTb (HanprMep, JOMALLHSASA) CTAHOBUTCA NErkon ANA HaCTPONKM
6onbLIeMYy YMCY NONb30BaTeNei.

noruveckas ("BmpTyanbHasa") lokasbHas KOMMNbIOTEPHAs CeTb,
npeacTasnseT coboi rpyrnny XocToB ¢ 06LLMM HabopoM TpeboBaHWiA,
KOTOpble B3anMOAeNCTBYIOT TaK, Kak ecnv 6bl OHU H6bIV MOAKIHOYEHbI
K LUMPOKOBELLATe/TbHOMY AOMEHY, HE3aBUCUMO OT X PU3MYECKOro
mMecToHaxoxgeHus. VLAN rmeeT Te xe CBOICTBA, YTO 1 pur3myeckas
JIOKanbHas ceTb, HO MO3BONSET KOHEYHbIM CTAHLUSM FPYNMNMpoBaThLCs
BMECTE, JaXe eC/IN OHU HE HaXOAATCS B O4HOW GpU3MYeCcKon ceTu.
Takasi peopraHusaLys MOXeT bbITb CAes1aHa Ha OCHOBE MPOrpaMMHOro
obecneyveHuss BMeCTo GU3NYECKOro nepemMeLLeHns yCTponCTB.

3TO MeTOZ, NCNOob3yeMblil KnneHTamu Ansa nomcka URL-agpeca dainna
KoHUrypaumm npuv nomoLuy DHCP n/unu DNS meToa0B 06HapyXeHus.
Mocne okoHYaHUA 06HapyXeHUs 1 3arpyskun dainna KoHPUrypauum,
OH MOXeT 6bITb BbINOJIHEH A/17 orpejeneHns NPoKCK yKasaHHOro
URL-agpeca.

agnsetcs ceptudumkaumein Wi-Fi Alliance, 6asnpyroLeiics Ha cTaHAapTe
IEEE 802.11e. OH 0becneynBaeT OCHOBHbIE BO3MOXHOCTK QoS (quality
of service) ans ceteii IEEE 802.11 nocpencTBOM NpropeTU3aumm
MakeToB AaHHbIX MO YeTblpeM kaTteropusm: ronoc (AC_VO), Bngeo
(AC_VI), HerapaHTMpoBaHHas goctaeka (AC_BE), n HU3knii npuoputeT
(AC_BK).

npeactaenseT cobori 06HOBAEHHYO NporpamMMmy cepTudurkauumm
ycTpoiicTB becnpoBogHoi cBA3n. TexHonorua WPA npuLna Ha 3ameHy
TeXHONOornmM 3anTel 6ecnpoBoaHbIx ceTeir WEP. Matocamu WPA
ABNAOTCA YCUNEHHan 6e30MacHOCTb AaHHbIX U Y>KeCTOUEHHBbI
KOHTPO/Ib AOCTYyNa K 6ecnpoBoHbIM ceTaM. HemanoBaxHoM
XapaKTepUCTUKOM ABNSETCA COBMECTUMOCTb MeXAY MHOXECTBOM
6ecrnpoBOAHbIX YCTPOMCTB Kak Ha annapaTHOM YpOBHe, Tak U Ha
nporpamMmmMHoM. Ha gaHHbIi MomeHT WPA, WPA2 n WPA3
paspabaTbiBalOTCs U NpoaBuUratoTcsa opraHusaumein Wi-Fi Alliance.

WPA3 ncnonbsyet 128-6uTHoe windpposaHue B pexxrme WPA3-Personal
(192-6mnT B WPA3-Enterprise). CtaHgaapT WPA3 Takke 3aMeHsieT obMeH
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Wi-Fi Protected Setup

Wired Equivalent Privacy

Extended Authentication

Yandex.DNS

kntouamm Pre-Shared Key exchange n SAE kak onpegeneHo B IEEE
802.11-2016, uto NpMBOANT K 60N1ee 6e30NacHOMY HauabHOMY OOMeHy
KJHYaMU B NePCOHAaNbHOM pexmnme.

CTaHAAPT (M O4HOVMEHHbIM MPOTOKO1) NOJTlyaBTOMATNYECKOro CO34aHuA
b6ecnpoBoaHoii ceT Wi-Fi, cozgaHHbIn Wi-Fi Alliance. Llenbto npotokona
WPS aBnsieTca ynpoLleHme npoLiecca HacTporiky 6ecnpoBoHON ceTy,
No3TOMY M3Ha4anbHO OH Ha3biBanca Wi-Fi Simple Config. MpoTokon
Np13BaH 0KasaTb NOMOLLb MOJib30BaTeNsAM, KOTOpble He 0bnajaroT
LUINPOKMMMW 3HAHMAMM 0 6€30MacHOCTM B 6eCnpoBOAHbIX CeTAX, U Kak
CNeAcTBME, UMEROT CIOXKHOCTU MpUY OCyLLecTBAeHUN HacTpoek. WPS
aBTOMaTM4yeckn o603HayaeT NMsS ceTU 1 3aAaeT WnpposBaHue, Ans
3aLLNTbl OT HECaHKLIMOHVNPOBAHHOMO JOCTYMa B CeTb, NPV 3TOM HeT
HeobX0AMMOCTY BPYUHYHO 3alaBaTb BCe NapamMeTpbl.

anroput™ Ana obecneyeHns 6esonacHocTu cetein Wi-Fi. cnonbsyeTtca
Ans obecneyveHms KOHPUAEHUMABLHOCTA N 3aLLNThl NepeAaBaemMbIX
AAHHbBIX aBTOPM30BaHHbIX MONb30BaTesell 6ecnpoBoOAHON ceTK OT
npocnywvsaHus. CywiectsyeT Ase pasHosugHoctn WEP: WEP-40 n
WEP-104, pa3nnyatoLpecs ToNbKo A/IMHO Kto4a. B HacTosiLee Bpems
AaHHaa TexXHONOorVsA ABNAETCA yCTapeBLUen, Tak Kak ee B3/IOM MOXeT
6bITb OCYLLIeCTBJIEH BCEro 3a HECKOJIbKO MUHYT. TeM He MeHee, OHa
MPOAO/IKAET LUMPOKO UCNO/b30BaTbCA. WPAZ.

nnn XAUTH, obecneunBaeT fOMONHUTENbHbIA YPOBEHb MPOBEPKM
MOA/IMHHOCTY, MO3BONAA LWNO3Y [Psec 3anpaluvBaTh PaclMpeHHyto
aBTOPM3aLMIO Ya/leHHbIX MOb30BaTe e, Taknm 06pa3om 3acTaBnss
yAaneHHbIX NoNb30BaTeNiert MPefocTaBNsaTb UX yYeTHbIe AaHHbIe,
npexae yem noayymtb goctyn K VPN.

CepBUC KOMMNaHM AHAEKC ANS 3aLUMTbI JoOMaLLHel ceTn. O6ecneunBaeT
TpY pexrmMa ¢punbTpaunn:

+ 6e3 dnnbTpaumn: pecypcbl He 610KMPYHOTCS

+ 6e30MnacHbIN pexmnM: 610KNPYHTCA BPEAOHOCHbIE 1 MOLLEHHUYEeCKME
CanThbl

* CeMeWHbIn pexurM: 610KNPYTCS BPeAOHOCHbIE U MOLLEHHUYecKMe
CaiiTbl, @ TakXe pecypchbl AN B3POC/bIX

Keenetic Start II — CnpaBOYHVK KOMaHA,
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Nepapxua nHtepodencos

PrncyHok A.1. BasoBble HTep¢eichl

FastEthernet GigabitEthernet

Mac IP Supplicant Peer
Ethernet Ppp Secure
I /: _____ ]
| | Pppoe PppTunnel
[ Bridge Vlan [ o o
I I
I I
| Pvc OpenVpn |
: : Pptp L2tp
I I
I I

PucyHok A.2. TYHHe N bHble NHTep¢EChbI

Ethernet P Secure Peer

Tunnel

Tunnel6

N

Tunnel6to4 Tunnel6in4

SecurelPTunnel

Eoip

Gre Iplp
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PucyHok A.3. UHTepdericbl USB

Usb

T

UsbEthernet UsblLte UsbModem
CdcEthernet YotaOne

PucyHok A.4. UHTepdeiicbl Wi-Fi

Wireless Radio

N

AccessPoint WiFiStation WiFiMaster
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ba3bl ynpasnstoLleii nHpopmaumm (MIB) 4OCTYMHBI TONBKO AN YTEHUS.

MoaaepxwvsatoTca cnegyrowye MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoAAePXKMBAOTCS CIeAyHOLLIME SNIeMEHTbI AaHHbIX:

MoaAep>XMBaOTCA CleytoLe 31eMeHTbI AaHHbIX:

Ba3oBblii BapnaHT

SNMPv2-MIB::sysDescr

SNMPv2-MIB::sysUpTime

SNMPv2-MIB::sysContact

SNMPv2-MIB::sysName

SNMPv2-MIB::sysLocation

SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31

OID: 1.3.6.1.2.1.2

IF-MIB::ifNumber
IF-MIB::ifIndex
IF-MIB::ifDescr
IF-MIB::ifType
IF-MIB::ifMtu
IF-MIB::ifSpeed
IF-MIB::ifPhysAddress

IF-MIB::ifAdminStatus

Keenetic Start II — CnpaBOYHMK KOMaH/,
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« IF-MIB::ifOperStatus
+ IF-MIB:ifLastChange
+ IF-MIB::ifInOctets
+ IF-MIB::ifInUcastPkts
+ IF-MIB::ifInDiscards
+ IF-MIB::ifInErrors
+ IF-MIB::ifOutOctets
+ IF-MIB::ifOutUcastPkts
+ IF-MIB::ifOutDiscards
+ IF-MIB::ifOutErrors
PaclumpeHHbIA OID 1.3.6.1.2.1.31
sapant « IF-MIB::ifName
+ IF-MIB::ifInMulticastPkts
+ IF-MIB::ifInBroadcastPkts
+ IF-MIB::ifOutMulticastPkts
+ IF-MIB::ifOutBroadcastPkts
+ IF-MIB::ifHCInOctets
+ IF-MIB::ifHCInUcastPkts
+ IF-MIB::ifHCInMulticastPkts
+ IF-MIB::ifHCInBroadcastPkts
+ IF-MIB::ifHCOutOctets
+ IF-MIB::ifHCOutUcastPkts
+ IF-MIB::ifHCOutMulticastPkts
+ IF-MIB::ifHCOutBroadcastPkts
« IF-MIB:ifLinkUpDownTrapEnable
+ IF-MIB::ifHighSpeed
+ IF-MIB::ifPromiscuousMode
+ IF-MIB::ifConnectorPresent

« IF-MIB::ifAlias
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+ IF-MIB::ifCounterDiscontinuityTime

Mpoueccop |CBUTY YcTpoiicTBO |OnucaHue
MT7621/RT63368|MT7530 Keenetic Giga III | NoaaepxvBaroTca
64-6UTHbIE CUeTUNKN BalT
RTL8376M Keenetic Ultra II no rnoptam CBUTYa,
) 32-6UTHbIE CYHETUUNKN
KeeneticLTE  |naketos no nopram centua.
MT7620 RTL8367B Keenetic Viva |EcTb knaccumkaums no
. TNy nakeTtoB.: broadcast,
Keeentic Extra |multicast n unicast.
WHTerpuposaHhbin| Keenetic 4G III |[Moaaep>xmnBaroTcs
o 32-6UTHbIe cHeTUNKN BaliT
Keenetic Lite II no nopTam CBUTYa U
L 16-6BUTHbIE CHETUNKMN
Keenetic Lite Il |55 o108 Mo nopram centua.
Keenetic Omni B cnyuae nepenosiHeHus
CYETUMKOB BbICTaBASAETCA
Keenetic Omni |BPeMs nocnesHero
I nepenosiHeHVs B
IFMIB:ifCounterDiscontinuityTime.
MT7628 WHTerpupoBaHHbi | Keenetic Start II| MNoaaep>xnBatoTcs TO/IbKO
o 16-6UTHbIE CYETUYNKM
Keenetic Lite IIl | nakeTos no noptam cemtua.
rev.B B cnyuae nepenonHeHus
) CYETUYNKOB BbICTaBASETCA
Keenetic 4G III BPeMS MOCNeAHEro
rev.B nepenonHeHvs B
Keenetic Air IFMIB:ifCounterDiscontinuityTime.
Keenetic ExtraIl

B.3 IP-MIB

OID: 1.3.6.1.2.1.49

nOAAep)KI/IBaI-OTCFI cnegyrouine sneMeHTbl JaHHbIX:

+ TCP-MIB::tcpRtoAlgorithm

* TCP-MIB::tcpRtoMin
* TCP-MIB::tcpRtoMax

* TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens
* TCP-MIB::tcpPassiveOpens

+ TCP-MIB::tcpAttemptFails
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TCP-MIB::
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB::

tcpEstabResets

tcpCurrEstab

‘tcpInSegs

tcpOutSegs

‘tcpRetransSegs

tcpInErrs

tcpOutRsts

B.4 UDP-MIB

OID: 1.3.6.1.2.1.50

Moasep>KMBaOTCS CeAyroLLme 31eMeHTbl AaHHbIX:

+ UDP-MIB::udpInDatagrams

nOAAep)KI/IBaI-OTCFI cegyrouine sneMeHTbl JaHHbIX!

UDP-MIB::udpNoPorts

UDP-MIB::udpInErrors

UDP-MIB::udpOutDatagrams

UDP-MIB::udpHCInDatagrams

UDP-MIB::udpHCOutDatagrams

B.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

+ HOST-RESOURCES-MIB::hrSystemUptime

B.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

MoaAep>XMBaOTCA CleAytoL/e 31eMeHTbI AaHHbIX:

NHdopmanyums 06 O3Y -« UCD-SNMP-MIB::memTotalReal

ycTpoiicTBa

* UCD-SNMP-MIB::memAvailReal
+ UCD-SNMP-MIB::memShared

* UCD-SNMP-MIB::memBuffer
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NHdopmauums o

USB-HakonuTenax

NHdopmauums o

Harpyske Ha cuctemy

UCD-SNMP-MIB::

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

memCached

:dskIndex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

laIndex
laNames
laLoad
laConfig

laLoadInt

:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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YpoBHU WinppoBaHums IPsec

YpoBeHb WwWndpoBaHus onpegenset Habop anropmutmoB IKE n IPsec SA.

Hwxe ansa Kaxaoro ypoBHSA NpMBeAeH NOJHbIN CNINCOK aNrOPUTMOB B MOPSAKE YMEHbLLEHWSA
nprvopuTeTa, a Takxke Habop komaH crypto ike proposal g5 HacTpoOiK aHaNOrMYHOro

npoduns BpyUHyto.

B cnuncke aIfOPNTMOB YKa3blBaeTCA:

* wundpoBaHme C ANVHOM Kao4a

+ xXew-byHKUMS ana popmumposaHua HMAC

* PFS pexxkum (NO, ecnv OTK/IHOYEH)

C.1 weak

IKE

AES128-SHA1-MODP1024
AES128-SHA1-MODP768
AES128-MD5-MODP1024
AES128-MD5-MODP768
3DES-SHA1-MODP1024
3DES-SHA1-MODP768
3DES-MD5-MODP1024
3DES-MD5-MODP768
DES-SHA1-MODP1024
DES-SHA1-MODP768
DES-MD5-MODP1024
DES-MD5-MODP768

IPsec SA

DES-MD5-NO
AES128-SHA1-NO
3DES-SHA1-NO
DES-SHA1-NO

Keenetic Start II — CnpaBOYHMK KOMaH/,
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C.2 normal

466

AES128-MD5-NO
3DES-MD5-NO

Proposal

encryption des
encryption 3des
encryption aes-cbc-128
encryption aes-cbc-192
encryption aes-cbc-256
dh-group 1

dh-group 2

dh-group 5

dh-group 14

dh-group 15

dh-group 16

dh-group 17

dh-group 18

dh-group 25

dh-group 26

dh-group 19

dh-group 20

dh-group 21

integrity md5
integrity sha1
integrity sha256
integrity sha384

integrity sha512

IKE

AES256-SHA1-MODP1536
AES256-SHA1-MODP1024
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AES128-SHA1-MODP1536
AES128-SHA1-MODP1024
3DES-SHA1-MODP1536

3DES-SHA1-MODP1024

IPsec SA

AES128-SHA1-NO
AES256-SHA1-NO

3DES-SHA1-NO

Proposal

encryption aes-cbc-256
encryption aes-cbc-128
encryption 3des
integrity sha1
dh-group 5

dh-group 2

C.3 normal-3des

IKE

AES256-SHA1-MODP1536
AES256-SHA1-MODP1024
AES128-SHA1-MODP1536
AES128-SHA1-MODP1024
3DES-SHA1-MODP1536

3DES-SHA1-MODP1024

IPsec SA

3DES-SHA1-NO
AES256-SHA1-NO

AES128-SHA1-NO

Proposal

encryption aes-cbc-256
encryption aes-cbc-128
encryption 3des
integrity sha1
dh-group 5

dh-group 2
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C.4 strong

IKE

AES256-SHA1-MODP2048
AES256-SHA1-MODP1536
AES128-SHA1-MODP2048
AES128-SHA1-MODP1536

IPsec SA

AES256-SHA1-MODP1536
AES256-SHA1-MODP2048
AES256-SHA1-MODP2048

AES256-SHA1-MODP1536

Proposal

encryption aes-cbc-256
integrity sha1
dh-group 14

dh-group 5

C.5 weak-pfs

IKE

AES128-SHA1-MODP1024
AES128-SHA1-MODP768
AES128-MD5-MODP1024
AES128-MD5-MODP768
3DES-SHA1-MODP1024
3DES-SHA1-MODP768
3DES-MD5-MODP1024
3DES-MD5-MODP768
DES-SHA1-MODP1024
DES-SHA1-MODP768
DES-MD5-MODP1024

DES-MD5-MODP768

IPsec SA

DES-MD5-MODP1024
AES128-SHA1-NO
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3DES-SHA1-NO
DES-SHA1-NO
AES128-MD5-NO
3DES-MD5-NO
AES128-SHA1-MODP1024
3DES-SHA1-MODP1024
DES-SHA1-MODP1024
AES128-SHA1-MODP768
3DES-SHA1-MODP768
DES-SHA1-MODP768
AES128-MD5-MODP1024
3DES-MD5-MODP1024
AES128-MD5-MODP768
3DES-MD5-MODP768

DES-MD5-MODP768

Proposal

encryption aes-cbc-128
encryption 3des
encryption des
integrity sha1
integrity md5
dh-group 2

dh-group 1

C.6 normal-pfs

IKE

AES256-SHA1-MODP1536
AES256-SHA1-MODP1024
AES128-SHA1-MODP1536
AES128-SHA1-MODP1024
3DES-SHA1-MODP1536
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3DES-SHA1-MODP1024

IPsec SA

AES128-SHA1-MODP1024
AES128-SHA1-NO
AES256-SHA1-NO
3DES-SHA1-NO
AES256-SHA1-MODP1536
AES128-SHA1-MODP1536
3DES-SHA1-MODP1536
AES256-SHA1-MODP1024

3DES-SHA1-MODP1024

Proposal

encryption aes-cbc-256
encryption aes-cbc-128
encryption 3des
integrity sha1
dh-group 5

dh-group 2

C.7 normal-3des-pfs
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IKE

AES256-SHA1-MODP1536
AES256-SHA1-MODP1024
AES128-SHA1-MODP1536
AES128-SHA1-MODP1024
3DES-SHA1-MODP1536

3DES-SHA1-MODP1024

IPsec SA

3DES-SHA1-MODP1024
3DES-SHA1-NO
AES256-SHA1T-NO
AES128-SHA1-NO
AES256-SHA1-MODP1536

AES128-SHA1-MODP1536
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3DES-SHA1-MODP1536
AES256-SHA1-MODP1024

3DES-SHA1-MODP1024

Proposal

encryption aes-cbc-256
encryption aes-cbc-128
encryption 3des
integrity sha1
dh-group 5

dh-group 2
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