NMpumep cozpaHunna coeguHeHna PPTP VPN
B onepaunoHHOM cucteme Linux

B HaweM npuMepe ncnonblyetca OC Linux Ha ocHoBe anctpmbytuea Ubuntu (a
MMeHHO ancTpmnbyTns Xubuntu 16.04). HacTtponky coeanHeHuns PPTP VPN
byaem BbINONHATb, NCMOMb3Yys rpadumyeckmn nHtepdenc cepenca Network
Manager (CTaHAapTHbIA MHCTPYMEHT yNpaBieHUsa CeTeBbIMU NOAKIOYEHUSMN B
Linux-cuctemax ¢ yaobHbiM rpadmuecknm nHtepdencom). Network Manager
ABNSETCA YHMBEpPCAbHbIM N NONY/SAPHbLIM CEPBMCOM, KOTOPbIN UCMONb3yeTCH Mo
YMOJTYaHUIO BO MHOMMX AnCTpmnbyTumeBax Linux.

1. Ha naHenn MHCTpyMeHTOB rpadunyeckon o60104KM ONnepaunoHHON CUCTEMBI
(N0 YMONYaHUIO 3TO NPaBbl HMXXHUIA NN BEPXHUIN YO 3KpaHa) LWeSIKHUTE
NeBOM KHOMKOW MbILWW NO annfeTy ceTeBbliX CoOeanHEHNN.

MoaBeante Kypcop K NyHKTY «CoeanHeHns VPN» (VPN Connections). lNMoaButcs
NyHKT «HacTtponTb VPN»(Configure VPN), no KOTOpOMY LUENIKHUTE NeBOW
KHOMKOW MbILUMW.

MpoeogHans ceTek (Marvell 88EB056 PCI-E Gigabit Ethernet Controller)
MNpoeogHoe coegMHeHne 1

OTKNHUYATE

Hactpoute VPN... CoegnHeHWA VPN

OrnounTs VPN
v YNpaBneHWe CeTeH

CBeeHWA 0 COBAMHEHUN

M3MeHWUTE COBQUHEHIA. ..

2. B nossuBwemMcs okHe «CeTteBble coegnHeHuns»(Network Connections)
Ha)XxMuTe KHonky «[obaBnTb»(Add) Ans co3aaHns HOBOro CoeanHeHus.

bt CeTeBble cOEAMHEHWA + X
HazeaHwe MocnegHee NoOAKNHKYEHWE * M
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3. BoibepuTte 13 npeanoXXeHHoro cnucka tmn coegmHenmns VPN — PPTP u 3aTeM
HaxmMuTe KHonky «Co3aatb»(Create).

@ BoiGepnTe TUN coegUHEHWA
BoibepuTe TN CO343BaEMOro COBAUHEH WA,
OTcyTcTEME HeobxoguMmoro TUNa CORAMHEHWA MOXET FOBOPUTE O
TOM, YTO B CUCTEME He YCTaHoBAeH Mogdyns VPN,

| Point-to-Point Tunneling Protocol (PPTP) - |

Coemecmum ¢ cepeepamu Microsoft u dpyzumu cepeepamu PPTP VPN,

| Cancel || Co3haTh... |

4. B noaBuBLWEMCA OKHe Ha Bklagke «VPN» ykaxute «HasBaHue coeguHeHna»
(Connection name) u «LWnto3»(Gateway). B none «LlWnto3»(Gateway) HYy>XHO
ykasaTtb ny6amuHbii WAN IP-agpec MHTepHeT-UeHTpa, K KoTopoMmy byaeT
ocylecTendaTbCca nogknoyvyeHue PPTP VPN.

b WNzmeHeHne Keenetic + X

HazBaHWe coeguHEHWA: |Keenetic |

DﬁLu,m“-l| VPN | MapameTpel IPv4

Obwmne |

Winio3: | 196.18.#eL. |

AonoNHWTeNbHBIE

MmA nonk3oBaTena: | admin |

Mapones: | @ |

MNokazaTe napons

MT-gomMeH: | |

—p | [25] fononHuTensHo... | —|

. | Cancel || «// CoxpaHnTh |

B none «Mmsa nonb3oaTtensa»(User name) BNULWINTE UMSA YYETHOW 3anucu
MHTepHeT-ueHTpa (cepsepa PPTP), anga KoTopon npeaBapuTenibHO YCTAaHOBIEHO
pa3pewleHne Ha goctyn K cepeucy VPN.




B TeKkyweM OKHe MOXHO He yKa3biBaTb Naposib OT YYETHOW 3anucu, B 3TOM
c/lydae naposfib HY>XHO 6yaeT BBOAUTb KaXAbl pa3 Npu NOAKAIOYEHUU K
cepBepy. Ho npun HeobxoanmocTn B none «lMaponb»(Password) MOXHO yKa3aTb
naposib OAHOKPATHO, YTO6blI HE BBOAUTb €ro KaxAblh pa3 npu noaKIto4YeHNN.

5. 3ateM HaxxmuTe KHonky «JononHuntenoHo»(Advanced) 419 OTKPbITUS OKHa C
AOMONHUTENbHbLIMKW NapameTpamMmn PPTP-coegnHeHuns.
b AononHWUTeNeHEIE NapamMmeTpel PPTP + X

AyTeHTMPMKALMA

Pa3pelunTs CNedyUMe METOLE! AYTEHTUGUKALIMK:

v CHAP 1
W MSCHAP
W MSCHAPV2

LngpoBaHWe K CHaTHE

~ Mcnone3oBate WindposaHue MPPE

Wnppoeanwme: | NMioboe gocTynHoe (Mo yMonYaHum) »

Brntounte Stateful Encryption
v CNoNL30BaTE ANA JaHHLX CkaTre BSD
v MICNoNbL30BaTE ANA AaHHbX ckatre Deflate

' VICMoNb30BaTh CKaTWe 3aronoskos TCP

= 30

[MocklNaTh 3X0-NakeTsl PPP

MNpouee

WMcnonb3oBaTk NONL30BATENLCKWIA HOMEp yeTpoicTBa: | [

| @DTMEHHTI: | (:?DK

YcTaHoBuUTEe ranouky B nosie «Mcnosb3oBaTb wndposaHue MPPE»(Use Point-to-
Point encryption MPPE).

B none «lWundposaHmne»(Security) MOXHO OCTaBUTb 3HAYEHME NO YMOYAHMUIO
WNKW yKasaTb BPY4YHYIO Kakoe TpebyeTcs ncnonb3oBaTtb wmndposaHme MPPE ¢
40- nnn 128-6UTHLIM WM pPOBAHUEM.

O6pallaemM Balle BHMMaHME, YTO B MHTEpHeT-LUeHTpe cepun Keenetic, HauUnHas
Cc mukponporpammbel NDMS V2.05.B.9, B PPTP-cepBepe rno ymMosil4aHUIO
npotokon MPPE paboTaeT ¢ kntouom 40 6uT.

Ana coxpaHeHWs HaCTpoeK CoeAMHEHUsT HaXXMUTe CHadana KHonky «OK» B OkHe
AONOSIHUTENIbHbLIX NapaMeTpoB U 3aTeM KHonKy «CoxpaHuTtb»(Save) B OkHe
Co34aHnga HoBoro coeanHeHmns VPN.



B okHe «CeTteBble coeanHeHusa»(Network connections) Bbl yBnanTe co3gaHHoe
coeanHeHue VPN.
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6. B naHenn MHCTPYMEHTOB LUEeNKHUTE NeBOM KHOMKOW MbIWK NO annaeTy
ceTeBbIX COeAUHEHUN.

Moaseante Kypcop K NyHKTY «CoeanHeHnsa VPN» (VPN Connections) n 3aTem
Ha>XMUTE Ha NYHKT C co34aHHbIM VPN-coegnHeHneM ang 3anycka npouecca

CTAaHOBKUW MNOAKNKYEHNA.
MpoeogHan ceTe (Marvell 8BE8056 PCI-E Gigabit Ethernet Controller)

MNpoeoaHoe coeguHeHWe 1

OTKNHUYATE

Keenetic CoegnHeHwA VPN

Hactpoute VPN... v ¥npaeneHwe CeTbH

OTKNHOUATE VPN
CeefeHWA O COBAMHEHWI

M3IMeHUTL coegUHEHWA...

Ecnu Bbl He ykaszanu naposb npu Hactponke VPN-coeanHeHUs, TO Npu
noakntoveHnn Kk cepeepy PPTP Bbl yBUAUTE OKHO aBTOpM3auUuKU, B KOTOPOM
HY>XHO BBECTM Maposib OT YYETHOM 3anncu, C KOTOPOM Bbl OCYyLLECTBSETE
NOAKOYEHME, U ANt KOTOPOM YCTAaHOBEHO pa3pelleHmne Ha AOCTYN K CepBUCy

VPN.
- AyTeHTUdMKauma VPN X

5 Heobxogma ayTeHTUGWKALWA 4nA
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é"l ! ceTi «Keenetics,
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Mpwn ycnewHoOM noakntoveHnn Kk cepsepy PPTP B naHenm MHCTPYMEHTOB Bbl
yBMAUTE 3HAYOK yCTaHOBNeHHOro coeanHeHmns VPN.

CoobllueHWe aeTopuzayuu VPN

30 HoA, 14:41

Ona npocMoTpa nHdopMmaumm 06 akTUBHOM MOAKHOUYEHUU, LLENIKHUTE 1EBOWM
KHOMKOM MbILLW MO 3HAYKY COeAMHEHMUS U 3aTeM HaxMuTe Ha «CBeaeHuns o
coeanHeHnmn»(Connection Information).

MpoeogHan ceTe (Marvell BBEB0S6 PCI-E Gigabit Ethernet Controller)
NpoeogHoe coeguHeHWe 1

OTEKNHYATE

CoeflHeHnA VPN »

¥ YMpaBneHWe CeTeH

CEEefeHWA O COBAMHEHWI

Bbl yBNANTE OKHO CO CBEAEHUAMN O TEKYLUNX aKTUBHbIX COEANHEHUNAX.

hd CBeieHWA 0 TEKYLUEM COEAMHEHNM X

0 AKTWBHBIE CETEBbIE COEANHEHWA

Keenetic (no ymonuaHuio) | MpoeogHoe coegnHeHNe 1

O6WMiA

TunVPN: pptp

LUnto3 VPN: 196.18. 1tk
MmA none3osatens VPN: admin

BaHHep VPN:

OCHOBHOE COANHEHME: MpoBogHoe coegnHeHwe 1
IPv4

IP-agpec: 172.16.1.33
LlvpokoBelaTenbHeI agpec: 172.16.1.33
Macka nogceTi: 255.255.255.255
Primary DNS: 196.18. 1l



Ana otknoyennsa VPN wenkHuTe 1eBo KHOMKOM MblWK N0 3HAYKYy CeTEBOro
coeiMHeHMns, noaBeanTe Kypcop Mblwn K NyHKTY «CoeanHeHmns VPN>» (VPN
Connections) u 3aTteM HaxMuTe «OTKAOYNTL VPN»(Disconnect VPN).

MpoeogHan ceTs (Marvell 88EB056 PCI-E Gigabit Ethernet Controller)

MpoeogHoe coegMHeHWe 1

OTENHUYATE

v Keenetic CoegHeHWA VPN
HacTpouTs VPN... v YNpasneHWe CeTLH

OTknouwnTe VRN
= h CeefeHA O COBAMHEHIMIA

M3ImeHWUTb coegUHEHWA...

NMpuMmeuaHue

MHCTpyKuMa no HacTporke cepBepa VPN PPTP B MHTepHEeT-LUeHTpax cepumn
Keenetic ¢ Mukponporpammonn NDMS V2 npeacrasnieHa B CcTaTbe Halwen basbl
3HaHUKM Ha canTe zyxel.ru no cneaytowen ceolnke: https://zyxel.ru/kb/4187/
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